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Abstract. Secure two-party computation considers the problem of two
parties computing a joint function of their private inputs without reveal-
ing anything beyond the output of the computation. In this work, we
take the first steps towards understanding the setting where: 1) the two
parties (Alice and Bob) can communicate only via a classical channel,
2) the input of Bob is quantum, and 3) the input of Alice is classical.
Our first result indicates that in this setting it is in general impossible to
realize a two-party quantum functionality with black-box simulation in
the case of malicious quantum adversaries. In particular, we show that
the existence of a secure quantum computing protocol that relies only on
classical channels would contradict the quantum no-cloning argument.
We circumvent this impossibility following three different approaches.
The first is by considering a weaker security notion called one-sided sim-
ulation security. This notion protects the input of one party (the quantum
Bob) in the standard simulation-based sense and protects the privacy of
the other party’s input (the classical Alice). We show how to realize a
protocol that satisfies this notion relying on the learning with errors as-
sumption. The second way to circumvent the impossibility result, while at
the same time providing standard simulation-based security also against
a malicious Bob, is by assuming that the quantum input has an efficient
classical representation.
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Finally, we focus our attention on the class of zero-knowledge function-
alities and provide a compiler that takes as input a classical proof of
quantum knowledge (PoQK) protocol for a QMA relation R (a classical
PoQK is a PoQK that can be verified by a classical verifier) and outputs
a zero-knowledge PoQK for R that can be verified by classical parties.
The direct implication of our result is that Mahadev’s protocol for classi-
cal verification of quantum computations (FOCS’18) can be turned into
a zero-knowledge proof of quantum knowledge with classical verifiers. To
the best of our knowledge, we are the first to instantiate such a primitive.
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1 Introduction

Secure multi-party computation (MPC) [31I62] allows multiple distrusting par-
ties to jointly compute any function of their joint input, such that no information
is leaked about their private inputs apart from what can be inferred from the
output of the computation [61I30]. Unfortunately, it is well known that MPC is
not possible with information-theoretic security when all but one party is cor-
rupted. Luckily, it is possible to circumvent this impossibility by considering
computationally bounded adversaries or the existence of trusted third parties.

In the quantum world, secure quantum multiparty computation (QMPC) and
the case of quantum 2-party computation (Q2PC) have been originally proposed
in [B8T02T] and [25126] and further explored in [40/38/55123].

All the previous works either realize post-quantum secure classical functional-
ities over classical networks or require all the involved parties to possess quantum
resources and access to quantum channels. This means that quantum communi-
cation channels have been a must for securely implementing a quantum function
and hence, put a rather heavy burden on the parties involved. Nonetheless, sim-
ilar to the classical setting, we know that information-theoretic secure QMPC
with a dishonest majority is not possible. Therefore, the security achievable in
QMPC protocols with quantum channels are at best computational, despite re-
quiring parties to have powerful quantum devices and access to the quantum
channel. Hence, a natural question regarding the trade-off between the function-
ality achieved and the resources needed is the following:

Do all parties require quantum devices and need to share quantum channels to
securely evaluate a quantum function?

In this work, we study the case where two parties (Alice and Bob) have access
to a classical channel, and only one party (Bob) has a quantum machine. Ideally
Alice and Bob want to compute any arbitrary quantum computation on the
classical-quantum (joint) input. Getting insights into the minimum requirements
for QMPC protocols is important not only from the foundational perspective, but
will also lay the stepping stone for practical QMPC protocols.

Unfortunately, our first result shows that achieving black-box simulation-
based security in this setting is in general impossible. We recall that the notion
of black-box simulation-based security guarantees the existence of a simulator
that works by having only black-box accesd] to the adversary. To circumvent
the impossibility, we follow three different (natural) approaches. The first is to
weaken the security definition by considering the notion of one-sided simulation.
This notion protects the input of one party (the quantum Bob) in the stan-
dard simulation-based sense and protects only the privacyﬁ of the other party’s
input (the classical Alice). The second approach we adopt to circumvent the

® Following [57], by black-box access here we mean that the simulator has oracle access
to the unitary M and M', where M is the quantum adversary.

6 By privacy of Alice’s input we mean that the adversary is not able to figure out
whether the input of Alice is 0 or 1.



impossibility is to restrict the class of functionalities that can be computed. In
particular, we argue that if the quantum input of Bob has an efficient classical
representation (known to Bob), then we can realize any functionality with stan-
dard black-box simulation-based security. For our third approach, we restrict our
attention to the zero-knowledge functionality for QMA. In particular, we show
how to realize the zero-knowledge functionality by properly combining classical
proof of quantum knowledge (PoQK) protocold] for QMA with well-known exist-
ing post-quantum secure cryptographic primitives. As an immediate corollary of
our result, we obtain the first zero-knowledge proof of quantum knowledge pro-
tocol (ZKPoQK) with classical verifiers and quantum prover for a specific class of
QMA relations. The corollary is obtained by using as input of our compiler the
CPoQK protocol of Mahadev [43I59]. To the best of our knowledge, our work is
the first to provide such a primitive. We now provide more details on our results.

1.1 Owur Contributions

All the results in this work concern secure quantum two-party computation
(Q2PC) over a classical channefd. We logically divide our contributions into three
sets (we summarize our results in Figure [II).

Security of Q2PC with classical channel. What is the best possible security,
achievable when a quantum two-party functionality is realized over classical net-
works? To answer this question, we analyze the difficulty underlying the process
of achieving simulation-based security with black-box access to the adversary.
To elaborate on this, we formalize a connection between the existence of a simu-
lator for any malicious adversary in (quantum) two-party computation and the
existence of an extractor (with the same run-time) in (quantum) agree-and-prove
(AaP) protocols [6I59]. The notion of AaP is a generalization of the notion of
proof-of-knowledge. In the latter, a prover and a verifier have a statement x as a
common input and the prover can construct a proof that convinces the verifier
about the knowledge of a witness for z. In AaP the statements are not given as a
common input, but it can be the output of an interactive protocol which acts as
an agree-phase. At the end of the agree-phase, the prover and the verifier have
a common input and might have some secret information. By observing that a
2PC protocol can be used to realize the prove phase of an AaP protocol and
by leveraging on the impossibility of constructing AaP protocols for quantum-
money verification [59], we also rule out the possibility of securely evaluating
some functionalities in the setting where no quantum communication is allowed.

Theorem 1 (Informal). Secure quantum two-party computation with quantum
input over a classical channel with black-box simulation is in general impossible.

" A classical proof of quantum knowledge (CPoQK) is a proof of quantum knowledge
(PoQK) that can be verified by a classical verifier.

8 Unless otherwise specified, all the protocols and sub-protocols considered in this
work allow the two parties to communicate only via classical channels. Moreover,
only one party has access to a quantum machine



{Quantum 2PC over Classical Channel (QZPC)J

Section @

Section Sections [

Fec

Theorem [IB]
Theorem [[H Theorem [[A
Theorem B

Full BB simulation One-sided Simulation Full BB Simulation

Fig. 1. Summary of our results. Our results on quantum two-party computation over
a classical channel (Q2PC) can be characterized into two levels: Functionality (first
level) and Security (second level). We consider three different types of functionalities
depending on the input of Alice and Bob. Fcc is a joint quantum function with a
classical input z from Alice and a quantum input o, from Bob, where the quantum
input oy has (efficient) classical description known to Bob. Similarly, Fcq takes input z
and p,, where p, is any quantum state with no classical description known to Bob. Fqzk
takes as input an instance x that belongs to a QMA language L and a quantum state
|1) from Bob, and returns to Alice either 0 or 1 depending on whether the verifier for
the QMA relation would have accepted = and |¢)). The second level represents different
notions of simulation-based security. The chart shows relevant sections and results that
we study in this paper.

Due to the above result, we present three relaxations —one on the security
model (we consider the notion of one-sided simulation) and the other two on the
class of functionalities that can be computed by the parties.

One-sided simulation. We consider the notion of one-sided simulation which
provides standard security against the classical party (Alice), and indistinguish-
ably based security against the quantum party (Bob). For the sake of simplicity,
we first present a protocol that realizes the functionality 1-out-of-2-OQFE. In
1-out-of-2-OQFE, Alice has as input a bit b, while Bob’s input is a single qubit
state 1. The target computation is 1 out of 2 possible functions fy and fi. The
1-out-of-2-OQFE functionality ensures that Alice obtains f;(¢) without “learn-
ing” anything about the other function applied on Bob’s input (i.e. figu(v)),
while Bob “learns” nothing about Alice’s input b.

At a high level, our protocol is based on the measurement-based model of
quantum computation. Alice’s input is encoded in the measurement angles, Bob’s
input is the first layer of the underlying graph state and the last layer represents
Alice’s output. Alice remotely prepares the (auxiliary) qubits corresponding to
the graph state using a cryptographic primitive known as remote state prepa-
ration (RSP)E. We present two protocols based on this idea. One of which is
non-interactive, secure against semi-honest Alice, and protects the input of Al-
ice against a malicious Bob. For this result, we rely on a (computationally secure)

% In RSP, a classical party (Alice) instructs a quantum party (Bob) to generate a
quantum state remotely on Bob’s side using classical communication only. The de-



classical-client remote state preparation protocol as a sub-module. Specifically,
given the underlying connection to remote state preparation, this construction
reduces the cryptographic complexity of Q2PC to injective homomorphic trap-
door quantum one-way functions. In the other protocol, we uplift the security
of our semi-honest protocol against malicious Alice achieving one-sided simula-
tion. Finally, we show how to extend the protocol to realize any functionality
that belongs to Fcq, where Fcq denotes the class of two-input functionalities
that admit one quantum input and one classical inpu@. Hence, we obtain the
following result.

Theorem 2 (Informal). There exists a Q2PC protocol that securely realizes
Fcq with one-sided simulation, assuming the hardness of LWEs.

Remark 1. We emphasize that our approach is the first showing a relation be-
tween RSP [I8I7/29/5] and Q2PC, thus leveraging on the RSP techniques to
replace quantum channels with (more practical) classical channels in MPC. We
believe that this approach could naturally be generalized to the case where there
are multiple classical and quantum parties.

Our second result enhances the previous result by combining it with a se-
quence of zero-knowledge protocols, allowing us to obtain a fully simulatable
secure protocol. To do this, we restrict ourselves to the class of quantum func-
tionalities that admits only classical inputs (which we denote with Fcc), then
we show how to uplift the security of the one-sided-simulation protocol to make
it fully simulatable.

Theorem 3 (Informal). There exists a Q2PC protocol that realizes Fcc with
Sfully black-box simulation-based security, assuming the hardness of LWEs.

We also argue how to obtain one-sided simulation from circuit private Quan-
tum Fully Homomorphic Encryption Approach (QFHE) [44]. We can then use
our compiler to obtain a fully simulatable Q2PC protocol. We stress that QFHE
without circuit privacy would not suffice to obtain our results[1]

For our third result, instead, we use a completely different approach, showing
how to promote any proof of quantum knowledge (PoQK) protocol to a Q2PC
protocol for the zero-knowledge functionality Fqzk for QMA. Fqzk takes as input
an instance and x that belongs to a QMA language L and a quantum state |¢)
from Bob, and returns to Alice either 0 or 1 depending on whether the verifier for
the QMA relation would have accepted x and [¢). More precisely, for this result,

scription of the generated quantum state is known to Alice but not to Bob. Such a
task is only possible under computational assumptions.

10 The subscript CQ for Fcq denotes that the input of one party is classical whereas
the input of the second party is quantum.

11 The first circuit private QFHE protocol is proposed in [44] which appeared after the
first submission of this paper. We note that without the result proposed in [44] our
protocol was the first to allow secure computation over a classical channel in the
case of semi-honest parties.



we use as the main tool a classical proof of quantum knowledge (CPoQK) which
enjoys the property of message-independence. This property guarantees that the
verifier can compute the protocol messages without looking at the messages
received from the prove. We propose a generic compiler that takes any CPoQK
that enjoys the property of message-independence and turns it into a secure
Q2PC protocol for the Fqzk functionality.

Theorem 4 (Informal). If there exists a CPoQK for the QMA relation R that
engjoys the property of message-independence then there exists Q2PC protocol that
realizes Fqzk (for the same relation R) with fully black-box simulation-based
security, assuming the hardness of LWEs.

This result combined with the recent CPoQK protocol proposed in [59] yields
to a Q2PC for Fqzk for QMA relations that satisfies some specific properties (we
refer the reader to the technical part of the paper for more detail). We stress
that our compiler makes black-box use of the underling CPoQK protocol, hence
any advancement in the area of classical proof of quantum knowledge would
immediately translate to a better Q2PC for Fqzk.

1.2 Related Works

The first work that studied the question of MPC in the quantum domain is [21],
where a secure QMPC protocol is proposed based on the ideas of verifiable quan-
tum secret sharing of the inputs of the parties. This result has been extended
in [2IJI0l42]. In a series of works by Dupuis et al. [25120] the setting of two-party
quantum computation is presented using tools from classical MPC and quantum
authentication codes developed in [I]. This protocol is generalized to the multi-
party setting with a dishonest majority in a recent work by Dulek et al. [23] and
extended to security with identifiable abort in [2]. In a recent work of [12], the
authors propose a garbling scheme for quantum circuits.

A different approach inspired by delegated quantum computing [13124] to-
wards secure two-party computation, similar to a quantum analog of Yao’s pro-
tocol from classical MPC [61], is studied in [40/38] and towards (composable)
secure multi-party quantum computation in [39J35/45].

All previous works on secure two-party and multi-party quantum computa-
tion rely on quantum channels shared between parties and require more than
one party to posses quantum devices. However, in our work, we propose a secure
two-party quantum computation protocol over classical channels, removing the
need for a quantum channel. Additionally, our constructions require only one
party to have access to quantum resources.

Unruh in [56], building upon the works on quantum oblivious OT [I1I] and
MPC [37], proposed a UC-secure protocol for classical multi-party computations
using only commitments and a quantum channel. More recently, secure (quan-
tum) MPC based on quantum channels and one-way functions has been proposed
in [733]. Such a task is known to be impossible in a purely classical setting [28].

12 Note that any public-coin protocol trivially enjoys this property.



It is not clear whether a quantum channel is necessary to achieve MPC with
quantum parties just relying on commitments. However, in this work, we show
that a quantum channel is necessary to achieve general two-party quantum com-
putation (Q2PC) in the setting of malicious parties (and hence in the UC security
model as well). Moreover, our modular construction of Q2PC from RSP estab-
lishes the latter primitive as a candidate for a universal primitive. It is worth
mentioning that due to this direct link, any further optimisation of the com-
plexity of RSP will also provide answers to the complexity of Q2PC. This, in
turn, will enhance our understanding about the resources required for important
cryptographic primitives such as delegated quantum computing [27] and classical
verification of quantum computing [29/43], in addition to QMPC.

2 Technical Overview

Limitations of black-box secure Q2PC. There are classical two-party func-
tionalities that cannot be securely realized even if the parties have access to quan-
tum resources [20054UT6]. This automatically implies that quantum 2-PC cannot
be achieved information-theoretically over classical channels. In this work, we
show that there are quantum functionalities that cannot be securely realized (in
a black-box way) even against computationally-bounded adversaries in the case
where only classical channels are available. This features a striking trade-off be-
tween the resources needed to achieve the desired functionality and the level of
security for quantum two-party computation (Q2PC). We start by establishing
a connection between black-box security for two-party computation and secure
agree-and-prove protocols (which are a generalization of proofs/arguments of
knowledge for both classical and quantum two-party functionalities).

The high-level idea behind the connection of two-party computation and the
existence of proof of knowledge (and agree-and-prove protocols) is the follow-
ing. Saying that a two-party protocol realizes a functionality with black-box
simulation-based security means that for every adversarial party there exists a
simulator Sim that can extract the input from the malicious party. In the case of
quantum adversaries (with quantum inputs), this implies that Sim must be able
to extract Bob’s input in quantum-polynomial time. We can now consider a 2PC
protocol that realizes the prove phase of the agree-and-prove protocol, where the
prover (Bob) is proving the knowledge of a quantum secret. In [59] the authors
show that the existence of certain kinds of secure agree-and-prove protocols (in
particular for quantum money scenario) implies cloning. This in turns implies
that some functionalities cannot be securely realized in our model.

Next, we move towards our positive results, which are achieved by weakening
either the security model or the class of functionality that we realize.

2.1 Our Protocols

The one-sided two-party classical-quantum setup consists of two parties — Alice
() and Bob (B) — that have their private inputs and wish to perform a joint



computation, but where only one of the parties receives the output. In the re-
mainder of this work, we will use the following convention: a) Bob is a quantum
party and b) Alice is a classical party, and is the only one receiving the output.
One of the potential applications of such a setting is the following. Imagine a
scenario where one of the parties, Bob, has a quantum database and the other
party, Alice, queries the database in such a way that i) Bob would like to keep
the entries of the database secure except the one which is queried, and ii) Alice
would like to maintain the privacy of her requested query. In more detail, we
consider the following setting.

1. Alice has as input (a classical description of) a quantum function f, where
f has quantum input and classical output.

2. Bob has as input a quantum state .

3. Alice obtains f(¢) and “learns nothing” more than this information. At the
same time, Bob receives no output and “learns nothing” about f.

In general, v could be an arbitrary quantum state and since Alice is classical,
f denotes the quantum map that consists of a unitary U followed by measure-
ment in the computational basis. We provide a modular approach towards the
construction of our protocol and prove its security in the one-sided simulation-
based framework. At a high level, we first provide a protocol that achieves privacy
against quantum Bob and (statistical) security against semi-honest Alice. Then,
in the second construction, using cryptographic tools such as secure commitment
schemes and zero-knowledge proof of knowledge, we uplift the security to full
simulation-based security against malicious Alice.

To simplify the understanding of our protocol, we first present a construc-
tion for a simplified functionality called 1-out-of-2-OQFE (Definition [I0), where
Alice’s input is a single bit b and Bob’s input is a single qubit state . As
mentioned before, this functionality ensures that Alice obtains f5(1) without
“revealing” anything about figs(¢) to Alice as well as “hiding” Alice’s input b
from Bob. The notion of “revealing” and “hiding” is formalised using one-sided
simulation framework (Section [.1]). Aside from being instrumental in the con-
struction and security proofs of the full Q2PC protocol, this simple functionality
of 1-out-of-2-OQFE can be of independent interest.

The central idea behind the construction of this protocol (we refer to Pro-
tocol [6.1] for the formal description) is inspired by one-bit teleportation circuits
where Bob’s quantum input state is measured in one of two possible angles, which
is dictated by Alice’s (private) input. The output of such a (simple) two-party
computation is obtained by Alice. Our protocol also relies on a remote state
preparation (RSP) —cryptographic primitive— that enables an (honest) classi-
cal user to remotely prepare a quantum state on the (untrustworthy) quantum
server, using only a classical communication channel. RSP plays an important
role in our protocol to eliminate the need for quantum communication between
Alice (user) and Bob (server). Although such a primitive cannot be information-
theoretically secure, we use a computationally secure construction based on (post-
quantum) cryptographic assumptions. While this means that the security of our



protocol for 1-out-of-2-OQFE holds only against semi-honest Alice, we can show
that it holds in the statistical regime. On the other hand, for Bob, we show that
the privacy of Alice’s input is based on the hardness of the LWE problem. To
sum up, we prove the following theorem.

Theorem 5 (Informal). The exists a protocol that realizes the 1-out-of-2-OQFE
Sfunctionality which achieves privacy against malicious Bob and s statistically se-
cure against semi-honest Alice.

To uplift the security from semi-honest Alice to a malicious Alice, we need
to be able to validate the transcripts Alice is sending to Bob during the run of
the protocol. To do that, we let Alice and Bob engage in a coin-tossing protocol
where only Alice receives the input. Then Alice proves that she has used the
randomness generated from the coin-tossing to generate the messages of the
1-out-of-2-OQFE protocol. We can therefore claim the following.

Theorem 6 (Informal). Assuming the hardness of LWE, there exists a proto-
col that realizes the 1-out-of-2-OQFE functionality with one-sided simulation.

We then extend the previous construction to obtain a protocol that real-
izes any functionality Fcq with one-sided simulation-based security. More con-
cretely, our construction for one-sided simulation secure Q2PC is based on the
measurement-based model of quantum computation, by combining the blind
quantum computation protocol [13] with RSP as subroutines. Also, in this case,
to enforce the honest behavior of Alice we use a combination of a coin-tossing
protocol and zero-knowledge proofs.

Theorem 7 (Informal). Assuming the hardness of LWE, there exists a proto-
col that realizes Fcq with one-sided simulation.

It is easy to see that any protocol that realizes Fcq can also be used to real-
ize fcc Finally, we would like to remark that the cryptographic complexity of
our Q2PC proposal can be reduced to the cryptographic assumptions required to
achieve classical-client RSP. More specifically, our construction can be instanti-
ated with injective homomorphic trapdoor quantum one-way functions and any
zero-knowledge proof of knowledge.

From One-Sided Simulation to Full Simulation. We propose a generic
compiler that turns any protocol 7 that realizes the class of functionalities Fcc
with one-sided simulation into a protocol 7’ that realizes the same class of func-
tionalities with full simulation-based security. We recall that 7 offers simulation-
based security against the malicious Alice, and privacy against the malicious
Bob. Hence, we just need to employ a mechanism that forces Bob to behave hon-
estly and that at the same time allows extracting the input used by malicious

13 We recall that this is the class of quantum functionality that accepts only inputs
that have efficient classical descriptions.



Bob when running . One trivial solution would be to force Bob to provide,
for each message, a classical zero-knowledge proof of quantum knowledge, that
shows that Bob is executing correctly the protocol messages and that he knows
what is the input and the randomness used in the computation. In the security
proof against malicious Bob, we can then rely on the extractor of the classical
proof of quantum knowledge protocol to retrieve the input of the malicious Bob
and query the ideal functionality. Unfortunately, we are not aware of any such
classical proof of quantum knowledge. Indeed all existing protocols (including
ours) work only for a specific class of QMA relations.

Therefore, we follow a different approach. We require Bob to commit to its
input ¢. and provide a classical proof of knowledge about the knowledge of the
committed value (note that for this purpose a classical post-quantum secure
proof of knowledge for NP relations suffices). After that the commitment and
the proof have been computed, Alice and Bob run 7, and when the last message
of m has been computed Bob provides a zero-knowledge proof that proves that
the input used to compute the messages of 7 is the same as the input committed
in the very beginning of the protocol. Note that in this case we need a post-
quantum secure zero-knowledge protocol for QMA, but we require no properties
of proof (argument) of quantum knowledge. We also observe that in the above
protocol only Alice gets the output. However, this is without loss of generality
as it is always possible to turn such a protocol into a protocol where also Bob
gets the output (under the condition that the output is classical). Let us assume
that Alice and Bob want to compute a function f that belongs to the class Fcc
which takes two inputs (¢, ) and returns two outputs yp,y4. We now consider
the function f which takes two inputs (k1, ka2, 1, z), where k; is the key of a
one-time authentication scheme, and ko is the key for a one-time encryption
schemd™. f internally runs f, and outputs (Encg,y4), where y4 represents the
second output of f and Encg represents the encryption computed using the key
ko of the value yp authenticated with the key k.

Alice and Bob now can run the protocol 7’ for f, and Alice, upon receiving
(Encg,y4) sends Encg to Bob who decrypts it using ks and checks if the values
are correctly authenticated with respect to k1. Note that this prevents Alice from
seeing or tampering with the output dedicated to Bob. Similar techniques have
been used in many previous works [441136]. This allows us to claim the next
theorem.

Theorem 8 (Informal). Assuming the hardness of LWE, there exists a proto-
col that realizes Fcc with simulation-based security.

Q2PC from quantum fully-homomorphic encryption (QFHE). We can obtain the
above results starting from circuit private QFHE. In particular, we can construct
the following one-sided-simulation protocol that would make use of a classical

14 We recall that we need this extraction mechanism because we need to construct a
simulator that in the ideal world acts on the behalf of Bob, hence it needs to be able
to extract Bob’s input.

15 We note that both this primitives can be instantiated information-theoretically.
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QFHE scheme (for quantum computations). Alice and Bob first run a coin-tossing
protocol. Then using the randomness resulting from this protocol, Alice gener-
ates the public key pk of the QFHE and sends pk to Bob together with proof
that the public-key is generated accordingly the randomness obtained from the
coin-tossing procedure. Bob then runs the function evaluation using pk, his in-
put, and the function that needs to be computed and sends back the output
to Alice. Alice, upon receiving the encrypted message, decrypts it and obtains
the outcome of the computation. We can argue that this protocol is a one-sided-
simulation-based secure, Hence, we can use our generic compilers to achieve full
simulation security.

Q2PC for Fqzk. For our last result, we do not put restrictions on whether the
input of Bob can or cannot be represented classically, but we focus on the zero-
knowledge functionality for QMA, Fqzk. Our approach in this case completely
departs from what we have done so far. We first observe that to realize Fqzk
in our model, we only need to construct a zero-knowledge proof of quantum
knowledge for QMA for classical verifiers.

We use as the main building block a classical proof of quantum knowledge
ITP°QK (which admits a classical verifier). We recall that the messages of a
CPoQK protocol could leak information about the witness. Therefore, a first
approach to solve this problem would be to let the prover and the verifier run
ITCPoQK " where the messages of the prover are encrypted. At the end of the
execution of ITCP°RK the prover, using a zero-knowledge protocol IT?¥ proves
an NP statement of the following “ The verifier of ITP°®K would have accepted the
transcript that consists of the encrypted messages”. This approach unfortunately
only yields a zero-knowledge proof for QMA, since it is unclear how to argue that
the overall protocol retains the CPoQK property. To solve this issue, we add the
following additional step at the beginning of the protocol. The prover commits
to a secret key sk for an encryption scheme thus obtaining com. Then he uses
a zero-knowledge proof of knowledge protocol IT?XPK to prove the following
NP-statement “I know the message committed in com”. The prover and the
verifier then run ITFPK as before (where the prover encrypts his messages),
with the difference that we slightly modify the statement proved using IT%K as
follows “The verifier of IT“P°®K would have accepted the transcript that consists
of the encrypted messages, moreover the messages are encrypted with a secret
key committed in com”.

We can prove that this protocol is zero-knowledge relying on the zero-knowledge
property of IT7XPoK and IT%X, on the hiding of the commitment scheme and the
security of the encryption scheme. To prove that our protocol is a proof of quan-
tum knowledge, we need to exhibit an extractor. Our extractor first extracts the
secret key sk from the proof computed using I77XP°K and then it can run the
extractor of the protocol ITP°RX which exists by definition.

One limitation of our compiler is that it requires IT°P°®K to have the prop-
erty of message-independence. These properties require the verifier to be able to
compute his messages without looking at the messages received from the prover.

11



We note that this is a property enjoyed by all the public coin protocols and by
existing protocols like the one proposed in [59].

2.2 Organization of paper

In Section Bl we define the notations and relevant classical and quantum cryp-
tographic primitives. In Section [ we present the definition of quantum two-
party computation over a classical channel, ideal functionalities, and different
simulation-based notions of security. In Section Bl we present the impossibility
proof of black-box secure Q2PC. Then, we present two concrete protocols for 1-
out-of-2 oblivious quantum function evaluation and analyse the security against
semi-honest Alice and malicious parties (one-sided simulation-based model) in
Section [6l An extension from 1-out-of-2 oblivious quantum function evaluation
(1-out-of-2-OQFE) to (general) secure two-party computation protocol along with
its (one-sided simulation) security is presented in Section [l In Section [ we
show how to uplift our one-sided simulation secure Q2PC protocol to a secure
black-box Q2PC assuming that Bob has a classical description of his input. Fi-
nally, in Section [0 we present a general compiler for constructing post-quantum
zero-knowledge classical proof of quantum knowledge from simpler primitives.

In Appendix [A] we describe more definitions related to complexity classes
and cryptographic primitives concerning our work. Appendix [Bl describes the
remote state preparation (RSP) protocol used for our protocols, together with the
security conditions it satisfies. In Appendix [C] we describe the 1-out-of-2-OQFE
protocol secure against malicious Alice. Appendix [Dl presents all the deferred
proofs from Sections [GI0]

3 Preliminaries

3.1 Notations

In this paper when we talk about distributions being indistinguishable for any
probabilistic polynomial-time (PPT) adversary we will use the symbol =z, if
they are indistinguishable for any quantum polynomial-time (QPT) adversary,
we will use =, and if they are indistinguishable for an unbounded adversary
we will use ~,,. Additionally, when testing for equality we will use directly the
symbol “=". For a protocol P = (P1, P») with two interacting algorithms P;
and P, denoting the two participating parties, let (r1,73) < (P1, P2) denote the
execution of the two algorithms, exchanging messages, with P;’s output r; and
Py’s output r2. Let A and B be two Hilbert spaces. The set L(A, B) is the set
of all linear maps from A to B. The set L(A) = L(A,.A) is the set of all linear
maps on A and the mapping ¢ : L(A) — L(B) is also called super-operator. If
@ is completely positive and preserves the trace then such a super-operator is
also known as quantum operation or CPTP map. We denote identity operator
as [ and A ® B denotes the space of two such quantum registers. We will also
denote by Mz a measurement of a quantum state in the computational basis.
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We will use the notation R, (—a) to refer to the rotation of a single qubit around
the z-axis with the angle a, and R,(—¢) to refer the rotation of a single qubit
around z-axis with the angle §. For any function f : A — B, we define the
controlled-unitary Uy, as acting in the following way: Uy |x) |y) = |z) |y & f(x))
for any € A and y € B, where we name the first register |z) control and the
second register |y) target. For more details on the quantum background, we refer
the readers to [49].

In the rest of the section, we provide definition for black-box two-party quan-
tum computation along with the definitions of classical and quantum primitives
used in this work. Some parts of this section are taken from [G7UT4IT9]. The
remaining definitions related to interactive quantum machines and (quantum)
oracle are presented in Appendix [Al

3.2 Classical and Quantum Cryptographic Primitives

Polynomial time relation Rel is a subset of {0, 1}* x {0, 1}* such that membership
of (z,w) in Rel can be decided in time polynomial |z|. For a polynomial-time
relation Rel, we define the NP language Lgel := {2 | Jw such that (z,w) € Rel}.
Next, we define proof of knowledge in both the classical and quantum settings.

A Proof of Knowledge (PoK) is an interactive proof system for some relation
R such that if the verifier accepts a proof with respect to some input = with
high enough probability, then she is “convinced” that the prover “knows” some
witness w such that (z,w) € R. This notion is formalized by requiring the
existence of an efficient extractor Extract, that can return a witness for x when
given oracle access to the prover (including ability to rewind its actions, in the
classical case).

Definition 1 (Post-Quantum Proof of Knowledge (from [3])). We say
that an interactive proof system (P,V') for a relation R satisfies (e, 0)-proof of
knowledge property if the following holds: suppose there exists a malicious prover
P* such that for every x and quantum state p we have that:

Pri(p,d) < (P*(x,p),V(z)) A d = accepl] =€

(where p represents the output of P* and d is the output of V'), then there exists
a quantum polynomial-time extractor E, such that:

Pr{(p',w) < E(z,p)] =0

Definition 2 (Simulatability). We say a proof of knowledge system (P, V) is
simulatable if the following holds. Denote p the state output by a malicious P*
at the end of a protocol accepted by V and p' the output of the extractor at the
end of a protocol accepted by V. Then (P,V) is simulatable if p =4 p'.

Definition 3 (Black-Box Access to a Quantum Machine M*, [57]). We
say that a quantum algorithm A has (rewinding) black-box access to a machine
M* if by denoting with U the unitary describing one activation of M*, then A
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can invoke U (this corresponds to running U ), or its inverse UT (this corresponds
to rewinding M* by one activation), and A can also read/write a shared register
N used for exchanging messages with M*

Definition 4 (Classical Proof of Quantum Knowledge ). (P, V), where P
is QPT interactive machine and V is a PPT interactive machine is a classical
proof of quantum knowledge with knowledge error k(-) for QMA relation Rel if
the following are satisfied:

— Correctness: For any (z,p) € Rel, we have: Pr[(P(p),V)(z) = 1] =1 —
negl(|z)

— Soundness: There exists QPT algorithm E, called extractor such that: for any
prover P* and any x accepted by V' when interacting with P* with probability
e(x) > k(x), we have:

Pr{(z,p) € Rel : p+ EY"(x))] > 1 - d(e)

where 0 is such that 6(e) < 1 for all € > k.

3.3 Useful Sub-Protocols

Definition 5 (Remote State Preparation). 4 resource S is a Remote State
Preparation (RSP) resource if it outputs on the right interface (Bob’s interface)
a quantum state p and the left interface (Alice’s interface) a classical description
of a state p’ such that the states p and p’ are close in trace distance.

The security guarantee is that Bob should not be able to learn anything more
about the classical description of p' (known to Alice) than what he can learn from
a single copy of the state p.

For a more general definition of remote state preparation, we refer to [5].
Instantiation. A remote state preparation primitive can be instantiated using
the QFactory protocol [17]. This protocol is described in Appendix [Bl

In our constructions we employ QFactory as an RSP primitive, which ensures
that Bob produces one of the BB84 states { H”'X52|0) | By, B € {0,1}} on
his side. At the same time, Alice learns the complete classical description of this
state, consisting of the 2 bits - By and Bs. Roughly speaking, the security of
QFactory guarantees that Bob learns nothing about Bj.

Definition 6 (Delegated Quantum Computation (Informal)). A resource
S is a Delegated Quantum Computing resource if it takes on the left interface
(Alice’s interface) a description of a computation ¥ such that ¥ encodes both the
input state v and the unitary U. It outputs on the left interface (Alice’s interface)
the output U(v)) and on the right interface outputs the circuit dimensions.

Instantiation. A delegated quantum computing over quantum channel and
classical channel can be instantiated using the protocol [I3] and [5], respectively.
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Measurement-Based Quantum Computing model (MBQC) and Universal Blind
Quantum Computing protocol (UBQC). Some of our protocols rely upon the prin-
ciples of the measurement-based model for quantum computing. This model is
known to be equivalent to the quantum circuit model (up to polynomial overhead
in resources). For more details on measurement-based quantum computation, we
refer the reader to [51/48] and to this excellent tutorial [I5]. This model of quan-
tum computing is particularly useful in a well-known delegated quantum com-
puting protocol, also known as the universal blind quantum computing (UBQC)
protocol. This was first proposed in [I3], where a computationally-weak user
(Alice) delegates an arbitrary quantum computation to a quantum server (Bob),
in such a way that her input, the quantum computation, and the output of the
computation are information-theoretically hidden from Bob. In UBQC, Alice pre-
pares single qubits of the form |+4) := \%(|O> +e'(1)), where 6 € {0, Z,..., T
and send these quantum states to Bob at the beginning of the protocol, the rest
of the communication between the two parties being classical.

4 Our Model and Impossibility of Black-Box Q2PC

Definition 7 (Q2PC over classical channel). An m-round (classical Alice,
quantum Bob) quantum protocol P = (A, B, m) over classical communication
channel consists of:

1. input spaces So and S| consisting of (classical) input x4 and (quantum)
input Yp for parties A and B, respectively.

2. memory spaces S == (S1,...,Sp) for A and S = (S,...,S.,) for B and
(classical) communication spaces N := (Ny,...,Ny,) and N == (N{,..., N} ).

3. an m-tuple of stochastic operations (Aq,...,An) for A, where Ay : L(Sp) —
L(S1 ® N1), and A; : L(Si—1 @ N[_1) = L(S;i @ N;), 2<i<m).

4. an m-tuple of quantum operations (By,...,By,) for B, where B; : L(S,_; ®
N;)—L(S;®@N}), 1 <i<m-—1) and By, : L(S},_1 ® Ny) — L(S],).

Let F be a joint quantum function F : L(A;pn, Bin) — L(Agut) that (classi-
cal) Alice and (quantum) Bob would like jointly compute on their private input.
Without loss of generality, we assume that only Alice obtains the (classical) out-
put. We define two sets of quantum functionalities. Let Foc be a joint quantum
function with input z and y from Alice and Bob, respectively, where x and y are
the (efficient) classical description of their quantum input. Similarly, Fcg be a
joint quantum function with input « and p, from Alice and Bob, respectively. In
this case x is an (efficient) classical description of Alice’s (quantum) input and
py is an arbitrary quantum state representing Bob’s input. We also define the
zero-knowledge functionality Fqzk (that is parametrized by a QMA relation).
Fqzk takes as input an instance z that belongs to a QMA language L and a
quantum state [¢) from Bob, and returns to Alice either 0 or 1 depending on
whether the verifier for the QMA relation would have accepted = and |¢).
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Fig. 2. Two-party quantum protocol with classical Alice and quantum Bob. The left
and the right box represents the parties (classical) Alice and (quantum) Bob, and the
dashed box depicts the classical communication channel between them. The input of
Alice is classical while Bob’s input could be quantum or classical. Both the parties
obtain classical output.

4.1 Simulation Based Security

Let REAL 4(2),i(z, y, 1*) and IDEAL £ s(2y,i(z, v, 1*) be the output in the real
and ideal execution for F when the adversary A is controlling party i € {2, B}
with the auxiliary input z. The viewp a(z).i(7,y, 1*) denote the view of the
adversary A after a real execution of I1.

Definition 8 (One-Sided Secure Realization of F). We say a protocol
IT = (A,B), where A is classical and B is quantum, securely computes F with
one-sided simulation (adapted from Def.2.6.2 in [34]])) if for all inputs (z,y) €
D(A;n ® By, @ R) we have:

1. For every non-uniform QPT adversary A controlling 2 in the real model,
there exists a non-uniform QPT adversary S for the ideal model, such that:

{REAL a(2).2 (2, 4, 1) Yo yon e {IDEALE sy 2 (2, 4, 1) ayon (1)

2. For every non-uniform QPT adversary A controlling B, we have that the
following distributions are indistinguishable to any QPT distinguisher D:

{UiewH,A(z),%(xa Y, 1>\)}I,m’,y,z,)\ g {UiewH,A(z),%(xla Y, 1>\)}m,;ﬂ’,y,z,>\ (

2
where |z| = |2/ )

Similarly, we extend the definition of black-box 2-party computation from [50]
to quantum functionalities.

Definition 9 (Black-box (Quantum) 2-party computation). We say that
a protocol IT = (2, B), where A is classical and B is quantum, securely computes
F if for every i € {0,1}, for all inputs (x,y) € D(Ain ® Bin & R), for every
non-uniform quantum-polynomial-time (QPT ) adversary P} controlling P; in the
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real model, there exists a non-uniform quantum polynomial-time adversary Sim;
(having black-box access to P;) for the ideal world such that:

{REALH,Pi*(z)(xu Y, 1)\)}1,1/,2,)\ g {lDEAL]-',Simi(z)(xu Y, 1)\)}w,y,z,>\

where z is the auxiliary input.

5 Impossibility of Secure Quantum 2PC

In this section, we show that it is in general impossible to obtain a protocol that
is fully simulatable (i.e. that satisfies Definition @) when only classical channels
are available. To show this we will argue that for all the protocols realizing a
specific function there exists an adversarial Bob that cannot be simulated. We
note that the same no-go argument remains valid for Q2PC as well.

Theorem 9. Secure quantum two-party computation over a classical channel
with fully black-box simulation is not possible.

Proof. We choose the same notations for Alice and Bob as presented in Defini-
tion[fand assume that Bob has a quantum input while Alice’s input is completely
classical. For simplicity, we assume that only Alice obtains the output. Let us
define a cheating strategy in the following way. We take an unclonable state, p in
the input space S, of Bob, while the general quantum operations (B, ..., By,)
performed on Bob’s end are such that the interaction between Alice and Bob
is perfectly non-destructive (as defined in Def. 7). Similarly, Alice’s input is
completely classical and denoted as a.

In the case when the functionality takes the (classical) input, we define a
as a triple (z, public, secret) and similarly, Bob’s input p,, can be divided into
classical (z, public) as well as quantum state p. We define the two-party function-
ality such that it takes the input (a, py ), runs a (QPT) verification algorithm
Ver(a, py) = Ver(z, public, secret, p) and outputs a bit b € {0,1} to Alice. The
idea behind such functionality is to emulate the proof phase of a specific secure
agree-and-prove scheme (Definition 29), that are generalized proofs of (quan-
tum) knowledge for the quantum money functionality (as defined in [59)]). In
other words, non-destructive secure agree-and-prove protocols between a classi-
cal verifier and the quantum prover (for a quantum money scenario) are a special
case of quantum two-party computation over a classical channel. However, non-
destructive proofs of quantum knowledge for such a quantum money scenario
imply cloning (Theorem [I7).

As mentioned before, a natural step forward is to relax the security require-
ment to one-sided simulation. We present a concrete Q2PC protocol and analyse
the security in the case when either of the party is malicious. In particular, we
show simulation-based security against a QPT Alice and input privacy against
a QPT Bob. Such compromise seems inevitable given our previous result and
the challenges to construct a quantum proof of knowledge, which shows that full
simulation-based security in the presence of malicious adversaries is not possible.
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6 1l-out-of-2-OQFE

Before describing a candidate construction for Q2PC that satisfies the one-
sided simulation-based security (Def.R]), we introduce a simplified functionality
1-out-of-2-OQFE, which can be understood as Alice having 2 possible functions
fo and f; that she can choose from. The reason for introducing 1-out-of-2-OQFE
is that it sets the stage for the general two-party quantum computing function-
ality, is simpler in construction, and provides a good intuition for the Q2PC
protocol.

We model 1-out-of-2-OQFE functionality, denoted as Zoqre, in the following
way: Bob’s private quantum computation is parameterized by a quantum state
|1 ) and a set of angles (¢o, ¢1). The measurement outputs s; are then given by
the computational basis measurement of the unitary R, (¢;) on the input state
[in) for @ € {0,1}. For simplicity, we choose ¢g = 0 and ¢; = 7/2. Therefore,
the functionality Zoqre is given by:

((50,81)75) — ()\, Sb,e) (3)

where A\ denotes the empty string, (1- €) is the probability of Alice obtaining the
correct outcome and s, = Mz R, (—% . b) [in)

Definition 10. (Ideal Functionality Zoqre) A 1-out-of-2-OQFE functionality
Zoqre 1s defined as follows. When both the parties (A and B) are honest then
1-out-of-2-OQFE takes the input b and (sg, s1) from Alice and Bob, respectively
and outputs s, at Alice’s side. Here (sg,s1) corresponds to measurement output
of Bob’s (server’s) private quantum computation and b denotes the choice of
computation Alice (user) wishes to retrieve.

In this section, we present a two-party quantum computing protocol over a
classical channel inspired by the one-bit teleportation circuit [63I32]. We also
employ a cryptographic primitive known as remote state preparation (RSP) as
a subroutine between a classical party (Alice) and quantum party (Bob) to del-
egate the (quantum) computation from Alice to Bob. RSP was first proposed
in [I7129] in the context of classical-client delegated quantum computing. This
simple two-party protocol, which we call as 1-out-of-2-OQFE, serves as a step-
ping stone for the general two-party quantum computing protocol presented in
Section [§

In 1-out-of-2-OQFE, we have two parties: a (classical) Alice and a (quantum)
Bob, where Alice’s input is represented by a bit b and Bob has a quantum input
[t)in). As mentioned before, we will consider Alice to be the party that receives
the output at the end of the protocol. Without loss of generality, we assume
that the goal of Alice and Bob is to perform a unitary operation U, from a set
U on Bob’s private input state [¢;,). Here, the set of unitaries U := {Up}peq0,1}
is known to both parties and we denote the output of the joint computation as
[Yout), where |Pout) := Up |thin). To this end, we present two 1-out-of-2-OQFE
protocols, one with the semi-honest Alice (Protocol [6.1]) and the other with the
malicious Alice (Protocol [C]). In both these protocols, Bob could be completely
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malicious. In this section, we will denote Alice’s input with a bit and Bob’s
input with a single qubit quantum state. Furthermore, Alice’s input bit b is
encoded using an angle ¢, where b = 0 corresponds to angle ¢p := 0 and b =1
corresponds to ¢ := m/2 while Bob’s private input is represented as [1);,,).

6.1 Semi-honest Alice

Our first construction is a 2-message, non-interactive protocol for semi-honest
Alice (Protocol [61)) and proceeds in two-stages. In stage I (step 1 and step 2)
of msu, Alice encrypts her private bit b (parameterized with angle ¢;) using one-
time pad with the random key 62 and r4, where both 6, and r4 are randomly
chosen bits, to obtain an angle §. This is given by the following equation:

§i=Gp+ a5 +ranT (4)
Since ¢, = b- 7/2, we can rewrite the angle J as
0 T
5:(b+92)-§+r,4~7r:§~[b—|—92—|—2r,4m0d4] (5)

From here on we will drop the 7/2 coefficient and refer to the angle § as b+ 63 +
2r4 mod 4 instead of § - [b+ 6 4 274 mod 4]. As the next step, Alice and Bob
execute the remote state preparation (RSP) subroutine (Protocol [B) to allow
Alice to remotely prepare the following single-qubit state on Bob’s side while
hiding 6 from him. The remotely prepared quantum state lies in the (X,Y)-
plane of the Bloch sphere and is parameterised with an angle 8. This is denoted
in the following way.

L
V2

where 0 € {0,7/2,7,37/2} is an angle represented as a two bit string (01, 62) €
{0,1}? and 0 is exactly the bit used above by Alice in angle § (Eq.[). It is impor-
tant to emphasize that the exact construction of remote state preparation used
here relies on a two-way communication classical channel. Finally, Alice trans-
mits to Bob the classical message § along with the classical messages required in
Protocol B} In stage IT (step 3-6), Bob initializes an ancillary register, |1 g), in
the |[+) := %(|O> + 1)) state and performs entangling operations, controlled-Z

[$a) = |+o) = —=(10) + e [1)) (6)

(CZ) gates, as shown in Fig. Bl

In the end, Bob measures the first two registers corresponding to his
private input state and to the quantum state obtained from the RSP procedure.
The two measurements are performed in the Hadamard and {|+;)} basis,
respectively, where |+s) = R,(—0)|£) and R,(—¢) is the rotation around z-axis
with the angle 0. This step results in the measurement outcomes mg and m;
on Bob’s side. Finally, Bob performs a correction operator Z™° X" on the
ancillary register and measures it in computational basis to obtain s;. Bob
sends mg and §, to Alice. Finally, Alice can compute her output s; as follows:
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Fig. 3. Quantum computations performed by Bob in steps 3-7 of Protocol The
quantum state |1, ) represents Bob’s input. The quantum state |[14) (inside the dashed
box) is generated using classical-client remote state preparation Protocol [B] between
Alice and Bob. The angle 0 encodes Alice’s private (classical) input b.

Sp =8, D OL B rad mg-b.

Protocol 6.1 1-out-of-2-OQFE Protocol, msy, with Semi-Honest Classical Alice

Inputs: Bob: single qubit state |1;,) and Alice: b € {0,1}

Output: Alice: s, where s, := Mz[R, (—% . b) [1in)]

Requirements: A 2-regular trapdoor one-way family F and homomorphic hardcore
predicate hy.

1.

Alice and Bob run a classical-client remote state preparation protocol (See, Ap-

pendix [B.I)). Alice obtains 62 and Bob obtains [14) (See, Eq.[B) as follows:

(a) Alice runs the algorithm (k,tr) < Genrz(1") and sends k to Bob.

(b) Bob prepares a quantum state: [0) p; ® |[4+) gy ® |0) 53, applies Uy, using the
second register (R2) as control and the third (R3) as target and measures the
R3 register in the computational basis to obtain the (classical) outcome y.

(c) Bob applies Un, on R2 as control and Rl as target, and measures the R2
register to obtain measurement outcome m. Bob finally applies HR.(—7/2)
on R1 register to obtain the desired state |¢p4). Bob sends mgqy := (y,m) to
Alice.

Alice encodes her input as ¢p := b 5, uniformly samples r4 & {0,1}, computes

the angle § (See, Eq. H]) and sends ¢ to Bob.

Bob performs the following entangling operations on his private input register |¢;x),

the state [¢4), and the ancillary register |¢5): (IQCZ)(CZRL)(|tin)R|Ya)R|YB)),

where |¢g) is in the state |+).

Bob performs the measurement of first register in the X-basis and the second

register in the (X,Y)-plane with an angle § to obtain the measurement outcomes

mo € {0,1} and m; € {0, 1}.

Bob applies X™*Z™° to the resulting quantum state to obtain:

louty) = X0 ®ra €Bm"'b[f-ll“‘iz(—d>b)H [1in)] (7

Bob measures |outy) in the computational basis and obtains a measurement out-
come $, and sends (mo, $) to Alice.

Alice computes (efficiently) 61 from mgy using the trapdoor t;, and performs the
following (classical) operation to get her desired outcome: s, = §, ® 61 D14 B mo-d.
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Theorem 10 (Correctness). In an honest run of 1-out-of-2-OQFE Proto-
col [6.1], msy, when both parties follow protocol specifications, Alice obtains the
outcome sp, = Mz[R, (—b- %) [in)], where b is Alice’s input and |1;y,) is Bob’s
mnput.

(Proof Sketch). Firstly, since Alice and Bob run a classical-client remote state
preparation (RSP) (Protocol [Bl), we can equivalently write the Step 1 in Pro-
tocol as Alice choosing a random bit #-, preparing and sending a quantum
state [4) (Eq.[]) to Bob via a quantum channel. This equivalence follows from
the correctness of RSP protocol (See App. [Bl Thm. 3.1.[17]). Since Controlled-Z
(CZ) operation commutes with the Z-rotations, Step 2 - 5 can be seen as if Bob
is effectively applying a R.(f — &) on his private input state (|¢);,)) to obtain
X™HR,(60—0)X™ H |t);y,). The interleaved Pauli-X controlled on measurement
outputs are by-products of the two measurements performed on Bob’s end. The
key idea behind this simulation can be seen via two-consecutive runs of a sim-
ple circuit identity, also known as one-bit teleportation. Finally, Bob performs
computational basis measurement on this final state to obtain s, which Alice
updates to obtain s,. The role of r4 (in Eq.H) is simply to mask the final mea-
surement outcome (from Bob) and is unmasked by Alice in the final step, hence
it does not affect the correctness. A formal proof is presented in Appendix [D.1.1]

Theorem 11 (Simulation-based statistical security against semi-
honest Alice). The 1-out-of-2-OQFE Protocol, wsp, (ProtocollG]l) securely com-

putes ZoQre n the presence of semi-honest adversary Alice.

Theorem 12 (Privacy against Malicious Bob). The 1-out-of-2-OQFE Pro-
tocol 6.1l sy is private against malicious Bob.

The proofs of Thm [[1] and Thm. [[2 can be found in Appendix [D.1]

6.2 1-out-of-2-OQFE: Malicious Alice

One of the reasons why the previous Protocol[G.1lis not secure against malicious
Alice is that there is no guarantee that the key & sent in the first round represents
a valid key. For example, Alice could i) generate k using an algorithm different
from Geng, ii) run Geny with some bad randomness (a non-uniformly chosen
random string). To circumvent the first problem, one can modify the protocol
such that Alice could prove that k is a “correct” key computed using the algo-
rithm Genr via a zero-knowledge protocol. From the zero-knowledge property,
one can ensure that trapdoor of k is not leaked while at the same time Bob
can be convinced about the validity of k. Unfortunately, this does not prevent
Alice from using “bad” randomness. To tackle the second problem, we let Alice
and Bob engage in a sort of coin-tossing protocol. We denote our protocol en-
hanced with the coin-tossing and the zero-knowledge proof with myaL and refer
to App. [ for its formal description and proofs.
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7 One-sided simulation Q2PC

In this section we describe a protocol for general two-party quantum computation
over classical channels. We call it Q2PC protocol and we will show that it realizes
Fcq in the one-sided simulation security paradigm. The Q2PC protocol, denoted
as mQapc, represents a generalization of the 1-out-of-2-OQFE construction and
similar to the Protocol [C.I] we require the following primitives:

1. A commitment scheme COM = (Com, Dec) that is hiding against quantum
adversaries and computationally binding.

2. A trapdoor one-way function F = (Genz, Evalz, Invz) for the construction
of RSP, which in turn is used as a subroutine in Q2PC protocol.

3. An argument of knowledge post-quantum zero-knowledge protocol IT* :=
(Pyy, VZy) for the NP-relation: Rel = {com, (dec, m) : Dec(com, dec,m) = 1}.

4. An argument of knowledge post-quantum zero-knowledge protocol II :=
(Pzk, Vzk) for the NP-relation Rely (defined in Section [6.2).

5. An argument system post-quantum zero-knowledge protocol IT := (Psx, Vok)
for the NP-relation: Rel’ = {(8,7,5%,s%,com), (r,0,¢',dec) : 6 = ¢ + 6 +
rrand ¢ = (—1)* ¢+ sZx and Dec(com, dec, ¢) = 1}.

Additionally, we require the universal blind quantum computation (UBQC)
protocol with classical output (Protocol 2 of [I3]) as a sub-module. The UBQC
protocol is interactive and is based on the measurement-based model of quantum
computation. In this model, one can represent an arbitrary quantum function f
equivalently as a tuple (Gnxm, @, g) where G« is a highly entangled quantum
state (often represented as a graph with dimension (n,m) and is also known as
graph state), a sequence of classical angles: @ := {¢; ;} for i € [n] and j € [m],
where ¢; ; € {0, %, -, %’}, and g denotes a set of bits dictating the dependency
sets (sffj and sfj), known to both parties, which are required to perform certain
Pauli corrections to obtain the desired deterministic computation. We assume
that the bits corresponding to g are known to both Alice and Bob and for our
purposes we can as well ignore it. Similarly, we can fix the graph state G, xm,
except its dimension (n,m), to say brickwork state [13] or cluster state [52] as
both of them are known to be universal for quantum computation with (X,Y")-
plane measurements [52/46].

At a high level, the protocol can be described as follows. Alice and Bob first
run a coin-tossing type of protocol (similar to Sec [6.2)) to ensure that Alice’s
randomness was correctly generated and that the RSP primitive (which will be
called several times in parallel) is run honestly by Alice. The idea behind using
the RSP primitive is to eliminate the need for quantum communication between
Alice and Bob, which is crucial in the UBQC protocol. More precisely, using
RSP, Alice prepares the graph state on Bob’s side and then Bob entangles his
private input as the first layer onto this graph state. Following this, Alice and
Bob classically interact (similar to UBQC protocol), wherein each round Alice
sends a measurement angle to Bob, where these angles encode Alice’s private
input. Upon receiving the measurement angles, Bob performs the (projective)
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measurement in the (X,Y)-plane with that angle and sends the measurement
outcome to Alice. This process lasts until all the qubits in the graph are measured.
During these rounds, Alice and Bob will also run proof of knowledge systems to
ensure the correctness of both parties.

Protocol 7.1 Q2PC Protocol, mqapc, with Classical Alice and Quantum Bob

Inputs:

1. Sender (Bob): an n-qubit state [1):n,).

2. Receiver (Alice): f an n-qubit unitary represented as the set of angles @ := {¢; ; }i,;
of a one-way quantum computation over a brickwork state/cluster state [46], of the
size n X m, along with the dependencies X and Z obtained via flow construction [22].

1. Preliminary phase
1.1 Alice samples uniformly at random r¢; ; + {0,1}* and r; ; < {0, 1} for i € [n]
and j € [m]. N
1.2 For each i € [n] and j € [m], Alice computes Com(rif;,ﬂ)
and Com(¢; ;) — (com™ dec'™)) and sends (comgf’j), com™9)) to Bob.

1.3 For each i € [n] and j € [m)], Alice runs Py on input the statement z := corn*?)
and the witness (dec'™?, ¢; ;), and Bob runs V7 on input the statement z. If
Vzk outputs 0 then Bob stops, otherwise he continues with the following steps.

1.4 For each i € [n] and j € [m], Bob samples r7, ; uniformly at random from
{0,. 1}*. We denote by ¢ = {T}Blg}” Bob sends 7 to Alice. _ ’

1.5 Alice computes ry,;; = 77, ; ® rf, ;. She then runs Genr n - m times using

) — (comgj'j)7 dec}i’j))

internal random coins ry; ; and obtains (k(i’j),t,(:’j),hp(i’j)) for ¢ € [n] and
§ € [m]. Denote by k := {k'"?)}, ; is the concatenation of the n - m public keys.
1.6 For each i € [n] and j € [m]:
1.6.1 Alice runs Pzk on input z(9) = (k(i’j),r;iéj),comgf’j)),w = (r;iglj),dec}i’j))
and Bob runs Vzk on input ),
1.6.2 If Vzk outputs 0 then Bob aborts. Otherwise, he continues to the next step.

2. QFactory and UBQC o

2.1 For each i € [n] and j € [m], Alice on input "9 and Bob on input k%) run
an instances of 8-states QFactory protocoﬁC (in sequence) to obtain 6;; on
client’s side and |+, ;) on server’s side, where 0; ; < Z%, i € [n], j € [m]. For
each qubit ’—ng’j ).

2.2 Bob entangles all these qubits by applying controlled-Z gates between them in
order to create a graph state G, xm, where the first layer of the graph is Bob’s
input |1in).

2.3 For j € [m] and i € [n]:

2.3.1 Alice computes 6;; = ¢; ; + 0i,; + 74 7, where ¢ ; = (—1)81')1(1 bij + st
and sfj and siZJ» are computed using the previous measurement outcomes
and the X and Z dependency sets. Alice then sends the measurement angle
6i,j to Bob.

16° An 8-states QFactory protocol is combination of two runs of 4-states QFactory Pro-
tocol Bl given in [17]. The only difference between the QFactory Protocol [BIl and
the one used in our construction is that Alice does not execute the first step (a),
since the key for the trapdoor OWFs has been already generated as described in the
previous steps.
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— Alice runs Py on input the statement to be proven x =

(81,55 i, L5 S14, com ;) and the witness w := (ri;,0:5, #5 ;, deci;), and

Bob runs the interactive algorithm Vzk, on input the statement x. Let b

be the output of V. If b = 0 then Bob aborts, otherwise he continues as
follows.

2.3.2 Bob measures the qubit ‘+9i,j> in the basis {|+5M> , |—5m.>} and obtains
a measurement outcome s; ; € {0, 1}. Bob sends the updated measurement
result s; ; to Alice.

2.3.3 Alice computes 3;; = s; ; ® 74 5.

Output: Alice obtains the output f(|1:n)) as the concatenation of {8; m }:-

Theorem 13 (Correctness). In an honest run of the Q2PC Protocol[7.], when
both parties follow the protocol specifications, Alice obtains the outcome f(|1)),
where f is Alice’s input and ) is Bob’s input.

(Proof Sketch). One of the main differences between the protocols for 1-out-of-2-
OQFE (Protocol [6] and Protocol [CI) and Q2PC (Protocol [T1) is that, in
the former, we consider a simple linear graph state (of three qubits) instead of
cluster state (as in the Q2PC) along with the fact that Alice’s input is encoded
using a larger set of angles and Bob’s input is multi-qubit state. The rest of the
steps in the Q2PC protocol are straightforward extensions of 1-out-of-2-OQFE,
where we also use standard cryptographic techniques such as zero-knowledge
proofs to ensure that the classical messages of both the parties were computed
honestly. The Q2PC protocol is based on measurement-based model of quantum
computing and its correctness follows from the correctness proof of 1-out-of-2-
OQFE (Theorem 10) as well as the correctness of the UBQC protocol [13].

Theorem 14. Protocol mqopc securely computes Fcq with one-sided simulation.

To complete the proof we need to prove the following two lemmata: Lemma [Tl
and Lemma

Lemma 1 (Privacy against Malicious Bob). The Q2PC Protocol[7-1] is pri-
vate against malicious Bob.

Proof. This results from the privacy against Bob of the protocol resulting from
combining the quantum-client UBQC protocol with QFactory proven in Theorem
5.3 of [5] together with the zero-knowledge property of IT and IT’, and the hiding
of the commitment scheme.

Lemma 2 (Simulation-based Security Malicious Alice). The Q2PC Pro-
tocol [7] is simulation-based secure against malicious Alice.

The proof can be found in Appendix [D.1.41

Remark 2. We emphasize that by instantiating our Q2PC protocol with the zero-
knowledge proof of knowledge system of [3] together with the statistical binding
post-quantum hiding commitment scheme of [8], our Protocol [[] is simulation-
based secure against unbounded Alice.

24



8 Fully-simulatable (Black-Box) Q2PC over classical
channel

In this section we will describe a general compiler, C, that allows transforming
a Q2PC protocol achieving one-sided simulation security into a Q2PC protocol
achieving full-simulation security, under the assumption that Bob has a classi-
cal description of his input. To construct C' we will make use of the following
primitives:

1. The Q2PC Protocol [[I, mqopc, with classical inputs, which we call
0OS — Q2PC. Using Theorem [I4] we know that the protocol OS — Q2PC se-
curely computes Fcc with one-sided simulation.

2. Post-quantum  Zero-Knowledge post-quantum proof of knowledge
(P, VD) for NP relation Rele, which we call ZKPoK.

3. Classical Zero-Knowledge (P(2), Vc(‘Q)) for QMA relation Relg, denoted ZK.

4. Classical Commitment scheme, post-quantum hiding and statistical binding,
which we call PQCOM = (Com, Dec);

The starting point is our Protocol [[]] achieving simulation security against
Alice and privacy against Bob in the black-box setting. We will make use of
Protocol [[1]in a black-box manner.

Protocol 8.1 Compiler C for achieving full-simulation Q2PC

Private Inputs:

1. Bob: [¢in) with classical description yy);
2. Alice: z € {0,1}";

Protocol Steps:

1. Bob computes Com(y|yy) — (comy, decy) and sends comy to Alice;
2. Bob and Alice will run (Pél)7 VC(I)) for the NP relation:

Relc = {x = comy,w = (decy, yyy) such that w is the decommitment of x}

3. Alice and Bob run the one-sided simulation protocol OS — Q2PC on Alice’s input
z and Bob’s input [¢n). We denote the messages sent by Bob to Alice by {mi}ﬁil;

4. Bob and Alice will run the post-quantum zero-knowledge (Pg), Véz)), for Bob to
prove to Alice that for every i € [N], the message m; was computed correctly
according to the OS — Q2PC on Alice’s input x and Bob’s quantum input corre-
sponding to the value committed in com,;

Theorem 15. Protocol [81l is a secure black-box Q2PC (as defined in Def. [9),

assuming that Bob has a classical description of his input.

The proof can be found in Appendix [D.2.11
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Instantiation . As before we will instantiate PQCOM with the scheme of [§]
and (Pél),Vél)) with the construction of [3]. For (Pg), c(‘2)) we can use the
construction of [60].

9 ZKPoQK Compiler

In this section, we will present a general compiler that constructs post-quantum
zero-knowledge classical proof of quantum knowledge for QMA (ZKPoQK) from
simpler primitives: classical proof of quantum knowledge, post-quantum commit-
ment scheme, post-quantum zero-knowledge proof of classical knowledge, and
post-quantum private-key encryption scheme. Then, we will show how to instan-
tiate the required primitives for this compiler and in Section 8 we will show how
to use the resulting ZKPoQK to obtain full-simulation secure Q2PC over a clas-
sical channel. But first, we will proceed with some definitions required for the
construction of our compiler.

Definition 11 (message-independence). We say a Proof of (Quantum)
Knowledge (P, V) satisfies the message-independence property if the messages
computed by V' are independent of the messages received from P.

Next we propose the compiler for constructing ZKPoQK. This relies on the fol-
lowing primitives:

Classical Proof of Quantum Knowledge (Pg), Vc(‘l)) for QMA relation Relg,
denoted CPoQK, which also must satisfy the message-independence property;
Classical Commitment scheme, post-quantum hiding and post-quantum
binding, which we call PQCOM = (Com, Dec);

— Classical post-quantum Zero-Knowledge post-quantum proof of (classical)

knowledge (P, V) for NP relation Rele, which we call ZKPoK;
— Post-quantum private-key encryption scheme PQFE = (Gen, Enc, Dec)

Then, we can achieve the ZKPoQK (Pg,Ve) for the QMA relation Relg
using the following compiler:

Protocol 9.1 ZKPoQK Protocol, (Pg, Ve) for the QMA relation Relg

1. Pg runs Gen(1*) and obtains the secret key sk for the PQE;
2. Pg computes Com(sk) — (comsy,decsy) and sends comsy, to Ve;
3. Py and Ve will run the (PéQ)7 VC(Q)) for the NP relation:

Relc = {z = comsi, w = (decsk, sk) such that w is the decommitment of x}
4. Consider the classical proof of quantum knowledge (Pg)7 Vc(l)) for Relg, and the

number of messages they exchange is N. Then:
5. For ¢ € [N]:
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(a) Let m; be the message Pg) would have sent to Vél). Then, Py will compute
Enc(sk,m;) — enc; and will send enc; to Vi;

(b) Let m; be the message that Vél) would have sent to Pg), Vo sends exactly
the same message m; to Pg;

6. Pg and V¢ will run a post-quantum zero knowledge (Pég)7 VC(VS))7 for Pg to prove
to Ve that for all 4 € [N], enc; were computed using the secret key sk, which is
committed in comsi, and that their decryptions were computed according to the
(Pc(gl)7 VC(I)) protocol and Vél) would have accepted the resulting transcript;

7. If VC(I) and Vc('2) accept, then Ve outputs 1, otherwise outputs 0.

We want to show that the proposed construction Protocol has the post-
quantum zero-knowledge property and that it will inherit the classical proof of

quantum knowledge property of (Pg), C(l)).

Theorem 16. Assume there ezists a message-independence CPoQK (Pg), Vél))

with knowledge error k1 and a ZKPoK (Pé?),VC(?)) with knowledge error ks.
Then there exists a ZKPoQK (Pg,Ve) with knowledge error rikq. Moreover,

if (Pé?), Vé2)) and (Pg), (gl)) are simulatable then (Pg, V) is simulatable.

The proof of Theorem [I6] can be found in Appendix [D.3]

Instantiating ZKPoQK. In this part we will show how can we instantiate our gen-
eral compiler and determine the properties/parameters of the resulting ZKPoQK
construction. For the CPoQK we can instantiate the proof of quantum knowl-
edge (P((Ql), Vc(l)) with the construction of [59] which works for relations from a
subset of QMA, called QMA* (see Def. [[7)). For the post-quantum commitment

scheme we can employ the scheme of [8]. For the ZKPoK (Péz), VC(2)) we will
employ again the construction of [3]. Finally, for the Post-quantum private-key
encryption scheme PQE we can use the construction given in [53].
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Supplementary Material

A Computational Complexity Classes and Cryptographic
Primitives

We provide some well-known relations and the class of languages associated with
it. Classically, a relation over finite sets {0, 1}* x {0, 1}* is a subset R C {0, 1}* x
{0,1}*, and the language associated with R is Lr = {z : Jy : (z,y) € R}.

Definition 12 (NP). The class NP consists of all languages L C {0,1}* for
which there exists a uniformly generated family of classical, deterministic, poly-
size circuits {V, : © € {0,1}*} and a polynomial m, such that the following
holds:

1. (Completeness) For all x € L there exists an m(|x|)-bit witness w such that
Ve(w) =1
2. (Soundness) For all x ¢ L and for all m(|z|)-bit witness w, Vy(w) = 0.

Definition 13 (MA). The class MA consists of all languages L C {0,1}* for
which there exists a uniformly generated family of classical, randomized, poly-size
circuits {Vy : © € {0,1}*} and a polynomial m, such that the following holds:

1. (Completeness) For all x € L there exists an m(|z|)-bit witness w such that
Pr(Vy(w)=1) >2/3

2. (Soundness) For all x ¢ L and for all m(|x|)-bit witness w, Pr(V,(w) = 0) >
1/3.

Definition 14 (MA-relation). A relation R is an MA-relation if there is a
PPT Verifier V such that:

1. (Completeness) (z,w) € Lp = Pr[V]
2. (Soundness) x ¢ Lr = Pr[Vj,(z,w)

g

o (@, w) =1] > 2/3
1] <1/3.

where V.= {V,,} are the uniformly generated family of circuits.

IN

In the quantum case we replace the “witness” w (the second argument) with

a quantum state |1) and define the class QMA with polynomial-size quantum
circuits Q = {Qn}nen such that for every n, @, takes as input a string = €
{0,1}™ and a quantum state o on p(n) qubits (for some polynomial p(n)) and
returns a single bit as output.

Definition 15 (QMA). The class QMA consists of all languages L C {0,1}*
for which there exists a uniformly generated family of quantum poly-size circuits
{Qz : x € {0,1}*} and a polynomial m, p where each V, has m(|z|) input qubits,
k(|z]) auziliary qubits and its output is given by the first output qubit such that
the following holds:

1. (Completeness) For all x € L there exists an m(|z|)-qubit witness |) such
that Pr(V,, accepts |¢)) > 2/3
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2. (Soundness) For all ©x ¢ L and for all m(|z|)-qubit witness
Pr(Vyaccepts|i)) < 2/3.

V),

Note that the completeness and soundness can be amplified to 1 —27Po(1zD and
2-poly(I2]) respectively.

Definition 16 (QMA-relation). Let A be a problem in QMA (See Defini-
tion [13), and let Q be a QPT werifier, with completeness a and soundness (3.
Then, we say that Rq  is a QMA-relation such that the following holds

1. (Completeness) (z, 1)) € Rg,a = Pr[Qp(z,|¢)) =1] > «
2. (Soundness)(x,p) ¢ Ro.p = Pr[Qm(a:,p) = 1} < p.

Definition 17 (QMA*, [59]). Let (Q,a,8) be a QMA relation. We define
QMA* as a relation that satisfies the following properties:

1. The completeness parameter o is negligibly close to 1, and the soundness
parameter B is bounded away from 1 by an inverse polynomial.

2. For any x € {0,1}" there is a local Hamiltonian H = H, that is efficiently
constructible from x and satisfies the following. First, we assume that H is
expressed as a linear combination of tensor products of Pauli operators with
real coefficients chosen such that —1d < H < 1d. Second, whenever there is o
such that (z,0) € RQ,q«, then Tr(Ho) is negligibly close to —1 and moreover
any o such that Tr(Ho) < =140 satisfies Pr(Qz)(x,0) = 1) > 1—r(|z])q(d)
for some polynomials q,r depending on the relation only. Third, whenever
x € Ng,pg then the smallest eigenvalue of H is larger than —1 + 1/s(|z]),
where s is another polynomial depending on the relation only.

Interactive quantum machines [5719]. An interactive quantum machine is a
machine M with two registers: a register S for its internal state, and a register
N for sending and receiving messages (the network register). Upon activation,
M expects in N a message, and in S the state at the end of the previous acti-
vation. At the end of the current activation, N contains the outgoing message
of M, and S contains the new internal state of M. A machine M gets as in-
put: a security parameter p € N, a classical input € {0,1}*, and quantum
input |@), which is stored in S. Formally, machine M is specified by a family
of circuits { Mz} enzef0,1}+, and a family of integers {rus}uenzefo,1}+ Mua
is the quantum circuit that M performs on the registers S and N upon invoca-
tion. 7, determines the total number of messages/invocations. We might omit
writing the security parameter when it is clear from the context. We say that
M is quantum-polynomial-time (QPT) if the circuit M, has polynomial size in
i+ |z|, the description of the circuit is computable in deterministic polynomial
time in g + |z| given p and x, and 7, , is polynomially bounded in p and x.
Usually, both these registers are assumed to be quantum but for this work,
we require the register N to be strictly classical. In this work, we model one of
the parties (Bob) as a quantum interactive machine while the other party (Alice)
is only required to perform classical (stochastic) operations. We will denote the
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interactive machines for Alice and Bob as 21 and B, respectively, with internal
registers S and S’ and the classical network register as N and N’, respectively.
Finally, we assume that Alice (completely classical party) sends the first message
as well as receives the last message.

Definition 18 (k-regular). A deterministic function f: D — R is k-regular
if Yy € Im f, we have |f~(y)| = k.

Definition 19 (Trapdoor One-Way Function). A family of functions { fi :
D — R} is a trapdoor function if:

— There ezists a PPT algorithm Gen which on input 1™ outputs (k,ty), where
k represents the index of the function.
— {fr : D = R}rex is a family of one-way functions, namely:
o There exists a PPT algorithm that can compute fr(x) for any index k,
outcome of the PPT parameter-generation algorithm Gen and any input
x € D;
e Any QPT algorithm A can invert fi, with at most negligible probability
over the choice of k:

Pr [f(A(k, fr(z)) = f; ' (2)] < negl(n)
k«Gen(1™)
<D
re<—{0,1}"
where rc represents the randomness used by A
— There exists a PPT algorithm Inv, which on input t; (which is called the
trapdoor information) output by Gen(1™) and y = fr(x) can invert y (by
returning all preimages of ) with overwhelming probability over the choice

of (k,tg) and uniform choice of x.

Instantiation. A trapdoor one-way function can be instantiated from the
construction of [47] and a 2-regular variant can be found in [I7].

Definition 20 (Hardcore Predicate). A function he: D — {0,1} is a hard-
core predicate for a function f if:

— There exists a PPT algorithm that, for any input x, can compute he(x);
— Any QPT algorithm A when given f(x), can compute he(x) with negligible
better than 1/2 probability:
Pr  [A(f(x),1") = he(z)] < 5 + negl(n), where rc is the randomness

z+D(n)
re+—q{0,1}~

used by A;

Definition 21 (Commitment Scheme). CS = (Sen, Rec) is a 2-phase pro-
tocol between 2 polynomial-time interactive algorithms: sender Sen and receiver
Rec. In the commitment phase Sen with input m interacts with Rec to produce
a commitment com and the private output d of Sen.

17 While in the standard definition of trapdoor functions it suffices for the inversion
algorithm Inv to return one of the preimages of any output of the function, in
our case we require a two-regular trapdoor function where the inversion procedure
returns both preimages for any function output.

34



1. Correctness: On the decommitment phase, Rec on input m and d accepts
m as decommitment of com.

2. Computational (post-quantum) Hiding: For any QPT adversary Rec*
interacting with Sen, the probability distributions describing the output of
Rec*: {{Sen(0), Rec*)} and {(Sen(1), Rec*)} are computationally indistin-
guishable.

3. Statistical Binding: For any commitment com generated during the com-
mitment phase by a malicious unbounded sender Sen™, there exists negligible
negl such that Sen* with probability at most negl outputs 2 decommitments
(mo,do) and (mq,dy) with mg # my such that Rec accepts both decommit-
ments.

For non-interactive commitment scheme (Com, Dec) we use the notation:

1. Commitment phase: Com(m) — (com,dec), where com is the commitment
of the message m and dec is the corresponding decommitment information.
2. Decommitment phase: Dec(com,dec,m) =1

Instantiation. A post-quantum hiding, statistical binding commitment
scheme can be instantiated from the scheme proposed in [§].

Definition 22 (Proof/Argument system). A pair of PPT interactive algo-
rithms I = (P,V) constitutes a proof system (resp., an argument system) for
an NP-language L, if the following condition holds:

Completeness: For every x € L and w such that (z,w) € Rely, it holds that:
Pr[{P(w),V)(z) =1] = 1.

Soundness: For every interactive (resp., PPT interactive) algorithm P*, there
exists a negligible function v such that for every x ¢ L and every z:

Pr[(P*(z),V)(x) = 1] < negl(n).

Definition 23 (Proof of Knowledgdd). A pair (P,V) of PPT interactive
machines is a proof of knowledge with knowledge error k(-) for polynomial-time
relation Rel if the following properties hold:

— Completeness: for every (z,w) € Rel, it holds that

Pr[(P(w),V)(z) = 1] = 1 — negl(|z]).

— Knowledge Soundness: there ezists a probabilistic oracle machine Extract,
called the extractor, running in expected probabilistic polynomial time, such
that for every interactive machine P* and for every input x accepted by V
when interacting with P* with probability e(x) > k(zx), we have

" poly(|z[)
'8 This definition can be easily extended to the CRS model. In that case the extractor
would have the additional power of programming the CRS. We make this algorithm
explicit when it is required for our constructions.

Pr (((:v, w) € R) : w  Extract”” (x)) >p (e(:v) — k() #) .
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The notion of an argument of knowledge is essentially the same but it requires

the knowledge soundness property to hold against PPT adversaries and for a
sufficiently long input [9].
Recently, proof systems have also been extended to QMA-relations in [I4/19].
The main difference from Quantum Proofs of (classical) Knowledge is that in
the case of QMA relations, the notion of a witness is in a different manner than
NP relations. For any 0 < v <1, a quantum relation is defined as follows:

Rg . ={(z,0) : Q accepts (x,0) with probability at least }.

The parameter v quantifies the expected success probability for the verifier and
roughly speaking, 7 is a measure of the “quality” of a witness [¢)) (or a mixture
thereof, as represented by the density matrix o) that is sufficient for the witness
to be acceptable for the relation R.

Definition 24 (Proof of Quantum Knowledge [14/19]). Let Rg, be a
QMA relation. A proof system (P, V') is a Proof of Quantum Knowledge for R -
with knowledge error k(n) > 0 and quality q, if there exists a polynomial p > 0
and a polynomial-time machine Extract such that for any quantum interactive
machine P* that makes V accept some instance x of size n with probability at
least € > k(n), we have:

Pr [((%U) € RQ,q(s,%)) 10— Extractlp*(x’p»(:v)} >p (g — k(n), l) .

n

Next, we describe generalised proofs of quantum knowledge (or quantum
agree-and-prove (AaP) schemes). In an AaP protocol, the auxiliary inputs that
the prover and the verifier receive before they begin interacting are captured
using the input generation algorithm. Informally, the input generation algorithm
models ‘prior knowledge’ which the prover and the verifier may possess.

Definition 25 (Input Generation Algorithm, [59]). An input generation
algorithm I for an agree-and-prove scenario S is a machine I taking a unary en-
coding of the security parameter A as input and producing a CQ state paux, AUXp
specifying the auziliary inputs for the verifier (in the classical register AUXy )
and prover (in the quantum register AUXp ) respectively as output. We may use

the shorthand paux, = Traux, (Pauxyauxps) and paux, = Trauxe (PAuxyAUXs ) -

Definition 26 (Agree-and-Prove  Scenario for quantum rela-
tions, [6)59]). An agree-and-prove (AaP) scenario for quantum relations
is a triple (F,R,C) of interactive oracle machines satisfying the following
conditions:

1. The setup functionality F is a QPT ITM taking a unary encoding of a
security parameter X as input. The ITM F runs an initialization procedure
init, and in addition returns the specification of an oracle (which we also
model as an ITM) Oz (i, q,arg). The oracle function takes three arguments:
1 € {I,P,V} denotes a ‘role’, q denotes a keyword specifying a query type,
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and arg denotes the argument for the query. There are three different op-
tions for the ‘role’ parameter, which ezists to allow F to release information
selectively depending on the party asking for it. The roles I, P and V cor-
respond respectively to the input generator (Definition[238), the prover, and
the verifier.

2. The agreement relation C is a QPT oracle machine taking a unary encod-
ing of the security parameter A and a statement as inputs, and producing a
decision bit as output.

8. The proof relation R is a QPT oracle machine taking a unary encoding of
the security parameter A, a (classical) statement x and a (quantum) witness
pw as inputs, and outputting a decision bit.

One can model proofs and arguments of knowledge using the AaP scenarios,
where the agreement phases are trivial and NP or a QMA relation are the proof
relation.

Definition 27 (Nondestructive interaction, [59]). Let P = ({Px,}, {rf.})
be an interactive quantum machine, and let V = (p, {Vazu '}, {r¥,}) be an interac-
tive classical machine. Fix a security parameter A. A nondestructive interaction
(V(x), P(a")),,, between V and P for some CQ state prs is an interaction in
which the ezecution of (V(x), P(')),,, is unitary (including the standard-basis
measurements of the network register that take place during the execution) for
all possible random inputs u to V.. More formally, for any choice of rym random
strings uy, ..., u,y used during the interaction (V(x), P(z")),.,, there exists a
unitary U acting on registers (communication spaces) N, A and B such that the
joint state of the registers N, A and B is identical after U has been applied to
them to their joint state after the execution of (V(z), P(x')), using the random
strings uq, . . . s Uy

x

PAB

Definition 28 (Quantum Money Scheme, [59]). A quantum money scheme
is specified by the following objects, each of which is parametrized by a security
parameter \:

— A algorithm Bank taking a string v as a parameter which initialises a database
of valid money bills in the form of a table of tuples (id, public, secret, |$),,). id
represents a unique identifier for a particular money bill; public and secret
represent, respectively, public and secret information that may be necessary
to run the wverification procedure for the bill labeled by id; and |$), is the
quantum money state associated with the identifier id. The string r should
determine a classical map H, such that H,(id) = (public, secret).

— A werification procedure Ver(x, public, secret, pw) that is a QPT algorithm
which decides when a bill is valid.

In addition the scheme should satisfy the following conditions:

1. Completeness: for any valid money bill (id, public, secret, |$).,) in the database
created by Bank,

Pr (Ver(id, public, secret, |$)($],4)) > cam(N) ,
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for some function cpr(+). We refer to car as the completeness parameter of
the money scheme.

2. No-cloning: Consider the following game played between a challenger and
an adversary: the challenger selects a valid money bill (id, public, secret, |$),,)
and sends (id, public,|$),,) to the adversary; the adversary produces a state
oap. Then for anylX] adversary in this game, the following holds

Pr(Ver(id, public, secret, Trg(cap)) = 1

Ver(id, public, secret, Trs(cap)) =1) < par(A) |

for some function up(-). We refer to pp as the cloning parameter of the
money scheme. Note that the probability of the adversary’s success is cal-
culated assuming that the string r which Bank takes is chosen uniformly at
random.

Definition 29 (Agree-and-prove scenario for Quantum Money, [59]).
An agree-and-prove scenario (Far,Car, Rar) for a quantum money scenario with
completeness parameter cy; and cloning parameter py;’ consists of

1. Setup functionality F;(1*): The setup should run an initialization proce-
dure initys that instantiates a database Bps whose records are of the form
(and the distribution) that Bank would have produced running on a uniformly
random input r. The setup should also return a specification of how the fol-
lowing oracles should be implemented:

— Or,(I,3d): returns an identifier id such that the  bill
(id, public, secret, |$).,) is in Bas.

— Ogr,, (-, public,id): Returns the public string associated with id. Returns
L if no record in Byps with the identifier id exists.

— Or,, (I, getMoney, id): If no record in By with identifier id exists, returns
L. Otherwise, returns |$), the first time it is called. If called again with
the same id argument, returns L.

— Or,, (V,secret,id): accesses By and returns the secret string associated
with id. Returns L if no record in Bys with the identifier id exists.

2. Agreement relation CO%nm (1*,id): outputs 1 if and only if a record in By
with identifier id exists.

3. Proof relation RO%m (1, x, pw ): interprets x as an id (outputting L if this
fails), sets public + Oz, (V,public,z) and secret < Op,,(V, secret, x),
and ezecutes Ver(x, public, secret, py ).

Theorem 17 (Proposition 4.3, [59]). Let A be a security parameter, let
(F,C,R) be an agree-and-prove scenario, and let K = (Z, Py, P2, V1,V32) be a
protocol for (F,C,R) with a classical honest verifier V.= (V1,V3), knowledge
error & and extraction distance 8. Let P = (Py, Py) be a prover for K.

19 Many quantum money schemes are information-theoretically secure; however, it is
also possible to consider computationally secure schemes by replacing ‘any’ with ‘any
QPT".
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Let I be any input generation algorithm, and x and pts an instance and a
CQ state respectively such that the agree phase of K, executed with f, Vi and
Py, has a positive probability of ending with x being agreed on, and such that the
joint state of sty and stp conditioned on x being agreed on is prs.

Suppose further that (i) the interaction (Vg(x),Pg(:v)) is nondestructive,
PTS

(1) the oracle Ox does not keep state during the second phase of the protocol, i.e.
any query to it by Vo or Py can be repeated with the same input-output behavior,
and (i) the success probability of P, conditioned on instance x being agreed on
is at least k. Then there exists a (possibly inefficient) procedure A such that the
following holds.

Let RS7 () be the function such that RST (p) = ROF (1), x,p), and let the
single-bit-valued function (’R?;)QM() be the function whose output is the AND
of the outcomes obtained by executing the tensor product of two copies of ’R?gf()
on the state that is given as argument. Then the procedure A, given as input x, a
copy of a communication transcript from the agree phase that led to x, and black-
boz access to Va and P as interactive machines (including any calls they might
make to OF ) running on pts, with power of initialisation for Py, can produce a
state o such that

Pr[(RO7)*%(0) = 1] > 1 — 25 — negl(\).

B Remote State Preparation: Security and Construction
from [17]

In this section we present a concrete remote state preparation protocol proposed
in [I7].

Protocol B.1 4-states QFactory: classical delegation of |+4) states
(0 € {0,7/2,m,3m/2}) ([I7])

Requirements: A 2-regular trapdoor one-way family F and homomorphic hard-
core predicate {hg}.

1. Preimages superposition
(a) Alice runs the algorithm (k, tx) < Genr(1").
(b) Alice instructs Bob to prepare one register at ®"H |0) and second register
initiated at |0)™.
(c) Bob receives k from Alice and applies Uy, using the first register as control
and the second as target.
(d) Bob measures the second register in the computational basis, obtains the out-
come y. The combined state is given by (|z) + |z’)) ® |y) with fx(z) = fr(z') =
y and y € Im fx.
2. Output preparation
(a) Bob applies Uy, on the preimage register |z)+|z’) as control and another qubit
initiated at |0) as target. Then, measures all the qubits, but the target in the
{% (|0)£|1))} basis, obtaining the outcome b = (by, ..., b, ). Bob applies on the
unmeasured qubit (representing the output state) the operation HR(—7/2).
Now, Bob returns both y and b to Alice.
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(b) Alice using the trapdoor ¢, computes the preimages of y:

(c) Then compute: s := hi(x) ® hi(z') and 61 := (02 - (b,x D ")) D hi(x)hi(z)
3. Outputs: The quantum state that Bob has generated is (with overwhelming prob-

ability E) the state |+¢), where 6 € {0,7/2, m,37/2} state described using the two

bits (01, 02), where 62 is also known as the basis of the state. The output of Alice

is the classical description (61, 62).

In any run of the protocol, honest or malicious, the state that Alice believes
that Bob has is the one described in Protocol [B.1l Therefore, the task that a
malicious Bob wants to achieve, is to be able to guess, as good as it can, the
description of the output state that Alice (based on the public communication)
thinks Bob has produced. In particular, in our case, Bob needs to guess the bit
2 (corresponding to the basis) of the (honest) output state.

Definition 30 (4 states basis blindness). We say that a protocol (wa,7p)
achieves basts-blindness with respect to an ideal list of 4 states

S = {5610, }(61,0:)ef0,132 i
— S is the set of states that the protocol outputs, i.e.:
Pr{|¢) = Sp,B, € S| ((01,02),]¢)) < (mallmp)] = 1 — negl(n)

— and no information is leaked about the index bit 02 of the output state of the
protocol, i.e for all QPT adversary A:

Pr {92 =02 | ((01,62),02) + (7TA||A)} < 1/2+ negl(n)

Theorem 18 (4-states QFactory is secure ([17])). Protocol [Bl satisfies
4-states basis blindness with respect to the ideal list of states:

S={l4):1=) s |[+r2) s [F3n/2)}-

An 8-state QFactory protocol producing states in the set {k7/4}reqo,...,7}
can be obtained from 2 runs of 4-state QFactory Protocol [B] given in [17].

B.1 Generic Construction

We will denote with g the injective, homomorphic, post-quantum OWF and with
h the hardcore predicate of g, which is also homomorphic with respect to the
operation of g. In more details, we require:

Consider a fixed element of the domain of g, ¢ and for now a public function h
having the same domain as g

Then, we define the function f(z,c) = g(x + ¢ - o), where ¢ € {0,1}. As g is
injective, we can see that f is 2-regular (and one-way). Now, this function needs
to be constructed and applied by Bob, but we don’t want to reveal him the value

20 the probability comes from the probability of F being a 2-regular homomorphic-
hardcore family of functions
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of xp, which is where the homomorphic property (for a one-time operation) steps
in:

g(x) * g(xo) = g(x + x0) for any operations “*” and “+”

Then, to compute f: f(x,c¢) = g(z) * (¢ g(xg)), therefore it is sufficient to send
him g(zo) (and the description of g) for Bob to apply f. And as g is one-way,
then zq is also hidden from Bob.

Then, after applying a unitary corresponding to function f and a series of mea-
surements, Bob obtains the quantum state: HP XB20) € {|0),[1),|+),]|-)}, a
single qubit gate whose description is represented by the 2 bits B; and By. We
call B; the basis bit, and By the output bit. The target is to ensure that B; is
completely hidden from Bob.

The formal description of the 2 bits is the following:

B1 = h(z + zo) ® h(x)

By = (B1- (b, (z® (z + z0))) ® h(x)h(z + z0) ®)

where z is a randomly chosen preimage of g and b is a random bit-string.

But now, as we were saying we wanted to ensure B; is completely hidden from
Bob who only received from Alice g(xo).

The, if we impose that h is homomorphic in the sense:

h(z + o) ® h(x) = h(zo)

, then we have:

Bl = h(,To)
And if additionally, we impose that h is a hardcore predicate with respect to
function g, then Bob while he has g(z¢) he knows nothing about By = h(zg).

Moreover, as By = h(xg), then Alice knows from the very beginning the value
of the basis bit.

B.2 Function Description
The generation algorithm Genp will output:

1. k - the public description of a 2-regular trapdoor (post-quantum) function

s
2. ty - the trapdoor information corresponding to fx;
3. hp - a hardcore predicate associated with f

To construct Geng we rely on a family of injective homomorphic trapdoor
functions G = {gx }, and a hardcore predicate h for G.
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Genr(171)
1 (K tgs) +$Geng(1Y)
zo <$ Dom(gxr)
Yo + gx(20)
tr < (txr,20)
k <+ (K',y0)
fi(z,¢) == gxr(2) + ¢ yo = gr/ (2 + ¢+ 20) , where ¢ € {0,1}
hp + h(zo0)
return (k,tx, hp)
To construct the injective homomorphic trapdoor functions G = {gg }x we
rely on the construction of [47].
In other words, to sample a function fi, we first sample a matrix K’ € Zym
using the construction of [47] (that provides an injective and trapdoor function),

a uniform vector sg € ZZ, an error eg € ZZI” according to a small Gaussia and
a random bit dy, and we compute:

o N O Ut s W N

20 = (0, €0, do)
yOZK/So—Feo—i-dox (%00)
gr(s,6,d) = K's+e+d x (%O...O)T

T

The function fi will then be defined as follow:
fk(s,e,c,d):K’s—i—e—l—cxyo—i—dx(%O...O)T (10)

Note that ¢ and d are bits, and the error e is chosen in a bigger spac than
eo to ensure that the function fx ,, has two preimages with good probability.
Moreover, if we define h(s, e, c,d) = d, it is easy to see that the hardcore property
will directly come from the fact that under LWE assumption, no adversary can
distinguish a LWE instance K'sy + ey from a random vector, so it is not possible
to know if we added or not a constant vector.

C One-Sided Simulation Based Secure Protocol for
1-out-of-2-OQFE

Our scheme makes use of the following tools:

1. Non-interactive post-quantum hiding, computationally binding commitment
scheme COM = (Com, Dec);
2. A 2-regular Trapdoor One-Way Function F = (Genx, Evalr, Invr).

21 but big enough to make sure the function is secure
22 but small enough to make sure the partial functions f(,-,c,-) are still injective
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3. An argument of knowledge post-quantum zero-knowledge protocol II :=
(Pzk, Vzk) for the NP-relation Rely = {(z = (k,r?,comf),w = (r‘f“,decf)}
such that decy is the decommitment of comy and k is (part of) the output
of probabilistic algorithm Genz when run with internal random coins ry =
7‘}4 @ r?.

Remark 3. If we can employ a zero-knowledge proof in combination with a post-
quantum hiding and statistically binding commitment we would get statistical
security against malicious Alice in the one-sided simulation framework. The com-
mitment scheme can be instantiated from any non-interactive statistically bind-
ing commitment scheme. Alternatively, we can rely on the protocol proposed by
Baum et al [8] which proposes a statistical binding commitment scheme. Since
we want to prove that our protocol is simulatable against malicious Alice, we
require the post-quantum secure zero-knowledge protocol to enjoy the property
of the argument of knowledge. One zero-knowledge proof of knowledge system
that has all these features is the one proposed in [3] which is based on the LWE
assumption. As a result, we make an important observation that if we instanti-
ate our myaL protocol with the zero-knowledge proof of knowledge system of [3]
together with the statistical binding post-quantum hiding commitment scheme
of [8] would imply that the protocol myaL is simulation-based secure against
unbounded Alice.

Protocol C.1 1-out-of-2-OQFE Protocol, myaL, against Malicious Alice
Inputs:

1. Sender (Bob): single qubit state |1 )
2. Receiver (Alice): b € {0,1}

1. Alice’s Verification and Setup

1.1 Alice samples uniformly at random r? from {0, 1}*.

1.2 Alice runs Com(rf') — (comy, decy) and sends com; to Bob.

1.3 Bob samples 7'}3 uniformly at random from {0,1}* and sends it to Alice.

1.4 Alice now run computes ry = r? P rf. She then runs Genr using internal
random coins 7y and obtains (k, tx, hp).

1.5 Alice now sends k to Bob and runs the interactive algorithm Pzk on input the
statement to be proven z = (k,r7, comy) and the witness w = (r{, decy).

1.6 Bob runs the interactive algorithm Vzk on input the statement z. Let ¢ be the
output of Vzk. If ¢ = 0 then Bob aborts, otherwise he waits to receive another
message from Alice.

1.7 Alice assigns 0> = hp and encodes her input as ¢, := b 5, uniformly samples

ra & {0,1} and computes the angle § (See, Eq M) and sends é to Bob. Bob
continues to the next stage.

2. 4-states QFactory (Protocol [B.1))
3. Computation on Bob’s side (Steps 4-7 of Protocol [6.1])
4. Output on Alice’s side (Step 8 of Protocol [6.1)

Output: Alice obtains: s, = Mz[Rx (—% ~b) [1in )]
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Theorem 19. Protocol muaL securely computes Zoqre with one-sided simula-
tion.

The correctness of the modified protocol (Theorem 10) follows from the correct-
ness of the commitment scheme COM and the correctness of II.
To complete the proof we need to prove the following Lemma Bl and Lemma 4]

Lemma 3 (Simulation-based (computational) security against mali-
cious Alice). Protocol myaL is simulation-based secure against malicious Alice.

Proof. We need to show that for any QPT adversary Alice*, there exists a QPT
adversary S for the ideal model such that:

{IDEALEQQFE,S(Z),Alice(ba |U)in>)}b,|wm),z %q {REALWMAL,Alice*(z),Alice(b; |U)in>)}b,|wm),z

In other words, to show that muaL is simulation-based secure against ma-
licious receiver Alice™, we have to prove that there exists a QPT simulator S,
that by having access only to the ideal functionality Zoqrg, can simulate the
output of any malicious Alice* who runs one execution of myaL with an honest
sender Bob. The simulator S having oracle access to Alice* will run as a sender
Bob in the real protocol muyaL. By studying the real protocol, we notice that
the 2 messages that Alice* sends to Bob (that she could be cheating about)
are k (the public key of the 2-regular trapdoor function) and § (the angle that
Alice* instructs Bob to use in his computation and which should depend on her
input b). One of the important elements to prove the security is the Argument of
Knowledge property of IT, which guarantees the existence of an extractor that,
given an acceptable proof for an NP statement x, it extracts the witness for x
with overwhelming probability. At a high level, our simulator works as follows.
Upon receiving a proof IT from Alice*, the simulator runs the PoK extractor of
11 thus obtaining r‘f“, computes 7y = r‘f4 @r? and runs the algorithm Genr with
internal random coins 7. The output of Genz corresponds to (k, ¢, hp), where
0> = hp. Now using ¢ and #-, the simulator can compute d := 6* — 63 mod 4
and finally to extracts b* by computing b* = d mod 2.

Before providing the formal description of our simulator, we assume, without
loss of generality, that the AoK extractor of IT is denoted as the algorithm E. E
on input the theorem x interacts (in a black-box way) with the malicious prover
to extract the witness for x. Formally, the simulator S does the following steps.

Receives comy from Alice*

Samples r? uniformly at random and sends it to Alice*

Receives k and defines the statement z = (k, 7’}3 ,Ccomy)

Runs E(z), where z = (k,77,comy) thus obtaining w = (rl‘;‘,decf)
Verifies the decommitment phase, namely if Dec(comy, r?, decy) = 1.

If not, this means that Alice* cheated during the commitment and we abort
Computes ry = r;ﬁ‘ &) 7’}3

oo N
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8. Runs Geny using the randomness ry, and since the randomness is fixed
the output of Genr is deterministic.
9. Denote this output (k,ty, hp) and assign 6o = hp, as in the real protocol
10. Upon receiving o*, computes d = §* — 6 mod 4
11. Computes the input of Alice* as: b* = d mod 2
12. Invokes the ideal functionality Zoqre on input b* and obtains sp«
13. Runs the simulator for semi-honest Alice (see the proof of Theorem [12)):
SA(b*, sp<) using the randomness 77 to compute the last round

We now show this simulator S is a good simulator, i.e. the output of S is
computationally indistinguishable from the output of Alice* in the real-world
experiment. We note that there are only two scenarios in which the simulator
would fail:

1. Alice*, to generate the public key k, uses a randomness f}? different than
the one she committed to (r’f“), or k is not in the domain of Genr.

2. Alice* biases the randomness used to run Genr by constructing an opening
for the commitment which depends on 7‘}3 .

Loosely speaking, the simulator fails if Alice* breaks the binding of the com-
mitment or the argument of knowledge property of II.

i In the first scenario, we can immediately use Alice* to construct a reduction
to the AoK property of IT.

ii In the second scenario, we want to use the malicious Alice to construct a
reduction to the binding of the commitment scheme. The reduction works
as follows.

(a) Interact with Alice* as Bob would do, and upon receiving the proof IT,
run the extractor to obtain the opening of the commitment.
(b) Rewind Alice* and sample a randomness TJ]?I such that r?l # r?. Then

send again rf/ to Alice*.

(c) As a result we receive from Alice* a new tuple (k’,5*').

(d) Run again the extractor of II on input (2/,zkp’) where 2/ =
(k’,r}g, comy) and obtain a new witness w’ = (r;?/, decy').

(e) If r‘;‘/ # 7“‘;1, then this means we have found 2 decommitments (7“;‘, decy)
and (r;?/, decy') for the same commitment comy with r}‘»‘ # r}‘»‘/, and as

a result we break the binding property of COM. If r?/ #+ 7‘}4 then restart
from the beginning.

Lemma 4 (Privacy against Malicious Bob). The 1-out-of-2-OQFE Protocol
TMAL %S private against malicious Bob.

Proof. The proof follows directly from [Theorem 12 and the quantum secure zero-
knowledge property of II.
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D Proofs of Results

D.1 Proofs from Section [6]
D.1.1 1-out-0f-2-OQFE Correctness: Proof of Theorem [10]

Theorem [0 (Correctness) In an honest run of 1-out-of-2-OQFE Pro-
tocol [6 1], when both parties follow the protocol specifications, Alice obtains the

outcome sp = Mz[R, (—b- %) [in)], where b is Alice’s input and |1;y,) is Bob’s
mnput.

Proof. Using the correctness of the 4-states QFactory protocol (Protocol [B.l),
Alice fixes 03 € {0,1} and Bob obtains at the end of the protocol the state
[th4) = |+¢) where 6 can be described using the 2 bits ;602 € {0, 1}2.
Now let us examine the computations performed in Steps 3-6 by Bob.
After Steps 3 and 4, he performs:
(Mz @ I)(H © I)(CZ [tpin) @ |1ha)) (11)
If the measurement outcome is mq the unmeasured qubit |¢)1) becomes:
1) = X™OR((=1)"O) H [thin) (12)

Bob uses now the measurement angle received from Alice:

6=¢b+92-g—l—rA-w:(b—i-Hg)-g—f—rA-w (13)

Then, Bob computes performs the following quantum measurement using the
angle ¢ in Step 5:

(Mz @ I(HR=(=0) ® I2) [CZ(|¢1) @ |+))] (14)
If the measurement outcome is m; the unmeasured qubit |out’) is equal to:
louty,) = X HR.(=0) [1h1) (15)
By replacing [11) we get:

jouth) = X™ HR, (=((b+02) - 5 +7a 7)) X" R, ((=1)"0) H i)

N—

= X" Z"HR, [~(=1)™((b+05) - = +7a - m)|

o N

R (1) (07 0 2| H i)

= X™ZMOHR, [(—1)™0(—(b+0) - & —ra-m+ G174 O g)} H [thin)

T
_ 2
= X"™MZMHR, [~(=1)"b- T+ (<1)"(01 = 1) - 7| H [in)

™

= X" Z"OHR [ ~(=1)"b- T RI(=1)™ (01— ra) - 7] H [tn)

(16)
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Using the relations: R.((—1)"bym) = R.(bom) = Z%2 and R.((—1)"b2%) =
ZPb2 R (by ), for any by, by € {0,1} we get:
jout) = X 270 HZ™ VR, (~b- T) R [(~1)™ (6, ) 7] H [t
— XM (m()'b)ZmoHRz {_b . g} 7010ra 1 |1/}m> (17)

_ Xml@(m()'b)@el@TAZmoHRz (—b- f) H |wm>
2

Then, Bob applies the final corrections in Step 5:
louty) = X™ Z™° |out})

18
jouty) = X (oD SO R (. g) H |¢in) 1)
In step 6, Bob measures this quantum state in the computational basis and sends
the outcome s together with mg and mgys to Alice.

S_b = MZ |outb> = sz(mo'b)eael@’TAHRz (—b g) H |1/)1n> ( )
19

v

S =[(mo - b) ® 0, @ ra]®MzHR, (—b- 5) H i)

On Alice side, in Step 7, she first uses her trapdoor key t; and computes from
mgqyr the value of 6;.
Then, we can see that Alice by computing: s, = §, & (mg - b) B 01 & 74 she will
obtain:

sy = MzHR. (—b- g) H i) = MzR, (—b- g) im) (20)

D.1.2 Security against Semi-honest Alice: Proof of Theorem [I1]

Theorem [T](Simulation-based statistical security against semi-
honest Alice) The 1-out-of-2-OQFE Protocol, sy, (Protocol [61]) securely
computes ZoQre in the presence of semi-honest adversary Alice.

Proof. We need to prove that there exists a PPT simulator S# that given Alice’s
input and output can simulate the view of Alice in 7sy, such that the output of
the simulator and the real view of Alice are indistinguishable to any unbounded
distinguisher:

{84 (b, 50)} beoa) = {view; (b, [¢in))} veo (21)
[Yin)EH2 [in)EH2

The view of Alice in 7sy consists of an input b, the randomness r* and all
the messages received from Bob during the protocol. More specifically, we have:

view (b, [1in))} = {b,77, (mgg, mo, 5)} (22)
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The internal random coins 74 consists of the random bit 74 and the randomness

used for the algorithm Genzx, denoted by r?.
We construct the simulator S# in the following way:

SA(b, Sb)
1: 7 «$R* J R is the space of randomness of Alice, and 7 includes 77 and 7a
2: 5 «${0,1}
3: (ki hp) < Genr(1*)
4: g+s$Im(f), m+s{0,1}"
51 gy — (5,m)
6: 01 Invr(mgs, i)
7: if (b==1) then
8: 45 ®sp DO BFa [ 7:=rmo b can be computed from Step 8 of Protocol BIl
9: mo <— 7
10: else
11: 4 «+s{0,1}
12 : mo < 7
13: return (b, 7, (rigs, M0, 50))

In order to prove that the output of S4 and the real view of Alice are in-
distinguishable, we need to show that the following distributions D; and D
are indistinguishable (where D; corresponds to Alice’s view and Do with S4%s
output):

Dy = {b, A, Mqf, Mo, gb}b,\wm

O L 23
Do = {b, 74, Mqf, M0, 55 }b,[4hn) (23)

From step 7 of simulator S# and Step 8 of Protocol 6.1} we can also write the
distribution Dy and D> as:

! _
1= Ab,ma, Mgr, M0, 56 b ;)

o Mg o (24)
_D/2 = {b, TA,mqf777 Sb}bvl"l"i")

Independent of the value of the bit b, mg and 4 are indistinguishable.

Since (ra, 74) and (8p, 5) are sampled uniformly and independently at ran-
dom from {0,1}, the task of the distinguisher can be equivalently seen as distin-
guishing these two distributions:

Y ={b,mqr. s @ 01 }o, 1)

7 ~ 0 (25)
Dy = {b,mqr, sp © O1}p |ys,)

48



Since 6#; and 6, are generated from myy and 1y, respectively, which are sam-
pled uniformly and independently at random, the task of distinguisher can be
equivalently seen as distinguishing these two distributions:

D" = {b,mgf }o, 1)
Dy’ = {b,Mqgf }b 1)

Finally, in the real protocol mgs consists of y € Im(fi) and a bitstring
m € {0,1}". They represent outcomes of Bob’s measurements inside QFactory
protocol (thus before [1);,,) was even used) and irrespective of b, in an honest run
they occur with equal probability: Pr[y] = ﬁ, Pr[m] = 5. Therefore, as in
Mg ¢ we sample § uniformly from the the image of fj, and m uniformly at random
from {0, 1}", this makes my; and miys statistically indistinguishable. This shows
that D} and D} are indistinguishable against the unbounded distinguished D,
which concludes the proof.

(26)

D.1.3 Privacy against Malicious Bob: Proof of Theorem

Theorem [12](Privacy against Malicious Bob) The 1-out-of-2-OQFE
Protocol [6.1] msy s private against malicious Bob.

Proof. To show that the mwsy is private against Bob, it suffices to show that Bob
cannot distinguish between the cases when Alice has input b = 0 or input b = 1.

In other words, we need to show that: For any QPT Bob* (interacting with
Alice in 7sy) and for any auxiliary input z, we have:

{viewpop (Bob™ (z), Alice(0))} ~=q {viewpop (Bob™(2), Alice(1))} (27)

The view of a malicious Bob* in msy when he has auxiliary input z and Alice
has input b is defined as:

viewpop- (Bob* (2), Alice(b)) = (2,75, (k, )) (28)

where 7B is the randomness of Bob*.
The transcript received by Bob* from Alice during msy consists of:

1. k - the public key obtained by Alice when running Genx corresponding to
a 2-regular trapdoor (post-quantum) function fy;

2. ¢ - represents the measurement angle that Bob is instructed to use in the
quantum computations he is performing in Stage 3 of the Protocol 6.1}

The internal random tape of Bob* contains rp. We will prove by contradiction
that if there exists a QPT distinguisher that can distinguish between the 2 views
of Bob* in the cases Alice’s input is b = 0 and respectively b = 1, then there
exists a QPT algorithm that can break the j-states basis blindness property
(Definition B{) of QFactory, or equivalently, the hardcore property of the basis
bit 03. More specifically, we assume that there exists a QPT algorithm A that
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on input (r?, k,§) can output Alice’s input b with probability % + % and we will
construct an algorithm A’ that can break the hardcore property of the basis 6o
with probability % + %. This implies that if A succeeds to distinguish the 2 views
with inverse polynomial probability, the same applies to the hard-core predicate
property, and hence we reach a contradiction.

A'(k)

1: ra<${0,1},b+${0,1}, B2 +${0,1}
S<—b+BQ+27’A mod 4

b+ A(k,0)

if (b ="b) then 0y < B

else 0y « B, @ 1

D O s W N

return 05

Now to compute the probability that A4 break the hardcore predicate, we first
consider 2 cases: i) By = 02 and ii) By # 03, whereas Bs is sampled uniformly,
each occur with probability % The first case corresponds to the view of the
protocol when Alice’s input is b and the second case corresponds to the view of
the protocol when Alice’s input is 1 @ b. Therefore, we have:

PT[.A/(k) 292] :PT[.A/(k):92|32:92]PT[Bg 292]+
+PT[.AI(]€):92|32:1@92]'PT[B2:1@92]

1
= g(Pr[.A outputs b | Alice input= b] + Pr[A outputs 1 @ b| Alice input= 1 @ b))
NSNS S SR A
2\2 p 2 p) 2 p

D.1.4 Security against Malicious Alice: Proof of Lemma

Lemma [2] (Simulation-based Security Malicious Alice) The Q2PC
Protocol [Td] is simulation-based secure against malicious Alice.

Proof. We need to show that for any adversary Alice* there exists a QPT adver-
sary S for the ideal model such that:

{IDEAL £ 52, Atice (P, Pin) }&.8:,2 Rq {REALr e, Alice® (), Alice (P, Pin) Y ,8., .2

The proof will follow closely the steps of the proof of Theorem [I9] hence we
only provide a sketch of the proof highlighting the main differences.

We have to prove that there exists a QPT simulator .S, that by having access
only to the ideal functionality Fcq, can simulate the output of any malicious
Alice* who runs one execution of mqopc with an honest sender Bob. The simula-
tor S having oracle access to Alice® will run as a sender Bob in the real protocol.
The simulator runs the argument of knowledge extractor for IT* (which exists
by definition), and extracts the input of the adversary (i.e., it extracts ¢; ; for
all i € [n],j € [m]). The simulator now can invoke the ideal functionality Fcq
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to obtain the output. Then the simulator extracts the trapdoors for all the trap-
door OWFs keys following the same procedure of the simulator of Theorem [19]
to make sure that Alice* was behaving honestly.

From this point on we are guaranteed that Alice* behaves honestly by the
soundness of II’. Moreover, the soundness of II’ guarantees that the input that
Alice* is using to compute the values {d; ;}icin] je[m) is compatible with the
input {¢; ;}icn),je[m) extracted by the simulator. Hence, the simulator can act
as the semi-honest simulator for the UBQC stage of the protocol.

D.2 Proofs of Section [§
D.2.1 Proof of Theorem

Theorem Protocol 81 is a secure black-box Q2PC (as defined in
Def.[9), assuming that Bob has a classical description of his input.

Proof. Firstly, to show that Protocol Bl is simulation-based secure against
malicious Bob*, we have to prove that there exists a QPT simulator S, that by
having access only to the ideal functionality of Q2PC , can simulate the output
of any malicious Bob* who runs one execution of Protocol B with an honest
Alice. The simulator S having oracle access to Bob* will run as Alice in the real
protocol.

We construct simulator S as follows:

1. Receives com, from Bob*;
. Defines statement & = comy;

. Runs extractor E for the proof of knowledge (Pél),Vél)) for Relc, thus
obtaining w := (decy, yjy));

. Verifies the decommitment phase, namely if Dec(comy, yy, dec,) = 1;

. If the extraction fails then S aborts;

.S will run as Alice using the input 0 during the OS — Q2PC protocol;

. Invokes the ideal functionality for Q2PC on inputs (z, |¢in)), where |1);y,)
is the quantum state having the classical description y;4). S obtains the
outcome of the ideal functionality out;

8. Runs the verifier Vé2) for the zero-knowledge (Pg), Véz)). If VC(?) rejects then

we abort;

W N

~N O U

We now need to show the correctness of our simulator .S, i.e. the output of .S
is computationally indistinguishable from the output of Bob* in the real-world
experiment. We notice that the simulator S fails if Bob* breaks the binding of the
commitment, the proof of knowledge property of (Pél), Vc(l)) or the soundness
property of (Pg), Véz)).

Finally, to obtain the full-simulation secure black-box Q2PC protocol we just
need to plug our one-sided simulation (black-box) Q2PC Protocol [Z1] which
achieves simulation-based security against Alice and privacy against quantum
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Bob, in our compiler C' (Protocol Bl in order to boost to simulation security
against Bob.

The simulation-based security against a QPT Alice is preserved, due to the
sequential composition of the two post-quantum zero-knowledge protocols

(RS, VEYy and (P, V).

D.3 Proofs of Section
To prove Theorem [I6] we need to show the following three lemmas.

Lemma 5. Assuming (Pg), Vél)) 18 a proof of knowledge with knowledge error

k1 and (Pé?), C(‘2)) is a proof of knowledge with knowledge error ko, then (Pg, Ve)
is a classical post-quantum proof of quantum knowledge system with knowledge
error K1Ka.

Proof. We will construct our extractor E by running sequentially two extractors:
E; (for (Pé2), (gz)) and E (for (Pg), V(gl)). Consider a malicious prover P for
our ZKPoQK Protocol 011

Then, we need to construct an extractor £ which needs to output the witness w
)*

by having black-box access to F). We will now construct two provers Pé? and

Pg)* which will use Fp) as a black-box. Firstly, we will define the left interface
as corresponding to the prover Fp) and the right interface corresponding to the
verifier.

We construct Pé?)* as follows:

1. For each round of (Pé2), V(gz)) (corresponding to only the first proof of knowl-
edge):
(a) Calls P and receives from Py (left interface) a message m;;
(b) Forwards m; to the right interface;

)*

(¢) Upon receiving a message n; from the right interface, Pé? sends n; to

Py,

Given that (Pé?), c(‘2)) is a proof of knowledge system, we know there must
exist an extractor F; such that when given black-box access to our constructed

Pé?) , E1 will be able to output the witness w; := sk as well as a state p}. We
will use p} as an input for the second extractor F2, while we will use the witness

w1, when constructing our second prover Pg)*.
We construct Pg)* as follows:
1. For each round of (Pg), Vc(‘l)) (corresponding to only the second proof of

knowledge):
(a) Calls P, on input pj and receives from P} a message mj;
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(b) Computes Dec(m, sk) and forwards this decrypted message to the right
interface;

(¢) Upon receiving a message n from the right interface, Pg) sends n to
Pj.
Q

Now, given that (Pg), C(l)) is a proof of quantum knowledge system, there
must exist an extractor EF2 which on input pf, when given oracle access to the

newly constructed prover Pg)*, FE5 will be able to output the witness which
represents exactly the witness w of our initial relation Relg.

Now, we can argue that Eo will work correctly. If instead, we assume that Ey
does not work correctly, then we have a reduction to breaking the soundness of
the final zero-knowledge (in step 6), which ensures that the messages m/ received
from F¢) are encrypted under the secret key wy = sk.

Our main extractor £ will just run sequentially the two extractors: Fy, fol-
lowed by Fs.

Then, we will use the result of [57] (Theorem 3) which will imply that (Pg, V)
has knowledge error k1 - ke and our extractor F will succeed with probability at

least:
S (Pr(Pa(a. ). Vo (@) = 1] = a(n)ra(o)”

where p is a polynomial function, d is a constant and 7 is the security parameter.

Lemma 6. If (Péz), VC(2)) and (P((Ql), Vc(‘l)) are simulatable then (Pg, Ve) is sim-
ulatable.

Proof. As explained above, the extractor E for the proof of knowledge (Pg, Vc)
will first run the extractor E; for the proof of knowledge (Pé2), VC(2)) and then
the extractor Ey for the proof of knowledge (Pg), Vél)).

To show that (Pg, Vi) has the simulatability property we will use a hybrid argu-
ment. The first hybrid Hyb; corresponds to the real world. In the second hybrid

Hybs, we replace the honest verifier VC(2) with the extractor E;. The indistin-
guishability of these two hybrids follows from a direct reduction to breaking
the simulatability property of (Pé?), Vc(‘2))- Then, we introduce a third hybrid
Hybs, where we replace the honest verifier Vc(l) with the extractor Es. Similarly,
the indistinguishability between Hybs and Hybs follows from the simulatabil-
ity property of (Pg), Vél)). Then consider that for (Péz),Vé2)), we have that:
|Pr[D(p1) = 1] — Pr[D(p})]] < megly, for any QPT distinguishers D, where p;
and p} represent the outputs of Pé?) and F respectively, when Vé2) accepts.
Analogously, for (PC(;),VC(D)7 we would have: |Pr[D(p2) = 1] — Pr[D(py)]| <
negls. Hence, for (Pg,Ve) we have that the probability of distinguishing be-
tween p and p’ is at most negly + negls = negl (where p and p’ represent the
outputs of Py and E respectively, when Vi accepts).

Lemma 7. (Pg, V) is a post-quantum zero-knowledge proof system.
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Proof. We will construct our extractor simulator S by running sequentially two
simulators: S; (for (Péz),VC@)) and Fs (for (Pég),Vég)). Consider a malicious
verifier V& for our ZKPoQK Protocol @11

Then, we need to construct a simulator S that by having black-box access to V3,
needs to output a transcript that is (computationally) indistinguishable from
the view of V% when interacting with prover Pg(z,w) for any (z,w) € Relg.

We will now construct two verifiers VC(Q)* and Vc(g)* which will use V& as a
black-box.
We will define the left interface as corresponding to the prover and the right
interface corresponding to V3;

First, S will compute Com(0') — (comq:,decy), where [ is the size of sk,
and will send comq to V{4, which cannot be distinguished from the real comgy
due to the post—quantlml hiding property of Com.

We construct VC(?) as follows:

1. For each round of (Pg), 0(2)) (corresponding to only the first zero-
knowledge):
(a) Calls V& and receives from V4 (right interface) a message m;;
(b) Forwards m; to the left interface;

*
(¢) Upon receiving a message n; from the left interface, VC(?) sends n; to
Vé.
Consequently, as (Pg), 0(2)) is a zero-knowledge system, there must ex-
ist a simulator S7 such that when given black-box access to our constructed

Vc(‘Q)*v S1 will be able to output a transcript that is indistinguishable from

{Viewvéz) <P1 (xl, wl), C(’2) (xl, p1)>}

And S will run this simulator Sj.

Next, corresponding to step 5 of Protocol @] S will run Gen(1*) and obtain
sk'. Fori € [N], S will send efic; := Enc(sk’,0') (where [; is the length of m;) to
V¢, which cannot be distinguished form the real enc;, due to the post-quantum
property of Enc.

3)*

Now we construct V03 as follows:

1. For each round of (Pég), 0(3)) (corresponding to only the last zero-
knowledge):
(a) Calls V& and receives from V4 (right interface) a message mj;
(b) Forwards m/ to the left interface;

*
(c¢) Upon receiving a message n; from the left interface, VC(2) sends n) to
Vé.
Consequently, as (Pés), c(‘3)) is a zero-knowledge system, there must ex-
ist a simulator Sy such that when given black-box access to our constructed
VC(B) , So will be able to output a transcript that is indistinguishable from

{View,, s (Ps(z2, w2), Vég)*(l'g, p2))}. Finally, S will run simulator Ss.
c
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To show the correctness of our simulator S, we will use a hybrid argument.
The first hybrid Hyb; corresponds to the real world. In the second hybrid Hybs
we replace comg, with comg. The indistinguishability of these two hybrids fol-
lows from a reduction to breaking the post-quantum hiding property of Com. In
the third hybrid Hybs, we replace the interaction during the first zero-knowledge
proof (Pé2), VC(2)) with the output of the simulator S7 and the indistinguishability
between the second and third hybrid holds by a reduction to the zero-knowledge
property of (Pé2), V(gz)). In the fourth hybrid Hybs, we replace the encrypted
messages enc; with enc; and the indistinguishability of hybrids 3 and 4 is due to
the post-quantum property of Enc. Finally, we have the hybrid Hybs in which we
replace the interaction during the second zero-knowledge proof (Pég), VC(B)) with
the output of the simulator So and the last two hybrids are indistinguishable
due to the zero-knowledge property of (Pé?’) 0(3)>'

)
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