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Abstract

Randomized encoding is a powerful cryptographic primitive with various applications such as se-
cure multiparty computation, verifiable computation, parallel cryptography, and complexity lower
bounds. Intuitively, randomized encoding f of a function f is another function such that f(x) can
be recovered from f(z), and nothing except for f(z) is leaked from f(z). Its quantum version, quan-
tum randomized encoding, has been introduced recently [Brakerski and Yuen, arXiv:2006.01085].
Intuitively, quantum randomized encoding Fofa quantum operation F' is another quantum oper-
ation such that, for any quantum state p, F'(p) can be recovered from F(p), and nothing except
for F(p) is leaked from E'(p). In this paper, we show three results. First, we show that if quantum
randomized encoding of BB84 state generations is possible with an encoding operation E, then a
two-round verification of quantum computing is possible with a classical verifier who can addition-
ally do the operation E. One of the most important goals in the field of the verification of quantum
computing is to construct a verification protocol with a verifier as classical as possible. This result
therefore demonstrates a potential application of quantum randomized encoding to the verification
of quantum computing: if we can find a good quantum randomized encoding (in terms of the
encoding complexity), then we can construct a good verification protocol of quantum computing.
Our second result is, however, to show that too good quantum randomized encoding is impossible:
if quantum randomized encoding for the generation of even simple states (such as BB84 states) is
possible with a classical encoding operation, then the no-cloning is violated. Finally, we consider
a natural modification of blind quantum computing protocols in such a way that the server gets

the output like quantum randomized encoding. We show that the modified protocol is not secure.
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I. INTRODUCTION

Randomized encoding [1, 12] is a powerful cryptographic primitive with various applica-
tions, such as secure multiparty computation, verifiable computation, parallel cryptography,
and complexity lower bounds. Intuitively, randomized encoding f of a function f is another
function such that f(z) can be recovered from f(z), and nothing except for f(z) is leaked

from f(z). More precisely, it is defined as follows.

Definition 1 (Randomized encoding [1]) Let f: X — Y be a function. We say that a
function f : X X R — Z is a d-correct and (¢, €)-private randomized encoding of f if there
exist randomized algorithms, Dec (the decoder) and Sim (the simulator), with the following

properties.

e (d-correctness) For any input x € X,

Pr.g[Dec(f(z;7)) # f(x)] <4,

where r <— R means that r is sampled uniformly at random from R.

e ((t,e)-privacy) For any = € X and any circuit C' of size t,

Pr[C(Sim(f(2))) = 1] = Prea[C(f(zir) = 1]| <€,
where the first probability is over the randomness of the simulator Sim.

Intuitively, the correctness means that the value f(x) is correctly decoded from f(x;r) for
many 7, and the privacy means that no information except for f(z) is leaked from f(x;7):
the distribution {f(z;r)},r can be approximately simulated by the simulator algorithm
Sim that gets only f(z) as the input.

The quantum version of randomized encoding, namely, quantum randomized encoding,

has been introduced recently [3]. It is defined as follows.

Definition 2 (Quantum randomized encoding [3]) Let F' be a quantum operation.
We say that a quantum operation Fis a d-correct and e-private quantum randomized en-
coding of F' if there exist quantum operations, Dec (the decoder) and Sim (the simulator),

with the following properties.



e (J-correctness) For any quantum state pap € Ha ® Hp and for every classical ran-

domness r,

1 .
|| (Decs @ 1) @ Ln)pan — (F3 @ I)pas|| <.

where H,4 and Hp are Hilbert spaces, the subscript A (B) of an operation means that

the operation acts only on Ha (Hp), and the superscript r is the parameter of F.

e (e-privacy) For any quantum state p € Hq ® Hp,

(Fa® Ip)pap ~c (Simy @ I5)(Fs ® I)pas.

Here, F4 is the average of F}; over r, and =, means that the two states are e-
indistinguishable. Depending on the security requirement, the indistinguishability

can be the statistical one, i.e.,

1, , .
|| @ Ts)pas — (Sima @ I5)(Fa @ I)oas|| <.

or the computational one (i.e., no computationally bounded adversary can distinguish

the two states with the advantage larger than e.)

This is a quantum analogue of Definition [Il Intuitively, the correctness means that the
state (F4®1p)pap is correctly recovered from the state (FZ‘ ®1Ip)pap, and the privacy means
that nothing except for (Fa® Ig)pap is leaked from (FA ®Ip)pap: the state (FA®IB)pAB is
approximately generated by the simulator Sim that gets only (the A part of) (Fa ® Ip)pan
as the input. The reason why operations acting only on H 4 is considered for bipartite states
pap € Ha ® Hp is that the decoder and simulator should keep entanglement between the
main system (H4) and the ancillary system (Hpg).

In this paper, we consider the following restricted version of quantum randomized en-
coding, Definition [3 because it is simpler but enough for our purpose. (What we show in
this paper are statements something like “if quantum randomized encoding is possible, then
something happens”. It is clear that if quantum randomized encoding of Definition [2 is
possible, then quantum randomized encoding of Definition [B]is also possible, and therefore

using Definition [ is enough for our purpose.)
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Definition 3 ((Restricted) quantum randomized encoding) Let S be a set of states.
Let F' be a quantum operation. We say that a quantum operation F is a d-correct and e
private quantum randomized encoding of F' for S if there exist quantum operations, Dec

(the decoder) and Sim (the simulator), with the following properties.

e (0-correctness) For any quantum state p € S,

<.
1

*[pectzo)) — Fio)

e (e-privacy) For any quantum state p € S,

F(p) = Sim(F(p)).
Here, F(p) is the average of F"(p) over the classical randomness r. Furthermore,
depending on the security requirement, the e-indistinguishability, ., can be the sta-
tistical one, i.e.,

3760 = simr)| <

1

or the computational one.

This restrictive definition, Definition [3] has three differences from Definition 2l First,
Definition Bl does not care about entanglement between the main system and the ancillary
system: the decoder and simulator do not need to keep entanglement between the main
system and the ancillary system. Second, Definition [3] is restricted to a set S of states:
in Definition [3 the correctness and the privacy are required to be satisfied only for states
in S, while Definition 2l requires the correctness and the privacy for any state. Finally, in
Definition 2] the correctness is required for every r, but in Definition [B], it is satisfied only
for the average over r. It is clear that if quantum randomized encoding is possible in the
sense of Definition [2], it is also possible in the sense of Definition Bl Hereafter, we consider
only quantum randomized encoding in the sense of Definition [3]

Ref. [3] constructed a concrete quantum randomized encoding scheme from a classical
randomized encoding by using the gate-teleportation technique. Although the research of
classical randomized encoding has a long history and there are plenty of results, the research

of quantum randomized encoding has just started, and we do not know anything about it. In
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particular, we do not know any useful application of quantum randomized encoding (except
for the recent two results, a zero-knowledge protocol for QMA [3] and a multiparty quantum

computation [23]. )

A. First result: application to verification of quantum computing

One of the most important applications of (classical) randomized encoding is the dele-
gation of computing. If computing f(z;r) is much easier than computing f(z), a computa-
tionally weak client can delegate her computing to a powerful server by sending f (z;7) to
the server and asking the server to decode it to get Dec(f(z;7)) = f(x). This delegation
protocol can also be made verifiable, i.e., the client can check the integrity of the server.
For example, if the output of f is binary, the client sends the server a randomized encoding
of fig.m, and x, where mg, m; are random bit strings and f,,, ., is the function that first
computes f and outputs my if the output of f is b. The server returns the decoded value to
the client.

For the quantum case, on the other hand, no relation is known between quantum random-
ized encoding and verification of quantum computing (except for the recent zero-knowledge
protocol in [3]). Our first result is to demonstrate a possible application of quantum ran-
domized encoding to the verification of quantum computing. We show that if quantum
randomized encoding is possible for BB84 state generations with an encoding operation F,
then a two-round verification of quantum computing is possible for a classical verifier who
can additionally do the operation E. One of the most important goals in the field of the
verification of quantum computing is to construct a verification protocol with a verifier as
classical as possible. Our first result suggests that if a good quantum randomized encoding
is possible (in terms of the encoding complexity), then we can construct a good verification

protocol of quantum computing.

The verification of quantum computing [5-7] is defined as follows.

Definition 4 (Verification of quantum computing) An interactive protocol between a
verifier and a prover is called a verification of quantum computing if for any promise problem
A = (Ayes; Ano) € BQP both of the following are satisfied with some ¢ and s such that

— 71 .
€= 582 oD



o If v € Ay, there exists a quantum polynomial-time prover’s strategy such that the

verifier accepts with probability at least c.

e If z € A,,, the verifier accepts with probability at most s for any (even computationally-

unbounded) prover’s strategy.

It is known that if the verifier is “almost classical” (i.e., the verifier can only generate
or measure single-qubit states), a verification of quantum computing is possible [§,9]. It is
an open problem whether a verification of quantum computing is possible for a completely
classical verifier (with the information-theoretic soundness). (A verification of quantum
computing is possible for a completely classical verifier if more than two provers who are
entangled but non-communicating are available [10-14], or if the soundness is relaxed to be
the computational one [15].)

Our first result is stated as follows. (Its proof is given in section [III)

Theorem 1 Let F' be a quantum operation and oy, ,, be a quantum state such that

Flon) = (Q Hm) o H) & 1

j=1
for all h € {0,1} and all m = (my,....,my) € {0,1}", where H is the Hadamard gate,
Njunk is any state that is independent of (h,m), and F' does not depend on (h,m). As-
sume that J-correct statistical-e-private (restricted) quantum randomized encoding F of
F for {onhm}nmefo11x{013y exists with negligible § and e (i.e., limy_ o 6(N)p(N) = 0
and limy_, €(N)p(N) = 0 for every polynomial p). Furthermore, assume that the de-
coder, Dec, can be implemented in quantum polynomial-time (in terms of the number of
qubits of F(c4,)). Let E be an operation that is required to generate F(oy,,,) for any
(h,m) € {0,1} x {0,1}". Then, a two-round verification of quantum computing is possible

with a classical verifier who can additionally do the operation E.

There are many examples of such F' and {0 }nm. For example, F is the application of
H®N e, F(p) = H®NpH®Y for any N-qubit state p, and

N
Ohm = ®Hh+1‘mj'><mj|Hh+1.

j=1
In Theorem [I we require that F' should be independent of (h, m). The reason is that in

the definition of quantum randomized encoding the decoder, Dec, and the simulator, Sim,



are technically allowed to depend on F. If Sim depends on F', it can depend on (h,m) as
well, and in that case, the soundness of our two-round verification protocol no longer holds
(see the proof in section [[TI]). A formalism that allows Dec and Sim to depend only partially
on I is also introduced in Ref. [3].

An interesting point in the proof of Theorem[lis that the privacy (of quantum randomized
encoding) is transformed to the soundness (of the verification of quantum computing). The
privacy of quantum randomized encoding requires that the receiver cannot learn anything
except for F(op,,), which means that what the receiver has is Sim(F'(oy,,)), but it also
leads to the fact that the server “possessed” F'(ojm,). The soundness of the verification
protocol of Ref. [16] that we use for the proof is kept if it is guaranteed that the prover
received F'(op,,). This argument can be considered as a quantum version of “from secrecy
to soundness” [4]. (For details, see the proof in section [[IIl In the beginning of section [II]
we also provide an explanation of an intuitive idea of the proof.)

The best verification protocol of quantum computing (in terms of the complexity of
verifier’s quantum operation) is Protocol [ given in Fig. [3] where the verifier has only to

generate a state

N
& H"m;) (m, | H" (1)
j=1

with uniformly random (h,m). (Remember that we are interested in the information-

theoretic soundness. For the computationally sound case, a classical verifier can efficiently

verify quantum computations [15].) Theorem [] suggests that if (restricted) quantum ran-
domized encoding of the generation of Eq. ([I]) can be constructed with an encoding operation

E that is much easier than the generation of Eq. (), it provides a new two-round verification

protocol that updates the best protocol, Protocol Bl

If the operation F that is required to generate F (0nm) is a classical operation, i.e., if

~

F(op,m) is a mixture of computational-basis states,
F(onm) = Y p:l2){zl,

where |2) is a computational-basis state and {p.}. is a probability distribution, Theorem [I]
means that a two-round verification of quantum computing is possible with a completely

classical verifier, which solves the long-standing open problem. However, it means BQP C
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IP[2]. (Here, IP[k] is the set of languages decidable by classical interactive proofs with k

rounds of communication.) We thus obtain the following corollary.

Corollary 1 Let F' and o3, be the quantum operation and quantum state defined in
Theorem [I], respectively. Then J-correct statistical-e-private classical quantum randomized

encoding of F' for {op n }n.m with negligible § and € is impossible unless BQP C IP[2].

To construct the verification protocol from quantum randomized encoding, we use the
verification protocol of Ref. [16]. (See the proof in section [IIl The verification protocol
of Ref. [16] is also reviewed in section [Il) Another well-studied verification protocol is the
Fitzsimons-Kashefi (FK) protocol [8]. It would be possible to use FK protocol instead of
the protocol of Ref. [16] to derive a similar result. However, in that case, what we get is
a polynomial-round verification protocol, because the FK protocol requires polynomially
many classical communications between the prover and the verifier. Then, its corollary is
that if classical quantum randomized encoding is possible then BQP is in IP[poly], which is
already known to be true (BQP is in PSPACE and PSPACE = IP[poly]), and therefore it
does not prohibit classical quantum randomized encoding.

In this paper, we consider only the statistical privacy. If we consider the computational
one, we would obtain a two-round verification protocol with the computational soundness

(i.e., an interactive argument).

B. Second result: impossibility of classical quantum randomized encoding

Because it is not believed that BQP C IP[2], Corollary [ suggests the impossibility of
classical quantum randomized encoding. We can actually show a stronger result: if classical
quantum randomized encoding is possible, then the no-cloning is violated. It is our second

result, and it is stated as the following theorem. (Its proof is given in section [V])

Theorem 2 Let {|¢;)};_; be a set of pure states. Let F' be a quantum operation and p;
be a quantum state such that F'(p;) = |i;){¢;| for all @ = 1,2, ....;r. (F is independent of
i.) Assume that d-correct statistical-e-private (restricted) quantum randomized encoding F
of F for {p;}I_, exists with a classical encoding operation. (We do not assume that the

decoding operation Dec and the simulator Sim are QPT operations: they can be unbounded



operations.) Then, for any integer k and any a > 0, the operation W = Dec®" o V o Sim

satisfies
Sl - ™| < e+ =+ kva @)
for all i = 1,2,...,7, where V is an operation that works as V(|z)(z|) = |2){z|®* for all

computational basis state |z).

This theorem intuitively means that if classical quantum randomized encoding is possible,
then we can construct a cloner W that generates k copies |¢;)®* of [1);) from a single
|1;). Note that because Dec and Sim are independent of i, W is also independent of i.
Furthermore, if Dec and Sim are polynomial-time, then W is also polynomial-time.

For example, let us take r = 4,

p1 = 100){00],
p2 = [01){01],
ps = [10)(10],
pa = [11){11],

and F' being the two-qubit quantum circuit such that the controled-Hadamard is applied
(the first qubit is the control qubit and the second qubit is the target qubit), and the first

qubit is traced out. In other words, F' works as follows:

) = 10){0] = [¢1) (],
) = D] = [¢h2) (],
10]) = [+)(+] = [¢3) (¢s],
) = =)= = |1} (Wul,
where |1+) = %(|0) +11)). If classical quantum randomized encoding of F for {p;}}_, exists,

Theorem [2] means
%HW(WW) - |wz-><¢i‘®kH1 -0

for all i = 1,2,3,4, when we take a = v/4, and let § — 0 and ¢ — 0. It violates the no-

cloning. (Note that 1 is independent of i.) More precisely, € and § cannot be o(1), because
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if we take a = v/ and k = 2,

\/g _ \/g = 2o = 10017~ 51 e+ = opol]|
< % |+)(+]®2 — |0)(0]®2 - %HW(|+><+|) - W(|0><O|)H1
< g|[FE = ovc0i= — (W) — w(oy o))

§2,/e+%+k\/5

:2\/e+2\f5+25i.

Our first result, Theorem [I] suggests that if we find a good quantum randomized encoding
(in terms of the encoding complexity), then we can construct a good verification protocol
of quantum computing, but our second result, Theorem [2, shows that too good quantum
randomized encoding is impossible (unless the no-cloning is violated). It is an important
open problem to find a concrete quantum randomized encoding scheme in the tight trade-off
between these two results.

Theorem [2] prohibits statistically-secure quantum randomized encoding with classical

encoding. We can also show a similar result for computationally secure one:

Theorem 3 Let {|¢;)}_; be a set of pure states, where each [¢);) can be generated in
quantum polynomial-time from the all zero state |0...0). Let F' be a quantum operation and
pi be a quantum state such that F'(p;) = |1;)(¢;| for alli = 1,2, ..., r. (F is independent of i.)
Assume that d-correct computational-e-private (restricted) quantum randomized encoding
F of F for {p;}_, exists with a classical encoding operation. (Here, we require that the
decoding operation Dec is a quantum polynomial-time operation.) Then, for any integer k

and any a > 0, the operation W = Dec®* o V o Sim satisfies

S watd — ksl < e+ =+ hva Q

for all i = 1,2,...,7, where V is an operation that works as V(|z)(z|) = |2)(z|®* for all

computational basis state |z).

Its proof is given in section [Vl Note that unlike Theorem 2, we have assumed that each |v;)
is quantum polynomial-time generatable and Dec is a quantum polynomial-time operation.
The above two results, Theorem 2 and Theorem 3] are those for quantum outputs: it is

essential that {F'(p;)}i_, are unclonable quantum states such as BB84 states. What happens
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if the outputs are classical? Can we show any no-go result? It is known that problems solved
by (classical) randomized encoding are in SZK [22], and therefore such randomized encoding
will not likely solve all BQP problems.

It is also an interesting open problem whether computationally-private quantum ran-
domized encoding with classical encoding is possible for all BQP problems. The con-
struction of verifiable delegation protocol from randomized encoding and MAC in Ref. [4]
is a computationally-sound one, i.e., argument, if the randomized encoding used is a
computationally-private one. A classical verification of quantum computing with a com-
putational soundness is known to be possible under the LWE assumption [15]. It is an
open problem whether the LWE assumption can be replaced with a weaker one, such
as the existence of the one-way function. The construction therefore suggests that if
computationally-private quantum randomized encoding with classical encoding is possible
for all BQP problems under an assumption weaker than the LWE assumption (such as
the existence of the one-way function), a classical verification of quantum computing with
computational soundness is possible with the weaker assumption, which solves the open

problem.

C. Third result: blind quantum computing with server-side output

(Classical) randomized encoding can also be used to the secure delegation of computing,
i.e., the client delegates the evaluation of f(x) to the server while the input x is kept
secret to the server, because the server cannot learn the input = from f (z;7). There is
a similar task in quantum cryptography, so-called blind quantum computing [17-19]. The
main difference between quantum randomized encoding and blind quantum computing is,
however, that in quantum randomized encoding the server gets the output, while in blind
quantum computing, the client gets the output and the output is completely hidden to the
server. (See the explanation below.) Our third result is to show that a natural modification
of blind quantum computing protocols in such a way that the server gets the output is not
secure.

Blind quantum computing enables an almost classical client (who can only generate or
measure single-qubit states) to delegate her quantum computing to a remote quantum server

in such a way that client’s input, output, and program are (information-theoretically) hidden
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to the server. There are mainly two types of protocols. The Broadbent-Fitzsimons-Kashefi
(BFK) protocol [18] requires the client to generate randomly-rotated single-qubit states.
The Morimae-Fujii (MF) protocol [19], on the other hand, requires the client to measure
single-qubit states. (For readers who are not familiar with these protocols, we provide brief
reviews of them in Appendix [A] and Appendix Bl respectively.)

Assume that the client wants to implement an n-qubit unitary U on the n-qubit initial
state |ini). In other words, the client wants to generate the state Ultn;). (The client
might have a quantum memory, and receive a state |¢);,;;) from the third party. Or, if the
client is classical, the initial state |1);,;;) will be a computational-basis state |z) with a certain
n-bit string z or the standard |0™) state.) Because the client cannot implement U by herself,
she delegates the application of U on [t,;) to the server. The client and the server run a
blind quantum computing protocol. At the end of the blind quantum computing protocol,

the honest server gets the quantum-one-time-padded version,
(R X772 ) Ul (4)
j=1

of the output state Ul|t,i), where z = (21,...,x,) € {0,1}" and 2z = (21, ..., 2,) € {0,1}"
are uniformly random n-bit strings. The subscript 7 of X and Z means that they act on
the jth qubit. The one-time pad key (z,z) is (information-theoretically) hidden to the
server, and therefore what the server has, Eq. (), is the completely-mixed state % from
his view point. In other words, the output state U|iy,;;) is information-theoretically hidden
to the server. (Note that blind quantum computing protocols information-theoretically hide
client’s input, output, and program against not only the honest server but also any malicious
server’s deviation. See Refs. |[17-19].)

If what the client actually wants is the classical output, namely, the computational-basis
measurement result on U|1;,;;), the server measures his state in the computational basis,
and sends the measurement result m = (my, ..., m,) € {0,1}" to the client, where m; is the
computational-basis measurement result on the jth qubit of the server’s state. The result
m is uniformly random due to the quantum one-time pad, but the client can decode it to
get the correct output, because the client knows the key (z,z) of the quantum one-time
pad. In fact, the client has only to compute (z1 ® my, ..., x, & m,). If the client wants the
quantum output, namely, U|¢;,:), the server sends his state to the client. The client applies

®?:1 X;-Bj Z;j on it to unlock the quantum one-time pad, and recovers Uli;,;;). In either
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way, the point is that only the client gets the output, and the output is completely hidden
to the server.

This is opposite to quantum randomized encoding where the server gets the output. Can
we modify blind quantum computing protocols in such a way that the server gets the output
like quantum randomized encoding? A trivial modification is that the server sends the state
of Eq. (@) to the client, the client unlocks the quantum one-time pad, and returns the state
to the server. This modification has two problems. First, it needs the extra two rounds of
quantum communication. Second, it requires the client to have a quantum memory. If the
client is completely classical, this idea is impossible. Another way is that the client sends
the key of the quantum one-time pad to the server, which is given in Fig. [l as Protocol [1l
In that case, only a single extra communication is required, and it is classical. Furthermore,
the client does not need any quantum memory, and therefore it is possible for the completely

classical client.

1. Run a blind quantum computing protocol such as the BFK or the MF protocol.
2. At the end of the protocol, the honest server possesses the state of Eq. ().
3. The client sends the key (z, z) of the quantum one-time pad to the server.

4. The server applies ®;-L:1 X;Cj Z;j on his state to recover U|tjnit)-

FIG. 1. The modified blind quantum computing protocol.

Does this modified protocol, Protocol [l still satisfy the security? Here, the security
means that the server cannot learn anything except for the output state Uliy,;). More

formally, we define the security as follows.

Definition 5 Let p be the state that any (even computationally-unbounded) malicious
server possesses after the modified protocol, Protocol [Il. We say that the protocol is e-blind
if there exists a (not necessarily polynomial-time) quantum operation, Sim, which we call a

simulator, such that
1 .
o ] .
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for any U. Importantly, Sim should be independent of U.

Note that the term “e-blindness” was first defined in Ref. [21], and the above definition
is not equivalent to their definition, because now we consider the modification of blind
quantum computing in such a way that the server gets the output. (Our definition is,
however, inspired by their definition: The above definition intuitively means that anything
that the malicious server can get can be generated from the ideal output. The definition of
the (local) e-blindness in Ref. [21] intuitively means that anything that the malicious server

can get can be generated from his initial information.)

As our third result, we show that Protocol [Il does not satisfy the blindness. (Its proof is
given in Sec. [V1)

Theorem 4 Protocol [[is not e-blind for any € < %

The reason why the e-blindness is not satisfied again comes from the “from secrecy to
soundness” [4]. The requirement Eq. (B is that for the security, but at the same time, it
requires that the server “possessed” the correct output state Uliy,). In other words, the
security also means the soundness. Blind quantum computing protocols (such as the BFK
and the MF protocols) are not verifiable: whatever the malicious server does, the server
cannot learn the secret, but the server can modify the computation without being detected
by the client. In fact, we show Theorem M by constructing a counter example, and the

construction uses the fact that the server can modify the computation.

D. Organization

The remaining parts of this paper are organized as follows. The proof of Theorem [ uses
the verification protocol of Ref. [16]. For readers who are not familiar with the protocol, we
first explain it in section[[I. We then show Theorem [I]in section [Tl We next show Theorem
in section [Vl and Theorem 3] in section [Vl We finally show Theorem [ in section VIl Short
reviews of the BFK and MF protocols are also provided in Appendix [Al and Appendix [Bl

respectively.
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II. VERIFICATION PROTOCOL OF REF. [16]

In this section, we review the verification protocol of Ref. [16]. Readers who know the
protocol can skip this section. The protocol is given in Fig.[2l It was shown in Ref. [16] that

the protocol is a verification of quantum computing;:

Theorem 5 (Ref. [16]) For any promise problem A = (A, Ano) in BQP, Protocol 2

satisfies both of the following with some ¢ and s such that ¢ — s > m:
o If z € Ay, the honest quantum polynomial-time prover’s behavior makes the verifier

accept with probability at least c.

e Ifz € A,,, the verifier’s acceptance probability is at most s for any (even computationally-

unbounded) prover’s deviation.

In Ref. [16], the completeness and the soundness are shown by introducing virtual pro-
tocols where the prover teleports quantum states to the verifier. In Appendix of Ref. [20], a
direct proof of the completeness and the soundness is also given.

If the role of the trusted center is played by the verifier, i.e., the verifier generates
®;.V:1 H"m;)(m;|H" with uniform random (h,m) and sends it to the prover, we have a

two-round verification protocol with the first quantum and second classical communication.

(See Fig. Bl)

III. PROOF OF THEOREM [I

In this section, we give a proof of Theorem [Il Let us first explain an intuitive idea
of the proof. We construct the two-round verification protocol, Protocol @ (Fig. @), by
modifying Protocol 2 in such a way that the verifier uniformly randomly chooses (h,m)
and sends F(oy,,) to the prover. If the prover is honest, he decodes F(oj.,) to get
®;.V:1 H"m;)(m;|H", on which the honest prover can simulate the remaining steps of Pro-
tocol 2, and therefore the completeness of Protocol M is satisfied due to the completeness of
Protocol @l If the prover is malicious, on the other hand, he can do any measurement on
the received state F/(o,,,), but because F/(oy, ) is e-close to

Sim(F (oy,,)) = Sim [( (évg) H"|m;) <mj|Hh) ® njunk} ,

i=1
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0. The input is an instance € A of a promise problem A = (Ayes, Ano) in BQP, and a

corresponding N-qubit local Hamiltonian

H=Yy P <I®N +ei X 90X I®N + 51,2 ® Zj)
=2 2 2
1<J
with N = poly(|z|) such that if 2 € Ayes then the ground energy is less than «, and if x € A,
then the ground energy is larger than § with § —a > m. Here, I = |0)(0] + |1)(1] is the
two-dimensional identity operator, X; is the Pauli X operator acting on the ¢th qubit, Z; is

the Pauli Z operator acting on the ith qubit, p; ; > 0, ZK]- pij =1, and s; ; € {+1,—1}.

1. The trusted center uniformly randomly chooses (h,mq,...,my) € {0,1}¥*1. The trusted
center sends ®;V: L(H"|m;)) to the prover. The trusted center sends (h,m) to the verifier,

where m = (my, ...,my) € {0,1}¥.

2. Let x = (z1,...,2x) € {0,1}" and z = (21, ..., 2x5) € {0,1}". The prover does a POVM mea-
surement {II, ,}, . on the received state. When the prover is honest, the POVM corresponds
to the teleportation of a low-energy state |Ep) of the local Hamiltonian #H as if the states
sent from the trusted center are halves of Bell pairs. The prover sends the measurement

result, (z,z), to the verifier.

!
my —

3. The verifier samples (i,7) with probability p; ;, and accepts if and only if (—1)™i(—1)

—s8i j, where m}, = m; ® (hz; + (1 — h)a;).

FIG. 2. The verification protocol of Ref. [16].

any malicious prover’s attack on F(cy, ) is simulated by another attack on ®;V:1 H"m;)(m,|H",

which is sound due to the soundness of Protocol

Now let us give the proof. By assumption, there exist quantum operations, Dec and Sim,

such that

3 [PectEonm) = Flonm]|, <9 ©)

16



0. The same as Protocol 21

1. The verifier uniformly randomly chooses (h,m1,...,my) € {0,1}¥*! and sends

®§-V:1(Hh|mj>) to the prover.
2. The same as Protocol 2l

3. The same as Protocol 2

FIG. 3. The two-round verification protocol with the verifier who generates random BB84 states.

and

4ot < ”

with negligible § and € for any (h,m) € {0,1} x {0,1}". By assumption, Dec can be

implemented in quantum polynomial-time in terms of the number of qubits of F(ah,m).

Consider the two-round protocol, Protocol 4, shown in Fig. 4l We show that Protocol dl

is a verification of quantum computing.

First, let us consider the case when x € A,.,. Let p%_  and ]J%lc be verifier’s acceptance
probabilities with the honest provers in Protocol[2land Protocol ] respectively. Let {II, .}, .
be the POVM measurement that the honest prover applies. (Remember that both of the
honest provers in Protocol 2] and Protocol ] apply the same POVM measurement.) Let us

define

N
PI@(z, z|lh,m) = Tr [Hw ® Hh|mj)(mj|Hh] ,
j=1

P%] (x,z|h,m) = Tr [Hx,zTrjunk(Dec(ﬁ’(ah,m)))].

17



0. The same as Protocol 21

1. The verifier uniformly randomly chooses (h,m) € {0,1} x {0, 1}" and sends F (0h,m) to the
prover. The verifier requires the operation E to generate F' (0h,m). If the prover is honest, it

applies the decoding operation Dec on F(ay,,,) to get Dec(E(apm)).

2. The same as Protocol [ except that the honest prover applies the POVM on
Tr jyni[Dec(F (O’h m))], where Trjy, is the partial trace of the subsystem junk. (Remember

that Dec(F (o)) is d-close to

N
F(onm) = ( Q) H"mj)(m; | H" ) @ njun.
j=1

We define the subsystem junk as the one for 7junk.)

3. The same as Protocol 2

FIG. 4. The two-round verification protocol with quantum randomized encoding.

Note that

Z ’Pl@(x,zm,m P[g] (x, z|h,m ‘ < || T juni (Dec(F(ohm))) — éHh|m]~)(mJ—|HhHl

j=1

N
< Dec( Thm)) <®H [m;) mJ|H>®77j1mk

J=1

= ||Dec(F(o,m)) — F(on, m)H

‘ 1

< 24, (8)

where in the second inequality we have used the monotonicity of the trace distance with

respect to the partial trace Trjy,, and in the last inequality we have used Eq. (G).

Let Py (acc|z, z, h, m) be the probability that the verifier accepts given (x, z, h,m). (Re-

member that both of the verifiers in Protocol 2] and Protocol 4l do the same classical com-
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puting to make the decision.) Then, we obtain

|]J?ic — ]J%C\ = ‘ﬁ Z Z Pl@(x, z|h, m) Py (acc|x, z, h, m)

hm x,z

ZZPIZ (x, z|h, m) Py (acc|x, z, h m)‘

hm x,z

2N+1

1
< WZZ PI@(ZE,ZVL, m) Py (acc|x, z, h,m) — PI@ (z, z|h, m) Py (acc|z, z, h,m)

h,m z,z

= oo 30 3 [ 2l m) — PR, <l m)| P (acelz, =, b m)

h,m z,z

< et 2o 3 | 2l m) — FBe, . m)|

hm x,z

1
S IN+1 Z 20
h,m

— 26,

where in the fifth inequality, we have used Eq. (8.
Due to the completeness of Protocol [2], > ¢ with a certain c¢. (It is actually 1 —

a [16, 20].) We therefore obtain

ﬁ?ic_;%c 20 >c—20 =C. (9)

Next, let us consider the case when = € A,,. For any POVM measurement {A; .}, ..,
define
N
PI@(ZL’, z|lh,m) = Tr [Ax,zSim<<® Hh|mj><mj|Hh> ® njunk>:| :
j=1

PI@ (x,z|h,m) = Tr [Ax,zp(ah,m)].
Note that

5 it B ] < [P i (i) 1) |

Fonm) — sm(F(ah,m))Hl
< 2e, (10)

where the last inequality is from Eq. ().
Let Py (acc|x,z, h,m) be the probability that the verifier accepts given (z, z, h,m). Let

]J?ic be the verifier’s acceptance probability in Protocol 4] when the malicious prover applies
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the POVM measurement {A, .}, . on the received state F (Ohm). Let be the verifier’s

acc

acceptance probability in Protocol 2l with the following malicious prover:

1. The prover first adds 7,k to the received state ®;V:1 H"m;)(m;|H" to generate
(@)L 1" s [ H) &

2. The prover next applies Sim on it to generate Sim[( ®;V:1 Hh|mj><mj\Hh) ® njunk]
3. The prover finally does the POVM measurement {A, .}, . on it.

Then, we obtain

|]J?ic ]%J ‘QNHZZPEJ:E zlh, m) Py (acc|x, z, h,m)

mmz

e 20 3 PR, 2lh ) Py (accl, =, )

hm x,z
< 2]\}“ ZZ PI@(ZE,ZVL, m) Py (acclz, z, h,m) — Pllgl (x, z|h, m) Py (acc|x, z, h,m)
hm x,z
=) P, 2 n,m) — P2z, 2|, m)‘PV(acc|x, 2, h,m)
hm x,z
1
<Y Pz, 2\hym) — P2z, 2|, m)‘
hm x,z
1
S onTi > 2%
h,m
= 2¢,

where the fifth inequality comes from Eq. (I0]).

Due to the soundness of Protocol 2], p%,. < s with a certain s. (It is actually 1—2 [16,120].)

We therefore obtain

]J?ic_ “ +2e<s+2e=4 (11)
for any POVM measurement {A, .}, .. From Egs. (@) and (11,

d—sd=c—20—(s+2)=c—5—20 —2¢> — |
(5429 poly(Je])

the inverse-polynomial completeness-soundness gap is satisfied for Protocol 4l
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IV. PROOF OF THEOREM

In this section, we show Theorem Pl Let us first explain an intuitive idea of the proof.
Assume that we want to clone F(p;). We first apply Sim on F'(p;) to get Sim(F'(p;)), which
is e-close to F'(p;). By assumption, F'(p;) is a classical state and therefore we can clone it to
get [F(p;)]®*. (In fact, we cannot clone mixed states in general, and therefore some twists
are necessary, but an intuitive idea is to “clone” the classical state F(pl) For more precise
calculations, see the proof below.) If we decode each F (pi) by applying Dec, we obtain
[Dec(F(p;))]®* ~ [F(p;)]®*, and thus our goal is achieved.

Now we give the proof. Because the following argument holds for every i (i = 1,2, ...,7),
we fix 7. For simplicity, we remove the subscript ¢ of [¢;) and p;, and just write them as |¢)

and p, respectively. Let us denote ¢) = F(p). From the statistical e-privacy,

* [smaur e~ <e (12)
Furthermore, from the d-correctness,

5 [pectd) ~ oyl <o (13)

By assumption, 1& can be generated with a classical operation. In other words,
b= pela)(2, (14)

where |z) is a computational basis state and {p.}. is a probability distribution. We define

the operation W by
W = Dec® o V o Sim,

where V is an operation that works as V(|z)(z]) = |2)(2|®* for any computational basis
state |z).

First, we obtain

ﬂbwmovO&mmeD—DwmoV@W

I |
< e, (15)

13l Dec* o V()

! 1

IN

where in the second inequality, we have used the monotonicity of the trace distance with

respect to the operation Dec®* o V, and the third inequality comes from Eq. (@.
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Second, we obtain

sz [1 — (Y|Dec(|2){z|)|v) ] H szDec W)(MHl

2\)Dec ~ )
<, (16)

where the first inequality is from the property of the trace distance, and the second equality

is from Eq. (I4). The last inequality is from Eq. (I3).

For any a > 0, let us define

G={z| 1~ (wDec(|) (=)} > af.

Then, from Eq. (10),

6= 3 p:[1 = ([Dec(|) (=D)|u)]
= > p: |1 = @IDec(2) I + 3 b2 |1 = (wIDec(2) =) )

ze@G 2¢G
>a) p+0x ) p.
z€G 2¢G
=a me
zeG
which means
0
sz < —. (17)
zeG a



Hence

2w = 1wy, < 5w )@ - Dec* o VD) + 5 [Dec 0 Vi) = w01,
< e 3| S paDec(laha) ™ — [ (01,

<e+ % ;pz
<e+ g ;pz
<e+ kY p/T— (P[Dec([2)(z])[¥)
—e+k Y p/T— (¥Dec([2)(z])[¥)

Dec(|z) ()" — |¢><¢|®‘“H1

Dec(|z)(z|) — WMMHl

zeG
+k Y pv/1— (¢Dec(|2)(z])]¢)
z2¢G
< e—i—l{:sz —i—l{:\/Esz
z€G z2¢G

§e+%5+k\/5-

In the second inequality, we have used Eq. (I5). In the last inequality, we have used Eq. (7).

V. PROOF OF THEOREM [3]

In this section, we show Theorem [Bl Because the following argument holds for every ¢
(1 =1,2,...,1r), we fix 7. For simplicity, we remove the subscript ¢ of |¢;) and p;, and just
write them as [¢) and p, respectively. Let us denote ¢) = F(p). From the computational

e-privacy,

T [HoSim(fo) ()] — TrlTTov]| < e (18)

for any quantum polynomial-time POVM {Ily, IT; }. Furthermore, from the §-correctness,

5 [pectd) ~ )l <o (19)

By assumption, 2& can be generated with a classical operation. In other words,

23



where |z) is a computational basis state and {p.}, is a probability distribution. We define

the operation W by
W = Dec® o V o Sim,

where V is an operation that works as V(|z)(z]) = |2)(2|®* for any computational basis
state |z).
First, from Eq. (I8]), we obtain

I Te{TW ([ )] — Te[TTo(Dec™ o V()] < e (21)

for any quantum polynomial-time POVM {Ily, II; }. The reason is as follows. Assume that

TYH%WVO¢>@MH-—?EHLKIMC®kOVT¢XH‘>6

for a quantum polynomial-time POVM {Il, II; }. Then, if we define the POVM {ITj, IT} } in
such a way that first Dec®" oV is applied and then the POVM {Il, II;} is performed, it is a
quantum polynomial-time POVM (remember that we have assumed that Dec is a quantum

polynomial-time operation), and we obtain

Tr[ISim(|¢) (¢])] — Tr[lIgd]| > e

which contradict Eq. (IS).

Second, we obtain

>~ p:[L = (wIDec(|=) (D)w)] < 2\)2pzDec — )l

ﬂ%c '¢¢W
<4, (22)

where the first inequality is from the property of the trace distance, and the second equality
is from Eq. (20). The last inequality is from Eq. (I9]).

For any a > 0, let us define

G={z| 1= (wDec(|) (=)} > af.
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Then, from Eq. (22),
62> p.[1 = (w|Dec():])v)]
= > pa[1 = @iDec(l=) (=Dl | + Db |1 = (wIDec(|z) (=) )

z€G z¢G

>a sz + 0 x sz

2€G z¢G
=a szw

zeG

which means
1)
z€G

Hence for any POVM {Il, I1, },
T[Ty (Dec®™ o V()] — Te{Tolor)0124]] < 5|Dec®™ 0 V() — ) (0¥

< 5| D2 peDeclzp) — vl

Dec(|2) (2])%* — |4} (1] **

< g;pz
< kY p/T— ([Dec(|2) (])[¥)
=k p.\/1— (&[Dec(|2)(2])[¥)

Dect(2)(<1) — ) w]|

zeG
+k Y pa/T = ($[Dec(|2) (z])[¥)
z2¢G
< ]fzpz + k\/azpz
z€G 2¢G
< %5 + kv/a.

In the last inequality, we have used Eq. (23).
We therefore have, for any quantum polynomial-time POVM {II,, I1; },

| T[TV (|4) (48] — Te[To|¢b) (o **]] <

T ([46) (])] — Te{llo(Dec®™ o V()]
[ Te{To(Dec™ o V(1)) = Te(ly ) (]

§e+%5+k\/5. (24)
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Let us take IIp = [¢)(1)|®*. (Remember that we have assumed that |+)) is generated in

quantum polynomial-time from |0...0).) Then, the above inequality means

W (D) — 1] < e+ o 4 kv

from which we obtain

(WM W ([ ()[R > 1 — ¢ — ’15 _kva

VI. PROOF OF THEOREM {4

In this section, we show that the modified blind quantum computing protocol, Protocol [T,
of Fig[lis not e-blind for any € < % To show it, we construct a simple counter example.

We first explain an intuitive idea of the proof. We show that for some unitary V a
deviated server can generate the state UV |1);,;;) instead of the correct output state U|tn)-
If we require the e-blindness, UV [1;,;;) should be generated (e-approximately) from U |1;pn)
with a simulator Sim that is independent of U. However, generating UV |1;,;;) from a given
single copy of U|¢;n;) is impossible when the information about U is not available. (If you
have already applied U on [¢);,;), you can no longer “squeeze” V' between U and [¢);,) if
you do not know U.)

Next, let us give a more precise proof. Because our goal is to construct a simple
counter example, let us consider a single-qubit quantum computing implemented on the
one-dimensional linear graph state. Assume that the client wants to implement a single-
qubit unitary U on the initial state |+) = %(|O> +1)). We can construct a specific deviation

of the malicious server in such a way that the server gets the state
(@ X Z?J')Uei%Z|+> (25)
i “i ’
j=1

instead of

(éijij)UH),
j=1

in the step 2 of Protocol [Il where £ is arbitrarily chosen by the server. In fact, if the BFK
protocol is used in the step 1 of Protocol [Il the server has only to measure the first qubit
with angle d; + £ (instead of d;) when the server receives d; from the client. If the MF
protocol is used in the step 1 of Protocol [l on the other hand, the server has only to apply
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¢i5Z on the first qubit of the one-dimensional graph state before sending it to the client. (For
more details of the BFK and MF protocols, see Appendix [Aland Appendix [B], respectively.)
In the step 3 of Protocol [l the client sends the quantum one-time pad key (z,z) to the
server. In the step 4 of Protocol [Il the server unlocks the quantum one-time pad to obtain
UeisZ|4).

Assume that Protocol [[lis e-blind with € < % against this specific attack by the malicious
server. It means that there exists a quantum operation Sim, which is independent of U,

such that
1 . .
5HSim(U|+><+|UT) - UeZ%Z|+)(+|e_’§ZUTH1 <e (26)

for all U. Let us take { = 3. If U = I, Eq. (26) becomes

1 - -

|| ) — ¥ e 5| < (27)
but if U = X, Eq. (26) becomes

1 - -

S|[simy ) — e E 2 (52| < (28)

From Eqs. 27) and (28,

1
1==
2

< gf[smeae e, 4 glsm e - 1

L R ST e

< Ze,

and therefore ¢ > %, but it contradicts the assumption that € < %
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Appendix A: BFK protocol

In this appendix, we review the BFK protocol [18]. For simplicity, let us consider the
measurement-based quantum computation on a linear graph state. The client first sends
n qubits, {[+;)}j—;, to the server, where |44) = 12(|O> + ¢?|1)), and each 6; is chosen
uniformly at random from {%’r | £ =0,1,...,7}. The server applies C'Z gates to generate

the state

Vo) = (H CZ 2+1) [® |+, ]

Because Z-rotations and C'Z commute with each other,

W) = ( H CZiis1 ) [(X) e 32|4) )]
(&Ml ez)o
- (@)

where |G) is the n-qubit linear graph state.

Assume that the client wants to measure the first qubit of |G) in the basis |+,,) for a
certain ¢ € {%’T | k=0,1,2,...,7}. The client sends §; = ¢ + 01 + 17 to the server, where
r1 € {0,1} is a uniform random bit. The server measures the first qubit of |¥p,,) in the

basis |ts,). The post-measurement state is

3

9 .

(¢l ®1®“—1)(® 1) |6) = (1@@6—% ) (e e @ 1971 |G)

j=1
= (I ® ®e‘i%z> <<:|:|6in ® I®"_1)\G>

(1 @ ) ((pine © T 1) (),

but this is equal to the post-measurement state when the first qubit of |G) is measured in the
basis |£4,+rr). (The effect of ry is only the flip of the measurement result.) In this way, if
the server is honest, the client can let the server do the correct measurement-based quantum
computation. Multi-qubit universal quantum computing is also possible on appropriate

universal resource states such the brickwork state [18]. (For details, see Ref. [18].)
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An intuitive idea of the blindness of the BFK protocol is that the client’s true measure-
ment angle ¢; is “one-time padded” by “the key” ¢;, and therefore the server cannot learn
¢; from 6;. If the server measures |;), he can learn a single bit of information about 6, but
this information is “scrambled” by the randomly chosen 7;. For more precise proofs of the

blindness of the BFK protocol, see Refs. [18, 21].

Appendix B: MF protocol

In this appendix, we review the MF protocol [19]. In the MF protocol, the server first
prepares a graph state, and sends each qubit of the graph state (except for the qubits in
the last layer) to the client. (If the server sends each qubit one-by-one sequentially, the
client does not need any quantum memory.) The client measures each qubit according to
the measurement pattern of her measurement-based quantum computing.

It is clear that if the server is honest, i.e., if the server prepares the correct graph state,
the last layer of the graph state that the server possesses becomes Eq. () after the client
measures all qubits sent to her. It is also obvious that whatever the malicious server does,

client’s measurement angles are hidden to the server due to the no-signaling.
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