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We study the task of encryption with certified deletion (ECD) introduced by Broad-
bent and Islam [BI20], but in a device-independent setting: we show that it is possible
to achieve this task even when the honest parties do not trust their quantum devices.
Moreover, we define security for the ECD task in a composable manner and show that
our ECD protocol satisfies conditions that lead to composable security. Our protocol
is based on device-independent quantum key distribution (DIQKD), and in particular
the parallel DIQKD protocol based on the magic square non-local game, given by Jain,
Miller and Shi [JMS20]. To achieve certified deletion, we use a property of the magic
square game observed by Fu and Miller [FM18], namely that a two-round variant of
the game can be used to certify deletion of a single random bit. In order to achieve
certified deletion security for arbitrarily long messages from this property, we prove a
parallel repetition theorem for two-round non-local games, which may be of indepen-
dent interest.

1 Introduction

Consider the following scenario: Alice wants to send a message to Bob that is secret from any
third party. She may do this by sending Bob a ciphertext which contains the message encrypted
with a secret key, such that when the key is revealed to Bob he may learn the message. Now
suppose after sending the ciphertext Alice decides that she does not want Bob to learn the message
after all, but she cannot prevent the secret key from eventually being revealed to him. So Alice
wants to encrypt the message in such a way that she can ask Bob for a deletion certificate if she
changes her mind. If Bob sends a valid deletion certificate, Alice can be convinced that Bob has
indeed deleted his ciphertext and cannot hereafter learn the message even if the secret key is
revealed to him. In this scenario Alice is not actually forcing Bob to delete the ciphertext, but she
is making sure that he cannot simultaneously convince her that he has deleted the ciphertext, and
also learn the message.
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An encryption scheme for the above scenario is called encryption with certified deletion (ECD)
and was introduced by Broadbent and Islam [BI20]. It is easy to see that ECD cannot be achieved
with a classical ciphertext: since classical information can always be copied, any deletion certifi-
cate Bob sends to Alice can only convince her that he has deleted one copy of it — he may have
kept another copy to decrypt from, when he learns the key. However, quantum states cannot in
general be copied, and are disturbed by measurements. So if Bob has a quantum ciphertext that
he cannot copy, and needs to perform a measurement on it to produce a deletion certificate, the
state may be disturbed to such an extent that it is no longer possible to recover the message from
it, even with the key.

The no-cloning property and the fact that measurements disturb quantum states have been
useful for various cryptographic tasks, such as quantum key distribution (QKD) [BB84] and un-
forgeable quantum money [Wie83]. The concept of revocable timed-release encryption — a task which
has some similarities to encryption with certified deletion — was studied by Unruh [Unr14], who
showed it can be achieved with quantum encodings. Another related task of tamper-evident del-
egated quantum storage — here Alice wants to store data that she encrypts using a short key on
a remote server, so that she can retrieve it later and also detect if the server has tampered with it
— was studied by van der Vecht, Coiteaux-Roy and Skori¢ [VCRS20]. Liitkenhaus, Marwah and
Touchette [LMT20] studied a different form of delegated storage, where Alice commits to a single
random bit that Bob can learn at some fixed time, or she can erase, using a temporarily trusted
third party. Finally, the ECD task itself, as mentioned before, was introduced by Broadbent and
Islam, who achieved it using Wiesner’s encoding scheme [Wie83].

All of the works mentioned above are in the device-dependent setting, where the honest par-
ties trust either the quantum states that are being used in the protocol, or the measurement devices,
or both. However, in general a sufficiently powerful dishonest party may make the quantum state
preparation and measurement devices used in a protocol behave however they want. As it turns
out, with some mild assumptions it is possible to achieve certain cryptographic tasks even in this
scenario. There is a long line of works studying the device-independent security of QKD [PAB+09,
AFDF+18, JMS20]. Device-independent protocols for two-party cryptographic tasks such as coin
flipping [ACK+14], bit commitment [SCA+11, AMP+16] and XOR oblivious transfer [KST22] have
also been shown. Fu and Miller [FM18] studied the task of sharing between two parties a single
random bit, which can be certifiably deleted, in the device-independent setting.

A desirable property of cryptographic protocols is that they should be composable, meaning
that if a protocol is used as part of a larger protocol to achieve some more complex task, then
security of the larger protocol should follow from the security of its constituent protocols. While it
is possible to achieve composable security of various cryptographic tasks such as QKD [BOHL+05,
PR14], this is in general not so easy to achieve for many examples, such as the others mentioned
above.

1.1  Our contributions
Informally stated, our main contributions in this work are:

1. We define the ECD task and its security in a composable manner.

2. We give a quantum protocol (with information-theoretic security) for the ECD task that satis-
fies certain properties of correctness, completeness and secrecy, even when the honest parties
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do not trust their own quantum devices.

3. We show how to prove that a protocol that satisfies the above properties achieves the ECD
task in a composably secure manner.

The reason we do not combine items 2 and 3 above to make the claim that we give a proto-
col that achieves the ECD task in a composably secure manner is because the notion of device-
independence itself has not been precisely formalized in a composable manner yet. So item 3 in
the device-independent setting is conditional on a conjecture that we shall soon explain (though
note that even without this conjecture, our proof already shows that the protocol is indeed com-
posably secure in the standard device-dependent setting, i.e. if one imposes the condition that
the honest parties are performing trusted measurements). In contrast, our proof that our protocol
satisfies the security properties in item 2 holds under standard device-independent conditions,
without additional conjectures.

Our composable security definition uses the framework of Abstract Cryptography introduced
by Maurer and Renner [MR11]. In the Abstract Cryptography framework, a resource is an abstract
system with an interface available to each party involved, to and from which they can supply some
inputs and receive some outputs. A protocol uses some resources (meaning it interacts with the
interfaces of such resources) in order to construct new resources. The protocol is said to construct
the new resource in a composably secure manner if it is not possible to tell the ideal resource apart
from the protocol acting on the resources it uses, under certain conditions. As such, a composable
security definition for a cryptographic task would be the description of a reasonable (in the sense
of being potentially achievable by actual protocols) ideal functionality or resource corresponding
to that task, and a composable security proof for a protocol for this task would show that the
constructed resource and ideal resource are indistinguishable.

We model the notion of a device-independent resource in the Abstract Cryptography frame-
work as a resource which supplies some black boxes representing quantum states to the honest
parties, and the honest parties may press some buttons on these boxes to obtain some classical
outputs. However, the resource allows the boxes themselves to be chosen by a dishonest third
party Eve, and they produce the outputs by implementing whatever states and measurements
Eve wants.

Strictly speaking, to avoid the memory attack in the device-independent setting described in
[BCK13], some additional constraints need to be placed on the registers that the measurements act
on. Namely, one has to impose the condition that the measurements cannot access any registers
storing private information from previous (potentially unrelated) protocols. Such a condition is
implicitly imposed, albeit not always obvious, in the standard (device-dependent) framework for
Abstract Cryptography [MR11, PR14], where the measurements are assumed to be fully character-
ized (and thus the registers which the measurements act on can be specified to be independent of
previous protocols). However, the question of precisely formalizing this condition in the device-
independent setting has not been completely resolved, and is currently a topic of active research.
For the purposes of this work, we consider the technical treatment of this subject to be beyond our
scope, and for ease of presentation we shall proceed under the assumption that it will be possi-
ble to find an appropriate such formulation in the device-independent setting. That is, we shall
assume the following somewhat informal conjecture and prove our main theorem conditional on
it.

Conjecture 1. The quantum “bozxes” typically considered in the device-independent setting can be
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formalized in the Abstract Cryptography framework, in a manner that allows one to impose the
conditions we have outlined above (and which we elaborate on in Section 2.3).

We can also introduce a formalization of the notion that Alice cannot prevent the decryption
key from leaking to Bob in the ECD setting. We model this as follows: Alice has access to a trusted
temporarily private randomness source — meaning it supplies random variables with any requested
distribution, but after some fixed time it will make public any randomness it provided. Further-
more we impose the constraint that after some point in time (and before decryption takes place),
Alice no longer has any communication channels to Bob, and thus her only way for Bob to learn
the effective “decryption key” is through the public broadcast made by this temporarily private
randomness source — note that this broadcast still occurs even if Alice wants to revoke Bob’s abil-
ity to learn the message, thereby formalizing the notion that the “decryption key” is eventually
leaked. For technical reasons regarding the anchoring-based proof, we also need Alice to have a
small supply of local randomness that remains private (it does not need to be announced even
for decryption). Overall, our protocol constructs the ECD resource using only these randomness
sources, untrusted quantum boxes, and an authenticated classical channel (which only lasts until
the aforementioned time) — all of which are fairly weak.

Aside from device-independence and composability, our ECD security definition and protocol
construction has the following advantage over the ones in [BI20]: we consider the possibility of
Bob being honest and consider security against a third party eavesdropper Eve when this is the
case. This helps motivate the encryption aspect of the ECD task: if Alice did not need to conceal
the message from Eve, she could have waited until she was sure whether she trusts Bob or not, and
then sent the message as plaintext. Security against Eve is not considered in [BI20], and indeed in
their protocol Eve may be able to learn the message whenever Bob does.

We note however that making the protocol secure against Eve comes at the cost of making it
interactive. In the [BI20] protocol, Bob receives the ciphertext in one round from Alice, whereas
in our protocol, Alice sends a message to Bob and Bob replies back with a message before Alice
can send the ciphertext (or abort the protocol). Furthermore, to prove this security property we
do need to impose a somewhat non-standard condition regarding honest Bob’s boxes; however,
we highlight that this condition is only used to prove security against Eve, and is not required in
any situation where Bob is dishonest (see Sec. 2.3-2.4 for further details).

A more minor difference is that we think it makes more intuitive sense for the ECD task to
include a further message from Alice to Bob in which she tells Bob whether she wants him to
delete his ciphertext or not (and potentially provides additional information he needs in order to
do so0), and hence we present our protocol as including this communication from Alice to Bob.
However, the protocol and security proof can easily be modified to consider a version in which
Alice sends the information required for deletion from the start, and Bob alone makes the decision
of whether to delete the ciphertext (this version would essentially match the [BI20] protocol).

1.2 Our techniques
1.2.1 Constructing the DI ECD protocol
All device-independent security proofs are based on non-local games. One approach towards

constructing such proofs is to use the property known as self-testing or rigidity displayed by certain
non-local games. Specifically, suppose we play a non-local game with boxes implementing some
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unknown state and measurements, and in fact even the dimension of the systems are unspecified.
If these state and measurements regardless achieve a winning probability for the game that is close
to its optimal winning probability, then self-testing tells us that the state and measurements are
close to the ideal state and measurements for that game, up to trivial isometries. For DIQKD, this
means in particular that the measurement outputs of the devices given the inputs are random, i.e.,
they cannot be predicted by a third party even if they have access to the inputs used. This lets us
use the outputs of the devices to produce a secret key.

Parallel DIQKD protocol. We make use of the parallel DIQKD protocol given by Jain, Miller
and Shi [JMS20], and its subsequent simplification given by Vidick [Vid17], based on the magic
square non-local game. In the magic square game, henceforth deonoted by MS, Alice and Bob
respectively receive trits x and y, and they are required to output 3-bit strings a and b, which
respectively have even parity and odd parity, and satisfy a[y| = b[x]. The classical winning proba-
bility of MS is 8/9, whereas the quantum winning probability is 1. The [JMS20] protocol works as
follows: Alice and Bob have boxes which can play ! many instances of MS. Using trusted private
randomness, Alice and Bob generate i.i.d. inputs z,y for each of their boxes and obtain outputs
a, b (which are not necessarily i.i.d.). The inputs z,y are then publicly communicated. Alice and
Bob select a small subset of instances on which to communicate their outputs and test if the MS
winning condition is satisfied (up to some error tolerance) on those instances. If this test passes,
then they go ahead and select their common bits a[y] = b[z] from all the instances — they can do
this since Alice has a, Bob has b, and they both have z, y — as their raw secret key (some privacy
amplification of the raw key is required in order to get the final key). Otherwise, the protocol aborts.

If the MS winning condition is satisfied on the test instances with high probability, then self-
testing says that the states and measurements are close to the ideal ones for MS; but this property is
not directly used in the security proof. In the version of the security proof given by [Vid17], instead
a guessing game variant MSE of MS, involving three players Alice, Bob and Eve, is considered.
MSE is the same as MS on Alice and Bob’s parts, and additionally, Eve also gets Alice and Bob’s
inputs and has to guess Alice and Bob’s common bit. It can be shown that MSE cannot be won
with probability 1 by all three players, and in particular if Alice and Bob’s winning condition is
satisfied, then Eve cannot guess their common bit with high probability. Now making use of a
parallel repetition theorem for the MSE game, which first requires a small transformation called
anchoring in order to make the parallel repetition proof work, we can say that Eve’s guessing
probability for the shared bit in [ many instances of MSE, is exponentially small in /. Since Alice
and Bob’s winning condition is satisfied on a random subset of instances, we can say it is satisfied
on all instances with high probability by making use of a sampling lemma. Hence Eve’s guessing
probability for the raw key is exponentially small in /. Now using the operational interpretation
of min-entropy, this means that the min-entropy of the raw key conditioned on Eve’s quantum
system is linear in /, and we can use privacy amplification to get a final key that looks almost
uniformly random to Eve.

Using DIQKD for ECD. It is easy to see how to use DIQKD to achieve the encryption aspect
of ECD — Alice and Bob can perform the DIQKD protocol to share a secret key, and then Alice
can encrypt the message by one-time padding it with the key, and send it to Bob. This certainly
achieves security against Eve if Bob is honest. However, in the ECD scenario, unlike in the QKD
scenario, Bob may not be honest, and hence the QKD security proof may not apply, since it requires
him to honestly follow the protocol. Moreover, it is not clear how to achieve the certified deletion
aspect of ECD this way. Instead, we do the following for our ECD protocol: we make Alice obtain
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the inputs z,y for MS from the trusted temporarily private randomness source, and obtain the
raw key by herself using her boxes and the inputs, but she does not reveal the inputs to Bob (who
hence does not have the raw key). She then one-time pads the message with the final key obtained
from the raw key and sends the resulting ciphertext to Bob. Bob cannot decrypt the message at
this time since he does not have the raw key, but he can get the key from his boxes and decrypt as
soon as the temporarily private randomness source reveals z, y to him. Hence in order to achieve
certified deletion security, Alice needs to make Bob do some operation on his boxes which destroys
his ability to learn the raw key even if he gets z, y.

We also note that for technical reasons, Alice actually needs to one-time pad the message with
an extra uniformly random string u that she gets from the randomness source, in addition to the
final key. This makes no difference to Bob’s ability to decrypt the message when all the random-
ness is revealed by the source or in certified deletion (since v is revealed at the end), but it does
potentially make a difference at intermediate stages in the protocol. Such an extra one-time pad is
also used by [BI20] in their protocol.

Achieving certified deletion security. Fuand Miller [FM18] made the following observation about
the magic square game: suppose Alice does the measurement corresponding to  and Bob does
the measurement corresponding to y’ on the MS shared state, then if Bob is later given x he can
guess a[y’'| perfectly as b[z]| from his output. But if Bob has indeed performed the y’ measurement,
then he cannot guess the value of a[y] for some y # v/, even given z. In fact this property holds
in a device-independent manner, i.e., if Alice and Bob have boxes implementing some unknown
state and measurements which are compatible with MS, and Alice and Bob input z and ¢’ into
their boxes and get outputs that satisfy the MS winning condition with probability close to 1, then
Bob cannot later perfectly guess a[y] given z,y. Now consider a 2-round variant of MS, which we
shall call MSB: in the first round, Alice and Bob are given z, 3’ and are required to output a, b’ that
satisfy the MS winning condition; in the second round, Bob is given z,y such that y # 3’ and he
is required to produce a bit equal to aly]. We note that Bob can use his first round input, his first
round measurement outcome, and his half of the post-measured shared state in order to produce
the second round output. The [FM18] observation implies that the winning probability of MSB is
less than 1.

Using the same anchoring trick as in MSE, we can prove a parallel repetition theorem for the
2-round MSB game. Now to achieve certified deletion, Alice gets i.i.d. ¢’ # y for all [ instances
from the randomness source, and if she wants Bob to delete his ciphertext, she sends Bob 3’ and
asks for V' as a deletion certificate. If the b’ sent by Bob satisfies a[y'] = ¥'[z] (up to some error
tolerance) then Alice accepts his deletion certificate. Due to the parallel repetition theorem for
MSB, if Bob’s deletion certificate has been accepted, then his guessing probability for a[y], i.e.,
the raw key, given z,y, is exponentially small in . Due to privacy amplification, the final key
looks uniformly random to Bob, and thus the message is secret from him. We note that certified
deletion security should be against Bob and Eve combined rather than just Bob, as a dishonest Bob
could collude with Eve in order to try and guess the message. This is fine for our security proof
approach, as we can consider Bob and Eve combined as a single party for the purposes of the MSB
game.

Remark 1. Many security proofs for DIQKD work in the sequential rather than parallel setting. In
the sequential setting, Alice and Bob provide inputs to and get outputs from each instance of their
boxes sequentially, which limits the kinds of correlations that are possible between the whole string
of their inputs and outputs. While this is easy to justify for DIQKD when Alice and Bob are both
honest, justification is harder for the ECD scenario where Bob may be dishonest and need not use
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his boxes sequentially, so that more general correlations between his inputs and outputs are possible.
Hence a parallel rather than sequential security proof is crucial for us.

1.2.2 Proving composable security

To prove composable security for our protocol, we need to show that a distinguisher cannot tell
the protocol apart from the ideal ECD functionality, when it is constrained to interact with the ideal
functionality via a simulator acting on the dishonest parties” interfaces. That is, for any possible
behaviour of the dishonest parties in the real protocol, we need to construct a simulator such that
the above is true. This needs to be done for all possible combinations of honest/dishonest parties
involved, and here we only describe the idea for the case when Bob is dishonest and the dishonest
third party Eve is present.

Our simulator construction is inspired by the composable security proofs of QKD [BOHL+05,
PR14]: it internally simulates the real protocol using whatever outputs it gets from the ideal func-
tionality, so that the distinguisher is able to get states on the dishonest parties’ side similar to what
it would have gotten in the real protocol. However, the ideal functionality is only supposed to
reveal the message m to Bob at the end (if either Alice did not ask for a deletion certificate, or
Alice asked for a deletion certificate and Bob did not produce a valid one), and since the simulator
needs to simulate the real protocol before this time, it has to instead release a dummy ciphertext
that does not depend on the message. Hence we require that the states on the dishonest parties’
side corresponding to m and the dummy ciphertext in the protocol be indistinguishable, if the
message has not been revealed. This is related to the security notions of ciphertext indistinguisha-
bility and certified deletion security considered in [BI20]. But these properties hold only as long as
the protocol does not actually reveal m. If m is actually revealed at the end, the simulator needs to
fool the distinguisher into believing it originally released the ciphertext corresponding to m. This
is where the extra one-time pad u we use comes in handy: the simulator can edit the value on the
one-time pad register to a value compatible with the true message m.

Overall, our security proof is fairly “modular”: our simulator construction for dishonest Bob
and Eve works for any protocol in which the extra « OTP is used and which satisfies the ciphertext
indistinguishability and certified deletion security properties (jointly called secrecy). For other
combinations of honest/dishonest parties, the proof works for any protocol that satisfies notions
of completeness and correctness, even for devices with some small noise. Completeness here means
that if all parties are honest then the protocol aborts with small probability, and Bob’s deletion
certificate is accepted by Alice with high probability; correctness means that an honest Bob can
recover the correct message from the quantum ciphertext with high probability.

1.2.3  Proving parallel repetition for 2-round games

As far as we are aware, our proof of the parallel repetition theorem for the MSB game is the
tirst parallel repetition result for 2-round games, which may be of independent interest. First we
clarify what we mean by a 2-round game: in the literature, boxes that play multiple instances of
a game, whether sequentially or in parallel, are sometimes referred to as multi-round boxes, and
certainly the nomenclature makes sense in the sequential setting. However, the two rounds for us
are not two instances of the same game — they both constitute a single game and in particular,
the outputs of the second round are required to satisfy a winning condition that depend on the
inputs and outputs of the first round. Alice and Bob share a single entangled state at the beginning
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of the game, and the second round outputs are obtained by performing a measurement that can
depend on the first round inputs and outputs in addition to the second round inputs, on the post-
measured state from the first round. This is what we refer to as a 2-round game; it can be viewed
as a specific type of interactive game.

We actually prove a parallel repetition theorem for a wider class of 2-round games than just
the anchored MSB game; namely, what we call product-anchored games. This captures elements of
both product games and anchored games, whose parallel repetition has been studied for 1-round
games [JPY14, BVY15, BVY17, JK21] (although we consider only a specific form of anchoring
which is true of the MSB game — anchored distributions can be more general), and our proof is
inspired by techniques from proving parallel repetition for both product and anchored 1-round
games. We call a 2-round game product-anchored iff the first round inputs z, y are from a product
distribution, and in the second round, only Bob gets an input z which takes a special value | with
constant probability such that the distribution of x,y conditioned on z =.1 is the same as their
marginal distribution, and otherwise z = (z,y’) (where ¢’ may be arbitrarily correlated with z, y).
The first and second round outputs are (a,b) and b’ respectively.!

We use the information theoretic framework for parallel repetition established by [Raz95,
Hol07]: we consider a strategy S for | instances of the game G, condition on the event £ of the
winning condition being satisfied on some C' C [I] instances, and show that if Pr[£] is not already
small, then we can find another coordinate in i € C where the winning probability conditioned on
£ is bounded away from 1. For 1-round games (where there is no z;), this is done in the following
way: Alice and Bob’s overall state in S conditioned on £ is considered; this state depends on Alice
and Bob’s inputs — suppose it is [¢), , when Alice and Bob’s inputs in the i-th coordinate are
(xi, ;). We then argue that there exists some coordinate i and unitaries {Uy, }4,, {V}, },, acting on
Alice and Bob’s registers respectively, such that the operator U,, ® V,, brings some shared initial
state close to the state |¢),., . (In the product case, this shared initial state would be a superpo-
sition of the states |gp>xiyi, weighted according to the distributions of z; and ¥;.) Hence, unless
the winning probability in the i-th coordinate is bounded away from 1, Alice and Bob can play a
single instance of GG by sharing this initial state, performing U,,, V,, on it on inputs (x;,y;), and
giving the measurement outcome corresponding to the i-th coordinate on the resulting state; the
winning probability of this strategy would then be higher than the optimal winning probability of
G — a contradiction.

For 2-round games, the state conditioned on success depends on all three inputs z;y;2;, and
Alice and Bob obviously cannot perform unitaries U,, and V,,., in order to produce their first
round outputs, since Bob has not received z; yet. However, we observe that Alice and Bob don’t
actually need the full ), . state in order to produce their first round outputs — they only need
a state whose A; B; registers, containing their first round outputs, are close to those of |¢),.,.. . We
observe that ]w)xiyi | is indeed such a state. In fact, in the unconditioned state, given z;y;, all of
Alice’s registers as well as all of B are independent of z;, as the second round unitary depending
on z; does not act on these registers (the second round unitary may use B as a control register, but
that does not affect the reduced state of B). Conditioning on the high probability event £ does not
disturb the state too much, and by chain rule of mutual information, we can argue that there exists
an ¢ such that Alice’s registers and B in ¢,,,,., are close to those in ¢,,,, (i.e., averaged over z;).
Since z; =1 with constant probability, this means that these registers are indeed close in ¢, -,

Tn this notation we switch around the roles of y,3’,b,b’" as compared to our definition of MSB. We do this in
order to make our notation more compatible with standard parallel repetition theorems. As this definition refers to
a wider class of games than just MSB, we hope this will not cause any confusion.
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and @,y 1 -

Conditioned on z; =1, the situation in the first round is identical to the product case; we
can argue the same way as in the product parallel repetition proof by [JPY14] that there exist
unitaries {Uy, }s;, {Vy, }y, such that U, ® V,, takes |p), close to |¢),.,. . Now we use the fact
that Alice’s registers and B are close in ¢,y,., and ¢,,,, 1 once again to argue that there exist
unitaries {Wa,y,2; }o.y:2, acting on Bob’s registers except B that take |¢),. .| to |¢),. ... We notice
that W,,,,., is in fact just W, .,, because either z; contains z; or it can just be the identity, which
means Bob can use W,,., as his second round unitary. Moreover, these unitaries commute with
the measurement operator on the A; B; registers, hence W, .,, acting on the post-measured |¢), ., |
also takes it to the post-measured |¢), . . Thus the distribution Bob would get by measuring B;
after applying W, ., on his post A; B; measurement state is close to the correct distribution of B
conditioned on any values (a;, b;) obtained in the first round measurement. This gives a strategy
S’ for a single instance of G, where Uy,, V,, are the first round unitaries and W, ., is Bob’s second
round unitary.

1.3 Organization of the paper

In Section 2 we formally describe the ideal ECD functionality we consider, and state our precise
result regarding it. In Section 3 we provide definitions and known results for the quantities used
in our proofs. In Section 4, we describe the variants of the magic square non-local games and state
the parallel repetition theorems for them that we use. In Section 5 we give our real ECD protocol
and prove various intermediate results that help establish its composable security, which is done
in Section 6. Finally, in Section 7 we provide the proofs for the parallel repetition theorems stated
in Section 4.

2 Composable security definition for ECD

In this section, we define the precise functionality we aim to achieve, in terms of the Abstract
Cryptography framework. We then state our main result regarding achieving this functionality.

2.1 Abstract cryptography

We first briefly state the concepts and definitions we require from the Abstract Cryptography
framework. Note that this is not intended to be a complete introduction to all aspects of the
framework, as that would be fairly extensive and outside the scope of this work — if more in-
depth or pedagogical explanations are required, refer to e.g. [MR11, PR14, VPR19].

2.1.1 Resources, converters, and distinguishers

In this framework, a resource is an abstract system with an interface available to each party, to
and from which they can supply some inputs and receive some outputs. Qualitatively, the idea of
this framework is to model how protocols convert some “real” resources available to the various
parties into more “ideal” functionalities for some cryptographic tasks. To formalize this notion,
let us lay out the basic setup. We first assume that there is a fixed set @) of parties that can choose
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to be either honest or dishonest. As an example, in QKD this set () can be taken to consist of
Eve only, while Alice and Bob are always honest. As another example, for two-party “distrustful”
cryptographic tasks such as oblivious transfer or bit commitment, () consists of both Alice and
Bob, who can each potentially be dishonest. For our certified deletion protocol, we will take this
set () to consist of Bob and Eve only; Alice is always honest.

Having fixed this set @), we introduce the following notation: (Fp)pcq is a tuple indexed by
subsets P C (), where for each P C () (i.e. each possible subset of the potentially-dishonest par-
ties), Fp denotes the resources available when the parties P are behaving dishonestly. Notice that
this means we often work with tuples of resources rather than just a single specific resource; this is
intended to capture the notion that these resources may have different functionalities depending
on whether each of the parties is behaving honestly or dishonestly. (In principle one might want
to consider only tuples (Fp)pcg where the resource Fp is the same regardless of the subset P of
dishonest parties. However, this sometimes turns out to be overly restrictive, hence for general-
ity we allow ourselves the flexibility to consider tuples where each resource Fp is different for
different subsets P.)

With this in mind, let (]-"]rfal) Pco denote the resource tuple describing the “real” functionalities

available to the various parties. Analogously, let (]—"};‘?eal) Pco denote the resource tuple describing

the “ideal” functionalities we would like to achieve. In order to do so, we would informally like

our protocol to “interact with” (]—"}?al) in such a way that it is transformed to (F}Sieal) . To
PCQ PCQ

turn this into a full security definition, we now discuss the notion of converters, which can interact
with a resource to produce a new resource.

A converter is an abstract system with an “inner” and “outer” interface, with the inner inter-
face being connected to the resource interfaces, and the outer interface becoming the new interface
of the resulting resource. If P is a subset of the parties and we have a converter x” that connects
to their interfaces in a resource 7, we shall denote this as y*' F or Fx” (the ordering has no signif-
icance except for readability). Each converter describes how that party interacts with its interfaces
in 7, producing a new set of inputs and outputs “externally” (i.e. at the outer interface). If we have
(for instance) a protocol with converters IT* and TI® for parties A and B, for brevity we shall use
IT4B to denote the converter obtained by attaching both the converters II* and IT®. An important
basic example of converters arises from protocols themselves, which we shall now describe more
thoroughly (also refer to Figure 1 for a schematic depiction).

Explicitly, we shall model a protocol as a tuple &2 = (II*,IIB,...) of converters, one for
each party. When trying to convert a real resource tuple (.7-"12031) Pco to an ideal resource tuple

(]-'Iigeal>PCQ, these converters would have inner interfaces that connect to ]-"ﬁal (i.e. the real re-

source for the case when all parties choose to behave honestly), while their outer interfaces are
required to have the same structure as those in ]-"ﬁeal. (For the purposes of formalizing protocols
we will not need to consider the resources for the cases where some parties behave dishonestly;
we shall return to discussing such behaviour when introducing the security definitions shortly

below.) We give a schematic depiction of this in Figure 1.

Finally, we shall require the concept of distinguishers. Given two resources F and F, a distin-
guisher is a system that interacts with the interfaces of these resources, and then produces a single
bit G’ (which can be interpreted as a guess of which resource it is interacting with). For a given
distinguisher, let P  be the probability distribution it produces on G when supplied with F, and
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Figure 1: Schematic depiction of protocols interacting with a real resource, in a scenario with only two parties
Alice and Bob (labelled as A, B). In the diagram on the left, ]-'ﬁal denotes the real resources available when
all parties are honest (i.e. the set of dishonest parties P is the empty set {}). The “inner” interfaces of the
protocol converters II*, TI® attach to the interfaces of fﬁal, converting it to a resource with interfaces given

by the “outer” interfaces of II*, TI® (shown in blue here). The resulting resource can be variously denoted
as [TAFIAIIB, TIAB Freal o Freal[[AB | ag discussed in the main text. In the diagram on the right, Fideal
denotes the desired ideal resource when all parties are honest. We require the outer interfaces of the protocol
converters IT*, IIB to have the same structure as those of fﬁe""l, i.e. the interfaces shown in blue have the
same structure in both the left and right diagrams. We describe more precisely in the rest of this section
(see e.g. Definition 1) how to formalize a notion that the resources in the left and right diagrams are “close”
to each other.

analogously for F'. Its distinguishing advantage \ between these two resources is defined to be

1
A= ’PG|}"(0) - PG\]—"(O)‘ ~3 HPG\f - PGIF" x
The main way we shall make use of this concept is as a method to formalize how “close” two
resources are to each other — if the distinguishing advantage between the two resources is small
for any possible distinguisher, it seems reasonable to say these resources are “close”. This notion
of closeness also has important operational implications, as we shall explain later in Section 2.1.3.

2.1.2  Security definitions

With these concepts, we can now discuss the security definitions in this framework. Suppose
that as mentioned above, we have a resource tuple (]—'ffa1> PO describing the real functionalities

available to the various parties, and a protocol & with inner interfaces connecting to ]-"{r?al, with

the informal goal of constructing a more idealized resource tuple (.F}éieal)PCQ. We would like

to formalize the notion of having achieved a sufficiently “good” conversion from (]—"}Seal) Pco to

(]:}Sieal)PcQ. To do so, we use the following approach: for each possible subset P C @ of the
potentially-dishonest parties, consider the scenario where all parties in P choose to behave dis-

honestly. In such a scenario, it makes sense to consider the resource Hﬁ}"}fal (here, P denotes the
set complement of P with respect to the set of all parties, not just with respect to Q)> — this is the

2For instance in our cert@ed deletion protocol between Alice, Bob and Eve (labelled as A, B, E), when considering
e.g. P = {E} the notation P means the set {A, B} (despite the fact that only we only consider Bob and Eve to be
potentially dishonest, i.e. @ = {B,E}).
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Figure 2: Schematic depiction of one case in Definition 1, in a scenario with only two parties Alice and
Bob (labelled as A,B). Shown here is the case where P = {B}, i.e. only Bob is being dishonest. On the
left, we have the real resource ]-'éeal with the protocol II* attached (this captures the notion that Alice is
performing her protocol honestly). On the right, we have the ideal resource Fi'® with a simulator %8B
attached (the role of the simulator is described in the main text). Note that both the left and right sides
have outer interfaces with the same structure. Definition 1 requires both sides to be “A-close” in the sense
that the distinguishing advantage between them is at most A for any distinguisher. Similarly, Definition 1
also requires “A-closeness” for any other subset P of the potentially dishonest parties and the corresponding
analogously defined resources. (In fact the case P = {}, i.e. none of the parties are dishonest, is basically
depicted in Figure 1 — Definition 1 requires the left and right resources in that figure to also be “A-close”.)

resource obtained when the parties in P interact with the real resource Fi? using the protocol
converters IT¥" “as intended”, while the parties in P do not implement the protocol converters
since they are behaving dishonestly. (We give a schematic depiction of this in the left diagram in
Figure 2.)

As a first attempt, we could try saying that this resource 117 72! should be required to be
“close to” the resource Fii¢al, j.e. the ideal resource for the case where all parties in P behave
dishonestly. Furthermore, a natural notion of “closeness” between resources is to say that the
maximum possible distinguishing advantage is small, as discussed above. Unfortunately, this
idea does not quite work by itself, because the interfaces for the dishonest parties P in the resource
TP Fie2l are simply those of the real resource F3s?! (since no converters have been attached to
those interfaces), which could generally be very different from those of the ideal resource Fideal,
The solution for overcoming this issue turns out to be allowing the attachment of an additional
converter X (referred to as a simulator) to the interfaces of the dishonest parties P in ]—"}519"‘1, and
only requiring IT¥ 712! to be “close to” FideaxF rather than Fideal. (We depict this in Figure 2.) At
first sight, this appears to be a rather contrived approach, since there seems to be no purpose to
this simulator other than as an artificial method to make the interfaces of Fid¢4! the same as those
of NP Fisal. However, we shall return to this point in the next section (after formalizing these
security notions as Definition 1 below), and explain how this apparently contrived concept in fact
leads to powerful operational implications.

We now present the full security definition we use, which formalizes the above discussions
and clarifies the quantifier ordering (also see Figure 2 for an example of one case in the definition):

Definition 1. For a scenario in which there is some set () of potentially dishonest parties, we say
ideal real S : : ; .
that & constructs (.FP )PQQ from (.FP )PCQ within distance A iff the following holds: for

every P C Q, there exists a converter X which ‘connects to their interfaces in F}éieal, such that for
every distinguisher, the distinguishing advantage between IIF ]:}?al and f}ﬁlealEP is at most \. The

Accepted in { Yuantum 2023-06-25, click title to verify. Published under CC-BY 4.0. 12



converters ©F shall be referred to as simulators.

Remark 2. We have stated Definition 1 slightly differently from [MR11], in which an individual
simulator is required for each dishonest party. A security proof satisfying Definition 1 could be
converted into one satisfying the [MR11] definition by modifying the choice of (.7:}51931>PCQ to one

that (for every P containing more than one party) explicitly includes quantum channels between
the dishonest parties P, which would allow for individual simulators that communicate using these
quantum channels in order to effectively implement the simulator £¥ in Definition 1. From the
perspective of [MR11], this would basically reflect the inability of a protocol to guarantee that the
dishonest parties cannot communicate with each other. For subsequent ease of describing the simu-
lators, in this work we shall follow Definition 1 as stated, instead of the exact definition in [MR11].

2.1.3 Operational implications

The operational implications® of Definition 1 can be seen by considering the composition
of protocols satisfying this definition. Namely, suppose we have a protocol & that constructs

(]—"}§1931> from (]—"}Seal) within distance X in the sense of Definition 1. Consider any larger
PCQ pPcq

protocol #’ that is designed to use the ideal functionality (F}éﬂea1> pcg 28 @ resource. We want
to study what happens if this intended functionality (F}éﬂeal)PCQ is replaced by the protocol &

applied to (f}?al>PCQ.

To do so, let us pick any P C @ and focus on the scenario where the parties P are dishonest.
Now take any event in this scenario that could be considered a “failure” in the larger protocol
(we impose no restrictions on the nature of a failure, except that it be a well-defined event), and
suppose the larger protocol also comes with a proof that for any strategy by the dishonest parties,
the probability of this failure event is upper-bounded by some p, when using the ideal resource
Fideal In that case, one implication of Definition 1 being satisfied is that the probability of this

failure event (in the larger protocol) is still at most py + A even when (F}éﬂeal)PCQ is replaced by

the protocol & applied to (]—"}Seal) Pco’ This follows from the following observations. Firstly, since

the bound py for the functionality Fid¢® holds for any strategy by the dishonest parties, it must
in particular hold when they implement the simulator %7, i.e. it holds if they are using Fideals:”
instead of Fid¢al. Secondly, since the distinguishing advantage between Fis¢alxF and 17 Fisal
is at most A according to Definition 1, the probability of the failure event cannot differ by more
than A\ between them (otherwise the event would serve as a way to distinguish the two cases
with advantage greater than \). In other words, the replacement has not increased the maximum
probability of the failure event by more than A — we highlight again that this failure event could
have been chosen to be any arbitrary event; hence this is a very powerful operational statement.

From this argument, we can also gain insight into the purpose of the apparently contrived
simulators ©¥ in Definition 1. Basically, they represent some operations that the dishonest parties
could have performed using only the ideal resource Fis°3l. While these operations are not necessarily

3 A more abstract composability notion given by this definition is that if several protocols satisfying this definition
are composed, the “error” A\ of the resulting larger protocol can be bounded by simply by adding those of the
sub-protocols; see [MR11] for further details.
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the “optimal” ones they could do in order to “attack” Fi5°3, the fact remains that they are valid op-
erations for the dishonest parties, and are hence subject to the bound pg on the failure probability.
Critically, this was enough for the rest of the argument above to carry through, even though the
simulator ¥ may be carrying out some complicated operations that have no correspondence to
any sort of reasonable “attack” on Fig¢4!. Such arguments are not uncommon in simulator-based
notions of security (even outside the Abstract Cryptography framework), the shared underlying
idea being typically that the real behaviour could have been reproduced (or approximated) by
taking only the ideal behaviour and applying some operations to it, hence it essentially suffices to
only consider the ideal behaviour. (In the context of our specific protocol, we shall briefly discuss
this further in Remark 8 of Sec. 6.1.)

There is a technicality in the above argument, namely that in order for the reasoning to be valid,
the bound py (for the larger protocol &’ using Fi¢¢8!) must be derived for a class of dishonest-party
strategies that includes the simulator »” in order for the bound to hold for ]—"}SiealZP as well. This
means that if a more “powerful” simulator is used in Definition 1, then the bound py must be
proved against a more “powerful” class of strategies. In particular, for instance the simulators %
we construct in this work assume that the dishonest parties P collaborate to some extent (when
there are multiple dishonest parties), which means that to apply the above operational interpre-
tation, the bound py for the larger protocol must be valid against collaborating dishonest parties.
However, we note that this is more of a consideration for the larger protocol &', rather than the

protocol & in Definition 1 itself.

2.2 ldeal ECD functionality

We work in a setting with three parties: Alice who is always honest, and Bob and Eve who may
independently be honest or dishonest. The inputs for Alice and honest Bob into the functionality
are:

(i) Message M € {0,1}" from Alice at time ¢

(ii) Deletion decision D € {0,1} from Alice at time ¢3
and their outputs are:

(i) Abort decision O € {T, L} to Alice and Bob at time ¢;
(ii) Deletion decision D to Bob at time 73
(iii) Deletion flag F' € {v/, X } to Alice at time ¢4

—~ M ifDAF=0
(iv) M = 1 to Bob at time 5
0" ifDAF=1

where for the purposes of applying the AND function to the binary symbols {X, v/ }, Xis inter-
preted as 0.

The times corresponding to the inputs and outputs must satisfy t; <ty < t3 < i3 < t4 < t5. In
particular, we shall call a functionality an ideal ECD functionality if it produces the above inputs
and outputs at any points in time satisfying the above constraints. We have strict inequality only
between ¢4 and ¢5 because this is necessary in any real protocol for achieving the functionality.
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We now describe how the honest inputs and outputs are to be interpreted. Alice and Bob’s
output O is to detect interference by Eve. If O = L then the protocol stops and no further inputs
are fed in or outputs are received. Alice’s input M is self-explanatory: this is the secret message
that she potentially wants Bob to learn. Alice’s decision D is her later decision about whether she
wants Bob to learn M: some time after inputting the message but strictly before the time ¢5 when
the message is supposed to be revealed, Alice inputs D = 1 if she does not want Bob to learn
M; otherwise she inputs D = 0. D is directly output to Bob some time after Alice inputs it. The
output F' to Alice is only produced if D = 1, and this indicates whether Bob has produced a valid
deletion certificate (although the deletion certificate itself is not part of the ideal functionality). If
Bob is honest then he always produces a valid certificate if Alice asks him to, and F' is always v".
Finally, the output M to Bob is a function of M ,Dand F: if D = 0, i.e., Alice wanted him to learn
the message, or F' = X, i.e., he did not produce a valid deletion certificate, then M=M ; otherwise
it is the dummy string 0".

Now we come to the inputs and outputs of dishonest parties, which are the following;:

(i) Abort decisions OB and OF € {T, L} from Bob and Eve at times #}, ¢/ respectively
(ii) Deletion decision D € {0, 1} to Eve at time #3

(iii) Deletion flag F' € {v/, X } from Bob at time ¢.

The times corresponding to these inputs and outputs must satisfy the following ordering with
respect to the previously specified times: ¢}, ¢] < t1, t3 < t3 and ¢35 < ¢} < t4. We remark that we
are indifferent about the relative ordering of #;, ¢ and 3, 3.

Eve’s input O is similar to what she has in the ideal key distribution functionality that is
achieved by quantum key distribution (see e.g. [PR14]). She has the ability to interfere in a way
that makes the honest parties abort the protocol. If Bob is honest then Eve’s choice of OF directly
gets output to Alice and Bob as O and the protocol stops if OF = 1. However, if O® = T, then the
protocol continues and Eve gets nothing other than D as further outputs, and in particular she is
not able to learn the message. We include D as an output for Eve because we cannot prevent her
from learning this in our actual protocol. Dishonest Bob also has an input OF that he can use to
make the protocol abort: Alice and Bob’s output O is L if either one of Bob and Eve inputs L. We
include this input for Bob because in the real protocol we cannot prevent Bob from deliberately
sabotaging whatever test Alice and Bob are supposed to perform in order to detect interference
from Eve, so that the output is O = 1.* Finally, Bob’s input F indicates whether he has decided
to produce a valid deletion certificate and hence lose his ability to learn the message or not, and
this is directly output to Alice. Honest Bob does not have this functionality, as he simply always
deletes his information if requested by Alice.

The final ECD,, functionality, parametrized by the message length n, is depicted in Figure 3
in the four possible combinations of honest and dishonest Bob and Eve. A security proof of a
protocol for ECD,, with security parameter A will consist of showing that the protocol constructs
the functionality depicted in Figure 3 within distance A as per Definition 1.

4Certainly from the point of view of the ECD functionality such an action by Bob seems pointless, but we
cannot exclude this possibility for any composable security proof, since we do not know Bob’s motivations in some
hypothetical larger protocol in which the real ECD protocol is used, and it may be useful for Bob there if the protocol
outputs L.
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Figure 3: Ideal ECD,, functionality in four cases. The times at which various events occur satisfy ¢],t} <
t; <ty <tg <ts, it <t) <ty <ts. All inputs and outputs after O are only provided if O = T; the F input
and output are only provided if D = 1. 1 and Xare interpreted as 0 for the AND function.
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2.3 Achievability result

Before stating the result about our protocol constructing the ideal ECD functionality, we clarify
what resources are used by the protocol, and what assumptions are needed on said resources.

Resources used.

(i) Boxes (B!, B?) of the form (B} ...B},B}...B?), where each (B}, B?) is compatible with one
instance of the magic square game MS. These boxes are “untrusted”, in the sense that Eve®
supplies them to Alice and Bob after having chosen the states in the boxes and the measure-
ments they perform.

(ii) A trusted temporarily private randomness source R, which if used by Alice by time ¢;,
makes public all the randomness it supplied at some time ¢4 < ¢ < t5.

(iii) A trusted private randomness source RY with Alice (which does not make public the ran-
domness it supplies to Alice).

(iv) An authenticated classical channel C between Alice and Bob, which faithfully transmits all
classical messages sent between them, but also supplies copies of the messages to Eve; the
channel only needs to be active until time #4.

Assumptions about quantum boxes. We make the following standard assumptions about the
boxes (B!, B?) for device-independent settings:

(i) The boxes cannot access any registers storing private information from previous protocols,
and this restriction continues to hold if the boxes are re-used in future protocols.

(ii) When held by an honest party, the boxes do not broadcast the inputs supplied to them and
outputs obtained.

(iii) There is a tripartite tensor-product structure across the state in the B! boxes, the state in the
B2 boxes, and Eve’s side-information.®

(iv) Whenever Bob is dishonest, he can “open” his boxes and directly perform arbitrary oper-
ations or measurements on the quantum state they contained. (This matches the allowed
dishonest behaviours in other DI protocols for two-party cryptographic tasks [ACK+14,
SCA+11, AMP+16, KST22, FM18].)

The first assumption here is to address the memory attack of [BCK13], as mentioned in the in-
troduction (an alternative possibility would be to require that this is the first time the devices are
used, and the devices are destroyed afterwards, though this is rather impractical). The second
assumption is a basic one that is rather necessary to do any cryptography at all, and the third is a
standard nonlocal-game scenario that could be enforced in principle by spatial separation between
the parties.

Additionally, however, we also impose the following assumption:

5This describes the resource behaviour in the cases where Eve is dishonest. In the case where only Bob is dishonest,
we shall consider Bob to be the party choosing the box behaviour.

SWith the technical exception of the case where both Bob and Eve are dishonest, since they may choose to
collaborate in that case; however, this is not too important since even this case can in principle be mapped to a
tensor-product structure with quantum communication between Bob and Eve.
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(v) Whenever Bob is honest (but the boxes are supplied by a potentially dishonest Eve), he is
able to enforce that his | boxes B ... B} satisfy no-signalling conditions between them —
this could, for instance, be supported by physical “shielding” measures between the boxes
that prevent the input to each box from leaking to other boxes. This implies that for any
subset 7' C [l], there is a well-defined notion of Bob supplying inputs to only the boxes
specified by 7" and immediately receiving the corresponding outputs, with the rest of the
inputs to be supplied later (such a procedure is required in our protocol). Furthermore, this
no-signalling constraint also implies that the overall output distribution across all the rounds
will be unaffected by which subset T" of inputs Bob supplies first.

This condition is rather stronger than the typical requirements in the device-independent setting
(for non-IID situations, at least). However, it appears to be necessary to ensure security against
dishonest Eve in our protocol, though it could be omitted if we instead aim for a more limited func-
tionality similar to [BI20] that does not consider security against an eavesdropper, or potentially
it could be worked around using some ideas developed in [KT22]. We defer further discussion of
this point to Section 2.4 below.

When Eve and Bob are honest, we assume that the boxes (B} ...B},B7...B?) play MS! with
an ii.d. strategy, although they may do so ¢/2-noisily. That is, each box independently wins MS
with probability 1 — /2 instead of 1, for some ¢ > 0.

We shall use (B} ... B}, B} ... B?). to refer to boxes with the above properties.

Theorem 2. Assuming Conjecture 1, there exists a universal constant ey € (0,1) such that for any
e € (0,e9], A € (0,1] and n € N, there is a protocol that constructs the ECD,, functionality depicted
in Figure 3, within distance X\, using only the resources R, C and (B ... B, B%...B?). for some
I=1\e,n).

We reiterate here from Section 1.1 that in the above theorem, Conjecture 1 is not required to
show intermediate security properties (see Lemmas 25-27), but only to show that these properties
lead to composable security. Furthermore, even without that conjecture, our proof is sufficient to
show that the protocol is composably secure in the standard device-dependent setting at least.

Remark 3. The resources we use put some constraints on the timings achievable in the ECD,
functionality. For example, if R makes the randomness used by Alice public at time tk, then t4 and
ts must satisfy tg < ty < t5. Similarly, the delay between t3 and i3, t) and ty depend on the time
taken to transmit information between Alice and Bob using C.

2.4 Implications of security definitions and assumptions

A number of points regarding our definition of the ideal functionality, the composable security
framework, the resources used, and what they mean for security, need further clarification. We do
this below.

¢ While the message D from Alice indicates whether she would like Bob to delete his cipher-
text, the final decision of whether Bob actually does so is entirely up to him. Because of
this, one could consider a variant protocol and ideal functionality definition where this mes-
sage D is omitted. However, it is easy to see that our security proof also proves the security
of this variant (one way to see this would be to note that it is basically equivalent to the

Accepted in { Yuantum 2023-06-25, click title to verify. Published under CC-BY 4.0. 18



distinguisher always selecting D = 1, and since our security proof needs to cover any dis-
tinguisher strategy, in particular it also includes this possibility).

¢ In line with the Abstract Cryptography framework, we have defined the ideal functionality
above for all four combinations of honest/dishonest Bob and Eve. In particular, we remark
that in the case where both Bob and Eve are dishonest, this framework does not explicitly
specify whether they collaborate with each other — the framework is a priori neutral about
this possibility. However, in our proof, the simulator we construct to satisfy Definition 1
for this case does involve some collaboration between them. This does not affect the ab-
stract definition, but we reiterate that it has implications for the operational interpretation
as described in Section 2.1. Specifically, to “safely” use our protocol in place of the ideal
ECD functionality in a larger protocol, the bounds on failure probabilities in the larger pro-
tocol when Bob and Eve are dishonest must at least hold for the case where Bob and Eve
collaborate enough to implement the simulator we constructed.

* Our protocol is clearly unable to guarantee the absence of communication between Bob and
Eve when both are dishonest. Hence while we did not explicitly specify a communication
channel between them in the ideal functionality, we do implicitly allow for the possibility.
(As previously mentioned, our security proof proceeds without explicitly including such a
channel in the ideal functionality, because we have stated Definition 1 using joint simulators
for the dishonest parties.)

* We imposed a condition that honest Bob’s boxes satisfy no-signalling conditions between
them. This is required for our security proof in the case where Bob is honest and Eve is
dishonest, because it relies on the existence of a single distribution P 4 5| xy that describes the
Alice-Bob input-output behaviour regardless of the order in which Bob supplies his inputs
(essentially because in our proof here we use a sampling lemma that requires the underlying
distribution to be independent of the sampled subset).” (An analogous condition is not
required for Alice because she supplies all her inputs at once in our protocol.) However, if
we were to instead restrict ourselves to a more restricted two-party functionality that omits
Eve from the scenario considered here (i.e. similar to [BI20], which does not model a third-
party eavesdropper), then this condition would be unnecessary, due to the discussion in the
next point.

¢ In contrast, whenever Bob is dishonest, we do not require an analogous condition — this
is consistent with the fact that we allow dishonest Bob to “open” his boxes and perform
arbitrary operations on the states within. This is not a problem for our security proof against
dishonest Bob, because the distribution P 4 xy in that context is not quite a fixed input-
output distribution for “abstract” boxes, but rather describes the conditional distribution of
the strings AB when dishonest Bob produces B using some operation chosen depending
on a string Y which he learns over several steps (although Alice is indeed obtaining A by
just supplying X as input to her boxes). In particular, in that proof it is acceptable for there
to be a different distribution P 4| xy for each possible order in which Bob learns the string
Y. (From a physical standpoint, the order in which Bob learns Y does impose some time-
ordering constraints on the parts of B that he produces before learning all of Y; however, it
seems difficult to make use of such constraints in the proof. Hence we simply use the fact that

"Still, in [KT22] we recently proposed a protocol with a different approach for the random sampling, and it
seems possible in principle that the approach there could be adapted to the ECD protocol in order to remove the
no-signalling condition on honest Bob’s boxes, though that would be beyond the scope of this work.
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for each possible order in which Bob learns Y, there is a resulting distribution P 4 5| xy which
falls within the larger set of correlations captured in the parallel-repetition framework.)

¢ Ideally, we would like to have a protocol for ECD that does not require private randomness
on Alice’s side. This is because if Alice had access to randomness that remains private unless
she chooses to communicate it, she could simply one-time pad her message with a random
string to generate the ciphertext, then refuse to reveal the random string to Bob later if she
decides she does not trust him. However, our current protocol does involve some private
randomness, due to a technical point in our security proof: we prove security by means of an
anchored parallel repetition theorem, where only part of Alice’s input is revealed to Bob or
Eve. This seems to be a limitation of parallel proof techniques that have been given so far —
parallel QKD security proofs also have this requirement [JMS20, Vid17], and for essentially
this reason, there have been no parallel security proofs of device-independent randomness
expansion. Still, the advantage of our protocol over the trivial protocol with private random-
ness we just described is that in the trivial protocol, Alice needs to communicate with Bob at
the moment when she decides whether the message should be revealed or not, whereas this
is not required in our protocol: Alice can simply rely on the temporarily private randomness
source to reveal all the information that Bob needs for decryption, and the randomness that
Alice got from the private randomness source is not needed for decryption. In other words,
we can suppose Alice does not even have a communication channel with Bob after a cer-
tain point, in which case the trivial protocol does not work. (Overall, this issue is somewhat
due to the formalization we chose here for “leaking the decryption key” in the composable
framework — in contrast, in the game-based framework of [BI20], one simply declares what
is to be counted as part of the decryption key:.)

2.5 Alternative security definition

In order to provide an easier comparison to previous works, we now describe an alternative
set of security definitions that could be considered, in a framework that is more similar to that
considered in [BI20]. However, as the setup we consider is an extended version of that considered
in [BI20], some changes as compared to the definitions in that work are necessary — we elabo-
rate on those changes after presenting these modified definitions. (These security definitions are
somewhat similar to some intermediate properties in our composable security analysis, but our
purpose in stating them here is mainly to ease comparison with [BI20]. Some features of this def-
inition are similar to [GMP22], which also featured interactive encryption schemes.) As we are
aiming for information-theoretic security, we present various conditions below in terms of trace
distance (rather than distinguishability with respect to a computationally bounded adversary).

Alternative Definition 1. A device-independent ECD protocol involves two parties Alice and Bob
and a potential third-party “eavesdropper” Eve, out of which Alice always behaves honestly while
Bob and Eve might behave dishonestly. It consists of an encryption phase, followed by an optional
certified deletion phase, and finally a decryption phase. These phases have the following structure,
where we let Qp denote a register that Bob holds and updates arbitrarily over the course of each
phase (there is no loss of generality in using a single register for this purpose, because we do not
bound its dimension), and analogously we have a register Qg for Eve. (As for Alice, she is always
honest in this scenario, hence in the following we only state the registers she is supposed to hold at
the end of each phase.)
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o In the encryption phase, Alice and Bob begin with bozes of the form described in Section 2.3,
and perform an interactive procedure (over a public authenticated channel) that outputs a
classical value O € {T, L} (informally, indicating whether “eavesdropping” was detected).
If O = 1, Alice and Bob do not proceed further beyond this point. If O = T, Alice then
chooses a message m, and Alice and Bob perform some further interactive steps, during
which Alice generates a decryption key R and an additional string P for potential use in the
certified deletion phase, while Bob generates some quantum ciphertezt state (depending on
the message m). At the end, each party has the following registers: Alice holds the classical
registers ORP, Bob holds his register Qp containing the ciphertext state and possibly some
other quantum side-information, and FEve holds some quantum side-information in Q.

e In the certified deletion phase (if it occurs), Alice computes some message using the string P
and sends it to Bob. Alice and Bob then perform an interactive procedure (in which Bob can
use the register Qp retained from the encryption phase), at the end of which Alice uses the
string P to produce a classical value F € {/ , X} (indicating whether she accepted the deletion
certificate). At the end, each party has the following registers: Alice holds the classical registers
ORF, and Bob and Eve hold some quantum side-information in their respective registers Qp

and Qf.

e In the decryption phase, Alice sends the decryption key R to Bob using the authenticated public
channel. Bob then performs some local operations using R and his register Qp, producing
some classical value M (intended to be a guess for the message m). At the end, each party
has the following registers: Alice holds the classical registers OF, Bob’s register Qp contains
the classical value M and possibly some other quantum side-information, and Eve holds some
quantum side-information in Q.

We require that the ECD protocol satisfies notions of completeness, correctness, and secrecy, defined
as follows (where the parameters Acom, AEC, Ac1 have values in [0,1]):

e The protocol is Acom-complete if, whenever Bob and Fve are behaving honestly, we have
Pr[O = 1] < Acom, (1)
and whenever Bob is honest and the certified deletion phase occurs, we have

Pr[O =T AF =X] < Aeom. (2)

e The protocol is A\gg-correct if for any choice of message m, whenever Bob is behaving honestly,
we have

Pr[O = T A M # m] < Agc. (3)

e The protocol is Acr-secret if for any choice of message m, all of the following conditions hold.
Firstly, for any behaviour by Bob and Eve, at all times between the point where O is produced
and the point where Alice releases the decryption key R, we have (letting WQBQE\T(m) denote
the state produced at that point in time when the chosen message value is m, conditioned on
0o=T)

Pr[0 = T]||wgpqpT(m) - wQBQEW(On)Hl < 2Aer, 4)
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and furthermore, if the certified deletion phase occurs, then at all times after F' is produced
(including after Alice releases the decryption key R), we have (letting wg o, Tvs (M) denote
the state produced at that point in time when the chosen message value is m, conditioned on
O=Tand F=V)

PriO=TAF=/] HWQBQEW/ (M) — wWQpQp|Tv (On)Hl < 2Aar- (5)

Secondly, whenever Bob is behaving honestly (while Eve may not be), at all times after O is
produced, we have (where wgq,|T(m) is defined analogously to above)

Pr[O = T] HwQEW(m) - f,.)QEW(o")H1 < 2)\cr. (6)

As compared to the security definitions in [BI20], the above definitions may appear somewhat
elaborate. However, this is necessary in some form due to the additional features we intend to
incorporate here as compared to that work (such as security against an eavesdropper Eve, as well
as the DI security guarantee), which in particular have required us to include in our protocol some
additional interaction rounds and a flag O to test for eavesdropping, as compared to [BI20]. Since
their protocol involves comparatively few rounds of interaction, they were able to present their
definitions using an explicitly denoted individual channel for each round; however, such a presen-
tation would quickly become unwieldy for our protocol. Hence in the above definition we have
simply described the processes in terms of “interactive procedures”, which are to be implicitly
understood as some sequence of channels performed by the relevant parties, and we have intro-
duced the registers g, Q@ to account for dishonest Bob and/or Eve arbitrarily updating their
registers over that process. (A similar approach has been used in other recent work on encryption
protocols with interaction; see for instance Definition 5.8 in [GMP22].) To aid understanding, we
now qualitatively describe the intuition behind each of the requirements in the above definition,
and compare them to [BI20].

Firstly, the completeness conditions (1)—(2) simply reflect the notion that when various parties
are behaving honestly, the corresponding flags should take the “accept” value with high proba-
bility. More specifically, (1) states that when there is no eavesdropping, the flag O takes value T
with high probability (this has no counterpart in [BI20], which does not check for eavesdropping);
while (2) basically ensures that when Bob validly deletes his information, the flag F takes value
v with high probability (this corresponds to Eq. (37) in [BI20], though here we slightly modify the
condition to account for the O flag).

Next, the correctness condition (3) is also straightforward: it simply requires that when Bob
behaves honestly, then regardless of how Eve acts, the probability that Bob decrypts to the wrong
message and the flag O is set to the “accept” value is small. This is the same as the definition of
correctness provided in Section 5.2 of [BI20].

Finally, the secrecy condition is the one which appears most different from [BI20]. Qualita-
tively, (4) and (5) are meant to correspond respectively to the notions of ciphertext indistinguisha-
bility and certified deletion security in [BI20]: each of these notions informally describes some idea
of an adversary trying to distinguish between an encryption of the actual message versus an en-
cryption of the all-zero string 0™.% In [BI20], those definitions could be presented using a small

8More specifically, ciphertext indistinguishability covers the situation where the adversary does not yet have access
to the decryption key, while certified deletion security covers the situation where the certified deletion procedure has
taken place and the adversary is then supplied with the decryption key.
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number of explicitly denoted channels applied by the adversary, due to the small number of com-
munication rounds in their protocol. However, our protocol involves too many rounds for this to
be a practical description. We hence instead impose conditions in terms of the trace distance be-
tween the states produced in the two cases, and require these conditions to hold over the relevant
timeframes. Due to the operational interpretation of trace distance as distinguishing advantage,
this corresponds to a bound on the probability of an adversary successfully distinguishing the two
cases (up to some technicalities about conditioning on the OF flag values), hence having implica-
tions that are qualitatively similar to the [BI20] definitions of ciphertext indistinguishability and
certified deletion security. Lastly, (6) is meant to ensure an analogous notion of indistinguishabil-
ity from Eve’s perspective even if she tries to eavesdrop on the devices, which is an aspect that
was not considered in [BI20] and hence has no counterpart in that work.

In the remainder of this work, we will mostly focus on proving security in the abstract cryp-
tography framework; however, we shall also include discussion of this alternative definition at
several points (see Remark 6 and Section 5.5) to aid understanding and comparison to previous
work. For instance, when we present our full ECD protocol later (Protocol 1), the descriptions
are phrased in terms of the abstract cryptography resources explained in Sections 2.1-2.3, but we
also include below the protocol description (in Remark 6) an explanation of how the registers
in the protocol correspond to the registers described in this alternative definition. For now, we
just highlight and briefly discuss a particularly significant point: in the alternative definition pre-
sented above, there is a decryption key R that is revealed in the decryption phase. In the context
of the abstract cryptography framework, this register R is instead formalized as the randomness
Alice obtains from the temporarily private randomness source described in Section 2.3, which is
revealed to all parties at some fixed later time — this is how we have chosen to formalize (in that
framework) the notion that this “decryption key” value might be revealed to Bob and/or Eve after
the certified deletion phase.

3 Preliminaries

3.1 Probability theory

We shall denote the probability distribution of a random variable X on some set X by Px.
For any event £ on X, the distribution of X conditioned on £ will be denoted by P x¢. For joint
random variables XY with distribution Pxy, Px is the marginal distribution of X and P X|y=y iS
the conditional distribution of X given Y = y; when it is clear from context which variable’s value
is being conditioned on, we shall often shorten the latter to Py |,. We shall use Pxy Pz x to refer
to the distribution

(PxyPzix)(7,y,2) = Pxy(2,y) - Pzix=c(2)-

Occasionally we shall use notation of the form Pxy P z,-. This denotes the distribution

(PxyPz)(x,y,2) = Pxy(2,y) - Pzix=a+(2),

which potentially takes non-zero value when = # z*. For two distributions Px and Pxs on the
same set X, the ¢; distance between them is defined as

IPx —Px/li =Y |Px(z) — Px/(a)l.
xeX

Accepted in { Yuantum 2023-06-25, click title to verify. Published under CC-BY 4.0. 23



Fact 3. For joint distributions Pxy and Px:y: on the same sets,
IPx —Px/|li < ||Pxy — Pxryr|1.

Fact 4. For two distributions Px and Px: on the same set and an event £ on the set,
1
Px(&) = Px(€)] = 5lIPx = Pxrs.

Fact 5. Suppose probability distributions Px,Px: satisfy |[Px — Px/|1 <&, and an event £ satisfies

Px (&) > a, where a > €. Then,
2e
IPxie = Pxrell < —.
o

The following result is a consequence of the well-known Serfling bound.

Fact 6 ([TL17]). Let Z = Z; ... Z; be l binary random variables with an arbitrary joint distribution,
and let T be a random subset of size vyl for 0 < v < 1, picked uniformly among all such subsets of
[[] and independently of Z. Then,

Pr

(Z Zi>(1— 5)71> A ( > Zi<(1-2e)(1- 7)1)] < 272,

i€T iEl\T

3.2  Quantum information

The /; distance between two quantum states p and o is given by

lo—olli = Tr\/(p— o) (p— 0) = Tr|p - o.

The fidelity between two quantum states is given by

Flp, o) = IvVpvol

The Bures distance based on fidelity is given by

B(p,0) =1/1—F(p,0).

¢y distance, fidelity and Bures distance are related in the following way.

Fact 7 (Fuchs-van de Graaf inequality). For any pair of quantum states p and o,
2(1=F(p,0)) < llp—ollr <2y/1 = F(p,0)*.

2B(p,0)* < |lp — oll; < 2v2-B(p,0).

For two pure states |1) and |¢), we have

Consequently,

)l — 18Xl = y/1 = F ()Xol [o)e])? = /1 - [, o) 2
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Fact 8 (Uhlmann’s theorem). Suppose p and o are mized states on register X which are purified to
|p) and |o) on registers XY, then it holds that

F(p,7) = max |(pl Ly © Ulo)

where the mazimization is over unitaries acting only on register Y. Due to the Fuchs-van de Graaf
inequality, this implies that there exists a unitary U such that

|(1x @ U) ool (1x @ UY) = [oXol|| < 2y/llp = ol

Fact 9. For a quantum channel £ and states p and o,
1E(p) =E@)llr < llp =0l F(E(p), E(0)) = F(p, o).
The entropy of a quantum state p on a register Z is given by

H(p) = —Tr(plog p).

We shall also denote this by H(Z),,. For a state py; on registers Y Z, the entropy of ¥ conditioned
on 7 is given by
HY[2), = H(Y2), = H(Z),

where H(Z),, is calculated w.r.t. the reduced state pz. The conditional min-entropy of Y given Z
is defined as
HOO(Y|Z)p = inf{)\ :dog st opyz X 27)\]15/ &® Uz}.

The conditional Hartley entropy of Y given Z is defined as

Ho(¥|2), = log (sup Tr(supp(py 2) Ly © 72)))

where supp(py z) is the projector on to the support of py 7. For a classical distribution Py z, this
reduces to

Ho(¥|2)py., =log (sup {y : Py2(y.2) > 0)]).
For 0 < ¢ < 2, the /-smoothed versions of the above entropies are defined as

H.(YZ),= sup H(Y|Z2)y  HYY|Z)p,,= inf infHo(Y|Z),.
p'llp—p 11 <6 p':llp’—pll1 <6

Fact 10. For any state pxyz and any 0 < § < 2,

H(Y|X Z), > H(Y]Z), —log | .

The relative entropy between two states p and o of the same dimensions is given by

D(pl|o) = Tr(plog p) — Tr(plog o).
Fact 11 (Pinsker’s Inequality). For any two states p and o,

lp—ol} <22-D(pllo) and B(p,0)? <In2-D(pllo).
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The mutual information between Y and Z with respect to a state p on Y'Z can be defined in the
following equivalent ways:

(Y : Z)p = D(pyzllpy ® pz) = H(Y)p - H(Y|Z)p = H(Z)p - H(Z|Y)p'
The conditional mutual information between Y and Z conditioned on X is defined as
I(Y : Z|X), = H(Y|X), - H(Y[X Z), = H(Z|X), — H(Z|XY),.
Mutual information can be seen to satisfy the chain rule

(XY :2),=0(X:2),+1(Y : Z|X),.

A state of the form
pxy = Y_Px () |z)z|x ® py|s

is called a CQ (classical-quantum) state, with X being the classical register and Y being quantum.
We shall use X to refer to both the classical register and the classical random variable with the
associated distribution. As in the classical case, here we are using py |, to denote the state of the
register Y conditioned on X = z, or in other words the state of the register Y when a measurement
is done on the X register and the outcome is z. Hence pxy|, = [2)(%|x ® py|,- When the registers
are clear from context we shall often write simply p,.

Fact 12. For a CQ state pxy where X is the classical register, Hoo(X|Y'), is equal to the negative
logarithm of the mazimum probability of guessing X from the quantum system py,, i.e.,

Hoo (X]Y), = —log ({3&}) > Px(x) Tr(%ﬂm))

where the maximization is over the set of POVMs with elements indezed by x.

For CQ states, the expression for relative entropy for pxy and oxy given by
pxy = Y Px(z)|z)z[x @ pyl  oxy =D Px(x)|z)z|x @ oy,
X X

reduces to
S(pxvlloxy) = S(Px|Px/) + E S(oylelloyiz)- (7)
X

Accordingly, the conditional mutual information between Y and Z conditioned on a classical reg-
ister X, is simply
I(Y:Z]X):gE (Y :2),,. (8)
X

3.3  2-universal hashing

Definition 2. A family $ of functions from X to Z is called a 2-universal family of hash functions
iff

1
S -

2]

where the probability is taken over the choice of h uniformly over $).

Vo # o’ Pr[h(z) = h(z")]
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2-universal hash function families always exist if | X'| and |Z| are powers of 2, i.e., bit strings of
some fixed length (see e.g. [CW79]). We shall denote a family of 2-universal hash functions from
{0,1}* to {0,1}" by H(s,n).?

2-universal hash functions are used for privacy amplification in cryptography. For privacy
amplification against an adversary with quantum side information, the following lemma is used.

Fact 13 (Leftover Hashing Lemma, [Ren05]). The CQ state Porps: Where C is an n-bit classical
register, K is an s-bit classical register, and H is a classical register of dimension |$(s,n)|, is

defined as
PekHE = Z Z |57)(S TL)| (k) ’h(k),k, h><h(k),k, h’CKH ® pE|k
ke{0,1} hef(s,n)
Then for any € € [0, 1),

1c

__*C _ ~ L (HS, (K |E)—n)
HPCHE on ©PuE . =272 + 2.

4 The magic square game & its parallel repetition

In a 2-player k-round game G, Alice and Bob share an entangled state at the beginning of
the game. In the j-th round, they receive inputs (27, 3’) and produce outputs (a’, ) respectively.
They can do this by performing measurements that depend on the inputs and outputs of all rounds
up to the j-th, on the post-measured state from the previous round. Each round has an associated
predicate V7 which is a function of all inputs and outputs up to the j-th round. Alice and Bob win
the game iff

/\Vj(ml...a:j,yl...yj,al...aj,bl...bj):1.

For a k-round game G, let G! denote the I-fold parallel repetition of it, and let G*/! denote the
following game:

e For j =1 to k, in the j-th round, Alice and Bob receive :1:{, e ,:L"{ and y{, e ,ylj as inputs.
* For j = 1to k, in the j-th round, Alice and Bob output a{, e ,a{ and y{ e ,ylj .
e Alice and Bob win the game iff (z} ... 2F, 4! ... y¥ al...a¥ bl ... bF) win G for atleast t many

1771
1-S.

A parallel repetition threshold theorem gives an upper bound on the winning probability of G*/!
which is exponentially small in /, for sufficiently high values of ¢/I.

In the magic square game,

9Strictly speaking, in our applications of this concept we shall need to use bitstrings of variable length (up to
some upper bound [) as inputs to the hash functions. This can be handled simply by noting that there are pla— |
bitstrings of length less than or equal to [. Hence there is an injective mapping from such bitstrings to bitstrings of
length [ + 1, and we can then apply 2-universal hash families designed for the latter (note that the mapping leaves
all conditional entropies invariant because it is injective).
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¢ Alice and Bob receive respective inputs € {0,1,2} and y € {0, 1,2} independently and
uniformly at random.

e Alice outputs a € {0,1}3 such that a[0] ® a[1] @ a[2] = 0 and Bob outputs b € {0,1}3 such
that b[0] & b[1] & b[2] = 1.

¢ Alice and Bob win the game if a[y] = b[z].
The classical value of the magic square game is w(MS) = 8/9, whereas the quantum value is
w*(MS) = 1.

We introduce two variants of the magic square game: a 3-player 1-round version where Alice
and Bob’s distributions are product and are anchored w.r.t. the third player Eve’s input, and a
2-player 2-round version where Alice and Bob’s first round inputs are product and anchored w.r.t.
Bob’s second round input. We shall make use of parallel repetition threshold theorems for both
these kinds of games.

4.1 2-player 2-round MSB,
MSB,, is defined as follows:
e In the first round, Alice and Bob receive inputs = € {0,1,2} and ¢’ € {0, 1,2} independently
and uniformly at random.

* Alice outputs a € {0,1}3 such that a[0] ® a[1] @ a[2] = 0, and Bob outputs ¥’ € {0,1}3 such
that v/'[0] @ b'[1] & V'[2] = 1.

¢ In the second round, Bob gets input z =1 (indicating no input) with probability «, and
otherwise z = (z, y) where y is uniformly distributed on {0, 1,2} \ ¢/. (Alice has no input.)

* Bob outputs ¢ € {0, 1}. (Alice has no output.)
e Alice and Bob win the game if a[y'] = 0'[z], and either Bob gets input L or aly] = c.

Lemma 14. There exists a constant 0 < c® < 1 such that w*(MSB,) = 1 — cB(1 — a).

In order to prove Lemma 14, we shall make use of a result due to [FM18].

Fact 15 ([FM18]). Suppose Alice and Bob have a state and measurements that can win the MS game
with probability 1 — §. Consider any x,y,y € {0,1,2} such thaty' # y, and suppose Alice and Bob
perform the aforementioned measurements for inputs x,y’, receiving outputs a,b’. Then if Bob is
subsequently given y and Alice’s input x, the probability that he can guess aly] is at most % +9V6.

Proof of Lemma 14. Since z = (x,y) with probability 1 — a > 0, it suffices to show that the
probability of winning the game for z = (x, %) is at most 1 — c? for some ¢® > 0. If z =1, the game
being played is just the standard magic square game, which can be won with probability 1.

The probability of winning the game if z = (z,y) can be written as Pr[(a[y’] = V/[z]) A (aly] =
¢)|z = (x,y)], which is upper bounded by

min{Prlaly’] = V'[z]|z = (z,y)], Prlaly] = c|]z = (z,y)]}.
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Denote Prlaly’] = ¥[z]|z = (z,y)] = 1 —§. Then by Fact 15 we have Prlaly] = c|z = (z,y)] <
%+9\/5 , hence the above expression is upper bounded by the maximum value of min{1—4, %+9\/5 }
over all possible d. Since %—1—9\@ is continuous in ¢ and has value less than 1 at 6 = 0, this maximum

must be less than 1. In fact the maximum is obtained at the intersection of 1 — § and % +9v/6 for
d € [0, 1], where the value is ~ 0.997. O

Theorem 16. For c2 = (1 — a) from Lemma 14, § such thatt = (1 —cB +n)l € (1 —cB)1,1],
there exists d® > 0 such that

% _ B, 3,2
w*(MSB!/!) < g=4"ma™l,

We prove more a general version of Theorem 16 in Section 7.

4.2 3-player MSE,, game
MSE,, is defined as follows:

e Alice and Bob receive inputs = € {0,1,2} and y € {0,1, 2} independently and uniformly at
random.

e Eve receives an input z =1 (indicating no input) with probability «, and z = (z,y) with
probability 1 — a.

e Alice outputs a € {0,1}? such that a[0] @ a[1] ® a[2] = 0, Bob outputs b € {0,1}? such that
b[0] ® b[1] ® b[2] = 1 and Eve outputs ¢ € {0,1}.
¢ Alice, Bob and Eve win the game if a[y] = b[z], and either Eve gets input L or she outputs
¢ = aly] = blz].
Fact 17 ([KKM+08], and modification described in [Vid17]). There exists a constant 0 < c® < 1
such that w*(MSE,) = 1 — cP(1 — a).
Theorem 18. For cf = c®(1 — ) from Fact 17, § such that t = (1 — c& +n)l € (1 — cE)1,1], there

exists a constant d¥ > 0 such that
l —dBn3a?l
w*(MSEY!) < g=d" el
We prove a more general version of Theorem 18 in Section 7. Note that it is possible to use the

result of [BVY15, BVY17] for k-player anchored games to get a version of Theorem 18 with worse
parameters; we provide a different proof in order to improve the parameters.

5 ECD protocol

Our ECD protocol, which uses the resources C,R,R¥ and (B}...B}, B?...B?)., is given in
Protocol 1. To be specific, Protocol 1 describes the steps performed by Alice and honest Bob; we
have highlighted the steps that a dishonest Bob need not perform in red.'® We have also indicated

"We assume Bob sends bz and bl? generated in some arbitrary manner to Alice in lines 7 and 25 even if he is
dishonest, so as not to give himself away as dishonest, which is why these have not been highlighted in red.
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in green steps that occur at specific times corresponding to the ideal functionality. The parameters
[, o,y in the protocol need to satisfy conditions specified in Section 5.4. The function syn used
in the protocol is specified by Fact 20 later (it is basically the syndrome of an appropriate error-
correcting code).

Remark 4. In the Protocol 1 description, for readability we present the various steps as being
performed by the parties Alice and Bob themselves; for instance we say that (amongst various other
steps) Alice performs various checks and outputs values O and F. However, strictly speaking this
does not perfectly match the formal descriptions required in the Abstract Cryptography framework,
where many of those steps should instead be stated (in the honest case) as being performed by the
protocols I and TI® (recall that these are converters with inner interfaces attached to the real
resources and outer interfaces interacting with the parties Alice and Bob). In that framework,
technically we should instead say for instance that it is the protocol II* that performs those checks
and outputs the values O and F to Alice (who is viewed as a sort of “external agent” who only plays
the roles of supplying the values M, D and receiving the outputs O, F ). However, in the Protocol 1
description and the subsequent analysis in this section, it is awkward to constantly describe the
various actions as being performed by abstract protocols/converters, and hence for brevity we gloss
over the distinction in this section and just describe all these actions as being performed by Alice
and Bob themselves. (Though in Section 6 where we prove security in the full Abstract Cryptography
picture, we will return to being more explicit about this distinction.)
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Protocol 1 ECD protocol

Phase 1: Encryption

1: Alice and Bob receive Bi ... B} and B} ... B? respectively from Eve

2: Alice gets S C [I] obtained by choosing each index independently with probability (1 — a), and
T C S (or C[l]if |S| < 4l) of size vl uniformly at random, from R

3: Alice gets xg, yg and y’T uniformly at random such that y; # y} for each 4, from R

4: Alice supplies zg as inputs to her boxes corresponding to S and uniformly random inputs from
RY to the rest of her boxes, recording the outputs from the subset S as a string ag

5: Alice sends (T, yr) to Bob using C

6: Bob inputs y7 into his boxes corresponding to T" and gets output br

7: Bob sends by to Alice using C

8: Alice tests if |S| > I and a;[y;] = b;[x;] for at least (1 — ¢)|T’| many i-s in T’

9: if the test passes then

10: Alice sends O = T to Bob

11: At time t1, Alice and Bob output O = T

12: Alice sets KA = (a;[yi])ies

13: Alice gets h € $(L+1,n), Uy € {0,1}", Uy € {0, 1}s7E] yniformly at random from R
14: At time ¢5, Alice selects input M € {0,1}"

15: Alice sends C = (C1,C3) = (M @ h(K*) @ Uy, syn(K*) @ Us) to Bob using C

16: else

17: Alice sends O = 1 to Bob

18: At time ¢, Alice and Bob output O = L and the protocol ends

Phase 2: Certified deletion

19: At time 3, Alice selects input D € {0,1}
20: if D = 0 then

21: Alice sends 0 to Bob using C

22: else

23: Alice sends (1,yz) to Bob using C

24: Bob inputs y’f into his boxes corresponding to 7" and gets output b,T
25: Bob sends bl? to Alice using C

26: Alice tests if a;[y}] = b}[z;] for at least (1 — 2¢)|S \ 7| many i-s in S\ T
27: if the test passes then

28: At time t4, Alice outputs F' = v
29: else
30: At time t4, Alice outputs F' = X

Phase 3: Decryption

31: R reveals R = (xg,ys,y’?, S, T, h,u1,us)

32: if D =0 then

33: Bob inputs y4-7 to his boxes corresponding to SNT, uniformly random inputs to the boxes
corresponding to S, and records the outputs from SNT as by 7

34: Bob sets KB = (bi[mi])ies

35: Bob uses KB and syn(K%) = Cy ® us to compute a guess KA for KA

36: At time t5, Bob outputs M = C; ® h(K*) ® u

37: else

38: At time t5, Bob outputs M = ("
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Remark 5. Protocol 1 can be modified so that instead of step 23, Alice sends y'T to Bob in either
step 5 or 15. It may be desirable to do this if we want to achieve the alternative ECD task discussed
in Section 2.4, where Bob makes the deletion decision himself, so as not to include an unnecessary
round of interaction (since that version will not include the communication in steps 21 and 23 at
all). Because of the OTPs with uy and ug, as we discuss later, sending y’T earlier has no effect on
security.

Remark 6. We explain here how the above Protocol 1 description should be viewed in the context of
the alternative security definitions in Section 2.5.

In the encryption phase of that definition, Alice is supposed to produce and store registers O, R
and P. With respect to the Protocol 1 description, these should be viewed as follows: O is simply the
value O generated in step 9, R consists of the values (xg,yg,y’?, S, T, h,uy,u2) obtained from the
temporarily private randomness source R over the course of the encryption phase (which are later
revealed in step 31 for decryption, as we would expect), and P consists of the values (y’f, xS, Ys,as)
(for potential later use in the certified deletion phase). As for Bob, he is supposed to end up with a
ciphertext state in his register Qp: with respect to the Protocol 1 description, this ciphertext state
consists of the register C' in step 15 together with the quantum state in his half of the boxes. (If Bob
is honest, he holds no other registers in Qp; if he is dishonest then Qp holds a state which he has
been updating arbitrarily over the course of the encryption phase using the messages exchanged.)
Eve’s side-information register Qg consists of her original quantum side-information on the boxes,
as well as all messages exchanged between Alice and Bob.

In the certified deletion phase of that definition, the register P used by Alice and Bob is as
described above, and the register F' produced by Alice is simply the flag F generated in step 27 of
the Protocol 1 description.

Finally, in the decryption phase of that definition, the decryption key R is again as described
above, and similarly for the ciphertext state that Bob uses to decrypt the message. His decrypted
value M for the message corresponds to step 36 of the Protocol 1 description.

5.1 Notation

We shall introduce some notation that will be used in the rest of the section and the composable
security proof. Firstly, note that even though for ease of presentation in the protocol, we have
indicated Alice getting R step by step from R, in reality she could have gotten it all in step 3 and
here we shall consider her having done so. We do not use any registers for the randomness Alice
got from R7 as this is not relevant in the protocol or the security proof.

Consider the following state shared by Alice, Bob and Eve after step 8 of the protocol, when
Alice has produced the abort decision O but has not sent it to Bob yet:

} : A
(‘DCFORKAABBTE |0nx ><Onx ’CF ® PORKA (07“]€ ) ‘07’]{ ><07“k‘ ’ORKA ® SOABBTE\orkA
orkA

Here the ciphertext register C' = C1C5 and the flag register /” — which are initialized to default
values — are with Alice, as is the randomness R received from R. The answer Br Alice got from
Bob is with both Alice and Eve, but for the sake of brevity we only explicitly specify the copy with
Eve. A, B, E are the quantum registers held by Alice, Bob and Eve. We shall assume BE includes
TYr that Bob (and Eve) got from Alice, and AB includes Alice and Bob’s copies of By. Finally,
we shall assume B contains the register KB on which Bob would obtain his raw key, if he were
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honest. Further states in the protocol are obtained from ¢ by passing some registers from Alice to
Bob (and Eve) and local operations on the registers possessed by Alice or jointly Bob and Eve.

At times t5 and t3 the message M = m and the deletion decision D = 0/1 enter the protocol,
and we shall specify these parameters when talking about states from these points on — although
the message dependence is only on the C register, so we may drop the M dependence when
talking about other registers. We use the following notation to denote states at various times in
the protocol conditioned on various events (all the states are conditioned on outputting T at time
t1, though we only mention this in the first one, since the protocol only continues after ¢; under
this condition):

pICFORKAZEBTE ' Yororiainp,p conditioned on O =T

PoroRKAIDE E(m’ 0 state after honest Bob’s measurement in step 33
T
péFORK AXBB E(m’ 1 state at time ¢4 when Alice has produced the flag F’
T
I .2 " —

JCFORKAABBTE(m’ 1) pCFORKAANEBTE(m’ 1) conditioned on F' = v

We shall use pt to denote the probability of outputting T at time ¢;, which is clearly the proba-
bility of p within ¢.!* Let p, |1 denote the probability of Alice outputting v at time ¢, conditioned
on outputting T at time ¢;, for message M = m and D = 1, i.e., the probability of o(m, 1) within
p*(m, 1). This probability is independent of m, as we shall argue in Lemma 24.

5.2 Completeness and correctness

We now prove some lemmas which, in the context of the alternative security definitions in
Section 2.5, will imply the completeness and correctness properties (as we shall discuss in Sec-
tion 5.5). In the context of our composable security analysis (in Section 6), however, these will just
be intermediate results in the full composable security proof.

Lemma 19. Suppose o,y < % andl > ﬁ. If Bob and Eve are honest (so Alice and Bob’s boxes
are £/2-noisy, i.e., able to win each instance of MS with probability 1 —e/2) then

pr > (1= 277208 (1 9=hl/8) > g 9= (=208 _g=ehalfs,

Moreover, if Bob is honest and D =1 (i.e. Alice requests a deletion certificate), then regardless of
Eve, we have

5.2
pr(l—pyr) <2720

Proof. Since each element of [[] is included in S independently with probability (1 —«), we see from
the Chernoff bound that the probability of outputting L due to |S| < 4l is bounded by

2
(I—a—vy) 1 _ (1—27)2l

Prf|S| <yl <2 W | < 24,

for the choice of a. Moreover, for our choice of [ the above quantity is at most % Conditioned on
|S| > 41, the behaviour of the boxes on T is independent of S. For any ¢ € [I], let W; denote the
indicator variable for the event a;[y;] = b;[z;]. Since each instance of MS is won with probability

"By this we mean that ¢ = ptp + (1 — p7)p’, where p’ is the state conditioned on O = L instead.
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at least 1 — €/2 by honest boxes, the probability of aborting due to a;[y;] # b;y;] in at least &|T|
boxes in T', i.e., Y ;cr Wi < (1 —¢)|T], is

2|7 _ 2y

Pr <9 m =9,

STWi < <1—s>|Tr’|S| > 11
€T

Hence overall,
pr > (1 o 2—(1—2”21/8) (1 o 2—527l/8) .

pvs T is independent of m in general (see Lemma 24 below), but it is easy to see why this is so
for honest Bob: his behaviour in Phase 2 is entirely independent of m. To lower bound p,/ T, let
W; be defined as before, and let W/ be the indicator variable for the event that when Bob inputs
y. into his box and gets output b, they satisfy a;[y;] = b;[x;]. As the marginal distributions of y;
and y, are exactly the same, W/ and W; are identically distributed.

Recall that W; is the same variable regardless of when the inputs are provided and the outputs
obtained, so we can consider doing the y’T measurement on . pT is the probability of the event

(IS = 1) A (ZW > 1—e>|T) (9)

€T

when all the measurements are done on ¢. Let p, denote the probability of

(IS| > ~1) A (ZW > ( 1—5\T!) SoWi=(1-2)[5\T]]. (10)
€T 1€S\T
Since the distribution of S is independent of the W;-s and W/-s, from Lemma 6,

{(ZW> 1—€|T|> (Z W < 1—25)]8\T\)

1€T 1€S\T

S| Zvl]

r [(Zwi > (1—5)|T|> A ( S W< (1—25)|S\T])

i€T i€S\T

S| z’vl]

< 9 2 ISl _ g2

This gives us

ps =pr — Pr [(|S|>fyl (ZW> 1—5[T\> (Z W! < 1—25)\S\T\)

€T 1€S\T

> pr — 2721 Pr]|S] > ]
> pr — 272

Now simply observe that p, = ptp, |7, which gives us the required result. Note that here we
required that upon receiving y’T, Bob produces b,T by the same procedure by which he produced by
upon receiving yp, which is his honest behaviour (even though the boxes themselves are untrusted),
but we did not assume that the procedure actually implements anything close to the ideal MS
measurements. A dishonest Bob, on the other hand, may produce bl? by some different procedure,
and hence this bound does not apply to him. ]
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Further analysis will be done assuming «, v, [ satisfy the conditions of Lemma 19, though we
shall not state it explicitly in each case.

The correctness of Protocol 1, i.e., the fact that Bob is able to produce the correct message if
D = 0 and he is honest, uses the following fact.

Fact 20 ([Ren05], Lemma 6.3.4). Suppose Alice and Bob respectively hold random variables K*, KB €
{0,1}5. Then for 0 < § < 1, there exists a protocol in which Alice communicates a single message
syn(K2) of at most HJ(K*|K®) + log(1/\gc) bits to Bob, after which Bob can produce a guess
KA that is equal to K* with probability at least 1 — (6 + Apc)/2.

Lemma 21. There is a choice of Cy = syn(K™) of length ho(2¢)l + log(1/Agc) bits, such that K*
produced by honest Bob in step 35 of Phase 3 of the protocol is equal to K* with probability at least
1—(2- 2_25271/]9T + Aec/2), where hs is the binary entropy function.

Proof. Define the random variables W; as in the proof of Lemma 19. First observe that p' is the
state conditioned on the event (9) after the measurements are done on .2 Let p! be the state
conditioned on the event

g—(]S|Z*yl)/\(ZWiz(l—s)]T\)>/\ Y Wiz (1-2)[S\T]||, (11)

€T 1€S\T

when all the measurements are done on ¢. Note that p' is also equal to p' conditioned on the
event € (since the event £ is a stricter condition than the event (9)). We shall now argue that p!
and p' are close in trace distance, by showing that the event & occurs with some sufficiently high
probability in the state p'.

To do so, we Nfollow exactly the same argument structure as in the proof of Lemma 19, except
with the event £ in place of the event (10). With respect to the state immediately after the
measurements are done on , let Pg denote the probability of the event &, and let PgT denote

the probability of the event £ conditioned on the event (9). (Note that Pgr is also precisely the

probability of the event £ with respect to the state p'.) With this notation, we obtain analogous
inequalities to the Lemma 19 proof:

pz=p1 —Pr (IS >~]) A (Z W; > (1- 5)|T]) A Z Wi < (1—2¢)|S\T|
i€l 1€S\T

> pr — 272 Pr[|S] > 4]
> pT — 272527[7
where the inequality in the second line is again due to Lemma 6. Since we also again have Py =

PEPT the above bound gives PgT > (p1— 2*25271)/}07 =1- 2*25271/197. In other words, we have
shown that the probability of the event (11) in the state p! is at least 1—2727 /pr. Recalling that

12Note that we previously defined p' to be the state produced by the following sequence of steps: perform the
measurements on 7', then condition on a particular event, then perform the measurements on 7. However, this is
where we use the condition imposed on honest Bob’s boxes that the order of measurements does not change the
distribution: because of that condition, we can equivalently consider p! to be the state where all the measurements
are performed before the event is conditioned on.
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p' is the state conditioned on that event, from the definition of the 1-norm distance it immediately
~ _9.2
follows that ||p* — p'|l1 < 2(1 —pg‘T) <2.2720/pr
In p', the KB thus obtained differs from K* in at most 2¢|S| many indices. The number of |S|-
bit binary strings that can disagree with K in at most 2¢|S| places is at most 2/2(29)15| < 9h2(2e)l,
Hence,
Ho (K™ KP)51 < ho(2e)

and this implies that the (2272 /pr)-smoothed entropy of p! is at most hy(2¢)l. Hence by Fact
20, we get the required result.'? ]

5.3 Secrecy

We now prove some lemmas which, in the context of the alternative security definitions in
Section 2.5, will imply the secrecy property (as we shall discuss in Section 5.5). In the context of
our composable security analysis (in Section 6), however, these will just be intermediate results in
the full composable security proof.

Specifically, we prove two lower bounds for the (smoothed) min-entropy of K* in the states
p and o, conditioned on Bob and Eve’s side information and the randomness R. These will later
allow us to show secrecy of the protocol via the Leftover Hashing Lemma.

L 09—2e291 1 o ;
Lemma 22. If Bob plays honestly and pt > 2 -2 , then the state P, RKAB BB satisfies

H2 (K*|CoRBrE) i > d¥(ch — 2¢)3a”l — 26?1 — 271 — ho(2¢)l — log(1/Agc),

B

2
9—2eyl
where ¢, 22— 7

,d¥ are the constants from Theorem 18, and 6+ =
pT

Proof. We follow the proof approach of [Vid17] for the protocol in [JMS20]. First we shall bound
Hgg(KA|SXSYSE)p1. Consider the MSEY! game with ¢ = (1 — 2¢)l being played on the shared
state between Alice, Bob and Eve. Let W; denote the indicator variable for the event a;[y;] = b;[z;]
and V; denote the indicator variable for the event a;[y;] = ¢; (Eve’s guess for the i-th bit). The
winning condition for the i-th game is W; A V; = 1.

By Theorem 18, the winning probability of MSE!" on the original state shared by Alice, Bob
and Eve is at most 279" (ca=2)°a"L_ W first consider the state p' defined in the proof of Lemma 21,
i.e. this original state conditioned on the event (11). Denoting the probability of this conditioning
event as pz, we can bound the winning probability of MSE!! on the state proas

2—dE(CE—25)3a2l
Pr[Win MSE"/!] <
ot bz

13Strictly speaking, in order to actually implement the [Ren05] protocol (Fact 20), it is not sufficient to only have
the upper bound Hj(K*|K®) < ho(2¢)l. Rather, for each value of K® Bob needs to know the set of K* values
such that Pr[K#|K®] > 0, where the probability is with respect to some distribution in the d§-ball that attains
Ho(K*|K®) = ha(2¢)l. The proof we give here indeed characterizes this set, namely the set of K* that differ from
KP® in at most 2¢l indices, so it is possible to apply that protocol.
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By construction, in p! there is always some subset of S with size at least (1 — 2¢)|S| on which
W; =1 for each ¢. Hence whenever V; =1 for all i € 5, MSE"! is won. This implies

%r lszz S|

< Pr[Win MSE"!].
i€sS Pt

But the probability of V; = 1 for all i € S is the probability that Eve is able to guess a;[y;] given
x;y; for all ¢ € S. Hence from Fact 12,

. 1
Hoo(K*|SXgYsE)~ = log ( )
(& 7 Prs s Vi = 9]

> dB (el — 2¢)3021 — log(1/pgz).

We now relate this to the state of interest p! (i.e. the state conditioned only on the event (|S| >
YA (S ier Wi > (1 —€)|T])) by recalling that ||p' — p'[|1 < 6t as shown in the proof of Lemma 21,
and hence the dt-smoothed min-entropy of p! is at least the above value as well. Furthermore,
since the Serfling bound in the form of Lemma 6 also implies P = PT — 9—2e*71 (this addresses a
minor issue in the [Vid17] proof, which just replaced pg with pr directly), we have

1
pT — 9—2¢e2y1
> d¥(cE — 2¢)3a®1 — 2621,

HYT(KMSXsYsE) > d®(cl — 2¢)%a?l — log

using the condition p1 > 2 - 2271,

Finally, the other parts of R besides SXgYs are T' (which Eve already has in E), YTL, H and
U,Us. But K is independent of Y% given SYg (since K A is produced by a measurement in Alice’s
boxes only, which has no relation to Bob’s string YTL apart from the values SYg used to specify
which bits of Alice’s input to include in K A), and H and UiUs are independent of everything else
(since by construction they are drawn uniformly and independently of all other registers here).
Hence giving Eve these extra registers in R makes no difference. Lastly, to handle Cy and Br
(which are not independent of K*), we simply note that Cs is at most ho(2¢)l + log(1/\gc) bits
and Br is at most 27l bits, hence by Fact 10 we get the desired result. O

For proving the next bound, we shall need the following fact, which is easily proven by a
summation relabelling:

Fact 23. Consider a CQ state pzqg where Z is an s-bit classical register. If we select an independent
uniformly random U € {0,1}* and generate a register C = Z @ U, then the resulting global state,

1
> Y Pz lzoufe @ ule ® lu)uly ® |2Xzl 7 © pqss (12)
z€{0,1}° ue{0,1}*

is equal to

1
> s P2(2) [ufulc @ |2 © ullz ® uly @ |2)z] 7 @ pqys- (13)
2€{0,1}* ue{0,1}*
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When applying this fact, we shall take U to correspond to (U, Usz) in Protocol 5, which is
basically a one-time pad. Intuitively, Fact 23 expresses a symmetry'* between the “ciphertext” and
the “padding string” when applying a one-time pad — while we usually think of the ciphertext
as taking the value Z @ U and the padding string as taking the independent uniform value U, this
fact implies that we have an exactly equivalent situation by thinking of the ciphertext as taking
the value U and the padding string as taking the value Z @ U. We use this to prove the following
lemma (for all possible behaviours by Bob and Eve — note that while dishonest Bob does not have
to honestly report the “raw” outcomes of measurements on his states, such behaviour can simply
be absorbed into the strategy he uses to generate 5 and Br):

Lemma 24. The probability p, 7 is independent of the message m. Furthermore, letting R’ denote
all the registers in R except Uy, the state O KACR BB satisfies
Hoo (KA CR'BBrE), > d®(cg — €)*a®(1 =)l — log(1/pTpy 1) — 71 — ha(2¢)l — log(1/Agc),

where cB,dP are the constants from Theorem 16.

Proof. Recall that U was initially generated as a uniformly random value independent of all the
other registers, and that it is not revealed to Bob and Eve until the final time t5. Also, by Fact 23,
we know that at the point at which C is generated, the global state remains the same if we swap
the roles of the registers C' and U. This means that it is perfectly equivalent to instead consider
the following “virtual” process: Bob and Eve generate an independent uniformly random value in
the register C, and this is used to generate a register U = (M @ h(K*) @ C1, syn(K*) @ Cy) which
is given to Alice only (until time ¢5). We stress that this virtual process does not correspond to
a physical procedure which is actually performed, but it produces exactly the same state as the
original protocol, so it is valid to study it in place of the original protocol.

With this process in mind, it is clear that p, |t is independent of m, since the only register that
depends on m at that point is always with Alice and not acted upon. We shall now prove

Hoo(KA|CR"BBrE), > d®(c§ — e)®a®(1 — )l = log(1/pTps |7) — 7,

where R” denotes all the registers in R except UyUs. From there the desired bound would follow
by subtracting the number of bits in Us, via Fact 10.

Under the virtual process, the register C is locally generated from the joint system of Bob and
Eve, without access to any of Alice’s registers. Hence we can proceed as in the proof of Lemma 22,
this time by considering the game MSBY =" for t = (1 —&)(1 — )l on the set T = [I]\ T between
Alice and the joint system of Bob and Eve. In this case, however, an important difference is that
we allow the output distribution to depend on which subset T" is supplied first (this information is
implicitly included in R”). This works because Alice’s accept condition at this point is directly the
condition that enough rounds are won on the entire set, instead of a small test subset. In particular,
this means that for each input order we can directly study the corresponding state conditioned on
accepting, without relating it to some “nearby” state that is independent of the input order (this

YFor the purposes of our proof, we technically do not need such an exact symmetry — it would suffice to have
functions f and g such that (12) and (13) are equal when register C' in (12) is set to f(z,u) and register U in (13)
is set to g(z,u). However, our proof is easier to describe using the formulation shown. Furthermore, in principle our
proofs also hold using a relaxed version of this statement in which (12) and (13) are only Aorp-close in ¢; distance
for some value AoTp > 0, at the cost of increasing our composable security parameter by O(AoTp).
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was the only part of the Lemma 22 proof that required the condition on honest Bob’s boxes, in
order to apply the Serfling bound).

However, even apart from the |S| > vl conditioning (whose probability is included in pT), the
input distribution in T is not quite right for MSBY (=Mt To see this, let us recap the distribution
in the actual protocol of the sets S and 1" conditioned on |S| > 7l, according to step 2:

o Let Pgr denote the distribution of the variables S and 7" in the actual protocol, where S C [I]
is generated by choosing each index independently with probability (1 — «). Let & denote
the event that |S| > vl when S is drawn according to Pg, and Pgpye, is the joint distribution
of S and T conditioned on this event (in which case 7" is a uniformly random subset of ).

To relate this to the game MSB’;/(P'Y)Z (for arbitrary t), we would like to consider the game to be
played on T, and consider S NT to specify the subset of T on which Alice and Bob get nontrivial
inputs. However, since in Pg7|g, the subset S was drawn first and T" was then drawn as a subset
of it, this somewhat affects the distribution of S NT within T (in that S NT is not distributed
according to choosing each index in T independently with probability (1 — «)). To obtain sets ST
with a distribution suitable for MSBZ/(IJY)I in the preceding sense, we could instead consider the
following distribution:

o Let Qg7 denote the distribution obtained as follows: choose 1" as a uniformly random subset
of [I] with size vl; independently generate S C [I] by choosing each index independently with
probability (1 — «). Since S and T are chosen independently, it can be seen that Qgp indeed
gives the right input distribution for MSBZ/(I_W played on T with Alice and Bob getting
nontrivial inputs on SN T.

Now let & be the event that when S and T are drawn according to Qgr, T is a subset of S;
Qgrye, is the distribution conditioned on this event. Since S and T are independent in Qgr, the
distribution Qgr|g, can be equivalently described as first choosing S followed by 7" according to
their respective distributions, and then conditioning on 7" C .S — but from this, we see that in fact
Qsrye, s just the same distribution as Pgrje, (note that T" C S implicitly includes the condition
|S| > 41, since T always has size 71).

Since conditioning on an event with probability ¢ cannot increase probabilities by more than
a factor of 1/q, we see that when studying the protocol we can compensate for using the actual
distribution Pgpie, (i.e. Qgre,) instead of the “correct game distribution” Qg7 by rescaling all upper
bounds on probabilities by 1/ Prq[T" C S]. From the definition of Qgr, we can easily compute that
Prq[T C S] = (1 — )", hence we shall include this factor when bounding the winning probability
of MSBZ(PW)Z under the actual protocol’s input distribution.

With this, we return to the topic of bounding the min-entropy. The state o is conditioned
on the first round of MSBZ/(I_V)Z winning, as well as the initial conditioning of outputting T.
The probability of winning both the first and second rounds on an unconditioned state with an
unconditioned input distribution is at most 9—d"(ca—e)’a* (1=, Hence,

Bn 5 1 (1 —a)'prp/ 7
Al pn
= >
Hoo (KA R" BBrE)y = log (Pra[ - SB?;/“—W}) > log (2_ T |

which yields the desired bound (noting that log(1 — ) > —1 since we took the condition o < %
in Lemma 19 to be satisfied). We get the min-entropy instead of smoothed min-entropy here (and
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we do not need an explicit lower bound on ptp, |7, unlike Lemma 22) because Alice checks the
condition on the entire T instead of a test subset, so we do not need to consider a “nearby” state
in place of the actual conditional state. O

5.4 Parameter choices
Take any values of a € (0, 3) and ¢ € (0, 1) satisfying
min{d®(cl — 2¢)3a? | dB(cB — £)3a?} > hy(2e). (14)

To construct this more explicitly, we could focus on a fixed choice of a (say, a = 0.4), in which case
there clearly exists ¢y such that min{d®(cf — 2¢0)%a? , dB(cE — e0)3a?} > ha(2¢¢) (by noting the
behaviour of both sides as g — 0). This value is then a valid choice of ¢y in Theorem 2, since (14)
would then be satisfied for any ¢ € (0, o] (using that fixed choice of «).

Now take some Acom, Act, Aec € (0,1] and some desired message length n, and choose [ large
enough such that when setting

1
ilog 8 }, (15)

—i a {8102 1lo 8 —_—
Y= max g)\ ' 5 g Noc

62l com )\7(:11 ’
the following conditions are satisfied: firstly, v < 1, secondly,

9~ (1=20)°1/8 < —AC;‘“, (16)

(17)

The conditions v < § and (16) ensure that the conditions on 7, for Lemma 19 are satisfied. Since
the choice of v in (15) satisfies v — 0 as | — oo, these conditions can always be satisfied by
taking sufficiently large . Furthermore, given that (14) holds, for any n the conditions (17) will be
satisfied at sufficiently large [, because all the I terms are independent of [ for this choice of ~.

For these parameter choices, together with a choice of syndrome satisfying Lemma 21 for the
specified Agc value, the described ECD protocol satisfies the following security properties (which
hold independently of Conjecture 1). They are qualitatively similar to the notions of completeness,
correctness and secrecy laid out in the alternative definition in Section 2.5: we discuss in Section 5.5
how they imply that the properties in that alternative definition are indeed satisfied, whereas in
Section 6 we use these results to prove composable security.

Lemma 25. Given parameter choices satisfying (14)—(17), if Bob and Eve are honest, then

1 — DT S )\com-

Also, if Bob is honest and D =1 (i.e. Alice requests a deletion certificate), then

pT(l - p/|T) < Acom-
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Proof. This follows immediately from Lemma 19, recalling that we chose parameters such that
9~ (1=20)%1/8 < X /2 and v > 8108(2/Acom )/ (€21) > 10g(1/Acom)/(2621). O

Lemma 26. Given parameter choices satisfying (14)—(17), if Bob is honest, then for any specific
message value M = m we have

p1 Pr[M # m|O = T] < Agc.

Proof. Observe that conditioned on O = T in step 10 of the protocol (so that Bob gets the value
Cy =m @ h(K»?) @ Uy from Alice, where m is the specific message value we discuss here), honest
Bob’s final value M = C & h(K A) @ Uy will be equal to m whenever his guess K K™ matches Alice’s
value K. Hence conditioned on O = T, the probability that his final value M differs from m
(i.e. Pr[M # m|O = T]) is at most the probability that his guess was wrong, i.e. K # KA.
Recalling that we chose parameters such that v > log(8/Agc)/(2¢21), Lemma 21 tells us for honest
Bob, the probability that KA # K is at most

L 9—2e241
2.2 N AEC < AEC | AEC < AEC
DT 2 2pT 2 DT

which gives the desired result. O

Lemma 27. Given parameter choices satisfying (14)—(17), we have for any specific message value
M =m:

pPTDP/ T H CRBB E(m 1) CRBB E(On )H1 < 2Xcr,
and if Bob plays honestly,

pT leC'RBTE(m’ 0) pCRB E(On 0)H1 < 2Acr-

Proof. We first prove the expression for p', which is under the assumption that Bob plays honestly.
Observe that if pt < 2- 272 then we are already done since we chose v > log(8/Acr)/(2¢21).
Hence we can take pt > 2- 2*25271, in which case we can put together the bound in Lemma 22 with
the first of the bounds on n in (17) to get

1 -
5 (3 (K*CoRBrE)  —n) > log(2/Ach)-

Let S be a register storing the value of the hash h(K*). Recalling that v > log(8/Ac1)/(221), the
Leftover Hashing Lemma then implies

The state on these registers is independent of the value of M. Now for any message value m, let
E™ denote the map that generates the ciphertext register C'y = m & s by reading s off the register
S and then tracing it out. By the properties of the one-time pad, we know that

1g B 1g
e (zn ®’OCQRBTE> =& <2n ®ngRBTE)

—2e2~1
p __1s ®p! < 9~ 1og(2/Xer) 4 QM < Act n @ >\CI
SCoRBrE ~ on © POyRBrE||| = o <Gt S
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This yields the desired result:

|0t s 55 0)

- Hgm (pgczRBTﬁ) —&” (p;CQRBTE> Hl
= Hgm (p;CQRBT§> —&n (g: ® pngRBTE)

< 2)c1
pT

n plCRBTE(On’ 1)H1

N

n ﬂ. 3
0 s 1 o 1
£ (zn ® pczRBTE) -¢ (pschBwﬁ) .

)

using Fact 9 in the last line.

For o, it is again easier to analyze the situation by using Fact 23 to switch to the virtual process
of C being a uniformly random value and U being set to U = (M @ h(K*) @ C1,syn(K*) @ Cy).
We then follow a similar argument as above: by Lemma 24 and the second bound on n in (17), we
have

1 . 1
5 (Hoo(K*|CR' BBrE)y —n) > log(2/Acr) - 5 log(1/pTp/7) 2 log(2/Act) — log(1/pTp/ 7)),

2
where R’ denotes all the registers in R except U;. Defining E™ the same way as £™ above, except
with the output register being U; instead of C7, we follow the same line of reasoning and obtain

2Xc1

o o _(nn _ ||ém ) _ eom L
HUCRBBTE(m’l) UCRBBTE(O ’1)H1 = Hg (JCR’BBTE) & (UCR'BBTE)Hl = PP

(In fact, a tighter bound of Acr/ (ptpsT) holds here since the min-entropy bound for o is not
smoothed, but we shall not track this detail.) O

5.5 Security under the alternative definition

From the above properties, it is not difficult to show that the required properties for the alter-
native security definition in Section 2.5 are satisfied. Firstly, the completeness requirements (1)—(2)
are precisely the properties shown in Lemma 25. Next, the correctness requirement (3) is precisely
the property shown in Lemma 26.

As for the secrecy requirements (4)—(6), we first observe that (4) trivially holds over the re-
quired duration (i.e. until the decryption key is released), because the only point in the encryption
phase that potentially depends on the message is the value M @ h(K*) @ U, in step 15, but by
Fact 23 this register is in fact also independent of the message (until U; is released) since U; serves
as a one-time-pad that is kept secret until being released in the decryption key R. As for the re-
quirement (5), it also trivially holds before the decryption key R is released, for the same reason;
whereas after that point, it is ensured by the first bound in the Lemma 27 statement (together
with the fact that any further processing of Bob and/or Eve’s registers cannot increase that trace
distance, by the data-processing inequality). Finally, an analogous argument holds for the require-
ment (6): it trivially holds before the decryption key R is released, and afterwards it is ensured by
the second bound in the Lemma 27 statement.
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6 Composable security proof

In this section, we prove our main security result, which implies Theorem 2. The argument es-
sentially only depends on Fact 23 and Lemmas 25-27, without requiring the details of the analysis
leading up to those lemmas.

Theorem 28. Assuming Conjecture 1, there exists a universal constant g € (0,1) such that for any
e € (0,e0], Acom, Ac, AEc € (0,1] and n € N, there exist parameter choices for Protocol 1 such
that it constructs the ECD,, functionality from the resources R, C and (B ... Bll, B2... Blz)g, within
distance X = 2Acom + Acr + AgC.

As noted in the previous section, using the value of ¢ specified there allows us to choose pa-
rameters such that (14)—(17) are satisfied, in which case Lemmas 25-27 hold and we can use them
in our subsequent proof. To prove composable security according to Definition 1, we need to con-
sider the four possible combinations of honest/dishonest Bob and Eve’s behaviours, and for each
case bound the distinguishing probability between the real functionality with the honest parties
performing the honest protocol, versus the ideal functionality with some simulator attached to the
dishonest parties’ interfaces. We shall construct appropriate simulators and argue that for a distin-
guisher interacting with either scenario, the states held by the distinguisher in the two scenarios
differ in ¢; distance by at most 2\ = 4Acom + 2Ac1 + 2Agc at all times. This implies the distinguish-
ing advantage is bounded by A via Fact 9, since the process of the distinguisher producing a value
on the guess register G can be viewed as a channel applied to the states it holds.

Note that it suffices to consider only the points where output registers are released to the dis-
tinguisher, since by Fact 9, any operations the distinguisher performs between these points cannot
increase the ¢; distance. Furthermore, we observe that for classical inputs, it is not necessary to
bound the distinguishability for all possible input distributions that the distinguisher could sup-
ply — it suffices to find a bound that holds for all specific values that could be supplied as input,
since by convexity of the /; norm, the same bound would hold when considering arbitrary dis-
tributions over those input values. In particular, for the subsequent arguments we shall assume
the distinguisher supplies a specific value m for the input M, and we shall split the analysis into
different cases for the two possible values for the input D.

Remark 7. In the following proofs, we shall construct simulators by explicitly using Fact 23, but
an alternative approach appears possible, which we sketch out here. First, observe that the use
of the one-time pad U in Protocol 1 is in fact a composably secure realization of a functionality
we could call a trusted-sender channel with delay, which is defined in exactly the same way as
the channel with delay in [VPR19], except that only the recipient is potentially dishonest.'® If
we now view Protocol 1 as sending the value (M @ h(K?),syn(K*)) through a composably secure
implementation of a trusted-sender channel with delay, we can safely assume that the C register
gives no information to the dishonest parties about Alice’s outputs until the final step, which may be
a helpful perspective to keep in mind when considering the proofs below. Essentially, our approach
below has the simulator in the composable security proof for the trusted-sender channel with delay
“butlt into” the argument directly, by repeated use of Fact 23.

Since in this section we are proving results in the Abstract Cryptography framework, we shall

15Proving this would be fairly simple: just follow the argument in the composable security proof for the one-time
pad [PR14], except with appropriate changes in timing.
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now explicitly refer to various actions in the Protocol 1 description as being performed by the
protocols IT* and II® rather than Alice and Bob (recall the discussion in Remark 4).

6.1 Dishonest Bob and Eve

The distinguisher’s task in this case is to distinguish IT* 753! and Fisiea!¥BE. As mentioned in
the introduction, intuitively speaking we shall choose the simulator 5% here to run the honest
protocol internally with a “virtual” simulated instance of the protocol IT* (and a “dummy” version
of the protocol’s inputs on Alice’s interfaces, which we shall soon describe) — the construction
here is in fact rather similar to the QKD analysis in [PR14]; the example described there may be
instructive in helping to understand our construction.

To give a broad overview (the detailed description will subsequently follow; see also Figure 4),
the simulator begins by following the actions of IT* in Protocol 1: it accepts the boxes from Eve,
generates S and 7' the same way as step 2, generates inputs the same way as in step 3 and supplies
them to the boxes, etc — in particular, on step 7 it accepts some value of by supplied at Bob’s
interface'®, then performs the checks in step 8, and so on. A small difference occurs in step 10,
where an output value O is produced by TT* that would normally be sent out to Alice’s interface
on IT#; here however the simulator is instead supposed to be connected to Fisis?! on that interface,
and hence we shall instead make the simulator supply the value O as the input values O® and O
on the relevant interfaces in the ideal functionality (this is again a very similar construction to the
QKD analysis in [PR14]). Upon reaching step 14 we encounter a notable obstacle: the simulator
does not have access to the true message value m supplied to Alice’s interface on Fiical¥:BE (since
the simulator is only attached to Bob and Eve’s interfaces in Fii?!). Hence what it does at that step
is that it instead acts as though the message had a dummy value 0", and releases a corresponding
ciphertext Cy = 0" @u; (where u; is the uniformly random value drawn in step 13). In our security
proof below, we will be showing that despite this substitution, the distinguisher still cannot easily
distinguish HA]:]gegl and ]:édlgalEBE. Proceeding onwards in a similar fashion, the last notable point
is that if in the final steps the values of D and F are such that ideal functionality releases the true
message value m, then the simulator will use m to set the value on the register U to m@®h(k*) ©uy
instead, before releasing it as part of R'” — the idea here is that by setting U; to this value, the
simulator makes it “retroactively” consistent with having encrypted the true message value m in
the previously released ciphertext C using U; as a one-time-pad, despite the fact that C; was
originally generated as a dummy value C = 0" @ u;. At the end of this section (see Remark 8), we
briefly discuss some informal intuition of some concepts captured by this simulator construction.

With the broad picture in mind, we now give the full description of the simulator’s actions,
with a schematic depiction in Figure 4. Furthermore, after each step in the description, we derive
bounds on the distinguishability of the real and ideal functionalities up to that point.

¢ The simulator accepts the input states from the outer interface corresponding to Eve, and
performs an internal simulated instance of TI* from the ECD protocol (producing a value

15For the purpose of the distinguishability argument, the value supplied here is chosen by the distinguisher; our

full security analysis below will cover any possible such choice when trying to distinguish IT* F52! and Fiiea!nBE,

1"Note that the simulator is not constrained to use the actual resources of the ECD protocol. In particular, it does
not have to use a temporarily private randomness source, which is why in some of the cases we describe, the value of
R the simulator reveals at the outer interface does not describe the randomness used by the simulated IT*.
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Figure 4: Schematic for the case of dishonest Bob and Eve, in which we require a simulator XB¥ (depicted
as the dashed region; refer to the main text for more description of the simulator’s actions) acting on the
ideal functionality Fisieal. As before in the honest functionality, the F' input and output is provided only if
D =1, and the simulator only sends y’? if D =1 as well. The version of R the simulator releases has Uy set

to m @ h(k*) @ uy.

(T, yr) which it outputs at the outer interfaces for Bob and/or Eve, and accepting a value by
supplied at the outer interface for Bob, which it uses in its simulated instance of HA), until
step 10. The inner interface of the simulator then feeds the output O of that step as the values
OB and OF to the ideal functionality, which releases the same value O to the distinguisher
(and also the simulator, though the simulator does not need it).

MAFEA and FidealBE are perfectly indistinguishable throughout this process, since
no message value has been chosen yet, and hence the states produced by T4 Fi5a! and
Fidealy'BE are identical.

¢ If O =1, the simulator stops here, apart from releasing its register R at the end. Otherwise,
it continues on with its simulated instance of IT* from the ECD protocol, except that at the
step where ('} is to be generated, it instead prepares C| by generating an independent and
uniformly random u; and setting C = w;. Furthermore, the simulator does not initialize
a register U; yet — this is valid because after generating 1, the register U; is not needed
at any point in the ECD protocol until the last step. The simulator then proceeds until it
receives D from the ideal functionality at the inner interface.
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By Fact 23, it is easily seen that the states produced by ITA 753! and Fida!>:BE remain
perfectly indistinguishable throughout these steps: we can equivalently consider the
virtual process where ITA F553! initializes the register C; with the independent uniform
value u1, exactly as .F]gdgalEBE did. (The distinguisher does not yet have access to U, the

only register which differs between ITA 753! and Figkaly:BE under this virtual process.)

e If D = 0, the simulator receives the message m at the inner interface and sets Uy = m @
h(k*) @ u1, then it outputs the register R at the outer interfaces.

Through this process, the distinguisher only receives D followed by R. Since it already
knows D, the former is trivial, and we only need to bound the distinguishability after
receiving R. At this point, the state produced by T4 F52! is such that U; was initialized
with the independent uniform value u;, and C; with the value m @ h(kA) @ up. In
comparison, the state produced by Filaly:BE jg such that C; was initialized with the
independent uniform value u; and U; was initialized with the value m ©® h(EA) @ uy.

Applying Fact 23, the situations for T4 F53! and Fia!::BE are hence exactly equivalent.

o If D = 1, the simulator releases y’T at the outer interfaces, then receives an input bl?' Using
this value, it runs step 26, and feeds the output F' of that step to the ideal functionality.
Depending on the value of F, it performs one of the following actions:

— If F = X, the simulator does the same as in the D = 0 case: it receives the message m
at the inner interface and sets U1 = m @ h(k:A) @® u1, then it outputs the register R at the
outer interfaces.

— If F = v/, the simulator sets U; = 0" @ h(kA) ® uy, then it outputs the register R at the
outer interfaces.

Through this process, the distinguisher receives (D, y), supplies an input ¢Z;, then re-
ceives F' followed by R. By Fact 23, it is again easily seen that the states produced by
A FEA and Fidel ' BE remain perfectly indistinguishable up until R is released, be-
cause as long as the distinguisher does not have access to R (and hence U;), we can
consider the virtual process where both II* 752! and Fid¢a!yBE initialized C; with the
independent uniform value u;.

After R is released, we note that the conditional states for the O =1 component are
perfectly indistinguishable, because in that component all the registers are independent
of the message (possibly by being set to “blank” values). Also, the conditional states for
F = X are perfectly indistinguishable, by the same argument as in the D = 0 case above.
As for the conditional states for F' = v/, the states produced by T4 F5a! and Filealy;BE
are o pEp. z(m,1)and o, % By (0™, 1) respectively — the former holds by definition,
while the latter can be understood by noting the simulator set the values i = u; and
Uy =0"® h(kA) @ uy, but by Fact 23 the values on C and U; can be swapped, which

would then result in the state o, . By #(07,1).
Overall, the distinguisher’s states produced by IT* Fial and Fidkaly:BE at this point are
respectively of the form

(1 _pT> ’J-XJ-’O ® wCRﬁBTE
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(1 —p7) [ LXLlo ® werEE. B
+p7|TXTlo ® ((1 — P/ 1) XXX P ®Yippp.5 T P/AT VXY |p ®00rzs, 50" 1)) :

where w and v are appropriate conditional states for O =1 and F' = X (as argued above,
these states are the same in the two scenarios), and p, | is the same in both scenarios
(by Lemma 24). The only components that differ in the two scenarios are the o terms,
hence by Lemma 27 we see that the ¢; distance between the states is bounded by 2A¢;.

Remark 8. Informally, one piece of intuition captured by the above simulator construction is that
we are showing there exists a process that can (given access to Bob and Eve’s interfaces in f]igdﬁal)
closely reproduce the real behaviour HAflgeé‘l, without having access to Alice’s actual message m
until/unless the ideal resource Fligdﬁal reveals it in the final steps. This in particular serves to
formalize the notion that the real behaviour IA FE' does not “leak unwanted information about m”
(though we highlight that as discussed in Section 2.1.3, satisfying the full Definition 1 condition
automatically guards against a much broader class of possible “flaws”). This form of reasoning also
lies behind other simulator-based arguments outside of Abstract Cryptography, for instance in the

security analysis of protocols for zero-knowledge proofs.

6.2 Dishonest Bob and honest Eve

Since Eve has no inputs to the protocol after the initial step, the argument for this case is
essentially the same as the preceding section, just with E traced out.

6.3 Honest Bob and dishonest Eve

¢ The simulator accepts the input states from the outer interface corresponding to Eve, and
performs internal simulated instances of TI* and IIP from the ECD protocol until step 10.
The inner interface of the simulator then feeds the output O of that step as the value OF to
the ideal functionality, which releases the same value O to the distinguisher (and also the
simulator, though the simulator does not need it).

MAB Freal and FidealyF are perfectly indistinguishable throughout this process, since no
message value has been chosen yet, and hence the states produced by TTABFEa! and
FidealyE are identical.

¢ If O =1, the simulator stops here, apart from releasing its register R at the end. Otherwise,
it continues on with its simulated instance of II* from the ECD protocol, except that at the
step where ('} is to be generated, it instead prepares (| by generating an independent and
uniformly random u; and setting C'; = ;. Furthermore, the simulator does not initialize a
register U; yet. The simulator then proceeds until it receives D from the ideal functionality
at the inner interface.

By Fact 23, it is easily seen that the states produced by ITABFieal and Fidea!$F remain
perfectly indistinguishable throughout these steps: we can equivalently consider the
virtual process where IT*B Fifa! initializes the register C; with the independent uniform
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value uy, exactly as Fidealx:E did. (The distinguisher does not yet have access to U;, the
only register which differs between TTAB 72! and Fideal $F under this virtual process.)

e If D = 0, the simulator continues on with its simulated instances of IT* and II® until those
protocols are finished, upon which the simulator sets U; = 0" @ h(kA) ® uq and releases R
at the outer interface.

Through this process, the distinguisher receives D followed by RM. (There is no F
output for D = 0.) The distinguisher supplies no inputs, so we can suppose without
loss of generality that it applies no operations on its systems through this process, and
we only need to bound the distinguishability after RM is released.

We note that the conditional states for the O =1 component at this point are per-
fectly indistinguishable, because in that component all the registers are independent
of the message (possibly by being set to “blank” values). For the O = T compo-

i1 AB rreal ideal yWE 1
nent, the conditional states produced by II** F** and F5*' %" are pMCRBTE(m’ 0) and
p

}\ZCRB E(O”, 0) respectively, where the latter can be understood by again using Fact 23
T

to swap the values on the C; and U, registers.

Overall, the distance between the states from IT*B Fifal and Fideals:E at this point is

1 [Phicns, 50m0) = Im)ml g @ ol g, 50" 0]
=PT HP}QCRBTE(W 0) — [m}m|; ® plcRBTE(m’ 0)H1

+ 7 | Imml g © Pl 5(m,0) = Im)ml g @ pf (07,0 -

By Lemma 27, the second term is bounded by 2Acy. As for the first term, we have

1 [eicns, 50m 0 = Im)ml; © ok g, 5m 0

m

<pr " Pr(if = |0 = T] H|m><m|ﬁ © 0ty (7 0) = Il © 0y (. 0)|

<pt Y. 2Pr[M =m|O = T| < 2\gc,

m#m
applying Lemma 26 in the last line. Adding the two bounds, we arrive at a final bound
of 2\cr1 + 2Agc.

e If D = 1, the simulator continues on with its simulated instances of IT* and IIB: it releases

y’f and b/T’ then sets U; = 0" @ h(k*) @ vy and finally releases R at the outer interface.
Through this process, the distinguisher receives (D, yZ) (at t3), then b followed by F
(at t4), and finally RM (at ts). The distinguisher supplies no inputs, so we can suppose
without loss of generality that it applies no operations on its systems through this pro-
cess, and we only need to bound the distinguishability after RM is released. Also, D is
trivial since the distinguisher chose it, and so is M since here it is always set to 0", so we
shall ignore these registers.
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We note that the conditional states for the O =1 component at this point are per-
fectly indistinguishable, because in that component all the registers are independent
of the message (possibly by being set to “blank” values). Also, for the F' = v/ compo-

. A Treal ideal y2BE
nent the conditional states produced by II* F5§" and Fgg*'¥"" are JRCY%B%BT z(m, 1)

and o, CYLBLBy (0™, 1) respectively, where the latter can be understood by again using

Fact 23 to swap the values on the C; and U registers.

Overall, the states produced by TTABFifal and Fideal$F at this point are respectively of
the form

~ 2 ~
A =p7)[LXLlo ® “FRCY.BL BrE +prFRC’Y%B%BTE(m’ 1),
2
(1 — pT) |J-><J-|O ® wFRCY%B’?BTE +pT |‘/ ><‘/ |F ® pRC’Y%B%BTE(On’ 1)5

where w is an appropriate conditional state (as argued above, it is the same in both
scenarios), and

2 —
pFRCY%B%BTE(m7 1) - (1 - p/\T) ‘X><X |F ® TZJRCY%B'TBTE(m’ 1)

+p/|T |'/ ><‘/ |F ® O-RC’YLBLBTE(m’ 1)7
T T
"/><‘/ ’F ® pi?,C’Y%B%BTE(On7 1) = "/><‘/ ’F ® ((1 _ p/‘T)wRCYTLB%BTE(On’ 1)

n
+p/|TURCY%B’TBTE(O ’1)> :

where ¢ are appropriate conditional states, and p, |t is the same in both scenarios (by
Lemma 24). The ¢; distance between the two expressions is bounded by

2p7(1 = py 1) + 01D/ T m,1) —

9 RCY.B.BpE ( URCYLBLBTE(()”’ 1)H < 2Xcom + 2Acr,
T T T T 1

where we have applied Lemmas 25 and 27 (for the latter we use the fact that B can
contain a copy of Y. BZ, and apply Fact 9).

6.4 Honest Bob and Eve

In this case there are no dishonest parties, so the simulator is trivial and our task is simply to
bound the distinguishability between [TABE Freal and Fideal,

¢ We first consider the situation up until D is supplied.

Through this process, the distinguisher releases O, then supplies M and D. When O is
released, the states produced by ITABE Freal and Fideal are (1 — pr) | LY L], +p1 | TXT|o
and | T)(T|, respectively, where p is computed with respect to the honest behaviour in
the ECD protocol. Then Lemma 25 implies the ¢; distance between them is bounded by

2(1 _pT) S 2)\com-
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After that, TIABE Freal and Fideal o not release any outputs during the steps described
here, hence the distance between the states cannot increase.

e If D=0:

The distinguisher receives D followed by M. (There is no F output for D = 0.) D is
trivial since the distinguisher chose it, so we only need to bound the distinguishability
after M is released. The states produced by ITABEFTeal and Fideal at this point are re-

spectively (filling in the register M with a “blank value” ¢ in the case where O =_L for
HABE freal):

(1 =p7) [ LXLlo @ [6Xol 57 + 7 [TXTlo © ZPY[M =m|O = T][m}m|g

m

ITXTlo ® [m)m| g,

and the /; distance between them is upper bounded by
2(1—p7) +p1 [ TATlo ® Y Pr{M = |0 = T] )il — | TXTlo ® lm)ml
<2(1—pr)+p7 Y. 2Pr[M =m|O = T] < 2Xcom + 2AxC,

m#£m

1

applying Lemmas 25 and 26 in the last line.

o IfD=1:

The distinguisher receives D, followed by F and M. D is trivial, and no inputs occur
between F and M, so we only need to bound the distinguishability after M is released.
The states produced by ITABEFreal and Fideal at this point are respectively (filling in the
registers M F with a “blank value” ¢ in the case where O = | for ITABE Freal).

(1= p7) LY Llo ® [8X91r @ o)l 57 + 27 ITXTlo ® pb ® [0"X0"| 7,

ITXTlo @ VX | ©10"X0" |7 »

where p% = (1 — py 1) XXX |z + ps 7 IV )XV | p. The £, distance between them is upper
bounded by

2(1 - pT) + 2PT(1 *p/|T) < 4Acom,

applying Lemma 25.

7 Parallel repetition theorems

7.1 Parallel repetition theorem for 2-round 2-player product-anchored game

Definition 3. A 2-round 2-player non-local game is called a product-anchored game with anchoring
probability « iff
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o Alice and Bob get (z,y) € X x Y from a product distribution as their first round inputs.
o Alice and Bob produce (a,b) € A x B as their first round outputs.

e Bob gets z =1 with probability o and z = (x,y') with probability 1 — «, as his second round
input, such that the distribution of (x,y) conditioned on z =L is the same as the marginal
distribution of (xz,y). (Alice has no input.)

e Bob produces V' as his second round output. (Alice has no output.)

o Alice and Bob win the game iff V(z,y,a,b) and V'(x,y, z,a,b,1') are both satisfied.
Theorem 29. Let G be a 2-round 2-player non-local product-anchored game satisfying the conditions
above with parameter o. Then for § > 0 and t = (w*(G) + n)l,

a2
W@ =(1-0a- w*(G))S)Q('%GAI-IBZ'-IB'>>
a2
w*(Gt/l) _ (1 _ ,r]?))Q(lOg(Al'él'lB')) )

We shall use the following results in order to prove the theorem.

Fact 30 ([Hol07]). Let Pry, v,v = PrPu, 7Pyt - - PuyrPviru,..u, be a probability distribution
over T xU' x V, and let £ be any event. Then,

l
1
Z ||PTUZ'V\5 — PTV|5PU2'|T||1 < \/l (10g(|v|) + log (PI‘[(S}))

=1

Fact 31 ([BVY15], Lemma 16). Suppose TVW are random variables such that for some w*, we
have Pyw (v,w*) = o - Py (v) for all v. Then,

2
<= HPTVW - PVWPT\VH :
1 a 1

HPTVW — Pyw Py

Using the above fact, we prove the following lemma that we shall use later.

Lemma 32. Suppose Pgr and Pgirigr are distributions such that for some t*, we have for some t*,
Psr(s,t*) = a-Pg(s) for all s. If |Psr — Pgir||; < «, then,

. 2 5
(i) IPsre» — Psrrell1 < EHPS/T'R' — PsirPrislli + o [Psr — Psrlly;

(i) HPS’T’R’ — PsTPRis = 2( HPS’T’R’ — Prip PS|TH1 + HPS’T’R’ - PS’R’PT|SH1)

7
+ — ||Psirr — Psrl; -
«

Proof. Note that
2
[Psjex — Pgrjexll1 < o |Psirr — Psrlly
by Fact 5. Let PSTR” denote the distribution PSTPR/|S’T/7 i.e., PSTR”(87 t, T') = PST(St)PR’\S’zs,T/:t(r)-

IPsrr — Psprlli = [Psi(s Z Prr1s(8)P grjse (1) Z Pris(t)Pryst(r)

S,T

Accepted in { Yuantum 2023-06-25, click title to verify. Published under CC-BY 4.0. 51



< 3 |Ps ()P () = Ps(s)Pays ()| Prrjar(r)

s,t,r

= ||Psr7r — Psrl|1-

Similarly,

HPSR// — PSR”|t* 1 S HPSTPR’|S/T’ — PSTPR'\S',t* 1

2
<< HPSTPR’|S’T’ —PsrPrys|||

< % (HPSTPR’\S’T’ — PrisPsimr|| | + ([P — PST||1>

where in the second inequality we have used Fact 31. Combining all this, and using Fact 5,

1+ [|[Psgrres — Psrrllr + [[Psrr — Psrrr|ln
2 2
< - IPsrr = Psrrelly + — (HPSTPR’IS’T’ = PrisPsr|| + [[Psr — PST”I)

+ ||Psirr — Psr|l;

IPs rije- — Psrrelli < IPsiprjer — Psporpes

2 3
T IPsrrrr = PowPryslls + — [Psizr = P,

2

— a H(PS/T/ - PST)PR"S’T’
2 2 3

= a HPS/T/ — PST”]_ + EHPS/T/R/ — PS’R/PT‘SHI + a HPS/T/ — PST”]_
2 )

- 7HPS/T’R’ — PS/R/PT|SH1 + i HPS/T/ — PST”l .
« «

This proves item (i).

We have P (t*) > Pr(t*) — 5 |Psrrr — Psr|; > o/2. Therefore we have,

«
HPS/T/R/ - PS|TPT/R/ 1 Z 5 ‘PS/R/lt* - PSIt* PR/‘t*

1

Using this we get,

HPSPR/‘S/J* — PSPR/‘t* 1 é HPS,R,|t* - PS‘t*Pth* 1 + H(Psllt* - PS|t*)PR,|S/,t* 1

IN

2
E HPS’T’R’ — PS[TPT’R’ ) + HPS,H* — PS|t*

1

IA

2 2
- HPS/T/R/ — PS[TPT’R/ + — HPS’T' — PST”l ; (18)
(6% 1 (6

where we have used Fact 5 in the last inequality.

Next, note that we can apply Fact 31 to get a bound

S % HPSTR” — PSTPR”ls‘

HPSTR” — PsrPpris - L
because the marginal distribution on the first two variables is Pg7 in both terms, which satisfies
Psr(s,t*) = Pp(t*)Ps(s) = a-Pg(s) for all s. But since by definition we have Psrrr = PsrP |77,
we can rewrite the bound as follows:

s % HPSTPR’|S/T’ - PSTPR’|S”

HPSTPR’|S’T’ — PsrPrisr i« .
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Using this we get,

HPS/T/R/ — PSTPR’|S’,t* 1 S HPSTPR’|S’T’ - PSTPR"S’7t* 1 + HPS/T/R/ - PSTPR"S’T” 1

< 2 |PsrPrs — PstPris |, + IPsiz — Porll,

IN

2(|Psizrm — PsrmPris|, +11Psz — Pl + IPsy — Pl )
+ |Psirr — Psrlly
= % HPS’T/R/ ~Pom F’T|SH1 + 2 IPs = Psrly - (19)

Therefore, using (18) and (19),

1 + HPSPR/‘S/J* - PSPR/‘t* 1

HPS’T’R’ — PsTP R = HPS’T’R’ — PsTPrisr i+

< %( HPS’T’R’ —Prp PS\THl + HPS’T’R’ —Pyw PT|SH1)
+—Psr —Psrll; -
This proves item (ii). O

Finally, we shall use the following two facts.

Fact 33 ([JPY14], Lemma II1.1). Suppose p and o are CQ states satisfying p = 6o + (1 — &)o’ for
some other state o’. Suppose Z is a classical register of size |Z| in p and o such that the distribution
on Z in o is Py, then
D(o:lp) < log(1/6) +log|Z].
zZ
Fact 34 (Quantum Raz’s Lemma, [BVY15]). Let pxy and oxy be two CQ states with X = X1 ...X;
being classical, and o being product across all registers. Then,

l

> I(Xi:Y), < D(pxylloxy).
=1

Proof of Theorem 29. Consider a strategy S for [ copies of G (it may correspond to G! or Gt — it
doesn’t really matter): before the game starts, Alice and Bob share an entangled state on registers
AABBB'B'EAEB. Here A, B, B’ will be the registers in which the outputs are measured in the
computational basis, and A B B’ are registers onto which the contents of A, B, B" are copied — we
can always assume the outputs are copied since they are classical. Alice and Bob apply unitaries
based on their first round inputs XY to their respective halves of this entangled state and measure
in the computational basis to obtain their first round outputs. We define the following pure state
to represent the inputs, outputs and other registers in the protocol at this stage:

= Z \ I:>XYZ .T yYs 2 |1"J" XX |yy Yy ‘ZZ ZZZ \ PAB\:vy ab |aa AA |bb BB |p>B’B’EAEB\:vyab

Z,Y,2

where we have used Z to denote Bob’s second round input, which is either L or (z,y'). We have
included the ZZ registers in this state even though Bob has not received the z input yet; the state

Accepted in { Yuantum 2023-06-25, click title to verify. Published under CC-BY 4.0. 53



in the entangled registers has no dependence on z however. Here P4 B‘xy(a, b) is the probability of
Alice and Bob obtaining outputs (a,b) on inputs (x,y) in the first round.

In the actual protocol, the AB registers are measured on |p), and the subsequent unitary Bob
applies on the B’B’E® registers can depend on his first round output, as well as both his inputs.
We represent the state of the protocol at this state by:

) x Xy 25 4ABEB B EAED

=" Pxvaley,2) 53) 5 [0y 5 122) 45 D0 /P sy (ab) laa) , 5 0B) @

z,y,2 a,b
Z PB'|myzab(b/) |b/b/>B/§/ |U>EAEB|xyzabb’ :
bl

Note that |o) is related to |p) by a unitary on the B’ B'EB registers that is controlled on the registers
Y Z B, which is why the marginal distribution of AB is the same in |p) and |o). Note that even
though no operations explicitly dependent on z are done in the second round, the distribution of

B’ obtained in o depends on z, because the state |p>B'§'EAEB\xyab depended on z.

Let w*(G) = 1 — e. To prove the theorem, we shall use the following lemma (whose proof is
given later).

Lemma 35. For i € [l], let T; = V(A;B;, X;Y;) ANV (A;B;B., X;Y; Z;) in a strategy S for 1 copies of
G (here X, Y are the first round inputs, A, B first round outputs, and V the first round predicate;

Z is the second round input, B’ the second round output, and V' the second round predicate). If Ec
is the event [[;cc Ti = 1 for C C [l], then

191/6
E Pr[T; = 1] <1—e+ —2C
icC @
where )
P |C] - log(|A| - |B| - |B|) +1og(1/ Pr[Ec])
l .
The theorem follows from the above lemma using standard arguments as in e.g. [Rao08] — we

shall reproduce here the proof given in that work, with some additional elaborations. We only
need to prove the upper bound on w*(G**); the one for w*(G) then follows immediately by setting
n=1-w(G.

Consider any strategy for playing [ parallel instances of G. We begin by proving the following
claim: for any v € (0, 1), if we set n to be a value satisfying

o=y l+nlog(JA|-|BI[B]) _ (1 — e+ 191,y>n (20)
a

and pick a uniformly random subset C' C [I] of size n, the expected probability of winning all the
instances on the chosen subset satisfies

EPrlecl= Y L PrEc] <2 <1 et 19”) | (21)
¢ ccl):lCl=n \n a

Note that there is indeed a (unique) value of n satisfying the required condition, specifically
oat,
" AlBLBTY
log <|1|€+191w)
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To prove this claim, let I;,I,...1L, be a sequence of random variables obtained by drawing
elements from [I] uniformly at random without replacement (in this argument, random variables
will be denoted in bold, while specific values they can take will be denoted without bolding). For
each j € [n], we define a random variable C; = (I, I, ...I;), i.e. its value is the tuple formed by
the first j elements of the sequence. In a minor abuse of terminology, we will sometimes call the
tuple C; a subset of [I], and we define W; to be the event that all instances in C; are won. With
this interpretation, observe that C,, is a uniformly random subset of size n, and hence our goal is
just to prove a bound on Pr[W,] (since this would be equal to Ec Pr[€¢] in (21)). Next, for each
j € [n] we define £; to be an event on Cj, as follows: it is the event that C; takes a value Cj
such that Pr[€¢;] < (1 —+191vy/a)", i.e. the probability of winning all games on that particular
subset C is “low”.'® Also, let H; be the complementary event that C; takes a value C; such that
Pri€c;] > (1 — e+ 191y/a)", i.e. the winning probability is “high”.

With these events, we can write Pr)W,,] = Pr[W, A L,]+Pr[W, AH,,] and bound the individual
terms. The first term is simply upper bounded by (1 — € 4+ 191y /«)" due to the definition of £,,. To
bound the second term, we argue as follows for each j € [n]. Observe that if we consider any fixed
value C; for the random variable C;, this also fixes a value C;j_; for the “preceding” tuple C;_1,
and furthermore, winning all instances of the game on C; implies winning all instances on Cj_.
With this, the event W; always implies the event W;_1, and so we can write W; = W; AW, _1. It
also tells us that for each value C; we have Pr[€c,] < Pr[€c,_,], from which we see that the event
H; always implies the event H;_1, and we can write H; = H; A H;—1. Hence for each j € [n] we
have

Pr[Wj AN Hj] = Pr[Wj VAN Wj_1 A Hj AN Hj_l] = Pr[Wj VAN 'Hj’Wj_l VAN Hj_l] Pr[Wj_l A Hj_l],

where for ease of notation we introduce trivial “always-true” events Wy and Hg. Applying this
relation repeatedly, we arrive at

Pr[Wn A Hn] = H Pr[Wj AN ’Hj‘Wj_l A Hj_l] Pr[Wj_l A Hj_l].
j=1

Hence it suffices to bound Pr[W; A H;|[W;_1 A H;_1] for each j, which we shall do by upper
bounding it with Pr[W;W,_1 A H;_1] and applying Lemma 35. In more detail: note that condi-
tioned on H;_1, by definition C;_; takes a value C;_; satisfying Pr[€c,_,] > (1 — ¢ +191v/a)",
and this is the same as log(1/ Pr[&c,_,]) < v*l —n-log(|A| - |B| - |B'|) by the defining property (20)
for n. Substituting this into the bound in Lemma 35 gives (since |Cj_1| < n)

L e e anogwu-|B|-|B'|>+1og<1/Pr[scj_l1> 191
«

<l—e4 ——.
o l o
With this, we can apply Lemma 35 to write Pr[W;|[W;_1 AH;—1] <1 —e+191vy/a (recalling that
C; can be viewed as being generated from C;_; by drawing a uniformly random ¢ ¢ C;_; and
appending it). Since this bound holds for every j € [n], we get Pr)W,, A H,] < (1 — e+ 191v/a)",
which yields the claimed bound (21).

18 A slightly different perspective that may help in understanding the definition of this event is that for each j € [n],
we can define an indicator variable Vf as follows: Vf is a function of Cj, taking value 1 if C; takes a value Cj
such that Pr[fc;] < (1 — €+ 191y/a)", and taking value 0 otherwise. (Note that this is a well-defined function of Cj
because we have fixed a particular strategy for playing the game, and hence Pr[€c;] is a function of C; only.) The
event L£; is then exactly the event Vf =1.
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Finally, to use this to prove the bound on w*(G!) for t = (1 — ¢ + n)l, we set vy = =ep» which
gives n < (1 —e+n)l. If t = (1 —e+n)l games are won, we can pick a random subset of size n out
of the (1 — e+ n)l won games, and say that the probability of winning (1 — ¢ 4+ 1)l games is upper

bounded by the probability of winning on this random subset. Therefore we have,

1 " ()

* t/l n

w*(GY') < (==l Priéc] <2 (1 —EeT 4) ' ((=etmiy’ (22)
CC(1—e+n)l]:|Cl=n n n

where the last inequality follows from the bound (21) (note that the binomial-coefficient terms are
independent of the summations and could hence be factored out). We can simplify the second
factor in the above expression as

() l " Ly
Gk?w)§<u—e+mbwg §<1—5+T>’

where in the last inequality we have used the expression for n. Putting this into (22) we get,

1— 7\" n n n
w* (G < 2 Lg‘l -9 1_% §2<1_77) 7
1—e+ l—e+ 2

which proves the theorem after substituting the value of n. O

To prove Lemma 35, we shall first define the correlation-breaking random variables D;G; for
each i € [[] as follows: D; is a uniformly random bit, and G; takes value X;Y; or Z; respectively
depending on whether D; is 0 or 1. With this, XY Z are independent conditioned on DG: to see
this, first note that the distribution on XY Z DG is independent across instances, so it suffices to
prove that for each i, X;Y;Z; are independent conditioned on D;G;. Observe that conditioned
on D; = 0, the value of X;Y; is fixed by G;, so X;Y; are trivially independent conditioned on
G;. Whereas conditioned on D; = 1, the value of Z; is fixed by G, so it suffices to show that
X;Y; is independent conditioned on Z;. This is indeed true because conditioned on Z; =1, the
distribution of X;Y; is equal to their marginal distribution, which is product; whereas conditioned
on any other value of Z;, the value of Xj is fixed by Z;, so Xj is trivially independent of Y;.

Let |p),, and |o),, denote the states |p) and |o) conditioned on DG = dg, which simply means
that the distribution of XY Z used is conditioned on dg.

Conditioned on DG = dg, we define the state |¢),,, which is |o),, conditioned on success in
C, i.e., the event £¢ as defined in Lemma 35:

|¢>X}?Y§Z§AZB§B/§/EAEB\dg

1
:\/779 Z \/ PXYZ\dg(xyz) |l‘l‘>X)~( |yy>y)~/ ‘ZZ>Z§ Z \/ PABB’|J:yz(ab) |CLCL>AA’|bb>B§ ®

T,Y,2 (I,b,bll
(zcyye,zcsac,be,be)
win G/

|b/b/> B'B’ ‘0> EAEB|zyzab!

where 7,4, is the probability of winning in C' conditioned on DG = dg, in S; 744 averaged over dg
is then Pr[€¢]. It is easy to see that Pxy ;4pp/|g, 44 is the distribution on the registers XY ZABB'

in |p)g.,and Ep ., . PxvzaBp|ec.dg 1S PxyzaBp|eq-
g o
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In the remainder of the proof, we shall use the following notation. For i € [I|, we shall use
‘90>riyizid_ig_i (where d_; stands for d; ...d;—1d;+1...d; and g_; is defined similarly), ’90>rid_ig_¢'
|90>yid,z-g,,-/ |s0>xiyid7igfi to refer to |¢) with values of X,;Y;Z,D_,G_;, X;D_,G_;, Y;D_,G_; and
X:Y;D_;G_; respectively conditioned on. We shall use similar notation for other variables and
subsets of [I] as well. [¢), , ., . will be used to refer to [p) conditioned on Z; =1,D_;G_; =
d—ig—i.

We shall use the following lemma, whose proof we give later, to prove Lemma 35. In the
statement of this lemma, and in the proofs henceforth, we shall refer to ¢ and £¢ as just § and £
for brevity.

Lemma 36. Let § be 0 as defined in Lemma 35. If § < %2, then using R; = XcYoZcAcBeBeD_iG—;,
the following conditions hold:

11v26

(07

)

(i) Eice HPXZ-YiziRiw —Pxv.z, PRi|s,¢H1 <

(ii) For eafh i, theﬂi exist unitaries {UL., Yo acting on Xé)ZgEAAaﬁg, and {V;jiri}ym acting
on YgYeE® Be B BE By, such that

_ 58v/26

1 o

ieCPx,;v;Rr;|e

)

- 30V/26

‘1_ 6]

)

(iii) Byt ||Pxvizire (Pasexvizm — PasiexviLn,)

(iv) There exist unitaries {W}

23T

byizirs acting on the registers YgffaZngEBB’aE% such that

_ 90\/%.

1 o

ieCPx,v,z;4,B;

R;|€

Proof of Lemma 35. Note that if § > a?/8, the upper bound in Lemma 35 is trivial. So we shall
only prove the lemma in the case that § < a?/8 using Lemma 36. Using Lemma 36, we give a
strategy S’ for a single copy of G as follows:

o Alice and Bob share log |C| uniform bits, for each i € C, P Ry|€,L as randomness, and for each
R; = r;, the state |p),, as entanglement, with Alice holding registers Xg)?gEAAgﬁg and
. . < ~ B g g
Bob holding registers YzYz2525F BaBgB’éB’@.

« Alice and Bob use their shared randomness to sample i € C uniformly, and in the first round,
apply U, Vy., on their parts of the shared entangled state according to their shared
randomness from Pp, ¢ | and their first round inputs.

e Alice and Bob measure the A;, B; registers of the resulting state to give their first round
outputs.

« Bob applies W} to his half of the shared entangled state after the first round according

YiziTq
to his second round input and the shared randomness.

+ Bob measures the B register of the resulting state to give his second round output.
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We shall first do the analysis assuming Alice and Bob have the distribution Px,y, 7, g,|e exactly. Let
Py BilX:YiZiR; denote the conditional distribution Alice and Bob get after the first round (note that

/AliBi are actually independent of Z; given X;Y;, but we are still writing Z; in the conditioning), and
P ~ denote their conditional distribution after the second round. Since P

BI|X;Y;Zi Ri A; B; A:B:|X.Y: ZiR;
is obtained by measuring the A;B; registers of the state Uy, @V, . \<p>l”, and P, B,je.x,v;, L R, 18
obtained by measuring the same registers of |¢) from item (ii) of Lemma 36 and Fact 9 we

have,
58v/20
o

xiyiLry)

<

E HPX"'YiZiR”g (PA\iEilXiYiZiRi B PAZ'B’L"S’X"Y’“J"R'L') )1

ieC
Combining this with item (iii) of the lemma we have,

- 58v/20 N 30\/%‘

e,

AH% HPXiYiZiR”g (Pgiﬁi‘XiYiZiRi B PAiB""g’Xi)/iZiRi)
1€

By similar reasoning, we have from item (iv),

90v/26

E@ HPXZ‘Y'LZiRiAiBi <P§’.|X¢Y¢Z¢Ri&§¢ o PB“ginYiZiRiAiBi> Hl < a
S 4

Combining these with item (i), then we overall have,

1126 N 58v/20 N 120v/26 _ 3828

« « (07 (07

‘Eé HPXiYiZiPRiE,LPA\iEiE{'Xi}/iZiRi - PXiYiZiRiAiBiBHSHl <
i€ ¢

Since Pr[T; = 1|€] is the probability of that the distribution Py, 7 r,4,8,8/|c Wins a single copy
of the game, if E, & Pr[T; = 1|€] > 1 — ¢+ 191T\/S’ then the winning probability of our constructed
strategy is more than

191v6 1

l-e+—"—-3E prmziPRis,LPgigigéXiYZ.ZZ.RZ. ~ Pxvizrassye| 2@ (6),
which is a contradiction. Therefore we must have E, & Pr[T; = 1|€] <1 —¢+ %\/g' O

Proof of Lemma 36. Closeness of distributions. Applying Fact 30 with T,V being trivial and U; =
XY, Z; we get,

1
E WPz~ Proizlh < g L= 1C) los(1/ Prie]) < v, (23)
i€ -

recalling we are taking § to be the value §¢ defined in Lemma 35. In particular, the last line of the

above equation is obtained by recalling that we have required § < o?/8, which implies |C| < 1/2.

Also, applying Fact 30 again with U; the same, T = XcYcZcDG and V = AcBe By, and
using R; = XcYCZCAchB,CD_Z’G_Z’, we get

Vs> _1| e/ = C1) log(1/ P]) + €1 - lox(|Al |81 |8')

> E HPXiYiZiXCYCZCDGACBCB’C\E - PXCYCZCACBCB’CDG|£PXiYiZi|XCYCZcDGHl
ieC
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= E IPx,v,z:p,c:rie — PpyciriePx,vizipici

iEC
5 Ec (HPX vizirile — Px,viriePzxvillh + IPx,v,zirije — PzriePxiviz: 11 ) (24)
S
where the last line is obtained by conditioning on values D; = 0 and D; = 1.

Now, the bound (23) allows us to apply item (ii) of Lemma 32, with X;Y; = S, Z; = T,
R; = R, and the corresponding variables conditioned on £ being the primed variables in the lemma
statement. This gives

2
E H xYizirile — Px.viz;Prye, J_H <~ E (IPx,v,zrile — Px,virieP 2z, x,v; 11
ieC & el

+ IPx,viz:rile = PzirePxviz: 1) + S E IPx,v,z,c — Px,viz:l1-
ieC

Applying (23) and (24) to the terms on the right-hand side yields item (i) of the lemma.

Existence of unitaries U;i and VZ . We first note

E D (SOXYYZZBBB’ B LEBlecyczcachoblydg XayayazazaBEBgB’ B EB|zcyczcdg>

PXCYCZCACBCB’CDG\S crercroreToTe

= XYY 2ZBgBgBLBLER|acbcbydg||” XYY 22 BgBgBLBLEP|dg

PACBCB’ DG|E

< _E (log(1/7ag) +log(lA[“!- BT |B'[IT))

Ppaie

<log (1/ E ’m;;)+\C!'10g(A\'!B!-\B’D

Ppale

=log(1/ Pr(£]) + |C| - log(|A| - |B] - |B']) = dl,

where the first inequality is from (7), and to get the second inequality we have used Fact 33 on the
states @qy and o4y (With z being acbcobl).

Note that o XYV Ze G P BB BL B, woyeacdg S product across X¢ and the rest of the registers,

since dg is being conditioned on. Hence using Quantum Raz’s Lemma,

XfoYfoZfoBfB’ B’ EBlzcyczo dg)

>
ol > E D (SOXYYZZBBB BLEP|aoyczcacbobydg||” XgYeVeZaZeaBaBa

PXCYCZCACBCB’CDG\E crerererorToTe
> Y W(X; : YeY5ZeZBaBeByrBREP | Xo Yo Zo Ao Be Bp DG),
ieC
= > (X : YaYzZsZ5BsBaBeBLER| DGRy,
ieC
. v 7 n n B
=Y E  (Xi:YgYgZgZeBaBsBeBE")

Pdigir;

E E ! (Xz : Yﬁff@zézaB 6E 6B%§/6EB ) Pd;g;r;
S

Pgsr;| D=1
ieCPz,Rr; e v
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iR

2
E E B S, = ~ = S ~ =
, ‘pygygzgzaEBBgBaB%B'Emzi vy VY Ve 2 ZEP BoBgBLBL |z
where we have used Pinsker’s inequality in the final step. Using Jensen’s inequality on the above
we then have,

V6> FE E

B (so Vs 7 BB B Py 5 4 7 5 5B )
< L YV_7_7 _EFBRB_B_RB’ ! e ) Y7 7 TBR_Rp__R/ ! . .
icC PXiZiRilf YCYCZCZCE BCBCBEB6|I7‘ZZT7' Y=Y=Z=Z=F BCBCBaBg|ZlT1

c-cTcTo

Since B(+, -) always lies between 0 and 1, changing the distribution over which its expectation value is
taken can only increase the expectation value by at most the ¢;-distance between the distributions.
This lets us write

E E B (‘P v ~_ 1B B_p B O, 3 7_ B B_n! )

SEEB(¢~~B~~ so~~B~~)

+ ]Ei "PXiZiR¢|S - PZi PXZ'RZ‘|5,ZZ'
ieC

<2V/§ 4 V26,

1

where to get the last step we use the fact that (23) implies

- E*HPXiYiRi‘gvzi(PZi‘g —Pz) ’1

L jeC

= ‘IE7HPZZ-|5 - Pz
ieC

< V/26.

E HPX,L-YiZiRAS — Pz PXZ-YZ-RZ-\&ZZ-
ieC

1

Finally, since Pz, (L) = «, we have,

2V0+ V20 _ 4Vo

E E

i€eC Px,Rr;1e, L

By Uhlmann’s theorem, there exist unitaries {U}
such that

}z,r; acting on the registers Xa)N(@EAAégg

iTi

E_E B(UL, ®1leXeli, Ul ©110)el 1)

ieC Px,r;e,L

=E E

i€eCPx;Rr;1e, L

Pty

a

o (s s o )
Y7 _7 FBR_RB_ . . L Y_7 7 FBR_RB_ .
YCYCZCZCE BCBCB’aB’a\len’ YCYCZCZCE BC,BCB%B%\J_TZ
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Now using the Fuchs-van de Graaf inequality we get,

< @ (25)

17 «

E E

ieCPx;Rr;e,1

v @ Lol Ly, (Uzp)' @ 1 = 0Xels, 11,

Similarly, o is product across Y and the rest of the registers. Hence

by using the same analysis as above, we get that there exist unitaries {Vyliri}ym acting only on the

registers Yg}N%ZéngBBaéaB’éé’é such that,

8v/26

E [1® Vi, ool 1@ (Vi) T = 10Xl |, € = (26)
ieC PY R; \5 L 1 o
Now, if Oy, is the channel that measures the X; register and records the outcome, then
Ox, (L& Vi [oXel 1 10 (Vi) = B Jaawil © (1@ Vi, 1900l 10, 1© (Vir)T)
X;1E,Lr;
PXi|€,yiLri

Therefore, applying Fact 9 to (26) with the Ox, channel we get,

E_E E  [efzil @ (10 Vi o)l 1 10 Vird)) = B |2l @ [0Xelary 11,

ieC Py;r;1e,1 ||Px;1e,1m; Px;1e,y;1m; 1
38\/25.

a

From this we have,

E |1 @ Vi, loXelay 1, 1 (Vi) = 10Xl

ieC Px,v;R, \s 1
-E E E  [oa)il ® (10 Vi, [000lar 1 1© Vir) T = [0X&laryy ;)

ieC Py;Rr;1e,1 ||Px;1€,0; 1, 1
<E_E E  [efzil © (10 Vi o)l 1 10 Vi) = B |2l @ [0 elary 11,

ieC Py;r;1e,1 ||Px;|1e,1; Px; 1.y, 1m; 1

+E_E E  |ewl = B |w)eil ) © (10 Vi, 0Nl 1, 1® (Vi)'
ieCPy;r;1e,1 || \Px; 16,9, 1m; Px,e,1r; 1
8\/
+2 E HPXYR\SJ__PR\SJ_PX\SJ_RPY|5J_R (27)

«Q ieC

Combining equations (25) and (27) we then get,

E_E ||V @V loXoli, VL)' @ (Vi) = 0Kl r,
ieCPx,v;Rr;le,1 1
<E Hﬂ ® Vi, (U;m ® 1|l 1y, Uk )T @1 = [0ty 10 ) 1@ (Vi)

ieCPx; YR|£L

+ E |1 @ Vi 10X0ls 1, 1@ (Vi) = 0Ky

ieC Px,v;R, \SL
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= Eﬁ E Uazc T ®1 ’()0><90’J_r ( ;1TZ)T ®1-— ‘SOX ‘xiJ_ri 1
ieC Px,v;r;le,1
+ E |2 @ Vi, loXelay 1, 1 (V)T = 10Xl
ieC Px,v;R, \5 1
1620
< " +2 E HPXYR|€J__ (28)

ieC

Now note that we have an upper bound of 2v24 on E,_& HPXiYiZiRi\E — PX@'Yi|ZiPZiRi|5H1' Thus,
by Fact 5,

EfHPX,'YiRAg,J_ - PX¢3€|J_PR1~|8,J_H =5 E H XY z:irile — Px.vi|z:PzR; |£H
ieC Z; ( )zeC
(6%

Using this we get, and the fact that Py,y; 1 = Px,y; = Px,Py; = Px,|1Py;1, we get,

E HPXYR|EL — Prje,1Px;je.L.R,Pyije, L R
ieC

)

< gc' (HPXYR\EJ__PXY\J_PR \gLH + HPX \LPy,|iPrie 1 — Pyrije. L Px.je.L R,
i

54\[ T E@ (‘ (Px;|LPrije,L — PxiRiw,L)PYilLHl + HPXJ&J_,RZ-(PYZ_U_PRZ_'&J_ _ PYiRi‘g,J_)H1>
§4? + Ea (‘ Pxi|1PRije, L — PXiRi‘g,LHI + HPYiILPRi\g,L _ PYiRiIS,LHI)
§4\gﬁ e ‘Eﬁ ’PXi}/i‘LPRi‘gvi - PXiYiRi\S,LHl < 12(\){%.

e’

In the fourth line of the above calculation, we have upper bounded HPXiIL Prie,L — PXiRi\&LHl by

HPXiYiH-PRiw,J- — PXiYiRHS,J—Hl since we get the distributions PXi‘J-PRi‘&J- and PXiRi|5,J- respec-
tively by tracing out the Y; registers of Px,y;|1 Ppg,je 1 and Px,y;r, ¢, 1; also, we have upper bounded
HPYi\LPRiIE,L - PY"R”&LHl by similar reasoning. Putting the above bound in (28) we get,

- 16v/26 N 24\/%'

« [0

|V s ® Vi, 1N L, (Ut @ (Vi) = 0Kl
zGC Px,v,R, \s 1 1
Now, the quantity we actually want to bound is almost the same as the above expression, except
we have to take the expectation over the distribution Py,y, g, ¢ rather than Px,y; g, 1. Since the
£1-distance term always lies between 0 and 2, changing the distribution over which the expectation
is taken can only increase the expectation value by at most 2 times the distance between the two
distributions. Thus we can write

E_ E |[Uby®Vy @1loXel,,, Uk,) @ Vi)t @1 —oXel,, 00, )
ieCPx,v;r;|e
<E |Vt @ Vi, ool L, Uhr)T @ (Vg ) = LNy
ieCPx,v;R, |£ 1
+2 E ‘PXYR\E*PXYRWLH
ieC
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<40\/%Jr 4

= ~ E |Pxvizime = PxvirieP iy,
eC

10
+— E_|Pxvizie — Pxviz
L aeo

e o 1
40v26  18v25  58V2)
< V2 + V2 = \/>, (29)
o) o !
where to get the third line we used item (i) of Lemma 32 to bound HPXiyiRi‘g — PXZ.)QRi'g’J_‘ o and

in the next line we have used (24) and (23) to bound the trace distances. This proves item (ii) of
the lemma.

Existence of unitaries Wy"izm. Note that O 4 XX A A B B EA dg is product across Zz and
the rest of the registers, since they were product in p, and o is obtained from p by a unitary that
acts on the other registers, only using Zz as a control register (this is also true if we include Y=YxH
along with XéXéAgAaBaBaEA, but we don’t need to do this). Therefore, by the same analysis

as in the case of X7 and Y,

528 6 0 ettt
> 1 E E D
T 24c0Px,vzi Ryl P XgXgAzAzBsBab N awimi||¥ XgXgAzAzBsBoB awir:
K2 g 2
1 2
> — B = ~ ~ = ~ ~
=5 E@ P Yg e (SOXCXCACACBCBCEA wiyiziri’ ¥ XoXgAg Ag BeBoEA wyim;
K T 3
sing Jensen’s inequality on the last inequality, we ge
Using J ’ quality on the last inequality, get,
E E B (90 ~ ~ ~ © > ~ ~ ) < 2\/3 30
i€C Px;v;2;R;le XeXoAgAgBeBgE ewiziri’ T XaXaAg AgBe B EA lewyir: (30)

Moreover, shifting the expectation from Px,y; 7 r,ie to Pz Px,y,r;e,z, and conditioning on Z; =1

(which happens with probability o under Py,), like we did when showing the existence of Uwim-’ Vyiz_ri,
we get,
4\/3
B ~ ~ ~ ~ ~ ~ < . 1
Eé P XI'YEA el <¢XcXcAcAchBcEA$iyii’”i’ SOchcAcAcBchEA961‘?/1‘?‘1‘) T« (31)

Now using the triangle inequality on (30) and (31), we get,

Z‘Eé PXZ Yi Zi RZ- |£ X6X6A6AEBEB5E |miyi ZiT4 ’ XaxaAaAéBéBEE ‘xiyi LTi

+EEB(¢~~~A so~~~A>

+ E H(PXZ-YZ-R,WS = Px,vir,6,1 )Pz 1. x.vi R,

icC
4v6 2
<o V02
(8% (6%

1

E HPXMRZ-ZAS —PxivirePzxv

T E HPXiYiZi\s - Px,viz
ieC & ieC

1
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<2Vb + f ?Jﬁ?
§15\f.

(07

(32)

In the third line of the above calculation, we have noted that H (Px,v,rile — Px,virile, L )Pz 16, X, viR: )

|Px.virie = Px.vime.1 | » and we have used item (i) of Lemma 32 (with X;Y; = S, Z; = T, Ri = R,
and the conditioned variables being the corresponding primed variables) to bound the latter. In
the fourth line, we have used (24) and (23) to bound the trace distances.

Applying the Fuchs-van de Graaf inequality on (32) and tracing out registers besides A;B; gives

us
30v/26
—.

E E HQDAiBz‘minﬂi — PA;Bj|ziyi Lr; 1
i€eCPx,v,z;Rr;|e

Since the A;B; registers are classical, the trace distance in the above expression can be interpreted
as the distance between the distributions P4, g 2,y,2,; a0d P4, B;|€ 2y, Lr,- Therefore we have,

|=E_E

ieC Px,v,z;Rr;€

< 30\/%7

(07

E HPXYZR|5(PAB|€XYZR —Pa,Bije.x,viLR:)
ieC

which is item (iii) of the lemma.

To get item (iv) of the lemma, we use the Fuchs-van de Graaf inequality on (32) but don’t
trace out any registers, and then we use Uhlmann’s theorem as before, which gives us unitaries
(W} ypzirs Jasyizr ACting on YaYngZgEBB’@B% such that

30v20
Eﬁ ]E II' ® szyzzzrz ‘SO>< ‘xiyiaJ—Tl 1 ® (Wélyzzzrz)T - ’90><<'0‘331y12m 1 ’ (33)
icCPx,v,z;R;|¢ «
Since z; is either 1, in which case the unitary W wizr; €l just be identity, or z; contains x;,
W;fiyzzm is in fact just Wézzm
Let O4,p, be the channel that measures the A;B; registers and records the outcomes. This
clearly commutes with W; 2~ Lherefore,

O, (1O Wipoor, [0l 1r 1© Wiz
- £ |aibi><aibi| ® (]1 ® Wlilzm ‘80><S0|l’iyiJ-aibi7"i 1® (W;ﬂﬁ“z)T)

PAi B;|E,x;y; Lry

— E ’aibixaibi‘ @ ’90><90’:ciyiziaibi7“i

A;Bjlmiy;zir;

Using this and Fact 9 on (33) along with item (iii) we get,

E E

i€eCPx,;v;z;4,B;R;|€

< 30v20
o

1® I/I/vyllzzrZ |90><90|xiyiLaibim I1® (Wyllzzrz) - ‘90><90‘miyiziaibiri 1

+2 E HPXYZR|5 (PAB\SXYZR *PAB|5XYZ,LR)
ieC
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«

<

This proves item (iv). O

7.2 Parallel repetition theorem for 1-round 3-player product-anchored game

We call a 1-round 3-player product-anchored iff Alice and Bob’s marginal input distribution is
a product distribution, and Eve’s input takes value either z = (z,y) or z =L such that p(z,y, L) =
a - p(x,y). Note that this is also a special type of anchoring on Charlie’s side, but this definition
will be sufficient for our purposes.

Theorem 37. Let G be a 1-round 3-player non-local product-anchored game with parameter a. Then
for 6 >0 and t = (Ww*(G) +n)l,

w*(Gl) _ (1 B (1 B w*(G))3>Q(bgﬂ«‘(TzllK’5llc)>
WH(GH = (1 _ ng)Q(mg(ﬁ%) .

Proof sketch. Defining the correlation-breaking variables D;G; the same way as in the 2-player 2-
round case, we have that conditioned on DG = dg, Alice’s inputs are in product with Bob and
Eve’s systems in the state of a strategy for [ copies of G; the analogous statements hold for Bob
and Eve’s inputs as well. As in the case of the 2-round game, we condition on the success event
& on a subset C, and define |¢) to be the state of the protocol conditioned on £. Defining R; and
the quantity 0 the same way, the lemma analogous to Lemma 36 in this case is the following.

Lemma 38. If § = O(c2a?), the following conditions hold:

. 9v'20 .
(1) Eice prmzms - PXiE‘ZiPRAé’,J_Hl < W3,
(ii) For each i€ C, there exist unitaries UL, AV, Yyiris AWL }zir; acting on Alice, Bob and

Charlie’s systems such that

E E

ieCPx,v,2;Rr; €

Ssgx/ﬁ
(6%

The proof of item (i) in Lemma 38 is exactly the same as in Lemma 36. The existence of unitaries
UL, and szm in item (ii) is shown in exactly the same way. The existence of Eve’s unitaries W, .
is shown in a way similar to the existence of the second round unitaries in Lemma 36, and using the
fact that Eve’s inputs are in product with Alice and Bob’s systems in the original state, conditioned
on dg.

Using Lemma 38, we can give a strategy for a single copy of G where Alice, Bob and Eve share
Pr,je,1 as randomness and |p) 1y, as entanglement, and apply the unitaries Uy, , V., and W .
on receiving inputs (x;, y;, 2;)- O
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