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Apps’ pervasive role in our society led to the definition of test automation approaches to ensure their
dependability. However, state-of-the-art approaches tend to generate large numbers of test inputs and are
unlikely to achieve more than 50% method coverage.

In this paper, we propose a strategy to achieve significantly higher coverage of the code affected by updates
with a much smaller number of test inputs, thus alleviating the test oracle problem.

More specifically, we present ATUA, a model-based approach that synthesizes App models with static
analysis, integrates a dynamically-refined state abstraction function and combines complementary testing
strategies, including (1) coverage of the model structure, (2) coverage of the App code, (3) random exploration,
and (4) coverage of dependencies identified through information retrieval. Its model-based strategy enables
ATUA to generate a small set of inputs that exercise only the code affected by the updates. In turn, this makes
common test oracle solutions more cost-effective as they tend to involve human effort.

A large empirical evaluation, conducted with 72 App versions belonging to nine popular Android Apps,
has shown that ATUA is more effective and less effort intensive than state-of-the-art approaches when testing
App updates.
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1 INTRODUCTION

The business-critical role played by software applications for mobile devices (Apps) in our soci-
ety [17] has led to the development of dedicated techniques for their automated testing [41]. Since
most of the code in an App concerns the handling of input values and events, test automation ap-
proaches automatically generate sequences of events and input values (hereafter, input sequences)
that simulate the use of the App under test in its deployed environment. These approaches mainly
differ with respect to the strategy used to create input sequences, such as random, evolutionary,
and model-based approaches relying either on static or dynamic information [41].
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Unfortunately, state-of-the-art automated App testing techniques show limited code coverage
capabilities, thus indicating they are unlikely to exercise all the features of the App under test. For
example, they typically exercise about half of the methods implemented by commercial apps [70].
As a result, all methods and instructions that are not automatically tested should be exercised by
manually implemented test cases, an expensive task that may delay the App release. Also, though
existing techniques show a degree of complementarity [70], state-of-the-art approaches do not
attempt to integrate them to achieve better results.

Existing testing approaches do not account for the high release frequency of a typical App’s
lifecycle, which are usually driven by marketing strategies aiming at increasing visibility [13, 22, 44].
As a result, existing work does not include effective means of prioritizing the testing of modified or
newly introduced features and are thus not addressing one of the major needs of App developers.
However, this is an important requirement for any testing strategy as exercising all the features of
an App in each release is enormously wasteful. Existing work on testing App upgrades is limited to
the selection of subsets of events that may trigger modified code [61] or the selection of regression
test cases [15]. This is, however, not adequate when, to start with, available test cases do not exercise
all the new and modified features of the software.

Finally, the current body of work does not address the oracle problem [11, 41, 57]. More precisely,
testing techniques cannot discover functional failures beyond crashes and the manual verification
of the App outputs is difficult due the large number of inputs they exercise [15]. However, in the
context of frequent App updates, with a test input generation strategy that effectively exercises
updated features, it is conceivable to address the oracle problem by relying on dedicated strategies
to minimize test inputs. Failures affecting unchanged features (i.e., regressions) can be automatically
detected by comparing the output of different App versions for a same input [26, 37, 51, 60], whereas
the output of new and modified features can instead be verified, at reduced costs, by relying on
internal or external crowdsourcing [49]. Nevertheless, such solutions are only practical if the
number of test inputs is kept down to a reasonable number.

Keeping the number of test inputs to the strict minimum is important to minimize human
intervention since it may be required when executing the same inputs on different software versions,
e.g., to adapt input sequences to changes in the GUI [40, 47]. Further, screenshots of the results must
be visualized after every input. Unfortunately, state-of-the-art App testing approaches generate
large test suites, while test suite reduction approaches require to perform runtime monitoring of
the App, which slows down execution and diminishes test automation effectiveness [15].

In summary, to address the limitations above, we aim to achieve the following two objectives:
(O1) maximize the number of updated methods and their instructions that are automatically
exercised within practical test execution time, and (O2) generate a significantly reduced set of
inputs, compared to state-of-art approaches, thus decreasing human effort.

To achieve the two objectives above, it is necessary to integrate multiple analysis strategies.
Objective O1 can be effectively achieved by means of static analysis, to determine updated features
(e.g., through the identification of updated methods[61]) and identify the inputs that may trigger
a specific feature (e.g., the input that leads to a particular Window) [77]. Unfortunately, static
analysis alone may not enable the effective testing of Apps; indeed, they typically rely on APIs
dedicated to input handling that are hardly processed by static analysis tools, as discussed in
related work [57]. Random exploration is thus required to discover, at runtime, inputs that may
trigger a potentially large subset of modified methods. Unfortunately, random exploration might
be particularly inefficient and conflict with objective O2 (e.g., it may require thousands of inputs to
exercise features that depend on specific App states). For this reason it is necessary to determine
which inputs bring the App into distinct program states by relying on dynamically-refined state

ACM Trans. Softw. Eng. Methodol., Vol. 1, No. 1, Article 1. Publication date: January 2021.



Automated, Cost-effective, and Update-driven App Testing 1:3

abstraction functions [29] and by identifying dependencies among App features (e.g., to determine
that an option in the settings page enables a specific feature).

In this paper we present ATUA! (Automated Testing of Updates for Apps), the first approach that
integrates multiple test strategies to efficiently use the test budget and achieve the two above-
mentioned objectives. The rationale followed by ATUA is that Apps can be cost-effectively tested by
combining static and dynamic program analysis to select the inputs that exercise updated methods,
our test targets. Also, given the complexity of Apps, testing should be performed incrementally, by
focusing first on objectives that are easier to achieve. For this reason, ATUA works in three phases:
(1) it exercises all the features that may trigger modified methods (e.g., submitting a registration
form that is processed by an updated method), (2) to maximize coverage in the presence of data-
dependencies, it exercises updated features with diverse input values (e.g., a diverse set of values in
a form), (3) to maximize coverage in the presence of state-dependencies, it exercises related features
(e.g., submit a registration form after changing language settings). ATUA implements a model-based
approach that integrates a dynamically-refined state abstraction function and complementary testing
strategies, including (1) coverage of the model structure, (2) coverage of the App code, (3) random
exploration, and (4) coverage of dependencies among App windows.

ATUA generates models of the App under test by combining static and dynamic program analysis.
It extends static program analysis approaches [77] to automatically generate extended window
transition graphs (EWTG), i.e., finite state machines that capture which inputs trigger window
transitions and updated methods. Also, it introduces a state abstraction function that refines the
states of the EWTGs to capture differences in the user interface that are not detected by means of
static analysis (e.g., the presence of dynamically disabled buttons). The state abstraction function is
automatically refined to eliminate or, when not possible, reduce non-determinism while minimizing
the number of abstract states.

To automatically exercise Apps, ATUA relies on the generated EWTGs to identify the sequences
of inputs that trigger the execution of updated methods. When there are discrepancies between the
EWTGs and the observed behavior, random exploration is used to refine the former. Code coverage
is used to identify the methods that require additional testing effort. Finally, using information
retrieval techniques [66], ATUA identifies dependencies between App windows that may prevent
the execution of certain methods.

We assume that, for every software version, engineers are interested in testing the updated
methods only. However, the general principles behind ATUA can easily be adopted also for other
ways of characterising change, e.g., based on impact analysis [58]. Indeed, other criteria for selecting
target methods are straightforward to integrate into ATUA.

An empirical evaluation conducted with nine popular, commercial Apps shows that, compared
to state-of-the-art approaches (i.e., DM2 [12], APE [29], and Monkey [5]), ATUA leads to reduced
test costs. Indeed, it generates less than 70%, 4%, and 2% of the inputs generated by DM2, APE,
and Monkey, respectively. By automatically exercising, on average, 2.6 instructions belonging to
updated methods for every generated test inputs, ATUA is the most cost-effective approach. Further,
on average, ATUA, for a same test execution budget (e.g., 1 hour test execution time), improves the
method and instruction coverage achieved by the second best, state-of-the-art approach by at least
10%.

The paper is structured as follows. Section 2 introduces background technologies. Section 3
provides the technical details of the proposed approach. Section 4 reports on the results of our
empirical evaluation. Section 5 discusses related work. Section 6 concludes the paper.

! Atua is also the name of spirits in Polynesia, https://maoridictionary.co.nz/word/494
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Activity Diary.
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Fig. 1. Overview of the Android Apps’s GUI architec- Fig. 2. Example of a GUITree. We use different dotted
tural components. boxes to match widgets in the tree to the pixels in the
screen.

2 BACKGROUND
2.1 App Design and Architecture

In this paper, we target Android Apps since Android is the most adopted platform and is widely
investigated in research [22]. However, most of the solutions proposed here should be easily
tailorable to other platforms.

When an App is running, the end-user interacts with the active Window of the App (i.e., the
Window being rendered on the screen). Windows consist of a hierarchy tree of widgets; in this
paper, we use the term GUITree to refer to such hierarchy trees [9, 29, 65, 7912

A widget extends the class View. Figure 1 shows a portion of the hierarchy tree of the class View.
Figure 2 shows a portion of the GUITree for a window of Activity Diary, one of our case study
Apps (see Section 4).

Each widget has a set of properties associated to it. Widgets can be associated to EventHandlers
that are invoked by the OS when specific InputEvents are triggered by the end-user. Typical
InputEvents include click, long click, swipe, and keypress.

In Android, the application logic is typically implemented by Activity classes that are instantiated
by the framework and act as controllers of the Model-View-Controller design pattern [52]. Inter
process communication, instead, is managed by the Intent resolution mechanism [3]. More precisely,
in Android, a system event (e.g., indicating a battery being low) or a message exchanged between
apps (e.g, a URL sent by the browser to a music player App) is referred to as an Intent. To handle
Intents, an App declares in its XML configuration file an Activity that the OS will instantiate and
execute when a specific Intent type should be received by the App.

2.2 App Testing Automation

System-level testing of an App through its GUI (i.e., GUI testing) is performed through sequences
of test inputs that can be either Events or Intents. Functional GUI testing aims at exercising (i.e.,
render active) all declared Windows, trigger all event handlers, and cover all the code of the App
under test. App testing automation aims to generate input sequences to achieve these objectives at
the lowest cost possible.

For a complete overview of App testing automation approaches, the reader is referred to recent
surveys [41, 67]. Model-based solutions are the most commonly ones reported in the literature [67].
In model-based testing approaches, the model used to drive testing is typically a finite state machine
(FSM). It can be formally described as a tuple (S,A,T,L) [29], where

e S is a set of states.

20ther work uses the term GUITree to refer to the sequence of App windows encountered during testing [1]
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e A s a set of actions.

e Tisaset of state transitions. Each transition has a source state and a target state. It is triggered
by an action aeA.

e [ is an abstraction function, which might be used to: (1) assign a Window to a state and (2)
match an InputEvent or an Intent to an action.

Model-based approaches differ regarding the type of analysis adopted to identify states and transi-
tions (i.e., dynamic [12, 65] or static [77, 78]), the abstraction functions used (i.e., predefined [12, 65]
or adaptable [29]), and the model exploration strategies they rely on (i.e., offline [65] or online [12]).
Adaptable state abstraction functions have been shown to lead to more effective App testing [29]
but they have never been used in testing frameworks that enable the effective combination of static
and dynamic analysis. Further, existing model-based approaches do not prioritize the testing of
updated methods, which is our objective here, and thus we require dedicated input generation
algorithms. To leverage the benefits of static and dynamic program analysis, ATUA integrates (1)
Gator, a tool that statically identifies states and transitions, (2) DroidMate2 (DM2), a model-based
framework that performs online testing, dynamic identification of states and transitions, and enable
the combination of static and dynamic analysis, (3) a dedicated algorithm for test input generation,
and (4) a custom and adaptable state abstraction function.

DM2 [12] consists of two main engines for exploration and automation, respectively. The former
drives the interaction with the App and derives the model of the App under test. The exploration is
driven by a set of user-defined strategies. The latter translates actions into concrete commands
on the device. In DM2, an App state is univocally identified by the set of Ul elements in the user
interface and their state-related properties. Ul elements are identified by means of their descriptive
ID or their image bytes cut from a screenshot. State-related properties are given by the position of
the elements and other widget specific characteristics. ATUA relies on the DM2 automation engine,
which provides an API to send inputs to the App under test and retrieve information about the
displayed UI elements. In ATUA, App exploration is driven by a custom algorithm (see Section 3.5)
that relies on statically derived models and a custom state abstraction function.

Gator [77, 78] is a static analysis tool that creates models of the App under test in the form of
window transition graphs (WTGs). WTGs are FSMs representing the possible window sequences
and their associated events and callbacks. Though WTGs can be used to enable model-based testing,
they have been mostly used to detect resources leaks [75].

3 PROPOSED APPROACH: ATUA

Within an updated App, we can distinguish among existing features (i.e, features present in previous
versions of the App under test) and new features (i.e., features introduced in the App under test).
Existing features can be unchanged (i.e, their functional requirements did not change), modified (i.e,
their functional requirements did change), or repaired (i.e., modified because their implementation
did not match its functional requirements).

In our work, we aim to automatically exercise updated features, including new, modified, and
repaired features. More precisely, we focus on features that are implemented either by introducing
new methods or by modifying existing methods 3. In this paper, we use the term updated methods
to refer to both new and modified methods, which are our test targets.

The testing activity performed by ATUA is driven by an App model with the objective of
exercising a set of test targets (i.e., updated methods). The App model is initially created by static
program analysis procedures and then refined during testing.

3Based on related work, 81% of the updates concern Java files, while only the remaining 19% concerns manifest files (e.g.
permissions) or layout declarations in XML files [61].
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Fig. 3. Overview of the ATUA process to test App updates.

The App model metamodel is shown in Figure 4 and described in Section 3.1. It consists of three
parts: (1) an Extended Window Transition Graph (hereafter, EWTG), (2) a Dynamic State Transition
Graph (hereafter, DSTG), and (3) a GUI State Transition Graph (hereafter, GSTG). The three graphs
are FSMs capturing how input values trigger changes in the state of the App under test. The EWTG
models the sequences of windows being visualized after specific inputs (Events or Intents). For
every input, the EWTG keeps trace of the name of the handlers associated to the input and the
list of test targets that may be invoked during the execution of the input handler. The GSTG is a
fine-grained model that captures every visual change in the GUI (e.g., the color of a button) that
might be triggered by an action on the GUL An action is an instance of an input (e.g., click on a
specific Button widget). Finally, the DSTG models the abstract states of the visualized Windows
and the state transitions triggered by events. Abstract states are identified by a state abstraction
function to eliminate possible non-determinism. The DSTG plays a critical role to optimize the test
budget and identify a reduced set of input events; indeed, it helps determine a correct and reduced
sequence of events necessary to reach a specific Window from another one.

Figure 3 provides an overview of the process implemented by ATUA to test App updates. In
Step 1, ATUA compares the previous (App V1 in Figure 3) and the updated (App V2) version of
the App under test to identify the updated methods. In Step 2, ATUA relies on Soot [56], a static
analysis framework, and an extended version of Gator, to generate the EWTG. In Step 3, ATUA
relies on DM2 to generate a version of the App that is instrumented to trace code coverage. In
Step 4, engineers manually specify test inputs that are unlikely to be generated automatically (e.g.,
the login credentials for Apps that require a user to be registered on a remote platform). In Step 5,
ATUA exercises the App under test by relying on an extended version of DM2 that integrates the
ATUA test algorithm. During testing, ATUA refines the App model and relies on it to identify the
actions to perform on the GUL For example, ATUA uses the App model to identify the action that,
in the current window, may lead to the execution of a test target.

The main output of Step 5 is the sequence of GUI actions performed during testing and the
outputs (i.e., the screenshot of the active Window and the corresponding GUITree) generated by the
App under test after every action. This sequence is used by engineers to verify if the behavior of the
App is as expected (test oracle). As mentioned earlier, to verify App results, engineers can rely on
two complementary state-of-the-art approaches, not addressed by ATUA, that respectively target
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regression failures in unchanged features and failures in newly implemented, repaired, and modified
features. To discover regression failures, engineers can replicate, on a previous App version, the
test input sequences generated for the updated App and automatically compare the generated
outputs. Differences in the outputs generated by the two versions should indicate the presence
of a regression fault. To discover failures in new and repaired features, engineers can visualize
the GUITrees or the screenshots of the active Window rendered after each Action. The visual
inspection of the App outputs enables an engineer to determine the presence of functional failures,
based on expected behavior, whether specifications are implicit or documented. For example, the
engineer shall determine if the Window rendered after each Action includes the expected content
and is well positioned. Also, the engineer shall inspect GUITrees to determine if the widgets within
a Window have the expected properties. In Section 4, we discuss to what extent ATUA reduces the
cost associated to the manual activities entailed by the test oracle strategies above, with respect to
other state-of-the-art test automation solutions.

In addition, ATUA provides, as output of Step 5, an App model including the EWTG, the DSTG,
and the GSTG. The App model is generated and continuously refined during testing. Further,
it reports coverage information, i.e., the sets of updated methods and instructions belonging to
updated methods that have been exercised during testing.

In the following, we provide additional details about the App model metamodel (Section 3.1) and
describe Steps 1 to 5 (Sections 3.2 to 3.5), except for Step 3 which is already automated by DM2.

3.1 App Model Metamodel

Figure 4 shows the ATUA metamodel as a UML class diagram. Figure 5 shows an example App
model built when testing Activity Diary.

The EWTG is consistent with the WTG generated by Gator. Each WindowTransition is triggered
by an Input, either an InputEvent or an Intent. An InputEvent is associated to the Widget that
declares its EventHandler. If the EventHandler is not declared by a Widget (e.g., for the event
PressHome), the InputEvent is not associated to any target Widget. Each Widget belongs to one
Window.

In addition to the concepts captured by the WTG, the EWTG generated by ATUA also captures
the list of modified methods that can be triggered by the Input (i.e., the attribute targetMethods
of class Input), which are used to drive testing. A WindowTransition triggered by Inputs with
associated targetMethods is a target Transition. Similarly, a Window that is the source for at least
one target Transition is a target Window. TargetMethods are identified by our Gator extension (see
Section 3.3). The EWTG also captures the dialogs and menus that can be opened by an Activity
(e.g., association triggeredDialogs). Finally, it also models the HiddenHandlers of a Window, which
are introduced in Section 3.3.

The GSTG captures the same information provided by the models generated by DM2. The state
of a Window is captured by its GUITree, which is a composition of Widgets. For each Widget, we
record the values associated to its properties and derive the Widget hash (to associate an ID to the
current state of the Widget) according to the DM2 strategy. The hash of the GUITree is then derived
from the hash of its Widgets. In addition, the GSTG also captures the name of the Activity running
when the GUITree is visualized (see attribute activityName), which we derive, at runtime, from
logcat [4]. The transition between GUITrees is triggered by an Action, which can be handled either
by the Widget (WidgetAction) or by the visualized Window (WindowAction). The enumerations
WidgetActionType and WindowActionType list the type of actions that can be performed to trigger
GUITreeTransitions. Actions might have additional information (i.e., actionData) associated to
them; for example, the text provided to the App under test by a TextInput action or the start and
end coordinates of a Swipe action.
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Fig. 4. ATUA Metamodel. Colors are used to identify classes belonging to a specific metamodel component:
light blue for EWTG (bottom), light green for DSTG (middle), orange for GSTG (top).

The DSTG provides abstract states that group together GUITrees in which a same Action triggers
a same App behaviour (e.g., leads to a same abstract state). The DSTG enables ATUA to efficiently
test the App under test by determining the shortest sequence of Actions that reaches a target
Window. Also, abstract states capture the conditions under which a specific Action can trigger a
modified method, for a certain Window. Abstract states are thus a mean to minimize the number of
Actions generated by the test automation approach.

Each AbstractState consists of a number of AttributeValuationMaps, each one abstracting the
state of the widgets belonging to the GUITree that have the same set of attribute valuations. An
AttributeValuationMap is a map of pairs (attribute,value). The enumeration Attribute in Figure 4
provides the list of attributes appearing in the AttributeValuationMap. The AttributeValuationMap
has a cardinality attribute, which indicates how many widgets have the same attribute valuations.
For example, in Figure 5, the AbstractState asé6 includes many LinearLayout widgets (LL in the
Figure, cardinality MANY), one for each item in the displayed list.

ACM Trans. Softw. Eng. Methodol., Vol. 1, No. 1, Article 1. Publication date: January 2021.



Automated, Cost-effective, and Update-driven App Testing 1:9

: wi: Activity
—Edit ity” classType = "MainActivity"
«AbstractTransition» «AbstractTransition»
«AbstractTransition»

LongClick on avm1-2 Click on avm1-1 Click on avm3-1
«AbstractTransition» B e

Click on avm3-7
Y N 3 E b

as5: AbstractState as2: AbstractState asl: AbstractState as3: AbstractState asa: AbstractState as6: AbstractState
. avm3-1: AttrvalMap
avma-1: AttrvalMap avmi-1: AttrvalMay -
avms-1: A“'WM e TimageButon ] ONE ["LinearLayout", "Select Activity’] | ONE avmd-1: AttrVal: avms-1: AttrvalMap
o H -
Floaviets cle\ele]|ONE “action_edif_delete"] | ONE —— avm3-2: AttrValMap . L UORE ['LinearLayout] | MANY
Sum 2 AtrvaMap - = : p "
avms-2: AttrValMap avm2-2: AttrValMap [RelatveLayour. |_['LinearLayout’, "Diary’] | ONE avma-2: AttrValMay avms-2: AttrValMap
LT Textview, [Textview "activity_background’] | ONE avm3-3: AttrvalMap .[.a'iﬁl;‘,,‘;)’e"ay°“"' " ["Switch", ]
"action_edit_done"] | ONE Facvon ait_done’] | ONE = | oNE | MANY
avm1-3: AtirvalMap ['LinearLayout’, "Statistics'] | ONE
avms-3: AttrvalMap avma-3: AttrvalMap T pR— avma-3: AanaIMuE
["EditText", ["EditText", 'fab_attach_picture"] | ONE LinearL e vag | ONE [ [images:
"edit_activity_name'] | ONE “edit_activity_name'] | - ['LinearLayout", "Map'] | tab, Sach, _plcture]\
avms-4: AttrvalMa e L ! avm3 5: AttrvalMap
s ImageButlor’, ab_edi_note’] TLincarLayout’ "Add Actvity'] ] ONE avma-4: AttrValMap
[mageButton”,
quwk'lequnl]IONE avmis: AttrvalMap [ avm3-6: AttrvalMap *fab_edit_note"] | ONE
avms-5: AttrvalMap T, ['LinearLayout’, "Edit Activities'] | ONE R —
| [mageButton", "select_recycler’] | ONE avm3-7: AttrvalMay
*quickfixButton2'] | ONE - LQS = E [Reoyderview,
['inearLayout, "Settings'] | scrollable] | ONE.
g5: GUITree g2: GUITree g1: GUITree g3: GUITree g4: GUITree g6: GUITree

¢ s

Legend: Straight, black arrows capture associations. To avoid cluttering, we rely on curved, blue arrows to model
AbstractTransitions. The action and target of abstract transitions are reported in textual form. For illustration purposes, we
show screenshots instead of GUITree hashes. Cardinality of AttrbuteValuationMaps are reported after the "|" symbol.

Fig. 5. Example of an App model, represented as a UML object diagram.

Since the DSTG is used to drive testing, i.e., to select the Actions to be triggered at runtime, the
AbstractState captures only the attributes of widgets that are interactive. A widget is interactive
when it is enabled, visible, and is an instance of a class that can be the target of any action of type
WidgetActionType (See Figure 4).

At runtime, during testing, ATUA identifies AbstractStates through a dedicated abstraction
function (£). ATUA automatically defines a distinct £ for each Window of the App under test.
L relies on a predefined set of reducers, i.e., functions that extract the value of a property of a
widget [29]. Table 1 shows the list of reducers implemented by ATUA. Two AbstractStates differ
when at least one value differs across their respective AttributeValuationMaps, or when they have
a different cardinality. For example, in Figure 5, the AbstractStates as! and as3 differ because as1
does not contain the AttributeValuationMaps for the LinearLayouts belonging to the drawer menu
(to save space, we do not report all the AttributeValuationMaps for as3). The AbstractStates as1
and as4 are different because in as4 the RecyclerView (avm4-5) becomes scrollable.

In the DSTG, state transitions are captured by AbstractTransitions. An AbstractTransition is
univocally identified by the actionType, its source, its target, its destination, and its actionData.
The actionType matches one of the items belonging to the enumerations WidgetActionType or
WindowActionType. The actionData is captured only for two actionTypes (i.e., Swipe and Intent)
that usually lead to distinct AbstractStates depending on their action data. In the case of Swipe,
the actionData indicates the direction of the Swipe action (i.e., Up, Down, Left, Right). For Intents,
the actionData matches the Intent input text because we expect engineers to provide one manual
input for each possible Intent type (e.g., one different URL for each of the file types supported by an
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Reducer | Description ILevel| Reducers applied to in-| Reducers applied to in-
1 RRriD Resource ID. teractable Widget teractable Widget Chil-
2 Ren Class name. dren
3 Rep Value of Content description. IL1 Rrip.Ren.Rcp.Rcn.RE,
4 | Rp Value of Password. Rp,Rs,Rr,Rc,RLc,Rs
5 | Re Value of Clickable. L2 | Rrip.Ren.Rep.RensRE,
6 | Ric Value of Long Clickable. Rp,Rs,Rr,Rc,Ric.Rs, Rt
7 | Rs Value of Scrollable. L3 | Rrip-ReN.Rep.Ren.Re,
8 | Rcn Value of Checked. Rp,Rs.Rr,Rc,Ric.Rs,Rr,
9 Rg Value of Enabled. Ryc
10 | Rs Value of Selected. L4 | Rrip.RenN.Rep.RenRE, | Rrip.Ren.Rep.Ren,RE,
11 | Ry True if it is an input field. Rp.Rs.R1.Rc,RLc.Rs,RT | Rp,Rs.Rp.Rc.RLc.Rs
12 | Rr Value of Text. L5 | Rrip.RcNsRep.Ren.Re; | Rrip.Ren.Rep.RensRE,
13 | Ryc True if the widget contains one or Rp,Rs,R1,Rc,Ric.Rs, Rt | Rp,Rs,R1,Rc,Rrc,Rs, Rt

more children. Table 2. Refinement of ATUA state abstraction function. In

Table 1. ATUA reducers. We indicate the value of
the property reported by each.

blue we show the reducers introduced in finer granularity
level.

App). We leave to future work the definition of functions that provide an abstract representation
for the data associated to other types of actions (e.g., to distinguish between numeric, alphabetic,
or non-alphanumeric data provided to TextInputs).

A DSTG may include non-deterministic AbstractTransitions, that is, transitions with the same
actionType, outgoing from the same AbstractState, but reaching different AbstractStates. Non-
deterministic AbstractTransitions may prevent us from finding the correct sequence of Inputs
necessary to reach the states in which target methods could be triggered. ATUA detects non-
determinism at runtime, during testing, when an Action does not bring the App into the expected
AbstractState. When this happens, ATUA refines £ for the AbstractState in which the action had
been triggered. It does so according to five levels of granularity, which are captured in Table 2. With
level L1, £ distinguishes states based on static information about the widgets (i.e., resource ID and
class) and information about how they can be interacted with (i.e., reducers appearing in rows 3 to
12 of Table 1). With level L2, in addition to the information accounted for in L1, £ includes the
text associated to the widget, which often affects the behaviour of an app (e.g., invalid characters
in a textbox may prevent a state transition). With level L3, £ also reports the number of children
of a widget (i.e., Ryc). L3 is useful because the interactive widgets captured by £ may include
non-interactive children whose state is not captured by £ but may characterize the current state
(e.g, through descriptive labels). With levels L4 and L5, L captures, for every interactive widget,
the same information as L2 and, in addition, for every child, the information captured by levels L1
and L2, respectively.

Figure 6 shows the result of the refinement of £ for the abstractState as3. By applying £
with level L1, all the clickable elements on the Window, which are LinearLayouts with the same
properties, except for the text, resulted into a same AttributeValuationMap with cardinality MANY.
At runtime, ATUA detects non-determinism; indeed, a click on this AttributeValuationMap may
lead to two different AbstractStates: asl and as6. The refinement of £, which leads to level L2,
allows ATUA to distinguish all the different clickable elements since the text property is included
into the AttributeValuationMap, thus eliminating non-determinism.

3.2 Step 1. Identify Updated Methods

In the first step, ATUA identifies methods that have been modified or introduced by the new version
of the App (i.e., V2 in Figure 3). This task might be accomplished through source code comparison
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Before Refinement: Level 1 After Refinement: Level 2

«AbstractTransition» as3: AbstractState «AbstractTransition»
Click on avm3-1 Click on avm3-7

as3: AbstractState

«AbstractTransition»

Click on avm3-1 «AbstractTransition»

Click on avm3-1

["LinearLayout"] | MANY

avm3-1: AttrvalMap ‘
['LinearLayout", "Select Activity"] | ONE ‘

avm3-2: AttrValM;
['LinearLayout", "Diary”] | ONE

as6: AbstractState
asl: AbstractState ["LinearLayout", "Statistics"] | ONE |

asl: AbstractState as6: AbstractState

avm3-4: AttrValMa)
["LinearLayout", "Map"] | ONE

avma-5: AttrvalMap ‘
['LinearLayout", "Add Activity"] | ONE ‘

avm3-6: AttrValMap
["LinearLayout", "Edit Activities”] | ONE

avm3-7: AttrValMay
["LinearLayout", "Settings"] | ONE

Fig. 6. Example of refinement of L. For the notation used, see the Legend of Figure 5.

across versions [50]. However, to enable experiments with commercial Apps, we developed a toolset
(hereafter, AppDiff) that compares compiled Android Apps.

AppDiff is an extension of LibScout [18], a light-weight static analysis tool for Android. It first
generates a hashtree over the bytecode for each App. The hashtree is a three-layered Merkle tree
in which parent hashes are generated from their child nodes. The three layers model the flattened
package structure that is preserved in the compiled code, i.e., packages, classes, and methods.

The tree is built bottom up starting with the method hashes. A method hash is computed over
the method signature and the opcodes in bytecode instructions. To identify code-level changes
across App versions, we additionally store package, class, and method names along with the hashes.
To efficiently check for differences, two hash trees are matched top-down starting with the package
hashes. Methods that share the same name but have a different hash have been modified. New
methods appear only in the most recent version.

3.3 Step 2. Generate the Extended WTG

ATUA generates the Extended WTG by means of static program analysis; more precisely, by
performing, on the updated App, the analysis implemented by an extended version of Gator and
Soot.

The original version of Gator works by processing Android bytecode and XML layout files.
For the analysis of bytecode, Gator relies on Soot. Bytecode analysis is used to identify the types
of Window (i.e., Activity, Dialog, OptionsMenu, and ContextMenu) that are programmatically
specified in the App. Bytecode analysis is also used to identify the widgets that compose a window
and the associated event handlers. Gator identifies widgets that extend the class android.view.View
and its handlers. Event handlers’ code is processed to determine window transitions. XML layout
files are processed to identify additional event handlers.

Our extensions to Gator address some known limitations [39]. More precisely, we support the
identification of window transitions triggered by Fragments and RecyclerView, which are widget
containers that are not identified by Gator as such. Our extensions associate the contained widgets
to the window that declares either the Fragment or the RecyclerView. Also, in the EWTG, we
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1{
2 "BookInsertionAndSearch" : { //input pattern
3 "Windows" : [ "ACT[bookcatalogue.EditAuthorList]1741", "ACT[bookcatalogue.BookEdit]1802"
"ACT[bookcatalogue.BookISBNSearch]1843" ]
4 "DataFields" : {
5 "isbn" : {
6 "resourceIdPatterns” : [ "isbn_txt" ]
1,
8 "title" : {
9 "resourceldPatterns” : [ "title_txt" ]
10 3},
...
12 1,
13 "Instances" : [
14 {
15 "isbn" : "0387284540",
16 "title" : "Applied probability and statistics",
17 "publisher" : "Springer",
18 "pages" : "350",
19 "list_prices" : "69",
20 "format" : "Hard Cover",
21 "genre" : "Unfiction",
22 "language" : "English"
23 }

Fig. 7. Manual definition of inputs

associate each WindowTransition with the Input triggering the transition (the information is
provided by Gator).

We rely on Soot to traverse the backward call graph of every updated method m. During the
traversal, when we encounter a method that has been identified by Gator as an event handler e, we
update the EWTG to trace the fact that the inputs associated to the WindowTransition triggered by
the event handler e can lead to the execution of the updated method m (i.e., we add the updated
method m to the list of target methods for the Input instance). Also, we rely on Soot to extract
string literals to be used for testing (see Section 3.5).

Finally, we determine if Gator does not identify some of the event handlers of the App, which
is a common problem of static analysis tools for Apps. Indeed, these static analysis tools rely on
hardcoded procedures for the identification of event handlers (e.g., they look for specific method
names [56]); since OS APIs are under continuous evolution, it is unlikely that static analysis tools
will ever be able to identify all the event handlers of an App. To address this problem, we introduced
into ATUA three solutions, one based on static analysis (described in the next paragraph) and two
based on dynamic program analysis (described in Sections 3.5.2 and 3.5.4).

To identify missing event handlers using static analysis, we rely on the observation that if an
event handler is not detected by Gator, the backward traversal of the call graph performed by ATUA
will not reach any event handler but will terminate in a method that (i) belongs to a Window class
and (ii) is not invoked by any other method of the App under test. Such methods are likely event
handlers invoked at runtime by the Android APIs. We refer to them as hidden-handlers. We keep
track of all the hidden-handlers encountered during the analysis along with the list of updated
methods reachable from them. We rely on this information during Step 5.

3.4 Step 4. Prepare manual inputs

Certain input values are unlikely to be automatically generated, consequently certain Apps’ features
might not be automatically exercised without an appropriate solution to handle such cases. In related
work, these inputs are referred to as Unlocking GUI Input Event Sequences (hereafter, unlocking
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inputs, for brevity) [2]. Examples include login credentials, files of a specific type, and data to be
received by the App under test through the Android Intent mechanism. To handle these cases, in
ATUA, engineers specify unlocking inputs in a JSON file capturing a set of input values and the
patterns identifying the Windows requiring such input values. An example of our input definition
format is provided in Figure 7.

According to our format, engineers can specify one or more input insertion patterns (e.g.,
BooklInsertionAndSearch in Figure 7, Line 2). For each pattern, they specify the Windows in which
the pattern should be used (Line 3), and the widgets which should be used to provide the input data
specified (i.e., DataFields field in Line 4). Each widget is identified by a name (e.g., isbn in Line 5)
and a regular expression that enables its selection in the GUITree, based on its name (e.g., isbn_txt
in Line 6). Finally, multiple input instances (e.g., book names in this case) can be specified (see field
Instances in line 13).

Since ATUA relies on software engineers to identify unlocking inputs, its effectiveness might be
affected by engineers’ mistakes. For example, in our experiments, we specify manual inputs only for
login operations and key features on the App under test (see Section 4.2), thus potentially omitting
unlocking inputs concerning other App features. The integration of state-of-the-art solutions to
automatically discover unlocking inputs is part of our future work [2].

3.5 Step 5. Automatically test the App

ATUA automatically tests the updated App by triggering the Actions required to exercise target
Transitions. When testing starts, the App model consists of an instance of the EWTG for the App
under test. GSTG and DSTG are dynamically constructed and extended at runtime by ATUA.

The test execution process includes three distinct phases, each one relying on a different strategy
for the generation of Actions. In Phase 1, ATUA triggers one Action for every target Input. The
goal of Phase 1 is to handle the simplest scenario, i.e., exercise instructions that are executed every
time data provided through a target Input is processed. In Phase 2, ATUA exercises target Windows
with multiple, diverse sets of Inputs. The goal of Phase 2 is to exercise those instructions that are
executed only when specific constraints on input values provided in a Window are satisfied. In
Phase 3, ATUA exercises both target Windows and Windows they depend on. The goal of Phase 3
is to exercise those instructions that can be executed only when certain constraints on the input
values provided in related Windows (e.g., preferences Windows) are satisfied.

3.5.1 Running Example.

To illustrate our approach, we describe part of the actions taken by ATUA when testing the
upgrade to version 134 of Activity Diary. Activity Diary enables end-users to record a diary for
their activities. It includes features to categorize activities, report statistics, remind users about
recurrent activities, and attach notes and pictures to activities.

We consider a subset of the features updated in version 134 of Activity Diary, which aim to (1)
visualize the details of the current activity by clicking on the activity name, (2) edit the current
activity or create a new activity with a long click on the current activity name, (3) automatically fix
a duplicated name for an activity, (4) edit an activity note. Figure 8 shows the App model for our
running example.

In the EWTG of Figure 8, the transition between MainActivity (wi) and EditNoteDialog (w4) is
a target transition since it triggers one modified method: the handler of the EditNote button (i.e.,
editNoteHandler, not shown in Figure 8). The EditActivity Window (w2) is a target Window since it
contains three hidden-handlers: saveButtonHandler, quickFixHandlerOne, and quickFixHandlerTwo.
The hidden-handler saveButtonHandler reaches the modified method checkConstraints while the
other two hidden-handlers are the event handlers for the quick fix buttons appearing in the Ul
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click on “activity_background"

: WindowTransition

click on "activity_ba

quickFixOneHandler: HiddenHandier
uickFixTwoHandler: HiddenHandler

wa: Acuvly [ waipialog | [ wainctiviy | \" ws: Activity |
assTy; tACtiity" jassType = ClassType = classType =
e on Eaombialog "SettingsActivity’ “HistoryDetailsActivity”

«AbstractTransition»
LongClick on avm1-2

«AbstractTransition» | plaie »
LongClick 12 -

Click on avms-5 ongCickon avmi-2  Clickonayme:2 «AbstractTransition»

7 = N Click on avm3-7

as5: AbstractState as2: AbstractState *.{ asl: AbstractState as3: AbstractState as4: AbstractState -

as6: AbstractState

as7: AbstractState

avm2-1: AttrvaiMap avmi-1: AttrvalMap 2umé 1: AltryalMa, avmd-1: AttrvalMap avm?-1: AttrvalMap
A VAl Map | ["LinearLayout", "Select Activity'] | ONE || T
[TextView, [TextView”, T'lmageBution’] | ONE : 8o, raeText] avmé-L: AttrvalMap +[Te
P it delete’] | ONE action_edi_delete’] | ONE T ‘avm3-2: AttrvalMap ONE T Lo e done’] | ONE
avms-2: AttrValMap avmz 2 AtVaMaD | [rreaeraour, | (| LLneALayout, DiayT[ONE avma-2: AttralMay AV i it
e Alwvebiep o cvmz2 Al | aumd-2: AtrvalMap | -2: R -
HTextvew [Toxviow, “activity_background'] | ONE avm3-3: AttrvalMap ['Bution", "button1”] | = 7 fButonjdatetsiarg][[ONE
"action_edit_done"] | ONE “action_edit_done"] | ONE ONE v .3:
se el LR avm1.3: AttrvalMap ['LinearLayout", Statistics'] | ONE [ MANY | avm7:3: AthiValMap
avms-3: AttrvalMap avm2-3: AttrValMap TimageButon, | T AV avm4-3: AttrValMap "ime_start'] | ONE
1% L 3 p
[EditText [EditText", fab_attach_picture’] | ONE TP —r—— ['Button”, "button2"] | avm?7-4: AttrValMap
“edit_ acwny name"] | ONE "ediit_activity_name"] | ['LinearLayout", "Map'] | ONE ONE [
ONE avm1.4: AttrvalMap S TATVDE +['Button”, "date_end"] | ONE
L : p
avm5-4: AttrvalMap " e e 3
[ [rimageButior, F'o”,‘ﬁé“’s““”"- fieossatinc ] ['LinearLayout', "Add Activity'] | ONE. avm7-5: AttrValMap
o i [ *'Bution", “time_end"] | ONE

“quickfixBution1'] | ONE ] avm3-6: AttrValMap

avm1-5: AttrValMap

avm7-6: AttrvalMap

avms-5: AttrValMap 7W ['LinearLayout", "Edit Activities”] | ONE
] i i ] [ Che
['lmageButton", ‘select_recycler'] | ONE avm3-7: Attrvalia,
“quickfixButton2'] | ONE aum3.7: AurvaiMap amusn aa.acemq | ONE
["LinearLayout", "Settings”] | ONE avm7-7: AttrValMap
| +["EditText",
“edit_activity_note"] | ONE
A13
u: 7
e U]
Al10
. - ] A7
as5

A4

A9

Al4

Legend: The top part shows the EWTG, the DSTG is in the middle, while, to simplify reading, the GSTG is represented by
means of screenshots corresponding to each GUITree. Labels below screenshots are used to associate GSTG states to
AbstractStates. The Actions appearing in the GSTG are: A1, click on EditNote button. A2, long click on Current activity
widget. A3, click on Save button. A4, long click on Current activity widget. A5, click on Delete activity button. As, long click
on Current activity widget. A7, click on the button to automatically rename the deleted activity. A8, click on Save button. A9,
click on EditNote button. A10, click on Open navigation button. A11, click on Settings button. A12, click on Terminate activity
by click button. A13, click on Back button. A14, click on Current activity widget.

Fig. 8. App Model for the Activity Diary running example

ATUA classifies these three methods (i.e., saveButtonHandler, quickFixHandlerOne, and quickFixHan-
dlerTwo) as hidden-handlers because they are not associated by GATOR to any WindowTransition in
the EWTG (see Section 3.3). Indeed, GATOR cannot correctly process the control flow that reaches
function setListener, which is the function used to assign the three handlers to their corresponding
buttons?.

4GATOR does not correctly process control flows starting within event handlers, likely because of their recursive nature; in
our running example, the control flow starts within event handlers triggered by changes in color selectors and text boxes.
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The GSTG in Figure 8 captures the sequence of Actions triggered by ATUA during testing®. They
are described in the following sections, where appropriate.

3.5.2 Detection of the active Window.

A building block of our test automation strategy is the detection of the active Window. More
precisely, ATUA should determine if a pop-up (i.e., a Dialog, an OptionsMenu, or a ContextMenu)
is open on top of the active Window. Neither Android nor DM2 provides such information. To
determine if a pop-up is open, ATUA relies on the dimensions of the active Window on the screen.
Indeed, if an Activity is displayed, its dimensions should match the dimensions of the screen.
Otherwise, the currently displayed Window is either a Dialog, an OptionsMenu, or a ContextMenu.
To determine which Dialog or Menu is open, ATUA identifies the Window of the EWTG with the
highest portion of Widgets visualized on the screen. ATUA computes the ratio, R,,, of Widgets
belonging to Window w that appear in the displayed GUITree. More precisely, ATUA computes R,,
for all the Dialogs and Menus that can be triggered by the current Window. The active Window is
the one with the highest values for R,,.

If, due to the limitations described in Section 3.3, static analysis does not detect that, for a certain
Window w, there is an event handler that will pop-up a certain Dialog or Menu p, ATUA may not
be able to find a Dialog or Menu to be matched with the displayed GUITree. More precisely, ATUA
may observe that (1) the current Window has no Dialogs and Menus associated to it in the EWTG
or (2) the score computed for every Dialog and Menu of the current Window is zero. To overcome
such a problem, in these scenarios, ATUA updates the EWTG to include a new pop-up Window.

3.5.3 ATUA testing algorithm.

At runtime, after detecting the active Window, ATUA automatically derives the current Abstract-
State according to the procedure described in Section 3.1. The subsequent activities depend on the
current testing phase.

The activities performed in the three phases follow the same algorithm, which is presented in
Algorithm 1. What differentiates the three phases are the strategies adopted to exercise the App
and the test budget allocated . Line 1 in Algorithm 1 shows that the algorithm iterates till the test
budget for the current phase is consumed (function phaseBudgetConsumed), all the targets for the
current phase have been covered (function coverageTargetsExercised ), or it cannot further improve
coverage (function stagnation).

The iteration starts by identifying a test target (function selectTarget, Line 3). The test target is
either a Window or a WindowTransition. A new test target is identified when no target has been
selected yet or the current target has already been fully exercised (Line 2). After identifying the
test target, ATUA relies on the App model to identify the test target path (Line 4), i.e., a sequence
of Actions that makes the App render the target Window or reach the target AbstractState.

The test target p