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Abstract

In this paper, we propose a new theoretical scheme for quantum secure direct communi-
cation (QSDC) with user authentication. Different from the previous QSDC protocols, the
present protocol uses only one orthogonal basis of single-qubit states to encode the secret mes-
sage. Moreover, this is a one-time and one-way communication protocol, which uses qubits
prepared in a randomly chosen arbitrary basis, to transmit the secret message. We discuss
the security of the proposed protocol against some common attacks and show that no eaves-
dropper can get any information from the quantum and classical channels. We have also
studied the performance of this protocol under realistic device noise. We have executed the
protocol in IBMQ Armonk device and proposed a repetition code based protection scheme
that requires minimal overhead.

Keywords– Arbitrary basis; Identity authentication; Quantum cryptography; Secure communication;
Without entanglement

1 Introduction

Nowadays security is one of the basic requirements in our daily life and cryptography is a method of
secure communication of our secret information over a public channel. In classical cryptography, there are
two types, symmetric or private key cryptography and asymmetric or public key cryptography. Now the
security of the asymmetric key cryptosystem is based on some mathematical hardness assumptions, such as
integer factorization problem, discrete log problem etc. But due to Shor’s algorithm [1], which can factorize
an integer in polynomial-time, the quantum computer becomes a threat for asymmetric key cryptography.
However, quantum cryptography provides unconditional security based on the fundamental principles of
quantum mechanics, such as the Heisenberg uncertainty principle [2], quantum no-cloning theory [3]. The
concept of quantum cryptography was first introduced by Bennett and Brassard in 1984 [4] based on the
idea of quantum conjugate coding proposed by Wiesner [5]. Since Bennett and Brassard proposed their
pioneer work on quantum key distribution (QKD), which is also known as the BB84 protocol [4], a lot of
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QKD protocols have been presented, such as QKD with entanglement [6, 7, 8], without entanglement [9, 10],
experimental QKD [11, 12, 13, 14, 15] and so on.

Different from QKD, QSDC is one of the most important branches of quantum cryptography, which
is used to transmit the secret message directly without establishing some prior key for encryption and
decryption. Of course, all QSDC protocols can be used for key distribution as it can transmit a prede-
termined key securely. In the early 2000s, the concept of QSDC was proposed by Long et al. [7]. They
used Einstein-Podolsky-Rosen (EPR) pairs to transmit the secret message deterministically through the
quantum channel. After that, Boström et al. proposed the famous ping-pong-protocol (PPP) to trans-
fer information in a deterministic secure manner using the EPR pairs [16]. Later Cai showed that the
PPP is insecure against Denial-of-Service (DoS) attack [17]. In 2004 Nguyen improved the PPP and ex-
tended it to a bidirectional QSDC protocol, called quantum dialogue, where two legitimate parties can
exchange their secret messages simultaneously [18]. Over the past two decades, QSDC has gone through
rapid developments [19, 20, 21, 22, 23, 24]. QSDC protocols require higher security than QKD protocols
because the secret message is directly transmitted through the quantum channel. Therefore informa-
tion leakage problem is a serious issue in the direct communication protocols which are briefly discussed
in [25, 26, 27, 28, 29, 30, 31, 32].

For secure communication, identity authentication is always important as it prevents an eavesdropper
to impersonate a legitimate party. In 1995, Crépeau et al. [33] proposed the first quantum identification
scheme based on quantum oblivious transfer [34]. QSDC with user authentication was first proposed
by Lee et al. in 2006 based on Greenberger-Horne-Zeilinger (GHZ) states [35]. However, Zhang et al.
showed that this protocol is not secure against the intercept-and-resend attack and proposed a revised
version of the original protocol [36]. Later on, a number of new QSDC protocols with authentication are
presented [37, 38, 39, 40].

Almost every quantum cryptographic protocol uses either entangled states or single qubit states ran-
domly prepared in a pair of orthogonal bases, to transmit information securely. In this paper, for the first
time, we propose a QSDC protocol, which also provides mutual identity authentication of the participants,
by using only one orthogonal basis of single qubit states for encoding the secret message. In the present
protocol, the message sender Alice prepares a sequence of single-qubit states corresponding to her message
in a randomly chosen arbitrary basis and sends it to the receiver Bob through a quantum channel. Then
Alice publicly announces some classical information and they check the security of the channel. If they find
any eavesdropper in the channel, then they terminate the protocol. However, in this case the eavesdropper
can not get any information about the secret message. After the security check process is passed, then Bob
uses the information of Alice to measure the received qubits and to get the secret message. Furthermore,
in this protocol, we use only one orthogonal basis to encode all the secret information. But since the basis
is chosen arbitrarily, any eavesdropper can not guess the basis of the encoded qubits and therefore the
protocol remains secure.

Execution of the protocol in real devices makes them susceptible to the channel noise - in particular
decoherence, calibration and readout error. We have executed this protocol in the IBMQ Armonk Device
[41] to study the behaviour of it in the presence of noise. We show that the effect of noise is equivalent
to a bit-flip error in the case of this protocol. We further show from our execution results that the effect
of noise does not depend on the choice of basis. In order to account for the non-instantaneous nature
of any quantum channel, we model an ideal quantum channel as a series of identity gates without any
Eavesdropper. However, in a realistic scenario, these gates are susceptible to noise, and the channel no
longer behaves as identity. Our execution results show that a minimal overhead of a 3-qubit repetition
code is sufficient to protect this protocol against noise as long as the number of identity gates (i.e. the
length of the quantum channel) is below a certain threshold.

The rest of this paper is organized as follows: in Section 2, we briefly describe our proposed QSDC
protocol with an example. In the next section, the security of the protocol is analyzed against all familiar
attacks. We next study the effect of noise on this protocol and propose protection schemes against it.
Finally Section 5 concludes our results.
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2 Proposed QSDC protocol with mutual authentication

In this section, we propose the new QSDC protocol with a mutual identity authentication process. We use
the basic idea of quantum identity authentication scheme [42] to verify the identity of the message sender.

Without loss of generality, let Alice be the sender and Bob be the receiver. Also, let Alice and
Bob have their previously shared k-bit authentication identities (we assume k is even) IdA and IdB
respectively (using some secured QKD). Alice wants to send a message M = M1M2 . . .Mn to Bob. Let Θ
be a predefined set of angles with cardinality N . For our protocol, we take Θ = {x◦ : x is an integer and
1 ≤ x ≤ 360}. Thus here, N = 360. For each θ ∈ Θ, the unitary matrix Uθ is defined as

Uθ =

(
cos θ − sin θ
sin θ cos θ

)
.

Then Uθ |0〉 = cos θ |0〉 + sin θ |1〉 = |x〉 (say), and Uθ |1〉 = − sin θ |0〉 + cos θ |1〉 = |y〉 (say). The QSDC
protocol is as follows:

1. Encoding process:

(a) Alice puts some random check bits in random positions of her n-bit message M . Let the new
bit string be M ′, which contains n′ = n+ c bits, where c is the number of check bits.

(b) She prepares a sequence Q1
A containing n′ number of single qubits in {|0〉 , |1〉} basis corre-

sponding to M ′. She prepares |0〉 and |1〉 corresponding to message bit 0 and 1 respectively.

(c) Alice randomly chooses an angle θ ∈ Θ and applies the unitary operator Uθ on all the qubits
of Q1

A. Thus all the qubits of Q1
A are now in {|x〉 , |y〉} basis.

(d) She prepares a sequence of single qubits IA corresponding to her authentication identity IdA.
For 1 ≤ i ≤ k/2 (as k is even), she chooses the i-th qubit of IA as |0〉 , |1〉 , |+〉 = 1√

2
(|0〉+ |1〉)

and |−〉 = 1√
2
(|0〉 − |1〉), according to the values 00, 01, 10 and 11 of the (2i − 1)-th and the

2i-th bits of IdA. She randomly inserts the qubits of IA into Q1
A and let the new sequence be

Q2
A containing n′ + k/2 number of qubits.

(e) Alice chooses a k-bit random number r and prepares a sequence of single qubits IB corre-
sponding to the bit strings Id1B = IdB ⊕ r and IdB . For 1 ≤ i ≤ k, let the i-th bit of IdB
(Id1B) be IdB,i (Id1B,i),

i. if Id1B,i = 0 (1) and IdB,i = 0, then the i-th qubit of IB is |0〉 (|1〉),
ii. if Id1B,i = 0 (1) and IdB,i = 1, then the i-th qubit of IB is |+〉 (|−〉).

She randomly inserts the qubits of IB into Q2
A and let the new sequence be Q3

A containing
n′ + 3k/2 number of qubits.

(f) She also encodes the value of θ by preparing a sequence of single qubits Qθ corresponding to
the binary representation of θ = θ1θ2 . . . θk′ containing k′ bits. Note that since θ is an integer,
whose value lies between 0 to 360, k′ ≤ 9. We assume k ≥ k′ and then the encoding strategy,
for 1 ≤ i ≤ k′, is:

i. if θi = 0 (1) and IdB,i = 0, then prepares |0〉 (|1〉),
ii. if θi = 0 (1) and IdB,i = 1, then prepares |+〉 (|−〉).

She puts these single qubits in random positions of Q3
A and let the new sequence be Q4

A

containing n′ + 3k/2 + k′ number of qubits.

(g) Finally she chooses a sequence DA of m number of decoy photons randomly from {|0〉 , |1〉 ,
|+〉 , |−〉} and inserts them in random positions of Q4

A. Let the new sequence be Q5
A containing

l = n′ + 3k/2 + k′ +m single qubits. Alice sends Q5
A to Bob through a quantum channel.

2. Security check: After Bob receives Q5
A, they check if there is any eavesdropper in the channel.

Alice announces the positions and bases of the decoy photons. Bob measures the decoy photons
and announces the results. By comparing these measurement results and the initial states of the

3



decoy photons, Alice calculates the error in the channel. If the estimated error is greater than some
threshold value, then it proves the existence of some eavesdropper in the channel. In that case, they
abort the task; otherwise, they continue the protocol.

3. Authentication procedure:

(a) Alice tells the positions of the single qubits of IA and Bob measures those qubits in the proper
bases corresponding to IdA, i.e., he chooses {|0〉 , |1〉} basis if the corresponding bits of IdA
are 00 or 01; otherwise he chooses {|+〉 , |−〉} basis if the corresponding bits of IdA are 10 or
11. Bob compares his measurement results with the bits of IdA and calculates the error rate.
Low error rate implies that there is no eavesdropper impersonating Alice, then he continues
the process, otherwise terminates it.

(b) Alice tells the positions of the single qubits of IB and Bob measures those qubits in the proper
bases corresponding to IdB , i.e., he chooses {|0〉 , |1〉} ({|+〉 , |−〉}) basis if the corresponding
bit of IdB is 0 (1). Then from the measurement results, Bob gets Id1B and announces r =
IdB ⊕ Id1B . Alice checks the value of r to confirm Bob’s authenticity and decides to continue
or abort the communication.

4. Decoding process:

(a) Alice tells Bob the positions of the qubits of Qθ and Bob measures those on proper bases to get
the value of θ. Bob discards all the measured qubits and gets back the sequence Q1

A. He applies
the unitary operator Uθ

−1 to all the qubits of Q1
A and measures these qubits in {|0〉 , |1〉} basis.

If the i-th measurement result is |0〉, then Bob concludes M ′i = 0, else M ′i = 1.

(b) To check the integrity of the secret message, they publicly compare the random check bits
and calculate the error rate. If it is negligible then Bob gets M . Otherwise, they abort the
protocol.

Example 1 Let us take an example of the above discussed QSDC protocol.
Let IdA = 1100, IdB = 0111 and the secret message M = 011101.

1. Encoding process:

(a) Alice inserts check bits 1 and 0 after the 1st and 3rd bits of M , i.e., M ′ = 01110101. (Bold
numbers are check bits.)

(b) Q1
A = |0〉 |1〉 |1〉 |1〉 |0〉 |1〉 |0〉 |1〉.

(c) Alice chooses θ = 7◦ and applies Uθ on the qubits of Q1
A. Then Q1

A = |x〉 |y〉 |y〉 |y〉 |x〉 |y〉 |x〉 |y〉,
where |x〉 = Uθ |0〉, |y〉 = Uθ |1〉.

(d) IA = |−〉 |0〉 and Q2
A = |x〉 |y〉 |−〉 |y〉 |0〉 |y〉 |x〉 |y〉 |x〉 |y〉, where the boxed qubits are

randomly added from IA.

(e) Alice chooses r = 1001, then Id1B = IdB ⊕ r = 0111 ⊕ 1001 = 1110, IB = |1〉 |−〉 |−〉 |+〉
and Q3

A = |x〉 |1〉 |y〉 |−〉 |−〉 |y〉 |0〉 |y〉 |−〉 |x〉 |y〉 |x〉 |+〉 |y〉, where the boxed qubits are

randomly added from IB.

(f) Qθ = |1〉 |−〉 |−〉 and Q4
A = |x〉 |1〉 |y〉 |−〉 |−〉 |y〉 |1〉 |0〉 |−〉 |y〉 |−〉 |x〉 |y〉 |−〉 |x〉 |+〉 |y〉,

where the boxed qubits are randomly added from Qθ.

(g) Decoy photons DA = |0〉 |1〉 |+〉 |0〉 and Q5
A = |x〉 |0〉 |1〉 |1〉 |y〉 |−〉 |−〉 |y〉 |1〉 |0〉 |−〉 |y〉 |−〉 |x〉

|+〉 |y〉 |−〉 |x〉 |0〉 |+〉 |y〉, where the boxed qubits are randomly added from DA.

(h) Alice sends Q5
A = |x〉 |0〉 |1〉 |1〉 |y〉 |−〉 |−〉 |y〉 |1〉 |0〉 |−〉 |y〉 |−〉 |x〉 |+〉 |y〉 |−〉 |x〉 |0〉 |+〉 |y〉 to Bob.
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Alice (Identity IdA) Bob (Identity IdB)

1. Message Encoding

Message M , chooses θ and r.

• Inserts check bits in M .

• Encodes: 0→ Uθ |0〉 , 1→ Uθ |1〉.

• Prepares sequence Q1
A

• Inserts IA, IB, Qθ, DA in Q1
A.

Prepared sequence Q5
A Sends Q5

A

2. Security check

Position and Measures qubits of DA.

bases of DA

Checks eavesdropping. Announces

states of DA

3. Authentication process

Positions of IA Measures qubits of IA

Checks IdA

Positions of IB Calculates r = IdB ⊕ Id1B.

Checks IdB Sends r

4. Decoding process

Positions of Qθ • Measures qubits of Qθ, gets θ

• Discards measured qubits.

• Applies Uθ
−1.

• Measures in {|0〉 , |1〉}.

Check bits Checks eavesdropping and Get M .

99K denotes quantum channel

−→ denotes classical channel

Notations: θ ∈ Θ, r ∈ {0, 1}k,

IA : qubits corresponding to IdA, IB : qubits corresponding to Id1B , Id1B = IdB ⊕ r,
Qθ : qubits corresponding to θ and DA : decoy qubits.

Figure 1: Proposed QSDC protocol with mutual authentication
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2. Security check: After Bob receives Q5
A, Alice announces the positions (2nd, 4th, 15th and 19th) and

bases ({|0〉 , |1〉}, {|0〉 , |1〉}, {|+〉 , |−〉}, {|0〉 , |1〉}) of the decoy photons. Bob measures the decoy
photons and announces the results (|0〉 , |1〉 , |+〉 , |0〉). Alice calculates the error in the channel.
Here, we assume a noiseless channel. Hence, Bob discards all the measured qubits and gets back the
sequence Q4

A.

3. Authentication procedure:

(a) Alice announces the positions (4th and 8th ) of the qubits of IA and Bob chooses the bases
({|+〉 , |−〉}, {|0〉 , |1〉} to measure those qubits and gets |−〉 |0〉, which is equivalent to IdA.

(b) Alice tells the positions (2nd, 5th, 11th and 16th) of the single qubits of IB and Bob chooses
the bases ({|0〉 , |1〉}, {|+〉 , |−〉}, {|+〉 , |−〉}) and {|+〉 , |−〉}) to measure those qubits and gets
|1〉 |−〉 |−〉 |+〉. He gets Id1B = 1110 announces r = 1110⊕ 0111 = 1001. Alice confirms Bob’s
identity.

4. Decoding process:

(a) Alice tells Bob the positions (7th, 9th and 14th) of the qubits of Qθ and Bob chooses the bases
({|0〉 , |1〉}, {|+〉 , |−〉}, {|+〉 , |−〉}) to measure those qubits and obtains θ.

(b) He discards all the measured qubits to get Q1
A and applies Uθ

−1 to all the qubits of Q1
A. Bob

measures these qubits in {|0〉 , |1〉} basis and gets M ′ = 01110101.

(c) They publicly compare the random check bits (2nd and 5th bit of M ′) and Bob discards those
bits to obtain M = 011101.

This completes the QSDC protocol.

3 Security analysis

We now discuss the security of the proposed protocol against some familiar attack strategies such as the
impersonation attack, intercept-and-resend attack, entangle-and-measure attack, denial-of-Service (DoS)
attack, man-in-the-middle attack, information leakage attack, and Trojan horse attack.

1. Impersonation attack: Let us first discuss this attack model, where an eavesdropper (Eve) is
impersonating a legitimate party. First, we assume Eve impersonates Alice to send a wrong message
to Bob. Since Eve has no knowledge about IdA, she prepares the qubits of I ′A randomly from
{|0〉 , |1〉 , |+〉 , |−〉}. As Bob knows IdA, he chooses the corresponding bases to measure the qubits
of I ′A. According to the value of the bits IdA,(2i−1)IdA,2i, let the i-th qubit of IA be IA,i prepared
in basis B, where B = {|0〉 , |1〉} or {|+〉 , |−〉}. Also let Eve prepare the i-th qubit I ′A,i in B′ basis.
Since Bob knows the exact state of IA,i, he measures I ′A,i in B basis and let the measurement result
be I ′′A,i. Now the probability that Bob can not find this eavesdropping is Pr(I ′′A,i = IA,i). Now,

• If B = B′ and IA,i = I ′A,i, then I ′′A,i = IA,i with probability 1.

• If B = B′ and IA,i 6= I ′A,i, then I ′′A,i = IA,i with probability 0.

• If B 6= B′, then I ′′A,i = IA,i with probability 1/2.

Thus for each qubit of I ′A the winning probability of Eve is

Pr(I ′′A,i = IA,i)

= Pr(I ′′A,i = IA,i| B = B′) Pr(B = B′) + Pr(I ′′A,i = IA,i| B 6= B′) Pr(B 6= B′)

=
1

2
[Pr(I ′′A,i = IA,i| B = B′) + Pr(I ′′A,i = IA,i| B 6= B′)]

=
1

2
[Pr(I ′′A,i = IA,i| B = B′, IA,i = I ′A,i) Pr(IA,i = I ′A,i)+

Pr(I ′′A,i = IA,i| B = B′, IA,i 6= I ′A,i) Pr(IA,i 6= I ′A,i) + 1/2]

=
1

2

[
1× 1

2
+ 0× 1

2
+

1

2

]
=

1

2
.
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Hence in the authentication process, Bob can detect Eve with probability 1− (1/2)k/2.

On the other hand, now let Eve impersonate Bob to get the secret message from Alice. Then Eve
has no idea about the preparation bases of the qubits of IB and thus she randomly chooses basis
{|0〉 , |1〉} or {|+〉 , |−〉} to measure those qubits. From the measurement results, she correctly guesses
the value of Id1B with probability (3/4)k. Since Id1B = IdB ⊕ r and IdB is unknown to Eve, from
the security notion of “One-Time-Pad”, r is completely random to her and she correctly guesses r
with probability (1/2)k. Therefore, when Eve announces the random number r, Alice detects her
with probability 1− (1/2)k.

So for both cases, the legitimate party can detect the eavesdropping with a high probability.

2. Intercept-and-resend attack: In this attack model, Eve intercepts the qubits from the quantum
channel from Alice to Bob, then she measures those qubits and resends to Bob. In our proposed
protocol, let Eve intercept the sequence Q5

A from the quantum channel. Note that the qubits
corresponding to M ′ are encoded in an arbitrary basis {|x〉 , |y〉} and those are in random positions
of Q5

A. Let Eve choose a random θ0 ∈ Θ and measure all the qubits in {|x0〉 , |y0〉} basis, where,

|x0〉 = Uθ0 |0〉 = cos θ0 |0〉+ sin θ0 |1〉

=
1√
2

[(cos θ0 + sin θ0) |+〉+ (cos θ0 − sin θ0) |−〉]
(1)

and

|y0〉 = Uθ0 |1〉 = − sin θ0 |0〉+ cos θ0 |1〉

=
1√
2

[(cos θ0 − sin θ0) |+〉 − (cos θ0 + sin θ0) |−〉].
(2)

Then,

|0〉 = cos θ0 |x〉 − sin θ0 |y〉 ,
|1〉 = sin θ0 |x〉+ cos θ0 |y〉

(3)

and

|+〉 =
1√
2

[(cos θ0 + sin θ0) |x〉+ (cos θ0 − sin θ0) |y〉],

|−〉 =
1√
2

[(cos θ0 − sin θ0) |x〉 − (cos θ0 + sin θ0) |y〉].
(4)

Eve’s measurement affects the decoy photons as well. Let the i-th decoy photon be DA,i prepared
in basis B, where B = {|0〉 , |1〉} or {|+〉 , |−〉}, and after Eve measures in {|x0〉 , |y0〉} basis the state
becomes D′A,i. When Alice announces the preparation basis of DA,i, then Bob measures D′A,i in
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Table 1: Effects of Eve’s measurement on decoy photons

After Eve’s
measurement: D′A,i

After Bob’s
measurement: D′′A,iOriginal

state DA,i State Probability State Probability

|x0〉 cos2 θ0 cos2 θ0|0〉 |y0〉 sin2 θ0
|0〉

sin2 θ0
|x0〉 sin2 θ0 sin2 θ0|1〉 |y0〉 cos2 θ0

|1〉
cos2 θ0

|x0〉 1
2(cos θ0 + sin θ0)

2 1
2(cos θ0 + sin θ0)

2

|+〉 |y0〉 1
2(cos θ0 − sin θ0)

2 |+〉 1
2(cos θ0 − sin θ0)

2

|x0〉 1
2(cos θ0 − sin θ0)

2 1
2(cos θ0 − sin θ0)

2

|−〉 |y0〉 1
2(cos θ0 + sin θ0)

2 |−〉 1
2(cos θ0 + sin θ0)

2

basis B and gets D′′A,i. We now calculate the probability that DA,i = D′′A,i. From Table 1 we get,

Pr(D′′A,i = DA,i)

=
∑

|b〉∈{|0〉,|1〉}

Pr(D′′A,i = |b〉 , DA,i = |b〉) +
∑

|b〉∈{|+〉,|−〉}

Pr(D′′A,i = |b〉 , DA,i = |b〉)

=
∑

|b〉∈{|0〉,|1〉}

Pr(D′′A,i = |b〉 | DA,i = |b〉) Pr(DA,i = |b〉)+

∑
|b〉∈{|+〉,|−〉}

Pr(DA,i = |b〉 | D′′A,i = |b〉) Pr(DA,i = |b〉)

=
1

4

 ∑
|b〉∈{|0〉,|1〉}

Pr(D′′A,i = |b〉 | DA,i = |b〉) +
∑

|b〉∈{|+〉,|−〉}

Pr(D′′A,i = |b〉 | DA,i = |b〉)


=

1

4

[
2
(
cos4 θ0 + sin4 θ0

)
+ 2

{
1

4
(cos θ0 + sin θ0)

4
+

1

4
(cos θ0 − sin θ0)

4

}]
=

1

2

[(
cos4 θ0 + sin4 θ0

)
+

1

2

(
1 + sin22θ0

)]
=

1

2

(
sin2θ0 + cos2θ0

)2
+

1

4
=

3

4
.

Thus the probability that Alice and Bob can realize the existence of Eve is 1 −
(
3
4

)m
, where m is

the number of decoy photons. However, in this case the legitimate parties detect her and terminates
the protocol.

Now, let us calculate the probability pcorr, that Eve guesses the original n-bit message M of Alice
correctly. If Eve chooses θ0 = θ and measures the qubits of the sequence Q5

A in {|x〉 , |y〉} basis,
then she have to choose the correct n positions corresponding to the message bits among l =
n′ + 3k/2 + k′ +m positions. Thus the winning probability of Eve is:

pcorr =
1

N ×
(
l
n

) .
For positive integers n and l with 1 ≤ n ≤ l, we know that,

(
l
n

)n ≤ ( ln), which implies

pcorr ≤
1

N

(n
l

)n
≤
(

1

2

)blog2Nc
×
(n
l

)n
≤
(

1

2

)n
, if l ≥ 2n

(
1

2

)blog2Nc/n
,
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where blog2Nc denotes the greatest integer less than or equal to log2N . So for our case pcorr ≤
(
1
2

)n
,

if l ≥ 2n
(
1
2

)8/n
. Since pcorr is negligible, our protocol is secure against this attack strategy.

3. Entangle-and-measure attack: In addition to the above discussed attacks, there is a different
kind of attack, called entangle-and-measure attack, which Eve can apply to get a partial information
about M . For this purpose, Eve prepares a set of ancilla qubits whose initial states are |χ〉e. When
Alice sends Q5

A to Bob, Eve performs a unitary operation Ue on the qubits of Q5
A and |χ〉e to make

them entangled, where Ue is defined as [43]:

Ue |0〉 |χ〉e = α0 |0〉 |χ00〉e + β0 |1〉 |χ01〉e ,
Ue |1〉 |χ〉e = α1 |0〉 |χ10〉e + β1 |1〉 |χ11〉e ,

(5)

where the four pure states |χ00〉e , |χ01〉e , |χ10〉e and |χ11〉e are orthonormal and they belong to
Eve’s Hilbert space. They are uniquely determined by the unitary operation Ue and the following
conditions hold,

|α0|2 + |β0|2 = 1, |α1|2 + |β1|2 = 1,

|α0|2 = |β1|2 = F , |α1|2 = |β0|2 = D.
(6)

If Alice sends |b〉, b ∈ {0, 1}, then after measurement Bob gets the correct result with probability
F . Here F is the fidelity and D is the quantum bit error rate (QBER).

Further, we get

Ue |+〉 |χ〉e =
1√
2

(Ue |0〉 |χ〉e + Ue |1〉 |χ〉e)

=
1√
2

[α0 |0〉 |χ00〉e + β0 |1〉 |χ01〉e + α1 |0〉 |χ10〉e + β1 |1〉 |χ11〉e]

=
1√
2

[ |+〉 (α0 |χ00〉e + β0 |χ01〉e + α1 |χ10〉e + β1 |χ11〉e)/
√

2 +

|−〉 (α0 |χ00〉e − β0 |χ01〉e + α1 |χ10〉e − β1 |χ11〉e)/
√

2 ]

=
1√
2

(|+〉 |χ++〉e + |−〉 |χ+−〉e)

(7)

and

Ue |−〉 |χ〉e =
1√
2

(Ue |0〉 |χ〉e − Ue |1〉 |χ〉e)

=
1√
2

[α0 |0〉 |χ00〉e + β0 |1〉 |χ01〉e − α1 |0〉 |χ10〉e − β1 |1〉 |χ11〉e]

=
1√
2

[ |+〉 (α0 |χ00〉e + β0 |χ01〉e − α1 |χ10〉e − β1 |χ11〉e)/
√

2 +

|−〉 (α0 |χ00〉e − β0 |χ01〉e − α1 |χ10〉e + β1 |χ11〉e)/
√

2 ]

=
1√
2

(|+〉 |χ−+〉e + |−〉 |χ−−〉e).

(8)

If Alice sends |b〉, b ∈ {+,−}, then after measurement Bob gets the correct result with probability
1/2.

Now in the present protocol Alice prepares decoy states randomly from {|0〉 , |1〉 , |+〉 , |−〉}. So for
a particular decoy state |b〉, Bob gets the correct state with probability p = 1

2 (F + 1/2), where F
is the fidelity when the decoy state is in {|0〉 , |1〉} and 1/2 is the fidelity when the decoy state is in
{|+〉 , |−〉}. Moreover, both of these cases occur with probability 1/2. Hence in security check Alice
and Bob can detect Eve with probability 1− pm, where m is the number of decoy states.

9



However we now show that, by applying this attack strategy, Eve gets no information about the
secret message. From Equation (5) we have,

Ue |x〉 |χ〉e = Ue(cosθ |0〉+ sin θ |1〉) |χ〉e
= |0〉 (α0 cos θ |χ00〉e + α1 sin θ |χ10〉e) + |1〉 (β0 cos θ |χ01〉e + β1 sin θ |χ11〉e)
= (cos θ |x〉 − sin θ |y〉)(α0 cos θ |χ00〉e + α1 sin θ |χ10〉e)+

(sin θ |x〉+ cos θ |y〉)(β0 cos θ |χ01〉e + β1 sin θ |χ11〉e)

(9)

and

Ue |y〉 |χ〉e = Ue(− sin θ |0〉+ cos θ |1〉) |χ〉e
= |0〉 (−α0 sin θ |χ00〉e + α1 cos θ |χ10〉e) + |1〉 (−β0 sin θ |χ01〉e + β1 cos θ |χ11〉e)
= (cos θ |x〉 − sin θ |y〉)(−α0 sin θ |χ00〉e + α1 cos θ |χ10〉e)+

(sin θ |x〉+ cos θ |y〉)(−β0 sin θ |χ01〉e + β1 cos θ |χ11〉e).

(10)

From Equation (9) and (10) it follows that, Eve gains no useful information by measuring the ancilla
qubit |χ〉e entangled with the qubits corresponding to the secret message.

4. DoS attack: In this attack model, Eve’s aim is not to get secret information but to tamper with the
original message [17]. To execute this attack strategy, Eve intercepts the qubits from the quantum
channel and randomly applies I and U with probability 1/2, where U is a random unitary operator.
Since Eve does not know the positions of the decoy state, the unitary operation also affects those
qubits.

As the Pauli matrices [44] I, σx, iσy and σz form a basis for the space of all 2×2 Hermitian matrices,
thus the unitary matrix U can be represented as a linear combination of the Pauli matrices. Let

U = w1I + w2σx + iw3σy + w4σz,

since U is unitary, we must have
∑4
i=1 w

2
i = 1, we consider only real coefficients. To calculate the

winning probability of Eve, let us first discuss the effects of the Pauli operators on the decoy qubits.

I is the identity operator, so it does not change the state of any qubit. Hence if Eve applies I on a
decoy state, then after measurement Bob gets the correct result with probability p1 = 1.

σx |0〉 = |1〉 , σx |1〉 = |0〉 , σx |+〉 = |+〉 , σx |−〉 = − |−〉 , (11)

i.e., if Eve applies σx on a decoy state, then after measurement Bob gets the correct result with
probability p2 = 1/2, as σx changes the state of a decoy qubit |d〉 only if |d〉 ∈ {|0〉 , |1〉}.
Similarly,

iσy |0〉 = − |1〉 , iσy |1〉 = |0〉 , iσy |+〉 = |−〉 , iσy |−〉 = − |+〉 , (12)

and

σz |0〉 = |0〉 , σz |1〉 = − |1〉 , σz |+〉 = |−〉 , σz |−〉 = |+〉 , (13)

i.e., if Eve applies iσy (or σz) on a decoy state, then after measurement Bob gets the correct result
with probability p3 = 0 (or p4 = 1/2). Thus when Eve applies U on the decoy qubits, then the
winning probability of Eve is

p′ =

4∑
i=1

piw
2
i < 1 as U 6= I.

Now Eve chooses I and U with probability 1/2 and thus the probability that Bob gets the correct
result is p′′ = (1 + p′)/2. Hence in the security check process Alice and Bob find this eavesdropping
with probability 1−p′′m > 0, where m is the number of decoy states. Moreover, this attack can also
be found when they publicly compare the random check bits to check the integrity of the message.
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5. Man-in-the-middle attack: When Eve follows this attack strategy, she intercepts the sequence
Q5
A from the quantum channel and keeps this. She prepares another set QE of single qubit states

and sends QE to Bob instead of Q5
A. Since Eve does not know the position and exact states of

the decoy qubits, she prepares all the single qubits in {|0〉 , |1〉} and {|+〉 , |−〉} bases to reduce the
detection probability in the security check process. Let the i-th decoy photon be DA,i, which is the
j-th qubit of the sequence Q5

A, prepared in basis B. Also let the j-th qubit of QE be D′A,i prepared
in basis B′, where B and B′ are {|0〉 , |1〉} or {|+〉 , |−〉}. In the security check process when Alice
announces the preparation basis of DA,i, then Bob measures D′A,i in basis B and gets D′′A,i. We now
calculate the probability that D′′A,i = DA,i.

• If B = B′ and DA,i = D′A,i, then D′′A,i = DA,i with probability 1.

• If B = B′ and DA,i 6= D′A,i, then D′′A,i = DA,i with probability 0.

• If B 6= B′, then D′′A,i = DA,i with probability 1/2.

Thus for each decoy qubit, the winning probability of Eve is

Pr(D′′A,i = DA,i)

= Pr(D′′A,i = DA,i| B = B′) Pr(B = B′) + Pr(D′′A,i = DA,i| B 6= B′) Pr(B 6= B′)

=
1

2
[Pr(D′′A,i = DA,i| B = B′) + Pr(D′′A,i = DA,i| B 6= B′)]

=
1

2
[Pr(D′′A,i = DA,i| B = B′, DA,i = D′A,i) Pr(DA,i = D′A,i)+

Pr(D′′A,i = DA,i| B = B′, DA,i 6= D′A,i) Pr(DA,i 6= D′A,i) + 1/2]

=
1

2

[
1× 1

2
+ 0× 1

2
+

1

2

]
=

1

2
.

Hence Alice and Bob can detect this eavesdropping and terminate the protocol with probability
1 − 2−m, where m is the number of decoy states. Furthermore, since Eve has no idea about the
value of the parameter θ and the exact position of the qubits corresponding to the secret message M ,
so without the classical information from Alice, Eve can not get any useful information by measuring
the qubits of Q5

A in some random basis.

6. Information leakage attack: It refers to the information about the secret message obtained by
analyzing the classical channels by Eve. In other words, it is a measure of the information which
Eve can get from the classical channel. Since in the present protocol, no measurement outcome
corresponding to the secret bits is discussed by the classical channel, therefore Eve can not get any
secret information from the communications in the classical channel.

7. Trojan horse attack: In the present protocol, only Alice prepares all the qubits required for
secure communication, and then she sends these qubits to Bob at once. Therefore this protocol is
a one-way quantum communication protocol and hence Eve can not adopt the Trojan horse attack
strategy to get any information about M .

We have shown that our proposed protocol is secure against all the above-discussed attacks as in each case
the legitimate parties can detect the presence of Eve with non-negligible probability.

In the following section, we study the performance of this protocol in a realistic noisy quantum com-
puter and illustrate results from IBM Quantum Computer.

4 Implementation in a noisy quantum device

The operations in our proposed protocol can be broadly represented as UBUChannelUA where UA and UB
are the operations at the two ends (Alice and Bob respectively), and UChannel captures the action of the
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channel. Since Bob should receive the exact bit sent by Alice, if |q〉 is the qubit sent by Alice, we expect
that in an ideal (noiseless and absence of eavesdropper) scenario

UBUChannelUA |q〉 = |q〉 . (14)

Now in an ideal scenario our protocol requires UB = U−1A . If Uchannel ∝ I, then this requirement
suffices. Without loss of generality, we consider UChannel = nI, where n ∈ Z+. The scalar n also captures
the finite time duration of the channel.

In reality, the channel is usually noisy and is no longer ∝ I. If perror is the probability of error, then
the noisy channel can be represented as

UnoisyChannel = (1− perror)nI + perror

n∑
i=1

Iei , (15)

where Iei is some noisy version of the ith identity gate. Note that Iei may not be equal to Iej for i 6= j,
and it is possible that for some i, Iei = I, i.e., some of the n identity gates may be noise-free as well.

In such a scenario, the ideal operation of Bob should be UB = (UnoisyChannel)
−1U−1A . However, since the

action of the noise is unknown, it is not possible for Bob to apply this required operation in a realistic
scenario. Furthermore, our protocol requires the preparation of Uθ gate for θ ∈ Θ. In near-term devices,
which are noisy, this technique can be a victim of calibration error, i.e., the applied operation maybe
U(θ+δθ) for some small δθ ∈ R. The protocol will be subject to measurement error as well.

Here, we execute this protocol on the IBM Quantum Computer (Armonk device). We assume different
lengths of the quantum channel (i.e., various values of the scalar n). As discussed before, noise in this device
deviates the realization of the quantum channel from UChannel to UnoisyChannel. We execute this protocol for
different values of θ as well and show that the protocol is robust against various sources of errors and the
integrity of the protocol can be guaranteed with minimum overhead in a noisy scenario as long as the time
duration of the ideal channel (i.e., the value of n) is below a certain threshold.

4.1 Equivalence with Bit Flip Channel

Prior to further discussion on errors, we want to mention explicitly a property of this QSDC protocol.
Unlike general error correction scheme, in this protocol, it is not of urgency to preserve the exact state
that is being sent from Alice to Bob. The ultimate goal is to ensure that Bob receives the exact bit that
Alice has sent him with high probability. In other words, suppose Alice wants to send a qubit |q〉 to Bob
corresponding to a classical bit q. However, in a realistic scenario, if the noisy operations of Alice, Bob
and the channel are U ′A, U ′B and U ′channel respectively, then instead of the required UBUChannelUA |q〉, we
obtain U ′BU

′
ChannelU

′
A |q〉. We do not care how the transmitted state |q〉 is being tampered with by the

errors as long as 〈q|U ′BU ′CU ′A |q〉 > 1− ε for some small ε > 0.
Furthermore, let |q〉 be the original qubit transmitted by Alice, whereas Bob received |q′〉 which may

not be the same as the original transmitted message. However, since q ∈ {0, 1}, when Bob measures
|q′〉 in the {|0〉 , |1〉} basis, he either receives q or q ⊕ 1. Therefore, although the underlying channel may
incorporate any error to the transmitted qubit, it is eventually equivalent to a single bit flip. Therefore,
the overhead required for the error induced by the channel is the overhead to correct bit-flip errors.

4.2 Simulation of the protocol in IBM quantum device

In this subsection, we compute our protocol in the IBM Quantum Computer. However, for this compu-
tation, we have ignored the authentication portion. Rather we have only computed the communication
portion, i.e., for each message qubit |q〉, we have computed the operation UBUChannelUA |q〉, and shown
the action of noise on it. The effect of noise can be mitigated using error correction. We aim to use
the minimum overhead for error correction, which we discuss in the following subsection, followed by the
computation results henceforth.
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4.2.1 Overhead for error correction

To account for the imperfection of the channel, it is necessary to introduce error correction. However, for
this protocol, we intend to introduce the minimum possible resource for error correction. Classically, a
3-bit repetition code is sufficient to correct a single bit flip error. The repetition code is, in general, not
extendable to the quantum domain, since (i) errors on qubits are not simple bit flips [45], and (ii) No
Cloning Theorem prohibits cloning of any arbitrary quantum state [3]. However, we have already argued
that the effective error on this protocol is indeed a simple bit flip. Furthermore, the qubits transmitted
by Alice are either |0〉 or |1〉. Therefore, No Cloning Theorem does not restrict the use of repetition code
in this scenario. The use of a distance 3 repetition code ensures that to send N qubits through a noisy
channel, a total of 3N qubits are sufficient for error-free transmission as long as the error probability is
below a particular threshold, which we now elaborate.

A distance-3 repetition code fails when at least two errors occur on the codeword. Therefore, if perr
is the probability of error, then we should have(

3
2

)
p2err < perr,

which yields perr <
1
3 .

In the following subsection, we show empirically that the action of noise is similarly for any angle θ
selected for this protocol. However, the time duration of the channel restricts the distance of the code.
We have represented a noisy quantum channel as UnoisyChannel. We show that for the usual time duration
of an identity gate in the IBMQ device, a distance 3 repetition code can protect this protocol from error
as long as n < 350. For higher values of n, the noise in the device will lead to more than one error on
expectation, and larger distance codes will be required for error-free transmission.

4.2.2 Results of simulation in IBM Quantum Device

In our protocol, once a θ is decided upon, each bit is encoded independently and sequentially by Alice.
Similarly each qubit is decoded and measured independently and sequentially by Bob. Therefore, a single
qubit quantum computer is sufficient to perform these operations. We have computed the encoding by
Alice and the decoding by Bob, followed by measurement in the IBMQ Armonk device [41] for various
values of θ and various lengths (n) of the channel. IBMQ Armonk is a single qubit quantum computer
with specifications shown in Fig. 2.

Figure 2: Specifications of the IBMQ Armonk quantum device as provided by IBM
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Computation on this device exposes our protocol to various device noise. Calibration error signifies
the inaccuracy in the gate operation (denoted as H error rate in Fig. 2). Readout error, on the other hand,
encapsulates the inaccuracy in measurement. If the measurement device is noisy, then it is possible that
although the original output was m, due to measurement inaccuracy, it was noted down as m⊕1. Readout
error is one of the most dominating sources of errors in current quantum devices (as shown in Fig. 2 where
the readout error rate is 6.7% as compared to calibration error rate of 0.04%). We shall discuss about the
channel noise (particularly the T1 error) later.

Qiskit [46] has its own gate sets which are computed on their device. Such a gate is the U3(θ, φ, λ)
gate whose matrix form is

U3(θ, φ, λ) =

(
cos( θ2 ) e−iλsin( θ2 )

eiφsin( θ2 ) ei(φ+λ)cos( θ2 )

)
,

where 0 ≤ θ, φ, λ < 2π are the parameters. Different quantum gates can be generated by varying this
parameter. Note that our required operation Uθ = U3(2θ, 0, 0).

Effect of choice of angle

First, we show the effect of the angle θ on the performance of the protocol in a realistic noisy scenario. For
this portion, we do not consider the presence of channel. We have executed our protocol on the quantum
device of Fig. 2 for 20 equally spaced values of θ ranging from 0◦ to 360◦. We show the circuit for one such
θ in Fig. 3. This figure shows the exact circuit that is being executed on the IBMQ Armonk device. The
two gates are respectively the Uθ applied by Alice, and the U−1θ applied by Bob. Qiskit tends to optimize
their circuit to reduce the execution overhead. Since we are applying two inverse operations sequentially,
the optimization module of qiskit would lead to an identity operation. Therefore, we have forcefully
introduced the barrier between the two gates which ensures that both the operations are executed as they
are.

Figure 3: Circuit diagram of the QSDC protocol executed on the IBMQ Armonk device

We have executed the protocol for the two scenarios - when the original bit is 0 or 1. Fig 4a and
Fig. 4b shows the action of noise in real quantum device on the performance of the protocol. We see that
Bob no longer obtains the original bit sent by Alice with certainty. However, it is evident from the figures
that the choice of angle does not have any significant effect on the performance of the noisy protocol.

We note from Fig. 5 that the average performance is better when the qubit is |0〉 than when qubit
is |1〉. This can be explained by the T1 error. The natural tendency of any quantum state is to retain
its lowest energy state (|0〉), or ground state. When a qubit is elevated to its excited state (|1〉), it has
a natural tendency to release the excess energy to return to its ground state. This noise model [44] is
parameterized by T1. In general, the probability that a qubit, prepared in the state |1〉, remains in that
state after a certain time t is given by

Prob(|1〉) = exp(− t
T1

),

The qubits which are prepared in the state |1〉 are exposed to this error along with the other device
noise. Therefore, naturally, the average probability of observing |1〉 is lower than that of |0〉. However, we
note that for no value of θ, the probability of correct transmission goes below 0.9.
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(a) Performance when Alice sends 0 (b) Performance when Alice sends 1

Figure 4: Action of noise in real quantum device

Figure 5: Average success probability for different bit values

Effect of the length of the channel

Now, we incorporate the presence of a quantum channel. A quantum channel is not instantaneous. In
order this simulate the finite time duration, we execute the circuit of Fig. 3, with 100 ≤ n ≤ 400 identity
gates in between the two U3 operators. Each identity gate in the IBMQ Armonk device requires 142 ns to
execute, and the error probability of each identity gate is perror = 0.001. The probability that the channel
remains error-free is (1− perror)n. However, when we execute this circuit, it is subjected to other sources
of errors apart from the channel noise only (e.g. calibration error, readout error). In order to account for
these, we hypothesize that the probability of no error is

(1− perror)γn, (16)

for some scalar γ. In Fig. 6a and 6b, we show the probability of correct transmission as a function
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of the length of the channel. We estimate the value of γ in each case through curve fitting and observe
γ = 0.18 for the transmission of bit 0, and γ = 0.21 for the transmission of bit 1. The estimated functions
are plotted in Fig. 7 to show a comparison of the variation in probability for the bits 0 and 1. We see
that, similar to Fig. 5, the transmission of 1 is more prone to error than that of 0. This can be similarly
explained as before via the T1 error. This is, in fact, the reason for obtaining two different values of γ for
the two bits.

(a) Performance variation with channel length
when Alice sends 0

(b) Performance variation with channel length
when Alice sends 1

Figure 6: Action of noise in real quantum device for different channel length

Figure 7: Estimated functions for success probability for varying channel length

We have already argued that a distance 3 repetition code is applicable for correcting errors only when
the probability of no error is ≥ 2

3 = 0.66. We note from Fig. 7 that when the number of identity gates is
∼ 350, the estimated success probability of both 0 and 1 goes below the required threshold. Therefore, in
order to use the minimum overhead of 3 qubit repetitions, it is necessary that the channel length is < 350
identity gates. Nevertheless, in case the channel length is greater, then higher distance repetition codes
can be used for error-free transmission.
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5 Conclusion

In this paper, we propose a QSDC protocol with user authentication using single qubits prepared on a
randomly chosen arbitrary basis. In this protocol, before starting the communication process, Alice and
Bob share their secret identities through a secure QKD to authenticate each other. In the proposed QSDC
protocol, Alice, the message sender, prepares all the single qubits and sends them to the receiver Bob, i.e.,
this is a one-step one-way quantum communication protocol. After receiving the qubits, Bob only performs
measurement and applies unitary operations to the received particles to get the secret message of Alice.
Moreover, the present protocol does not use entanglement as a resource. We discuss the security of the
protocol and show that our proposed protocol defeats all the familiar attack strategy and the eavesdropper
could not get on any information about the secret message. The curse of executing such protocols in near-
term devices is that they become susceptible to noise in the device. We have computed the protocol in
the IBMQ Armonk device which is a single qubit device, and therefore perfectly captures the sequential
structure of the protocol. We find that our protocol is quite robust to error, and a simple distance 3
repetition code is sufficient for reliable transmission as long as the length of the quantum channel is less
than 350 identity gates. Therefore, in order to transmit N qubits in such a noisy scenario, 3N qubits are
sufficient, and it does not require any complex gate operations for preparing logical qubits as well.
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quantum oblivious transfer. In Annual international cryptology conference, pages 351–366. Springer,
1991.

[35] Hwayean Lee, Jongin Lim, and HyungJin Yang. Quantum direct communication with authentication.
Physical Review A, 73(4):042305, 2006.

[36] Zhan-jun Zhang, Jun Liu, Dong Wang, and Shou-hua Shi. Comment on “quantum direct communi-
cation with authentication”. Physical Review A, 75(2):026301, 2007.

[37] Liu Dan, Pei Chang-Xing, Quan Dong-Xiao, and Zhao Nan. A new quantum secure direct commu-
nication scheme with authentication. Chinese Physics Letters, 27(5):050306, 2010.

[38] Yan Chang, Chunxiang Xu, Shibin Zhang, and Lili Yan. Controlled quantum secure direct commu-
nication and authentication protocol based on five-particle cluster state and quantum one-time pad.
Chinese science bulletin, 59(21):2541–2546, 2014.

[39] Tzonelih Hwang, Yi-Ping Luo, Chun-Wei Yang, and Tzu-Han Lin. Quantum authencryption: one-step
authenticated quantum secure direct communications for off-line communicants. Quantum informa-
tion processing, 13(4):925–933, 2014.

[40] Nayana Das and Goutam Paul. Cryptanalysis of quantum secure direct communication protocol with
mutual authentication based on single photons and bell states. arXiv preprint arXiv:2007.03710,
2020.

[41] IBM Quantum team. ibmq armonk v1.1.5, 2020. Retrieved from https://quantum-
computing.ibm.com.

[42] Chang ho Hong, Jino Heo, Jin Gak Jang, and Daesung Kwon. Quantum identity authentication with
single photon. Quantum Information Processing, 16(10):236, 2017.
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