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Abstract— We propose a security architecture that uses the
principle of chaos for UAV secure communication. A UAV,
identified as an aerial base station (ABS), communicates with a
ground base station (GBS) over a wireless radio frequency (RF)
channel. The communication units of the ABS and GBS have
dynamics according to the logistic map. The map is chaotic in
the appropriate parameter space. Its states are non-periodic,
broadband, and noise-like in the frequency domain. They
are useful for spreading information data during transmission,
making it extremely difficult for an eavesdropper to recover the
modulated message since state prediction is ultimately impossi-
ble. To retrieve it, we propose a variable feedback controller.
We prove that it can asymptotically stabilize the error dynamics
when the information source is off. During transmission, the
controller synchronizes the units such that the error contains
signatures of the information signal. Therefore, the information
signal is retrievable by a suitable detection mechanism. Security
depends on the confidentiality of the map, the variable feedback
controller, including its scale factor and bounded feedback gain
and the designer’s choice of invertible function for use in the
scrambling and descrambling process. Also, the method is less
prone to jamming attacks and multipath effects as the broad-
band spectrum can be used to randomly select RF channels.
It uses only a few simple algorithms, including a correlation
summation and a detection mechanism. The algorithms collect
subsamples of the received signal sequences and averages over
each subsample length. The method requires minimal program-
ming efforts and low hardware resource utilization. It is energy-
efficient, which is a vital consideration for any UAV security
model. Moreover, we realize a prototype of the communica-
tion system on field-programmable gate arrays (FPGAs). We
presented a digital design of the secure communication system
involving the transmission of bitstreams between the ABS and
GBS.
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1. INTRODUCTION

The emergence of Unmanned Aerial Vehicles (UAV) holds
promise in activities like delivery service, forestry manage-
ment, public safety, search/rescue operation, firefighting, and
agriculture [1]. Besides, UAVs have become an integral part
of modern military arsenals. Security and safety are among
the setbacks in widely deploying them [2]. In [3,14], a simple
passive radio frequency (RF) sensor detects and captures the
radio control signals from the ground base station (GBS) to a
UAV and vice-versa. Dangers abound if an airborne UAV is
unethically hacked as it communicates with the GBS. In the
worst-case scenario, such a compromised UAV could be used
for malicious intentions. Security and privacy concerns have
motivated relevant regulatory organizations and researchers
to propose safety protocols.

Recently, security standards, including DO-178C and ISO
21384-3:2019, are updated for improved safety of Unmanned
Aircraft Systems (UAS) [5]. The standards are based on logic
and algorithms put forward by human designers. Hence, their
implementation is bug-prone. Besides, it often requires a
sizable allocation of microprocessor and RAM and lots of
programming efforts. This situation significantly contributes
to the energy demands of UAVs. This work intends to offer
a perspective that could complement existing UAV security
standards and potentially make them more robust in terms
of hardware resource utilization and energy-efficiency as
inferred above. We propose using the inherent randomness
in chaos to provide security for UAS, specifically between
a UAV identified as an aerial base station (ABS) in Fig.
and a GBS. In addition to the advantages stated earlier,
the proposed security architecture is largely non-algorithmic,
cf. [6]. Thus, code-based hacking is unlikely.

The rest of the paper is organized as follows: Section
provides some background on chaos and control. Section 3]
describes the logistic map and proposes a variable feedback
controller for synchronizing the map in the chaotic domain.
Section [] describes the UAV secure communication design.
Section [3] presents the simulation studies. Section [6 presents
FPGA prototyping of the proposed method.

2. BACKGROUND ON CHAOS AND CONTROL

Deterministic chaos is synthesizable from simple nonlinear
dynamical systems. Despite being chaotic, tracking the
trajectory is possible using the principle of control theory [7].
This has occasioned applications in secure communication
[8], random number synthesis [9], robotics [10], and so
on. Although early on chaotic systems were used in the
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Fig. 1. Transmissions via the RFjy;,; and/or sat;;,; are
scrambled by states of the logistic map.

study of population , weather and economic
models, they have in recent years, been applied to science
and engineering products Eﬂ

A nonlinear dynamical system is chaotic if it has a positive
Lyapunov exponent, dense periodic orbit, and topological
transitivity. Hence, infinitesimally close trajectories will be-
come increasingly uncorrelated yet bounded. Thus, making
long-term prediction impossible. This behavior is commonly
called sensitive dependence on initial conditions [16]].

A nonlinear continuous-time system necessarily has to be at
least 3-dimensional to exhibit chaos [17]. For a discrete-time
system (or map) of degree ¢, where ¢ > 0 is an integer, 1-
dimension will suffice. There are several control schemes
in the literature for continuous-time systems despite being
bulky. The reason may be due to the relative ease of designing
the controllers using some forms of input transformations and
Lyapunov theory. Besides, when the system parameter is
known, it is easy to realize a Lyapunov rate that is strictly
negative. Also, global asymptotic stability follows straight-
forwardly.

In [18]], feedback controllers synchronized the logistic map
in the presence of noise. However, the controllers were come
about by trial and error techniques, making them unreliable.
Besides, only a few tabulated numerical data validated syn-
chronization. Also, in [[19]], a variable feedback controller
was obtained by an analytical method. The effect of the
bounded noise was handled in a way that the synchronization
error remained within some predefined boundary. In both
cases, an advanced notion of stability was unattained.

Comparing maps to their continuous-time equation counter-
parts, there are much fewer digital implementations involving
them despite their simplicity and promise in applications like
communication encryption and random number generation.

Considering the ease of digital implementation of chaotic
maps, they have not received the needed attention when it
comes to controller design and the corresponding engineering
use. The reason may be due to the challenges involved
in proving advanced notions of stability. However, for the
logistic map, it turns out that this is straightforward.

3. SYNCHRONIZED LOGISTIC MAP
System description

The logistic map is a first-order nonlinear difference equation
[11]. The map can be described as
In
— 1
. ) , (1)

where n = 0,1,2,..., kK > 0, is a scale factor, x,, are states
of the map and lie in the set (0, k). In the canonical form,
k = 1. The system becomes unstable if x,, goes outside the
set. Hence, we may liken the set to the basin of attraction
[20]. The control parameter y is usually varied between 0
and 4. The map exhibits different interesting behaviors as
the parameter is varied. Slowly increasing the parameter, a
geometric increase in degrees of periodicity arises. When
1 > 3.57, the map has dense and infinite periodic orbits. That
is, periodicity can no longer be seen in the dynamics. From
this point, the system is said to be chaotic.

Tnt+1 = UTn (1 -

Choosing the parameter p = 3.7, Fig. D(a) exhibits sensitive
dependence on the indicated initial conditions. Fig. 2(b)
shows a frequency spectrum derived from the time-series data
when 4 = 3.7 and 9 = 0.1. The figure shows that no
frequency component is present in the spectrum. Fig.2lc) is a
spectrogram that further corroborates the previous result as no
sudden change in magnitude is present. Hence, although the
time-series data is from a deterministic system, it has infinite
periodic orbits and is noise-like. Thus, the logistic map can
be used to scramble a signal during transmission.
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Fig. 2. (a) Time domain signals of the logistic map for
1 = 3.7, started at slightly different initial conditions as
indicated. (b) Amplitude spectrum of the signal shows that
there is no frequency component for . = 3.7. (c)
Corresponding spectrogram corroborates the previous result.

Synchronization

Let us take system (I) to be the communication unit of the
GBS and we describe the communication unit of the ABS as

Unlike the states x,, of the GBS communication unit, states of
the ABS communication unit ¥,,, does not necessarily have to



be confined to (0, k). We want to realize synchronization of
the chaotic states of the units over an RF channel so that we
can achieve secure information exchange over states of the
units. Hence, the synchronization error of the coupled units
can be given by

€n = Yn — Tn. (3)
For any xg # yo and xg + yo # k, our aim is to design and
deploy a variable feedback controller u(e,, x,,) such that

lim |e,| = 0. 4)

n—roo

In a real system, xg # o is often the case due to sensitive
dependence on initial conditions as illustrated in Section
For the same reason, xg + yo = k is very unlikely. But
assuming we can choose the initial conditions such that

ri +yi =k, &)

where ¢ is any pointin the set n = 0, 1, 2, .., then there would
be synchronization from the (i + 1)** samples since

Tip1 = UT; (1 - ?l) = M%‘i = Mﬁ(k — i) = Yk+1,
(6)
in which case there would be no need for a controller. How-
ever, in practice, it is more feasible to deploy a controller than
to choose initial conditions for which is satisfied. Hence,

for synchronization of the units in the chaotic regime, we
propose the following variable feedback controller:

u(en, Ty) = [,u(en + 2z, — k) + pk} %, @)

where p is the feedback gain. Advancing the maps, the error
advances as

€n4+1 = Yn+1 — Tn+1

1 8
_uen[l—g<xn—|—yn>} + ulen, zn). ®)

Using the control input transformation (@), we have
€n4+1 = PEn. (9)

While recursive iteration can be used to solve (Q), we shall
instead use the Lyapunov method as it allows us to establish a
stronger notion of stability. First, we define a positive definite
function:

V,, =e2 >0 in D — {0}, (10)

where D C R is some domain of interest. A subsequent
iterate on V;, with respect to the dynamics (9) will be

Vip1 = p2e. (11)

The change between an immediate future state and the current
state is ) )
Vi1 — Voo = —e2 (1 — p?). (12)

n

Therefore, whenever the feedback gain |p| < 1, the error
system is stable in the sense of Lyapunov. For asymptotic
stability, |p| < 1. Moreover, since the Lyapunov function
candidate is radially unbounded, i.e.

Vo = 00 <= |e,| — o0, (13)

the error system (9) is globally asymptotically stable when-
ever |p| < 1. We emphasize that |e,,| = |y, — x| is con-
strained to approach infinity only via y,, while the sequence
T, remains in the basin of attraction. In other words, with the
controller (@), y,, € R and z,, € (0, k). This is feasible as the
GBS communication unit can be in a monitored environment,
e.g. on a computer, while the ABS communication unit could
be at a point in phase space where the physical dynamic range
permits, yet, it is guaranteed to evolve toward stability.

4. UAV SECURE COMMUNICATION DESIGN

The objective of the variable feedback controller in Section[3]
is to drive the synchronization error to zero as the discrete-
time sequence gets larger as given by (). However, with the
introduction of a sequence of information into the system, the
above objective cannot be met. We exploit this supposedly
negative outcome to create a useful product. Fig. Bl shows the
setup for this process. Recall that states of the GBS and ABS
communication units are x,, and y,, respectively. Generally,
x, would evolve as:

Ty — Tp. 00y =: Zp, (14)

where i,, is a sequence of the information signal and o is an
invertible composition operator. Hence, we can define a new
error as:

€n 1= Yn — Zn. (15)

Provided our variable feedback controller continues to at-
tempt to realize the originally intended objective in (@), then
the following will be partially realized:

lim €, =i¥, (16)
n—oo

where 7, is a sequence with usually recognizable signatures
of the original information signal. Therefore, a suitable
detection mechanism can be used to reconstruct the original
information signal.

To further explain the setup in Fig. Bl we note that the
information signal ¢, is composed with z,, of the GBS
communication unit using any desired invertible function f,
to get a scrambled signal z,,. The signal z,, is being broadcast
via a single channel and eavesdroppers might have access.
However, they cannot recover the information in the signal as
it is noise-like. Security of the information is based on the
confidentiality of the logistic system, the variable feedback
controller, including the scale factor and bounded feedback
gain, and the unknown invertible function used. Besides,
sensitive dependence on initial conditions plays a key role
in the security. In some cases where the signature of the
information in ¢, is relatively complicated, the detection
mechanism could also play a role in the security. Besides,
the synchronized units can be used to randomly select RF
channels from a lookup table (see Appendix in Section[7)).

At the receiving ABS unit, the variable feedback controller
would use z,, to synthesize a suitable control signal for the
ABS communication unit. Outputs of the unit are compared
with the incoming z, using the inverse function f~'. The
output of the function is the error ¢ which would give rise to
i, after a few samples. At the stages where synchronization
would be achieved assuming no information signal is input
into the system, the signal 7 would contain signatures of the
original information signal.
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5. SIMULATION STUDIES
Information source turned off

We assume the ABS and GBS are not exchanging data. They
are only synchronized and ready to communicate. Hence,
the information source as shown by Fig. [3lis turned off, i.e.
i, = 0 for all n. Choosing parameter of the logistic map
from within the chaotic space: p = 3.7 for example, using a
scale factor, k = 1, setting the initial condition of the drive
system, xg = 0.1, and the response system’s, yo = —1.0,
setting the feedback gain, p = 0.5, the sample time, T' =
2.5 x 1074, and a runtime of 507, Fig. [ shows results of
the simulation with states of the ABS communication unit
tracking those of the GBS communication unit as evidenced
by asymptotic convergence to zero of the synchronization
error. Notice that the ABS communication unit is initialized
from outside the basin of attraction (0, k). This indicates that
the ABS communication unit tracks the GBS communication
unit in such a manner that the error dynamical system is
globally asymptotically stable. Besides, since the initial
conditions are such that zg # yo and z¢g + yo #* k, the
synchronization is due to the proposed feedback controller.
Moreover, no information or data exchange is currently in
session as indicated in Fig. F{(b).
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Fig. 4. (a) States of the transmitting unit. (b) Information
source turned off. (¢) States of the controlled receiver unit.
(d) Synchronization error asymptotically converges to zero.

Information source turned on

In this case, the GBS is transmitting data to the ABS, i.e.
in # 0 for all n. Setting the communication units’ param-
eters, including initial conditions, as in the previous case,
using the Simulink function, Bernoulli Binary Generator as
the information source, and using the invertible function of
addition/subtraction, Fig.[3]shows the effectiveness of design.
It can be seen in Fig. [5(b) and (c) that ¢} has signatures of
the information signal 7,,. Using a simple threshold detection
mechanism, Fig. [5(d) shows the recovered signal r,,. During

the first few samples before synchronization is achieved, it
can be noticed that Fig. B(d) does not quite match with
Fig.[B(b). This can be avoided by applying a reasonable delay
functionality but we have chosen to allow it because it is quite
insightful.
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Fig. 5. (a) Transmitted scrambled signal z,, and controlled
output y,,, of the UAV communication unit. (b) The original
information signal 7,,. (¢) Signal ¢, with signatures of ¢,,. (d)

Recovered signal r,.

6. FPGA PROTOTYPE OF THE UAS
COMMUNICATION UNITS

Design approach

As Fig. |6 shows, states of the GBS communication unit can
be used to synthesize a control signal based on the proposed
variable feedback controller that synchronizes both units,
irrespective of any difference in their initial conditions. Since
16-bit resolution is sufficient to represent the dynamic range
of the states, the 16 switches of the Artix-7 FPGA board
will suffice to pass in the initial conditions. We choose the
scale factor k¥ = 2'°. We are economical in the design
approach due to our physical resource constraint. Hence,
we coded the parameter pu, into the design. In practice,
it can be chosen randomly to heighten the security level.
The design is realized in the Simulink environment using
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Fig. 6. Prototyping the secure UAS communication.

function blocks that are compatible with hardware description
language (HDL). Having satisfied fundamental digital design
requirements such as sample rate and quantization, HDL
codes are generated.

The codes are further processed following the Xilinx Vivado
design flow. From prior knowledge of the design slacks,
using Tcl commands, we set the system clock to oscillate
at 40 M Hz (i.e. 25 ns). This would ensure that timing
constraints are met. Besides, the input-output delays are set
appropriately so that before the completion of a clock cycle,
the required input is in and the resultant output is out for



reading. States of the drive and response system are routed
to IO pins which will receive the digital signals. The configu-
ration voltage is set to 1.8 volts. For ease of visualization, we
created and connected a debug core to verify the logic states
on the designated IO pins. Initial conditions for states of the
drive and response system were ‘0000000001111010’ (or 122
in decimal) and ‘1000010000000000’ (or —1024 in decimal),
respectively. In Fig. [7]is a display captured on the Vivado
Integrated Logic Analyzer. The current display is based on a
data depth of 64 samples. As the figure shows, the controller
keeps the maps synchronized as the cursor position indicates
a decimal value of 697 (or ‘0000001010111001” in binary)
for both outputs, z,,, and y,. Allowing the FPGA to run for
several hours, the implemented controller continues to ensure
stable behavior.
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8|0
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Fig. 7. Integrated logic analyzer showing the output signals
from the Artix-7 FPGA. The current position of the cursor
shows that the states of the drive and response systems are in
sync.

Remark 1: Although the error dynamical system is globally
asymptotically stable, a confined dynamic range must be set
due to hardware limitations.

Secure communication application

We apply the synchronized logistic system to model secure
exchanges of binary bitstreams between the GBS and ABS.
The transmitter and receiver roles can be switched depending
on whether a bitstream is outward-going or inward-going
relative to the GBS (see Fig. [[). Hence, both the GBS
and ABS have our proposed variable feedback controller.
A transmitting device would broadcast only its states and
the receiving device would use them to synthesize a control
signal based on the proposed variable feedback controller.
The control signal synchronizes the communication units
when the information source is turned off. When it is turned
on, although the variable feedback controller cannot attain
absolute synchronization, the corresponding error would con-
tain signatures of the information signal.

To realize a digital simulation like in an FPGA, an m-bit
sequence from the transmitting unit can be used to scramble
an n-bit information signal, where n < m. n is required to be
a factor of m, therefore, the quotient r := m/n is an integer.

For each sample depth, r bits of the transmitter state is used
to scramble a bit of the information signal. Assuming the
communication channel is ideal, the synchronized response
system or receiver can be used to descramble the signal. The
received signal R, = {1,1,1,1,0,0,0,0,...1} for example,
can be m-bit long. Hence, R; would be passed through a
correlator with the following operation:

Lo 1 V Ry(k) =1
5=~ > Ri(k)=10 Y Ri(k)=0 (17)
k=r(p—1)+1 (0,1) otherwise,

foreachp = 1,2, ..,n, and V strictly means for all. Equation
performs a sequential collection of r elements from the
received signal and averages over r. The descrambled signal
will have n-bit resolution and comprise a sequential collec-
tion of s,. Fig.[8shows effectiveness of the proposed method.
Earlier on in Fig. [8(d), before synchronization is reached,
fringes can be seen in the recovered signal. Afterwards, the
recovered signal identifies the original information signal,
Fig.[8(b), as time progresses.

Fig. 8. Secure UAS communication application of the
synchronized logistic system: a) 16-bit states of the
transmitter. b) 4-bit information signal. c) 16-bit states of the
unprocessed received signal. d) recovered signal.

7. CONCLUSION AND SUMMARY

This work proposes a secure communication architecture that
uses deterministic chaos to realize secure UAV communi-
cation. The circuitry of the communicating units viz., the
ground base station (GBS) and a UAV identified as the aerial
base station (ABS), is based on the logistic map in the chaotic
domain. To synchronize the units, we propose a variable
feedback controller and prove global asymptotic stability of
the error dynamics given that no transmission is in session.
However, when the GBS for example, transmits information,
there is only stability but not asymptotic stability. We exploit
this seemingly suboptimal outcome to realize useful secure
communication between the GBS and ABS. Besides, we re-
alize an FPGA prototype of the synchronized communication
units. We also realize a digital design simulation targeting
UAS security that involves the transmission of bitstreams
from the GBS to the ABS. The success of the method is
based on a simple correlation summation algorithm. The
various methods are verified in numerical simulations and
FPGA prototyping. Future research would seek to realize a
robust controller to synchronize the logistic system for secure
UAV-to-UAV communication via a channel with modeled
disturbances.



APPENDIX
Random RF channel selection

We show that due to synchronization of the GBS and ABS
by the proposed variable feedback controller, it is possible
to realize automatic random-like RF channel selection. The
selection can alternate between sessions of information trans-
mission states of on and off. When information transmission
is off, there is absolute synchronization of the GBS and ABS
as seen in Section |3} During this period, a channel selection
can be triggered to move away from the previous channel.
It should be noted that the selection follows no identifiable
pattern as it is completely based on states of the logistic map
in the chaotic domain. As a channel index j, is selected
from the onset of synchronization as shown in Fig. [0(a), the
GBS and ABS will communicate on a specific RF channel
determined from a lookup table (LUT) as can be seen in
Table [ and Fig. Q(c) and (d). The channel selection error
remains zero after synchronization is realized for the GBS
and ABS communication units as Fig.[0(b) shows.

Although channel indices in the table are sequential, their
selection is not. The selection is based on states of the
logistic map in the chaotic domain for which there is the
impossibility of long-term prediction. This is yet another
security layer of our proposed method. Therefore, suppose
an eavesdropper happens to stumble on the current GBS
and ABS communication channel, in the next session of
information exchange, only white noise would be received
by the eavesdropper as communication would be established
on a different randomly selected channel.

Table 1. Frequency lookup table (LUT)

Channel Frequency Center
indices range frequency
j (MH?z) (MH?z)
1 60.0 —61.4 60.7
2 61.4—62.8 62.1
99 197.2-198.6 | 197.9
100 198.6 — 200.0 199.3
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Fig. 9. Sychronized channel selection following
chaos-based pseudo-random sequence
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