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Abstract In most websites, the online rating system provides the ratings of products and services to
users. Lack of trust in data integrity and its manipulation has hindered fulfilling user satisfaction.
Since existing online rating systems deal with a central server, all rating data is stored on the central
server. Therefore, all rating data can be removed, modified, and manipulated by the system manager
to change the ratings in favor of the service or product provider. In this paper, an online rating system
using distributed ledger technologies has been presented as the proposed system to solve all the
weaknesses of current systems. Distributed ledger technologies are completely decentralized and
there is no centralization on them by any institution. Distributed ledger technologies have different
variants. Among distributed ledger technologies, blockchain technology has been used in the
proposed rating system because of its support for smart contracts. In the proposed online rating
system, the Ethereum platform has been chosen from different blockchain platforms that have a
public permission network. In this system, the raters cannot rate unless they submit a request to the
system and be authorized to take part in the online product rating process. The important feature of
the Ethereum platform is its support for smart contracts, which can be used to write the rating
contract in the Solidity language. Also, using Proof of Authority (PoA) consensus mechanisms, all
rating transactions are approved by the surveyors. Since in the real Ethereum system, each rating
transaction is sent to the network by the raters, some gas must be paid for each rating transaction.
However, since this method is expensive, TestNet blockchain can be used in the rating system.
Finally, the proposed rating system was used for rating the restaurants of a website and its features
were tested.
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1 Introduction

Digital transformation is the integration of
digital technology at all business levels and it
fundamentally concentrates on changing how
operations are carried out and delivering value
to the customers. In addition to that, it addresses
the organizational culture modifications needed
for dealing with the challenges of the current
situation. Digital transformation is a significant
change in the operation of an organization or a
country with a focus on transformational
technologies. Internet of Things, cloud
computing, mobile applications, social media,
virtual and augmented reality, data analysis,
artificial intelligence, and blockchain are some
of the most important transformational
technologies [1]. Blockchain technology is
among the digital transformation technologies
and it is a Distributed Ledger Technology
(DLT). Itis a fully autonomous and independent
network that, due to its decentralized nature, the
chance of infiltration and malicious activity is
very low in this network. The main advantages
of blockchain technology are due to the lack of
a central core. The combination of the
transparency of distributed ledger and the
security of encrypting an unchangeable data
stream has made this technology an ideal tool

for the interactions between businesses and
validating information ~ between  them.
Blockchain technology is a fundamental

technology that can be configured in various
ways according to different goals and business
models [2].

In the modern world, rating is an applied
element and is used in many organizations and
institutions. Until now, the rating has mainly
been done offline and had numerous problems
and limitations. The offline system is very
expensive, time-consuming, and usually
inaccessible and it is considered a big challenge
for those who cannot be physically present for
rating. For this reason, it seems like online
rating systems can be a suitable alternative for

the offline system because the online system is
capable of eliminating, or at least helping with
the elimination of, the challenges and the
problems present in the offline system. The
online rating system is one of the electronic city
services and it is very important in the fate of a
country. Currently, the security requirements are
being studied. The online rating system is an
electronic solution on the way to technological
advancement. All government institutions and
organization managers emphasized that such a
rating system is needed to create efficiency in
the business. The important matter here is that
using the online system has not been
satisfactory till now and many users of
organizations and departments who used the
online system, do not trust the correctness of the
ratings of this system enough. The reason that
has caused online rating to have some
weaknesses, including not being able to fulfill
the satisfaction of users and organizations, is
that the concern about data integrity is most
pronounced in the online system. In other
words, the lack of trust in the integrity of data
and its manipulation has hindered fulfilling user
satisfaction. For instance, Yelp is an application
that helps people find their intended restaurants
and cafés. In addition to that, this application
rates the restaurants and cafés using users’
opinions. Therefore, customers and users go to
their desired restaurants and cafés based on the
results provided by Yelp [3].

However, the problem is that many Yelp
users do not completely trust their ratings and
often think that these ratings might have been
manipulated in Yelp. To solve this problem, in
this research, it has been tried to solve the issue
of lack of trust in the ratings of such websites by
using distributed ledger technologies.

One of the methods used in strategic
planning for organizations is the SWOT matrix.
This matrix includes the threats, opportunities,
weaknesses, and strengths of a system. Figure 1
presents the SWOT matrix for the online rating



system. As shown in the figure, the weaknesses
of this system include the lack of transparency,
untrustworthiness, and lack of privacy. In this
research, we try to solve the lack of

transparency and untrustworthiness weaknesses
of the system by using distributed ledger
technologies.

Weaknesses
- Lack of Transparency
- Untrustworthiness
- Lack of privacy
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Strengths
- Participation of people without
the need for knowledge
- Possibility of later referral to
the system and viewing result

Fig. 1. SWOT matrix of the online rating system

Considering the features of distributed
ledgers, in this research, it has been tried to use
the advantages of this technology for
eliminating the problems of the rating system.
Therefore, the features of different distributed
ledger technologies are studied to find out
which one is appropriate for use in the rating
system. Afterward, this technology is used to
make the rating process nonmanipulable and
trustworthy. Also, it is tried for the rating to
only be done online and by individuals (raters)
or users and also for no person to have the
ability to make changes to the rating results by
manipulating information. Finally, the matter of
users being able to make sure their ratings and
comments are recorded in the system after they
are done rating has been considered.

The paper presented here is organized as the
following. In Section 2, fundamental concepts,
which are used in this paper, are presented. In
Section 3, we will review the related work.

Section 4 provides our proposed online rating
system with blockchain. The parameters used
for assessing the performance are studied, and
simulation outcomes are deliberated in Sect. 5.
Section 6, we present the results obtained during
this research and provide some suggestions for
future work.

2 Preliminaries

In this section, the fundamental concepts used in
this paper, including digital transformation,
distributed ledger technologies, smart contracts,
online rating system with blockchain,
comparison of voting and rating systems, role of
blockchain technology in key goals of rating
systems, and blockchain technology challenges
are discussed.

2.1 Digital Transformation

Digital transformation is the integration of
digital technology in all business fields and it
fundamentally concentrates on changing the



way business operations are carried out and
delivering value to the customers. Furthermore,
it focuses on making changes to the
organizational culture required for coping with
the challenges of the current condition [1].
Becoming a digital business means using
technology for creating new types of products
and procedures instead of existing ones. Digital
strategies depend on the application of digital
properties in the new methods. These properties
include analyst software, big data, cloud,
internet of things, developing applications, and
blockchain. Digital transformation is not
separate from technology. However, it requires

cultural elements that encourage the company to
immediately change with an ever-changing
business prospect. Of course, This is not easy.
The digital world lets companies provide the
customers' needs through new methods. Digital
transformation is the usage of digital
technologies for making gradual fundamental
changes in the principles and rationale of
businesses and industries. As presented in figure
2, digital technologies include the internet of
things, robotic process automation, cloud
computing, blockchain, artificial intelligence,
and many other new technologies.
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Fig. 2. Digital transformation technologies [4].

2.2 Distributed Ledger Technologies

The current conventional method for storing
data is to use a database situated in a central
server. For instance, all information on bank
transactions is located in a central database on a
server that belongs to the bank. If this database
is attacked, maybe the bank has a backup
database that can recover the intended
information. But if the backup version is also
attacked, what can be done? In that case, the
organization should have several backups to

ensure the safety of its information. In figure 3,
the centralized part shows this type of network.

Distributed ledger is a database which is
completely shared and syncs across the whole
network and is distributed among several sites,
organizations, and locations. Distributed ledger
lets the data have public witnesses and therefore
makes cyber-attacks more difficult [5].
Participants in each network node can access the
record shared on that network and they have
access to a similar version of the records.
Furthermore, any change, modification, or



addition to the ledger is versioned for all
participants and applied in a matter of seconds
or minutes. In figure 3, the move from a

centralized network to distributed/decentralized
ledger is presented:
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Fig. 3. From a centralized ledger to distributed ledger [2].

Distributed ledger technology solves the
problem of attacking the centralized system.
Blockchain is a type of distributed ledger that
has its specific mechanisms. In this ledger,
information and data is encrypted and saved in
interconnected blocks [6].

2.3 Smart Contract

An ordinary contract is an agreement between
two or more people that commits them to
something in the future. The thing that leads to
the difference between ordinary and smart
contracts is the computer codes that resolve the
need for trust. As an example, Ali creates a
contract with an insurance company, according
to which he pays a sum of money to the
insurance company and the company guarantees
to pay the possible damages to Ali’s car in the
following year [4].

Now, if the contract is a smart contract, the
codes automatically check the circumstances.
For instance, has Ali paid his insurance fee? Has
Ali’s car damage been submitted? And a
decision is made automatically if any of the

conditions are met, for example, the contract is
cancelled or renewed.

The main feature of a smart contract is its
execution without the need for trust, that
eliminates the need for a third party for
executing the different circumstances of the
contract. Instead of relying on a person, who can
make mistakes intentionally or unintentionally,
at the appropriate time it accurately executes
what it has been programmed to do.

At first, all the assets and contract conditions
are encoded and stored in the blockchain. This
contract is distributed and copied several times
among the platform nodes. After processing is
done, the contract is executed according to
specified circumstances. In smart contracts, an
individual or institution cannot control a
contract and when the contents of a contract are
correct, it is executed completely automatically.

The following items are needed for creating a
smart contract [7, 8]:

1. Contract subject: this program must have access
to the services or products in the contract to
automatically lock or unlock them.

2. Digital signature: all participants will sign the
agreement by signing the contract using their
private keys.



3. Contract terms: terms of smart contracts are in
the form of a precise sequence of operations that
must be done. All participants must accept these
terms.

4. Platform: smart contracts are developed on the
blockchain platform and distributed among the
nodes of this platform. Each smart contract has
several parts including address, different
variables, and input and output functions.

Address: when the smart contract is executed, it
gets a unique address. This address is saved in
the blockchain.

Variables: these are used in smart contract
functions. These variables are stored in
validators’ data. When sent, each transaction
contains the contract address and the name of
the function that should be called along with the
variables of that function. After the transaction
is stored in the blockchain, it is visible to all
validators

2.4 Online rating system with blockchain

Currently, users of websites providing products
or services can get information about the
product or service before making a purchase by
reviewing other users’ ratings and make an
informed decision. There are some flaws in the
current online rating system. For instance, users
are not sure of the accuracy of information
(ratings) and it is possible for the providers to
manipulate the ratings and change the results in
their favour using various methods. However,
decentralized online voting using blockchain

Table 1 Comparison of voting and rating systems.

technology can create and verify a unique
digital identity for the users. This way, all the
data is encrypted and saved in the blockchain to
revive trust and transparency in online markets
and enable the users to trust different online
platforms.

Online sellers and voters can easily create
multiple user accounts for each system to
improve the ratings, which the decentralized
system restricts. Fake ratings are booming these
days and sellers and merchants are affected by
this. It is currently possible to buy positive
ratings for your own benefit or to buy negative
ratings for affecting your competitors to
increase online credit. This causes users to have
no trust in the ratings of different platforms or
even websites. Nevertheless, using blockchain
technology is a way to change the management
of online rating. The thing that has hindered
online rating from satisfying the users and
organizations is that in the online system, the
biggest concern is regarding data accuracy and
manipulation.

A decentralized online rating system
becomes trustworthy using smart contracts and
it helps the ratings to be submitted by
individuals who have been verified in the
system. Therefore, no one can ever make any
changes in rating results by manipulating data.

2.5 Comparison of voting and rating systems
In the following table, the similarities and
differences of voting and rating systems are
expressed

Definition Collecting

numeral

ratings about | Decision process for choosing people

products or services

When can opinions be expressed?

How is polling done?
product
Where are the opinions stored?

How are the opinions verified?

Unlimited time Registering ratings after
the creation of product

Facility in rating by seeing the created

After the agenda is prepared and
usually for a limited amount of time

Filling the form

Blockchain technology

Information is validated using consensus algorithms



As a result, the voting system should reach the
end of the voting process to declare the votes
but the rating process does not have this
property. The number of ratings must be
declared each second in the rating system.

2.6 Role of blockchain technology in key
goals of rating systems

In the online rating system, blockchain
technology plays an important role in different
aspects of the rating system. Table 2 presents
the role of blockchain technology on features
like transparency, trust, preventing the
manipulation of data, and privacy, which are
some of the features of the rating system.

Table 2 Role of blockchain technology in the online rating system.

Transparency and trust Smart contract Trust between the parties providing
services or products and rater in the
rating system

Blockchain-based digital license as a
tool for increasing trust

Only parties admitted to the network

The digital signature can validate the identity
of people and ratings

Reducing danger and preventing rating data = Authentication of individuals participating in

manipulation the rating process are involved in rating and other
situations
Privacy Encrypted public and private keys Increasing the confidentiality of each

2.7 Blockchain technology challenges

In this section, we will discuss some of the
possible challenges of blockchain. These
challenges include:

Limited scalability: Blockchain is a peer to
peer system that follows two things: on the one
hand, blockchain allows anyone to add new
transaction data to the collectively-stored
records, and on the other, it ensures the data
record is immune to manipulation and forgery.
Blockchain beautifully achieves both goals
using an additive-only and unalterable data
structure. Such that whenever a new block is
added, it requires solving a hash puzzle. Solving
this hash puzzle has intentionally been designed
to be time-consuming. Insisting on solving the
hash puzzle is a suitable way of making any
effort to manipulate transaction data records
very expensive. Unfortunately, this security
measure leads to trade-offs like decreased
processing speed and therefore limited
scalability [9].

High cost: The matter of high cost relates to the
issue of limited scalability. Solving the hash
puzzle or providing proof of work license is

rater

computationally expensive. All these actions are
for security that leads to the invariability of
transaction data records. The computational cost
can be expressed in different scales like the
number of computational cycles, time spent, and
money [10].

Validators’ strategies: It has been proven that
validators can earn more than their fair share
using a selfish mining strategy. Validators hide
their blocks for more income in the future. In
this method, branches can happen constantly.
This hinders the development of blockchain
[10].

3 Related work
In this section, we explain some of the most
important blockchain-based online rating and
grading systems that provide blockchain-based
online elections.







4 The proposed online rating system
with blockchain

The proposed rating system is presented in this
chapter. This system uses distributed ledger
technology. Therefore, first, different types of
distributed ledger technology are introduced along
with their properties and it is argued why

blockchain is the most suitable among them for
the proposed system. in the proposed system, the
Ethereum platform, which is a public permission
network, is used. The main components of the
proposed rating system and the smart contract
written for it are presented in this chapter. To
provide gas for the transactions, Ropsten and
Rinkeby TestNets are used. All details are
presented in this chapter.



4.1 Comparison
technologies

Considering the different features of each

of  distributed

chosen to be used in the online rating system.
Different distributed ledger technologies are
compared in Table 3.

ledger

distributed ledger technology, one of them is

Table 3 Comparison of distributed ledger technologies.

Structure

Scalability

Performance

Smart contract

Free transaction

Programming
development

Privacy

Storage

Security

Validation

Offline capability

Cost

Chain structure with a sequence

of node hierarchies

More than 40
transactions per second

Combining the features of both
the blockchain technology and
directed acyclic graph

million

Supported

BEXAM platform
This platform is not open-source
yet

Security features similar to
blockchain technology

Using consensus algorithms like
POS®
DPOS*

3 Proof of Stake

4 Delegated Proof of Stake

A chain of information structures called
blocks

Depends on the blockchain platform

Several blocks cannot be created
simultaneously. Therefore, if there are
too many transactions in the network,
they should wait in a long queue for
their turn to be inserted into new blocks
because each block has a fixed size.

Supported

Cost (award) is received for each
transaction validation by validators

Solidity — Java — C#

There is privacy

Blocked structure. For each transaction,
a block is added to the chain. Therefore,
it requires lots of storage space over
time.

Using encryption mechanism and hash
for providing high security

Anyone can become a validator by
meeting certain criteria and receive
awards by providing services to the
network.

Consensus algorithms for validation
depend on the blockchain network type.

Transactions done during offline hours

cannot be merged with the blockchain
later.

High cost

A type of data structure called “guided
diagram” which uses topological order
methods for validating transactions.

No limit on the number of transactions per
second

An effective and efficient tool for sending
transactions  throughout the  network.
Validations are not created with new blocks.
New transactions are validated by older
nodes.

Not supported

Uses all the nodes willing to do a transaction
for validating the transactions of the last two
nodes. Therefore, there are no validators.

There is privacy

There are no blocks in the structure and so it
does not require a lot of storage.

This technology has lower security when the
graph network is small, especially compared
to blockchain. In that case, hackers can attack
the graph because there are not many nodes
to have good communication between them.

Relies on users (nodes) for validating
transactions.

A transaction can easily be reconnected to the
main graph network, even after a long offline
time period.

Transfers information faster and cheaper.



After the comparison in Table 4, blockchain
technology was chosen from distributed ledger
technologies because blockchain technology
supports smart contracts. Smart contracts
guarantee decentralized communication and full
trust between two parties, raters and products, in
the online rating system without the need for
intermediaries. The directed acyclic graph
method does not support smart contracts, but the
hybrid method is still new and no code or
documentation has been published for it.

To present the workflow of the online rating
system using blockchain technology with smart
contracts, we propose a blockchain-based rating
system to provide rating validation, rating data
transparency, and raters’ privacy in this system.

4.2 Online rating system with blockchain
technology

The three indicators that the online rating

system must have are transparency, privacy, and

validation, which are expressed as follows:

1. Transparency: the final result must be

transparent. This means that all raters must be
sure their ratings have been counted.

2. Privacy: no one can know what rating the
users have submitted.

3. Validation: it is signed using the user’s private
key (rating data), validators can verify it with
the public key. Also, ratings cannot be
manipulated.

Blockchain can provide these features.
Blockchain technology allows the rating
validation and the counting process to be done
in a decentralized manner. The main advantage
of using this method is that considering its
decentralized nature, it can verify the accuracy
of different stages of rating by the people
involved in the network and all rating

information is stored on the nodes participating
in the network instead of servers. Therefore, if

someone wants to manipulate the data, he must
infiltrate all the nodes (computers) involved in
this process and get access to a huge amount of
unique data, which is considered practically
impossible. Furthermore, blockchain technology
allows a rater to easily check whether his or her
rating has been submitted correctly. Also, in
case there is any problem with the rating steps
of the organization's products or services, it is
automatically identified for the user. In addition
to this, the transparency of blockchain makes
monitoring and carrying out different steps of
rating easier because independent people will be
involved in the monitoring process. Also, in this
method, there will be no need for spending extra
resources or even the physical presence of
employees or raters.

In addition to all these items, blockchain is
encrypted in the rating system and supported by
mathematical algorithms. Doing this helps with
anonymity, hiding results, and carrying out
calculations on encrypted data. These are the
items that are not found in other blockchain-
related systems due to their decentralized and
open-source nature. Using this system, no one
can ever make any changes to the rating results
by manipulating data. Finally, the users can
make sure their ratings and comments are
submitted in the system after they are done with
the rating process.

Another goal of creating this system is
integrating the data used by the system which
are complete, accurate, without paradoxes, and
free of any type of logical errors. In fact, the
system can prevent other users from accessing
its information and only defined users will have
access.

4.3 Main components of the blockchain
rating system

The main components of the online rating

system are presented in Figure 4. As seen in the

figure, this system consists of three



infrastructure, service, and business layers. In
this system, we used the Ethereum blockchain
platform, where for the blockchain network a
public permission network is chosen, because
users have access but cannot make ratings
unless they submit a request in the system and
get authenticated to participate in the online
rating process of products. The most important
feature of the Ethereum platform is its support
for smart contracts. We can use this to write a

rating contract using the Solidity language.
Another feature of this platform is that we can
use it to create a decentralized rating app. Also,
all rating transactions are verified by the
validators using license proof of authority
consensus mechanisms. This way, raters’ ratings
are stored in the blockchain. Therefore, raters’
privacy is maintained, it guarantees data
transparency, and it creates rating data integrity.

Developer

Smart contract with Solidity language
-input-
1- Address Rater e
2- Address product

-function-
Rate()
GetRate()

!

Service layer

User
Business layer

Rating website application
decentralized browser

@ + O = 5.
P .y orvate oy Coa oot

okkok

Infrastructure layer

Fig. 4. Main components of the blockchain rating system.

Business layer: The business layer is the first
and highest layer in the application. This layer
provides the services and shows the content to
the end-user through a graphical user interface.
This layer cannot be accessed using any end-
user device like desktops, laptops, smartphones,
etc. Page contents and other display elements
that are shown to the end-user need to be
fetched by the web browser. This layer needs to
communicate with other layers for displaying
content. Only raters who have completed the
approval process on the website that provides
information can participate in the rating process.

This layer of the system describes procedures
that interact with the user. When the user
presses the rating button somewhere (web
application, mobile, etc.), the smart contract is
executed and a transaction is sent to the
network. For each transaction, a block is added
to the blockchain.

There are some tools in the business layer
that the user can use to have a node in the
Ethereum blockchain network. The Metamask
tool (Ethereum wallet) allows users to set
transaction fees dynamically and manage their
custom tokens. Therefore, each user creates a
user account using this tool, which includes a
public key, a private key, and a digital signature



as presented in figure 5 part 1. This tool is
installed in one of the explorers as an extension
and automatically connects to the Ethereum
blockchain. Then, the user goes to the products
page to select one of them and rate it. The next
important component in this layer is control and
validation. This component is for validating
rating data received from the rater. For example,
the rating is done by the rater to make sure
whether the rating information is correct and
accurate? Is the data valid?

Service layer: this layer deals with the
developer and provides the needs of the higher
“business layer”. Several other components
including smart contract, Truffle framework,
and a component called transaction
management, which is used to ensure the
blockchain structure, is involved in this layer.

In this layer, JavaScript is used which has the
following functionality:

1. It interacts with the web page HTML file. The
rater calls the JavaScript component by
submitting a rating. For each user transaction, a
block is created and verified by the validators.

2. The smart contract generates the two ABI-
Bytecode values. These values help us use the
functionality and structure of the smart contract.

3. It is the communication of the smart contract
with Web3.API so that we can communicate
with the validators regarding transaction
management and data validity.

Infrastructure layer: it contains the blockchain
where each block includes the block details, a
list of transactions, encryption of the last key,
and the encryption of the block key. The rating
is done by the user in the business layer and
then, the transaction is transferred to the service
and infrastructure layer wusing a remote
procedure call (RPC).

When multiple transactions are registered on
the Ethereum network, they are packed into one
block and each block is linked to the block after
that. This linked string of blocks that keeps the
information on all transactions is the
blockchain. To ensure that all nodes in the
network have the same version of transaction
data and to make sure no invalid data is
recorded in the database, Ethereum uses an
algorithm called Proof of Work (POW) or Proof
of Authenticity (POA).

Workflow of the online rating system with
blockchain architecture is presented in figure 5.
In this figure, raters go to the web application
and register. This way, each rater has a public
and private key. Then, they are allowed to select
one of the products and rate it. Of course, when
the rater presses the rating button, the smart
contract is executed and a transaction is added
to the network. Then, this transaction is
validated. Afterward, a block is added to the
blockchain for these transactions. In the end, the
blockchain and the result is updated completely.

Log in to the website
using username and ——
password

Select the product
and rate it

Update the blockchain

Smart contract is activated

Update the average rating

! \

New block is created
and added to the
blockchain

~ |Transaction validation —

Fig. 5. Workflow of the online rating system using blockchain technology.



4.3.1 Executing the rating smart contract

on the Ethereum blockchain platform
Ethereum has created a protocol for making
decentralized applications. In a sense, Ethereum
has created a fundamental layer for developers
and a blockchain that is completely in the
Touring programming language, which means if
a system has unlimited resources, memory,
computational power, and storage, they can
execute infinite loops. Ethereum allows anyone
to write their own rating smart contract and
rating application. Also, they can set their rules
for transaction ownership, format, or form, and
transferring transactions. Since the rating smart
contract uses blockchain, there is no need for an
intermediary or supervisory institution for its
execution. The rating smart contract is executed
automatically on the blockchain network and
has high security and speed and eliminates
intermediation  costs.  Ethereum is a
decentralized system and uses a peer to peer
approach. Any transaction that takes place is
supported by the users present in the networks
and is not controlled by any centralized power.
Rating smart contracts are developed based on a
blockchain like Ethereum and prevent any type
of forgery and cheating.

For a rating smart contract to be created and
work correctly, they should operate in an
appropriate and special environment. This
environment  should  support  public-key
encryption to enable the raters to sign the
transactions using their unique code. This is the
system that almost all current cryptocurrencies
use. The rating smart contract needs an open
and decentralized database which gives the
parties complete trust and is fully guaranteed.
Rating smart contract activities and registrations
are trackable and irreversible. Contracts written
in such high-level languages are converted on
the Ethereum Virtual Machine (EVM) and then
registered on the Ethereum blockchain and
executed.

The programming languages used for
Ethereum Virtual Machine are the Solidity
language, which is similar to the C and

JavaScript language, and the Serpent language,
which is similar to the Python language. Of
course, the Solidity language is mostly
recommended for writing different smart
contracts. Other aforementioned languages are
only used sometimes and in special cases.

4.3.2 Ethereum Virtual Machine

The Ethereum protocol has been designed such
that it does more than peer to peer transaction
processing. This program has been designed for
executing complex codes and developers can
easily perform tasks on it. Such that a system is
needed for interpreting the commands and this
is done using Ethereum virtual machines in
Ethereum [19]. The smart contract is run on the
Ethereum virtual machine. The Ethereum virtual
machine checks all the information, including
the rater's user account and the product chosen
for rating, so that the transactions are stored
correctly and logically. For these transactions,

new blocks are created and saved in the
blockchain.
4.3.3 Using TestNet blockchains in the

rating system

Since we implement the online rating system on
the public and permission blockchain network,
some gas must be paid for each rating
transaction. However, since this method is
costly, the only solution to try the rating system
is TestNet blockchain. In this solution, our
network becomes private because TestNets can
only be tried on a private system or small
groups.

When we write an Ethereum virtual machine
program on the Ethereum blockchain, we must
pay gas for setting up and using that program.
Gas in the Ethereum network is considered as
the transaction fee. TestNets are extremely
useful tools in developing Ethereum virtual
machines. These TestNets make it easy to test
Ethereum software and provide developers with
a secure layer to test their program before
running it on the main network. TestNets are
almost like the main network in all aspects but



the Ether on these networks is worthless. Public
TestNets are available to anyone connected to
the internet. All users can connect to these
networks and connecting to them is even
possible through wallets like Metamask [20].

One of these networks, Ropsten TestNet, was
released in November 2016. Ether of this
network can be mined exactly like the Ether of
the main network. From these several Ethereum
TestNets, Ropsten resembles the main network
the most because its consensus mechanism is
proof of work. Therefore, simulating transaction
validations is closer to reality. In the Ropsten
network, Ether can be mined or it can be
received from the Faucet website, which is only
there to give out trial Ethers.

To use the proposed online rating system
based on the public permission network with the
PoA mechanism, the Rinkeby TestNet can be
used that supports the PoA mechanism.
Therefore, in this type of network, any rater on
the online rating system can send a registration
request to the network so that the raters can
grant rating permission. Other TestNets like
Kavan are also very important for decentralized
applications that need to interact with each
other.

4.3.4 Rating Smart Contract

A smart contract resolves all concerns regarding
any manipulation or cheating in the rating
process by presenting a completely secure
system. The ratings protected in the ledger must
be decrypted and a lot of computational power
is needed for accessing them. A big portion of
the raters recognizes a bad and unreliable
system as the reason for the lack of interest in
rating. With smart contracts, participants can
submit their ratings online and the rating system
gets transformed immediately.

A. Using the Solidity programming language
in the rating system

This system is the code that enables the
decentralized execution of contracts or
applications. This language has been developed
specifically for the Ethereum network and
sometimes it is asked why the Ethereum virtual
machine should have its specific language?

Firstly: we can convey difficult concepts
specific to smart contracts with relatively easy
commands in the Solidity language. During this
short period of time, companies and developers
have been able to use this programming
language well and create several standards and
libraries for developing smart contracts by
sharing their achievements.

Secondly: any blockchain protocol, the
Ethereum network for example, creates a
decentralized and proprietary network on the
internet and each of the users is a node on that
network. The operation of decentralized
networks is very different than the current
conventional internet and it is also sometimes
called the internet three. In the centralized rating
system, all users’ information is ultimately
stored in centralized servers. However,
Ethereum network users’ information is stored
on all network nodes, i.e. users, and there is no
main server and this is why it is said to be
decentralized. Anyway, these differences make
the programming language different for smart
contracts. For instance, there is no random
function in the Solidity language because the
Ethereum virtual machine requires complete
certainty in smart contracts. If the smart contract
acts uncertainly, since each node validates the
block independently, the network literally stops
working if the other nodes cannot reach an
agreement. Another thing is that reading the
Ethereum network and all other blockchain
networks is free. However, transactions or
registering and executing smart contracts on the
Ethereum network have a cost in the form of
Ethers.



Of course, simulated environments provide
users with fake and free Ether cryptocurrency
for testing the contract so that it can be tested
several times for free and the possible required
modifications can be made before it is registered
and run on the main network. Smart contracts
usually have a financial toll and making sure
they work correctly is important. Also, it is

absolutely impossible for anyone to change or
maybe fix the contract after it has been
registered and run on the main network. This
multiplies the care put into testing the program.
In the rating system smart contract, Solidity
version 0.5.0 has been used. In figure 6 (line 1),
the contract is called Transparent Rating (figure
6, line 3).

1 pragma sclidity "8.5.8;

2

3 * contract transparentRating {

4 address private owner;

5

6 modifier onlyDuwner() {

7 require(msg.sender == owner);
8 _

9 ¥
1a

Fig. 6. Smart contract definition using the Solidity language

Figure 6 (line 6): Modifiers are extension
functions that contain logical conditions. For
example, there is a function for deactivating the
active key and one modifier that needs to set the
key status to enabled. If something is added to
the function, it can only be called when the
caller (msg.sender) is equal to the owner
variable. At line 7, the required keyword
expresses that everything inside the parenthesis

must be true and otherwise Solidity will throw
an error and stop the execution. The term "_;" at
the end of the code expresses that after reading
the modifier is finished, it will be the turn of the
real function. The smart contract is a rating
system between the product (service) user and
the service or product provider. Here, two
separate lists are needed to save the information
of both parties.

» Rater) public Raters;
» RatingProducts) public ProductRate;

16 - struct RatingProducts {
17 string name;

18 wint rating;

19 uint no_raters;
28 3

21

22~ struct Rater {

23 uint weight;

24 wint id;

25 bool rated;

26 uint rate;

27 }

28

29

E1%) mapping(address

31 mapping (address

32

Fig. 7. Definition of the list of products and raters



Figure 7 shows the product provider at line 16
which includes name, current rating, and the
number of raters that have rated that product.
However, in line 22, participants in the system
should be authenticated to participate in the
rating process. Then, we specify whether the
rater has already submitted their rating or not?

Figure 7 lines 30 and 31 show the type of
address to the raters and providers and call it
Raters Product Rate to save any reference
address. This is a key/value data structure where
the value can be obtained using the key and it is
equivalent to the dictionary used in languages
like Python and JavaScript.

a3 function SetRate(uint , address , address ) public{
44 require(

45 g.sender owner,

46 "Only owner can give right to rate.”

47 );

48 require(

49 Raters[rater].rated,

50 "The rater already rated.”

51 )s

52

53 uint oldRating;

54 uint newRating;

55 uint no_raters;

56 if(newRatingGiven<~109){

57 oldRating = ProductRate[productAddress].rating;

58 no_raters ProductRate[productAddress].no_raters;

59 newRating oldRating + newRatingGiven;

60 / uint finalNewRating = getDivided(newRating, no_raters);
61 no_raters no_raters 1 ;

62 ProductRate[productAddress].rating getDivided(newRating, no_raters);
63 ProductRate[productAddress].no_raters no_raters ;

64 }

65 }

66

Fig. 8. SetRate function

Figure 8: line 43 declares the SetRate function
that gets the address of the rater along with the
new rating value as input. When we call this
function, we assign the new rating to the
product that is being rated.

Figure 9: line 70 declares the GetRate function
that gets the address of the input product to
show the current result of each product. To test
and execute the rating smart contract, the Remix
environment is suitable for debugging the rating
smart contract (Figure 10).

(73]

T8 - function GetRate (address
71 uint Rating

7 return Rating;

73 }

ProductRate[productdddress].rating;

} public returns (uint) {

Fig. 9. GetRate function
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13
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17 string name;
18 uint rating;
19 uint no_raters;
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28
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from @xcaitbidulsassefsadadesessdFelfaeEfariic [
dress addr. to transparentfating. (constructor) (1
- E: 3gesede gas [

Fig. 10. Remix environment

B. Executing the rating system smart
contract

Step one: in Figure 10, we put the
TransparentRating.sol file (smart contract) in
IDE Remix. To execute the contract, we need an
account and some Ether in the TestNet
blockchain (Rinkeby or Ropsten network). Now

that the contract is in IDE Remix, we have
connected Metamask to the Ropsten TestNet
that has an account and some Ether.

Step two: we click the Deploy (run) button. We
choose Web3 Ropsten. Then, the Metamask
account with balance is presented (Figure 11).

c & remixethereum.org/#optimize=false&evmVersion=null&version=soljson-v0.5.12 + commit.7709ece9.js
a
DEPLOY & RUN TRANSACTIONS E # Home transparentRating.sol ® Ropsten Test Network
1 pragme solidity "8.5.9;
3 ’ Rater 2 - [A New Contract
Environment | |njected Web3 v i 3 - contract transparentRating {
- 4 address private owner;
5 | cONTRACT DEPLOYMENT |
6+ modifier onlyOwner() {
Account © | 0x8d2..35498 (6ett v O require(nag.sendar == awnar); &0
9 y
< limit 3000000 1e
Gaslimit 3000000 11 - constructor() public{
12 owner = msg.sender;
Value 0 wei ¥ = -
12 3 DETAILS  DATA
15
16+ struct RatingProducts { | |
transparentRating - browser/transp: + |i & STring name; EDIT
= 18 uint rating:
15 Uit no_ratars; GAS FEE 40.000879
20 H -
21 No Conversion Rate Available
22 - struct Rater {
or 23 uint weight;
24 id; AMOUNT + GAS FEE
25 ool rated;
i? , uint rate; TOTAL £0.000879
Transactions recorded: € v bt No Conversion Rate Available
30 mapping(address => Rater) public Raters;
N mannine (address => RatineProducts) nuhlic ProductRate:
Deployed Contracts )
Q 1 listen on network Q
@  [blocki7017680 txIndex:s3] from:@xffd...2cesl to:transparentRating. (cof Reject Confirm
hash:@x7b5. ..a361e

Fig. 11. Remix execution environment with the Metamask tool

To see the executed transaction and its details,
we can take a look at the terminal of the Remix



environment. The second way is to open the
EtherScan to see the details as well (Figure 12).
Therefore, the smart contract execution method

has been done in the Ropsten public TestNet
using Ethereum IDE Remix.

0x10f4d96dad7IbalcelBecticedal2ddbb1ccfibb9156c63c1acedabb34d99dof

214c46489784e2d41 Created] @

Overview State Changes
This is a Ropsten Testnet transaction only ]
C Transaction Hash:
T Status @ Success
T Block
O Timestamp: ® 2 mins age (Dec-23-2019 10:41:56 AM +UTC)
~ From 0x8d23ac9ebB90ab7866ac
O To: [Contract Oxea5352b1316
= Value 0 Ether  (50.00)
T Transaction Fee: 0.000878885 Ether (50.000000)

Fig. 12. Ether Scan website

Instead of connecting to public TestNets, as
mentioned before, another method is connecting
to the private or local blockchain network called
Ganache. Ganache creates several Ethereum
addresses where each address has an Ether value
as presented in Figure 13. Since writing in the
blockchain requires spending Ether, trial Ether
should be used while testing rating smart

Available Accounts

contracts in TestNet blockchain. The only extra
thing that should be done is to modify the
Truffle settings file to conform to Ganache.

In Figure 13, Truffle uses a general ganache-
cli version in its operational area and sets up a
local network on port 8545 to show the 10
initial external accounts and its private keys for
our convenience.

)6DD7999531a211d3fcCe@DATI7b24500
Ox3F8b9cEDD3A4AB66209E417cBO256159A082cBat3
8x9d170E7AAC61Palebl3e70d61DB374DbaFA®1195
Ox1c226A7BOE2658F904185022BCE8DAFDO5a9D8DDa
BxD3034a3CC7/AT7S57A96595aa7443DE19852FAd3TEF
Bxb160037712Ae8D31e23Fb4E9D80893cCBa2Al151f4
Bx4AcF769e16BfaBo9dDDBA692b12d96DA496662D20a
Ox7A007ABBEAS5108Cba9@DA3TE7fO01c4FbAc5Eaa3
Ox87AE29CBa3blF89729Ac6AABA0921Ca7EScA41601

(9) ©xFBEESEdA15897431c599CB14eFE3c1fb9988al141

Private Keys

Bxaf4161848451843fcbl6b@9adaddee2cdaZebePla9a7daadbf928c157cf15dac
Bx1c36db5ee8d87cB2692140e2259cle5a2clbab7675b6946cdecdf7ele5de®da8
Ox0A4A72cBd5c51935b008e12ef0877194b1e8b13602447351d4286ed3F7dd57af27
Oxfecedfd@59527bfel3118elcac6c5b62607a8e5500bfdc3664519504ea97@98¢C
Ox646c3b5174bc844fel1f93d8+2721e3332a55e8de2cdebBa®2cacB8628e5471e5¢c
Bxdcf2d8c5al1658daddcb9+6cb5b493F89ab®6d802bcc9b5899592832262859920
8x08694336bc2b2ed4Adddcbad51893a353fdeef41e7570d975516253d@3b32deeb
Bxd8046b5abAad8152673c@12e31397728ead5645b%9aa2396e549a7ecA799d2ae48
Bxbce2e117552da8765e94154161Fd39e67b29c@3c217aadeff51b8269c705d8b52
Ox957dc6b252396F80947b8c86cb5e366273e2addalfdfabb3ac27af@1c159e97b

Fig. 13. Ten accounts with private keys




Therefore, to test the online rating system, a
rating transaction should be sent to the
blockchain network by the raters. To do this,
one of the ten accounts presented to us in this
tool can be used. Each account has its own
private and public key. Therefore, we can use
the public key to define this account in the
system and carry out the registration process so
that it has permission to register its rating on the
system. By default, these accounts have
worthless Ether or gas values so that infinite
transactions can be done in the system and test
transactions can be established in the system. To
manage all the transactions on the blockchain
network and to have an interactive console with
the smart contract, a Truffle framework is
required that has completely concentrated on
coding and has no concern regarding blockchain
network  management. To install  this
framework, the following command needs to be
entered into the terminal (Figure 14):

$ npm install -g truffle

Fig. 14. Installation method of Truffle by NPM

After installation, the following files and folders
are created for writing the rating smart contract
(Figure 15).

“ contracts
Migrations.sol
~ migrations
J5 1_initial_migration.js

v test

{} package-lockjson

Js truffle-config.js

Fig. 15. Created files and folders

Code of the contract prior to testing each unit.
The following test equipment can be used
(figure 16).

ConstT assert =

require("assert");
const ganache = reguire("ganache-cli");

const Web3 = require(™web3");

const web3 = new Web3{ganache.provider());

const { interface, bytecode } =

require(”

let accounts, token;

const INITIAL_SUPPLY = 18@;

beforeEachf{async () =»> {

accounts = await web3.eth.getAccounts();

token = swalt new web3.eth.Contract(ls0M.
.deploy{{

data: bytecode,

arguments: [INITIAL_SUPPLY]
czend({

' H

from: accounts[@],

.. build/Token™};

gas: 1aeeeed });

parse(interface))

Fig. 16. A code for contract test equipment.

During the tests, we used ganache to expand our
contract to the local network. This way, to
expand our contract with the public Ethereum
network, we need a provider to connect to a real
Ethereum node. We set up one but for

simplicity, we use Infura. Infura is supported by
ConsenSys and provides terminals that we can
use to easily create a provider [21-24].

Infura provides terminals in the main networks
and also in all TestNets. Therefore, when we



want to define a provider, it is as follows
(Figure 17):

module.exports = {

f networks: {

i rinkeyb @ {

f provider: fonection(){

)
network id:
}
)

}4

Fig. 17. Introduction of a public network like Infura

Therefore, when we use any type of public or
private TestNet, rating will be done by raters for
one or several transactions. A block is created
where all the information is encrypted and this
maintains the privacy of raters in the online
rating system and it is for keeping the integrity

GAS PRICE
20000000000

GAS LIMIT
6721975

NETWORK ID
5777

MINING STATUS

(CURRENT BLOCK
14 AUTOMINING

RPC SERVER
HTTP:f127.0.0.1:7545

«— BACK

BLOCK 14

GAS USED BLOCK HASH

64156

GAS LIMIT

6721975

MINED ON

2020-01-09 22:19:44

TX HASH

FROM ADDRESS TO CONTRACT ADDRESS

0xe2DdF51066dFE9158C402b3417668D7868df fecd7

0x23d6ebab3af30285c88a89d940111807b476e5elea7b390f2ac8d83ac3299cab

0xbfe8d5cdd8152b2bd260bc42a45f9109da2750d6787361efe3ae3e466189257a

Bx928eFE7079F5f387Aefb8181144E4bB58ccA99aB 64156 -]

of rating data and protecting them from any
manipulation and abuse. In Figure 18, the
Ganache graphical user interface for each block
after being stored and validated is presented
along with all the encrypted information.

VALUE

Fig. 18. Saving a block in the blockchain with encrypted information in the Ganache tool

5 Evaluating the Performance

In this section, we review and evaluate the online
rating system with blockchain according to the
criteria and requirements of rating systems. In the
case study part of this chapter, the rating smart
contract functions and how much gas that must be
paid for each function is studied. Then, two
diagrams will be presented, one for when
submitting ratings by the raters at different times
varies depending on gas costs and then the
diagram of the relationship between the number of

raters and the time it takes for the transactions to
be validated.

5.1 Criteria and requirements of the online
rating system with blockchain technology

In an online rating system, users should be kept

anonymous and data must be confidential.

Blockchain technology can help in the online

rating system. The online rating system proposed

in this study has the following properties:

Rater: only eligible individuals can rate.



Validation: no rater can rate one product more
than once.

Rater privacy: no one knows which rater has
rated what product.

Protecting rating data against manipulation:
no rater can change or manipulate the
information.

Participation: establishing trust in the system
leads to the higher participation of raters.

Scalability: this system has been designed for
rating on a small scale.

Gas cost: each command has a fixed and
predetermined gas cost. However, gas cost,
Ethereum gas cost, is not constant. When a smart
contract is called, we determine how much we
intend to pat for each gas unit. In other words, the
people who are the source of this computational
power, i.e. Ethereum blockchain validators,
decide whether they want to accept the proposed
price and run the invoked contract. Since
validators want to have more income in exchange
for the processing power, they add to the
Ethereum network, they prioritize transactions
that pay more for the gas.

Another application for gas in the
decentralized Ethereum network is a spam
prevention [25], where a lot of transactions are
sent in order to disrupt the network. The cost that
must be paid for the gas for running the
transaction and the smart contract prevents such
attacks in the network.

Therefore, to create a trustworthy network with
privacy where each product is registered with the
correct rating by the raters which is done on the
blockchain network, the following points can be
used:

e In this study, we want to rate products and
services. Considering the large number of
products and services, we need a system for
measuring transparency. Therefore, blockchain
technology will have more transparency which

makes different steps of a rating and presenting
the rating results easier.

e If a product has a satisfactory rating result, it
makes the rater choose this product and also the
product owner will be happy because he has
received a good rating.

o If the product does not have a satisfactory result,
it prevents the rater from choosing it and he looks
for another restaurant. On the other hand,
competition arises such that the restaurant owner
tries to improve its service quality.

5.2 Calculating the overall cost of each
transaction

Each function in the smart contract burns some

gas (Ether) for execution. We use Eg. (1). to

calculate the overall cost of executing each

function.

Ether =TXFee = GasUsed *GasPrice(Gwei) (1)
Usually, as the price that the rater is willing to
pay for gas goes higher, the value that validators
receive from a transaction also increases.
Therefore, it is more likely that validators will
choose the intended transaction (Figure 19).

Customize Gas
Basic

Estimated Processing Times

Select a higher gas fee to accelerate the processing of yg
transaction *

Slow Average
~9 min 24 sec
0.000096151 ETH 0.0001923C

0 ETH
0.000769 ETH
0.000769 ETH

Fig. 19. Amount of gas and estimated time in the

Ethereum wallet (Metamask tool).
Therefore, transaction validation

increases as the gas capacity increases.

speed

5.3 Case study



The proposed rating system has been tested on a

website that displays restaurant information.

ID Name
Rate 1 Kaza Restaurant
Rate 2 4 Season Restaurant
Rate 3 Ming Restaurant
Rate 4 House Cafe

Rating Chain

Your Account: Oxc6d4394174ebc69d9a1613adb5aae151a3b5136d

Avg Rate

12

9

5

2

Fig. 20. Online rating system with blockchain technology.

In this system, eligible raters who have a license
can declare their rating for the state of the
restaurants. On this website, raters have their
Ethereum accounts and users can open it in the
web browser directly. Each expected features of
the rating system with blockchain technology is

discussed and studied here to find out if the
feature is satisfied.

Validation: the blockchain system limits users
from rating more than once. Such that each user
signs its rating with his private key and submits
it to the network using his public key. Figure 21
presents the error caused by a user rating twice.

@ localhost:3000

localhost:3000 says

1D Name

Rate |1 Kazal Restaurant
Rate 2 Ming Restaurant
Rate 3 4 Season Restaurant
| Rate 4 Maza Cafe

Rate 5 House Cafe

Your Account: Oxae3feceaee8642539233a4d6bf2e2ca4b182c039

Fig. 21. Error message for a rating submitted more than once

Protecting rating data integrity against
manipulation: each time a rating is submitted,
some information including rating submission
time, smart contract address, and a list of

transactions is encrypted and  stored.
Manipulating each block in the blockchain
requires a lot of processing and during the



limited available time, manipulation is
impossible. A block along with the encrypted
transaction stored inside it is presented in Figure
22. Also, Figure 23 shows a blockchain. In this

figure, different blocks, their creation time, and
the amount of gas spent on creating them is
shown.

CURRENT BLOCK GAS PRICE GAS LIMIT NETWORK ID RPC SERVER MINING STATUS.

14 20000000000 6721975 5777 HTTP:[{127.0.0.1:7545 AUTOMINING .

—sick  BLOCK 14

GAS USED GAS LIMIT MINED ON BLOCK HASH

64156 6721975 2020-01-09 22:19:44 0x23dbebab3af30285c88a89d940111807bh476e5elea/b390f2ac8d83ac3299cab
TX HASH

0xbfe8d5cdd8152b2bd260bc42a45f9109da2750d6787361efe3ae3e466f89257a

FROM ADDRESS TO CONTRACT ADDRESS GAS USED VALUE
Bxe2DdF51066dFE9158C402b341760D7868dff0cd7? @x920eFE7B79F5f387Aefb8181144E4bBS58CCAT9aB 64156 8

Fig. 22. Structure of a block created after a transaction is done in the Ganache tool.

CURRENTBLOCK GASPRICE BAS LIMIT NETWORKID  RPC SERVER MINING STATUS )
14 20000000000 6721975 57717 HTTP:j/127.0.0.1:7545 AUTOMINING
BLOCK MINED OF GAS USED
14 2020-01-89 22:19:44 64156
BLOCK MINED O} GAS USED
13 2020-01-89 22:19:23 64156
BLOCK MINED O} GAS USED
12 2020-01-89 22:67:13 27008
BLOCK MINED OF GAS USED
11 2020-01-89 22:67:12 682665
BLOCK MINED OF GAS USED
10 2820-01-89 22:67:69 42008
BLOCK MINED O} GAS USEE
9 2020-01-09 22:07:65 277462

Fig.

23. Different chained blocks in the Ganache tool.

for executing each one of these functions. It is

Smart contract with gas cost: according to the
smart contract presented in chapter four, three
SetRate, GetRate, and GiveRightToRate
functions exist in the proposed smart contract.
The Metamask tool calculates the required gas

worth noting that in the Ethereum TestNet, the
cost of each gas unit (Ether) in equation 1 is
assumed to be 1. Obviously, the real price of
Ether replaces this value in the real world. Table
4 presents the cost of gas used for each function.



Table 4 Smart contract functions and the gas cost for each one

SetRate() 51456
GetRate() 42689
GiveRightToRate() 47800

In a scenario, it is assumed that the rating
system is being used for a Nov to Feb moons.
The overall cost of the transactions of the rating
system for 16 days has been calculated

Since the price of Ether changes every day, to
calculate the cost of using the proposed system,
Ether price when the rating is being submitted
should be considered.

according to the gas price on that day and
presented in Figure 24 and 25.
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5.4 Comparison of the current online rating
system with the rating system with
blockchain technology

Considering the weaknesses and challenges of

the current online rating system, the rating

system with blockchain technology solved the
problems of the old system and provided

different incentives for both the product and
service raters and providers. In Table 5, the

comparison of these two systems is presented:



Table 5 Comparison of the current online rating system with the proposed system.

System type
Trust in results

Abusing the results

Information modification

Decision-making

Raters

Service providers

Privacy

Anonymity

Paying the cost of rating

Decentralized system

Results are trusted

Cannot be abused

No information can be altered or
removed from the network

Since all information is accurately
registered and has not been manipulated
by any intermediary, reliable decision-
making can be done

The product is selected in a short time
and without any cost

Since transparency is established and all
the information of the raters is stored in
the system, it creates a competitive or
incentive system among all providers to
present better services.

Because of using digital certificate
technology for every rater, privacy is
provided

Raters can submit their rating by creating
a valid account and without any need for
extra information and remain anonymous
Rating is through gas (Ether) payment

for the rating to be sent to the network

Centralized system

Rating of products is not trusted by the
users and is not real

Buying and selling ratings for products is
possible

Information is controlled by the website

manager

The right decision cannot be made about
choosing the product

More time and money spent on choosing
products

The system is not competitive and there
is no control over the quality

Since the system is centralized, all the
raters’ information is kept by a manager
and this eliminates privacy

Raters’ information is known to the

system manager

Raters submit their ratings without any

cost

6 Conclusion and Future work

In this research, an online rating system based
on blockchain technology has been proposed.
This system can be used in all product or service
provider websites. Some of the advantages of
using blockchain technology in the rating
system are as follows. The database of such
systems is decentralized and the data pertaining
to ratings are distributed among the blocks and
it is not possible for people to modify them,

Blockchain provides privacy and creates trust in
keeping rating data, this scheme has an online
rating system and since blockchain technology
prevents information modification, its results
can be trusted, while using the rating smart
contract, there are no intermediaries between the
rater and the service provider in the rating
system. The outcome of this research is the
creation of a decentralized rating application
using distributed ledger technologies, one of
which is blockchain. Blockchain technology can
prevent rating manipulation by protecting data



integrity. This application has several features
including the following: Making rating trustable
and ratings citable, Rating is done online and
exactly by the registered raters, A service or
product provider can never manipulate rating
results, Raters’ personal information is kept
confidential, no rater can rate one product more
than once.
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