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Abstract

This paper studies the problem of Byzantine fault-tolerance in distributed
multi-agent optimization. In this problem, each agent has a local cost function,
and in the fault-free case, the objective is to design a distributed algorithm
that allows all the agents to find a minimum point of all the agents’ aggregate
cost function. We consider a scenario where certain number of agents might
be Byzantine faulty, i.e., these agents may not follow a prescribed algorithm
and may share arbitrary information regarding their local cost functions. In
the presence of such faulty agents, it is generally impossible to find a mini-
mum point of all the agents’ aggregate cost function. A more reasonable goal,
however, is to design an algorithm that allows all the non-faulty agents to com-
pute, either exactly or approximately, the minimum point of only the non-faulty
agents’ aggregate cost function.

From prior work we know that in the presence of up to f (out of n) Byzantine
faulty agents, a deterministic algorithm can compute a minimum point of the
non-faulty agents’ aggregate cost exactly if and only if the non-faulty agents’
cost functions satisfy a certain redundancy property named 2f -redundancy [24].
However, the 2f -redundancy property can only be guaranteed in ideal systems
free from noises (or uncertainties), and therefore, the objective of exact fault-
tolerance is unsuitable for many practical settings that inevitably suffer from
noises. In this paper, we consider the problem of approximate fault-tolerance
- a generalization of exact fault-tolerance where the goal is to only compute
an approximation of a minimum point of the non-faulty agents’ aggregate cost
function. Upon defining approximate fault-tolerance later as (f, ε)-resilience
where ε is the approximation error, we show that it can be achieved under a
weaker redundancy condition than 2f -redundancy. We present necessary and
sufficient conditions for achieving (f, ε)-resilience in a synchronous distributed
system with server-based architecture. Then, we consider a special case when
the agents’ cost functions are differentiable. Here, we analyse the approximate
fault-tolerance of the distributed gradient-descent method, which is a prominent
distributed optimization algorithm in this particular case, when equipped with
a gradient-filter or robust gradient aggregation; such as comparative gradient
elimination (CGE) or coordinate-wise trimmed mean (CWTM).
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1 Introduction

The problem of distributed optimization in multi-agent systems has gained signifi-
cant attention in recent years [8, 32, 17]. In this problem, each agent has a local cost
function and, when the agents are fault-free, the goal is to design algorithms that
allow the agents to collectively minimize the aggregate of their cost functions. To
be precise, suppose that there are n agents in the system and let Qi(x) denote the
local cost function of agent i, where x is a d-dimensional vector of real values, i.e.,
x ∈ Rd. A traditional distributed optimization algorithm outputs a global minimum
x∗ such that

x∗ ∈ arg min
x∈Rd

n∑
i=1

Qi(x). (1)

As a simple example, Qi(x) may denote the cost for an agent i (which may be a
robot or a person) to travel to location x from their current location, and x∗ is a
location that minimizes the total cost of meeting for all the agents. Such multi-agent
optimization is of interest in many practical applications, including distributed ma-
chine learning [8], swarm robotics [37], and distributed sensing [36].

We consider the distributed optimization problem in the presence of up to f
Byzantine faulty agents, originally introduced by Su and Vaidya [43]. The Byzan-
tine faulty agents may behave arbitrarily [28]. In particular, the non-faulty agents
may share arbitrary incorrect and inconsistent information in order to bias the out-
put of a distributed optimization algorithm. For example, consider an application
of multi-agent optimization in the case of distributed sensing where the agents (or
sensors) observe a common object in order to collectively identify the object. How-
ever, the faulty agents may send arbitrary observations concocted to prevent the
non-faulty agents from making the correct identification [12, 14, 34, 44]. Similarly,
in the case of distributed learning, which is another application of distributed op-
timization, the faulty agents may send incorrect information based on mislabelled
or arbitrary concocted data points to prevent the non-faulty agents from learning a
good classifier [1, 2, 5, 10, 11, 13, 23, 46].

1.1 Background: Exact Fault-Tolerance

In the exact fault-tolerance problem, the goal is to design a distributed algorithm that
allows all the non-faulty agents to compute a minimum point of the aggregate cost
of only the non-faulty agents [24]. Specifically, suppose that in a given execution,
set B with |B| ≤ f is the set of Byzantine agents, where notation |·| denotes the
set cardinality, and H = {1, . . . , n} \ B denotes the set of non-faulty (i.e., honest)
agents. Then, a distributed optimization algorithm has exact fault-tolerance if it
outputs a point x∗H such that

x∗H ∈ arg min
x∈Rd

∑
i∈H

Qi(x). (2)

However, since the identity of the Byzantine agents is a priori unknown, in general,
exact fault-tolerance is unachievable [43]. Specifically, as shown in [24, 25], exact
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fault-tolerance can be achieved if and only if the agents’ cost functions satisfy the
2f -redundancy property defined below.

Definition 1 (2f-redundancy). The agents’ cost functions are said to have 2f -
redundancy property if and only if for every pair of subsets S, Ŝ ⊆ {1, . . . , n} with

|S| = n− f ,
∣∣∣Ŝ∣∣∣ ≥ n− 2f and Ŝ ⊆ S,

arg min
x∈Rd

∑
i∈Ŝ

Qi(x) = arg min
x∈Rd

∑
i∈S

Qi(x).

In principle, the 2f -redundancy property can be realized by design for many ap-
plications of multi-agent distributed optimization including distributed sensing and
distributed learning (see [22, 24]). However, practical realization of 2f -redundancy
can be difficult in the presence of noise in the real-world systems. Therefore, we
propose a pragmatic generalization of exact fault-tolerance, namely (f, ε)-resilience.

1.2 (f, ε)-Resilience: A Relaxation of Exact Fault-Tolerance

Intuitively, the proposed notion of (f, ε)-resilience requires an algorithm to output
approximation of a minimum point of the aggregate of the cost functions of suffi-
ciently large subsets of non-faulty agents. We define (f, ε)-resilience below, where
ε ∈ R≥0 is the measure of approximation and ‖·‖ denotes the Euclidean norm. The
Euclidean distance between a point x and a non-empty set X in space Rd is denoted
by dist (x, X), and is defined as

dist (x, X) = inf
y∈X
‖x− y‖ . (3)

Definition 2 ((f, ε)-resilience). A distributed optimization algorithm is said to be
(f, ε)-resilient if it outputs a point x̂ ∈ Rd such that for every subset S of non-faulty
agents with |S| = n− f ,

dist

(
x̂, arg min

x∈Rd

∑
i∈S

Qi(x)

)
≤ ε,

despite the presence of up to f Byzantine agents.

Thus, with (f, ε)-resilience, the output is within distance ε of a minimum point
of the aggregate cost function of any n − f non-faulty agents. As there can be at
most f Byzantine faulty agents whose identity remains unknown, the following two
scenarios are indistinguishable in general: (1) there are exactly f Byzantine agents,
and (2) there are less than f Byzantine agents. Thus, estimation for the minimum
point of the aggregate cost functions of n−f non-faulty agents is indeed a reasonable
goal [43]. Analogous resilience requirements have been previously studied in other
contexts as well, such as robust statistics (e.g., robust mean estimation [11, 41]) and
fault-tolerant linear state estimation [4, 18, 19, 30, 33, 40]. In this work, we address
resilience in the context of distributed optimization.

In this paper, we only consider deterministic algorithms which, given a fixed
set of inputs from the agents, always output the same point in Rd. Thus, a de-
terministic (f, ε)-resilient algorithm produces a unique output point in all of its
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executions with identical inputs from all the agents (including the faulty ones).
Note that in the deterministic framework, exact fault-tolerance is equivalent to
(f, 0)-resilience, i.e., a deterministic (f, 0)-resilient algorithm achieves exact fault-
tolerance, and vice-versa.1 Therefore, results on (f, ε)-resilience for arbitrary ε ≥ 0
have a wider application compared to results applicable only to exact fault-tolerance,
e.g., [5, 20, 24, 42].

We show that (f, ε)-resilience requires a weaker redundancy condition, in com-
parison to 2f -redundancy, named (2f, ε)-redundancy defined in Definition 3 below.
Recall that the Euclidean Hausdorff distance between two sets X and Y in Rd, which
we denote by dist (X, Y ), is defined as follows [31]:

dist (X, Y ) , max

{
sup
x∈X

dist (x, Y ) , sup
y∈Y

dist (y, X)

}
. (4)

Definition 3 ((2f, ε)-redundancy). The agents’ cost functions are said to have
(2f, ε)-redundancy property if and only if for every pair of subsets S, Ŝ ⊆ {1, . . . , n}
with |S| = n− f ,

∣∣∣Ŝ∣∣∣ ≥ n− 2f and Ŝ ⊆ S,

dist

arg min
x∈Rd

∑
i∈S

Qi(x), arg min
x∈Rd

∑
i∈Ŝ

Qi(x)

 ≤ ε. (5)

It is easy to show that 2f -redundancy (Definition 1) is equivalent to (2f, 0)-
redundancy (note that ε = 0 here). It is also obvious that 2f -redundancy implies
(2f, ε)-redundancy for all ε ≥ 0. However, the converse need not be true. Thus, the
(2f, ε)-redundancy property with ε > 0 is weaker than 2f -redundancy.

1.3 Applications

Our results are applicable to a large class of distributed optimization problems; in-
cluding distributed sensing [14, 33, 34, 42], distributed machine learning [7, 8, 13, 48],
and distributed linear regression (Section 5). We discuss below the specific case of
distributed learning.

Distributed Learning: In this particular optimization problem, each agent
has some local data points and the goal for the agents is to compute a learning
parameter that best models the collective data points observed by all the agents [7].
Specifically, given a learning parameter x, for each data point z, we define a loss
function `(x; z). Suppose that the data generating distribution of agent i is Di,
and let Ez∼Di denote the expectation with respect to the random data point z over
distribution Di. Then,

Qi(x) , Ez∼Di `(x; z)

When the distribution of data points is identical for all the agents then the 2f -
redundancy property holds true. However, in practice this is rarely the case [13, 48].
Indeed, different agents may have different data distributions. Therefore, exact

1Refer to Appendix B for proof.
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fault-tolerance in distributed learning is an impractical goal, and therefore, results on
exact fault-tolerance (see [24, 25]) are only applicable to ideal settings. On the other
hand, our results on approximate fault-tolerance provide an elegant relationship
between redundancy, i.e., correlation between agents’ data distributions, and the
fault-tolerance achieved.

1.4 System architecture

We consider synchronous systems. Our results apply to the two architectures shown
in Figure 1. In the server-based architecture, the server is assumed to be trustwor-
thy, but up to f agents may be Byzantine faulty. In the peer-to-peer architecture,
the agents are connected by a complete network, and up to f of these agents may
be Byzantine faulty. Provided that f < n

3 , an algorithm for the server-based archi-
tecture can be simulated in the peer-to-peer system using the well-known Byzantine
broadcast primitive [29]. For simplicity of presentation, the rest of this paper con-
siders the server-based architecture.

Figure 1: System architecture.

1.5 Summary of Our Contributions

In the first part of the paper, i.e., Section 3, we obtain the first-ever formal guar-
antees for obtaining approximate fault-tolerance with a given approximation error.
Specifically, we show that -

• (f, ε)-resilience is feasible only if (2f, ε)-redundancy property holds true.

• If (2f, ε)-redundancy property holds true then (f, 2ε)-resilience is achiev-
able.

In the second part, i.e., Sections 4 and 5, we consider the case when agents’
costs are differentiable, such as in machine learning [7, 47], or regression [22, 42,
44]. We consider the distributed gradient-descent (DGD) method - an iterative
distributed optimization algorithm commonly used in this particular case.

• We propose a generic sufficient condition for convergence of the DGD method
equipped with a gradient-filter (also referred as robust gradient aggregation),
which is a common fault-tolerance mechanism, e.g., see [5, 13, 24, 48].

• Later, in Section 4.2, we utilize the above result to obtain approximate fault-
tolerance properties of the following two specific gradient-filters, under (2f, ε)-
redundancy: (i) Comparative gradient elimination (CGE) gradient-filter [22],
and (ii) Coordinate-wise trimmed mean (CWTM) gradient-filter [42]. These
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two gradient-filters are easy to implement, and have a wide range of applica-
bility [21, 24, 42, 48].

• Finally, in Section 5, we present empirical comparisons between approximate
fault-tolerance of the two gradient-filters by simulating a special distributed
optimization problem of distributed linear regression.

As (f, 0)-resilience is equivalent to exact fault-tolerance (see Section 1.2), our
results on (f, ε)-resilience encapsulate all the existing results applicable only to
exact fault-tolerance, such as the ones in [5, 20, 24, 42].

Compared to related works [26, 27], we present precise redundancy conditions
needed for obtaining Byzantine fault-tolerance within a specified approximation er-
ror. Unlike them, our results on the impossibility and feasibility of approximate
fault-tolerance are applicable to non-differentiable cost functions. Moreover, in the
case when the cost functions are differentiable, we present a generic convergence re-
sult for the DGD method that can precisely model the approximate fault-tolerance
property of any robust gradient-aggregation rule (a.k.a., gradient-filter).

Additional comparisons with other related works are presented below.

2 Other Related Work

In the past, different notions of approximate fault-tolerance, besides (f, ε)-resilience,
have been used to analyze Byzantine fault-tolerance of different distributed opti-
mization algorithms [16, 43]. As we discuss below in Section 2.1, the difference
between these other definitions and our definition of (f, ε)-resilience arises mainly
due to the applicability of the distributed optimization problems. Later, in Sec-
tion 2.2, we discuss some prior work on gradient-filters used for achieving Byzantine
fault-tolerance in the distributed gradient-descent method.

2.1 Alternate Notions of Approximation in Fault-Tolerance

As proposed by Su and Vaidya, 2016 [43], instead of a minimum point of the uni-
formly weighted aggregate of non-faulty agents’ cost functions, a distributed op-
timization algorithm may output a minimum point of a non-uniformly weighted
aggregate of non-faulty costs, i.e.,

∑
i∈H αiQi(x), where H denotes the set of at

least n− f non-faulty agents, and αi ≥ 0 for all i ∈ H. As is suggested in [43], upon
re-scaling the coefficients such that

∑
i∈H αi = 1, we can measure approximation

in fault-tolerance using two metrics; (1) the number of coefficients in {αi, i ∈ H}
that are positive, and (2) the minimum positive value amongst the coefficients:
min {αi; αi > 0, i ∈ H}. Results on the achievability of this particular form of ap-
proximation for the scalar case (i.e., d = 1) can be found in [43, 45]. However, we
are unaware of similar results for the case of higher-dimensional optimization prob-
lem, i.e., when d > 1. There is some work on this particular notion of approximate
fault-tolerance in high-dimensions, such as [42, 47], however their results only apply
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to special cost functions, specifically, quadratic or strictly convex functions, as op-
posed to the generic cost functions (that need not even be differentiable) considered
in this paper.

Another way of measuring approximation is by the value of the aggregate cost
function, or its gradient. For instance, as discussed in [16], for the case of differ-
entiable cost functions a resilient distributed optimization algorithm Π may out-
put a point xΠ ∈ Rd such that each element of the aggregate non-faulty gradient∑

i∈H∇Qi(xΠ) is bounded by ε. As yet another alternative, a resilient algorithm Π
may aim to output a point xΠ such that the non-faulty aggregate cost

∑
i∈HQi(xΠ)

is within ε of the true minimum cost minx
∑

i∈HQi(x). However, these defini-
tions of approximate resilience are sensitive to scaling of the cost functions. In
particular, if the elements of

∑
i∈H∇Qi(xΠ) are bounded by ε then the elements of∑

i∈H α∇Qi(xΠ) are bounded by αε, where α is a positive scalar value. On the other
hand, both

∑
i∈HQi(x) and

∑
i∈H αQi(xΠ) have identical minimum point regard-

less of the value of α. Therefore, when the objective is to approximate a minimum
point of the non-faulty aggregate cost arg minx

∑
i∈HQi(x), which is the indeed the

case in this paper, use of function (or gradient) values to measure approximation is
not a suitable choice.

2.2 Gradient-Filters

In the past, several gradient-filters have been proposed to robustify the distributed
gradient-descent (DGD) method against Byzantine faulty agents in a server-based
architecture, e.g., see [1, 5, 15, 16, 21, 35, 43, 48]. A gradient-filter refers to Byzantine
robust aggregation of agents’ gradients that mitigates the detrimental impact of in-
correct gradients sent by the Byzantine agents to the server. To name a few gradient-
filters, that are provably effective against Byzantine agents, we have the comparative
gradient elimination (CGE) [22, 21], coordinate-wise trimmed mean (CWTM) [43,
48], geometric median-of-means (GMoM) [13], KRUM [5], Bulyan [20], and other
spectral gradient-filters [16]. Different gradient-filters guarantee some fault-tolerance
under different assumptions on non-faulty agents’ cost functions.

In this paper, we propose a generic result, in Theorem 3 in Section 4, on the
convergence of the DGD method equipped with a gradient-filter. The result holds
true regardless of the gradient-filter used, and thus, can be utilized to obtain formal
fault-tolerance property of a gradient-filter in context of the considered distributed
optimization problem. We demonstrate this, in Section 4.2, by obtaining (f, ε)-
resilience properties of two specific gradient-filters; CGE and CWTM. As exact fault-
tolerance is equivalent to (f, 0)-resilience (see Section 1.2), our results generalize the
prior work on exact fault-tolerance of these two filters, see [22, 21, 42]. Moreover,
until now, exact fault-tolerance of the CWTM gradient-filter was only studied for
special optimization problems of state estimation [42], and machine learning [48].
Our result presents the fault-tolerance property of CWTM for a much larger class
of optimization problems.
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2.3 Robust Statistics with Arbitrary Outliers

As noted earlier, there has been work on the problem of robust statistics with ar-
bitrary outliers [11, 19, 41]. In this problem, we are given a finite set of data
points; α fraction of which are sampled independently and identically from a com-
mon distribution D in Rd, and the remaining 1 − α fraction of data points may
be arbitrary. The identity of arbitrary data points is a priori unknown, otherwise
the problem is trivialized. The objective in this problem is to estimate statistical
measures of distribution D, such as mean, or variance, despite the presence of arbi-
trary outliers. The problem robust mean estimation can potentially be modelled as
a fault-tolerant distributed optimization problem where for each non-faulty agent i,
Qi(x) : (x, xi) 7→ y ∈ R for all x ∈ Rd where xi ∼ D. A faulty agent may choose
an arbitrary cost function. The cost functions can be designed in a manner such
that the minimum point of the aggregate of non-faulty cost functions is equal to the
mean for the non-faulty data points. In particular, suppose that for each non-faulty
agent i, Qi(x) , ‖x− xi‖2 where xi ∼ D. In this case, the minimum point of the
non-faulty aggregate cost function is equal to the average of the non-faulty data
points sampled from distribution D.

Prior work on robust statistics considers a centralized setting wherein, unlike a
distributed setting, all the data points are accessible to a single machine. In this
report, we also present distributed algorithms that do not require the agents to
share their local data points. Moreover, in the centralized setting, our results are
applicable to a larger class of cost functions, including non-convex functions.

2.4 Fault-tolerance in State Estimation

The problem of distributed optimization finds direct application in distributed state
estimation [36]. In this problem, the system comprises multiple sensors, and each
sensor makes partial observations about the system’s state. The goal is to compute
the entire state of the system using collective observations from all the sensors.
However, if a sensor is faulty then it may share incorrect observations, preventing
correct state estimation. The special case of distributed state estimation when the
observations are linear in the system’s state has gained significant attention in the
past, e.g. see [4, 14, 30, 33, 34, 39, 40, 42]. These works have shown that the
state can be determined despite up to f (out of n) faulty observations if and only if
the system is 2f -sparse observable, i.e., the complete state can be determined using
observations of only n−2f non-faulty sensors. We note that, in this particular case,
2f -sparse observability is equivalent to 2f -redundancy. Additionally, some of these
works, such as [30, 42], also consider the case of approximate linear state estimation
when the observations are noisy. Our work is more general in that we consider the
problem setting of distributed optimization, and our results apply to a larger class
of cost functions.

3 Necessary and Sufficient Conditions for (f, ε)-Resilience

Throughout this paper we assume, as stated below, that the non-faulty agents’ cost
functions and their aggregates have well-defined minimum points. Otherwise, the
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problem of optimization is rendered vacuous.

Assumption 1. For every non-empty set of non-faulty agents S, we assume that
the set arg minx∈Rd

∑
i∈S Qi(x) is non-empty and closed.

We also assume that f < n/2. Lemma 1 below shows that (f, ε)-resilience is
impossible in general when f ≥ n/2. Proof of Lemma 1 is easy, and can be found
in Appendix A.

Lemma 1. If f ≥ n/2 then there cannot exist a deterministic (f, ε)-resilient algo-
rithm for any ε ≥ 0.

3.1 Necessary Condition

Theorem 1. Suppose that Assumption 1 holds true. There exists a deterministic
(f, ε)-resilient distributed optimization algorithm where ε ≥ 0 only if the agents’ cost
functions satisfy the (2f, ε)-redundancy property.

Proof. To prove the theorem we present a scenario when the agents’ cost functions
(if non-faulty) are scalar functions, i.e., d = 1 and for all i, Qi : R → R, and the
minimum point of an aggregate of one or more agents’ cost functions is uniquely
defined. Obviously, if a condition is necessary in this particular scenario then it is
so in the general case involving vector functions with non-unique minimum points.

To prove the necessary condition, we also assume that the server has full knowl-
edge of all the agents’ cost functions. This may not hold true in practice, where
instead the server may only have partial information about the agents’ cost func-
tions. Indeed, this assumption forces the Byzantine faulty agents to a priori fix
their cost functions. However, in reality the Byzantine agents may send arbitrary
information over time to the server that need not be consistent with a fixed cost
function. Thus, necessity of (2f, ε)-redundancy under this strong assumption im-
plies its necessity in general.

The proof is by contradiction. Specifically, we show that If the non-faulty cost
functions do not satisfy the (2f, ε)-redundancy property then there cannot exist a
deterministic (f, ε)-resilient distributed optimization algorithm.
Recall that we have assumed that for a non-empty set of agents T the aggregate
cost function

∑
i∈T Qi(x) has a unique minimum point. To be precise, for each

non-empty subset of agents T , we define

xT = arg min
x

∑
i∈T

Qi(x).

Suppose that the agents’ cost functions do not satisfy the (2f, ε)-redundancy
property stated in Definition 3. Then, there exists a real number δ > 0 and a pair

of subsets S, Ŝ with Ŝ ⊂ S, |S| = n− f , and n− 2f ≤
∣∣∣Ŝ∣∣∣ < n− f such that∥∥x

Ŝ
− xS

∥∥ ≥ ε+ δ. (6)
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Now, suppose that n−f−
∣∣∣Ŝ∣∣∣ agents in the remainder set {1, . . . , n}\S are Byzantine

faulty. Let us denote the set of faulty agents by B. Note that B is non-empty with

|B| = n − f −
∣∣∣Ŝ∣∣∣ ≤ f . Similar to the non-faulty agents, the faulty agents send to

the server cost functions that are scalar, and the aggregate of one of more agents’
cost functions in the set S ∪ B is unique. However,

the aggregate cost function of the agents in the set B ∪ Ŝ minimizes at
a unique point xB∪Ŝ which is

∥∥x
Ŝ
− xS

∥∥ distance away from x
Ŝ

, similar
to xS , but lies on the other side of x

Ŝ
as shown in the figure below. Note

that it is always possible to pick such functions for the faulty agents.

xS x
Ŝ

xB∪Ŝ
][

← ε+ δ → ← ε+ δ →

εε x̂

Note that the distance between the two points xS and xB∪Ŝ is 2ε+ 2δ, i.e.,∥∥xS − xB∪Ŝ∥∥ = 2ε+ 2δ. (7)

Now, suppose, toward a contradiction, that there exists an (f, ε)-resilient de-
terministic optimization algorithm named Π. As the identity of Byzantine faulty
agents is a priori unknown to the server, and the cost functions sent by the Byzan-
tine faulty agents have similar properties as the non-faulty agents, the server cannot
distinguish between the following two possible scenarios; i) S is the set of non-faulty
agents, and ii) B ∪ Ŝ is the set of non-faulty agents. Note that both the sets S and
B ∪ Ŝ contain n− f agents.

As the cost functions received by the server are identical in both of the above
scenarios, being a deterministic algorithm, Π should have identical output in both
the cases. We let x̂ denote the output of Π. In scenario (i) when the set of honest
agents is given by S with |S| = n−f , as Π is assumed (f, ε)-resilient, by Definition 2
the output

x̂ ∈ [xS − ε, xS + ε] (8)

as shown in the figure above. Similarly, in scenario (ii) when the set of honest agents

is B ∪ Ŝ with
∣∣∣B ∪ Ŝ∣∣∣ = n− f ,

x̂ ∈ [xB∪Ŝ − ε, xB∪Ŝ + ε]. (9)

However, (7) implies that (8) and (9) cannot be satisfied simultaneously. That is, if
Π is (f, ε)-resilient in scenario (i) then it cannot be so in scenario (ii), and vice-versa.
This contradicts the assumption that Π is (f, ε)-resilient.

3.2 Sufficient Condition

Theorem 2. Suppose that Assumption 1 holds true. For a real value ε ≥ 0, if the
agents’ cost functions satisfy the (2f, ε)-redundancy property then (f, 2ε)-resilience
is achievable.
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Proof. The proof is constructive where we assume that all the agents send their
individual cost functions to the server. We assume that f > 0 to avoid the trivial
case of f = 0. Throughout the proof we write the notation arg minx∈Rd simply
as arg min, unless otherwise stated. We begin by presenting an algorithm below,
comprising three steps.

Step 1: Each agent sends their cost function to the server. An honest agent sends
its actual cost function, while a faulty agent may send an arbitrary function.

Step 2: For each set T of received functions, |T | = n − f , the server computes a
point

xT ∈ arg min
∑
i∈T

Qi(x).

For each subset T̂ ⊂ T ,
∣∣∣T̂ ∣∣∣ = n− 2f , the server computes

r
T T̂

, dist

xT , arg min
∑
i∈T̂

Qi(x)

 , (10)

and
rT = max

T̂⊂T,
|T̂ |=n−2f

r
T T̂ .

(11)

Step 3: The server outputs xS such that

S = arg min
T⊂{1,..., n},
|T |=n−f

rT . (12)

We show that above algorithm is (f, 2ε)-resilient under (2f, ε)-redundancy. For a
non-empty set of agents T , we denote

XT = arg min
∑
i∈T

Qi(x).

Consider an arbitrary set of non-faulty agents G with |G| = n − f . Such a set
is guaranteed to exist as there are at most f faulty agents, and therefore, at least
n− f non-faulty agents exist in the system. Consider an arbitrary set T̂ such that

T̂ ⊂ G and
∣∣∣T̂ ∣∣∣ = n− 2f . By Definition 3 of (2f, ε)-redundancy,

dist
(
XG, XT̂

)
≤ ε. (13)

Recall from (10) that r
GT̂

= dist
(
xG, XT̂

)
. As xG ∈ XG, by Definition (4) of Haus-

dorff set distance, dist
(
xG, XT̂

)
≤ dist

(
XG, XT̂

)
. Therefore, r

GT̂
≤ dist

(
XG, XT̂

)
,

and substituting from (13) implies that

r
GT̂
≤ ε. (14)
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Now, recall from (11) that rG = max
{
r
GT̂

T̂ ⊂ G,
∣∣∣T̂ ∣∣∣ = n− 2f

}
. As T̂ in (14) is

an arbitrary subset of G with
∣∣∣T̂ ∣∣∣ = n− 2f ,

rG = max
T̂⊂G,
|T̂ |=n−2f

r
GT̂
≤ ε. (15)

From (12) and (15) we obtain that

rS ≤ rG ≤ ε. (16)

As |G| = n − f , for every set of agents T with |T | = n − f , |T ∩G| ≥ n − 2f .
Therefore, for the set S defined in (12), there exists a subset Ĝ of G such that Ĝ ⊂ S
and

∣∣∣Ĝ∣∣∣ = n− 2f . For such a set Ĝ, by definition of rS in (11), we obtain that

r
SĜ

, dist
(
xS , XĜ

)
≤ rS .

Substituting from (16) above, we obtain that

dist
(
xS , XĜ

)
≤ ε. (17)

As Ĝ is a subset of G, all the agents in Ĝ are non-faulty. Therefore, by Assumption 1,
X
Ĝ

is a closed set. Recall that dist
(
xS , XĜ

)
= infx∈X

Ĝ
‖xS − x‖. The closedness

of X
Ĝ

implies that there exists a point z ∈ X
Ĝ

such that

‖xS − z‖ = inf
x∈X

Ĝ

‖xS − x‖ = dist
(
xS , XĜ

)
.

The above, in conjunction with (17), implies that

‖xS − z‖ ≤ ε. (18)

Moreover, as z ∈ X
Ĝ

where Ĝ ⊂ G with
∣∣∣Ĝ∣∣∣ = n− 2f and |G| = n− f , the (2f, ε)-

redundancy condition stated in Definition 3 implies that dist (z, XG) ≤ ε. Similar
to an argument made above, under Assumption 1, XG is a closed set, and therefore,
there exists x∗ ∈ XG such that

‖z − x∗‖ = dist (z, XG) ≤ ε. (19)

By triangle inequality, (18) and (19) implies that ‖xS − x∗‖ ≤ ‖xS − z‖+‖z − x∗‖ ≤
2ε. Recall that set G here is an arbitrary set of n− f non-faulty agents.

In the next part of the paper, i.e., Sections 4 and 5, we consider the case when
the (non-faulty) agents’ cost functions are differentiable. Specifically, we study ap-
proximate fault-tolerance in the distributed gradient-descent (DGD) method.

12



4 Distributed Gradient-Descent (DGD) Method

In this section, we consider a setting wherein the non-faulty agents’ cost functions
are differentiable. In this particular case, we study the approximate fault-tolerance
of the distributed gradient-descent method coupled with a gradient-filter, described
below. We consider the server-based system architecture, shown in Fig. 1, assuming
a synchronous system.

The DGD method is an iterative algorithm wherein the server maintains an es-
timate of a minimum point, and updates it iteratively using gradients sent by the
agents. Specifically, in each iteration t ∈ {0, 1, . . .}, the server starts with an es-
timate xt and broadcasts to all the agents. Each non-faulty agent i sends back to
the sever the gradient of its cost function at xt, i.e., ∇Qi(xt). However, Byzantine
faulty agents may send arbitrary incorrect vectors as their gradients to the server.
The initial estimate, named x0, is chosen arbitrarily by the server.

A gradient-filter is a vector function, denoted by GradFilter, that maps the n
gradients received by the server from all the n agents to a d-dimensional vector, i.e.,
GradFilter : Rd×n → Rd. For example, an average of all the gradients as in the case of
the traditional distributed gradient-descent method is technically a gradient-filter.
However, averaging is not quite robust against Byzantine faulty agents [5, 43]. The
real purpose of a gradient-filter is to mitigate the detrimental impact of incorrect
gradients sent by the Byzantine faulty agents. In other words, a gradient-filter ro-
bustifies the traditional gradient-descent method against Byzantine faults. We show
that if a gradient-filter satisfies a certain property then it can confer fault-tolerance
to the distributed gradient-descent method.

We first formally describe below the steps in each iteration of the distributed
gradient-descent method implemented on a synchronous server-based system. Note
that we constrain the estimates computed by the server to a compact convex set
W ⊂ Rd. The set W can be arbitrarily large. For a vector x ∈ Rd, its projection
onto W, denoted by [x]W , is defined to be

[x]W = arg min
y∈W
‖x− y‖ . (20)

As W is compact and convex set, [x]W is unique for each x (see [9]).

4.1 Steps in t-th iteration

In each iteration t ∈ {0, 1, . . .} the server updates its current estimate xt to xt+1

using Steps S1 and S2 described as follows.

S1: The server requests from each agent the gradient of its local cost function at
the current estimate xt. Each non-faulty agent i will then send to the server
the gradient ∇Qi(xt), whereas a faulty agent may send an incorrect arbitrary
value for the gradient.

The gradient received by the server from agent i is denoted as gti . If no gradient
is received from some agent i, agent i must be faulty (because the system is
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assumed to be synchronous) – in this case, the server eliminates the agent i
from the system, updates the values of n, f , and re-assigns the agents indices
from 1 to n.

S2: [Gradient-filtering] The server applies a gradient-filter GradFilter to the n
received gradients and computes GradFilter

(
gt1, . . . , g

t
n

)
∈ Rd. Then, the server

updates its estimate to

xt+1 =
[
xt − ηt GradFilter

(
gt1, . . . , g

t
n

)]
W (21)

where ηt is the step-size of positive value for iteration t.

We propose, in Theorem 3, a generic convergence result for the above algorithm.

Theorem 3. Consider the update law (21) in the above iterative algorithm, with
diminishing step-sizes {ηt, t = 0, 1, . . .} satisfying

∑∞
t=0 ηt =∞ and

∑∞
t=0 η

2
t <∞.

Suppose that
∥∥GradFilter (gt1, . . . , gtn)∥∥ < ∞ for all t. For some point x∗ ∈ W, if

there exists real-valued constants D∗ ∈ [0,maxx∈W ‖x− x∗‖) and ξ > 0 such that for
each iteration t,

φt =
〈
xt − x∗, GradFilter

(
gt1, . . . , g

t
n

)〉
≥ ξ when

∥∥xt − x∗∥∥ ≥ D∗, (22)

then limt→∞
∥∥xt − x∗∥∥ ≤ D∗.

The values D∗ and ξ in Theorem 3 may be interdependent. Proof of Theorem 3
is deferred to Appendix D.

Using Theorem 3 we can obtain conditions under which a gradient-filter guar-
antees the approximate fault-tolerance property of (f, ε)-resilience with ε ≥ 0, of
which exact fault-tolerance is a special case. On the other hand, the prior results on
the convergence of DGD method with a gradient-filter, e.g., see [5, 20], apply only
to exact fault-tolerance.

We demonstrate below the utility of Theorem 3 to obtain the fault-tolerance
properties of two commonly used gradient-filters; namely Comparative Gradient
Elimination [21] and Coordinate-Wise Trimmed Mean [42].

4.2 Gradient-Filters and their Fault-Tolerance Properties

In this subsection, we present precise approximate fault-tolerance properties of two
specific gradient-filters; the Comparative Gradient Elimination (CGE) [21, 22], and
the Coordinate-Wise Trimmed Mean (CWTM) [42, 48]. Note that differentiability
of non-faulty agents’ cost functions, which is already assumed for the DGD method,
implies Assumption 1 (see [9]). We additionally make Assumptions 2, 3 and 4 about
the non-faulty agents’ cost functions. Similar assumptions are made in prior work
on fault-free distributed optimization [3, 8, 32].

Assumption 2 (Lipschitz smoothness). For each non-faulty agent i, we assume
that the gradient of its cost function ∇Qi(x) is Lipschitz continuous, i.e., there
exists a finite real value µ > 0 such that∥∥∇Qi(x)−∇Qi(x′)

∥∥ ≤ µ∥∥x− x′∥∥ , ∀x, x′ ∈ W.
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Assumption 3 (Strong convexity). For a non-empty set of non-faulty agents H,
let QH(x) denote the average cost function of the agents in H, i.e.,

QH(x) =
1

|H|
∑
i∈H

Qi(x).

For each such set H with |H| = n − f , we assume that QH(x) is strongly convex,
i.e., there exists a finite real value γ > 0 such that〈

∇Q(x)−∇Q(x′), x− x′
〉
≥ γ

∥∥x− x′∥∥2
, ∀x, x′ ∈ W.

Note that, under Assumptions 2 and 3, γ ≤ µ. This inequality is proved in
Appendix C. Now, recall that the iterative estimates of the algorithm in Section 4.1
are constrained to a compact convex set W ⊂ Rd.

Assumption 4 (Existence). For each set of non-faulty agents H with |H| = n− f ,
we assume that there exists a point xH ∈ arg minx∈Rd

∑
i∈HQi(x) such that xH ∈ W.

We describe below the CGE and CWTM gradient-filters. Later, we obtain the
fault-tolerance properties of these filters using the result stated in Theorem 3, under
(2f, ε)-redundancy.

CGE Gradient-Filter: To apply the CGE gradient-filter in Step S2, the server
sorts the n gradients received from the n agents at the completion of Step S1 as per
their Euclidean norms (ties broken arbitrarily):∥∥gti1∥∥ ≤ . . . ≤ ∥∥∥gtin−f∥∥∥ ≤ ∥∥∥gtin−f+1

∥∥∥ ≤ . . . ≤ ∥∥gtin∥∥ .
That is, the gradient with the smallest norm, gti1 , is received from agent i1, and the
gradient with the largest norm, gtin , is received from agent in. Then, the output of
the CGE gradient-filter is the vector sum of the n− f gradients with smallest n− f
Euclidean norms. Specifically,

GradFilter
(
gt1, . . . , g

t
n

)
=

n−f∑
j=1

gtij . (23)

CWTM Gradient-Filter: To implement this particular gradient-filter in Step
S2, the server sorts the n gradients received from the n agents at the completion of
Step S1 as per their individual elements. For a vector v ∈ Rd, we let v[k] denote its
k-th element. Specifically, for each k ∈ {1, . . . , d}, the server sorts the k-th elements
of the gradients by breaking ties arbitrarily:

gti1[k][k] ≤ . . . ≤ gtif+1[k][k] ≤ . . . ≤ gtin−f [k][k] ≤ . . . ≤ gtin[k][k].

The gradient with the smallest of the k-th element, gti1[k], is received from agent

i1[k], and the gradient with the largest of the k-th element, gtin[k], is received from
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agent in[k]. For each k, the server eliminates the largest f and the smallest f of the
k-th elements of the gradients received. Then, the output of the CWTM gradient-
filter is a vector whose k-th element is equal to the average of the remaining n− 2f
gradients’ k-th elements. That is, for each k ∈ {1, . . . , d},

GradFilter
(
gt1, . . . , g

t
n

)
[k] =

1

n− 2f

n−f∑
j=f+1

gtij [k][k]. (24)

We present the precise fault-tolerance properties of the two gradient-filters in
Theorems 4 and 5 below. However, the reader may skip to Section 5 without
loss of continuity. Proofs of the theorems are deferred to Appendices E and F,
respectively.

Note that, under Assumptions 3 and 4, for each non-empty set of non-faulty
agents H with |H| = n − f , the aggregate cost function

∑
i∈HQi(x) has a unique

minimum point, denoted by xH, in the set W. Specifically,

{xH} =W ∩ arg min
x∈Rd

∑
i∈H

Qi(x). (25)

We first show below, in Theorem 4, that when the fraction of Byzantine faulty agents
f/n is bounded then the DGD method with the CGE gradient-filter is (f, O(ε))-
resilient, under (2f, ε)-redundancy and the above assumptions.

Theorem 4. Suppose that the non-faulty agents’ cost functions satisfy the (2f, ε)-
redundancy property, and the Assumptions 2, 3 and 4 hold true. Consider the al-
gorithm in Section 4.1 with the CGE gradient-filter defined in (23). The following
holds true:

1.
∥∥GradFilter (gt1, . . . , gtn)∥∥ <∞ for all t.

2. If

α = 1− f

n

(
1 +

2µ

γ

)
> 0 (26)

then for each set of n− f non-faulty agents H, for each δ > 0,

φt =
〈
xt − xH, GradFilter

(
gt1, . . . , g

t
n

)〉
≥ αnγ δ

((
4µf

α γ

)
ε+ δ

)
when

∥∥xt − x∗∥∥ ≥ (4µf

α γ

)
ε+ δ.

Let H denote an arbitrary set of n − f non-faulty agents. If the step-size ηt
in (21) is diminishing, i.e.,

∑∞
t=0 ηt = ∞ and

∑∞
t=0 η

2
t < ∞, then Theorem 4, in

conjunction with Theorem 3 implies that, under the said conditions,

lim
t→∞

∥∥xt − xH∥∥ ≤ (4µf

α γ

)
ε+ δ, ∀δ > 0.

The above implies that limt→∞
∥∥xt − xH∥∥ ≤ (4µf/αγ) ε. Thus, Theorem 4 shows

that under (2f, ε)-redundancy, and Assumptions 2, 3 and 4, if α > 0, or the fraction
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of Byzantine faulty agents f/n is less than 1/ (1 + 2(µ/γ)), then the DGD method
with the CGE gradient-filter is asymptotically (f, Dε)-resilient (by Definition 2)
where

D =
4µf

αγ
=

4µn

(n/f) γ − (γ + 2µ)
. (27)

Fewer number of Byzantine faulty agents f implies a smaller value of D, and there-
fore, better fault-tolerance of the algorithm. Moreover, D = 0 when f = 0, i.e., the
algorithm indeed converges to the actual minimum point of all the agents’ aggregate
cost function in the fault-free case. Note that under Assumptions 2 and 3, γ ≤ µ
(see Appendix C). So, the fault-tolerance guarantee of the CGE gradient-filter, pre-
sented in Theorem 4, requires f/n < 1/3, or f < n/3.

Next, we show that when the separation between the gradients of the non-
faulty agents’ cost functions is sufficiently small then the CWTM gradient-filter can
guarantee some approximate fault-tolerance under (2f, ε)-redundancy. To present
the fault-tolerance of the CWTM gradient-filter, we make the following additional
assumption.

Assumption 5. For two non-faulty agents i and j, we assume that there exists
λ > 0 such that for all x ∈ W,

‖∇Qi(x)−∇Qj(x)‖ ≤ λ max {‖Qi(x)‖ , ‖Qj(x)‖} .

Due to triangle triangle inequality, Assumption 5 trivially holds true when λ = 2.
However, we can presently guarantee fault-tolerance of CWTM gradient-filter when
λ < γ/(µ

√
d) where µ and γ are the Lipschitz smoothness and strong convexity

coefficients, respectively defined in Assumption 2 and 3. Recall the definition of
point xH ∈ Rd from (25) where H denotes an arbitrary set of n − f non-faulty
agents.

Theorem 5. Suppose that the non-faulty agents’ cost functions satisfy the (2f, ε)-
redundancy property, and the Assumptions 2, 3, 4 and 5 hold true. Consider the
algorithm in Section 4.1 with the CWTM gradient-filter defined in (24). The fol-
lowing holds true:

1.
∥∥GradFilter (gt1, . . . , gtn)∥∥ <∞ for all t.

2. If λ < γ/(µ
√
d) then for each set of n−f non-faulty agents H, for each δ > 0,

φt =
〈
xt − xH, GradFilter

(
gt1, . . . , g

t
n

)〉
≥
(

2
√
dnµλ ε+

(
γ −
√
dλµ

)
δ
)
δ when

∥∥xt − xH∥∥ ≥ 2
√
dnµλ

(γ −
√
dµλ)

ε+δ.

By similar arguments as in the case of CGE, Theorem 5, in conjunction with
Theorem 3, implies that the DGD method with CWTM gradient-filter and dimin-
ishing step-sizes is asymptotically (f, D′ ε)-resilient where

D′ =
2
√
dnµλ

(γ −
√
dµλ)

=

(
2n

(γ/µλ
√
d)− 1

)
,
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under the conditions sated in Theorem 5. Smaller is the value of λ, i.e., closer are
non-faulty gradients to each other, the smaller is the value of D′, and therefore, better
is the approximate fault-tolerance guarantee of the CWTM gradient-filter. Unlike
the CGE gradient-filter, resilience of CWTM presented in Theorem 5 is independent
of f , as long as λ < γ/(µ

√
d). However, the condition on λ to guarantee the resilience

of CWTM gradient-filter depends upon the dimension d of the optimization problem.
Larger dimension result in a tighter bound on λ.

5 Numerical experiments

In this section, we present simulation results to empirically compare the approximate
fault-tolerance achieved by the aforementioned gradient-filters; CGE and CWTM.
For the simulation, we consider the problem of distributed linear regression, which
is a special distributed optimization problem with quadratic cost functions [22].

5.1 Problem description

We consider a synchronous server-based system, as shown in Figure 1, wherein
n = 6, d = 2, and f = 1. Each agent i ∈ {1, . . . , n} has a data point represented
by a triplet (Ai, Bi, Ni) where Ai is a d-dimensional row vector, Bi ∈ R as the
response, and a noise value Ni ∈ R. Specifically, for all i ∈ {1, . . . , n},

Bi = Aix
∗ +Ni where x∗ =

(
1
1

)
. (28)

The collective data is represented by a triplet of matrices (A, B, N) where the i-th
row of A, B, and N are equal to Ai, Bi and Ni, respectively. The specific values are
as follows.

A =



1 0
0.8 0.5
0.5 0.8
0 1
−0.5 0.8
−0.8 0.5

 , B =



0.9108
1.3349
1.3376
1.0033
0.2142
−0.3615

 , and N =



−0.0892
0.0349
0.0376
0.0033
−0.0858
−0.0615

 . (29)

It should be noted that

B = Ax∗ +N. (30)

We let AS , BS and NS represent matrices of dimensions |S| × 2, |S| × 1 and |S| × 1
obtained by stacking the rows {Ai, i ∈ S}, {Bi, i ∈ S} and {Ni, i ∈ S}, respectively,
in the increasing order. From (30), observe that for every non-empty set S,

BS = ASx
∗ +NS . (31)

Recall from basic linear algebra that if AS is full-column rank, i.e., rank (AS) = d = 2
then x∗ is the unique solution of the set of equations in (31). Note that for every
set S with |S| ≥ n− 2f = 6− 2 = 4, the matrix AS is full rank. Specifically,

rank (AS) = d = 2, ∀S ⊆ {1, . . . , 6}, |S| ≥ 4. (32)
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In this particular distributed optimization problem, each agent i has a quadratic
cost function defined to be

Qi(x) = (Bi −Aix)2, ∀x ∈ R2.

For an arbitrary non-empty set of agents S, we define

QS(x) =
∑
i∈S

Qi(x) =
∑
i∈S

(Bi −Aix)2 , ∀x ∈ R2.

Therefore,

QS(x) =
∑
i∈S

(Bi −Aix)2 = ‖BS −ASx‖2 . (33)

As matrix AS is full rank for every S with |S| ≥ 4,

arg min
x∈R2

QS(x) = arg min
x∈R2

‖BS −ASx‖2 = (x ASx = BS) . (34)

Therefore, QS(x) has a unique minimum point when |S| ≥ 4. Henceforth, we write
notation arg minx∈R2 simply as arg min, unless otherwise stated.

5.2 Properties of agents’ cost functions

Due to the rank condition (32), the agents’ cost functions satisfy the (2f, ε)-redundancy
property, stated in Definition 3, with ε = 0.0890. The steps for computing ε are
described below.

1. For each set S ⊂ {1, . . . , 6} with |S| = n− f = 5, compute xS ∈ R2 such that
BS = ASxS . Note that, due to (34), xS = arg minQS(x).

2. For each set S ⊂ {1, . . . , 6} with |S| = n− f = 5 do the following:

(a) For each set Ŝ ⊆ S with
∣∣∣Ŝ∣∣∣ ≥ n − 2f = 4, compute x

Ŝ
such that

B
Ŝ

= A
Ŝ
x
Ŝ

. Note that, due to (34), x
Ŝ

= arg minQ
Ŝ

(x).

(b) Compute
εS = max

Ŝ⊆S, |Ŝ|≥4

∥∥xS − xŜ∥∥ .
In this particular case, both the sets of minimum points arg minQS(x)
and arg minQ

Ŝ
(x) are singleton with points xS and x

Ŝ
, respectively.

Therefore, ∥∥xS − xŜ∥∥ = dist
(
arg minQS(x), arg minQ

Ŝ
(x)
)
.

3. In the final step, we compute

ε = max
|S|=n−f

εS .
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For each agent i, its cost function Qi(x) has Lipschitz continuous gradients, i.e.,
satisfy Assumption 2, with Lipschitz coefficient

µ = vi (35)

where vi denotes the largest eigenvalue of ATi Ai. Also, for every set of agents S with
|S| = n − f = 5, their average cost function (1/ |S|)QS(x) is strongly convex, i.e.,
satisfy Assumption 3, with the strong convexity coefficient

γ =
1

|S|
vS (36)

where vS is the smallest eigenvalue of ATSAS . Derivations of (35) and (36) can found
in [22, Section 10].

5.3 Simulation

In our experiments, we simulate the following fault behaviors for the faulty agent.

• gradient-reverse: the faulty agent reverses its true gradient. Suppose the
correct gradient of a faulty agent i at step t is sti, the agent i will send the
incorrect gradient gti = −sti to the server.

• random: the faulty agent sends a randomly chosen vector in Rd. In our
experiments, the faulty agent in each step chooses i.i.d. Gaussian random
vector with mean 0 and a isotropic covariance matrix with standard deviation
of 200.

We simulate the distributed gradient-descent algorithm described in Section 4.1
by assuming agent 1 to be Byzantine faulty. It should be noted that the identity
of the faulty agent is not used in any way during the simulations. Here, the set
of non-faulty agents is H = {2, . . . , 6} and |H| = n − f = 5. Therefore, in this
particular case H is the only set of n − f non-faulty agents. From (34), we obtain
that the minimum point of the aggregate cost function

∑
i∈HQi(x), denoted by xH,

is equal to the solution of the following set of linear equations:

BH = AHxH.

Specifically, xH =

(
1.0780
0.9825

)
. Also, note from our earlier deductions in (35) and (36)

that in this particular case, the non-faulty agents’ cost functions satisfy Assump-
tions 2 and 3 with µ = 1 and γ = 0.356, respectively.

Parameters: We use the following parameters for implementing the algo-
rithm. In the update rule (21), we use step size ηt = 1.5/(t + 1) for iteration
t = 0, 1, . . .. Note that this particular step-size is diminishing and satisfies the
conditions:

∑∞
t=0 ηt = ∞ and

∑∞
t=0 η

2
t = 3π2/8 < ∞ (see [38]). We assume the

convex compact W ⊂ Rd to be a 2-dimensional hypercube [−1000, 1000]2. Note
that xH ∈ W, i.e., Assumption 4 holds true. In all the simulation results presented
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Table 1: Algorithm’s outputs with gradient-filters CGE and CWTM, and the approximation errors,
corresponging to executions when the faulty agent 1 exhibits two different types of Byzantine faults;
gradient-reverse and random. Recall that xout = x500 and dist (xH, xout) = ‖xH − xout‖.

gradient-reverse random
xout dist (xH, xout) xout dist (xH, xout)

CGE

(
1.0541
0.9826

)
0.0239

(
1.0779
0.9826

)
4.72× 10−5

CWTM

(
1.0645
0.9924

)
0.0167

(
1.0775
0.9840

)
1.51× 10−3

below, the initial estimate x0 = (−0.0085,−0.5643).

In every execution, we observe that the iterative estimates produced by the algo-
rithm practically converge after 400 iterations. Thus, to measure the approximate
fault-tolerance achieved by the different gradient-filter, i.e., CGE and CWTM, we
define the output of the algorithm to be xout = x500. The outputs for the two
gradient-filters, under different faulty behaviors, are shown in Table 1. Note that
dist (xH, xout) = ‖xH − xout‖. The results for the case when the faulty agent sends
random faulty gradients are only shown for a randomly chosen execution.

Conclusion: As shown in Table 1, in all executions, the distances between xH
the output of the algorithm xout in case of both CGE and CWTM gradient-filters
are smaller than ε = 0.0890. For the said executions, we plot in Figure 2 the values
of the aggregate cost function

∑
i∈HQi(x

t) (referred as loss) and the approximation
error

∥∥xt − xH∥∥ (referred as distance) for iteration t ranging from 0 to 500. We also
show the plots of the fault-free distributed gradient-descent (DGD) method when all
agents are free from faults, and the DGD method without any gradient-filter when
agent 1 is Byzantine faulty. The details for iteration t ranging from 0 to 80 are also
highlighted in Figure 3.

6 Summary

In this paper, we have studied the problem of approximate Byzantine fault-tolerance,
which is a generalization of the exact fault-tolerance problem studied in prior work [24].
Unlike the exact fault-tolerance, the goal in approximate fault-tolerance is to design
a distributed optimization problem that produces only an approximation of a mini-
mum point of the aggregate cost function of at least n− f non-faulty agents, in the
presence of up to f (out of n) Byzantine faulty agents.

We have defined approximate fault-tolerance formally as (f, ε)-resilience where
ε ∈ R≥0 denotes the approximation error. In the first part of the paper, i.e, Section 3,
we have obtained necessary and sufficient conditions for the achievability of (f, ε)-
resilience. These results generalize the prior result which states that exact fault-
tolerance is achievable if and only if 2f -redundancy property is satisfied [24, 25].
In the second part of the paper, i.e., Sections 4 and 5, we have considered the
case when agents’ cost functions are differentiable. For this particular case, first
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Figure 2: The losses, i.e.,
∑
i∈HQi(x

t), and distances, i.e.,
∥∥xt − xH∥∥, versus the number of

iterations in the algorithm. The final approximation errors, i.e.,
∥∥x500 − xH∥∥, are annotated in

the same colors of their corresponding plots. For the executions shown, agent 1 is assumed to be
Byzantine faulty. The different columns show the results when the faulty agent exhibits the different
types of faults: (a) gradient-reverse, and (b) random. Apart from the plots with CGE (in green) and
CWTM (in yellow) gradient-filters, we also plot the fault-free distributed gradient-descent (DGD)
method when all agents are free from faults (in blue), and the DGD method without any gradient-
filters when agent 1 is Byzantine faulty (in red).

we have derived a generic approximate fault-tolerance property of the distributed
gradient-descent method when equipped with Byzantine robust gradient aggregation
or gradient-filter. Then, we have obtained specific approximate fault-tolerance guar-
antees for two well-known gradient-filters; comparative gradient elimination (CGE)
and coordinate-wise trimmed mean (CWTM). Finally, in Section 5, we have pre-
sented empirical results comparing the approximate fault-tolerance achieved by the
two aforementioned gradient-filters.
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A Appendix: Proof of Lemma 1

Lemma (Restated). If f ≥ n/2 then there cannot exist a deterministic (f, ε)-
resilient algorithm for any ε ≥ 0.

Proof. We prove the lemma by contradiction. We consider a case when n = 2, d = 1,
i.e., Qi : R → R for all i, and all the cost functions have unique minimum points.
Suppose that f = 1, and that there exists a deterministic (f, ε)-resilient algorithm
Π for some ε ≥ 0. Without loss of generality, we suppose that agent 2 is Byzantine
faulty. We denote x1 = arg minx∈RQ1(x).

The Byzantine agent 2 can choose to behave as a non-faulty agent with cost
function Q̃2(x) = Q1(x−x1−2ε− δ) where δ is some positive real value. Now, note
that the minimum point of Q̃2(x), which we denoted by x2, is unique and equal
to x1 + 2ε + δ. Therefore, |x1 − x2| = 2ε + δ > 2ε. As the identity of Byzantine
agent is a priori unknown, the server cannot distinguish between scenarios; (i) agent
1 is non-faulty, and (ii) agent 2 is non-faulty. Now, being deterministic algorithm,
Π should produce the same output in both the scenarios. In scenario (i), as Π is
assumed (f, ε)-resilient, its output must lie in the interval [x1− ε, x1 + ε]. Similarly,
in scenario (ii), the output of Π must lie in the interval [x2− ε, x2 + ε]. However, as
|x1 − x2| > 2ε, the two intervals [x1 − ε, x1 + ε] and [x2 − ε, x2 + ε] do not overlap.
Therefore, Π cannot be (f, ε)-resilient in both the scenarios simultaneously, which
is a contradiction to the assumption that Π is (f, ε)-resilient.

The above argument extends easily for the case when n > 2, and f > n/2.

B Appendix: The Special Case of (f, 0)-Resilience

We show that (f, 0)-resilience, stated in Definition 2, and exact fault-tolerance, de-
fined in Section 1.1, are equivalent in the deterministic framework. Specifically, we
show that a deterministic (f, 0)-resilient algorithm achieves exact fault-tolerance,
and a deterministic exact fault-tolerant algorithm is (f, 0)-resilient. We consider
the server-based system architecture. Notation arg minx∈Rd is simply written as
arg min, unless otherwise stated.

First, we show that (f, 0)-resilience implies exact fault-tolerance. Suppose that
there exists a deterministic (f, 0)-resilient algorithm Π. Consider an arbitrary exe-
cution EH of Π wherein H ⊆ {1, . . . , n} denotes the set of all the non-faulty agents,
and let x̂ denote the output. Recall that, as there are at most f faulty agents,
|H| ≥ n− f . To prove that Π has exact fault-tolerance, it suffices to show that, in
execution EH, x̂ is a minimum point of the aggregate cost function of all non-faulty
agents

∑
i∈HQi(x).

By Definition 2 of (f, 0)-resilience, for every set S ⊆ H with |S| = n− f ,

x̂ ∈ arg min
∑
i∈S

Qi(x).
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Therefore, for every set S with S ⊆ H and |S| = n− f ,∑
i∈S

Qi(x̂) ≤
∑
i∈S

Qi(x), ∀x ∈ Rd. (37)

Now, note that there are
( |H|
n−f
)

subsets in H of size n− f , and each agent i ∈ H is

contained in
( |H|−1
n−f−1

)
of those subsets. Therefore,

∑
S⊆H,
|S|=n−f

∑
i∈S

Qi(x) =

(
|H| − 1

n− f − 1

) ∑
i∈H

Qi(x). (38)

Substituting from (37) in (38) we obtain that∑
i∈H

Qi(x̂) ≤
∑
i∈H

Qi(x), ∀x ∈ Rd

The above implies that

x̂ ∈ arg min
∑
i∈H

Qi(x).

The above proves that Π has exact fault-tolerance in execution EH.

Now, we show that exact fault-tolerance implies (f, 0)-resilience. Suppose that
Π is a deterministic algorithm with exact fault-tolerance. Similar to above, consider
an arbitrary execution EH of Π wherein set H comprises all the non-faulty agents,
and x̂ is its output. Therefore,

x̂ ∈ arg min
∑
i∈H

Qi(x).

To prove that Π is (f, 0)-resilient, it suffices to show that in execution EH for every
set S ⊆ H with |S| = n − f , x̂ is a minimum point of the aggregate cost func-
tion

∑
i∈S Qi(x). This is trivially true when |H| = n − f . We assume below that

|H| > n− f .

Consider an arbitrary subset S of H with |S| = n − f . Consider an execution
ES wherein S is the set of all non-faulty agents, with the remaining agents in
{1, . . . , n}\S being Byzantine faulty. Suppose that the inputs from all the agents to
the server in ES are identical to their inputs in EH. Therefore, as Π is a deterministic
algorithm, its output in execution ES is same as that in execution EH, i.e., x̂.
Moreover, as Π is assumed to have exact fault-tolerance,

x̂ ∈ arg min
∑
i∈S

Qi(x).

As S is an arbitrary subset S of H with |S| = n − f , the above proves that Π is
(f, 0)-resilient in execution EH.
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C Appendix: Proof of γ ≤ µ

We show below that if Assumptions 2 and 3 hold true simultaneously then γ ≤ µ.

Consider an arbitrary set of n− f non-faulty agents H, and two arbitrary non-
identical points x, y ∈ Rd, i.e., x 6= y. If Assumption 2 holds true then

‖∇Qi(x)−∇Qi(y)‖ ≤ µ ‖x− y‖ , ∀i ∈ H.

Therefore, owing to the Cauchy-Schwartz inequality, for all i ∈ H,

〈x− y, ∇Qi(x)−∇Qi(y)〉 ≤ ‖x− y‖ ‖∇Qi(x)−∇Qi(y)‖ ≤ µ ‖x− y‖2 . (39)

From (39) we obtain that∑
i∈H
〈x− y, ∇Qi(x)−∇Qi(y)〉 ≤ µ |H| ‖x− y‖2 . (40)

If Assumption 3 holds true then∑
i∈H
〈x− y, ∇Qi(x)−∇Qi(y)〉 ≥ γ |H| ‖x− y‖2 . (41)

As x, y are arbitrary non-identical points, (40) and (41) together imply that γ ≤ µ.

D Appendix: Proof of Theorem 3

The proof of Theorem 3 relies on the following sufficient criterion for the conver-
gence of non-negative sequences.

Lemma 2 (Bottou, 1998 [6]). Consider a sequence of real values {ut, t = 0, 1, . . .}.
If ut ≥ 0, ∀t then

∞∑
t=0

(ut+1 − ut)+ <∞ =⇒


ut −→

t→∞
u∞ <∞

∑∞
t=0(ut+1 − ut)− > −∞

(42)

where the operators (·)+ and (·)− are defined as follows for a real scalar x,

(x)+ =

{
x , x > 0
0 , otherwise

, and (x)− =

{
0 , x > 0
x , otherwise

Recall from the statement of Theorem 3 that x∗ ∈ W where W is a compact
convex set. We define, for all t ∈ {0, 1, . . .},

et =
∥∥xt − x∗∥∥ . (43)

Next, we define a univariate real-valued function ψ : R→ R:

ψ(y) =

{
0, y < (D∗)2,(

y − (D∗)2
)2
, y ≥ (D∗)2.

(44)
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Let ψ′(y) denote the derivative of ψ at y ∈ R. Specifically,

ψ′(y) = max
{

0, 2
(
y − (D∗)2

)}
. (45)

We show below that ψ′(·) is a Lipschitz continuous function with Lipschitz coefficient
of 2. From (45), we obtain that

∣∣ψ′(y)− ψ′(z)
∣∣ =


2 |y − z| , both y, z ≥ (D∗)2

2
∣∣y − (D∗)2

∣∣ , y ≥ (D∗)2, z < (D∗)2

0 , both y, z < (D∗)2
(46)

Note from (46) that for the case when y ≥ (D∗)2, z < (D∗)2,∣∣ψ′(y)− ψ′(z)
∣∣ = 2

∣∣y − (D∗)2
∣∣ < 2 |y − z| .

Similarly, due to symmetry, when y < (D∗)2, z ≥ (D∗)2 then |ψ′(y)− ψ′(z)| =
22
∣∣z − (D∗)2

∣∣ < 2 |y − z| . Therefore, from (45) we obtain that∣∣ψ′(y)− ψ′(z)
∣∣ ≤ 2 |y − z| , ∀y, z ∈ R. (47)

The Lipschitz continuity of ψ′(·), shown in (47), implies that [7, Section 4.1]

ψ(z)− ψ(y) ≤ (z − y)ψ′(y) + (z − y)2, ∀y, z ∈ R. (48)

Now, for each t ∈ {0, 1, . . .}, we define

ht = ψ(e2
t ). (49)

From (48) and (49), for all t, we obtain that

ht+1 − ht = ψ
(
e2
t+1

)
− ψ

(
e2
t

)
≤
(
e2
t+1 − e2

t

)
· ψ′

(
e2
t

)
+
(
e2
t+1 − e2

t

)2
.

From now on we use ψ′t as a shorthand for ψ′(e2
t ). From above we have

ht+1 − ht ≤
(
e2
t+1 − e2

t

)
ψ′t +

(
e2
t+1 − e2

t

)2
. (50)

Now, recall from (21) that for all t ∈ {0, 1, . . .},

xt+1 =
[
xt − ηt GradFilter

(
gt1, . . . , g

t
n

)]
W (51)

By the non-expansion property of Euclidean projection onto a closed convex set,∥∥xt+1 − x∗
∥∥ ≤ ∥∥xt − x∗ − ηt GradFilter (gt1, . . . , gtn)∥∥ .

Recall from (43) that et denotes
∥∥xt − x∗∥∥ for all t. Upon squaring the both sides

in the above inequality, we obtain that

e2
t+1 ≤ e2

t − 2ηt
〈
xt − x∗, GradFilter

(
gt1, . . . , g

t
n

)〉
+ η2

t

∥∥GradFilter (gt1, . . . , gtn)∥∥2
.

(52)
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Recall, from (22) in the statement of Theorem 3, that

φt =
〈
xt − x∗, GradFilter

(
gt1, . . . , g

t
n

)〉
, ∀t.

Substituting from the above in (52), we obtain that

e2
t+1 ≤ e2

t − 2ηtφt + η2
t

∥∥GradFilter (gt1, . . . , gtn)∥∥2
. (53)

As ψ′t ≥ 0, ∀t, substituting from (53) in (50) we get

ht+1 − ht ≤
(
−2ηtφt + η2

t

∥∥GradFilter (gt1, . . . , gtn)∥∥2
)
ψ′t +

(
e2
t+1 − e2

t

)2
. (54)

Note that for an arbitrary t,∣∣e2
t+1 − e2

t

∣∣ = (et+1 + et) |et+1 − et| . (55)

As W is assumed compact, there exists Γ = maxx∈W ‖x− x∗‖ < ∞. We assume
Γ > 0, otherwise W = {x∗} and the theorem is trivial. Recall from the update
rule (21), which is re-stated above in (51), that xt ∈ W for all t, and that x∗ ∈ W.
Therefore,

et =
∥∥xt − x∗∥∥ ≤ max

x∈W
‖x− x∗‖ = Γ, ∀t. (56)

From (56), for all t, we obtain that

et+1 + et ≤ 2Γ.

Substituting from above in (55) implies that∣∣e2
t+1 − e2

t

∣∣ ≤ 2Γ |et+1 − et| , ∀t. (57)

From triangle inequality, we get

|et+1 − et| =
∣∣∥∥xt+1 − x∗

∥∥− ∥∥xt − x∗∥∥∣∣ ≤ ∥∥xt+1 − xt
∥∥ .

Substituting from above in (57) we obtain that∣∣e2
t+1 − e2

t

∣∣ ≤ 2Γ
∥∥xt+1 − xt

∥∥ . (58)

Due to the non-expansion property of Euclidean projection onto a closed convex set,
from (51) we obtain that∥∥xt+1 − xt

∥∥ =
∥∥[xt − ηt GradFilter (gt1, . . . , gtn)]W − xt∥∥ ≤ ηt ∥∥GradFilter (gt1, . . . , gtn)∥∥ .

Substituting from above in (58) we obtain that∣∣e2
t+1 − e2

t

∣∣ ≤ 2ηtΓ
∥∥GradFilter (gt1, . . . , gtn)∥∥ .

Thus, (
e2
t+1 − e2

t

)2 ≤ 4η2
t Γ2

∥∥GradFilter (gt1, . . . , gtn)∥∥2
. (59)
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Substituting from (59) in (54) we obtain that, for all t,

ht+1 − ht ≤
(
−2ηtφt + η2

t

∥∥GradFilter (gt1, . . . , gtn)∥∥2
)
ψ′t

+ 4η2
t Γ

2
∥∥GradFilter (gt1, . . . , gtn)∥∥2

= −2ηtφtψ
′
t + η2

t

(
ψ′t + 4Γ2

) ∥∥GradFilter (gt1, . . . , gtn)∥∥2
. (60)

Recall from (56) that et ≤ Γ. Also, by assumption, D∗ < maxx∈W ‖x− x∗‖ = Γ.
Recall that ψ′t is short for ψ′(e2

t ). Therefore, from (45) we obtain that

0 ≤ ψ′t ≤ 2
(

Γ2 − (D∗)2
)
≤ 2Γ2, ∀t. (61)

As the statement of Theorem 3 assumes that
∥∥GradFilter (gt1, . . . , gtn)∥∥ < ∞ for all

t, there exists a real value M <∞ such that∥∥GradFilter (gt1, . . . , gtn)∥∥ ≤ M, ∀t. (62)

Substituting from (61) and (62) in (60) we obtain that

ht+1 − ht ≤ −2ηtφtψ
′
t + 6η2

t Γ
2M2. (63)

We now use Lemma 2 to prove that h∞ = 0 as follows.

For an iteration t, we consider below two possible cases: (i) et < D∗, and (ii)
et = D∗ + δ for some δ ≥ 0.

Case i) In this particular case, ψ′t = 0. Therefore, due to Cauchy-Schwartz inequality,

|φt| =
∣∣〈xt − x∗, GradFilter (gt1, . . . , gtn)〉∣∣ ≤ et ∥∥GradFilter (gt1, . . . , gtn)∥∥ .

Substituting from (62) above, we obtain that |φt| ≤ ΓM <∞. Therefore,

φtψ
′
t = 0. (64)

Case ii) In this particular case, from (45), we obtain that

ψ′t = 2
(
(D∗ + δ)2 − (D∗)2

)
= 2δ(2D∗ + δ).

Now, by assumption, φt ≥ ξ when et ≥ D∗ where ξ > 0. Therefore,

φtψ
′
t ≥ 2ξδ(2D∗ + δ). (65)

From (64) and (65) above, we obtain that

φtψ
′
t ≥ 0, ∀t. (66)

Substituting the above in (63) implies that

ht+1 − ht ≤ 6η2
t Γ

2M2, ∀t.
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Recall that notation (·)+ from Lemma 2. The above inequality implies that

(ht+1 − ht)+ ≤ 6η2
t Γ

2M2.

As η2
t <∞, ∀t, and constants L, M <∞, the above implies that

∞∑
t=0

(ht+1 − ht)+ ≤ 6Γ2M2
∞∑
t=0

η2
t <∞.

As ht ≥ 0 for all t, the above in conjunction with Lemma 2 implies that

ht
t→∞−−−→ h∞ <∞, and

∞∑
t=0

(ht+1 − ht)− > −∞.
(67)

Note that h∞ − h0 =
∑∞

t=0 (ht+1 − ht). Thus, from (63) we obtain that

h∞ − h0 ≤ −2
∞∑
t=0

ηtφtψ
′
t + 6Γ2M2

∞∑
t=0

η2
t . (68)

By Definition (49), ht ≥ 0 for all t. Therefore, from (68) above we obtain that

2

∣∣∣∣∣
∞∑
t=0

ηtφtψ
′
t

∣∣∣∣∣ ≤ h0 + h∞ + 6Γ2M2
∞∑
t=0

η2
t . (69)

By assumption,
∑∞

t=0 η
2
t < ∞. From (67), h∞ < ∞. Substituting from (56) that

et <∞, ∀t in Definition of ht (49), we obtain that h0 = ψ(e2
0) <∞. Therefore, (69)

implies that

2

∣∣∣∣∣
∞∑
t=0

ηtφtψ
′
t

∣∣∣∣∣ <∞.
Recall from (66) that φtψ

′
t ≥ 0 for all t. Thus, from above we obtain that

∞∑
t=0

ηtφtψ
′
t <∞. (70)

Finally, we reason below by contradiction that h∞ = 0.

Note that for any ζ > 0, there exists a unique positive value β such that ζ =
2β
(
2D∗ +

√
β
)2

. Suppose that h∞ = 2β(2D∗ +
√
β)2 for some positive value β. As

the sequence {ht}∞t=0 converges to h∞ (see (67)), there exists some finite τ ∈ Z≥0

such that for all t ≥ τ ,

|ht − h∞| ≤ β
(

2D∗ +
√
β
)2

=⇒ ht ≥ h∞ − β
(

2D∗ +
√
β
)2
.

As h∞ = 2β(2D∗ +
√
β)2, the above implies that

ht ≥ β
(

2D∗ +
√
β
)2
, ∀t ≥ τ. (71)
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Therefore (cf. (44) and (49)), for all t ≥ τ ,(
e2
t − (D∗)2

)2
≥ β

(
2D∗ +

√
β
)2
, or∣∣∣e2

t − (D∗)2
∣∣∣ ≥√β (2D∗ +

√
β
)
.

Thus, for each t ≥ τ , either

e2
t ≥ (D∗)2 +

√
β
(

2D∗ +
√
β
)

=
(
D∗ +

√
β
)2
, (72)

or
e2
t ≤ (D∗)2 −

√
β
(

2D∗ +
√
β
)
< (D∗)2. (73)

If the latter, i.e. (73), holds true for some t′ ≥ τ then

ht′ = ψ
(
e2
t′
)

= 0,

which contradicts (71). Therefore, (71) implies (72) for all t ≥ τ .

From above we obtain that if h∞ = 2β(2D∗ +
√
β)2 then there exists τ < ∞

such that for all t ≥ τ ,
et ≥ D∗ +

√
β.

Thus, from (65) we obtain that

φtψ
′
t ≥ 2ξ

√
β(2D∗ +

√
β), ∀t ≥ τ.

Therefore,
∞∑
t=τ

ηtφtψ
′
t ≥ 2ξ

√
β(2D∗ +

√
β)

∞∑
t=τ

ηt =∞.

This is a contradiction to (70). Therefore, h∞ = 0, and by definition of ht in (49),

h∞ = lim
t→∞

ψ(e2
t ) = 0.

Hence, by definition of ψ(·) in (44),

lim
t→∞

∥∥xt − x∗∥∥ ≤ D∗.

E Appendix: Proof of Theorem 4

Throughout, we assume f > 0 to ignore the trivial case of f = 0.

Consider an arbitrary set H of non-faulty agents with |H| = n− f . Recall that
under Assumptions 3 and 4, the aggregate cost function

∑
i∈HQi(x) has a unique

minimum point in set W, which we denote by xH. Specifically,

{xH} =W ∩ arg min
x∈Rd

∑
i∈H

Qi(x). (74)
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Recall from (23) that for CGE gradient-filter, in update rule (21),

GradFilter
(
gt1, . . . , g

t
n

)
=

n−f∑
j=1

gtij , ∀t. (75)

First, we show that
∥∥∥∑n−f

j=1 g
t
ij

∥∥∥ < ∞, ∀t. Consider a subset S1 ⊂ H with

|S1| = n− 2f . From triangle inequality,∥∥∥∥∥∥
∑
j∈S1

∇Qj(x)−
∑
j∈S1

∇Qj(xH)

∥∥∥∥∥∥ ≤
∑
j∈S1

‖∇Qj(x)−∇Qj(xH)‖ , ∀x ∈ Rd.

Under Assumption 2, i.e., Lipschitz continuity of non-faulty gradients, for each non-
faulty agent j, ‖∇Qj(x)−∇Qj(xH)‖ ≤ µ ‖x− xH‖. Substituting this above implies
that ∥∥∥∥∥∥

∑
j∈S1

∇Qj(x)−
∑
j∈S1

∇Qj(xH)

∥∥∥∥∥∥ ≤ |S1|µ ‖x− xH‖ . (76)

As |S1| = n − 2f , the (2f, ε)-redundancy property defined in Definition 3 implies
that for all x1 ∈ arg minx

∑
j∈S1

Qj(x),

‖x1 − xH‖ ≤ ε.

Substituting from above in (76) implies that, for all x1 ∈ arg minx
∑

j∈S1
Qj(x),∥∥∥∥∥∥

∑
j∈S1

∇Qj(x1)−
∑
j∈S1

∇Qj(xH)

∥∥∥∥∥∥ ≤ |S1|µ ‖x1 − xH‖ ≤ |S1|µε. (77)

For all x1 ∈ arg minx
∑

j∈S1
Qj(x), ∇Qj(x1) = 0. Thus, (77) implies that∥∥∥∥∥∥
∑
j∈S1

∇Qj(xH)

∥∥∥∥∥∥ ≤ |S1|µε. (78)

Now, consider an arbitrary non-faulty agent i ∈ H \ S1. Let S2 = S1 ∪ {i}. Using
similar arguments as above we obtain that under the (2f, ε)-redundancy property
and Assumption 2, for all x2 ∈ arg minx

∑
j∈S2

Qj(x),∥∥∥∥∥∥
∑
j∈S2

∇Qj(xH)

∥∥∥∥∥∥ =

∥∥∥∥∥∥
∑
j∈S2

∇Qj(x2)−
∑
j∈S2

∇Qj(xH)

∥∥∥∥∥∥ ≤ |S2|µε. (79)

Note that
∑

j∈S2
∇Qj(x) =

∑
j∈S1
∇Qj(x) +∇Qi(x). From triangle inequality,

‖∇Qi(xH)‖ −

∥∥∥∥∥∥
∑
j∈S1

∇Qj(xH)

∥∥∥∥∥∥ ≤
∥∥∥∥∥∥
∑
j∈S1

∇Qj(xH) +∇Qi(xH)

∥∥∥∥∥∥ . (80)
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Therefore, for each non-faulty agent i ∈ H,

‖∇Qi(xH)‖ ≤

∥∥∥∥∥∥
∑
j∈S1

∇Qj(xH) +∇Qi(xH)

∥∥∥∥∥∥+

∥∥∥∥∥∥
∑
j∈S1

∇Qj(xH)

∥∥∥∥∥∥ ≤ |S2|µε+ |S1|µε

= (n− 2f + 1)µε+ (n− 2f)µε = (2n− 4f + 1)µε. (81)

Now, for all x and i ∈ H, by Assumption 2,

‖∇Qi(x)−∇Qi(xH)‖ ≤ µ ‖x− xH‖ .

By triangle inequality,

‖∇Qi(x)‖ ≤ ‖∇Qi(xH)‖+ µ ‖x− xH‖ .

Substituting from (81) above we obtain that

‖∇Qi(x)‖ ≤ (2n− 4f + 1)µε+ µ ‖x− xH‖ ≤ 2nµε+ µ ‖x− xH‖ . (82)

We use the above inequality (82) to show below that
∥∥∥∑n−f

j=1 g
t
ij

∥∥∥ is bounded for all

t. Recall that for each iteration t,∥∥gti1∥∥ ≤ ... ≤ ∥∥∥gtin−f∥∥∥ ≤ ∥∥∥gtin−f+1

∥∥∥ ≤ ... ≤ ∥∥gtin∥∥ .
As there are at most f Byzantine agents, for each t there exists σt ∈ H such that∥∥∥gtin−f∥∥∥ ≤ ∥∥∥gtiσt∥∥∥ . (83)

As gtj = ∇Qj(xt) for all j ∈ H, from (83) we obtain that∥∥∥gtij∥∥∥ ≤ ∥∥∇Qσt(xt)∥∥ , ∀j ∈ {1, . . . , n− f}, t.

Substituting from (82) above we obtain that for every j ∈ {1, . . . , n− f},∥∥∥gtij∥∥∥ ≤ ∥∥∥gtin−f∥∥∥ ≤ 2nµε+ µ
∥∥xt − xH∥∥ .

Therefore, from triangle inequality,∥∥∥∥∥∥
n−f∑
j=1

gtij

∥∥∥∥∥∥ ≤
n−f∑
j=1

∥∥∥gtij∥∥∥ ≤ (n− f)
(
2nµε+ µ

∥∥xt − xH∥∥) . (84)

Recall from (74) that xH ∈ W. Let Γ = maxx∈W ‖x− xH‖. As W is a compact set,
Γ <∞. Recall from the update rule (21) that xt ∈ W for all t. Thus,

∥∥xt − xH∥∥ ≤
maxx∈W ‖x− xH‖ = Γ <∞. Substituting this in (84) implies that∥∥∥∥∥∥

n−f∑
j=1

gtij

∥∥∥∥∥∥ ≤ (n− f) (2nµε+ µΓ) <∞. (85)
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Recall that in this particular case,
∑n−f

j=1 g
t
ij

= GradFilter
(
gt1, . . . , g

t
n

)
(see (75)).

Therefore, from above we obtain that∥∥GradFilter (gt1, . . . , gtn)∥∥ <∞, ∀t. (86)

Next, we show that for an arbitrary δ > 0 there exists ξ > 0 such that

φt ,

〈
xt − xH,

n−f∑
j=1

gtij

〉
≥ ξ when

∥∥xt − xH∥∥ ≥ D ε+ δ.

Consider an arbitrary iteration t. Note that, as |H| = n − f , there are at
least n − 2f agents that are common to both sets H and {i1, ..., in−f}. We let
Ht = {i1, ..., in−f}∩H. The remaining set of agents Bt = {i1, ..., in−f}\Ht comprises
of only faulty agents. Note that

∣∣Ht∣∣ ≥ n− 2f and
∣∣Bt∣∣ ≤ f . Therefore,

φt =

〈
xt − xH,

∑
j∈Ht

gtj

〉
+

〈
xt − xH,

∑
k∈Bt

gtk

〉
. (87)

Consider the first term in the right-hand side of (87). Note that〈
xt − xH,

∑
j∈Ht

gtj

〉
=

〈
xt − xH,

∑
j∈Ht

gtj +
∑

j∈H\Ht
gtj −

∑
j∈H\Ht

gtj

〉

=

〈
xt − xH,

∑
j∈H

gtj

〉
−

〈
xt − xH,

∑
j∈H\Ht

gtj

〉
.

Recall that gtj = ∇Qj(xt), ∀j ∈ H. Therefore,〈
xt − xH,

∑
j∈Ht

gtj

〉
=

〈
xt − xH,

∑
j∈H
∇Qj(xt)

〉
−

〈
xt − xH,

∑
j∈H\Ht

∇Qj(xt)

〉
.

(88)

Due to the strong convexity assumption (i.e., Assumption 3), for all x, y ∈ Rd,〈
x− y, ∇

∑
j∈H

Qj(x)−∇
∑
j∈H

Qj(y)

〉
≥ |H| γ ‖x− y‖2 .

As xH is minimum point of
∑

j∈HQj(x), ∇
∑

j∈HQj(xH) = 0. Thus,〈
xt − xH,

∑
j∈H
∇Qj(xt)

〉
=

〈
xt − xH, ∇

∑
j∈H

Qj(x
t)−∇

∑
j∈H

Qj(xH)

〉
≥ |H| γ

∥∥xt − xH∥∥2
. (89)

Now, due to the Cauchy-Schwartz inequality,〈
xt − xH,

∑
j∈H\Ht

∇Qj(xt)

〉
=

∑
j∈H\Ht

〈
xt − xH, ∇Qj(xt)

〉
≤

∑
j∈H\Ht

∥∥xt − xH∥∥ ∥∥∇Qj(xt)∥∥ . (90)
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Substituting from (89) and (90) in (88) we obtain that〈
xt − xH,

∑
j∈Ht

gtj

〉
≥ γ |H|

∥∥xt − xH∥∥2 −
∑

j∈H\Ht

∥∥xt − xH∥∥ ∥∥∇Qj(xt)∥∥ . (91)

Next, we consider the second term in the right-hand side of (87). From the
Cauchy-Schwartz inequality,〈

xt − xH, gtk
〉
≥ −

∥∥xt − xH∥∥ ∥∥gtk∥∥ .
Substituting from (91) and above in (87) we obtain that

φt ≥ γ |H|
∥∥xt − xH∥∥2−

∑
j∈H\Ht

∥∥xt − xH∥∥ ∥∥∇Qj(xt)∥∥−∑
k∈Bt

∥∥xt − xH∥∥ ∥∥gtk∥∥ . (92)

Recall that, due to the sorting of the gradients, for an arbitrary k ∈ Bt and an
arbitrary j ∈ H\Ht, ∥∥gtk∥∥ ≤ ∥∥gtj∥∥ =

∥∥∇Qj(xt)∥∥ . (93)

Recall that Bt = {i1, . . . , in−f}\Ht. Thus,
∣∣Bt∣∣ = n−f−

∣∣Ht∣∣. Also, as |H| = n−f ,∣∣H\Ht∣∣ = n− f −
∣∣Ht∣∣. That is,

∣∣Bt∣∣ =
∣∣H\Ht∣∣. Therefore, (93) implies that∑

k∈Bt

∥∥gtk∥∥ ≤ ∑
j∈H\Ht

∥∥∇Qj(xt)∥∥ .
Substituting from above in (92), we obtain that

φt ≥ γ |H|
∥∥xt − xH∥∥2 − 2

∑
j∈H\Ht

∥∥xt − xH∥∥ ∥∥∇Qj(xt)∥∥ .
Substituting from (82), i.e., ‖∇Qi(x)‖ ≤ 2nµε+ µ ‖x− xH‖, above we obtain that

φt ≥ γ |H|
∥∥xt − xH∥∥2 − 2

∣∣H\Ht∣∣ ∥∥xt − xH∥∥ (2nµε+ µ
∥∥xt − xH∥∥)

≥
(
γ |H| − 2µ

∣∣H\Ht∣∣) ∥∥xt − xH∥∥2 − 4nµε
∣∣H\Ht∣∣ ∥∥xt − xH∥∥ .

As |H| = n− f and
∣∣H\Ht∣∣ ≤ f , the above implies that

φt ≥ (γ(n− f)− 2µf)
∥∥xt − xH∥∥2 − 4nµεf

∥∥xt − xH∥∥
= (γ(n− f)− 2µf)

∥∥xt − xH∥∥ (∥∥xt − xH∥∥− 4nµεf

γ(n− f)− 2µf

)

= nγ

(
1− f

n

(
1 +

2µ

γ

))∥∥xt − xH∥∥
∥∥xt − xH∥∥− 4µf ε

γ
(

1− f
n

(
1 + 2µ

γ

))
 .

(94)

Recall from (26) that

α = 1− f

n

(
1 +

2µ

γ

)
.
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Substituting from above in (94) we obtain that

φt ≥ αnγ
∥∥xt − xH∥∥ (∥∥xt − xH∥∥− (4µf

αγ

)
ε

)
. (95)

As it is assumed that α > 0, (95) implies that for an arbitrary δ > 0,

φt ≥ αnγ δ
((

4µf

αγ

)
ε+ δ

)
> 0 when

∥∥xt − xH∥∥ ≥ Dε+ δ.

Hence, the proof.

F Appendix: Proof of Theorem 5

In this section we present the proof of Theorem 5. Throughout this section we as-
sume f > 0 to ignore the trivial case of f = 0. The proof closely follows that of
Theorem 4, and we may borrow some notation and results directly from Appendix E.

Recall from (24) that for CWTM gradient-filter, for all l ∈ {1, . . . , d},

GradFilter
(
gt1, . . . , g

t
n

)
[l] =

1

n− 2f

n−f∑
j=f+1

gtij [l][l], ∀t. (96)

First, we show that
∑n−f

j=f+1 g
t
ij [l]

[l] is finite for all l and t. From (82) in Ap-

pendix E, we know that if the (2f, ε)-redundancy property and Assumption 2 hold
true then for each non-faulty agent i ∈ H,

‖∇Qi(x)‖ ≤ 2nµε+ µ ‖x− xH‖ . (97)

The above implies that for all i ∈ H, l ∈ {1, . . . , d} and x,

|∇Qi(x)[l]| ≤ 2nµε+ µ ‖x− xH‖ . (98)

Recall that for all l and t,

gti1[l][l] ≤ . . . ≤ g
t
if+1[l][l] ≤ . . . ≤ g

t
in−f [l][l] ≤ . . . ≤ g

t
in[l][l].

As there are at most f Byzantine agents and |H| = n− f , for all l and t there exists
a pair of non-faulty agents σ1

t [l], σ
2
t [l] ∈ H such that

gtin−f [l][l] ≤ g
t
i
σ1t [l]

[l], and gtif+1[l][l] ≥ g
t
i
σ2t [l]

[l]. (99)

As gtj = ∇Qj(xt) for all j ∈ H, from (99) we obtain that for all j ∈ {f+1, . . . , n−f},
l and t, ∣∣∣gtij [l][l]∣∣∣ ≤ max

{∣∣∣∇Qσ1
t [l](x

t)[l]
∣∣∣ , ∣∣∣∇Qσ1

t [l](x
t)[l]

∣∣∣} .
Substituting from (98) above we obtain that for all j ∈ {f + 1, . . . , n− f}, l and t,∣∣∣gtij [l][l]∣∣∣ ≤ 2nµε+ µ

∥∥xt − xH∥∥ .
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Therefore, owing to the triangle inequality,∣∣∣∣∣∣
n−f∑
j=f+1

gtij [l][l]

∣∣∣∣∣∣ ≤
n−2f∑
j=f+1

∣∣∣gtij [l][l]∣∣∣ ≤ (n− f)
(
2nµε+ µ

∥∥xt − xH∥∥) . (100)

Let Γ = maxx∈W ‖x− xH‖. AsW is a compact set, Γ <∞. Recall from the update
rule (21) that xt ∈ W for all t. Thus,

∥∥xt − xH∥∥ ≤ maxx∈W ‖x− xH‖ = Γ < ∞.
Substituting this in (100) implies that for all l ∈ {1, . . . , d},∣∣∣∣∣∣

n−f∑
j=f+1

gtij [l][l]

∣∣∣∣∣∣ ≤ (n− 2f) (2nµε+ µΓ) <∞.

Substituting from above in (96) we obtain that∥∥GradFilter (gt1, . . . , gtn)∥∥ <∞, ∀t. (101)

Now, consider an arbitrary iteration t and l ∈ {1, . . . , d}. From prior works
on CWTM gradient-filter for the scalar case [43], i.e., when d = 1, we know that
trimmed mean of the l-th elements of the gradients lies in the convex hull of l-th
elements of the non-faulty agents’ gradients in set H. Specifically,

min
i∈H

gti [l] ≤ GradFilter
(
gt1, . . . , g

t
n

)
[l] ≤ max

i∈H
gti [l]. (102)

Obviously,

min
i∈H

gti [l] ≤
1

|H|
∑
i∈H

gti [l] ≤ max
i∈H

gti [l]. (103)

Therefore, from (102) and (103) we obtain that∣∣∣∣∣GradFilter (gt1, . . . , gtn) [l]− 1

|H|
∑
i∈H

gti [l]

∣∣∣∣∣ ≤ max
i∈H

gti [l]−min
i∈H

gti [l].

As maxi∈H g
t
i [l] − mini∈H g

t
i [l] = maxi, j∈H

∣∣∣gti [l]− gtj [l]∣∣∣, and gti = ∇Qi(xt) for all

i ∈ H, the above can be re-written as follows.∣∣∣∣∣GradFilter (gt1, . . . , gtn) [l]− 1

|H|
∑
i∈H
∇Qi(xt)[l]

∣∣∣∣∣ ≤ max
i, j∈H

∣∣∇Qi(xt)[l]−∇Qj(xt)[l]∣∣ .
(104)

Note that for any two i, j ∈ H,∣∣∇Qi(xt)[l]−∇Qj(xt)[l]∣∣ ≤ ∥∥∇Qi(xt)−∇Qj(xt)∥∥ . (105)

Substituting from Assumption 5, ‖∇Qi(x)−∇Qj(x)‖ ≤ λmax {‖∇Qi(x)‖ , ‖∇Qj(x)‖},
in (105) we obtain that∣∣∇Qi(xt)[l]−∇Qj(xt)[l]∣∣ ≤ λmax

{∥∥∇Qi(xt)∥∥ , ∥∥∇Qj(xt)∥∥} . (106)
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Substituting from (97) above we obtain that∣∣∇Qi(xt)[l]−∇Qj(xt)[l]∣∣ ≤ λ (2nµ ε+ µ
∥∥xt − xH∥∥) . (107)

Finally, substituting from (107) in (104) we obtain that, for all l,∣∣∣∣∣GradFilter (gt1, . . . , gtn) [l]− 1

|H|
∑
i∈H
∇Qi(xt)[l]

∣∣∣∣∣ ≤ λ (2nµ ε+ µ
∥∥xt − xH∥∥) .

As ‖x‖ =
√∑d

l=1 |x[l]|2 for x ∈ Rd, the above implies that∥∥∥∥∥GradFilter (gt1, . . . , gtn)− 1

|H|
∑
i∈H
∇Qi(xt)

∥∥∥∥∥ ≤ √dλ (2nµ ε+ µ
∥∥xt − xH∥∥) . (108)

Now, note that

GradFilter
(
gt1, . . . , g

t
n

)
=

1

|H|
∑
i∈H
∇Qi(xt) (109)

+

(
GradFilter

(
gt1, . . . , g

t
n

)
− 1

|H|
∑
i∈H
∇Qi(xt)

)
.

Recall from Theorem 3 that φt, for each t, is defined to be

φt =
〈
xt − xH, GradFilter

(
gt1, . . . , g

t
n

)〉
.

Substituting from (109) above we obtain that

φt =

〈
xt − xH,

1

|H|
∑
i∈H
∇Qi(xt)

〉
(110)

+

〈
xt − xH, GradFilter

(
gt1, . . . , g

t
n

)
− 1

|H|
∑
i∈H
∇Qi(xt)

〉
.

Recall from Assumption 3 that QH(x) = (1/ |H|)
∑

i∈HQi(x). Thus, the first
term on the right-hand side of (110),〈

xt − xH,
1

|H|
∑
i∈H
∇Qi(xt)

〉
=
〈
xt − xH, ∇QH(xt)

〉
.

Substituting from the Assumption 3 above, and recalling that ∇QH(xH) = 0, we
obtain that 〈

xt − xH,
1

|H|
∑
i∈H
∇Qi(xt)

〉
≥ γ

∥∥xt − xH∥∥2
. (111)

Next, we consider the second term on the right-hand side of (110). From Cauchy-
Schwartz inequality,〈

xt − xH, GradFilter
(
gt1, . . . , g

t
n

)
− 1

|H|
∑
i∈H
∇Qi(xt)

〉

≥ −
∥∥xt − xH∥∥

∥∥∥∥∥GradFilter (gt1, . . . , gtn)− 1

|H|
∑
i∈H
∇Qi(xt)

∥∥∥∥∥ .
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Substituting from (108) above we obtain that〈
xt − xH, GradFilter

(
gt1, . . . , g

t
n

)
− 1

|H|
∑
i∈H
∇Qi(xt)

〉
≥ −
√
dλ
∥∥xt − xH∥∥ (2nµ ε+ µ

∥∥xt − xH∥∥) . (112)

Substituting from (111) and (112) in (110) we obtain that

φt ≥ γ
∥∥xt − xH∥∥2 −

√
dλ
∥∥xt − xH∥∥ (2nµ ε+ µ

∥∥xt − xH∥∥)
=
(
γ −
√
dλµ

)∥∥xt − xH∥∥(∥∥xt − xH∥∥− 2
√
dnµλ

(γ −
√
dµλ)

ε

)
.

(113)

Therefore, if, for an arbitrary δ > 0,

∥∥xt − xH∥∥ ≥ 2
√
dnµλ

(γ −
√
dµλ)

ε+ δ

then

φt ≥
(
γ −
√
dλµ

)( 2
√
dnµλ

(γ −
√
dµλ)

ε+ δ

)
δ =

(
2
√
dnµλ ε+

(
γ −
√
dλµ

)
δ
)
δ.

Hence, the proof.
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