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Abstract

The recently proposed Fast Fourier Transform (FFT)-based accountant for evaluating
(e, d)-differential privacy guarantees using the privacy loss distribution formalism has been
shown to give tighter bounds than commonly used methods such as Rényi accountants when
applied to homogeneous compositions, i.e., to compositions of identical mechanisms. In this
paper, we extend this approach to heterogeneous compositions. We carry out a full error
analysis that allows choosing the parameters of the algorithm such that a desired accuracy is
obtained. The analysis also extends previous results by taking into account all the parameters
of the algorithm. Using the error analysis, we also give a bound for the computational
complexity in terms of the error which is analogous to and slightly tightens the one given
by Murtagh and Vadhan (2018). We also show how to speed up the evaluation of tight
privacy guarantees using the Plancherel theorem at the cost of increased pre-computation
and memory usage.

1 Introduction

Differential privacy (DP) (Dwork et al.l|2006) has become the standard approach for privacy-
preserving machine learning. When using DP, one challenge is to accurately bound the
compound privacy loss of the increasingly complex DP algorithms. An important example
is given by the differentially private stochastic gradient descent (DP-SGD). The moments
accountant (Abadi et al) 2016) gave a major improvement in bounding the the complete
(e, 6)-profile of the DP-SGD algorithm, and this analysis has been refined through the gen-
eral development of Rényi differential privacy (RDP) (Mironovl, [2017) as well as tighter RDP
bounds for subsampled mechanisms (Balle et al., [2018; Wang et al.| |2019; |Zhu and Wang;,
12019; Mironov et al., [2019)) and improved conversion formulas [Asoodeh et al|(2020). RDP
enables nearly tight analysis for compositions of Gaussian mechanisms, but this may be diffi-
cult for other mechanisms. Moreover, conversion of RDP guarantees back to more commonly
used (e, §)-guarantees is lossy.

In this work we use the privacy loss distribution (PLD) formalism introduced by
to numerically evaluate tight privacy bounds for compositions. This work




extends the recent Fourier Accountant (FA) by Koskela et al.| (2020} [2021)) to heterogeneous
compositions. This enables combining accurate accounting with more flexible algorithm
design with non-uniform privacy budget spending. Our work directly builds upon discrete
mechanisms that are needed practical computer implementations of rigorous DP (Mironov,,
2012).

FA uses numerical methods to compute very accurate privacy bounds. By taking into
account the error analysis, these yield very tight rigorous bounds, but they cannot be ex-
pressed in a mathematically simple form. This appears to be a feature of bounds for complex
mechanisms, as mathematically simple expressions provide either only approximate or very
loose bounds.

Our Contribution. The main contributions of this work are:

e We extend the recently proposed FFT-based privacy accountant Koskela et al.| (2020}
2021)) for computing tight privacy bounds for heterogeneous compositions.

e We give a full error analysis for the method in terms of the pre-defined parameters
of the algorithm. This also leads to strict upper 6(g)-bounds. We show that these
bounds are accurate in a sense that they allow choosing appropriate parameter values
a priori. We tailor the existing error analysis by Koskela et al.| (2021) to heterogeneous
compositions and extend it by analysing also the grid approximation error.

e Using the error analysis, we bound the computational complexity of the algorithm in
terms of number of compositions k& and the tolerated error n. Our bound is slightly
better than the existing bound given by Murtagh and Vadhan| (2018).

e We show how to speed up the evaluation of the privacy parameters for varying numbers
of compositions using the Plancherel theorem.

2 Differential Privacy

We first recall some basic definitions of DP (Dwork et al., 2006). We use the following
notation. An input data set containing N data points is denoted as X = (z1,...,7y5) € XN,
where z; € X, 1 <i < N.

Definition 1. We say two data sets X and'Y are neighbours in remove/add relation if you
get one by removing/adding an element from/to the other and denote this with ~r. We say
X and Y are neighbours in substitute relation if you get one by substituting one element in
the other. We denote this with ~g.

Definition 2. Let € > 0 and 0 € [0,1]. Let ~ define a neighbouring relation. Mechanism
M : XN = R is (g,0,~)-DP if for every X ~ Yand every measurable set E C R we have
that

Pr(M(X) e E) <e*Pr(M(Y) € E) +4.

When the relation is clear from context or irrelevant, we will abbreviate it as (¢,6)-DP. We
call M tightly (g,0,~)-DP, if there does not exist &’ < 0 such that M is (¢,¢',~)-DP.



3 Privacy Loss Distribution

We first introduce the basic tool for obtaining tight privacy bounds: the privacy loss distri-
bution (PLD). The results in Subsection [3.1| are reformulations of the results given by Meiser
and Mohammadi| (2018]) and [Sommer et al.| (2019). Proofs of the results of this section are
given in the Supplements of (Koskela et al., |2021]).

3.1 Privacy Loss Distribution

We consider discrete-valued one-dimensional mechanisms M which can be seen as mappings
from XN to the set of discrete-valued random variables. The generalised probability density
functions of M(X) and M(Y'), denoted fx(t) and fy (¢), respectively, are given by

fX(t) = Zi ax - 5tx,1,(t)> fY(t) = Zz ay,; - 5tY,7’,(t)7 (31)

where 0,(-), t € R, denotes the Dirac delta function centred at ¢, and tx;,ty; € R and
ax,i,ay; > 0. We refer to (Koskela et al., 2021) for more details of the notation. The
privacy loss distribution is defined as follows.

Definition 3. Let M : XN = R, R C R, be a discrete-valued randomised mechanism and
let fx(t) and fy(t) be generalised probability density functions of the form (3.1). We define
the generalised privacy loss distribution (PLD) wx/y as

wx/y(s) = Z

3.2 Tight (¢,d)-Bounds for Compositions

Let the generalised probability density functions fx and fy of the form (3.1). We define the
convolution fx * fy as

ax.,i-0s,(s), si=log (ax’i) : (3.2)

_ av -
tx,i=ty,; Y,j

(Fx = )8 = D, axiav e v, (1),
We consider non-adaptive compositions of the form M(X) = (My(X),..., My(X)) and we
denote by fx,i(t) the density function of M;(X) for each 4, and by fy,(¢) that of M;(Y).
For each ¢, we denote the PLD as defined by Deﬁnition and the densities fx ;(t) and fy;(t)
by WX/Y,i

The following theorem shows that the tight (e, §)-bounds for compositions of non-adaptive

mechanisms are obtained using convolutions of PLDs (see also Thm. 1 by [Sommer et al.
(2019)).

Theorem 4. Consider a non-adaptive composition of k independent mechanisms My, ..., My
and neighbouring data sets X and Y. The composition is tightly (e,8)-DP for §(e) given by

0(e) = max{dx/y(€),0y/x(€)},



where

k 00
dx/y(e) =1— H(1 —dx/v,0(00)) +/ (1—e"7%) (WX/Y,1 Kook wX/Y,k) (s) ds,
=1 €

dx/v,0(00) = > P(M(X) =t;) (3.3)

{ti :P(M[(X):ti)>0, P(ME(Y):LL):O}

and wx/y, * -+ *wx,y,, denotes the convolution of the density functions wx,y,, 1 <€ <k.
An analogous expression holds for dy;x (€).

We remark that finding the outputs M;(X) and M;(Y), 1 < i < k, that give the
maximum &(g) is application-specific and has to be carried out individually for each case,
similarly as, e.g., in the case of RDP (Mironov} |2017). In the experiments of Section@ it will
be clear how to determine the worst-case distributions fx; and fy,;.

4 Fourier Accountant for Heterogeneous Compositions

We next describe the numerical method for computing tight DP guarantees for heterogeneous
compositions of discrete-valued mechanisms. The method is closely related to the homoge-
nous case considered in (Koskela et al., [2021]). However, the error analysis is tailored to the
heterogeneous case and we consider here also the error induced by the grid approximation.

4.1 Fast Fourier Transform

We first recall some basics of the Fast Fourier Transform (FFT) (Cooley and Tukey, [1965]).
Let

T = [mo,...,xn_l]T, w = [wo,...,wn_l]T e R™.

The discrete Fourier transform F and its inverse F~! are defined as (Stoer and Bulirsch
2013)

n—1 . . 1 n—1 . .
(]:x)k _ ijo Ijefﬂwkj/n’ (Fﬁlw)k _ - Zj:() wjeIQﬂ'k?]/’n, (4.1)

where i = /—1. Evaluating Fz and F~!w naively takes O(n?) operations, however by
using FFT the running time complexity reduces to O(nlogn). Also, FFT enables evaluating
discrete convolutions efficiently. The convolution theorem (Stockham Jr, |1966) states that

n—1
24_0 viwg_i = FHFv® Fuw),

where ® denotes the element-wise product and the summation indices are modulo n.

4.2 Grid Approximation
Similarly as Koskela et al.| (2021)), we place the PLD on a grid

X, ={z0,...,Tn_1}, n€Z", where z;=—-L+iAx, Ax=2L/n. (4.2)



Suppose the distribution w of the PLD is of the form

w(s) = ai-8s,(s), (4.3)

where a; > 0 and —L < s; < L — Az for all i. We define the grid approximations

wh(s) := Zi a; - 0,.(s), wi(s):= Zi a; - ,n(s), (4.4)

where
st =max{r € X, : £ <s;}, si=min{zec X, :z>s]}.

We note that s;’s correspond to the logarithmic ratios of probabilities of individual events.
Thus, often a moderate L is sufficient for the condition —L < s; < L — Az to hold for
all i. We also provide analysis for the case where this assumption does not hold (see the

Appendix). From (4.4) we get:

Lemma 5. Let d(¢) be given by the integral formula of Theorem |4| for PLDs wy,- -+ ,wg
of the form (4.3)). Let 6“(¢) and 6% (¢) correspondingly be determined by the left and right
approzimations wy, . .. ,w,I; and R, ... ,w}?, as defined in (4.4]). Then for alle >0 :

§4(e) < 6(e) < 5% (e).

4.3 Truncation and Periodisation

By truncating convolutions and periodising the PLD distributions we arrive at periodic sums
to which the FFT is directly applicable. These operations are analogous to the homogeneous
case described in (Koskela et al 2021). We describe them next shortly.

Suppose wy and ws are defined such that

wi(s) = Zi ai - 05, (s),  wals) = Zi bi - 85, (s), (4.5)

where for all 7: a;,b; > 0 and s; = iAz. The convolution wy * ws can then be written as

(@ixwa)() =D aiby G (s) =D (D ajbiy) - bui(s) (4.6)

Let L > 0. We truncate convolutions to the interval [—L, L]:

(v 3, (o, bims) B = (r @)

For wy of the form (4.5)), we define &y to be a 2L-periodic extension of wy from [—L, L) to
R, i.e., wy is of the form

&1(3) = ZmeZ Zz ; - (SSier.gL(S).

For wy and wy of the form (4.5)), we approximate the convolution wy * wy as
W1 * Wy =~ &1 ® (:}2. (47)

Since wy and ws are defined on an equidistant grid, FFT can be used to evaluate the approx-
imation w; ® Wy as follows:



Lemma 6. Let wy and we be of the form (4.5)), such that s; = —L +iAz, 0 <i<n-—1,
where L > 0, n is even and Ax = 2L/n. Define

T

a=lag ... ana]t, b=[by ... boa]

0 In/z
n/2

, D:{I }ER"XTL

Then,

n—1

(@ @ @)(s) =)

Since the coefficients of W ® ws are given by the discrete Fourier transform, we are able
to analyse the error induced by the FFT approximation by only considering the error of the

approximation ([4.7)).

Algorithm 1 Fourier Accountant Algorithm for Heterogeneous Discrete-Valued Mechanisms

o G 8si(s), where i = [DFN(F(Da)© F(DB))],.

Input: distributions wi,...,wy, of the form w;(s) = >, ag - 0s,(s), 1 < j < m, such that
si = —L + iAx, where n is even and, 0 < ¢ < n — 1, Az = 2L/n. Numbers of compositions
for each mechanism, ki,..., k.
Set
. . 9T
a = |a) ... afl_l] , 1<j<m.

For each j, 1 < j < m, evaluate the FFT:
a’ = F(Da’).
Compute the element-wise products and apply F~!:

b= [DF (@) oo @) )|

Approximate §(¢):

H 1 — 6x/y,(00))* + Z (1 —e=~ (LA p,
=1

{0: —L+lAx>e}

where §x/y,¢(00) is defined in Theorem

4.4 Computing Upper Bounds for i(¢)

Given a discrete-valued PLD distribution w, we get a strict upper §(¢)-DP bound as follows.
Using parameter values L > 0 and n € Z*, we form a grid X,, as defined in (4.2)) and place



each PLDs w;, 1 < i < k, on X,, to obtain wl as defined in (4.4). We then approximate

7
6T (e) using Algorithm We estimate the error incurred by truncation of convolutions
periodisation of PLDs using Thm. [7]By adding this error to the approximation given by
Algorithm [I| we obtain a strict upper bound for §(g). The parameter n can be increased in
case the discretisation error bound given by Thm. [§]is too large.

5 Error Analysis

We next bound the error induced by the grid approximation and Algorithm [I] The total
error consists of (see the Appendix for more details)
1. The tail integral fLOO(l —e® %) (wy * -k wp)(s) ds.

2. The error arising from periodisation of w and truncation of the convolutions (affected
by L):

L L
/(1_eH)(w1*...*wk)(s)ds—/ (1= =)@ ®---®F)(s) ds.

3. The discretisation error arising from the grid approximations (affected by both L and

n):
L L
/ (1—e®"%)(wy *---*wy)(s) ds — / (1—e= ) (Wl x - xwh)(s) ds.

5.1 Bounding Tails Using the Chernoff Bound

We obtain error bounds essentially using the Chernoff bound P[Z > t] < ]E[:;Z] which holds

for any random variable Z and all A > 0. Suppose wx/y is of the form

wxpv(s) = Y i b,(5), (5.1)

ax,i
ay,i

where s; = 1og( ), ax,,ay,; > 0. Then, the moment generating function of wx,y is

given by
A
w Si aX7‘
Efe*x/v] = Ziex ax, = Zl <ay,:> ax.,;. (5.2)

In our analysis, we repeatedly use the Chernoff bound to bound tails of PLD distributions
in terms of pre-computable moment-generating functions. Denote Sy := Zle wi, where w;
denotes the PLD random variable of the ith mechanism. If w;’s are independent, E[e*%] =

15, E[e**]. Then, the Chernoff bound shows that for any A > 0

o0 k
/L (wr*---*wp)(s)ds =P[S, > L] < - E[e*i] e~ < o2 i1 ai(N) g AL (5.3)

where a;()\) = log(E[e*]).



5.2 Truncation and Periodisation Error

Denote the logarithms of the moment generating functions of the PLDs as
o (\) =log (E[e]), a (A) = log (E[e 1),
where 1 <4 < k. Furthermore, denote
+()\) — + -\ — -
otV =) af (), am() =) a7 (). (5.4)

To obtain a™()X) and a™()\), we evaluate the moment generating functions using the finite
sum (E-4).

Using the analysis given in the Appendix, we bound the errors arising from the periodisa-
tion of the distribution and truncation of the convolutions. As a result, when combining with
the Chernoff bound , we obtain the following two bounds for the total error incurred by
Algorithm [I]

Theorem 7. Let w;’s be defined on the grid X,, as described above (i.e., s; € [-L,L — Ax]

for all j). Let §(g) give the tight (¢,0)-bound for the PLDs w1, ...,w, and let 6(c) be the
result of Algorithm[1. Then, for all X > 0

—LX

‘5(8) — S(E)‘ < (ea+()\) +ea7(>\)) ];ﬁ

As s;’s correspond to the logarithmic ratios of probabilities of individual events, often a
moderate L is sufficient for —L < s; < L — Ax to hold for all i. In the Appendix, we give a
bound which holds also in case s;’s are not inside the interval [—L, L).

5.3 Bound for the Discretisation Error

Let wi,...,wr be PLD distributions of the form (4.3)). For each ¢, denote the PLD as
we(s) = >, af - 6,0(s) and the corresponding left and right grid approximation (defined in

E2)) as
wi(s) = Z al d,re(s) and wit(s) = Z at . 6 re(s)

and the tight (g, d)-bound corresponding to the PLDs w} * -+ * wl and wf * -+ % wl by
6% (e) and 6%(). We have the following bound for the error arising from the right grid
approximation.

Theorem 8. Let §(g) denote the tight (e,0)-bound for the convolution PLD wy * - -+ * wy.
The discretisation error 6%(e) — &(g) can be bounded as

6%(e) — 6(e) < kAz (P(wy + -+ +wy, > ) — 5(e)). (5.5)
Remark 9. Theorem[§ instantly gives the bound

6%(e) — 8(e) < kAz (1 —-4(e)) < kAxz. (5.6)



On the other hand, the bound (5.5) and the Chernoff bound (5.3)) give
6R(e) = 6(e) < kATP(wi 4 - +wi > &) < kAze2iNeAe (5.7)

which holds for any A > 0. By choosing \ appropriately, this leads to a considerably tighter
a priori bound than (5.6)).

Experimental Illustration. Tables 1 to 3 illustrate the discretisation error bound
(5.7). We consider the one-dimensional binomial mechanism (Agarwal et al., 2018), where
a binomially distributed noise Z with parameters n € N and 0 < p < 1 is added to the
output of a query f. Denoting the sensitivity of f by A, tight (£, §)-bounds are obtained by
considering the PLD wx,y given by the distributions fx and fy, where

fx ~A+Bin(N,p) and fy ~ Bin(N,p).

We set N = 1000, p = 0.5, A =1 and L = 5.0. In the numerical implementation we compute
logarithmic probabilities using the digamma function and use those to evaluate the values
of a™(X) and a™()) required by the error bounds. For the upper bound we take the
minimum of the bounds computed with A € {0.5L,1.0L,2.0L,3.0L,4.0L}.

n  error bound (5.7)) o(e)
10° 6.31-10°° 2.37864 - 107 °

106 6.31-10~7 2.35330 - 107°
107 6.31-1078 2.35039 - 107°
108 6.31-107? 2.35011-10~°

Table 1: The error bound (5.7)) for different values of n when ¢ = 1.0, k£ = 20, and the corre-
sponding §(¢)-value. We see that the bound is not far from the magnitude of the actual error.

e  error bound ({5.7) i(e)

0.7 1.32-1076 8.62596 - 10~4
1.1 1.79-1078 5.66127 - 1076
1.5 3.31-1071 6.03580 - 1077

1.9 8.36 10715 9.82392 - 10713

Table 2: The error bound (5.7)) for different values of ¢ when n = 107 and & = 20 and the
corresponding d(e)-value. We see that the bound (5.7)) stays small in relation to §(¢) as
decreases.

5.4 Upper Bound for the Computational Complexity

The results by Murtagh and Vadhan| (2018]) state that there is no algorithm for computing
tight (g,0)-bounds that would have polynomial complexity in k, number of compositions.
However, Theorem 1.7 by Murtagh and Vadhan| (2018|) states that allowing a small error



in the output, the bounds can be evaluated efficiently. Assuming there are m < k distinct
mechanisms in the composition, using the error analysis of Sections and we obtain
the following bound for the evaluation of tight ¢ as a function of €. This slightly improves
the the complexity result by Murtagh and Vadhan| (2018]).

Lemma 10. Consider a non-adaptive composition of the mechanisms My, ..., My with cor-
responding worst-case pairs of distributions fx; and fy,;, 1 <1 < k. Suppose the sequence
My, ..., My consists of m distinct mechanisms. Then, it is possible to have an approrima-
tion of 6(g) within error less than n with number of operations

. 2. 2.
O(2m k Ck logk Ck>’
n n

where

Ck:max{%ZDOO(fX,i”fY,i)v%ZDoo(fY,i”fX,i)}, Doo(fx|lfy) = sup log 2L,

ay i #0 ay,;

and the additional factor in the leading constant is the leading constant of the FFT algorithm.

5.5 Fast Evaluation Using the Plancherel Theorem

When using Algorithm (1| to approximate d(g), we need to evaluate the expression

x —(~L+tAz)\ 3k k -1 k

5(e) = qumm (1 —es CEHADNBE where b = DF Y (F(Da)®%).  (5.8)
When evaluating g(s) for different numbers of compositions k, we see that the inverse trans-
form F~1 is the most expensive part as the vector F(Da) can be precomputed. The following
lemma shows that using the Plancherel theorem the updates of §(¢) can actually be performed
in O(n) time:

Lemma 11. Denote w. € R™ such that (w.), = max{l — e5~(L+A2) 01 and et 5(e) be
given by (5.8]). Then, we have that

5(e) = %(]-"(Dws),]-'(Da)Qk>. (5.9)

Experimental Illustration. Consider computing tight §(&)-bound for the subsampled
Gaussian mechanism (see Section [6.2), for ¢ = 0.02 and o = 2.0. We evaluate §(c) after
k = 100,200, ...,500 compositions at € = 1.0. Table [3]illustrates the compute time for each
update of §(g), using a) a pre-computed vector F(Da), the inverse transform F~! and the
summation (5.8) and b) using pre-computed vectors F(Da)®!% and F(Dw.) and the inner
product

10



n_t(ms) (5.8) ¢t (ms) (5.9 5(¢)

5-10% 5.8 0.18 2.900925 - 1076
1-10° 12 0.36 2.851835 - 1076
1-108 140 5.1 2.846942 - 106
5-106 750 30 2.846941 - 106

Table 3: Compute times (in milliseconds) for an update of §(g)-bound for different values of n
using the summation and the inner product and the §(g)-upper bound after £ = 500
compositions. We see that using Lemma [L1] we can speed up the update more than 20-fold, and
that accurate update of d(g) is possible in less than one millisecond.

6 Experiments

We compare experimentally the proposed method to the Tensorflow moments accountant (Abadi
et al.l |2016]) which is based on RDP (Mironov, [2017)) and allows evaluation of guarantees for
heterogeneous compositions. For homogeneous compositions, in the Appendix we compare
our method also to a more recent RDP accountant (Zhu and Wang, [2019) and to Gaussian
differential privacy (GDP) accounting (Dong et al.| [2021)) as their existing implementations
are not directly applicable to heterogeneous compositions. In the Appendix we also illustrate
the possible benefits obtained from using an improved conversion formula (Asoodeh et al.
2020) from RDP to (e, §)-DP.

6.1 Compositions of Discrete and Continuous Mechanisms

We consider a non-adaptive composition of the form
M(X) = (Mi(X), Ma(X), ..., Mj_1(X), My(X)),

where each M, is a Gaussian mechanism with sensitivity 1, and each ./T/L is a randomised
response mechanism with probability of a correct answer p, % < p < 1. We know that for
the randomised response the PLD leading to the worst-case bound is given by

wr(8) =p - 0c,(s) + (1 —p)-0-c,(s),

where ¢, = log 1% (Koskela et al.| |2021). Also, for the PLD wg of the Gaussian mechanism
we know that wg ~ N ( Lo ) (Sommer et al.}[2019). Let the Aa-grid be defined as above,

2029 g2

ie,let L>0,n€Z", Ax =2L/n and s; = —L + ¢Ax for all i € Z. Define

n—1

WG,maX(S) = Zi:o C:r - ds, (S), where C;r = Ax - MaXsels; _y,s;] wG(s). (61)
Using a bound for the moment generating function of the infinitely extending counterpart of

Wmax and by using Alg. [1| (we refer to the Appendix for more details) we obtain a numerical
value dmax(e) (depending on n and L) for which we have that §(¢) < dmax(e), where (¢)

11
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(a) Bounds for d(¢) computed using Algorithm
(FA) and Tensorflow moments accountant (TF
MA), when ¢ = 5.0 and p = 0.52, for ¢ = 2.0, 4.0.
We see that when 6 € [107%,1074], FA allows ap-
proximately 1.5 times as many compositions as
TF MA for the same . We use here L = 10 and
n = 10° discretisation points, however note that
already n = 5- 1072 gives accurate results.
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(b) Bounds for d(e) computed using Algorithm
(FA) and Tensorflow moments accountant (TF
MA). In the first option e = 1.0, ¢ = 0.02 and
o decreases linearly from 3.0 to 2.0. In the sec-
ond option ¢ = 1.5, ¢ = 0.01 and o decreases
linearly from 3.0 to 2.5. For each value of o, 500
compositions are evaluated. We see that when
§ € [1076,107%], FA allows approx. 1.5 times as
many compositions.

Figure 1: Comparisons of FA and the Tensorflow moments accountant.

gives a tight bound for the composition M(X). As a comparison, in Figure [lal we also show
the guarantees given by Tensorflow moments accountant. We know that for a > 1, the
a-RDP of the randomised response is given by

log (p*(1 =p)' ™ + (1 —p)*p' ™)
a—1

and correspondingly for the Gaussian mechanism by /202 (Mironov} 2017). As is commonly
done, we evaluate RDPs for integer values and sum up them along the compositions. Then,
using the moments accountant method the corresponding (e, §)-bounds are obtained (Abadi
et al.l |2016)).

6.2 Heterogeneous Subsampled Gaussian Mechanism

We next show how to compute (e, §)-upper bounds for heterogeneous compositions of the sub-
sampled Gaussian mechanism. We consider the Poisson subsampling and ~ z-neighbouring
relation. The fact that we obtain an upper bound in this case by considering non-adaptive
compositions of univariate mechanisms is shown in the Appendix. For a subsampling ratio
q and noise level o, the continuous PLD of the subsampled Gaussian mechanism is given

12



by (Koskela et al., [2020)

w(s) = {f(g(S))g/(s), if s > log(1 — q),

0, otherwise,
where
1 —(-1)? _ 12 es—(l—q)> 1
t) = e 22 +(1—q)e 2], g(s)=oc%lo ( + =
)= —=la (1= 5], g(s) = o%log ( Y

Analogously to (6.1]), using w we determine a discrete PLD wpax, and by deriving a bound
for the moment generating function of wpyax (see also details in the Appendix) and by using
Alg. |1} and Thm. [7| we obtain a numerical value d;,ax(¢) such that after k& compositions

6(¢) < Omax(€),

where d(¢) gives a tight bound for the k-fold composition of heterogeneous subsampled
Gaussian mechanisms. Figure illustrates dmax(e) as k grows, when L = 10 and n =
105. For comparison, we also show the numerical values given by Tensorflow moments
accountant (Abadi et al., 2016).

7 Conclusions

We have extended the Fast Fourier Transform-based approach for computing tight privacy
bounds for discrete-valued mechanisms to heterogeneous compositions. We have given a
complete error analysis of the method such that using the derived bounds it is possible to
determine appropriate values for all the parameters of the algorithm, allowing more black-
box like usage. The error analysis also led to a complexity bound that is slightly better
than the existing theoretical complexity bound for non-adaptive compositions. Using the
Plancherel theorem, we have shown how to further speed up the evaluation of DP bounds.
We emphasise that due to the construction of the algorithm and to the rigorous error analysis,
the reported (g, §)-bounds are strict upper privacy bounds. One clear deficit of our approach,
when compared to approaches such as GDP and RDP, is the difficulty of its implementation.
However, in situations where accurate (e, §)-bounds for compositions of complex mechanisms
are required, the Fourier accountant appears as an attractive alternative.
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A Comparisons to State-of-the-art DP Accountants

A.1 Comparison to the Rényi Differential Privacy accountant

First, we compare our method to the RDP accountant by [Zhu and Wang| (2019) which gives
optimal RDP bounds for the subsampled Gaussian mechanism. This method is included in
the ’autodp’ packagelﬂand it works for fixed values of o and q. Computing Fourier accountant
(FA) bounds in the case where o drops linearly from 3.0 to 2.5 and the subsampling ratio g is
fixed, FA gives tighter bounds than the RDP accountant even for fixed o = 3.0 (see Fig. .

1.8

1.6

1.4

1.2

£(6)

1.0 1

0.8 1

0.6 ’
------ RDP accountant, g =0.01, 0=2.5

RDP accountant, g=0.01, 0=3.0
—— Fourier Accountant, g =0.01, 0= (3.0, ..., 2.5)

0.4 1

1000 2000 3000 4000 5000
Number of compositions k

Figure 2: Upper £(§)-bounds obtained using the Fourier Accountant and the Rényi DP accoutant
"autodp’. Here § = 1075,

In Figures 2a and 2b we compare FA and ’autodp’ in case o is fixed for both. We fix
o = 2.0 and vary the subsampling ratio ¢ and the number of compositions k. We see that
FA gives considerably tighter bounds.

Part of the differences in these results is explained by the loss in converting RDP-values
to (e, d)-values. The conversion of the RDP-values to (g, §)-values is carried out here using
the formula (Zhu and Wang, [2019) §(g) = inf,~; e = (@~ DE=@T) i the next subsection
consider the possible gains of using a tighter conversion formula.

A.2 Tighter Conversion of RDP to (¢,0)-DP
Asoodeh et al.| (2020)) consider a tighter conversion of RDP to (g, §)-DP. The bound is optimal

"https://github.com /yuxiangw /autodp
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(a) ¢ = 0.01, k = 5000 and ¢ = 0.02, k& = 500. (b) ¢ =0.06, k = 100 and ¢ = 0.1, k = 20.

Figure 3: Comparison of the upper and lower §(¢)-bounds given by FA and the RDP bound
given by autodp, for various configurations when o = 2.0. Here ¢ = 1.0.

in a sense, that the obtained (e, §)-values satisfy

e (y) = inf{e >0 : YM € M,(y) is (¢,6) — DP},

[e3

where M, () denotes the set of all (c,v)-RDP mechanisms. As this definition suggests, the
obtained (g,d)-bounds are not necessarily tight DP-bounds for a given particular mecha-
nism. Using log convex optimisation, |Asoodeh et al. (2020) find €’ (v)-upper bounds for the
Gaussian mechanism from its RDP values (Asoodeh et all [2020, Lemma 2). We illustrate
the sub-optimality of the resulting (e, d)-bounds as follows.

First of all, tight (e, §)-bounds for the Gaussian mechanism are obtained as follows. For
the PLD wgq of the Gaussian mechanism we know that (Sommer et al., 2019)

1 1
wa ”N<202’oz>

and for a k-wise composition, by convolution, we have that

kk

k

Wag ~ N (w, ()'2> .

The (e, )-values for this PLD are obtained by conversion involving the CDF of the Gaussian

function (Sommer et al., 2019).
We know that the RDP-value of order a for the Gaussian mechanism is (2017)

v(a) = a/20.

We combine this RDP with the conversion formula of (Asoodeh et all 2020, Lemma 2). We
also compare the commonly used conversion formula (see e.g. |[Abadi et al., 2016, Thm. 2)

6(e) = inf e (@7 DEV (DT, (A1)

a>1
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As Fig. {4 shows, the conversion by [Asoodeh et al. (2020, Lemma 2) gives tighter results
than the commonly used conversion formula (A.I]), however the €% (7)-bound does not give
tight (g, §)-bounds whereas the bounds given by the Fourier accountant converge to the tight
(€, 0)-bounds of the Gaussian mechanism.

100 ———. _
. =<,
1072 .
1044
B
10761
N
084 — FA upper bound, n = 2 - 10°
FA lower bound, n = 2 - 103

----- Exact DP bound
1074 —-= Tight conversion from RDP to DP N\

—+= Non-tight conversion from RDP to DP PN\

0 1

2

3

€

Figure 4: Comparison of the Fourier Accountant and the RDP bounds obtained with different

conversion methods. Here k =
points for FA. We note that already for n
become almost indistinguishable.

6 compositions.

Here n denotes the number of discretisation
10* the upper and lower bounds given by FA

A.3 Comparison to the Gaussian Differential Privacy accountant

Gaussian Differential Privacy is an attractive alternative for privacy accounting as the bounds
can be expressed using a single parameter p (for more details, see Dong et al., 2021]). Con—
version to (e, d)-bounds 1s straightforward using the CDF of the Gaussian function
m m Corollary 1). GDP gives exact (g,d)-bounds for compositions of the Gaussnan
mechanism. For other mechamsms, for large numbers of compositions one can approximate
the p-values using the central limit theorem. For example, in differentially private training
of neural networks, the number of compositions is commonly several tens of thousands which
makes the resulting GDP approximates accurate.

Dong et al.| (2021, Section 4) provide also subsampling amplification results in case the
subsample is of fixed size and uniformly sampled. consider also the Poisson
subsampling, and also an expression for the resulting DP bound is given, in terms of subsam-
pling ratio ¢ and noise parameter o (see Sec. 3 Bu et al. 2020). Evaluating this expression
analytically is difficult and therefore |Bu et al.| (2020) use the central limit theorem which
says that after k£ compositions the Poisson subsampled Gaussian mechanism is approximately
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py/k(el/7® — 1)-GDP. This formula combined with the conversion formula (Corollary 1
is also the numerical method implemented in the Tensorflow libabry.

As these GDP results obtained using the Tensorflow accountant are approzimations based
on the central limit theorem instead of strict upper bounds like the results
of the Fourier Accountant, we expect them to give inaccurate results for small numbers of
compositions k. This is indeed illustrated in Figure We emphasise that the first figure
(k = 5000) is closest to a realistic scenario of a DP-SGD training.
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Figure 5: Comparison of the upper and lower d(¢)-bounds given by the Fourier Accountant
and the approximative GDP bound, for different values of the subsampling ratio g and different
numbers of compositions k, when o = 2.0. For larger number of compositions, we use a larger
number of discretisation points n for the Fourier Accountant.
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A.4 Few Conclusions About the Comparisons

Each of the DP accounting methods have their merits. Implementing GDP combined with a
CLT approximation is extremely simple and for large numbers of homogeneous compositions
(i.e. compositions where the mechanisms do not vary) the approximations based on the CLT
give accurate results, as shown by the experiments of Figure [5l However, for small number
of compositions, the Fourier accountant appears as superior compared to this approach.

The situation is similar when using RDP: implementing the accountant and understand-
ing its functionality is often easier than that of the Fourier accountant. The improved conver-
sion bounds proposed by |Asoodeh et al.| (2020) seem to give considerably tighter DP bounds
than the commonly used conversion formula (Abadi et al.| |2016|). However, as illustrated by
Figures [3] and [4] the difference in the §-upper bounds obtained using RDP and the Fourier
accountant remains approximately at a one order of magnitude. Moreover, as also shown
by the experiments of |Koskela et al.| (2020), for small number of compositions the Fourier
accountant appears to give upper d(¢)-bounds that are several orders of magnitudes smaller.
One clear benefit of the RDP approach is that it is more easily applicable to heterogeneous
adaptive compositions, something that is more cumbersome when using the PLD approach.

The downside of the PLD approach is undoubtedly the complexity of the algorithm, there
are simply much more lines of code involved and also possible pitfalls in the implementation.
However in situations where accurate (g, §)-bounds are required, and also for sanity-checking
the functionality of other accountants by using simple non-adaptive compositions, the Fourier
Accountant appears as an attractive alternative.

B Theorem 4 of the Main Text

Theorem 4 of the main text shows that the tight (e,d)-bounds for compositions of non-
adaptive mechanisms are obtained using convolutions of PLDs (see also Thm. 1 by [Sommer
et al.| (2019)). We include the proof here for completeness.

Theorem B.1. Consider a non-adaptive composition of k independent mechanisms My, ..., My,
and neighbouring data sets X and'Y. The composition is tightly (e,8)-DP for §(e) given by

0(e) = max{dx/y (€),0y/x(€)},

where

k o)
dx/y(e) =1— H(l —dx/v,e(00)) +/ (1—e"7) (wxyva % xwx)v) (s) ds,
=1 N (B.1)
6x/y,e(00) = > P(M(X) = t;)
{t; :P(M(X)=t;)>0,P(M,(Y)=t;)=0}
and wx y, * -+~ *xwx,y, denotes the convolution of the density functions wx,y,, 1 < <k.
An analogous expression holds for dy;x (€).

Proof. We show the proof first for the composition of two mechanisms. It will be clear from
the proof how to generalise for a non-adaptive composition of k£ mechanisms. We start by
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considering Lemma 4 of (Koskela et al., [2021)) that gives an expression for the tight (g, d)-
DP bound for a single mechanism. By definition of the privacy loss distribution, the PLD
distribution w of the non-adaptive composition of mechanisms M; and M is given by

Bxv(s)= D, PMi(X),Ma(X) = (t:;,1])) - 05, (s),
(bt )=(t5.))

5 — log (M1 (X), M2(X)) = (ti, 1)
! (Mi(Y),Ma(Y) = (t;,t}) |

Due to the independence of M7 and Maj,

P(M1(X) = ti, Ma(X) = t]) = P(My(X) = t;
P(My(Y) =t;, Ma(Y) = t}) = P(My(Y

S~—

I

~ o
< -~
S—
=g

<

)

—

~
N

I

~
~
S~—

Therefore,

P(Mi(X) = t;, Ma(X) = 1))\ . (B(Mi(X) =1,) P(Ma(X) = )
o (P(Ml(Y) =t;, Ma(Y) = t;)) =log (Yt> + log <P) _

and

GX/Y(S) = Z P(Ml(X) = ti) P(M2(X) = t;) “ O+ (3)’ (B.3>

.l P(M1(X) =1t;) 1 P(M2(X) =1t))
T P =) ) T B pvey) =) )

We see from (B.3) that wx,y = wx/y * wx/,/y+ with discrete convolution * as defined in

where

the main text. The expression for dy/y (c0) follows directly from its definition in Lemma 4
of (Koskela et al., |2021) that gives an expression for the tight (e,0)-DP bound for a single
mechanism, and from the independence of the mechanisms (B.2). We see from this proof
and from the definition of the discrete convolution that the result directly generalises for a
non-adaptive composition of k£ mechanisms. [

C Proofs for the Results of Section 4

C.1 Lemma 5 of the Main Text

We first prove Lemma 5 of the main text. To that end, recall the grid approximation: we
place PLDs on a grid
Xn={z0,...,Tn_1}, neL, (C.1)

where
x; =—L+iAz, Az =2L/n.
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Suppose the PLD distribution w is of the form

o(s) = 3 o), (©2)

where a; > 0and —L < s; <L — Az, 0 <i<n—1. We define the grid approximations

W)= g Bus),

i (C.3)
wl(s) == szzo a; - Ogr(s),

where
st =max{r € X,, : x < s;},
s =min{z € X,, : = > s;}.

Lemma C.1. Let §(¢) be given by the integral formula of Theorem 4 of the main text for
PLDs wy,- -+ ,wy, of the form (C.2). Let 6“(¢) and 6%(e) correspondingly be determined by
the left and right approzimations wY, ... ,w,I; and Wi, . .. ,ka, as defined in . Then for
alle >0 :

§%(e) < 6(e) < 0%(e). (C.4)

Proof. Recall the integral formula of Theorem 4 of the main text:

de)=1-

(1= 68e(00)) + OC(l—ef_s)(w * -k wy) (s) ds.
Z ¢ /E 1 k

k
=1

As the probabilities §;(c0) are not affected by the grid approximation, we may only consider
bounds for the integral

/00(1 —e %) (wr * -+ xwy) (s) ds.

By definition of the discrete convolution,

n-t j j
(w1 - *w)(s) = Zil,...,ik:O aj, @y, Oy s, (s) (C.5)
and .
(w% koo ok w]%)(s) = Zih.“,ik:[) azl e agk . 55%1 +'“+8%k (S) (06)

Since (1—e°~*) is a monotonously increasing function of s for s > e, and since s;, +. . .+s;, >
sZL1 + ...+ s{“k for all (i1,...,ix), we instantly see from (C.5)) and (C.6|) that

ot (e) < d(e).
For the right grid approximation, s;, + ...+ s;, < sf; +...+ sf; for all (i1,...,4x), and we

similarly see that

6B (e) > 6(e).
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C.2 Lemma 6 of the Main Text

We next prove Lemma 6 of the main text which shows that the truncated convolutions of
periodic distributions can be evaluated using FFT. Suppose w; and w, are defined such that

wi(s) = Zl a; - 9s,(8), wa(s)= Zl b; - ds,(s), (C.7)

where for all i: a;,b; > 0 and s; = iAx. The convolution w;y * wy can then be written as
(w1 % wo)(s) = ZZ_’J_ aibj - 8s,4s, ()
(5 wbis) o)

Let L > 0. We truncate these convolutions to the interval [—L, L] such that

(w1 *wo)(s) =~ ZZ (Z—L§5j<L ajbl'_j> - ds, (s)
=: (w1 ® ws)(s).

For wy of the form (C.7), we define &; to be a 2L-periodic extension of wy from [—L, L] to
R, i.e., w; is of the form

Gu(s) =) D i Gsmar(s):

For w; and ws of the form , we approximate the convolution wy * wo as
w1 * W A W1 ® Wa.

Since w; and ws are defined on an equidistant grid, FFT can be used to evaluate the approx-
imation w; ® wy as follows:

Lemma C.2 (Lemma 6 of the main text). Let wy and wa be of the form (C.7)), such that
s;=—L+iAx, 0<i<n-—1, where L >0, n is even and Ax = 2L/n. Define

a=[a ... an1]',
b=1[b ... bui],
b= {fno/z Inoﬂ} € R
Then,
@ @E)(s) =3 e b.,(s),
where

¢i=[DF H(F(Da)® F(Db))]

and ® denotes the element-wise product of vectors.

i )
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Proof. Assume n is even and s; = —L 4+ iAx, 0 < i < n — 1. From the the truncation and
periodisation it follows that w & @ is of the form

3n/2-1
(W1 ® Wa)( Z ci - 05, (), c; = Z a; b;—; (indices modulo n). (C.8)
j=n/2

Denoting @ = Da and b= Db, we see that the coefficients ¢; in (C.8) are given by the

expression
n—1

Citn/2 = Zﬁj Ei,j (indices modulo n),
j=0
to which we can apply DFT and the convolution theorem (Stockham Jr,[1966]). Thus, when
0<i<n-—1,

Citn/2 = []—'71 (F(a)® ]—"(’I;))} = [F ' (F(Da)® f(Db))L , (indices modulo n) (C.9)

i
where ® denotes the elementwise product of vectors. From (C.9) we find that

¢i = [DF ' (F(Da) © F(Db))]., (indices modulo n).

D Proofs for the Results of Section 5

D.1 Decomposition of the Total Error

When carrying out the approximations described in the main text, we

1. First replace the PLDs wy, . ..,wy by the right grid approximations wf, ... ,w,?. Using
the notation given in the main text, this corresponds to the approximation 6(g) ~ % (),
i.e. to the approximation

oo

jole Jwr * - % wg)(s) dsz/(l—es’s)(wf‘*.u*w}})(s) ds.

L

2. Then, the Fourier accountant is used to approximate d%(g) ~ d%(¢) which in exact
arithmetic corresponds to the approximation

/ 1—e" ) (wi*---xwi)(s) ds ~ /(1 —ef @ ® - @wy)(s) ds,
L L

where @;’s denote the periodised PLD distributions and ® denotes the truncated con-
volutions (described in the main text).
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We separately consider the errors arising from the periodisation and truncation of the con-
volutions and from the grid approximation. This means that we bound the total error as

‘5(5) - Eﬁ(&:)‘ - ‘5(5) —SR(e) 4 R (e) — Eﬁ(e)'
< [3(e) = 0%(@)] + |07 (e) - R (e)|

Theorem 8 of the main text gives a bound for the term |§(¢) — 6®(¢)| and Theorem 7 bounds
for the term ‘5(5) —(¢)

, in terms of the moment generating functions (MGFs) of wy, ..., wg

and —wy1, ..., —wg. The bounds for the error

d(e) — g(s)‘ can be directly used to bound the

error ‘6R(€) - (/SE(E) ‘, either by numerically evaluating the MGFs of the PLDs w¥, ... wE or

by using MGFs of the PLDs wy,...,w; and Lemma 7 of [Koskela et al.| (2021)), which states
that when 0 < A\ < (Az)~!,

Ele "] <E[e ] and E[*"] < —L_E[e™],

= — 1-AAzx
where Az = 2L/n.

D.2 Tail Bound for the Convolved PLDs
For the error analysis we repeatedly use the Chernoff bound (Wainwright), |2019))

E[eAX}
e)\t

P[X > t] = Ple** > eM] <

which holds for any random variable X and for all A > 0. If w is of the form

n—1
w(s) = Zai 0s,(s), s;=1log (m) 3
=0

ay,;

where ax ;,ay; >0, s; € R, 0 <7 <n—1, the moment generating function is given by

o0 n n A
Ele?wx/v] = s ds = ASi gy = aXi ..
[e ] / eMw(s) ds ;e ax, ; v ax, (D.1)
Denote Sy, := Zle w;, where w; denotes the PLD random variable of the ith mechanism.
Since w;’s are independent, we have that
k
E[e*%] = - E[e?¥i].
Then, the Chernoff bound shows that for any A > 0

L(L)= /Loo(wl * -k wy)(s) ds
=P[Sk > L]
S k E[eAwi’]e_)‘L

i=1
ke ) —
< eTia i) -AL
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where a;(\) = log(E[e?¥]).

D.3 Theorem 7 of the Main Text

We next give a proof for Theorem 7 of the main text. Recall: denote the logarithms of the
moment generating functions of the PLDs as

a;r()\) =log (E[e’\“i]), a; (A) =log (E[e_)‘“i]),

where 1 < ¢ < k. Futhermore, denote

Using the Chernoff bound, we obtain the required using a™(\) and o™ (A).
Remark D.1. Notice that in case s; € [—=L,L] for all j, 0 < j <n—1, then

(W1 ® - ®wk)(s) = (wy * -+ xwp)(s),

i.e., the error arising from the truncation of discrete convolutions vanishes and Thm. 7 of
the main text gives the total error arising from periodisation and truncation operations when
s; € [=L, L] for all j.

Theorem D.2 (Thm. 7 of the main text). Letw be defined as above and suppose s; € [—L, L]
for all0<i<n-—1. Then,

L

- —LA
I3(L) =/|(w1 @ Buwp—w ® - ®wg)(s)] ds < (e‘ﬁw +ex W)

€
1 —e—2LXA"

Proof. Let w;’s and the corresponding 2L-periodic continuations &;(s) be of the form
wi(s) = _al-0,(s) and &i(s) = @l -ds,(s),
i J

where s; = jAz and aé,&? > 0. By definition of the truncated convolution ®,

((:11 ®--® &k)(s) = Z a]11 Z a?z T Z 6.1;1;11 Eif—jl—---—jk—l ’ 6“1 (S)

—L<sj; <L  —L<s;,<L —L<sj,_, <L i

_ 1 2 k—1 ~k

— E aj, g aj, .- Z aj Qi —jp s s, (s)
—L<sj; <L  —L<s;,<L —L<sj,_, <L i

_ 1 2 k—1 ~k
- Zajl Za]é Z g, Zai_jl_»--_jk—l 5371(5)’
J1 J2

Jk—1 i

since for all 4, 'dé = az» for all j such that —L < s; < L. Furthermore,

(W @ Puwg)(s) = Z aj, Z a, ... Z afk__ll Zaf—jl—---—jk—l - s, (8)

—L<sj <L —L<sj,<L —L<sj, _, <L

_ 1 2 k—1 k

= g aj, E aj, .- g aj, g @iy —jy " 0s:(8)-
J1 J2 Jk—1 i
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Thus _ _
(w1®.®wk_w1®..®wk)( )

:Za}IZa?Z.. Zajk 12 Qi 0k (), (D.3)
J1 J2

Jk—1

where

~k ~k k {O, if —L< s5 < L,
a

Fmod > else.

From (D.3]) we see that

L
/|(w1®---®wk—@1®"'®°~Uk>(3)| ds

€

§/|Wl@"'®wk—0-)1®“-®@k)(s)| ds

/Zahzah’ Za.]k 12 Gi—jy—..—jn1 ~0s,(s) ds

Jk—1

:E :aj1§ :aj1§ :ajz 2 :a]k 12 Gy~ —jr—r
Ji J1 J2

Jk—1

From the periodic form of the coefficients a% we have that

1 2
doag Dyl Y an IZ AN
J1 J2

Jk—1

Z P((2n — 1)L <w;y*-- xwp < (2n+ 1)L)
n€eZ\{0}

=Y P(@n- 1)L <wi*kwp < 20+ 1)L) (D.6)
net—

+ > P(@n—-1DL<w - kwp < (2n+1)L)

ne€zZ+t

< Z P(w1*~~-*wk§(2n+l)L)—|— Z P(wl*n-*wkz@n—l)L).

nez- ne€Z+

We also see that

Z P(wy*--xwp < (2n+1)L) = Z P((—wi) -« * (—wg) > (2n — 1)L).

nez= nezt

Using the Chernoff bound (D.2)), we have the tail bound

]P)(Wl X ek WE Z (2n — 1)L) S er:l O‘i(A)ef(zn*l)L)‘

eaJr()\)ef(anl)LA
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and similarly
P((—wi) %% (—wg) > (2n — 1)L) < e® Ne=(En=DLA,

Using the bounds (D.5), and the Chernoff bound (D.2), we find that for all A > 0

L o0
/ [(wy k- xwp —w ® - @W)(s)] ds < Zeo‘ﬂ’\)e*(%*l)m + e WN=(=DLA
€ (=1

efL)\

at a”
= (e W e ) S

D.4 Thm. 7 of the main text, support of PLD outside of [—L, L]

For completeness, we consider also the case, where the PLD distribution is not contained in
the [—L, L]-interval. This mean that, in addition to the periodisation error, we give also a
bound for the truncation error (which does not vanish in this case)

L
/|(w1*~~~*wk—w1®~~~®wk)(s)| ds
€

in terms of the moment generating function of w.

Theorem D.3. Let w;’s, a; (\)’s and o (\)’s be defined as above. For all X > 0, we have

i
that
L

IQ(L):/(wl*"'*wk*W1®"'®Wk)(5)d5

€

<

+ -
emax; a?’(k) -1 emax; a; \) 1

<ek: max; ocj'()\) — emax; aj'()\) ek max; af” \) _ emax; o A) ) N
e
Proof. By adding and subtracting (wy * - - * wg—1) ® wi , we may write

Wi k- kW — W ® - @ wg
=(wy * -k wp1) *w — (W1 % xwWp_1) ® wy (D.7)

(W wpo1 — w1 @ B wp—1) ® W

Let £ € Z". Let wy be of the form

we(s) = Zaﬁ -0, (5)
J
and let the convolution w * - - - x wy_1 be of the form

(W *kwp_1)(s) = ch -0, (5)
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for some a ,¢j > 0, s; = jAz. From the definition of the operators * and ® it follows that

((w*u.*wz_l)*wg—(w*-'-*we—l)(@we)(s)

= Z (Z%% 12) s ( Z ( > Cjzajl—h) 055, (8)

—L<sj,<L

= Z ( > Cjzajrh) 055, (8).

J1 Sj2<—L,S]'22L

Therefore,

/((w*.n*w_l)*wgf(w*~~~*wg_1)®wg)(s) ds

R
- /Z ( Z Cj?a?l—h) ) 53_7‘1 (s) ds

R J1 Sjo<—L,sj,>L

CJ?Z/ gy —jo 511 )ds

sjy<—L, 5J2>L

= Z Cj2 Zajli]é
Ji

Sjo<—L,sj,>L

= E : Cjz

8jo<—L,sj,>L
= ]P(wl ke kwpoq < —L) +P(OJ1 *eeekWp 1 > L)

< eXict af (A )e—LA+ez§;}a;(A)e—LA

< e(l—l)maxia;r()\)e—L)\+e(l—1)max71 a; (A)g—LA

for all A > 0. The second last inequality follows from the Chernoff bound.
Similarly, suppose wy * -+ % wp_1 — w1 ® - -+ ® wy_1 is of the form

(wl ¥k Wy — W1 ®~~~®we—1)(5) = Za.(ssi(s)
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for some coefficients ¢; > 0, where s; = iAx. Then,

/((wl*n-*w,l—w1®---®wg,1)®wg)(s) ds
R

/Z ( Z Ejaﬁlsz) '(Ssj1 (S) ds

J1 —L<sj,<L

> Ej?/zai—jz 05, (s) ds (D.9)
R %

—L<sj,<L

= E : Cjy

—L<sj,<L

S/(wl*n-*w,l—w1®---®we,1)(s)ds.
R

Using (D.7)), and , we see that for all A > 0,
L

/(wl*--~*wk—w1®~-~®wk)(s)ds

€

S/(wl*n-*wk—wl®-~-®wk)(s)ds

J (D.10)
< o (k—1) max; aj(A)e—LA 4 e (k=1 max; a7 (A) g =LA
+/(w1 ko kWp_] — W1 ® - D wg_1w)(s) ds.
R
Using (D.10]) recursively, we see that for all A > 0, we have
L
/(wl kookwp —wp ® - @ wg)(s) ds
g
k—1 k—1
< ot max; a:r()\)efL)\ + Z efmaxi a; (A) o —LA
=1 =1
_ ek max; oz:r()\) — emax; oz:r \) N ek max; a; (N) _ emax; o A) o
B emax; aj()\) -1 emax; a; (A) _ 1
O

D.5 Theorem 8 of the main text

We next give a proof for Theorem 8 of the main text which gives a bound for the grid
approximation error.
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Theorem D.4 (Thm. 8 of the main text). The discretisation error 6%(¢) — &(g) can be
bounded as
6%(e) = 8(e) < kAz (P(wy + -+ +wy > €) — 8(¢)).

Proof. From the definition of the discrete convolution we see that

(wl O wk)(s) = Z a%l R ai_ck : 55111+...+ka (S)
1yl

and that

i(e) = / (1—e°7%) (w1 %+ *wg)(s)ds
Y dediasee

{i1,e ik 5%1 —0—...—‘,—3?}C >e}

Then, using the inequality
a < b= exp(b) — exp(a) < exp(b)(b — a),

we have that

R _ 1 k E—S% —4..—52“ 6—3?’1—...—3?”“
6(5)_6(8)_ E ailn-aik-(e 1 k— e 1 k)
{il,..‘,ik:s%1+...+s§k25}
1 k R,1 1 R,k k e—sl —...—sF
< E ai1~--aik-((sil —8i,) + (s, — sy )t i
{inseyin 8]+ Fsf, 2e}
Since sf"e — 8¢ < Az for all i and ¢, we have that
R § : 1 k e—sl —...—sF
1) (&) _6(5) S kAx a}il aik .e i1 g

{i1,yeenyig s}1+.4.+s§‘k >e}

= k:Am( Z a}l afk

{il,...,ik:s}1+...+s§k >e}
2 : 1 k e—8; —...—sh
— ail...aik.(l_e iq zk))
{il,...,ik:s}1+...+sfk >e}

= kAz (P(wy * - *wy =€) — 6(e)).

D.6 Lemma 10 the Main Text: Upper Bound for the Computational
Complexity

We next prove the computational complexity result of Lemma 10 of the main text. For
simplicity, we assume in the following that the compositions consist of (g,0)-DP mechanisms
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and that the parameter L is chose sufficiently large so that for all : |s;| < L, where s; =
log %2 Then, we can bound the periodisation error using Theorem 7 of the main text.

ay

Recall we denote the logarithms of the moment generating functions of the PLDs as

af () = log (E[e’\“’i}), a; (M) = log (E[e”“ﬂ), (D.11)

where 1 < ¢ < k. Futhermore, denote

Lemma D.5. Consider a non-adaptive composition of the mechanisms My, ..., My with
corresponding worst-case pairs of distributions fx; and fy,;, 1 < i < k. Suppose the se-
quence My, ..., My consists of m distinct mechanisms. Then, it is possible to have an

approzimation of §(¢) with error less than n with number of operations

2 2
) (mk: Ck logk C’;k)7
n n

where

Cr, = max{} ZDoo(fX,inY,i)7 z Z Doo(fyillfx.i)}

and

a
Doo(fx||fy) = sup log —=
ay,i;éO aY,i

Proof. We first determine a lower bound for the truncation parameter L in terms of k.
Consider the right-hand-side of the error bound of Theorem 7 of the main text. Suppose
L >1and XA > 1. Then, we have that
-
at (A a (A € at(x a (A
(e [CONTN ())mé(e [CONITN ()).

< emax{af()\),aJr()\)}Jrl

eI

€
2 (D.12)
(§]

—LX
)

where o™ (A) and a™(\) are defined as above in (D.11)).
For each i, the logarithm of the moment-generating function of the PLD can be expressed
in terms of the Rényi divergence Mironov| (2017)):

o si) =2 S 2 () o

ay;

ax.; A+1
=\ X ; <’> ayq

ay,i

=X Da1(fx|lfy)s
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where D) denotes the Rényi divergence of order A. From the monotonicity of Rényi diver-
gence (see Proposition 9, [Mironov| (2017)) it follows that

at(\) =\- ZZ D1 (fx,ill fvi)
< A'Zi Doo(fx,ill fri),

where ax
Doo(fx||fy) = sup log —=.
ay)i?ﬁo a/Y,i

With a similar calculation, we find that

a (AN <(A-1)- ZZ Do (fyill fx,i)-
Thus,

max{a” (\), o ()} < kA -max{i > Doolfxill fria)s 5 3 Doo(FrallFxa)}-

Now we can further bound (D.12) from above as

_ + B ) B
emax{a (A),o (/\)}+1e L)\Sek)\ Ck+1e LX

)

where

Cr = max{ ZDoo(fX,z'HfY,i% % Z Doo(fy.illfx.i)}-

Requiring this upper bound to be smaller than a prescribed n > 0, and setting A = 1, we
arrive at the condition

1
L>k-Crp+1+log-—. (D.13)
n

Next, we bound the computational complexity using a bound for the discretisation error.
From Thm. 8 of the main text it follows that the discretisation error is bounded as

6B (e) = 6(e) < kAz = @

Requiring this discretisation error to be less than 7, choosing L according to (D.13) and
assuming k > log %, we see that choosing

2
n@(k Ck)
n

is sufficient for the sum of the error sources to be less than 27. As we need to compute FFT
for m different PLDs, and since FFT has complexity nlogn, we see that with

2mk? k2
0 < mk*Cl log C'k)
n n

operations it is possible to have an approximation of d(¢) with error less than », and that
additional factor in the leading constant is given by the leading constant in the complexity
of FFT.

O
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Remark D.6. We see from the proof, that for the condition that the periodisation error is
less than n, it is sufficient to choose

S logn~! + max{a~(\),aT(A\)} +1

L
A

As this is true for all X > 1 and since o~ ()\) and a™()\) can be evaluated numerically, a
sufficient value of L can be found via an optimisation problem. Notice also that since o™ ()
and a™(N\) correspond to cumulant generating functions (CGFs) (Abadi et all, |2016), and
since the minimisation problem
. logd™t +a(N)
min ———=
A A

is exactly the conversion formula for turning CGF-values to (¢(9),06)-DP values, we see that
approzimately (assuming \~1 is small) L has to be chosen as

L>e(n),

where €(n) gives (¢,0)-DP of the composition (M1,..., M) at 6 = 1.

D.7 Fast Evaluation Using the Plancherel Theorem

We next prove Lemma 11 of the main text. Recall the Fourier accountant algorithm of
the main text. When using this algorithm to approximate d(g), we need to evaluate the
expression

b* = D F 1 (F(Da)®") (D.14)
and the sum N
5(e) = Z_LMADE (1 —es—(ZLHeAD)) b, (D.15)
The following lemma shows that when evaluating (5~(5) for different numbers of compositions
k, the updates of d(¢) can be performed in O(n) time.
Lemma D.7. Denote w. € R™ such that

(w.)p = max{l — 5~ (7L+tAZ) (1

and let b* be of the form (D.14)). Then, we have that

5(e) = %(f(DwE),.F(Da)Qk>. (D.16)

Proof. We see that the sum (D.15) is given by the following inner product:
5(e) = (we, b*).

The Plancherel Theorem states that the discrete Fourier transform preserves inner products:
for x,y € R™,

(x,y) = %(}'%]—'y) (D.17)
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Using (D.17)), we see that

<w5, bk>
= (we, DF ' (F(Da)®))
(Dw., F~(F(Da)®%))

oe) =

(F(Dw), F(Da)®*).

S|

E Details for the Experiments of Section 6

In order to use the Fourier accountant for compositions including continuous mechanisms,
we first need to discretise the PLDs of the continuous mechanism appropriately. This means
that we replace each continuous PLD w by a certain discrete-valued distribution wp,ax that
leads to an overall §(e)-upper bound. This procedure is analogous to what is considered
in the experiments of |Koskela et al.| (2021) for the homogeneous composition of subsampled
Gaussian mechanisms (see the supplementary material of Koskela et al2021). Those results
can be used to derive the discrete PLDs for the experiments of Sec. 6.2., i.e., for the
heterogeneous composition of subsampled Gaussian mechanisms.

E.1 Experiments of Section 6.1

For the PLD wg of the Gaussian mechanism we know that (Sommer et al., | 2019))

1 1
we ~ N (zg 02> :
Let L >0, n € ZT, Az = 2L/n and let the grid X,, be defined as in Section 4.2 of the main
text. Define

n—1
wmax(s) = Z Cz—'i_ : 557: (8)7
i=0
where s; = i{Az and
+ — Ag-
¢ T nax wa(s), (E.1)

and define
+
max § 5‘37 (E2)

i€EZ

To obtain rigorous d(g)-bounds for the compositions, we carry out the error analysis for
the distribution wgX,, and use Theorem [D.3] above. To this end, we need bounds for the
moment generating functions of —w’ . and w ..

To show that wg?,, indeed leads to an upper bound for §(e), we refer to (supplementary
material of Koskela et al,|2021)), where this is shown for the compositions of the subsampled
Gaussian mechanism. The proof here goes analogously, and we have that for all ¢ > 0,

6() < dmax(e),
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where §2° _(¢) is the tight bound for the composition involving w2 ..
To evaluate a™ () and o~ () for the upper bound of Theorem we need the moment
generating functions of —wgy, . and wgy,.. We have the following bound for wgy, .. We note

that E[e?*“max] can be evaluated numerically.

Lemma E.1. Let 0 < A < L and assume o0 > 1 and Az < c-L, 0 < c < 1. The moment
generating function of wX,. can be bounded as

E[e*max] < E[e?max] + err(\, L, o),

where

3A e - - 142\ 1
err(\, L,0) = exp <%‘2> (/_OO w(s) ds—i—/L_Axw(s) d3>’ w N_/\/'< 52 ,02>.

oo
max

Proof. The moment generating function of w is given by

L —L [e%s)
E[e’\‘”sﬂoa’(] = / e)‘swﬁloax(s) ds +/ e’\swfnoax(s) ds —|—/ e’\swfrfax(s) ds
L

—L —o00

é ]E[e A"-’max] + /

— 00

—L e}

eMwg(s) ds + / eMwg(s) ds
L—-Ax

We arrive at the claim by observing that for wg ~ N (Tiz, %),

-L 3\ -L
/ eMwa(s) ds = exp | — / w(s) ds,
—0 202 —00

where & ~ N (42, L) and similarly for the second term in (E-3). O

202 ) g2

Using a reasoning analogous to the proof of Lemma [E.I] we get the following. We note
that E[e ~*“min] can be evaluated numerically.

o0
max

Corollary E.2. The moment generating function of —w can be bounded as
E[e A“max] < E[e ~“max] + err(\, L, o),

where err(\, L, o) is defined as in (E.3).

Remark E.3. In the experiments, the error term err(\, L, o) was found to be negligible.
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F Tight (¢,6)-Bound for an Adaptive Composition of Mul-
tivariate Subsampled Gaussian Mechanisms Using One-
Dimensional Distributions

We next give a rigorous proof for the fact that the multivariate subsampled Gaussian mecha-
nism with Poisson subsampling can be analysed by one-dimensional Gaussian mixtures. The
proof is motivated by an analogous result (Mironov et all) 2019, Thm. 4) which is for RDP
and we partly use the notation used in the proof of that result. For simplicity, we focus here
on the case, where the underlying function is of the summative form

F(Xﬂe) = Z g(:l?,e), (Fl)
zeX

where g is Lipschitz-continuous w.r.t. § and has a 2-norm bounded by a constant ¢ > 0.

We show the equivalence part by part so that first in Section [F.2] we show the equivalence
for a single iteration of the mechanism and then in Section we show the equivalence
rigorously for the multivariate Gaussian mechanism. Then, by combining these results arrive
at the conclusion.

F.1 Motivational Example: DP-SGD

The motivational example to consider functions of the form is DP-SGD, where the
terms g(@, ) are the sample-wise clipped gradients. When applying DP-SGD to, for example,
neural networks, the gradients can be assumed to be Lipschitz continuous in bounded sets
(a condition sufficient for our analysis). As the following result verifies, then are also the
clipped gradients Lipschitz continuous.

Lemma F.1. Suppose the function h(6), h : S — RY is L-Lipschitz continuous in S C R%.
Then, also the function

_ h(9)
g9(0) = clip, () (0) = m

is L-Lipschitz in S.

Proof. Let x,y € S. If ||h(x)]|2 < cor ||h(y)|2 < ¢, or if (h(z),h(y)) < 0, the inequality
l9(x) —g@)ll2 < [Ih(z) = h(y)[l2-

follows by simple geometry. Assume |[h(z)]|2 > ¢, [|R(y)||2 > ¢ and (h(x), h(y)) > 0. Then,

lg(z) — g3 = llg@)[I5 + g5 — 2(g(x), 9(v))
)

_ 52 (1 _ / h=) h(y)
=2 (L~ (e M)

<2a@)ll2llh W)z - (1 — (2B, 8-)
= 2||(@) ol (y)]l2 — 2(h(), h(y))

< [[h(@) 13 + [Ih()I3 = 2(h(=), h(y))

= |[h(z) = h(y)[3-
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F.2 The Subsampled Gaussian Mechanism with Poisson Subsam-
pling

We first show the analogy for a single iteration of the mechanism, in a case where the
underlying function g is differentiable w.r.t. 6 and has a norm exactly 1 for all data samples
z and for all 8. We will use the following notation repeatedly in the proof.

Definition F.2. Let ¢ > 0 and 6 € [0,1]. Let P and Q be two random wvariables taking
values in a measurable space R. We say that P and Q are (g,8)-indistinguishable, denoted
P~ 5 Q, if for every measurable set E C R we have

Pr(Pe E)<ePr(Qe E)+J and Pr(Q e FE)<e*Pr(Pe€E)+4.
Theorem F.3. If
N(0,0%) =5 (1 —q) - N(0,0%) +¢q-N(1,0%),
where (1 — q) - N(0,02) + q - N(1,0?) denotes a mizture of N'(0,0%) and N(1,0?), then

also the multivariate Poisson subsampled Gaussian mechanism with subsampling ratio ¢ and
variance o* and Lay-sensitivity 1 is (g,6)-DP.

Proof. Similarly to the proof of (Mironov et all [2019, Thm. 4), let T denote a set-valued
random variable defined by taking a random subset of X € X'V, where each element of X
is independently placed in T" with probability ¢g. For simplicity, suppose that f(T") is of the

summative form
()= g(x),
zeT

where ||g(x)|]2 =1 for all z € X. Conditioned on T, the mechanism M (X) samples from a
Gaussian with mean f(T). Then, M(X) can be represented as a mixture

M(X) = pr-N(f(T),0°I,),
T

where the sum denotes mixing of the distributions with the weights pp.
Let X’ € XN be a neighbouring dataset such that X’ = X U {z'}. Then, we have

MX') = pr- ((1 —q) - N(f(T),0°1a) + ¢ N(f(T) + 9(37/))02Id)>-
T

(Rotation) Consider an orthogonal matrix U € R%*? of the form
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where U € R¥*(d-1), Again, U can be taken as any d x (d— 1) matrix such that the columns
of U give an orthonormal basis of R?. Then, in particular, we have that

UTA = e,

where ey = [1 0 ... ]T We see that the fact that M(X) ~ 5y M(X’) is equivalent
to the fact that UT M(X) ~(. 5y UT M(X'). Clearly,

Ur M(X Z pr - N(UT f(T), 0%1,)
since U is orthogonal. Similarly
U M(X ZPT ( (1—q) N(UTF(T),0%14) + q- N(UT(f(T) + g(z)), aQId)).

(Translation) Clearly for each subset T of X,
NUTf(T),0%14) ~(5) (1 = q) - N(UT[(T),0°Ia) + q- N (U (f(T) + g(a')),0°1a) (F.2)
if and only if
N(0,0%14) ~5y (1 —q) - N(0,0°14) + q- N (U g(z'),0%1,). (F.3)

Since UT g(x") = €1, and the coordinate-wise noises in the mechanisms of (F.3) are indepen-
dent, (F.3) holds if and only if

N(0,0%) ~5) (1= q) - N(0,0%) +q-N(1,67). (F.4)
Thus, (F.2) holds if and only if (F.4) holds.

Now suppose
./\/(0,0'2) =(e,0) (1 - q) 'N(0,0'2) + Q'N(]-aoj)'

Let S C RY. Using the reasoning above, we have

PUTM(X')c S)=PUTM(X') cS)
—P(ZPT (UTf( )s 21(1)+q-N(UT(f(T)+g(x/)),a2fd))CS)
=> pr ~IP’(((1 —q)  N(UTf(T),0°1a) + q- N(UT(f(T) + g(z)),0%14)) C s)
T
<ZPT< N(UT f(T), 2Id)CS)+5>
=e ZPT P(N(UTf(T),0°1a) € S)+> pr-6
— P ZpT (UTF(T),0%I4) C S) +
:eEIP(UTM( ) CS)+6.
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Similarly, we see that
PUTM(X P(UTM(X') C S) +6.

Since the fact that M(X) ~. 5 M(X')is equivalent to the fact that U7 M(X) ~( g
UTM(X'), we see that M(X) ~(. 5 M(X').

O
F.3 Adaptive Compositions
The PLD approach is directly applicable to non-adaptive compositions of the form
M(X) = (Ml(X), e ,/\/lk(X)). (F.5)

The adaptive compositions we consider are of the form
M(X,0) = (M (X,0), Mo (X, M1(X,0)),..., Mp(X, Mip_1(X,...)).

We want to bound the tight (e, d)-values of the adaptive composition with the a non-adaptive
composition of the form (F.5). We first recall an integral representation for the privacy loss
random variable that will be of use.

F.3.1 Representations for Tight DP-Guarantees

When analysing general DP mechanisms, we use the following definition for the privacy loss
random variable. We write fx(t), t € R¥?* for the density function of M(X,6) and fx-(t)
for the density function of M(X",0).

Definition F.4. The privacy loss random variable is a measure w : RU {oc} — [0, 1], such
that for S C RU {co},

w(S) = / fx () dt,
{teR?: L)/ (1)ES}

where Lx/x:(t) = log ,{;,((tt)) denotes the privacy loss function.

We first recall the following result for mechanisms in R%:

Lemma F.5. M(X) ~ 5 M(X') (tightly) with

d(e) = max{/max{fx( ) —efx/(t),0} dt /max{fx/( ) —efx(t),0} dt} (F.6)

Rd
As a direct corollary of Lemma we have the following.
Lemma F.6. The tight § as a function of € is given by

5(6):max{ E [a-e),] E [(1—e”)+]}.

S Wy X SNWxr/X
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Proof. Let the privacy loss random variable wx,x/ be defined as in Def. @ Then, with the
x(t)
Fxr(t)

change of variables s = log , we see that

/max{fx(t) —effx/(1),0} dt = /max{(l - egflogff;:i/((%) ~fx(t),0} dt
R Rd

= F [(1 - eE*S)J )

SNLL)X/X/

F.3.2 Continuous Gaussian mechanism
Recall: we focus on the case, where the underlying function is of the summative form
F(X,0)=  g(z,0). (F.7)
zeX

And again, we denote X’ as a neighbouring dataset of X such that X’ = X U {z'}.
For the privacy loss distribution of the adaptive Gaussian mechanism, we have:

Theorem F.7. Let W be the privacy loss random variable of the k-wise adaptive composition
of a d-dimensional Gaussian mechanism, where the underlying function F is of the form
(F.7), g(x,0) is Lipschitz-continuous as a function of 6 for all x and has a 2-norm ezactly
1 for all x and for all 6. Let w be the k-wise non-adaptive composition of a 1-dimensional
Gaussian mechanism with sensitivity exactly 1. Then, for all inputs 0 and all S C R:

w(S,0) =w(9),

i.e., the PLD of the multivariate adaptive composition is identical to that of the univariate
non-adaptive composition.

Proof. We consider a composition of two mechanisms, the general case can be shown using
the same technique. Let us assume first that g(z, 0) is everywhere differentiable as a function
of 6 for all z.

(Translation) We first make the change of variables

S1 tl M 1 (X, 0) ]
= — =: Fi(1).
[52} [tJ L\@(X,tl) 1)
Clearly Fj is bijective and differentiable, with the inverse given by simple back-substitution:

0 =[] e o)

We see that the Jacobian %Ff !(s) is a lower-triangular matrix with ones on the diagonal.
Thus det[2 F;'(t)] = 1, i.e., this change of variables preserves the measure. This is also
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easily seen in case of a k-wise composition, k > 2. Now the privacy loss random variable
expressed as

() = / Fro(t) dt = / T (8) dt,
{teR24: L/, 4 (t)ES} {teR2: £/, (t)ES}
where fx(t) denotes the density function of
]\;l/(XI) = (g(x/a 0) + N(Oa Uz[d)a g(fl, tl) +N(07 02[(1))7

where t; is the output of the first component, g(t1) = g(t1 + M;1(X,0)), and EX//X is
determined by M(X') and M(X), where

M(X) = (N(0,0%14), N'(0,021)).

(Rotation) Next, we make the change of variables

- [0 ][] o

where Uy (0), Uz (t1) € R¥4 are orthogonal matrices (i.e. Ul Uy = UyUTL = U Uy = UUT =
1) such that U is of the form

Ui(0) = [g(a'.0) T1(0)],

where the columns of Uy (6) € R¥*(@=1) give an orthonormal basis for the orthogonal com-
plement of the subspace spanned by g(z’,0) such that U;(f) depends continuously on 6.
Similarly, Us is of the form

Usltr) = |5’ t1) Daltr)]

where the columns of (72 (t1) € R**(@=1) give an orthonormal basis for the orthogonal comple-
ment of the subspace spanned by g(a’, ;) such that ﬁg(tl) depends continuously on ¢;. Such
basis matrices Uy (0) and Us(t1) clearly exist as g(z/,6) and g(z’,t,) depend continuously on
f and t1, respectively.

Then, in particular, we have that

Ui(0)Tg(a',0) =e;r and Us(t1)Tg(2' 1) = ey,

where e; = [1 0 ... O]T € R?. By simple back-substitution, we see that the inverse of
the mapping F5 is given by

Fri(s) = MO0 Hﬂ’



and furthermore, its Jacobian is given by

ﬁFil (S) _ U] (9) 0
88 2 o %UQ(Ul(G)Sl)SQ UQ(Ul(G)sl)
Since the determinant of a block-triangular matrix is the product of the determinants of the

matrices on the diagonal (Horn and Johnson, 2012, pp. 49), and since the absolute value of
the determinant of an orthogonal matrix is 1, we see that for all s = (s1, s2):

detl - F5™ ()] = et (02(0) - |t (VU 0)s1)) | = 1.

i.e., also the rotation preserves the measure. In case of a k-wise composition, & > 2, the
Jacobian here will also be a lower-triangular matrix with orthogonal matrices on its diagonal,
from which ’det[%FQ_l(s)H =1 follows.

After the rotation, the privacy loss can be written as

5(S) = / Fror(t) dt = / Fer(t) dt,

{teR2d: L/, x (t)€S} {teR2d: L/, x (t)€S}
where fx (t) denotes the density function of
M(X') = (e + N(0,0%1y), 1 + N(0,0°1,)).
and EAX//X is determined by M\(X’) and M\(X), where
M(X) = (N(0,0%14),N'(0,0°14)).

Thus, after the rotation we see that the privacy loss random variable of the adaptive com-

position is identical to that of a non-adaptive composition. As the coordinates 2 to d of

M(X') and M(X) are identical, they do not contribute to the privacy loss. More precisely:
Fxr,i(ts)

log fx,i(ti)

resulting in an integral containing only the privacy loss of the first coordinate.
Thus, we see that for all 6,

= 0 for all ¢;, i > 2, i.e. the coordinates 2 to d are simply integrated over R

w(S,0) = w(S),

i.e., for all inputs €, the PLD of the multivariate adaptive composition is identical to that of
the univariate non-adaptive composition.

Finally, we can loosen the assumption on differentiability of g to Lipschitz-continuity
of g, as follows. By Rademacher’s theorem, Lipschitz-bounded functions are almost every-
where differentiable (Thm. 3.1.6, Federer, [1996), and in case the transform ¢ is bi-Lipschitz-
continuous but not necessarily everywhere differentiable, the change-of-variables formula

/ (fop)ldet o' (z)| dz = [  f(z)da
U e (U)

still holds (see for example Thm. 20.3 and its corollary 20.5 in |[Hewitt and Stromberg}, |1965]).
As g(x,0) is Lipschitz-continuous, so is F; and also U;(-) and Us(-) and subsequently F is
also Lipschitz-continuous. O
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F.3.3 Monotonicity w.r.t. Sensitivity Using the Data Processing Inequal-
ity
We still need prove the fact that the condition ||g(z’,80)||2 = 1 (for all ) leads to an upper

bound-d(e)-value for the cases where only a constraint ||g(z’, 0)||2 < 1 is imposed. Repeating
the steps above, we arrive at analysing 1-dimensional mechanisms

M(X') = (c1(0) + N(0,0°), ca(tr) + N(0,0°1,)), (F.9)

where ¢; denotes the output of the first component, 0 < ¢1(0) <1, 0 < ¢(t1) <1 and

—

M(X) = (N(0,0%),N(0,0%)). (F.10)

By the post-processing property of DP, the analysis under the condition ||g(z’,8)||2 = 1 (for
all 0) is equivalent to considering the pair of mechanisms

M(X') = (c1(0) + N(0,¢1(0)%07), ca(tr) + N (0, e2(t1)?014)), (F.11)

and

M(X) = (N(0,¢1(6)%0%), N(0, ea(t1)202)), (F.12)

where t; denotes the output of the first component. We see that we arrive to the pair of

mechanisms (F.9) and (F.10) by adding to the both (F.11)) and (F.12)) the noise
Z = (N(0,(1 = c1(0)*)0?),N(0, (1 — c2(t1)*)5?)).

We know that the hockey-stick divergence that gives the tight (e, §)-bound is an f-divergence (Barthe
and Olmedo, [2013). Using the data processing inequality for f-divergences (see e.g. [Sason

and Verdu, [2016]), we see that by adding Z to both //\/\I(X’) and M\(X) leads to and upper

(€, 6)-bound which shows the claim. Using the data processing inequality is also motivated

by the proof of (Mironov et al., 2019, Thm. 4), where the data processing property of Rényi
divergences was used.

F.3.4 Adaptive Composition of Multivariate Subsampled Gaussian Mech-
anisms

The proof for the adaptive composition of subsampled Gaussian mechanism can be carried
out by combining the proof of Theorems and Under the condition ||g(z’,8)|]2 =1
(for all #), using rotation and translation as used in the proof of Thm. and by showing
that they preserve the measure (as in the proof of Thm. , shows the claim. The case
lg(z’, )|l < 1 can be shown by noise-adding similarly to Subsection [F.3.3]
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