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Abstract As 5th Generation research reaches the twilight,
the research community must go beyond 5G and look towards
the 2030 connectivity landscape, namely 6G. In this context, this
work takesa step towards the 6G vision by proposing a next
generation communication platform, which aims to extend the
rigid coverage area of fixed deployment networks by
considering virtual mobile small cells (MSC) that arecreated on
demand. Relying on emerging computing paradigns such as
NFV (Network Function Virtualization) and SDN (Software
Defined Networking), these cells can harness radio and
networking capability locally reducing protocol signaling
latency and overhead. These MSG=nstitute an intelligent pool
of networking resources that can collaborate to form a wireless
network of MSCs providing a communication platform for
localized, ubiquitous and reliable connectivity. The technology
enablersfor implementing the MSC concept are also addressed
in terms of virtualization, lightweight wireless security, and
energy efficient RE The benefits of the MSC architecture
towards reliable and efficientcell offloading are demonstrated
as a usecase
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I. INTRODUCTION

It is widely accepted that the 6G drigéms atpromoing
digital inclusion and accessibility, as well as unlocking
economic value and opportunities in rural communitigs
Harnessing on the services already offered by 5G technology,
6G aims to integrate an even richer set of services, that
includes virtual ad augmented reality, and autonomous
vehicles, among others. This will require disruptive
architectures that can build on 5G toigkl market relevant
solutions. In this context, the authors are involved in the
MCSA-ETN SECRET initiative [2], a Europeantraining
network that aims to take a step towards the 6G vision by
proposing a next generation communication platform that
extends the coverage area of 5G usere SECRET platform
enabésmobile devices to be perceived by the maobile network
as a pool ofwvailable virtuaresources thdtave computing,
storage and networking capability; i.e. emskrs can become

This project has ived funding from the European Union’s H202
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autonomous small cells inheriting radio resource management
capabilities, refeed as Mobile Small Cells (MSCs). The
SECRET connectivity landscapavisages a wireless network
of MSCs covering the urban landscape, which are virtual in
nature and seip on demand, providing a basis focalized
small cell connectivity.The platform is controlled by a
distributed SDN (software defined network) archecture
enabling opportunitiessuch as network slicing, cloud
computing as well as lowering the total cost of ownership
(TCO) [3] for Mobile Network Operators (MNOdhat are
integral to the 6G plosophy.

In this context, SECRET explores proven technojog
paradigms based among others,on Network Coded
Cooperation (NCC) and VirtualizatiohVhilst virtualization
is implemented based on mature computing tools such as
Software Defined Networking (SDN) and Network Function
Virtualization (NFV),NCC has been proven to bgsential for
current mobile paradignig]. NCCallows entities to interact
and collaborate tamprove transmitted signal quality, while
making effective use of the system bandwidth. These two
paradigms were merged to provide ategrated architecture
that builds on 5G with potential B5G and 6G requirements
communication, computatipn caching and control
optimizationthat canenable TCO efficiency gains amdeet
latency and reliability targetsThis integrated SECRET
approachraises significant challenges in terms of enabling
virtualization, mobility wirelesssecurity andenergy efficient
RF that are coherent with the 6G technology challenges

The key technologies and standeation trends to
addressing these challenges and implementing virtual MSCs
as demonstrated through efficient and reliable cell offloading,
are the focus of this paper

Il. SECRETVISION: MOBILE SMALL CELLS FORB5G

The SECRETreferencescenario envisagedynamically
created MSCsoveringa limited geographical areahich are
virtual in nature They can be setup on demarahywhere
anytime,and on any 6&nabledmobile (or fixed) device
based on network conditions atelvicecapabilities. Fromthe
enduse perspective,these MSCssupport a plethora of
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Figurel. Overall SECRET reference scenario. BBU: Baseband units, LTE:-teyngEvolution, MCH: Mobile CetHead, MCN: Mobile Core Network,
MEC: Mobile Edge Computing, MSC: Mobile Small Cell, N€etworkcoding, NR: New Radio, SC: Small Cell, UE: User Equipment.

potential 6G services at low coandwith reduced impact on
mobile battery lifetime. EacMSC is controlled bya mobile
cell head (MCH), which is a mobile device within the
identified clster set that is nominated to become the local
radio managerThe MCH controk and maintais the set of
active userdn the coverage area of the cdik illustrated in
Fig. 1, the MCHs cooperatewith MCHs of other MSCsto
form a “ wi r-adiwerka-smallc el | s” t hat
several gateways teitherthe mobile core network(MCN)
through the infrastructuseased network (4G macro/5G NR)
or other User Equipment (UEs)g.,for cell offloading

A main characteristic of thé1SCs is that they utilize
wirelessfronthaul andbackhaulconnectios from theCloud
Radio Access Network (CRAN)via the mobile edge
computing (MEC)nodeto the MSC, avoiding the need for
mobility-bounded and costlfiber-optic deployment The
wireless fronthaul link cansupport multipleradio access
technologiegMRAT) and bandsincluding LTEA and5G
NR. Another characteristic dfISCsis that they appedo the
mobile devicesas fully-fledged base station®Ss) such as
enhanced NodeBs (eNBsyroviding local access via
backhaul connectivityo a pool of baseband processing units
(BBUs). The BBUpoolis a virtualized cluster, composed of
multiple processorsand computing nodesperforming
baseband processing functionalitibsit, in practice can be
distributed throughout the networldence, MCN, MEC
servers and th&1SCs can all be considered as computing
nodesThe @mmunication from th&CN down tothe MSCs
is based on optimal virtualizatioof the fronhaul backhaul

and BBU resourceadaping to the UE requiranents,service
level agreementand computational load

To this endthe SECREBcenaridargets a virtualization of
radio access network®ANSs) for MSCsthat are controlled
by a distributed SDN architectur&uch an architecture
enabés adaptable  deployment of  computation,
%o%rﬁunicwign aghingand control4C) solutionsto include

obile small cells; allowingC to reach new limits in terms
of coveragethroughput, latency and reliabilitincorporating
4C enabling technolog\ECRET has the potential tieploy
“ wi d e sfnctiermldplit and network slicingo support
6G usecases such Ultra-ReliableLow Latency
Communications (URLLC) or critical MachinEype
Communications (cMTY; stretches the computing coverage
for taskoff-loading services from the edge cloud to devices in
the near vicinity, lending to the term coined MIST computing
[5]. This will provide a new dimension towards introducing
further btency saving outside communication ¢astwell as
addressing crosgeneration requirements in terms of reducing
cost of ownership for mobile operators. Virtualization will
allow themobile deviceo becomeapool of networking and
computingresources thatan be shared between operators and
services.

The implementation othe MSC conceptand networking
has raised significant challenges in terms dévice
virtualization, wireless security and energy effiti®F, that
can be depicted by th8ECRET reference scenarido
achieve a flexible network where energyspectral and



network usage efficiency meet the targets of HE&
networks requiresat least (a) SDN-based and NFWased
CRAN supporting virtualization andsoftwarization (b)

computational physical nodes requakyorithms,that
enable dynamic allocativand flexible management of
sharedesources according 8ervice Level Agreements

energyefficient (EE) handoverldO) control mechanisms that

cope with the high mobility ofannected devices acting as
celFheads; (cllecentralizedvirelesssecuity framework hat
establishes cryptographic keying material to secure
cooperation connectiormnongd evi ces; aRAs (d)
aiming at enhancing the tradéf between energgfficiency

and linearity. Thesekey technoloy enhancementsnd the
evolution of MSCs within the standardswill be further
described in theubsequergections

(SLA) and load from each MVNQ7]. The VRM
algorithmsinclude (i) radio resources allocations (e.g.
UE-SC pairing, bandwidth allocation, U&EC role
selectionand network assisted configuratjogtc.); and
“(iy rel@ldencdmmunication ancbmputational resource
allocations (e.g. NC communications, EE BBU
allocations)

1 Cell offloading (CO): Cell offloading whichin legacy
4G/low band 5G networks is based multiple unicast
sessiongis proven inefficient if celocated users request
the same contenA more efficientapproach would be a
subgrouping system where UEs are organized in groups,
and the information is sent only once to the whole group.

B. SECRETApproach

A virtual networkusually consistof two virtual layers,
called control plane and ddtar userplane Thecontrol plane
mainly handles MM, while the data plane handles
communication resourcetn turn, MM includes two main
network procedurediO management (both horizontal and
A. Virtualization Challenges vertical) and management of processing resources (i.e.

Deploying on-demand MSCs adds complexity to the migration of computing resourcesnong available resource
virtualized network and several issues need to be addressed. Poolg. In the former, & uplink reference signal (UL RS)

I1l. ENABLING MOBILE SMALL CELLS VIA NETWORK
VIRTUALIZATION AND SOFTWARIZATION

MSCshavebeen proposed in several studidemonstrate
the gains ofsolving the problem ofspectrum resource
allocatiors in the network, for instance, by offloading traffic
in the congested maceell, and utilizing proactive caching
given wireless backhaul andhextrum sharing e.g., [6].
However, the impact of a holistic solution accommodatiig
optimization in a virtualized network haseceived less
attention

Sincetheendser is not receivi ngbasedd® aroceduregpraposed 8] and depicted irFig. 2,
|l ocation, but from a “ movi n gffers tsubstantilnbienefitter IMSCst Thegebysthe M@ m  w
need to consider spectrum, mobilty and resources transmitshe UL RSwhich issimultaneously received at both

management for both the user and the traiter. Network
virtualization ultimately will decrease the complexity of the
proposed system, enabling differ&ATsandMNOs to share
resourcesenhanceesilieng, increase coverage ameduce
latency. It will provide an adaptable infrastructure to the
current system requirements.

serving andheighboringnacro BSs. The BSs measure the UL
RS and send this information to a central network controller
for further measurement processtogdecide which BS will
serve a givenMSC. Hence, measurement and further
reporting transmission is not needed from the mobile device,
thus reducing the HGsignaling and associated power

In a virtualized networkphysical network resources are consumption.

mapped intosoftware for enhancedresilience and lower
CAPEX and OPEX. In the case BISCs the following4C
relatedproblems are addressed:

The data plane mainly associateavith theRM, whichis
anothercore function of futureCRAN. The legacyCRAN
solutions, considering virtual BBU splitting, have envisioned

1 Mobility Management (MM): MSC deployments five major logical splitting possibilities with their specific

increasecell boundariegotentiallyleading toincreased
HO events due to the small coverage aidareover,
whenthe MSC speeds high, theHO complexity will
further increasdeading to higher power consumption

due to excessivelO signding. It is worth noting, that within the mobile users (when computational load is
current (i.e. 3GPP LTE and NRJO procedures are affordable). Such resourcés the specific dataentersare
insufficient to addess the new mobility challenge, reserved according to the mobility characteristicthefisers
providing the impetus for a complete redesign. and the requirements for a successful and reliable

Resource ManagemenfRM): The RANspectrum and
infrastructure including SCs, are envisioned to be
shared between multiple 3rd party service providers,
called Mobile Virtual Network Operators (MVNQOahd
MRAT RANSs of different range€nablingthis sharing
requires RANs that are fully virtualized by utilizing
NFV and SDN on th&AN functions and networking
devices, respectively. While NFV enables RAN sharing
by different tenants (MVNOSs)EE Virtual Resource
Management (VRM)operations of the radio and

requirements (se€ig. 2). The logi@al subfunctions ofthe
virtual BBUs are softwarbased,i.e. running in virtual

machines, containers, etc. They are dynamically placed in

different serverg eitherin theedge dataentersor embedded

communication Communicationbetweenserversbelonging

to sameor different datacentersare empowered by network
coding(NC). In particular,NC can be effectively employed

asanet work protocol t o
functions, and to enhance reiility in distributed computing
and storage.

inter
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Providinga feasibledeploymentér NC-based subgrouping
schemesequires a flexible architecture that is able to instantly
deploy MSCs, where UEs with a common video request are
able to collaborate locally. In this contexhe SECRET
communication infrastructureoffers a practical cell
offloading solution that reduce the holistic enegy
consumption where NCC efficiently maintains and
distributes data within the1SCsby offloading cellular traffic
[4]. In particular, MCHSs run lowelayer virtual BBU sub
functions whileupperl a y e rofflsadedexpdoiting NCC
Such offloading can also exploit theter-cell cooperation
among different MCHsMoreover, taking into account that
shortrange antennas will consume less power theatro
antennas, the power consumed to trahamd receive the file
is also reducedShort rangetechnologies(e.g., WiFi) can

provide faster communication links, which will increase the
overall throughput of the system. As a drawback, NCC also
adds complexity and latency overhead in the network due to
the codingand relayingoperations.The NCC protocol
comprises two differenphases, the cellular phase and the
cooperative phase, which can happen sequentially or in
parallel. First, a cellular phase, in which B8 assigns an
index toall UEs forming the cooperative cloud. It distributes
the packets (previously encodatthe sender) to the mobile
users via unicast TDM in a roumdbin fashion. Next, a
cooperative phase, in which a TDMA schedule is created and
wherebyeach mobile user is in charge of redistributing the
received packets to the remaining nodes in the cooperative
cloud. Each UE will recode the received packets using the
information of all packets belonging to that generation, and it
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will multicast the new recoded packets to the remaining
cooperative nodes using shaaihge communication.

IV. SECURITY PROVISIONING FORMOBILE SMALL CELLS

In the envisioned SECRET scenarios, confidential
information will be downloaded, uploaded and processed via
the network of MSCs, and relayed using foreign nodes;
hence, a network architecture including security is highly
required.

A. Secuity Challenges

MSCs raise significant security challenges. Cryptographic
security solutions are capable of solving these as long as they
are supported by an efficient and robust key management
(KM) scheme. AKM scheme dictates the organization of
cryptographic keys toefficiently secure communication
between network userSecuring MSCdmplies meeting the
requirements of (1yecurity to exclude malicious users to
control part of the network; (2yonnectivity to establish
secure channels between any setcofinectedusers (3)
sustainability to provide sustained security and connectivity
by means oKM; and (4)fairness to evenly distribute the
workload among network useasd prevent selfistbehavior

[9].

Generally, KM schemesely on a trustworthy and secure
centralized trusted third party (TTF)ut are susceptible to
deniatof-service type attacks and physical compromise.
Security must therefore be guaranteed using a -trust
decentralizindgKM scheme.

A popularsolution involves certificate chairend allows
anytwo usersvho wish to securely communicate but do not
have any prexisting trust relationship, to find a chain of

existing trust relation$ips connecting each other. This
solution has major seaty drawbacks due to the assumption
that trust is both transitive and contéxdependent.
Furthermore, users lacking a chain of trust are excluded from
establishing a secure connection.

Alternative solutions involve distributing the TTP
Normally, a centlized TTP provideXM services using a
master key paitlowever, in a partialhdistributed TTP (PP
TTP) approach, theolution relies on threshold secret sharing
to split the master private key into shares that are distributed
to a selected set of usercalled servers. Through
collaboration, they can provide tK service. These servers
are therefore burdened with the main workload. Furthermore,
they may not be within transmission range of joining nodes
and they may leave the network entirely over timbese
issues cause a temporary or even indefinite unavailability of
KM servicesFinally, there is the fulbdistributed TTP (FD
TTP)based solutionvhich is similar to the PBITP, except
that every node receives a share of the master private key
(including joining nodes). This solution is therefore capable
of solving the issues present in the-PDP-based solution.
Unfortunately, in the originally proposesblution, joining
nodes are unable to verify whether the distribidbtiservice
is trustworthy.

Therefore,a KM scheme desigmust satisfy all the
proposed requirements ande evaluated based orits
provided level of security and overheads (i.e. commtinica
computational anchemorystorage overheads).

B. SECRETapproach

We identified that certificate chainirapd PD-TTP-based
solutiors haveinherent design flaws, whereas AO'P-based



solutiors aresolvable. Therefore, our proposed DIStributed
Trusted Authoritybased key managemeNT (DISTANT)
scheme follows the FD'TP-basedapproact{10].

The DISTANT scheme adopts the sgifnerated
certificate public key cryptosystem for its ability to provide
the highest level of trust in the FDIP, and the ow
communication overhead requirement due to-imberactive
certificate updates. It consists of two phases, the network
initialization phase and the operational phase.

In the network initialization phase, a TTP initiates an initial
set of network users bgroviding them with a share of the
master private key. This enables a threshold amount of them
to provideKM services during network operatioef.(Fig. 3):

1. providing a requester node with its proxy key pair,
enabling it to sign its seljeneratectertificates as if
this was signed by the TTP; and

2. providing a requester node with its unique share of the
master private key and join the FOUP group

During network operatiophasemobilenodes can join the
network, segenerate certificates edemandand exchange
these selfjenerated certificates to establish secure
communications channels.

V. GREENRFFORSECRETENABLED HANDSETS

The 5G radio transceiver froehd vision focuses on high
integration level and energy efficiency in battpwered
devices. In particular, for optimizing the amountalk-time-
per-batterychargein a lowvoltage operation, research has
focused on furtlr increasing the average efficiency &
being identifiedas the most poweronsumingRF module.

The fixed supply voltage of linear amplifier classes reduces
the average efficiendyelow 30 percentfor sub6GHz and 20
percentatt mmVave frequencies, wist the average efficiency

of Green PAis expected timprove40percenfor acceptable

5G systems. Therefore, to meet ever increasing demands for
higher data rates and wider frequency bands, novettst;
energyaware and broadband handset PAsratpiired that
mitigate thermal cooling issues and improve data throughput
of MSCs.

A. Green RF PA Challenges

The dynamic lad modulation Doherty PA (DPA9 one of
the dominating architectures among efficiency enhancement
techniquesDue to its enhanced dffency in deep power
backoffs, theDPA has beewidely used in both cellulaBSs
and handset devices to amplify the modulated signals with
high crest factors. However, the main drawbacks of DPA
implementationdie in its nonlinear distortion and intrinsic
bandwidth limitation. Extensive research attempts have been
conducted on improving the DPA baokK efficiency and
bandwidth coveringmultiband up to mWave frequencies
Narrowband solutionsattempt to improvethe average
efficiency without compromisings linearity, including gate
bias adaptation, incorporating envelope tracking, multi
way/multrstage and extendedsonance DP# [11].
Although, most of these approaches vyield excellent

performance, harmonic tuning strategies using Class E, F, J
and saturateBPAs have been identified as optimal solutions
Moreover, several efforts have been carried out on the
bandwidth extension of DP# mostly in analog design
methodologies including frequency response optimization,
distributed, transformdess, dualinput and posmatching
DPAs. Neverthelesanost of the broadband DPAs have been
developed for stBGHz lowfrequency and discrete circuits
andcannotbeemployed in IC implementation.

B. SECRETapproach

Considering the 5G user equipmehgre is a need for high
gain, compact size, high operation frequency and reliability.
In this context, monolithic microwave integrated circuit
(MMIC) technology can overcome size constraint while
improving the linearityefficiency andtransducer powagan.

In a fully-integrated MMIC PA all passive and active
components are combined and implemented as small parts of
a whole wafer to provide high device isolation and low
dielectric loss. Moreover, th@allium Arsenide (GaAsis a
preferred material at mviiave frequencies mainly due to its
high electron mobility that implies a greater electron velocity
for a given electric field.In fact, GaAs FET(Field Effect
Transistor)s amaturetechnology with a high cost advantage
that has led to widespread adoption the cellular
communication marketTable | provides the performance
comparison of recently reported handset DPAs based on the
semiconductor technologies [12]. Compared to siftae

art and published experimental results, the GaAs pHENT
deliver excellent performances in terms of output power and
backoff efficiency. In SECRET, we adopted th@25y m
InGaAs/GaAs (Emode) pHEMTtechnologythat is ideally
suitedfor 5G handset PA with positive supply voltagéo
provide an ultracompact MMIC DPA. The proposed
symmetricabesigntechniqués based othewidebandClass-

TABLE I. PERFORMANCECOMPARISONOFHANDSET DPAS
Technolo Freq. Pout Gain PAE Class Area
%  (GHz (dBm) (dB) BO(%) oo
28-nmCMOS 32 19.8 22 12.8 AB/C 1.79
0.13ym Si ! 28 16.3 18.2 13.9 B/C 1.76
180-nm SiGe AB/A
BICMOS 24-30 28 20 20 B 4.19
2y m AB/C
INGaP/GaAsHBT 2.52.7 24.6 19 25 1.44
D-mode GaAs 2325 30 12.5 20 B/C 4.29
E-mode 0.15u m AB/B
GaAs 28 26 12 29 2.85
E-mode 0.150 m AB/C
Gahs 25-29 28.2 15 27 4.93
E-mode 0281m g 155 292 122 50 I3 3.15

a-A description and references to the listed techniques can be ifo[4#].
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J modeof amplification The harmonic generating Cla3®A
exploitsthe capacitiveseconcharmonic load componento
absorb the parasititat can increase the fundamental voltage
and maximize the efficiency Besides, the employed
broadband poghatching network reduces the impedance
transformation ratio of the conventional DPA and restores the
proper load modulatio

VI. DEMONSTRATINGMOBILE SMALL CELLS- SECRET
TESTBED

The SECRET approach has been validatgdmeans of a
testbedthat isillustratedby Fig. 4. The testbed has two well
differentiated layers, namely a hardware layer and a
virtualized layer. The testbeses SDN in the virtualized layer
with two different observable planes, namelye data plane
and the control plane.

The hardware layer consists of AR Prodesk 600 Gihat
emulates different cellular eNBand threeFujistu MPC3
thatcreatevirtualizedMSC (vMSC) and the UEs inside them.
They are all connected thelnternet viaaTP-Link C9router.

The control plane of the virtualized layer is programmable
and managed by an SDN controller. The key components of
the testbed are the Openstadkud platform to manage
network functions, and OpenDayLight SDN controller to
manage the network flows. In the setup, the orchestrator
utilizes OpenStack APIs to start virtualized MSC functions
and instructs the SDN controller to manage the flows. The

Bare Metal

Hardware
Layer

virtual machinegvVM) are spawned on a compute node that
acts as UEs (virtual object®ernetbased Virtual Machine
(KVM), which is a full virtualization solution for Linux on
x86 hardwareis used as a hypervisor on the compute node to
host virtual maching In the testbed, we consider a MSC that
is deployed as an overlay network. MEC server is assumed to
be deployedtthe eNB and th&lC streaming servicains in

the MEC. The proposed approach is basadan overlay
network that logically interconnects all the participating UEs
in the MSC to the physical networkach virtual UE is
identified by a MAC address to enable the communication
among the virtual UEs in the overlay networke SDNbased
network allows isolation of the overlay network through
OpenFlow rules

The data plane of the virtualized network consists of a NCC
streaming servicewhich is placed in the MECmultiple
MSCs, whose controller is placed at MEH, and NCCapps
which are place in the UEs. A video is streamed from the
server to the UEs to showcase the traffic offload and the
increased throughput.

In the demonstrator, a MSC is placed inside an ambulance,
which works as théVICH. A docker container runs in the
nodes to showhethe the node is active, inactive, or in stand
by. The MSC in the ambulance offloads the cellular traffic
achieving a 1percentcellular utilization(cf., Fig. 4) and acts

as an intermediate nodeetweensurroundingcars and the
eNB. Running video streaming could demonstrate hours of
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reliable communication witha decoding ratio over 99.5
percentwhich can increastirtherby increasing the number
of coded transmissions in the MSECC-assistediideo can
be beneficially used to provideservices with demands on
throughput, latency and reliabilit e.g., telesurgery
monitoring

VIl. STANDARDIZATION TOWARDSMOBILE SMALL CELLS

The realization of th&SC paradigm, hatately received
attention by 3GPP, where different technologies have been
proposedor potential inclusion in the standards. Notably, the
study of Mobile Relay (MR) ®hnologies wasindertakenn
Release 11 (R11) and RMoreover the 3GPP standasdso
includes D2D proximity services (ProSenabling secalled
3GPP Indirect Communicatiomhe useof these technologies
towards the implementation of MSCsvill be addressed
hereaftemlong with standardvolution

A. Mobile Relays
Originally targeting high-speed trains, MRs aim at
improving the ck coverage ofon-board UEs by deploying
access devices, namely Mobile Relay Nodes (MRN),
providing both a wireless backhaul connection via the eNBs
alongside t he vehicle’'s
connectivity to UEs inside the vehicle. The conamaty be
easily extended to include more general types of
transportation, sharing some similar scenario characteristics,
namely: moderate to high speeds; known (or predictable)
trajectory in most cases; high penetration loss through the
vehicle cabin; and Bs being stationary or sersiationary
w. r.t. the vehicle’s

The MRN is wirelesslyonnectedo a Donor eNB (DeNB)
via the Un radio interfacevhile on-boardUEs are connected
to the MRN via the Uinterface. A MRN supports a subset of

movemen

the UE functionalities and the eNB functionalities in order to
connect to the DeNB. n  al i gnment wi t h
MRNs also support muiRAT functionalities by utilizing
LTE Un as a backhaul link and different aiterface
technologies (i.e LTE/3G/2G/WiFi) on the access link. When
the Un interface connection is changed to a different DeNB,
via an inte-DeNB HO, MRNs should still provide
uninterrupted connectivity to then-board UEs towards the
CN.

Overall MRN technology is a suitable candidate for
accommodating the functionality of MSCs in 3GPP B5G
networks Noteworthy in [13] several MR architectures were
proposed, Alt.1 to Alt. 4, of which, based on a comparative
study thereinAlt.1 and Alt.2 were selectefdr further work
on MRs. Figure 5 (left) illustrates the Alt. 1 architecture,
where the MR HCQreuses existing UE HO procedures with
some modifications.

B. Indirect 3GPP Communication

From R13 onwards, the 3GPP standard may support the
realization of theViSC concept using D2D proximity services
(ProSe), allowing a twhop UEto-Network relay option
coined adndirect 3GPP Communication (i3Com). Although

t r aifitigly intendgd to sigpport energency rgsgondeys durng e

public safety and security situations, furtheersarios have
been identified in R16 and beyonds.g, inHome,
SmartFactories, Logisticstc

I3Com shall be supported between a Remote UE (RmUE)
and the network via a Relay UE (RIUE), where the connection
betweertheUEsshall be able to useBTRA or WLAN [14].

e maximum number of RIUEs betweemRmUE and the
network is one (singlop) in R16, but may be relaxed in R17
allowing multthop[15]. The network will be responsible for
authorizing enabling and disabling UE to act as RIUE. The



control of the RmUE by the network will also be done via
i3Com usingeitherE-UTRA or WLAN. Several RIUEs may

be availablan the proximity of the RmUE, and thus i3Com
shall support discovery, selection and reselectiom@&IBE
based on a combination of different critdti®]. Reselection
may be triggered by any dynamic change in the selection
criteria, e.g. by the battery aRIUE getting depleted, a new
relay-capable UE getting in rangeRmUE requesting higher
QoS, etc.

Generally, the use of i3Com should typically not lead to an
increase in power consumption at the RmUE when compared
to direct 3GPP communication for thensa traffic. Figure 5
(right) illustrates the concept of i3Com.

C. Future standardization efforts enabling small cells

Lately, the resurgence of relay technology seems to have
picked momentum in 3GPP with the introduction of
Integrated Access and Backhaul (IAB) technolo@yhe
deployment olAB nodes enable spectrum pooling between
the access link and the backhaul linkaperdemand basis.

It is expected that the current stationary definition of I1AB
nodes will evolve into mobile IAB concepts in future
releasesthus enabling the MCS concept.

Another anticipated direction for future 3GPP standards is
the promotion of a userentric cellfree connection approach
that will enable poweefficient mobility management. An
uplink sounding reference signal (SRS) based HO procedure
proposed iINSECRET][8] reveals improved performance in
terms of HO signaling overhead in SC deployments.
Extending this concept tISCs or the MRNSs is expected to
bring similar gains.

VIII. CONCLUSIONS

This paper presentsthe SECRET approach towards
B5G/6G networling based on virtual mobile small cells.
These are perceived by the network as a pool of new
networking resourcemheriting 4C capability, whichcan be
setup on-demandenabling new 6G compliant servigesuch
as URLC, as well assignificantly redumg the cost of
infrastructurebased deployments

Towards this endchallenges enabling technologies and
solutions have beendiscussedtogether \ith a testbed
demonstratinghe SECRET poof-of-conceptControlled by a

distributed SDN architecturat has beenshown thatthe

SECRET architecture enables

reliable and efficient

connectivity, with inherent capability to support low latency
and cloud computin§G servicegjoing beyond the edge nade
Finally, theevolutionof such an approadh future standarsl

is foreseen
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