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Finite Horizon Privacy of Stochastic Dynamical Systems:
A Synthesis Framework for Dependent Gaussian Mechanisms

Haleh Hayati, Carlos Murguia, Nathan van de Wouw

Abstract— We address the problem of synthesizing distorting
mechanisms that maximize privacy of stochastic dynamical
systems. Information about the system state is obtained through
sensor measurements. This data is transmitted to a remote
station through an unsecured/public communication network.
We aim to keep part of the system state private (a private
output); however, because the network is unsecured, adversaries
might access sensor data and input signals, which can be used
to estimate private outputs. To prevent an accurate estimation,
we pass sensor data and input signals through a distorting
(privacy-preserving) mechanism before transmission, and send
the distorted data to the trusted user. These mechanisms
consist of a coordinate transformation and additive dependent
Gaussian vectors. We formulate the synthesis of the distorting
mechanisms as a convex program, where we minimize the
mutual information (our privacy metric) between an arbitrarily
large sequence of private outputs and the disclosed distorted
data for desired distortion levels — how different actual and
distorted data are allowed to be.

I. INTRODUCTION

In a hyperconnected world, scientific and technological
advances have led to an overwhelming amount of user
data collected and processed by hundreds of companies
over public networks. Companies mine this data to provide
personalized services. These technologies have, however,
come with the price of an extensive loss of privacy in society.
Depending on their resources, adversaries can infer critical
(private) information about system operations from public
data available on the internet and/or unsecured servers and
networks. This is why researchers from different fields (e.g.,
computer science, information theory, and control theory)
have been attracted to the broad research area of privacy and
security of Cyber-Physical Systems (CPSs), [1]-[8].

In most engineering applications, information about the state
of systems, say X, is obtained through sensor measurements
and then sent to a remote station through communication net-
works for signal processing and decision-making purposes.
If the communication network is public/unsecured and/or the
remote station is untrustworthy, adversaries might access and
estimate the system state.

A common technique to avoid an accurate estimation is the
use of additive random vectors to distort disclosed data. In
the context of privacy of databases, a popular approach is
differential privacy [4], [9], where random noise is added to
the response of queries so that private information stored in
the database cannot be inferred. In general, if the data to be
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kept private follows continuous probability distributions, the
problem of finding the optimal additive noise to maximize
privacy is hard to solve. This problem has been addressed by
assuming the data to be kept private is deterministic [1], [10],
[11]. However, in a Cyber-Physical-Systems context, the
inherent system dynamics and unavoidable system and sensor
noise lead to stochastic non-stationary data and thus, existing
tools do not fit this setting. More recently, the authors
in [8], [12] have proposed a framework for synthesizing
optimal transition probabilities to maximize privacy for a
class of quantized CPSs with discrete multivariate probability
distributions. Even though this framework is general and
leads to distorting mechanisms with arbitrary distributions,
the computational complexity induced by exploring all the
possible transition probabilities from private to the disclosed
distorted data is high and increases exponentially with the
alphabet of the private data. In [1], the authors neglect quan-
tization and work directly with dynamical systems driven
by continuous (Gaussian) disturbances. They prove that,
in the unconstrained additive noise case (so distortion is
not considered), the optimal noise distribution minimizing
the Fisher information (their privacy metric) is Gaussian.
This observation has also been made in [13] where mutual
information is used as privacy metric.

Motivated by these results, in this manuscript, we present
an optimization-based framework for synthesising privacy-
preserving Gaussian mechanisms that maximize privacy but
keep distortion bounded. We use additive Gaussian depen-
dent vectors as distorting mechanisms to maximize privacy.
We pass sensor data and input signals through these distort-
ing mechanisms before transmission and send the distorted
data to the remote station instead. These mechanisms con-
sist of a coordinate transformation and additive dependent
Gaussian vectors that are designed to hide (as much as
possible) the private parts of the state S — a desired private
output modeled as some linear function of the system state,
S = DX, for some deterministic matrix D.

Note, however, that it is not desired to overly distort the orig-
inal data. When designing the additive Gaussian vectors, we
need to take into account the trade-off between privacy and
distortion. As distortion metric, we use a general weighted
mean squared error between the original and distorted
data. Weighting matrices are used to fine tune the desired
distortion at different channels and/or to model different
applications of the distorted data at the remote station. In
this manuscript, we follow an information-theoretic approach
to privacy. As privacy metric, we propose a combination of
mutual information and entropy [14] between disclosed and
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private data. In particular, we aim at minimizing the mutual
information I[S; Z], between the private output S and the
disclosed randomized sensor data Z, while maximizing the
entropy h[H] of an additive Gaussian vector H we use to
distort input signals, over a finite time window, for desired
levels of distortion — how different actual and distorted
data are allowed to be. As we prove in this manuscript,
we can cast the problem of finding the optimal Gaussian
distributions and change of coordinates as a constrained
convex optimization problem.

Notation: The symbol R stands for the real numbers,
R>o(R>0) denotes the set of positive (non-negative) real
numbers. The symbol IN stands for the set of natural
numbers. The Euclidian norm in R™ is denoted by ||X||,
||X]|? = XTX, where " denotes transposition. The n x n
identity matrix is denoted by I, or simply I if n is clear
from the context. Similarly, n X m matrices composed of
only ones and only zeros are denoted by 1,,x,, and Oy, xm.,
respectively, or simply 1 and O when their dimensions are
clear. For positive definite (semidefinite) matrices, we use
the notation P > 0 (P > 0). For any two matrices A
and B, the notation A ® B (the Kronecker product) stands
for the matrix composed of submatrices A;; B , where A;;,
1,7 = 1,...,n, stands for the ij—th entry of the n x n matrix
A. The notation X ~ ANT[u,%X] means that X € R" is
a normally distributed random vector with mean E[X]| =
u € R™ and covariance matrix E[(X — pu)(X — u)T] =
¥X € R™ ", where Efa] denotes the expected value of
the random vector a. Finite sequences of vectors are written
as XK = (X(1)T,..., X(K)")T € RE", X(i) € R",
i =1,..., K, and n, K € IN. To avoid confusion, we denote
powers of matrices as (A)X = A--- A (K times) for K > 0,
(A)° =1, and (A)K = 0 for K < 0. The operators log[-],
det[], and tr[-] stand for logarithm base two, determinant,
and trace, respectively.

II. PRELIMINARIES
In this section, we present some definitions and prelimi-

nary results needed for the subsequent sections.

Definition 1 (MMSE Estimator [15]) Let X and Y be
two jointly Gaussian random vectors. The Minimum Mean
Square Error (MMSE) estimate of X given Y is given by:

X =2XYyY Hy - B(Y)) + B(X), )

where XY denotes the cross-covariance matrix between X
and Y and XY is the covariance matrix of Y.

Definition 2 (Differential Entropy [14]) Letr S € R™ with
S ~ Nu®, %5]. Its differential entropy, h(S), can be written
in terms of its covariance matrix as:

1
BIS] = 5 logdet (Z5) + 2 + £ log(2n). )

Entropy is a measure of the average uncertainty in a random
vector. We use base two log(-), so entropy is given in bits.

Definition 3 (Mutual Information [14]) Let S and Z be
two jointly distributed continuous random vectors with joint

entropy h[S, Z] and marginal entropies h[S| and h[Z). Their
mutual information, 1S; Z), is given as:

I[S; Z) = h[S] + h[Z] — ]S, Z). 3)

Mutual information between two jointly distributed vectors
is a measure of the statistical dependence between them.

III. PROBLEM FORMULATION
A. System Description

We consider discrete-time stochastic systems of the form:

X(k+1) = AX (k) + BU (k) + T(k),
Y (k) = CX (k) + W(k), @)
S(k) = DX (k),

with time-index k& € IN, state X € R"», measurable output
Y € R"™, known input U € R"™, private performance
output S € R™s, and matrices (A, B, C, D) of appropriate
dimensions, 14, ny, Ny, ns € N. Matrix D is full row rank.
The state perturbation 7" and the output perturbation W are
multivariate i.i.d. Gaussian processes with zero mean and
covariance matrices X7 > 0 and X" > 0, respectively.
The initial state X (1) is assumed to be a Gaussian random
vector with E[X(1)] = uf € R™ and covariance matrix
B = E[(X(1) — ) (X (1) — o) 7] € Rrexme, £X > 0,
Processes T and W and the initial condition X (1) are
mutually independent. We assume that matrices (vectors)
(A, B,C,D, %%, 4,27 ¥W) and the input signal U (k)
are known for all k.

We aim to prevent adversaries from estimating the private
output S(k), accurately. To this end, we randomize mea-
surements Y (k) and input signals U (k) before transmission
and send the corrupted data to the remote station instead.
The idea is to randomize Y (k) and U(k) as

Z(k)=Gk)Y(k)+V(k), s
R(k) =U(k)+ H(k), ©
for some time-varying transformation G(k) € R™»*" and
dependent Gaussian processes, V (k) ~ N[0,%V (k)] and
H(k) ~ N[0, (k)]. The randomized vectors Z(k) and
R(k) are transmitted over an unsecured communication
network to a remote station, see Figure [Il We seek to syn-
thesize the sequences G(k), =V (k), and ©H (k), k € K :=
{1,..., K}, to make inference of the sequence of private
outputs, S(k), as ‘hard’ as possible from the disclosed data,
(Z(k), R(k)). In what follows, we introduce the adversarial
model we seek to defend against.

B. Adversarial Capabilities

We consider worst-case adversaries that eavesdrop data
at the communication network and/or the remote sta-
tion. They do not only have access to all distorted sen-
sor measurements Z(k) and distorted input signal R(k),
but also have prior knowledge of the dynamics and
the stochastic properties of the system, i.e., matrices
(A,B,C, D, %%y, T, ¥W) are known by the adversary.
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Fig. 1: System configuration.

Moreover, the adversary also knows the means and co-
variance matrices (u? (k), u®(k), % (k), 2% (k)) as these
can be estimated from the disclosed data (Z(k), R(k)). We
assume that the adversary uses a linear MMSE estimator
(see Definition 1) to reconstruct S(k), which, for jointly
Gaussian vectors, produces the best estimation performance
among all unbiased estimators [15]. In practice, actual ad-
versaries would typically not have all the capabilities that we
assume here. However, if we maximize privacy under such
worst-case adversaries, we ensure that adversaries with less
capabilities perform even worse (or equal at most).

C. Metrics and Problem Formulation

For a given time horizon K € N, the aim of our privacy
scheme is to make inference of the sequence of private
vectors, SK = (S(1)7,...,S(K)")T, from the distorted
disclosed sequences, ZX = (Z(1)T,..,Z(K)")" and
RX = (R(1)T,..,R(K)")T, as hard as possible with-
out distorting (Y, UX), excessively. That is, we do
not want to make (YX UK) and (Z%,RE) overly dif-
ferent. Hence, when designing the distorting variables
(G(k), XV (k),%H (k)), we need to consider the trade-off
between privacy and distortion.

As distortion metric, we use the weighted mean squared
errors between the original and distorted data, i.e.,
E[[Wy (25 — YX)|[2] and E[||Wy(RX — UX)|[?], for
some given weighting matrices of appropiate dimensions.
Matrices Wy, Wy, are used to fine-tune the desired distortion
at different channels and/or to model different applications
of the distorted data at the remote station. Arguably, for
the class of linear systems considered in this manuscript,
and most applications at the remote station (for this class),
performance degradation induced by the privacy mechanism
can be written (or upper bounded) in terms of the proposed
weighted mean squared errors.

An intuitive candidate to use as privacy metric is the mu-
tual information between private and disclosed data, i.e.,
I[SE; Z% RX]. However, because the input sequence UX
is deterministic and V(k) and H(k) are independent, it
is easy to verify that I[S%; ZK RK] = I[SK; ZK]. That
is, in the proposed setting, the randomized input data R¥
does not affect I[S¥; ZK RE] at all. To overcome this
obstacle, we add to I[SE;ZX] the negative differential

entropy, h[UX — RE] = h[H¥], to capture the uncertainty
between original and disclosed input data. That is, we
propose I[S%; ZK] — h[H¥] as privacy metric.
Summarizing the above discussion, we aim at minimizing
I[SE; ZK] — h[HX] subject to the weighted second moment
constraints E[||Wy (ZK —Y¥)||?] < ey and E[||Wy (RE —
U)||?] < ey, for some desired maximum distortion levels
ey € Ry and ey € Ry and weights Wy € R™*"v and
Wy € R™>nu_ by designing G(k), XV (k), and X (k) of
the distorting mechanisms (3). In what follows, we formally
present the optimization problem we seek to address.

Problem 1 Given the system dynamics (), time horizon
K € N, desired maximum distortion levels ey € R+ and
ev € Ry, weighting matrices Wy € R™*"v and Wy €
R™ X" private output sequence S (k), k € K = 1,..., K,
and the distorting mechanism (@), find the distorting se-
quences, G(k), Y (k), and 3 (k), solution of the following
optimization problem:

min I[S%; 7K — h[H"],
G(k),2V (k),H (k),keK

B EE - Y < e
B (RS — U9 < e

(6)

and (VX HX YX) mutually independent.
IV. SOLUTION TO PROBLEM 1
To solve Problem 1, we first need to write the cost function
and constraints in terms of the design variables.
A. Cost Function: Formulation and Convexity

The differential entropy h[H*] is fully characterized by
the covariance matrix of HX, X1 := E[H H};]. Hence, by
Definition 2, h[H¥] is given by

Kn, Kn,

h[HK] = L log det (S5) +

== log(2m). (7

; S = og(2m). (D)
The mutual information I [SK : Z%] can be written in
terms of differential entropies as I[S¥;ZK] = h[SK] +

h[ZE] — h[SE,ZK], see Definition Bl Moreover, these
entropies are fully characterized by the covariance matrices
of the corresponding random vectors, see Definition 2. So,
to characterize I [S*;Z*] in terms of G(k) and XV (k),
k € K, we need to write the covariance matrices of S¥ and



Z% and the joint covariance of (S, ZX) in terms of them.
By lifting the system dynamics ) over {1,..., K}, we can
write the stacked vector ((Z5) T, (SK)T)T € RE(y+ns) a5

] = |80 Pexy+ [ O8O e
K D

K

+ | Loty [T (G 4 v,
Dx 0

with stacked matrices Ly := Jx(Ix_1®B), Ck = Ix®0,

Dk :=Ix ® D, G := diag[Gy, G, ..., Gk], and
Fy = [I AT (AT)K—l}'I'7
0 0 0 0
1 0 0 0 ©)
Tk = A I 0 0
(A)K—Q (A)K—S (A)K—Al .. T

Let E}/( € REmxEny denote the non-diagonal covariance
matrix of the stacked additive dependent vector V. Note
that matrices G'x and $¥ contain all the distorting variables
of the output mechanism, (G(k), XV (k)), k € K. In the next
lemma, we give a closed-form expression of the joint density
of (S%,ZX) (which we will need to write I[Z¥;S¥%] in
terms of the design variables).

Lemma 1 .
()~ bt

with mean ,LLIZ(’S € REs*m) and covariance matrix
EIZ(,S c RK(ns—l—ny)XK(ns—l—ny)’ Z[Z(,S >0

u® =[O0 [Pt + [ 980 | LaU™=1, 10y
275 =[G o 2™) [ o]+ [418K1a)
+ [ GO | FesX R G0 ] (i

- < = 1T
+—[Gng}Jk(IK_lQDET)J;[Gggk}

Proof: To simplify notation, we introduce the stacked vec-
tor OK = ((ZK)T,(SK)T)T. By assumption, the ini-
tial condition X (1), and the processes, T'(k), W (k), and
V(k), k € N, are mutually independent, and X (1) ~
N[,U,{(,E{(], T(k) ~ N[Ova]’ W(k) ~ N[O,EW],
V(k) ~ N[0,2V], for some positive definite covari-
ance matrices Z{(, ST W and V. Then, see [16]
for details, we have L1 X (1) ~ N[Liuf,L1SFL]],
LoTE=1  ~ N[0, Lo(Ix—1 ® . VL,T), LsWE  ~
N0, Ls(Ix @ ") L3 "], LyVE ~ N[0, L4214 "], for
any deterministic matrices L;, 7 = 1,2,3,4, of ap-
propriate dimensions. It follows that the stacked vector
oK given in (8) is the sum of a deterministic vector,
(GxCk)",DE)TLgUK=1, and four independent nor-
mally distributed vectors. Therefore, ©X follows a multivari-

ate normal distribution with E[OX] = 12 as in (I0). By in-
spection, using the expression of ©% in (8), mutual indepen-
dence among X (1), T'(k), W (k), and V(k), k € N, and the
. X X b's x\T

definition of X, ¥ = E[(X(1) — pf) (X(1) — pf) |
it can be verified that the cova_lrriance matrix of OFX,
E[(6K — B(6X))(0X — E(6K)) ], is given by EIZgS in
(II). It remains to prove that the distribution of ©X is not
degenerate, that is, EIZgS > 0. Note that EIZgS in can be
written as

GrCkQD

2,5 _ »Z < oD 7
DxQDL

= - K 12
K = | prQCLér (12)

7 = GxCxQCLGL + Gr(Ix @ SW)G + Xk, (13)

with Q = FxkSXFL + Je(Ix_1 @ S.7)JL. A necessary
condition for the block matrix EIZgS in (I2) to be positive
definite is that the diagonal blocks are positive definite [17].
The left-upper block is positive definite because by assump-
tion E}/( > 0. The right-lower block is positive definite if
Dy is full row rank and Q is positive definite. Because D
is full row rank by assumption, matrix Dg = (Ix ® D) is
also full row rank [ [18], Theorem 4.2.15]. Note that () can
be factored as follows

Q=] Fx Jx | )P 0 ][Fk

0 IK_1®ET JK ]’ (14)
o

That is, () is a linear transformation of the block diagonal
matrix Q' above. By inspection, it can be verified that matrix
P = [Fg Jk]|, see @), is lower triangular with identity
matrices on the diagonal; thus, P is invertible. It follows
that Q = PQ'PT is a congruence transformation of @’
[19]. Hence, @ is positive definite if and only if the block
diagonal matrices of Q)" are positive definite [19]. Matrices
¥ and X7 are positive definite by assumption (which
implies Ix_1 ® Y7 > 0), and thus we can conclude that
Q > 0, which implies DxQD}; > 0 because Dy is full
row rank. Necessary and sufficient conditions for EIZ(’S >0
are D KQD} > 0 which we have already proved) and that
the Schur complement of block D KQDIT( of EIZ(’S, denoted
as ZIZgS/(DKQD;), is positive definite [ [20], Theorem
1.12]. This Schur complement is given by

2% )(DkQDy) = Cr(Ix @ SWV)G + Skt

GiCr(Q— QD (DxQDf) ' DrQ)Cf Gk
Since matrix Gk (Ix ® V)G + S, is positive definite,
a sufficient condition for EIZ(’S/(DKQDIT{) >0 is

Q"= (Q - QDx(DxQDi) ™' DxQ) > 0.

Regarding Q" as the Schur complement of a higher dimen-
sional matrix @/, we can conclude that:

Q  QDf
DkQ DkgQDJ.

- plo @@ epp) =0

15)

(16)

QNZO@Q/N: |:
a7



which is trivially true because Q lis positive definite since
Q > 0. Hence, DxQDj. and %5 /(DxQDJ) are both
positive definite, and thus EIZgS > 0. [ |

To obtain the densities of ZX and S¥, we just marginalize
(see [16]) their joint density in Lemma 1 over Sk and Zk.

Corollary 1 ZX ~ N[uZ,¥%] and S ~ Nu3, %)
pé = GrCxFruf + GrCr LUK,
wy = Dx Frepss + Dg LUK

-
Iny Z,5 Iny My, n
5(5) 5 () v

T
S _ 0 Z,S 0 KnsxKng
> _(In) 57 (In)eR .

At this point, we have the three covariance matrices,
(XZ,%%,%97), that we need to compute the mutual infor-
mation I [S¥; ZK]. Note that these matrices are functions
of our design variables Gx and ZX:

$25 _ <E?< (Ef(Z)T>
K E?{Z E?{ )
Y2 = GrCrQCLGL + Gr(Ix @ V)G +2¥%, (19)
Y% = DgQD}, (20)
234 = GxCrQD}, 1)

(18)

with Q as in (I4) independent of Gx and E}/(. Before
we write the cost in terms of these matrices, we notice
that X} only appears in the expression for X7 in (I9).
Moreover, given (Gx,Y%), matrix 2} is fully determined
and viceversa. That is, (Gx,X)) — (Gg,%%) is an
invertible transformation. Therefore, we can pose both cost
and constraints in terms of either XY or ¥Z. Casting the
problem in terms of ©Z allows us to write linear distortion
constraints and a convex cost function. Hereafter, we pose
the problem in terms of (Gf,Y¥%). Once we have found
optimal (G'x, X% ), we simply extract the optimal ¥}, using
(19). The first constraint that we need to enforce is that
the extracted Y} is always positive definite (as it is a
covariance matrix). Having ¥% > 0 does not necessary
imply EK > 0. From (19), it is easy to verify that EK >0
if and only if 7 — Gx(CxQC + (Ix @ V)G > 0.
Using standard Schur complement properties [20], the latter
nonlinear inequality can be rewritten as a higher-dimensional
linear matrix inequality in % and Gk as follows:

Xk Gk

Gy (CkQCEL+ (Ig @ xW))~!
We use inequality (22) later when we solve the complete
optimization problem to enforce that the optimal EIZ< and
Gk lead to a positive definite 3.

> 0. (22)

Finally, given (XZ,%%, %97) in (I8)-(21), by Definition

2, we can write 1[Z%; S%] as follows:

112585 = h (%) + b (25) — h(Z¥, 5F) (23a)
S zZ
1 log det (2%) det (£2) (23b)
2 det (377)
= %1ogdet (Zf() — % log det (Ei - Ef(ZTEIZ(%Ef(Z) ,
(23¢)

where (23b)-@23d) follow from standard determinant and
logarithm formulas. In the following lemma, we prove that
minimizing the cost function I[S¥;Z%] — h[HX] using
(Gx, %%, %) as optimization variables is equivalent to
solving a convex program subject to some Linear Matrix
Inequalities (LMI) constraints.

Lemma 2 Minimizing I[S¥; ZX| — h[HX] is equivalent to
solving the following convex program:

min _ —logdet (Z7) — logdet (Ilx)
SH Mg ,22,Gx
(24)
s _ §Z\T
s.t. Tl >0, Yk SZHK (EKZ) > 0.
LK 3

Proof: (a) For any positive definite matrix 3, the function
—logdet(X) is convex in ¥ [21]. It follows that —h[HX]
in (@) is a convex function of . Minimizing —h[HX]
amounts to minimizing — logdet (E%) as all other terms
in are constants. (b) Next, consider the expression for
I[Z%; SK] in @3d). Due to monotonicity of the determinant
function and the fact that %9, is independent of the design
variables, minimizing (23d) is equivalent to

—logdet (T1x)

min _
Nk, %% ,Gk
(25)

s.t.0<Tlg < (zf( - Eiﬂzi’lsz) :

(¢c) The inequality term in (23) can be rewritten using Schur
complements properties [20] as

-
[ DI § P 3= 24

(26)
D

:| >0,IIg > 0.
Because Y77 is a linear function of G (see (2I)), 26)
are two LMI constraints in ITx and G k. Combining (a)-
(c), we can conclude that minimizing 1[S%; ZX] — h[H¥X]
is equivalent to solving the convex program in (24). |
By Lemma P minimizing the cost in (@) is equivalent to
solving the convex program in (24). Then, if the distortion
metrics, E[||Wy (ZX —Y¥)|2] and E[||Wy (RE —UX)||?],
are convex in the decision variables (which is the topic of
the next section), we can find optimal distorting mechanisms
efficiently using off-the-shelf optimization algorithms.

B. Distortion Constraints: Formulation and Convexity

We start with the distortion in Y. By lifting the system
dynamics (@) over {1,..., K}, we can write the mean and



covariance matrix of the stacked output Y* € RE"s as:
) = Cx Frps + CxLgUR 1, 27)
Sk =k ®3") + CxQCx, (28)

with matrices Ly = Jx(Ix_1 @ B), Cx = Ix ® C, Ji in
@), and Q in (I4).

Lemma 3 E[||Wy (Z% — YF)||?] is a convex function of
EIZ( and Gk, and can be written as follows:

E[[Wy (2" =Y ™))

=uWy " (2% + Xk — 255Gk )Wy]

T =~ ~

+ue (Gx =)Wy "Wy (Gx — Dpje. (29)

Proof: The expectation of the quadratic form, E[||Wy (Z% —

Y ) |?], can be written (see [22] for details) in terms of the
mean and covariance of the error AX .= 7K — Y K:

E[|[Wy (2% = YE)I]P] = u[S%] + (uk) "nk. G0)

with covariance ¢ = E[(AK — pu2)(AK — u2)7] and
mean % := E[AX]. Given the distortion mechanism (3)), we
can write ZX = G YK + VX, hence, AKX = Wy ((Gx —
IYX + V), and because Y* and V¥ are independent,
5% =Wy (G — DTS} (Gk — 1)+ S)Wy and pg =
Wy (Gx — I),u};. Note that, because Z¥ = GxY X + VE,
Y7 = G EX Gk + X} then, we can write ©% in terms of
Y7 as N8 =Wy | (B4 + 2% — GLEY — Sk Gx)Wy. Up
to this point, we have written both ;% and ¥2 in terms of
the design variables, EIZ< and G. Using these expressions
and (30), we can conclude (29). [ |

Remark 1 Note that the distortion metric (29) is linear in
2 and quadratic in Gr; consequently, the output distortion
constraint in (@), E[||Wy (ZX —Y¥)|2] < ey, is nonlinear
in the design variables. However, we can find an equiv-
alent linear constraint using standard Schur complement
properties. It can be verified (see [20], Theorem 1.12]) that
E[|[Wy (ZE —YE)|]?] < ey in is equivalent to the
following LMI in %% and Gk:

T
Sy ek G DT
Wy (Gx — Ipg 1

9y =€y — tr[WyT(Eﬁ + E}/{ - 22}/(GK)WY]
31)

We move now to the distortion in U, The input dis-
tortion metric E[||Wy(RE — UX)|]?] = E[||[WyHX|]?]
depends on the mean u% and covariance E% of HX.
Note that E[||Wy HX[|?] is again the expected value of a
quadratic form. By construction (H¥ is a design vector),
we have pfl = 0. Then, E[||WyHX|?] is simply given
by E[||WyHE|]2] = tu[Wy T SEWy] (see [22] for details),
which is already linear in the design matrix E%. We sum-
marize this discussion in the following lemma.

Lemma 4 E[||[Wy(RX — UX)|)] = E[[WyH|J] is a

—log det[24] — log det[M k],

min
Nk,%% .Gk, 58

Il >0,

YR -k
GrCrQD)

(GxCrQDE)T ] o 0
2% =
[ Oy (Wy (Gr = Dpuk) " } >0
. y >0,
Wy (Gk — Dpx I
Oy = ey — tue[Wy " (B% + 2% — 25V G )Wy ],

€y — tr[WUTEgWU] >0,

S.t.

[ Sk Gx } >0
Gk (CxQCEL 4+ (Ix @%W))~!
s2>0.
(33)
convex function of Xt and can be written as follows:
E[|WyHS )] = u[Wy TSEWy). (32)

By Lemma 2] Lemma [3] and Lemma [4] the cost function
I[SE; ZX]—h[HX] and distortion constraints E[||Wy (Z¥ —
YE)|?] < ey and E[||WyHE||?] < ey can be written in
terms of convex functions (programs) in the our optimization
variables ¥7, G, and LI

In what follows, we pose the complete nonlinear convex
program to solve Problem 1.

Theorem 1 Consider the system dynamics (@), distorting
mechanism @), time horizon K € N, desired input and out-
put distortion levels ey, ey € R™, input and output distortion
weights, Wy € REmyXKny gnd Wiy € RE-Dnux(K=ny
covariance matrices E}Z(,S and Ei and cross-covariance
227 (given in (I8)-C1)), and the mean and covariance of
Y, uy and XY, (given in X1)-28)). Then, the optimization
variables %, G, and St that minimize I1[S%;Z5] —
h[HX] subject to distortion constraints, E[||Wy (Z¥ —
YE)?] < ey and E[||WyHE)|]?] < ey, can be found
by solving the convex program in (33).

Proof: The expressions for the cost and constraints and
convexity (linearity) of them follow from Lemma[2] Lemma
Bl and Lemma [ Remark 1, and (22)). [ |

V. ILLUSTRATIVE CASE STUDY

We illustrate the performance of our tools through a case
study of a well-stirred chemical reactor with heat exchanger.
This case study has been developed over the years as a
benchmark example for control systems and fault detection,
see, e.g., [23], [24] and references therein. The state, inputs,
and output of the reactor are:

Co .
X =, | v = ( T, ) Y () =T,
T Tw,u



where

Co : Concentration of the chemical product,

To : Temperature of the product,

Tw : Temperature of the jacket water of heat exchanger,
T : Coolant temperature,

Cy : Inlet concentration of reactant,

Tw : Inlet temperature,

Tw,w : Coolant water inlet temperature.

We use the discrete-time dynamics of the reactor introduced
in [12] with the same noise and input signals for our
simulation experiments.

As private output, we use the concentration of the chemical
product; then, the matrix D in @) is given by the full row
rank matrix D = (1,0,0,0). The output of the system is
the temperature of the product 7Tj, which could be moni-
tored, e.g., for quality/safety reasons. Then, the aim of the
privacy scheme is to hide the private state Cy, which is the
concentration of the reactant, as much as possible without
distorting output signal temperature measurements and input
signals excessively.
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Fig. 2: Evolution of the cost function for horizon K = 30
and increasing ||e|| = ||(ey, ev)]|-

We first show the effect of distortion levels ey and ep
in the cost function. Figure [2| depicts the evolution of the
optimal cost I[S¥; ZK]—h[HX] for increasing € = (ey, err)
with time horizon K = 30. As expected, the objective
function decreases monotonically for increased maximum
allowed distortion. Furthermore, this figure illustrates that
by increasing the distortion levels, the decreasing speed of
the optimal cost function will be reduced. Therefore, we
can design the distortion levels such that the information
leakage is minimized without distorting measurement and
input signals excessively.

The effect of the optimal distortion mechanisms is illustrated
in Figure 3] and Figure M for different levels of distortion,
where we contrast actual and distorted data. Next, in Figure
we depict the stacked private output SX, its MMSE
estimate S‘{fU (see Definition 1) without distortion, i.e.,
the MMSE estimate of S given Y* and UX~!, and its
MMSE estimate given the distorted vectors ZX and RX~1,
S‘?R. We consider horizon K = 50, and different levels
of distortion, (ey,ey) = {(c0,0),(1,10),(1,1000)}, to
investigate the effect of each distortion level separately.
€y = oo means that the optimization problem in (33)

150 L L L L L L L L L

Fig. 3: Comparison between the measurement vector Y (k)
and the distorted measurements Z (k) for two different dis-
tortion levels, ey = 100, oco.

is solved without considering the distortion constraint
between Z% and Y. As can be seen in this figure, even
after distorting the measurements without the distortion
constraint, the stacked private vectors S¥ can be estimated
accurately by a MMSE estimator. However, by randomizing
UK, we can prevent an accurate estimation. By increasing
the distortion level €r;, the accuracy of the estimation
decreases.

VI. CONCLUSIONS

In this paper, for a class of stochastic dynamical systems,
we have presented a detailed mathematical framework for
synthesizing distorting mechanisms to minimize the infor-
mation leakage induced by the use of public/unsecured
communication networks. We have proposed a class of
dependent Gaussian distorting mechanisms to randomize
sensor measurements and input signals before transmission
to prevent adversaries from accurately estimating the private
part of the system state (a performance private output).
Furthermore, for the class of systems under study, we have
fully characterized information-theoretic metrics (mutual in-
formation and differential entropy) to quantify the informa-
tion between private outputs and disclosed data for a class
of worst-case eavesdropping adversaries.

Finally, given the maximum level of distortion tolerated by
a particular application, we have provided tools (in terms
of convex programs) to design optimal (in terms of maxi-
mizing privacy) distorting mechanisms. We have presented
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— R (k)

-500F b

Fig. 4: Comparison between the first element of the input
signal Uy (k) and the first element of distorted input signal
Ry (k) for two different distortion levels, ey = 10, 1000.

simulation results to illustrate the performance of our tools.
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