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Abstract

A graph theoretic framework recently has been proposed to stabilize interconnected multiagent systems in a distributed
fashion, while systematically capturing the architectural aspect of cyber-physical systems with separate agent or physical layer
and control or cyber layer. Based on that development, in addition to the modeling uncertainties over the agent layer, we
consider a scenario where the control layer is subject to the denial of service attacks. We propose a step-by-step procedure to
design a control layer that, in the presence of the aforementioned abnormalities, guarantees a level of robustness and resiliency
for the final two-layer interconnected multiagent system. The incorporation of an event-triggered strategy further ensures an
effective use of the limited energy and communication resources over the control layer. We theoretically prove the resilient,
robust, and Zeno-free convergence of all state trajectories to the origin and, via a simulation study, discuss the feasibility of
the proposed ideas.

INTRODUCTION

As a response to the advances in embedded communication, computation, and sensing technologies, multiagent systems
(MASSs) and cyber-physical systems (CPSs) are receiving significant attention among policymakers and researchers. These
increasingly important systems are prone to various abnormalities over their physical (agent) and cyber (control) layers. By
capturing the architectural aspect of CPSs, the following publication has tried to (at least partly) provide a foundation in
order to systematically study the impact of cyber and physical abnormalities on the stability of interconnected MASs:

o Rezaei V., “Event-Triggered Distributed Stabilization of Interconnected Multiagent Systems with Abnormal Agent and
Control Layers,” IEEE Conference on Decision and Control, USA, Dec 2021.

In this brief, we provide a theoretical analysis for Theorem 1 of the above reference (i.e., main paper). Further details
regarding the design steps, required definitions, parameters, variables, as well as further references are available in the main

paper.
OVERVIEW AND THEORETICAL ANALYSIS
We consider an interconnected MAS of N fully heterogeneous agents:
&i(t) = Az (t) + By, ui(t) + By, fi(2:(t), 1)
at) = Cn Y e afss (1) &

where the parameters are defined in the main paper (entitled in Introduction).

Despite the modeling uncertainties over agent layer as well as DoS attacks and limited (energy) resources over control
layer, the objective is to develop a control layer that guarantees the Zeno-free, exponential convergence of all state trajectories
to the origin:

llz: ()] <bsexp ™' =0 as t— o0 2)

where b, and o, are two positive scalars to be understood in the proof of Theorem 1.
We propose the following distributed stabilization protocol in order to stabilize an interconnected MAS of agents (1):

wi(t) = Y af;(0i(t) — 9;(1)) + s50i(t) (€)

JENE
where
0ilt) = vilty) Yt € [t thga) )
and _ o
0;(t) = vi(ty)  VEE [t th), G ENT )

are obtained using the following virtual stabilization signal associated to each agent:
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The *" agent’s information broadcast time sequence {ti} is automatically generated according to the following hybrid
(mixed event-triggered and periodic information broadcast) strategy:

: st ., t¢ H
tho = Z_k+1 ¢ Hy n>0 (6)
tk + taos, te H,

in which, in the absence of DoS, each agent’s broadcast of information is determined according to the following nonperiodic
(agent-wise) and nonsynchronous (MAS-wise) ETS:

s};_ﬂ = inf{t > s};, té =0 ¢i(t, 2, 3;) <0}

Gi(t, i, i) = kg exp” 7 |z — flewi .
Consequently, we find the following model for the agent layer:
T = xiiiE—FBu’UJ-i—ij(Z) %)
z =C,(A,®I,,)x
and for the control layer: - -
u=H @I, )0 =H.R1,,)Ki = (He®In,)K(x +e). (8)
Also, the two-layer interconnected MAS would be as follows:
T = ACE + MclBu’U + MclBuECU + Bu(%c & Inu)ev + Bff(z) (9)
where E, = ((Z{; —Iy) ®Inu) = 0.
DoS attacks happen at time sequences {h,,} with 7, as its n'" attack duration:
Hy = {hn}Ulhpn, hy + 7). (10)

We let =Z(7,t) be an accumulative DoS time interval on [, ¢], and O(r,t) the total DoS-free interval:

E(r,t)= U HaN[7,1]
n>0 vt > 1> 0. (11
O(r,t) = [1,t]\E(7, 1)

Also, let n(7,t) be the number of DoS off-to-on transitions during [7,¢]. Now a class of DoS attacks can be characterized
by the following two features.

Feature 1: (DoS frequency) The following inequality holds:

t—
n(rt) <mp+— W>7>0
. T
for some 7y > 0 and 74 > 0. <
Feature 2: (DoS duration) The following inequality holds:
t —
E(rt)| < mg+ — W >T>0
Td
for some 7y > 0 and 74 > 1. |

If we follow the steps of Design Procedure 1 (see the main paper), we find a valid control layer if a validation matrix

Q. satisfies the following (sufficient) condition:

Q. > 0. (12)
Based on the solutions to the following algebraic Riccati equations:
AT P+ PLA + Wy — p2,P;B,,W,.'BL P, =0 (13)
we know that the distribution stabilization gains can be characterized as follows:
Ki = —paW,;' BL Pi. (14)
After a few manipulations, these latter equalities end in the following design properties:
2TWez + vTWov + VI (Az + per Byv) = 0
2 Wy + per VI By = 0.

We further define:
o 4maxi{>\maz(K;rKi)} and 1 _

— 1 tdos
pdos - ae)\min(P) Tx Td + Tf




for all i € {1,2,...,N}, and 7; and 74 in Features 1 and 2. Now we are ready to provide a proof for Theorem 1 in the
main paper (mentioned in Introduction).

Theorem 1: Based on a two-layer interconnected MAS (9):
1) In the absence of DoS, all state trajectories exponentially converge to the origin.
2) In the presence of DoS, all state trajectories converge to the origin if the following condition is satisfied:

— 1
e L Pv . (15)
Pv + Pdos Tx Pv + Pdos
3) The Zeno phenomenon is ruled out.
Proof: We prove this theorem in three parts:

(Part 1) We propose the following positive definite (candidate Lyapunov) function to prove the robust exponential convergence
of all trajectories to the origin:

V(z) = 2" Pz = 0.
Along the (uncertain) trajectories of (9), we find:

V(z) =VI(Az + pe1Buv + per BuBoo + Bu(He ® I, )ey + By f) o
=VI(Az + per Byv) + pe VEBuEv + pa VI B, (Hc ®@ I, )es + VIBr f
= —2TWox — vTWyo — 20TW,E.v — 20TW, (HC ® I, )e, + 22T PBy f
— 2T Wz — vTWyv — 20T W, E.v + acvT W, ( c ® I, )va +apfTf+ ieTev %xTPBfB;{Px
27 (Q + “2INn Yo — vTWyv — 20T W, E, v—l—ae oTW, ( s YW v+ o e ey + %xTPBfB?P:E

I /\

where we have used Design Properties 1 (see the main paper) and Young S mequahty to obtain the first inequality, and the
definitions of matrices in Design Procedure 1 (see the main paper) to obtain the second inequality. In particular, we reach
to:

V(@) <—a”(Qu+ 2 Ivn v+ = Sl llew? a16)
to be rewritten as follows using ETS (6) in its DoS-free case:
V() <=2 (@Qu+ 8 Inn)r + oo 300, (s exp™" i)
< —p V(@) + £ 3L, krsexp™
where p, is defined prior to Design Procedure 1 in the main paper. Now, based on the comparison lemma [1], we find:

V(t) <exp ! V(0)+ L 3L, SHL (exp™t —exp i) (18)

zlpfcr

a7

where we have introduced V (t) = V(z(t)). As a result, based on 0 < o < p, which holds by definition (see the setup descrip-
tion for ETS (6)), we know [[a;(1)|[> < [lz(t)[[* < 32222 |(0)|2 exprvt + L SV | 2 (exp ™t — expr+f)
which would end in:

sz(t)H2 < biexp (19)

in which we have defined b, := ’\maim(gﬂx( W2+ PP v ZZ 1 74, and ignored the negative term associated to

—exp~?vt. This inequality is sufficient to conclude a:l( ) — 0 as t — oo with a guaranteed exponential rate o > 0.

(Part 2) Starting from (16), we further find:

VoSN, (- rteedmn @) 4 ()2 + L Kiei (1)) (20)

Qe

which remains valid either in the absence or in the presence of DoS. We assume a worst-case scenario where the entire
communication network goes down in the presence of a DoS over the control layer, and agents must rely on only the last
available information of the neighbors (in the associated buffers). Let {7, ; be the most recent successful triggering time of
agent ¢ which has happened prior to DoS. During this attack, we have:

jl(t) = xi(tZos,i) vt > tZos,i' 21

Now, based on the above foundation, we divide this proof into three subparts:

(Subpart 2.1 - DoS-free interval [h, + Tn, + tdos, hnt1)) Prior to time ¢ dos,i> the two-layer interconnected MAS operates in
its normal mode under ETS (6). We integrate both sides of (17) over [h,, + T, + tdos, t), and use comparison lemma to find:

V(t) <exp ? (t—(hn-‘r'rn-l-tdos)) V(hn + T + tdos) + bo exp Ot



N , . . . _ ot
where by = ai > ie1 7=, and we have ignored the negative term associated to — exp(Pr =) nt7n) exp=rel in order to

obtain the rigﬁt hand-side of this inequality.
(Subpart 2.2 - DoS interval [hy, hy, + Tn + td0s)) In this case, the triggering error e; of agent 4 is as follows:

el(t) = (tZos,i) — &y (t) vt > tZOS,i' (22)
Accordingly, we know [[e;(t)||> < 2(|#(t5,, ,)[I* + 2[|#:(t)]|* and find:

N N N
DK@ <2 K@it ) I +2 Y 1Ko (t)]]*.
=1 i=1 =1

Two cases may arise:
D S 1K@ (85, )11 < SN | Kiws(t)]|? which results in:

N N
Yo IKie@)® <4 1K ()],
i=1 =1

We proceed with inequality (20), and find:

V()< O, (= eteedmnl@o g, (4)]12 + L) Kizi(1)]2)

Zj_\il (4>\7naz(K;TKi) . /~2+ae>\mm(Qu))Hxi(t)”2 (23)
N e (ie
Pdos Zi:1 5171T (t)Pizi(t) =: paosV (x(t))
where pgos is defined prior to the main statement of this theorem.
2) S 1K (D)2 < 0L, [Kidi(t3,,,)|* which results in:

N N

STKie)? < 4> (| Kidi(thes )1
=1 i=1

<
<

We proceed with inequality (20), and find:

5 N K AeXmin 711 N P S
Vi) < N5 (- /e ay )2 + 2 SL 1 Kidi(t,,0)11%) 24)
< Pdos Zfil IzT(hn)szl(hn> =: pdosV (hn).
Based on (23) and (24), we reach to the following inequality:

V(t) < paos max{V(t),V(h,)} Vt € [hny b + T + tdos)- (25)

We focus on V(t) > V (hy,) for t € [hy, hn + Tn + taos), because V (t) < V (h,,) would be trivial as it means DoS does not
have any sever (divergent) impact on the underlying interconnected MAS. Thus, we find

V(t) < deSV(t) vVt € [hnu Iy + 7o + tdos)

and, consequently, B B
V(1) < expfeer MV (1) V€ [y o+ T+ tos)- (20

(Subpart 2.3 - The entire time [0,t)) Now we integrate the results of Subparts 2.1 and 2.2. In particular,

V(1) < exp e (=0t mttaod) U, 4 r 4 t40) + by exp=
< eXp_p“ (t—(hn-i-'rn-i-tdos)) expdeS(T"Hd“) V(hn) + bg expigt
< exp_pv (t_22;5(7q+tdos)) exppvhnfl exppdos(Tnthdos) (27)

X V(h"—l + Tn—1 + tdos) + b2 exp—Pv (t_(hn—’_ﬂl—’_th))

X expPdos (Tnttdos) exp=hn 4 py exp= 7t

which, eventually, would end in the followings:
V(t) < exp Pr@00+ra0sE0.0) T(0) + by exp ot
+b4(hq) eXp_p”é(hl)t)+Pdosé(h17t)
' (28)
+b12(hn_1) eXp_fjué(hn—l7t)'iipdosé(hnfl,t)
+bly (hy ) exp=PrOnt) +paosE(hn t)



where by (hy) = by expPr=hm for m € {1,2,..,n}, Z(hy,,t) denotes the total time interval during which the commu-
nication is blocked (including an additional time period t4,s after each DoS interval H, and before the next ETS-based
information broadcast), and O(h,,,t) that of free communication over the control layer.

For all ¢ > 7 > 0, the total duration Z(h,,,t) of DoS can be upper-bounded as follows over each time interval [h,,,t):

= _ t—h
[Z(hm, )] < |12, )| + (B, ) tdos < mi + - m
*
where the constants 7, and 7, are obtained using Features 1 and 2:
TrT,
T = Mg + Trtdos and Ty = __d
Tf + Tatdos

Thus, the following inequality holds:

_pvé(hmu t) + pdosé(hma t) S —Pv (t — Ty — t:.}zm) + Pdos (77* + %)
pv + pd h
< = (po = =—")t+ (pv + paos) (T — —) -
Tx Tx
Time-dependent The “m*" DoS”-dependent

For the first component in the right hand side of (28) which is associated to [0,t), we find:

PuvtPdos

exp*pv@(oyt)ﬂdosé(oat) V(0) = bgos exp™ (pu_T)t v (0)

where
deS — exp(Pu+pdos)7T* .

Further, other than by exp~7?, the rest of the components in the right hand side of (28) can be rewritten as follows:

= = _ _hm _ _ PvtPdos
B (i) exp™ e OUtm D +paosS(hmot) = by exp(Po=0)hm axpPutpaos) (e =) oy (po—Lutedes )y
___ Pvtrdos _ __PvtPdos
= bybgos exp!P 777w exp (- 2es )¢ .

Therefore, we reach to the following compact representation as an upper-bound of V' in (28):

pvteg _ puteg )
- os )hm os )¢

_ PvtPdos _ n —(o— _
V(t) < bgos exp (Pu_ ' )t V(O) + ba exp_at + Zm:l babgos €xp (o=put exp (pu i

We use the definition of V' (¢) = 27 (t) Px(t) and Rayleigh-Ritz inequality, and find:

_ _ _ Pvt+Pdos
||x(t)|\2gﬁ( Amaz (P)baos exp™ (7~ =H22) 4:(0) 2

)\min

Pv+Pdos

exp” (o —2aee ) +bg exp~7* )

Pvt+Pdos Vhm

+ Z?n:l b2bdos eXpi(Jiper ™

where both ¢ and h,,, may increase in time. When the condition (15) is satisfied, this latter inequality is sufficient to conclude
exponential convergence of all state trajectories to the origin in the presence of DoS.

(Part 3) The broadcast of information would be periodic after the detection of a DoS attack, e.g., via a TCP-like protocol.
Therefore, we only focus on the event-triggered case of ETS (6). To start the proof of Zeno-freeness, we note that the
following inequality is guaranteed by ETS (6):

2 2 - 2
levill® = [1Ees||* < v exp™" + | ).
Also, based on (19), it is straightforward to find:
ledll < /ba; exp~ 27 (29)
where bg; = % By the definition of e; = i; — x;, we further know that the 7" agent’s triggering error evolves
according to the following dynamics:

é; = —Ajz; — By, Ki( Z afj (,Ti - ,Tj) + Sfl‘l) — B, K;( Z afj(ei — ej) + sfei) — Bflfl(zz)
JENT JEN?
We rewrite this equation as follows:

¢ = —Aciwi — (L5 + 55) By, Kiei + Bu, K Y | afi(e; + ;) — By, fiyi)
JENF



in which A; = A; + (LS, + s§) By, K. Taking the 2-norm of both sides, we find:

leall < NAesllllasl + 11Bu Kl D agi(llesll + lasl) + (£5 + 91 Bus Killllesll + 1By [[l1g:(20)-
JENY
T, s
Accordingly, using the fact £ ([le;||) = 4£(/eTe;) = < Heﬁ!”ﬁ” < ||é;]| together with an upper bound on ||z;] in

(19) and on ||e;|| in (29), we find:
d
E(ei(t)) < by eXPfégt

where by; = (|| Aeill + L5 | Bu, Kill + | B, | Aall /777ez) VoL + (3 jenre afjy/b2j + (L5 + 5§)V/b3i) || Bu, K| is a positive
scalar. We integrate both sides of the above inequality over ¢ € [t} ,t}_ ), and use the fact e;(t] ) = 0 (guaranteed by
ETS (6)) together with the comparison lemma in order to reach to a new upper bound on the norm of triggering error:

2by4, i
les ()] < =2 (exp2te —exp™27Y).
g

We use ETS (6) to further lower bound the above inequality at the (next) triggering time ¢, I
2by4;

VAT exp 37 < lei(tig)]| < =" (exptTth — exp” it
Therefore, based on the (lower and upper) bounds on the left and right hand sides, we reach to:

O+\/K14

i i 2
tk+1—tk2;1n(1+ 2 ) > 0. (30)
This strictly positive lower bound on ¢} 11— ti guarantees Zeno-freeness for the proposed ETS-based distributed stabilization
protocol in the absence of DoS. [ ]
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