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One-time tables are a class of two-party correlations that can help achieve information-

theoretically secure two-party (interactive) classical or quantum computation. In this work we

propose a bipartite quantum protocol for generating a simple type of one-time tables (the correlation

in the Popescu-Rohrlich nonlocal box) with partial security. We then show that by running many

instances of the first protocol and performing checks on some of them, asymptotically information-

theoretically secure generation of one-time tables can be achieved. The first protocol is adapted

from a protocol for semi-honest quantum oblivious transfer, with some changes so that no entangled

state needs to be prepared, and the communication involves only one qutrit in each direction. We

show that some information tradeoffs in the first protocol are similar to that in the semi-honest

oblivious transfer protocol. We also obtain two types of inequalities about guessing probabilities in

some protocols for generating one-time tables, from a single inequality about guessing probabilities

in semi-honest quantum oblivious transfer protocols.

I. INTRODUCTION

Many problems in classical cryptography are special

cases of the secure two-party function evaluation prob-

lem. The goal of such problem is to correctly compute

some function of the inputs from the two parties, while

keeping the inputs as private from the opposite party

as possible. Possible approaches to this problem include

classical homomorphic encryption [1, 2], or Yao’s “Gar-

bled Circuit” [3] and its variants. Another possibility

is to introduce a trusted third party, who may some-

times interact with the two parties for multiple rounds.

To lower the requirement on the trusted third party, a

“trusted initializer” has been proposed [4]. Such trusted

initializer only prepares some initial correlations between

the two parties, and does not interact with any party

afterwards. Such initial correlations are often called

“one-time tables”, and a simplest type is the correlations

present in the Popescu-Rohrlich nonlocal box [5].

Secure two-party quantum computation is the corre-

sponding problem in quantum computing and quantum

cryptography. The two parties wish to correctly com-

pute an output according to some public or private pro-

gram while keeping their (quantum) inputs as secure as
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possible. Special cases of this general problem include

quantum homomorphic encryption (QHE) [6–18], secure

assisted quantum computation [19, 20], computing on

shared quantum secrets [21], and physically-motivated

secure computation (e.g. [22]). In the study of QHE, it

is found that secure computation of the modulo-2 inner

product of two bit strings provided by the two parties

is a key task, and the one-time tables mentioned above

turn out to be helpful for this task.

In this work, we firstly propose a simple two-party

quantum protocol, using a qutrit in two directions of

communication, for generating one-time tables with par-

tial security. It is adapted from the semi-honest oblivious

transfer protocol in [23, 24] with significant changes. We

then show that by allowing for checks and the associated

possible aborts, such protocol can be enhanced to achieve

asymptotic information-theoretic security. We provide

some analysis of the tradeoff relations of mutual infor-

mation, Holevo bounds, or guessing probabilities aris-

ing from the protocols. The first protocol, Protocol 1,

implements the following task with partial privacy: it

takes as input two locally-generated uniformly random

bits x and y from Alice and Bob, respectively, and out-

puts (xAND y) XOR r on Alice’s side and r on Bob’s side,

where r is a uniformly random bit. This implies that our

type of one-time table contains four bits: two input bits

and two output bits.

Security in quantum key distribution [25] is dependent
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on verifications. Inspired by this, we propose some proto-

cols that verify the correctness of Protocol 1. We propose

Protocol 2 to select some one-time tables generated by

Protocol 1. It allows Bob to abort during the proto-

col when he finds that Alice is cheating. We then pro-

pose Protocol 3 which includes checks from both sides

to ensure that the average rate of cheating by any party

is asymptotically vanishing (under the assumption of no

physical noise).

When both parties are honest-but-curious, all the pro-

tocols are secure. An honest-but-curious party is one

who follows the protocol while possibly making measure-

ments which do not affect the final computation result.

In our protocols, an honest-but-curious party does not

learn anything about the other party’s data, no matter

whether the other party cheats or not.

The protocols with embedded checks in this paper al-

low aborts, circumventing the no-go theorem about two-

party secure quantum evaluation of classical functions

[26, 27]. See Sec. II below. In this paper we ignore

the possible protocols that combine several one-time ta-

bles that potentially could have better security-efficiency

tradeoff, and ignore the effects of physical noise.

The rest of the paper is organized as follows. Sec. II

contains some introduction of the background. In Sec. III

we introduce the quantum protocols for generating the

one-time tables. Sec. IV introduce two types of inequal-

ities about guessing probabilities in some protocols for

generating one-time tables, derived from a single inequal-

ity about semi-honest oblivious transfer protocols. Sec. V

contains some discussions about physical implementa-

tions and about how to deal with physical noise. Sec. VI

contains the conclusion and some open problems.

II. PRELIMINARIES

On computing two-party classical functions with quan-

tum circuits, Lo [26] studied the data privacy for publicly

known classical functions with the output on one party

only. Buhrman et al [27] studied the security of two-

party quantum computation for publicly known classical

functions in the case that both parties know the outcome,

although with some limitations in the security notions.

These and other results in the literature [28] suggest that

secure bipartite classical computing cannot be generally

done by quantum protocols where the two parties have

full quantum capabilities. In the current work, the pro-

tocols allow aborts in the quantum preprocessing (Bob

may abort when he detects that Alice has cheated), and

local randomness is used, so the scenario considered here

does not fit into the assumptions in the works mentioned

above.

Next, we introduce the simplest case in the one-time

tables [4]. It is also known as precomputed oblivious

transfer, but note that our usage of the table is not for

transferring a bit. It contains four bits: two distant bits

a and b, called “input” bits, and other two bits called

“output” bits, which are (a · b) ⊕ r and r on the two

parties, respectively, where r is a uniformly random bit.

(XOR is denoted as ⊕; AND is denoted as the · symbol.)

Such correlation involving four bits is exactly that in the

Popescu-Rohrlich type of nonlocal boxes [5, 29, 30]. The-

oretically, the bipartite AND gate with distributed out-

put on two distant input bits a and b can be computed

while keeping both input bits completely private, with

the help of a precomputed ideal one-time table of the

nonlocal-AND type. Such one-time table has two locally-

generated uniformly random bits x and y on Alice’s and

Bob’s side, respectively, and also has r′ = (x ·y)⊕r and r

on Alice’s and Bob’s side, respectively, where r is a uni-

formly random bit. The steps for the bipartite AND-gate

computation with distributed output are as follows:

1. Alice announces a′ = a ⊕ x. Bob announces b′ =

b⊕ y.

2. Each party calculates an output bit according to the

one-time table and the received message. Alice’s output

is (x · b′) ⊕ r′ = (x · b′) ⊕ (x · y) ⊕ r. Bob’s output is

(a′ · b)⊕ r.
The XOR of the two output bits is (x · b′) ⊕ (x · y) ⊕

r⊕ (a′ · b)⊕ r = a · b, while each output bit is a uniformly

random bit when viewed alone, because r is a uniformly

random bit. Since the messages a′ and b′ do not con-

tain any information about a and b, the desired bipartite

AND gate is implemented while a and b are still perfectly

private.

With such capability above, it is easy to show that

secure two-party classical computation can be performed

[4]. To see this, note that in the intermediate stages

of the distributed classical computation, a logical data

bit may be shared as the XOR of two bits on the two

parties. The XOR gate between such logical data bits

can be implemented by local XOR gates, while the AND

gate with distributed output between such logical data

bits can be implemented by local XOR gates and the

nonlocal AND gates with distributed output discussed

above.
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Some notations are as follows. The random bits are

unbiased and independent of other variables by default.

We use the bit as the unit for information or entropic

quantities.

III. THE QUANTUM PROTOCOLS FOR

GENERATING ONE-TIME TABLES

The Protocol 1, detailed in the table below, effectively

computes an AND function on two remote classical bits

from the two parties, with the output being a distributed

bit, i.e. the XOR of two bits on the two parties. It is

adapted from the semi-honest oblivious transfer protocol

in [23, 24], by changing the entangled state to a single-

qutrit state, but using two states for each logical input

value to recover the comparable level of security. The se-

curity of the inputs in Protocol 1 is partial and compara-

ble to that in the semi-honest oblivious transfer protocol

in [23, 24]. Later we propose protocols that check the

one-time tables generated from Protocol 1, to be used in

the preprocessing stage in a bipartite classical or quan-

tum computation task.

The correctness of the outputs of Protocol 1 is easily

verified. Alice’s output bit, i.e. her measurement out-

come in the last step is r when x = 0, or y ⊕ r when

x = 1, thus her output is equal to (x · y) ⊕ r. Bob’s

output bit is r.

In Protocol 1, Alice’s input bit has partial privacy even

for a cheating Bob, while Bob’s input bit is secure for an

honest-but-curious Alice, but is not secure at all for a

cheating Alice.

The privacy of Alice’s input bit x can be quantified

using the accessible information or the trace distance.

The accessible information, i.e. the maximum classi-

cal mutual information corresponding to Bob’s possible

knowledge about Alice’s input, is exactly 1
2 bits, which

happens to be equal to the Holevo bound in the cur-

rent case. For a cheating Bob to get the maximum

amount of information, his best measurement strategy

in the current case is to measure in the computational

basis {|0〉, |1〉, |2〉}. Alice’s average density operator for

input x is 1
2 (|x〉〈x| + |2〉〈2|), where x is 0 or 1. The

trace distance of these two density operators is 1
2 , by

direct calculation. (The trace distance is defined using

D(ρ, σ) = 1
2 Tr |ρ − σ|, where |A| ≡

√
A†A.) Thus, the

probability that Bob guesses Alice’s input bit correctly is

(1 + 1
2 ) · 1

2 = 3
4 . This matches the probability of 3

4 in [24]

for Bob to guess correctly Alice’s choice bit in a semi-

honest oblivious transfer protocol. It can also be easily

verified that the maximum mutual information obtain-

able by Bob about Alice’s choice bit in [24] is 1
2 , again

by Bob measuring his qutrit in the computational basis.

Note that with this particular computational-basis mea-

surement, Bob cannot make the distributed output of the

one-time table correct. In fact he has exactly 50% chance

to make it correct, the same chance as plain guessing. On

the other extreme end, if Bob wants to make sure the dis-

tributed output of the one-time table is exactly correct,

he cannot learn anything about Alice’s input bit x, and

the reason is in Prop. 6 below. This implies that Alice

could check for Bob’s cheating by asking him to send her

his input and output in some of the instances of Proto-

col 1, see Protocol 3 for details.

To learn about Bob’s input bit, a cheating Alice may

use the state 1√
2
(|0〉+ |1〉) or the state 1√

2
(|0〉 − |1〉). By

measuring Bob’s returned state in the basis { 1√
2
(|0〉 +

|1〉), 1√
2
(|0〉−|1〉), |2〉}, Alice may find out Bob’s input bit

y with certainty. But in such case Alice has no effective

input to speak of, and she does not know Bob’s output

bit r. Since r is supposed to be randomly generated in

the protocol, even if Alice chooses an input bit for herself

later, she cannot determine her output bit for making the

distributed output correct. Note that the average density

operator for the two cheating states mentioned above is

|0〉〈0|+ |1〉〈1|, which is of the similar form as the density

operators for Alice’s inputs 0 or 1. Thus it can be easily

calculated that if Bob wants to distinguish between the

cases that whether Alice used the logical input value x =

0 or used the cheating input state above, he would guess

correctly with probability 3
4 , and the maximum mutual

information obtainable by him about such distinction is
1
2 bit. The same holds if x = 0 is replaced with x = 1.

The Protocol 1 has two stages of communication. The

total communication cost is two qutrits. In Sec. V, it will

be mentioned that for photon-path encoding, the com-

munication cost can be effectively reduced to two qubits,

but this comes with the particular issue of how to make

guarantee for single photons in optical encodings.

In the following we present protocols which check the

one-time tables generated in Protocols 1. The Protocol 2

has partial security for Alice and near-perfect security for

Bob, while the Protocol 3 involves checking by both par-

ties, and aims for near-perfect security for both parties.

In Protocol 2, Alice’s input bit has partial privacy,

which is the same as in the analysis of Protocol 1 above.

When the ratio K
M is near one, the nonlocal correlations
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Protocol 1 A protocol containing two qutrits of communication for generating one-time tables with partial privacy

Input: A bit x chosen by Alice before the protocol starts, and a bit y chosen by Bob before the protocol starts. The

distribution of both bits are uniformly random in the view of the other party or any outside party.

Output: r′ = (x · y)⊕ r on Alice’s side, and r on Bob’s side, where r is a random bit generated during the protocol, and it is

unknown to any party before the protocol starts.

The input and output together form the one-time table.

1. Alice generates a uniformly random bit t. She prepares a qutrit in the state 1√
2
(|x〉+ (−1)t|2〉), where x ∈ {0, 1} is her

input bit. She sends the prepared qutrit to Bob.

2. Bob receives qutrit from Alice. Bob generates a uniformly random bit r, which is to be regarded as his output bit. He

performs the gate (−1)r|0〉〈0|+ (−1)y+r|1〉〈1|+ |2〉〈2|. He sends the qutrit to Alice.

3. Alice receives the qutrit from Bob. Alice measures the received qutrit in the basis { 1√
2
(|x〉+ |2〉), 1√

2
(|x〉 − |2〉), |1− x〉}.

If the measurement outcome indicates that the state is the same as what she had sent to Bob in Step 1, she records her

output bit as 0, otherwise she records her output bit as 1.

Protocol 2 A partly-secure protocol for checking the one-time tables

1. Alice and Bob perform many instances of Protocol 1 (sequentially or in parallel) to generate some one-time tables, and

exchange messages to agree on which instances were successfully implemented experimentally. Suppose M one-time

tables were implemented. The one-time tables labeled by j has inputs aj and bj , and outputs ej and fj .

2. Bob randomly selects K integers in {1, · · · ,M}, which are labels for which one-time table. He tells his choices to Alice.

The integer K satisfies that M −K is an upper bound on the number of required one-time tables in the main bipartite

computing task, and the ratio K
M

is related to the targeted security level of the overall computation.

3. Alice sends the bits aj and ej to Bob for all chosen labels j.

4. For any chosen label j, Bob checks whether aj and ej satisfy that aj · bj = ej ⊕ fj . If the total number of failures is

larger than some preset number of Bob’s (e.g. a small constant, or a small constant times K), he aborts the protocol, or

restarts the protocol to do testing on a new batch of instances of Protocol 1 if the two parties still want to perform some

secure two-party computation. Otherwise, the remaining one-time tables are regarded as having passed the checking and

will be used later in the two-party computing task. They may repeat the steps above to prepare more one-time tables

on demand.

in the remaining unchecked one-time tables can be re-

garded as almost surely correct. This is because of Bob’s

checking. We require Alice to be weakly cooperating,

that is, she does not cheat in some of the batches of in-

stances, since otherwise no one-time table may pass the

test. Some degree of weak cooperation is required for two

parties to perform a computation anyway, and the above

assumption of Alice has no effect on the data security

of any party when Bob satisfies the assumption below,

thus we may ignore the assumption above and just state

the following assumption on Bob as the requirement of

our protocols. In the following we assume that Bob is

conservative, which means that he values the privacy of

his data higher than the possibility to learn Alice’s data.

Operationally this implies Bob would do the checking as

specified in our protocols. For an honest-but-curious Al-

ice, the resulting correlation is correct, and she does not

learn anything about Bob’s input bit y (using the nota-

tions in Protocol 1, same below). In the following we

discuss the case that Alice cheats.

If Alice cheats and gets at least partial information

about Bob’s input bit y, the state sent from Alice to Bob

must be different from what is specified in the protocol;

some of her best choices of the states for cheating are

mentioned previously. To pass Bob’s test while learning

about Bob’s input y, she should know both y and r, or

know both y and y ⊕ r. (The two conditions are equiv-

alent in the exact case, but not necessarily equivalent in

the partial-information case.) In the following, let IMy
denote the classical mutual information learnable by Al-

ice about Bob’s bit y if she uses the measurement M
on the received state (possibly a POVM measurement),

in an instance of Protocol 1. The IMr and IMy⊕r are de-

fined similarly. In our applications in the protocols in

this paper, we always assume that the prior distribution

of y and r are the uniform distribution as long as we say
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that “Bob is honest”. But by looking into the proofs

of Lemma 1 and Prop. 2 below, such requirement is not

actually necessary.

Before stating the Prop. 2 which is directly relevant

to Bob’s security in the protocols in this paper, we first

state a technical lemma, proved in Appendix A.

Lemma 1. Let X = {xi, pi}4i=1 be a classical random

variable containing four possible messages xi, each with

some probability pi. Let two bits r and y be the labels

representing the message. Suppose X is encoded using

one of four pure quantum states of a qutrit as follows

r = 0, y = 0 : a|0〉+ b|1〉+ c|2〉,
r = 0, y = 1 : a|0〉 − b|1〉+ c|2〉,
r = 1, y = 0 : −a|0〉 − b|1〉+ c|2〉,
r = 1, y = 1 : −a|0〉+ b|1〉+ c|2〉, (1)

where a, b, c ∈ R. Then the maximum amount of classical

mutual information about X that can be obtained by a

party performing a POVM measurement on the qutrit is

not greater than 1 bit.

The proof of the following Prop. 2 is in Appendix B.

The reason why we implicitly use a density operator σA
in the assumption instead of using Alice’s pure initial

state on a joint system is given in the proof.

Proposition 2. In Protocol 1 where Bob is honest but

Alice may cheat, the following inequalities hold:

IMy + IMr ≤ 1, (2)

IMy + IMy⊕r ≤ 1, (3)

IMy + max(IMr , IMy⊕r) ≤ 1. (4)

where the two M are the same in each equation. All

the quantities on the left-hand-sides are also dependent

on Bob’s received state σA. It is effectively prepared by

Alice, and is a mixed state on a qutrit, and the two σA
are the same in each equation. (We abbreviate the symbol

σA.)

In the following we introduce Prop. 3, which is not

explicitly used later in this paper, but since it does not

require the same measurement for learning about y or

r, it is quite different from Prop. 2 and its extreme case

(one probability being 1 and the other being 1
2 ) is helpful

for understanding Theorem 5 below. It also presents a

small improvement over the corresponding result in [24].

In other words, there should be a corresponding inequal-

ity for semi-honest quantum oblivious transfers which is

slightly tighter than the form in [24].

Proposition 3. In Protocol 1 where Bob is honest but

Alice may cheat, for a fixed (possibly cheating) input state

of Alice, let the probability that Alice guesses Bob’s bit r

correctly as Pr, and the probability that she guesses Bob’s

bit y correctly as Py, then

(Pr −
1

2
)2 + (Py −

1

2
)2 ≤ 1

4
. (5)

(Py⊕r −
1

2
)2 + (Py −

1

2
)2 ≤ 1

4
. (6)

The proof of Prop. 3 is in Appendix C. In Appendix H,

we provide some examples, some of which satisfy the

equality in some inequalities Eqs. (2) and (5).

The probability that Alice passes Bob’s test at a partic-

ular instance is related to the max(IMr , IMy⊕r) in Eq. (4).

When the probability of passing approaches 1, such max-

imum approaches 1, then it must be that one of them

approaches 1. Then, Prop. 2 implies that Alice can learn

almost nothing about y if she measured in the same ba-

sis, but in fact a cheating Alice knows which instances

are remaining and will not be checked later, so she can

choose to do any measurement on the received states in

these remaining instances. Such measurement may not

be the same as M in the other term in Eq. (4). This

implies that Eq. (4) alone is not sufficient for proving the

security of Protocol 2. We note that Prop. 3 does not re-

quire the same measurements for learning about y or r,

and the extreme case in the result of Prop. 3 explains the

security in the corresponding case of Protocol 2, but for

the intermediate cases we still need to obtain some quan-

titative relation in terms of information quantities rather

than probabilities. Although it is possible to study the

mutual information tradeoffs for different measurements

in a single copy of Protocol 1, the joint measurements

across copies present challenges for further study. This is

why in the following we study the Holevo bounds instead.

In the following we consider the Holevo bounds for the

classical mutual information about y or r, or y ⊕ r. Un-

der the condition that y is uniformly distributed on the

two-element set {0, 1}, the Holevo bound for information

about y is

χy = S(ρ)− 1

2

1∑
j=0

S(ρj), (7)

where ρj is the density operator that Alice receives from

Bob for the case of y = j after Pauli corrections deter-

mined by Bob’s sent bit, and ρ = 1
2 (ρ0 + ρ1). The S

represents the von Neumann entropy. The density oper-

ators for y = 0 and y = 1 are given in Eqs. (C2) and (C3),
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and it follows that the density operator averaged over y

is ρ = a2|0〉〈0|+ b2|1〉〈1|+ c2|2〉〈2|. Therefore, noting that

a2 + b2 + c2 = 1, we have

χy = −a2 log2 a
2 − b2 log2 b

2 − c2 log2 c
2

+c2 log2 c
2 + (1− c2) log2(1− c2)

= −a2 log2 a
2 − b2 log2 b

2 + (1− c2) log2(1− c2). (8)

We can similarly define χr and χy⊕r. By a similar argu-

ment, we obtain

χr = −a2 log2 a
2 − c2 log2 c

2 + (1− b2) log2(1− b2),

(9)

χy⊕r = −b2 log2 b
2 − c2 log2 c

2 + (1− a2) log2(1− a2).

(10)

This gives rise to the following result.

Proposition 4. The following statements hold for Pro-

tocol 1 where Bob is honest but Alice may cheat.

(i) Suppose δ = 1−χr is in the range [0, 0.5), the follow-

ing relations about Holevo quantities hold:

χy ≤ h(δ), (11)

χy⊕r ≤ h(δ), (12)

where h(δ) ≡ −(1− δ) log2(1− δ)− δ log2 δ.

(ii) Suppose δ′ = 1 − χy⊕r is in the range [0, 0.5), the

following relations about Holevo quantities hold:

χr ≤ h(δ′), (13)

χy ≤ h(δ′). (14)

The proof of Prop. 4 is in Appendix D. Now we are in

a position to obtain some assertion about the security of

Protocol 2.

Theorem 5. In Protocol 2, honest Bob’s input is asymp-

totically secure.

The proof of Theorem 5 is in Appendix E. The proof

contains an estimate of the cost overhead ratio due to

checks, under some reasonable assumption about how to

predict future failure rates from tested instances of Pro-

tocol 1. The overhead ratio can be small compared with

the number of one-time tables to be prepared. In Ap-

pendix I we present some numerical results about the

Holevo quantities and mutual information arising from

Protocol 1.

To improve Alice’s security in the protocol above, we

propose the following Protocol 3, in which Alice also does

some checking about Bob’s behavior.

On the security of honest Alice’s input bits in Proto-

col 3 when Bob may possibly cheat, there is an analogue

of Theorem 5 for Alice instead of Bob, see Theorem 7

below. To draw an analogy to the analysis of Protocol 2,

note that the output bits of Protocol 1 can alternatively

be written as r′ on Alice’s side and (x · y)⊕ r′ on Bob’s

side, respectively, where r′ is a uniformly random bit, and

is related to the x, y, r by the equation r′ = (x · y)⊕ r.

We model Bob’s operations including possible mea-

surement in Protocol 1 using a unitary U : HA ⊗ HB ⊗
HE → HA′ ⊗HB ⊗HF , followed by some measurement

on (some subsystem of) HB ⊗ HF . The A′ is Alice’s

output system, and the B and F combined is Bob’s out-

put system, denoted as B′ below. Alice’s initial state

is in system A, and Bob’s initial values of y and r are

encoded into computational-basis quantum states in the

input system B. The B does not contain other subsys-

tems, and all other ancilla is in system E. Note that the

actual operations may involve measurements before other

unitary gates, but we always defer the measurements to

get equivalent outcomes; Alice’s system may be partially

measured by Bob before being sent to Alice, and in such

case we model Bob’s such measurement as a unitary on

a larger system by including the measurement apparatus

and any systems recording the results, as well as any pos-

sible ancillary systems into HE , so as to make U unitary.

We use M(U) to refer to the measurements in the in-

equalities below, where the first part of the measurement

is the unitary U , and the latter part of the overall mea-

surement are all local unitaries on HA′ and HB′ followed

by local (POVM) measurements in the local subsystems

mentioned below.

Let IM(U)(x,B′) be the accessible information (maxi-

mal classical mutual information) learnable by Bob about

Alice’s input x using the unitary U followed by an ar-

bitrary measurement on Bob’s output system B′. The

“maximal” above is maximizing over the measurement on

B′ after the fixed unitary U . The other type of informa-

tion to be considered is the amount of classical informa-

tion learnable by Alice about the value of q ≡ t⊕(x·y)⊕r
given the value of x, where t is Alice’s random bit gener-

ated locally in Protocol 1. The condition “given the value

of x” appears because Alice’s final measurement basis de-

pends on the value of x but is otherwise fixed. Such basis

is known to her but is not explicit in the state sent to Bob.

Since Bob may choose the value of y when later asked to

send Alice the value of y and r to be checked, we have

to separately consider two quantities: I
M(U)
t⊕r|x which is the
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Protocol 3 A protocol for checking the one-time tables by both parties

1. Alice and Bob perform many instances of Protocol 1 to generate some one-time tables, and exchange messages to agree

on which instances were successfully implemented experimentally. Suppose M one-time tables were implemented. The

one-time tables labeled by j has inputs aj and bj , and outputs ej and fj .

2. (The steps 2 to 4 can be done concurrently with the steps 5 to 7.) Bob randomly selects KB integers in {1, · · · ,M},
which are labels for which one-time table. He tells his choices to Alice.

3. Alice sends the bits aj and ej to Bob for all chosen labels j.

4. For any chosen label j, Bob checks whether aj and ej satisfy that aj · bj = ej ⊕ fj . If the total number of failures is

larger than some preset number of Bob’s (e.g. 0, or a small constant times M), he aborts the protocol, or asks Alice to

restart the protocol to do testing on a new batch of instances of Protocol 1 if the two parties still want to perform some

secure two-party computation.

5. Alice randomly chooses KA integers in {1, · · · ,M}, and tells Bob her choices. The chosen set of integers may overlap

with the set chosen by Bob.

6. Bob sends the bits bj and fj to Alice for the chosen labels j.

7. For any chosen label j, Alice checks whether aj · bj = ej ⊕ fj holds. If the total number of failures is larger than some

preset number of Alice’s, she aborts the protocol, or asks Bob to restart the protocol if needed.

8. The remaining one-time tables are regarded as having passed the checking and will be used later in the two-party

computing task. They may repeat the steps above to prepare more one-time tables on demand.

amount of classical mutual information about t⊕ r given

x, and I
M(U)
t⊕x⊕r|x which is the amount of classical mutual

information about t ⊕ x ⊕ r given x. They correspond

to the cases y = 0 and y = 1, respectively. Note that

since we consider the case that Bob may possibly cheat,

the y and r here are understood as Bob’s initial variables

before his unitary U , but should not be understood as

that Bob does exactly the operations corresponding to y

and r according to the description of Protocol 1.

The Proposition 6 below is for proving Theorem 7,

which is about honest Alice’s security in Protocol 3. Note

that for each value of x, there is a measurement on A′ for

learning about the value of q ≡ t⊕r⊕(x ·y) given x. The

Prop. 6 uses the Holevo bound for each of the two mea-

surements on A′. Note that for the unchecked instances

of Protocol 1, Bob may use a different measurement on

his output system B′ than what he uses on his output

system in the checked instances, but since we do allow

arbitrary local measurements in the local subsystems in

the inequalities in Prop. 6 below, such issue is actually

taken into consideration.

Proposition 6. Suppose δ ∈ (0, 0.1) is a small constant.

The statement holds for Protocol 1 where Alice is honest

in the initial stage (up to sending of the prepared state to

Bob) but Bob may cheat. If

1

2

[
I
M(U)
t⊕r|x=0,A′ + I

M(U)
t⊕r|x=1,A′

]
> 1− δ, (15)

then

I
M(U)
x,B′ = O(δ1/4 log

1

δ
) (16)

for sufficiently small δ (but smaller than 0.1 anyway),

where there is no limit to the dimension of the ancilla

space HE used by U as long as it is finite.

The proof of Prop. 6 is in Appendix F. The following

Theorem 7 concerns honest Alice’s security in Protocol 3,

while honest Bob’s security is guaranteed using the same

arguments as in the proof of Theorem 5.

Theorem 7. In Protocol 3, honest Alice’s input is

asymptotically secure.

The proof of Theorem 7 is in Appendix G. It also con-

tains an estimate of the cost overhead ratio, which is

similar to that in the proof of Theorem 5. In Protocol 3,

if any one party is conservative, his (her) data privacy is

guaranteed. Partly due to the possible aborts, it actually

suffices to assume either one of the parties is conservative

in Protocol 3, since then the other party might as well be

conservative to reach a better security level for himself

(herself).
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IV. INEQUALITIES ABOUT GUESSING

PROBABILITIES IN SOME PROTOCOLS FOR

GENERATING ONE-TIME TABLES

In this section, we first introduce an inequality from

[24] about guessing probabilities of the two parties in

generic protocols without aborts for semi-honest quan-

tum oblivious transfer. In oblivious transfer, Bob trans-

fers one of two bits to Alice, and is oblivious as to which

bit he transferred. Semi-honest oblivious transfer are

those oblivious transfers in which Alice knows one of

Bob’s bits with certainty. We use the inequality to de-

rive two types of inequalities about guessing probabilities,

each for a class of protocols for generating one-time ta-

bles. The derivation for the second type is somewhat un-

expected. We adopt the following notation: in an oblivi-

ous transfer protocol, suppose Alice’s choice bit is a, and

Bob’s bits to be transferred are x0 and x1.

Proposition 8. ([24, Theorem 1]) Let P ?Bob denote the

probability that Bob can guess honest-Alice’s choice bit

a correctly. Let P ?Alice be the maximum probability over

a ∈ {0, 1} that cheating-Alice can guess xā correctly while

knowing xa with certainty. (ā = 1 − a.) Then for any

oblivious transfer protocol without aborts satisfying the

above (implying that the protocol is for semi-honest obliv-

ious transfer), the following inequality holds:

2P ?Bob + P ?Alice ≥ 2. (17)

In the following we adopt the same notations as in

Protocol 1: Alice’s and Bob’s input bits are x and y,

respectively; Alice’s output bit is r′ = (x·y)⊕r, and Bob’s

output bit is r. A “correct protocol” refers to that Alice

can obtain the desired output for x = 0 and for x = 1 by

choosing suitable inputs and operations according to x.

Theorem 9. (i) In any correct protocol without aborts

for generating one-time tables, let PA be the maximum

probability over a ∈ {0, 1} that cheating-Alice guesses

correctly her output for x = a while learning her out-

put with certainty in the case x = 1 − a, and let PB be

the probability that Bob guesses correctly honest-Alice’s

input bit a. Then the following inequality holds:

2PB + PA ≥ 2. (18)

(ii) Consider those protocols for generating one-time

tables in which cheating-Alice can learn Bob’s input y

with certainty, and there are no aborts. Let PAr denote

the probability that cheating-Alice guesses correctly the

r when her operations (all quantum and classical oper-

ations including possible state preparation and measure-

ments, same below) are such that she learns y with cer-

tainty; let PAy denote the probability that cheating-Alice

guesses correctly the y when her operations are such that

she learns r with certainty. Let P ′B be the probability that

Bob guesses correctly whether Alice’s operations are for

learning y or learning r. Then the following inequality

holds:

2P ′B + max{PAr, PAy} ≥ 2. (19)

The similar inequality holds when r is replaced with y⊕r.

Proof. (i) The protocol for generating one-time tables can

be viewed as a protocol for oblivious transfer of the bits

r and y ⊕ r. These bits are Alice’s output bits in the

protocol: the r is for input x = 0, and the y ⊕ r is for

input x = 1. Thus we may directly apply Prop. 8 and

obtain the inequality (18).

(ii) Under the assumption that cheating-Alice can

learn Bob’s input y with certainty, the protocol for gen-

erating one-time tables can be viewed as a protocol for

oblivious transfer of the bits y, and r in the case x = 0

(or y⊕ r in the case x = 1). Thus we may apply Prop. 8

and obtain the inequality (19). ut

Note that the last “Alice’s operations” in the statement

of Theorem 9 (ii) may often refer to Alice’s initial state

preparations, which is the case in Protocol 1, where what

Alice wants to do (to cheat or using an honest input, e.g.

0) is entirely determined by her prepared initial state and

independent of her last measurement.

An extreme case for the equality to be reached in

Eq. (18) is achieved by Protocol 1, which is PA = 1
2

(which means no information), PB = 3
4 , see the discus-

sion about Protocol 1 in Sec. III. An extreme case for the

equality to be reached in Eq. (19) is achieved by Proto-

col 1, which is PAr = PAy = 1
2 , P ′B = 3

4 .

V. DISCUSSIONS

1. Comparison with a previously proposed pro-

tocol.

Preliminary studies show that the security character-

istics of Protocol 1 is similar to that of Protocol 1 in

[31], the latter involving somewhat higher communica-

tion cost, i.e. sending two qubits in both directions. In

trying to compare the protocols, we have discovered a

slightly improved cheating strategy for Alice in Protocol
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1 in [31], and the comparison just mentioned is made

after such changes. But we suspect that the feasibility

of generalization to qudits may be different for the two

protocols. We leave the details to further study.

2. On physical implementations of Protocol 1.

The Protocol 1 involves sending of qutrits. Because

our protocols do not require the two parties to be at re-

mote positions, the qutrit in the protocol could be imple-

mented by solid-state physical systems. The two parties

take turns to operate on the physical systems. On the

other hand, let us consider optical encoding when the

two parties are allowed to be distant from each other.

Since the polarization space of a photon is only two-

dimensional, the path encoding could be a possible can-

didate. In using the path degree of freedom, note that

Bob only needs the subspace spanned by {|0〉, |1〉}, hence

the effective communication cost is only two qubits, but

a drawback is that under this and many other optical en-

codings, Bob needs to check whether Alice had used sin-

gle photons. Other potential optical degrees of freedom

include time-of-arrival, or orbital angular momentum.

Combinations of them (including polarization) could also

be considered.

3. Dealing with noise and errors.

While Bob’s gates in a previously proposed protocol in-

volving sending two qubits [31] are Clifford gates, Bob’s

gates in the current Protocol 1 are not Clifford opera-

tors. This means that we can not straightforwardly ap-

ply fault-tolerant computation techniques here, but the

gates here are very simple, so there would likely be some

encoding that allow effective fault-tolerant implementa-

tion of the gates. Note that this might not be equivalent

to the fault-tolerance of the entire Protocol 1. There is

also the problem of extending fault-tolerance to the en-

tire check-based generation of one-time tables, or even to

the entire two-party classical or quantum computation.

We leave such problems to later study.

VI. CONCLUSION

We have proposed a qutrit-based quantum protocol for

generating a certain type of classical correlations (a spe-

cial case of the one-time tables [4], the same correlation

as in the Popescu-Rohrlich nonlocal box) with partial

privacy, and proposed protocols for checking the gener-

ated correlations, and one of the protocols achieves check-

based asymptotic information-theoretic security for both

parties in the generated one-time tables. An estimate of

the cost overhead ratio due to checks is also presented in

the proof of some theorems, under some reasonable as-

sumption about how to predict future failure rates from

tested instances of a subprocedure. Our methods are

not direct implementation of nonlocal boxes, since the

standard notion of nonlocal boxes involves some instan-

taneous effect, while our methods require some time and

communication cost. As a side result, we have found an

inequality about guessing probabilities, which improves

upon a corresponding result in [24]. We have also ob-

tained two other types of inequalities about guessing

probabilities in some general classes of quantum proto-

cols without aborts for generating one-time tables, from

a single inequality about guessing probabilities in semi-

honest quantum oblivious transfer. The methods of us-

ing the one-time tables in bipartite secure (interactive)

classical or quantum computation tasks are known in the

literature (e.g. [4]), but we think the issues with using im-

perfect one-time tables have not been thoroughly studied.

We leave the applications or extensions of our protocols

to future study. On improving or using the current set

of protocols using qutrits, some open problems include:

how to achieve fault-tolerance; design of experimental

schemes; extensions of the protocols for implementing

other nonlocal correlations.
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Appendix A: Proof of Lemma 1

Proof. Let M denote the POVM measurement on the
qutrit, and let IMy,r denote the classical mutual informa-
tion between the distribution of measurement outcomes
of M and the distribution of the input, described using
the bits y and r. We shall use the Holevo bound to prove
that IMy,r ≤ 1. For a given set of encoding density opera-
tors ρj and associated probabilities pj , the Holevo bound
is an upper bound for the accessible information, the lat-
ter being the largest classical mutual information under
all possible measurements. It is also called the Holevo χ
quantity. It is defined as

χ = S(ρ)−
∑
j

pjS(ρj), (A1)

http://arxiv.org/abs/1809.08719
http://arxiv.org/abs/1908.05584
http://arxiv.org/abs/1908.05584
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where ρ =
∑
j pjρj , and S ≡ −Tr ρ log2 ρ is the von

Neumann entropy. Our proof approach is to map the
four pure states in Eq. (1), which are in a 3-dimensional
Hilbert space, to possibly mixed states in a 2-dimensional
Hilbert space. The entropy of the average state in the 2-
dimensional Hilbert space is not greater than 1 bit. Thus
the Holevo χ quantity is at most 1 bit, proving that the
accessible information for measuring in the 2-dimensional
Hilbert space is at most 1 bit. But what we wanted to
prove is that the accessible information for measuring in
the original 3-dimensional Hilbert space is at most 1 bit.
Thus we want to show that the measurement statistics
are indeed the same in the two spaces, for measuring the
four states or their probabilistic mixtures.

The explicit mapping we have found turns out to sat-
isfy that the four original states are mapped to fixed pure
states, while the POVM measurement is changed accord-
ing to the original state, so that the measurement statis-
tics are the same. The density operators for the four
fixed target pure states are

r = 0, y = 0 :
1

2
[I2 +

1√
3

(σx + σy + σz)],

r = 0, y = 1 :
1

2
[I2 +

1√
3

(−σx − σy + σz)],

r = 1, y = 0 :
1

2
[I2 +

1√
3

(σx − σy − σz)],

r = 1, y = 1 :
1

2
[I2 +

1√
3

(−σx + σy − σz)], (A2)

where σx, σy, σz are the qubit Pauli operators. Each den-
sity operator in Eq. (A2) is of the form 1

2 (I2 + ~a · ~σ)
with |~a| = 1, hence it represents a pure state. The four
points corresponding to these states actually form a reg-
ular tetrahedron on the Bloch sphere. Recall that for
a density operator ρ, and a POVM element A (satisfy-
ing that A ≥ 0), the probability that a measurement
outcome corresponding to POVM element A appears is
Tr(Aρ). For the receiver Alice to learn more information,
she should use rank-1 POVM elements, since if there is a
POVM element with rank greater than 1, she could split
it into some POVM elements of rank 1, and the informa-
tion she learns does not decrease. Hence, in the following
we assume all POVM elements have rank 1. For each den-
sity operator ρj in (A2), we claim that there exist positive
semi-definite operators Ex, Ey, Ez [see Eq.(A6) below]
such that Tr(Exρj), Tr(Eyρj) and Tr(Ezρj) are equal to
Tr(σ′xτj), Tr(σ′yτj) and Tr(σ′zτj), respectively, where τj
refers to the density operator in the 3-dimensional Hilbert
space corresponding to a pure state in (1), and σ′x, σ

′
y, σ
′
z

are operators in the 3-dimensional Hilbert space listed as
follows:

σ′x = |0〉〈1|+ |1〉〈0|,
σ′y = |0〉〈2|+ |2〉〈0|,
σ′z = |1〉〈2|+ |2〉〈1|. (A3)

Since POVM elements are Hermitian nonnegative oper-
ators, we may assume that every POVM element in the

3-dimensional Hilbert space is a linear combination of the
form

Mj = ujσ
′
x + vjσ

′
y + wjσ

′
z + iαj(|0〉〈1| − |1〉〈0|)

+iβj(|0〉〈2| − |2〉〈0|) + iγj(|1〉〈2| − |2〉〈1|)
+fj |0〉〈0|+ gj |1〉〈1|+ hj |2〉〈2|, (A4)

where j is the label for which POVM element, and the co-
efficients αj , βj , γj , uj , vj , wj ∈ R, fj , gj , hj ≥ 0. We also
have Mj ≥ 0. Since the states in (1) are real, it can be
verified that the three terms with imaginary coefficients
in (A4) contribute zero to the probability Tr(Mj |ψ〉〈ψ|)
where |ψ〉 is a state in (1). The completeness relation
satisfied by {Mj} is

∑
jMj = I3. Now, we define

M ′j = ujσ
′
x + vjσ

′
y + wjσ

′
z +

fj |0〉〈0|+ gj |1〉〈1|+ hj |2〉〈2|, (A5)

where uj , vj , wj , fj , gj , hj are the same as above, so we
have

∑
jM

′
j = I3, by considering the real part in the orig-

inal completeness condition. From the condition Mj ≥ 0,
we obtain M ′j ≥ 0, from the following argument: define
the operator M ′′j to be the same as Mj except for that
the imaginary terms (which are off-diagonal) are multi-
plied by the factor (−1). Then the condition Mj ≥ 0

is equivalent to M ′′j ≥ 0, since 〈ψ|Mj |ψ〉 = 〈ψ̃|Mj |ψ̃〉
where |ψ̃〉 is the complex conjugate of |ψ〉. Hence M ′j =
1
2 (Mj +M ′′j ) ≥ 0. The text below Eq. (A4) implies that
Tr(M ′j |ψ〉〈ψ|) = Tr(Mj |ψ〉〈ψ|), ∀j, for |ψ〉 being a state in
(1). Hence the measurement statistics from the POVM
{Mj} is completely the same as that from the POVM
{M ′j}, and we use the latter set of POVM elements in
the derivation below. We may find a POVM element in
the 2-dimensional Hilbert space corresponding to M ′j as
follows:

Ej = (a2fj + b2gj + c2hj)I2 +
√

3(abujσx + acvjσy + bcwjσz), (A6)

Since uj ≤
√
fjgj , which is from M ′j ≥ 0, we have√

3abuj ≤
√

3a2fjb2gj , hence (
√

3abuj)
2 ≤ 3a2fjb

2gj ≤
2a2fjb

2gj + [(a2fj)
2 + (b2gj)

2]/2. Thus, we obtain

(
√

3abuj)
2 + (

√
3acvj)

2 + (
√

3bcwj)
2

≤ (a2fj + b2gj + c2hj)
2. (A7)

Hence Ej ∝ I2 + ~a · ~σ with |~a| ≤ 1, thus Ej ≥ 0. The
completeness relation satisfied by {M ′j} is

∑
jM

′
j = I3,

and this implies
∑
j fj =

∑
j gj =

∑
j hj = 1, and∑

j uj =
∑
j vj =

∑
j wj = 0. Together from the normal-

ization condition of the state in Eq. (B2), a2+b2+c2 = 1,
we obtain

∑
j Ej = I2. Thus the {Ej} satisfy the com-

pleteness relation. The probabilities of obtaining an out-
come for an individual signal state is preserved under the
mapping. When the sum of probabilities over different
signal states or measurement outcomes is calculated, the
probabilities are added. Hence, when considering only
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optimal measurements, the classical mutual information
is invariant under the mapping. Thus the Holevo bound
for the 2-dimensional Hilbert space provides an upper
bound for the accessible information in the 3-dimensional
Hilbert space. This proves IMy,r ≤ 1. ut

Appendix B: Proof of Proposition 2

Proof. According to Protocol 1, the reduced density op-
erator received by Bob has support in the Hilbert space
spanned by orthonormal kets |0〉, |1〉, |2〉. In the following
we consider the purification of such mixed state: assume
Alice’s input state to be a pure state on two qutrits,
one of them being an ancillary qutrit belonging to Al-
ice. This change from mixed states to pure states on a
larger system would not decrease (and in fact it possibly
increases) the information quantities in the left-hand side
of the inequalities (2)(3)(4). Hence, if we can prove the
inequalities for pure states on such enlarged system, we
have proved the assertion.

We may assume the following form of Alice’s input
state (not in Schmidt form in general)

a|e0〉|0〉+ b|e1〉|1〉+ c|e2〉|2〉, (B1)

where a, b, c ≥ 0, and a2 + b2 + c2 = 1, and |e0〉, |e1〉, |e2〉
are unit vectors on the ancillary qutrit. The possi-
ble phases or signs in a, b, c have been absorbed into
|e0〉, |e1〉, |e2〉. Since Bob’s operation is only some phase
gate on the second qutrit, Alice may apply a controlled
unitary transform, with the second qutrit being the con-
trol, to make the transformed kets for |e0〉, |e1〉, |e2〉 be
orthogonal to each other. This unitary transform would
have no effect on her ability (neither positively or ad-
versely) in distinguishing the four returned states of
Bob’s. This explains why in the statement of the Propo-
sition, we assume that Bob’s received state σA is the same
for the two terms in the left-hand-side of each inequality,
rather than assuming that Alice’s initial pure states (in-
cluding the part on her ancillary system) are the same.
Using mixed states is also more natural in the sense that
in Protocol 1, an honest Alice indeed uses one of several
pure single-qutrit states, with the choice known to her,
instead of using an entangled pure state.

From the last paragraph, for Alice to learn about y and
r, or their joint distribution, it is equivalent to assume
that |e0〉, |e1〉, |e2〉 are orthogonal to each other. Then
for calculation of the information quantities in the in-
equalities (2)(3)(4), we could abbreviate Alice’s ancillary
qutrit (note that this is not a tracing-out operation but
just a mathematical correspondence with a special pur-
pose) and assume that the state initially sent by Alice is
just a single qutrit state

a|0〉+ b|1〉+ c|2〉, where a, b, c ≥ 0, (B2)

and the normalization of this state implies a2+b2+c2 = 1.
Note that this state is only for calculation of the informa-

tion quantities but not the actual state used in the pro-
tocol. For example, if Alice is honest and chooses x = 0
in Protocol 1, she uses an equal mixture of 1√

2
(|0〉+ |2〉)

and 1√
2
(|0〉 − |2〉), and this can be replaced with a pure

state 1
2 (|e0〉(|0〉+ |2〉) + |e1〉(|0〉− |2〉)). This can be writ-

ten as 1
2 ((|e0〉 + |e1〉)|0〉 + (|e0〉 − |e1〉)|2〉). Ignoring the

first qutrit (again, note that this is not a tracing-out op-
eration), we have that the equivalent input state for cal-
culation of the information quantities is 1√

2
(|0〉+ |2〉).

In Protocol 1, the y and r are independent, and each
may take the value 1 with probability 1

2 . The four states
after Bob’s gate are as follows:

r = 0, y = 0 : a|0〉+ b|1〉+ c|2〉,
r = 0, y = 1 : a|0〉 − b|1〉+ c|2〉,
r = 1, y = 0 : −a|0〉 − b|1〉+ c|2〉,
r = 1, y = 1 : −a|0〉+ b|1〉+ c|2〉. (B3)

In Eq. (2), the two measurements are the same. This
means that Alice needs to use the same measurementM
to learn information about y and r. The four states in
(B3) are exactly the same as those in (1). Therefore,
Lemma 1 implies that IMy,r ≤ 1.

Also note that there are effectively no prior correlations
between the two parties, so the locking of information
[32] does not occur here. The above implies that the
amount of information that Alice learns about the joint
distribution of y and r is upper bounded by 1 bit. The
bits y and r are independent when Bob produces them, so
the y and r are independent prior to Alice’s measurement.
Thus the inequality (2) holds, where we have assumed
that the two σA implicit in the information quantities
are the same in this equation (same below). The bits y
and y ⊕ r jointly determine y and r, and vice versa, so
the amount of information that Alice learns about the
joint distribution of y and y ⊕ r is upper bounded by 1
bit. And since the bits y and y⊕ r are independent prior
to Alice’s measurement, we have that the inequality (3)
holds. The inequalities (2) and (3) together imply (4).
This completes the proof. ut

Appendix C: Proof of Proposition 3

Proof. Similar to the proof of Prop. 2, we assume Alice’s
input state to be a two-qutrit pure state of the form (B1)
by introducing an ancillary qutrit, since this would not
decrease the guessing probabilities as compared to using
mixed states on one qutrit. In other words, we choose to
prove a stronger assertion.

For the purpose of proving the assertion, it suffices
to consider the input state as being on a 3-dimensional
Hilbert space, since Alice could do a unitary transform
on the two-qutrit state of the form (B1) preserving the
guessing probabilities, to make it a linear combination of
|00〉, |11〉, |22〉, and we may rewrite these basis states as
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|0〉, |1〉, |2〉. Hence the state is [the same as Eq. (B2)]

a|0〉+ b|1〉+ c|2〉, (C1)

where a, b, c ≥ 0, and a2 + b2 + c2 = 1. Then, after
Bob’s phase gate, the state becomes one of four states
in Eq. (B3). We can write out the density operators for
y = 0 and y = 1 as (each after taking average over values
of r)

ρ0 = (a|0〉+ b|1〉)(a〈0|+ b〈1|) + c2|2〉〈2|, (C2)

ρ1 = (a|0〉 − b|1〉)(a〈0| − b〈1|) + c2|2〉〈2|. (C3)

The trace distance [recall that it is defined as D(ρ, σ) =
1
2 Tr |ρ − σ|] of these two density operators is 2ab, thus

Py = 1+2ab
2 = 1

2 + ab. Similarly, the average density
operator for r = 0 and r = 1 (averaged over values of y)
are as follows:

τ0 = (a|0〉+ c|2〉)(a〈0|+ c〈2|) + b2|1〉〈1|, (C4)

τ1 = (a|0〉 − c|1〉)(a〈0| − c〈1|) + b2|2〉〈2|. (C5)

The trace distance of these two density operators is 2ac,
thus Pr = 1+2ac

2 = 1
2 + ac. Hence,

(Pr −
1

2
)2 + (Py −

1

2
)2 = a2b2 + a2c2

= a2(b2 + c2)

= a2(1− a2)

≤ 1

4
, (C6)

And the equality is reached only when a2 = 1
2 , i.e. a =

1√
2
. The input states reaching the equality is given in

the example in Appendix H.
For proving the second inequality in the assertion, we

may similarly write out the density matrices for different
values of y⊕r, and obtain that the trace distance of these
two density operators is 2bc. Then remaining steps are
similar to those for the first inequality. ut

Appendix D: Proof of Proposition 4

Proof. (i) We denote A = a2, B = b2, C = c2, then A +
B + C = 1, and A,B,C ≥ 0. We may rewrite Eq. (9)
using A and C only:

χr = −A log2A− C log2 C + (A+ C) log2(A+ C),(D1)

and rewrite Eqs. (8) and (10) as

χy = −A log2A−B log2B + (A+B) log2(A+B),

(D2)

χy⊕r = −B log2B − C log2 C + (B + C) log2(B + C).

(D3)

We first find a relation of B and δ. Due to the concavity
of the function f(x) = −x log2 x for x ∈ (0, 1], when B is

fixed, i.e. when A+C is fixed, the maximum of Eq. (D1)
is achieved when A = C. Thus

χr ≤ −(1−B) log2

(1−B)

2
+ (1−B) log2(1−B)

= 1−B (D4)

Then

δ = 1− χr ≥ B. (D5)

This implies B ≤ δ < 0.5.
The χy in (D2) is a monotonic increasing function of

A when 0 ≤ A ≤ 1 − B. Thus we take the value of χy
when A = 1−B as an upper-bound estimate:

χy ≤ −(1−B) log2(1−B)−B log2B = h(B). (D6)

The right-hand-side of (D6) is a monotonic increasing
function of B when B < 0.5, and since B ≤ δ < 0.5, we
obtain the inequality (11). Similarly we can prove the
inequality (12) for 0 ≤ δ < 0.5.

(ii) The proof is completely similar to that of (i). ut

Appendix E: Proof of Theorem 5

Proof. We first consider the case that Alice’s operations
are independent among different instances of Protocol 1,
and then comment that the non-independent case still
satisfies the extreme case of the inequalities for the first
case, and discuss the effect of “restarts” on the security of
Protocol 2. This gives rise to the security of Protocol 2.

Due to the freedom of measurement basis choice men-
tioned above, the Holevo bounds, which are upper
bounds of the information quantities, are more relevant
for proving the security of Protocol 2. Under the condi-
tion that Alice’s operations are independent among the
instances, we need only consider the Holevo bounds for
a single instance of Protocol 1. Let χy be the Holevo
quantity which is the upper bound for IMy , see Eq. (7).
The definition of χy shows that it is conditioned on the
uniform prior distribution for y. The quantities χr and
χy⊕r are defined similarly and are also conditioned on the
uniform prior distribution for y. From Prop. 4, the fol-
lowing inequality holds for small positive ε < 0.5. [As in
Prop. 4, the function h(ε) ≡ −(1−ε) log2(1−ε)−ε log2 ε.]

χy ≤ h(ε), for max(χr, χy⊕r) ≥ 1− ε. (E1)

Alice may cheat in some instances of Protocol 1. We
define the expected failure rate ε as the expected number
of wrong results in the untested instances of Protocol 1
versus the total number of untested instances in a run of
Protocol 2. It is sort of subjective for Bob to estimate ε
from the number of wrong results in the tested instances
and the total number of tests in Protocol 2, since it de-
pends on the a priori knowledge about ε. It should be
noted that for practical applications, in which two parties
do want to perform some two-party secure computation,
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the prior probability distribution of ε should not be too
biased, i.e. it must contain a non-negligible part that cor-
responds to almost no failure, since otherwise no batch
of one-time tables may pass Bob’s test under reasonable
criteria. There is also a practical way for Bob to estimate
ε based on the observed failure rate only: he can estimate

ε using ε = Θ(
Kf+1
K ), where Θ(·) represents the exact or-

der equivalence, i.e. there are positive constants ca and

cb such that ca
Kf+1
K ≤ ε ≤ cb

Kf+1
K , and the Kf is the

number of failed tested instances, and K is the number
of tested instances. (The 1 appears here for avoiding the
problem of vanishing ε when Kf = 0, which presents a
problem for later analysis.)

Suppose that after some checking, Bob estimates that
the expected failure rate is ε, then the following estimate
holds for the remaining unchecked instances of Proto-
col 1, for the uniform distribution of y and r (the uni-
form distribution of y can be imposed by Bob since he
wants to make Alice’s cheating be detected, and the
r has uniform distribution according to Protocol 1):
max(χr, χy⊕r) ≥ 1− c1ε, where c1 is a positive constant,
which arises because not all instances that passed checks
are with Alice’s honest behavior. Hence, χy ≤ h(c1ε)
according to Eq. (E1). This shows that the expected
amount of information about y learnable by a cheating
Alice in the remaining instances of Protocol 1 is arbitrar-
ily near zero for sufficiently small ε, even if she measures
in different bases from those for the tested instances. The
word “expected” means that even if L ·h(c1ε) < 1, where
L is the total number of one-time tables to be used for the
main computation, Alice may sometimes learn about one
or a few bits of Bob’s input by chance, but on average,
she learns not more than L · h(c1ε) bits of information.
Since L is fixed and we can make ε arbitrarily small by
using more redundant checks, it is not necessary to state
a condition such as “on average” in the assertion to be
proved. Since the information about y is linearly related
to the information learnable by Alice in the later main
computation stage (see the bipartite AND-gate compu-
tation method in Sec. II), this shows the security of Pro-
tocol 2 in the case that Bob’s operations are independent
among instances of Protocol 1.

We give an estimate of the cost overhead due to checks,
under the assumptions that Bob estimates ε using ε =

Θ(
Kf+1
K ) and that the threshold for aborting is set to

a constant number c0 of failures. Conditioned on that
the protocol has not aborted, the estimated ε satisfies
ε = Θ( c0K ) = Θ( 1

K ). From χy ≤ h(c1ε), the ε should

satisfy ε = o( 1
L ) for the final one-time tables to contain

less than one unsafe instances, where L is the desired
number of one-time tables. Thus L

K = o(1), meaning that
the number of tested instances K is strictly larger than
the order of L, and this is the only requirement on K,
thus K being on the order of O(L1.1) is sufficient. Also
note that the number of remaining untested instances
should be at least equal to L. Thus the total number of
instances of Protocol 1 is somewhat higher than L, but
the overhead ratio can be quite small compared to L, say

on the order of O(Lν) with ν being a small real number
near 0, say ν = 0.1.

In the following we consider the general case that Al-
ice’s operations are not necessarily independent among
instances of Protocol 1. If Alice initially prepares some
correlated quantum states amongM instances, the gener-
alization of Eq. (E1) for the corresponding Holevo bounds
should hold approximately near the extreme point ε = 0,
due to the uniform continuity of the Holevo bounds (as
functions of the joint state received by Bob on multiple
subsystems). Since Bob’s variables y and r are indepen-
dent among the instances, the generalizations of Eq. (E1)
just mentioned have the same scaling near the extreme
point ε = 0 (as the number of instances of Protocol 1
grows) as in the case that Alice’s operations are indepen-
dent. The last point can be seen from that Alice’s states
in other instances of Protocol 1 serve as auxiliary sys-
tems in considering Holevo quantities of the form (7), and
our proof of Prop 4 implicitly allowed auxiliary systems,
because of the reduction from the case with auxiliary
system to the case without such system in the proof of
Prop. 2. Thus the one-copy tradeoff curve of the Holevo
quantities still holds, i.e. Eq. (E1) for one instance still
holds with the same quantitative levels. This shows that
the argument for the security for the case of indepen-
dent operations of Alice can be extended to the general
case. And the cost overhead estimate above also holds in
this general case because the information upper-bound
tradeoff relations are exactly similar.

Finally we consider the “restarts” of the protocol men-
tioned in the end of Protocol 2. Since Bob’s inputs among
different runs are independent, Alice has no way of us-
ing joint initial states or making joint measurements to
take advantage of the possibility of restarts. Hence the
probability that a cheating Alice would pass Bob’s test
adds up at most additively. And since practically there
can only be a polynomial number of restarts, due to re-
source constraints, Bob can set appropriate thresholds in
his checking to make the overall probability of cheater
passing the tests upper bounded by any small positive
constant. ut

Appendix F: Proof of Proposition 6

Proof. In Protocol 1, Alice measures the received qutrit
in the basis { 1√

2
(|x〉 + |2〉), 1√

2
(|x〉 − |2〉), |1 − x〉}. The

third measurement outcome is impossible in the ideal
case, but actually, due to Bob’s cheating, there is some
possibility that the third measurement outcome occurs.
For this outcome, it is natural to assume that Alice just
guesses the outcome of q randomly without bias, since
she has no other side information in the current case of
Protocol 3 (where Alice is honest in the initial stage) to
give her any bias.

Suppose

1

2

[
I
M(U)
t⊕r|x=0,A′ + I

M(U)
t⊕r|x=1,A′

]
> 1− δ, (F1)
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where small positive δ near 0. Then since I
M(U)
t⊕r|x=0,A′ ≤ 1

and I
M(U)
t⊕r|x=1,A′ ≤ 1, we have

I
M(U)
t⊕r|x=x0,A′ > 1− 2δ, for x0 = 0 and 1. (F2)

In the following we show that for each x0 ∈ {0, 1}, there
is a positive number η such that

〈ψq|ρq|ψq〉 ≥ 1− 2δ, for q = 0 and 1, (F3)

where q = t⊕r|x=x0
, and the |ψq〉 is the ideal state of the

qutrit (with specific value of q) received by Alice, where
“ideal” means Bob is honest; the ρq is the actual state of
the qutrit sent to Alice by Bob. The proof of this fact is
by contradiction. Suppose that

〈ψq|ρq|ψq〉 < 1− 2δ (F4)

for some q given that x = x0. Then from the first para-
graph of the proof, the probability that the state ρq is
recognized as 1− q by Alice is

Perror = 〈ψ1−q|ρq|ψ1−q〉

+
1

2
(1− 〈ψq|ρq|ψq〉 − 〈ψ1−q|ρq|ψ1−q〉)

≥ 1

2
(1− 〈ψq|ρq|ψq〉) > δ (F5)

Then, by assuming that ρ1−q is equal to the ideal state
|ψ1−q〉〈ψ1−q|, we obtain that the mutual information

I
M(U)
t⊕r|x=x0,A′ <

1

2
+ δ log2 δ − (

1

2
+ δ) log2 (

1

2
+ δ)

=
1

2
+ δ log2 δ − (

1

2
+ δ)[log2 (1 + 2δ)− 1]

= 1 + δ + δ log2 δ − (
1

2
+ δ) log2 (1 + 2δ)

< 1 + δ + δ log2 δ

= 1 + δ log2 2δ

< 1− 2δ, for δ ∈ (0, 0.1), (F6)

where the right-hand side of the first line is obtained
by the mutual information when Perror = δ. The joint
probability distribution between the input and output
for calculating such mutual information is (1

2 , 0, δ,
1
2 −

δ). The other possible choices of ρ1−q would only reduce
the amount of mutual information. Thus we obtain a
contradiction with the inequalities in (F2). Therefore,
the assumption in (F4) is false, and the inequalities in
(F3) are true.

In the following we prove that for δ near 0, Bob’s in-

formation about x is limited, in the sense that I
M(U)
x,B′ =

O(δ1/4 log 1
δ ).

In general we have to consider a possibly cheating
Bob’s unitary gates and measurements on the received
state from Alice and his ancillary state, where some mea-
surements may be prior to other gates. We always con-
sider an equivalent circuit in which the measurements are

deferred to the final steps. We can always insert a “cor-
rect” unitary gate U(y, r) that an honest Bob should do,
followed by U†(y, r), before the other unitary gates and
measurements mentioned above. Note here that y is an
assumed bit and need not be some actual bit used in the
protocol, since Bob may cheat about the value of y he
had used in the checking process later. So there is al-
ways a stage in the protocol when Bob does the correct
gate U(y, r), and at this point the qutrit state is one of
the four pure states of the form (1) with a = c = 1√

2
,

b = 0 (when x = 0) or b = c = 1√
2
, a = 0 (when x = 1).

That is, when x = 0, the state is one of the following:

t⊕ r = 0 : |τ00〉 =
1√
2

(|0〉+ |2〉),

t⊕ r = 1 : |τ01〉 =
1√
2

(|0〉 − |2〉), (F7)

When x = 1, the state is one of the following:

t⊕ y ⊕ r = 0 : |τ10〉 =
1√
2

(|1〉+ |2〉),

t⊕ y ⊕ r = 1 : |τ11〉 =
1√
2

(|1〉 − |2〉). (F8)

Consider the input states |τ00〉 and |τ10〉. The fidelity
between these two states is

|〈τ00|τ10〉| =
1

2
. (F9)

Before Bob’s final measurements, the circuit is unitary,
so the inner product is preserved till this step. And Bob’s
later measurements, whether it is on A′ (before sending
it to Alice) or B′ or at some step before splitting the sys-
tem into A′ and B′, would not increase the information
obtainable by Alice about q. Thus, to allow maximal
information obtainable by Alice, we could just consider
unitary circuits followed by local measurements on sys-
tem B′. Denote the state on A′B′ before the measure-
ments corresponding to |τ00〉 and |τ10〉 as |ξ00〉 and |ξ10〉,
respectively. Since the inner product is preserved under
unitaries, we have

|〈ξ00|ξ10〉| = |〈τ00|τ10〉| =
1

2
. (F10)

The reduced density operators on A′ for the states |ξ00〉
and |ξ10〉 are defined as follows:

TrB′(|ξ00〉〈ξ00|) = ρ00,

TrB′(|ξ10〉〈ξ10|) = ρ10. (F11)

According to the first part of the proof, which argues for
that (F3) is true,

〈τq0|ρq0|τq0〉 ≥ 1− 2δ, for q = 0 and 1. (F12)

Denote the reduced density matrices on B′ for the
states |ξ00〉 and |ξ10〉 as follows

TrA′(|ξ00〉〈ξ00|) = γ00,

TrA′(|ξ10〉〈ξ10|) = γ10. (F13)
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In the following we argue that γ00 and γ10 must be near
each other for |〈ξ00|ξ10〉| = 1

2 to hold. Suppose the
Schmidt decompositions of |ξ00〉 and |ξ10〉 are

|ξ00〉 =
∑
j

fj |aj〉 ⊗ |bj〉,

|ξ10〉 =
∑
k

gk|a′k〉 ⊗ |b′k〉, (F14)

where fj , gk are real positive numbers satisfying
∑
j f

2
j =∑

k g
2
k = 1, and {|aj〉} (and {|a′k〉}) is a set of orthogonal

normalized states on HA′ , and {|bj〉} (and {|b′k〉}) is a set
of orthogonal normalized states on HB′ .

From Eqs. (F12) and (F14),∑
j

f2
j |〈aj |τ00〉|2 ≥ 1− 2δ,

∑
k

g2
k|〈a′j |τ10〉|2 ≥ 1− 2δ. (F15)

there is at least one ket among {|aj〉} that satisfies

|〈aj |τ00〉| ≥
√

1− 2δ. Since the kets |aj〉 are orthogo-
nal, and δ < 0.1, there can only be one ket |aj〉 that

satisfies this requirement. We denote this special j as ĵ.
Similarly, we denote the k such that |〈a′k|τ10〉| ≥

√
1− 2δ

as k̂. These can be expressed as

|〈aĵ |τ00〉| ≥
√

1− 2δ,

|〈a′
k̂
|τ10〉| ≥

√
1− 2δ. (F16)

In the following we obtain an upper bound for
|〈aj |τ00〉|, where j 6= ĵ. Using the formula cos(a − b) =

cos(a) cos(b) + sin(a) sin(b),∀a, b ∈ R, for j 6= ĵ we have

|〈aj |τ00〉| ≤ |〈aj |aĵ〉| · |〈aĵ |τ00〉|

+
√

1− |〈aj |aĵ〉|2
√

1− |〈aĵ |τ00〉|2

= 0 +
√

1− |〈aĵ |τ00〉|2

≤
√

2δ, ∀j 6= ĵ. (F17)

We will now obtain a lower bound for fĵ . From the first

inequality in Eq. (F15),

f2
ĵ
|〈aĵ |τ00〉|2 ≥

√
1− 2δ −

∑
j 6=ĵ

f2
j |〈aj |τ00〉|2

≥
√

1− 2δ −
∑
j 6=ĵ

f2
j (2δ)

=
√

1− 2δ − (1− f2
ĵ

)2δ, (F18)

Thus

f2
ĵ
≥ (
√

1− 2δ − 2δ)/(|〈aĵ |τ00〉|2 − 2δ)

≥
√

1− 2δ − 2δ

1− 2δ
≥ 1− 2δ, for δ ∈ (0, 0.1), (F19)

implying that fĵ ≥
√

1− 2δ. Similarly, we have

g2
k̂
≥ 1− 2δ, (F20)

implying that gk̂ ≥
√

1− 2δ.
Consider approximations to |ξ00〉 and |ξ10〉 as follows:

|ξ′00〉 = |τ00〉 ⊗ |bĵ〉 = |τ00〉 ⊗ |B00〉,
|ξ′10〉 = |τ10〉 ⊗ |b′k̂〉 = |τ10〉 ⊗ |B10〉, (F21)

where |B00〉 ≡ |bĵ〉, |B10〉 ≡ |b′k̂〉.
Then we have

|〈ξ00|ξ′00〉| = fĵ |〈aĵ |τ00〉| ≥ 1− 2δ,

|〈ξ10|ξ′10〉| = gk̂|〈a
′
k̂
|τ10〉| ≥ 1− 2δ. (F22)

Noting that |ξ′00〉 and |ξ′10〉 are both product states, we
have

|〈ξ′00|ξ′10〉| = |〈τ00|τ10〉| · |〈B00|B10〉|

=
1

2
|〈B00|B10〉|. (F23)

Recall that |〈ξ00|ξ10〉| = 1
2 , and using the formula cos(a+

b) = cos(a) cos(b)− sin(a) sin(b), ∀a, b ∈ R, we have

|〈ξ10|ξ′00〉| ≥ |〈ξ00|ξ10〉| · |〈ξ00|ξ′00〉|

−
√

1− |〈ξ00|ξ10〉|2
√

1− |〈ξ00|ξ′00〉|2

≥ 1

2
(1− 2δ)−

√
3

2

√
4δ − 4δ2

≥ 1

2
(1− 2δ)−

√
3δ ≥ 1

2
− 3
√
δ (F24)

Then

|〈ξ′00|ξ′10〉| ≥ |〈ξ10|ξ′00〉| · |〈ξ10|ξ′10〉|

−
√

1− |〈ξ10|ξ′00〉|2
√

1− |〈ξ10|ξ′10〉|2

≥ (
1

2
− 3
√
δ)(1− 2δ)

−
√

1− (
1

2
− 3
√
δ)2

√
1− (1− 2δ)2

≥ 1

2
− 3
√
δ − δ −

√
3

4
+ 3
√
δ
√

4δ

≥ 1

2
− 3
√
δ − δ −

√
3(1 + 2

√
δ)
√
δ

=
1

2
− (3 +

√
3)
√
δ − (1 + 2

√
3)δ

≥ 1

2
− 7
√
δ, for δ ∈ (0, 0.1) (F25)

From Eqs. (F25) and (F23), we have

|〈B00|B10〉| ≥ 1− 14
√
δ. (F26)

Let D(ρ, σ) ≡ 1
2Tr|ρ − σ| be the trace distance. Ac-

cording to [33],

D(ρ, σ) ≤
√

1− F (ρ, σ)2. (F27)
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And the trace distance satisfies the triangle inequality,
therefore

D(γ00, γ10) ≤ D(γ00, |B00〉) +D(|B00〉, |B10〉)
+D(γ10, |B10〉)

≤ 2[2 · 2δ] +

√
1− (1− 14

√
δ)2

≤
√

28δ1/4 + 8δ = O(δ1/4), (F28)

where the first term in the second line is from
Eqs. (F19)(F20). To see this, note that the contribu-

tion to D(γ00, |B00〉) from those |bj〉 with j 6= ĵ in the
pure-state decomposition of γ00 =

∑
j f

2
j |bj〉〈bj | is not

greater than 2δ, due to that
∑
j 6=ĵ f

2
j = 1− f2

ĵ
≤ 2δ, and

the other contribution is from that f2
ĵ

is at most 2δ from

1, in the term f2
ĵ
|bĵ〉〈bĵ |. For pairs of states among |ξ00〉,

|ξ10〉, |ξ01〉 and |ξ11〉 with different values of x, we get sim-
ilar relations between their reduced density operators on
HB′ . The information obtainable by Bob about x is re-
lated to the distinguishability of the reduced density op-
erators on HB′ for the states |ξ00〉 and |ξ01〉 versus those
for the states |ξ10〉 and |ξ11〉. Therefore, the accessible in-
formation obtainable by Bob about x is upper bounded
by O[h(δ1/4)], where h(ε) ≡ −(1− ε) log2(1− ε)− ε log2 ε.
For δ sufficiently small, this amount of information can
be expressed as O(δ1/4 log 1

δ ). This completes the proof.
ut

Appendix G: Proof of Theorem 7

Proof. First, we consider the case that Bob’s operations
are independent among instances of Protocol 1. In such
case we need only consider the information tradeoff in-
equalities for a single instance of Protocol 1. From
Prop. 6, when

1

2

[
I
M(U)
t⊕r|x=0,A′ + I

M(U)
t⊕r|x=1,A′

]
> 1− δ, (G1)

where δ is a small positive constant near 0, then

I
M(U)
x,B′ = O(δ1/4 log

1

δ
) (G2)

for sufficiently small δ.
Bob may cheat in some instances of Protocol 1. We

define the expected failure rate ε as the expected number
of wrong results in the untested instances of Protocol 1
versus the total number of untested instances in a run of
Protocol 3. It is sort of subjective for Alice to estimate ε
from the number of wrong results in the tested instances
and the total number of tests in Protocol 3, since it de-
pends on the a priori knowledge about ε. It should be
noted that for practical applications, in which two parties
do want to perform some two-party secure computation,
the prior probability distribution of ε should not be too
biased, i.e. it must contain a non-negligible part that cor-
responds to almost no failure, since otherwise no batch

of one-time tables may pass Alice’s test under reasonable
criteria. There is also a practical way for Alice to esti-
mate ε based on the observed failure rate only: she can

estimate ε using ε = Θ(
Kf+1
K ), where the notations are

the same as in the proof of Theorem 5. In particular, the
Kf is the number of failed tested instances, and K is the
number of tested instances.

Suppose that after some checking, Alice estimates
that the expected failure rate is ε. Since in Proto-
col 1 Alice finally learns t ⊕ (x · y) ⊕ r provided she
knows x, the condition about the ε can be expressed as
1
2

[
I
M(U)
t⊕r|x=0,A′ + I

M(U)
t⊕r|x=1,A′

]
≥ 1 − c2ε for the remain-

ing untested instances of Protocol 1, where c2 is a posi-
tive constant, which arises because not all instances that
passed checks are with Bob’s honest behavior. Then, the
result of Prop. 6 implies IUx,B′ ≤ c3(c2ε)

1/4 log 1
ε for those

instances. This shows that the expected amount of in-
formation about x learnable by a cheating Bob in the
remaining instances of Protocol 1 is arbitrarily near zero
for sufficiently small ε, even if he performs different uni-
taries U (followed by arbitrary measurements on his part
of the output) from those for the tested instances. Since
the information about x is linearly related to the infor-
mation learnable by Bob in the later main computation
stage (see the bipartite AND-gate computation method
in Sec. II), this shows the security of Protocol 3 in the
case that Bob’s operations are independent among in-
stances of Protocol 1.

We give an estimate of the cost overhead due to
checks, under the assumptions that Alice estimates ε us-

ing ε = Θ(
Kf+1
K ), and that the threshold for aborting

is set to a constant number of failures. Conditioned on
that the protocol has not aborted, the estimated ε sat-
isfies ε = Θ( c0K ) = Θ( 1

K ). Since IUx,B′ ≤ c3(c2ε)
1/4 log 1

ε ,

the ε should satisfy ε = o( 1
L4 ) for the final one-time ta-

bles to contain less than one unsafe instances, where L is

the desired number of one-time tables. Thus L4

K = o(1),
meaning that the number of tested instances K is strictly
larger than the order of L4, and this is the only require-
ment on K, thus K being on the order of O(L4.1) is
sufficient. The overhead ratio is on the order of O(L3+ν)
with ν being a small real number near 0, say ν = 0.1.

In the following we consider the general case that Bob’s
operations (including possible measurements after the
unitary U) are not independent among instances of Pro-
tocol 1. Note that Alice’s input bits x and the bits t are
independent among the copies. The generalizations of
the information quantities in the inequalities (G1) and
(G2) to the multi-copy case can be easily defined, and
from the proof of Prop. 6 it can be seen that a tradeoff
of multi-copy information quantities should satisfy the
similar relation, just with the right-hand-side of the in-
equality (G1) multiplied by M , the number of copies of
Protocol 1. The systems from the other instances of Pro-
tocol 1 serve as auxiliary systems for one instance. This
shows that the security holds for the general case that
Bob’s operations are not independent among instances
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of Protocol 1. And the cost overhead estimate above
also holds in this general case because the information
tradeoff relations are exactly similar.

For the “restarts” of the protocol, the argument is ex-
actly similar to that in the proof of Theorem 5, but it is
stated for the case that both parties perform some check-
ing, instead of just one party. We abbreviate it here. ut

Appendix H: Examples for Protocol 1

Example 1. In the following we show a continuous

family of Alice’s input states reaching the equality in

Eq. (2), as well as the equality in Eq. (5). The states

are one-qutrit states

1√
2

(|0〉+ cosα|1〉+ sinα|2〉), (H1)

where α ∈ [0, π2 ] is a real parameter. The qutrit is sent to

Bob. After Bob does his operations on the received qutrit

and sends it back to Alice, an optimal measurement of

Alice to recover information about the joint distribution

of y and r is a POVM measurement with 4 POVM ele-

ments, and they are of the form

1
2 (cosα|0〉+ |1〉)(cosα〈0|+ 〈1|),
1
2 (cosα|0〉 − |1〉)(cosα〈0| − 〈1|),
1
2 (sinα|0〉+ |2〉)(sinα〈0|+ 〈2|),
1
2 (sinα|0〉 − |2〉)(sinα〈0| − 〈2|). (H2)

The four POVM elements above sum up to the identity

operator on the 3-dimensional Hilbert space. Under such

choice of input state and measurement, it can be calcu-

lated that IMy = cos2 α, and IMr = sin2 α. The sum

of these quantities is 1, and since y and r are indepen-

dent, such measurement gives 1 bit of classical mutual

information between the measurement outcomes and the

joint distribution of y and r. Therefore, the equality in

(2) and the equality IMy,r = 1 both hold for the input state

in (H1) and the POVM measurement in (H2) (Note that

these equations may not simultaneously hold for other

states, such as those in Example 3). The reason why

this family of input states satisfy the equality in Eq. (5)

is that the condition a2 = 1
2 in the proof of Prop. 3 is

satisfied.

Example 2. Similarly, there is a family of input states

on two qutrits satisfying the equality in Eq. (2) and the

equality in Eq. (5). The states are

1√
2

(|00〉+ cosα|11〉+ sinα|22〉), (H3)

where α ∈ [0, π2 ] is a real parameter, and the first qutrit

is withheld by Alice, and the second qutrit is sent to Bob.

After Bob does his operations on the received qutrit and

send it back to Alice, an optimal measurement of Alice

to recover information about the joint distribution of y

and r is a POVM measurement with 5 POVM elements,

with four of the POVM elements of the form

1
2 (cosα|00〉+ |11〉)(cosα〈00|+ 〈11|),
1
2 (cosα|00〉 − |11〉)(cosα〈00| − 〈11|),
1
2 (sinα|00〉+ |22〉)(sinα〈00|+ 〈22|),
1
2 (sinα|00〉 − |22〉)(sinα〈00| − 〈22|). (H4)

The four listed POVM elements sum up to the identity

operator on the 3-dimensional subspace spanned by

{|00〉, |11〉, |22〉}, and the remaining POVM element may

be chosen as the projector onto the orthogonal subspace

spanned by the remaining 6 computational-basis states.

Under such choice of input state and measurement, it

can be calculated that IMy = cos2 α, and IMr = sin2 α.

For the similar reason as in the previous example, the

equality in (2) and the equality IMy,r = 1 both hold for

the input state in (H3) and the POVM measurement in

(H4). Similarly, this family of input states satisfy the

equality in Eq. (5).

Example 3. The following suspected information sum

value [the left-hand-side of (2)] for a generic input state of

the form (B2) is first found by numerical calculation, and

analytical construction for the measurement that reaches

the suspected information sum value is given, but we do

not have a proof that the constructed measurement is

optimal (except for the case that the information sum is

already 1). For input state of the form (B2), and noting

that a, b, c ≥ 0, we rewrite the state as

a|0〉+
√

1− a2 cos θ|1〉+
√

1− a2 sin θ|2〉,
where a ≥ 0, θ ∈ [0,

π

2
], (H5)

then the left-hand-side of (2) is at least

(a+ b′)2 log2(a+ b′) + (a− b′)2 log2 |a− b′|, (H6)

where b′ ≡
√

1− a2. The measurement that reaches this

amount of information sum is exactly the same as the

POVM measurement shown in Eq. (H2). When b = b′,

i.e. when c = 0, this measurement becomes a projec-

tive measurement in the basis { 1√
2
(|0〉 + |1〉), 1√

2
(|0〉 −

|1〉), |2〉}. When a = 1√
2
, the expression in (H6), i.e.

the left-hand-side of (2), is equal to 1, which agrees
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with the result in Example 1. We also calculated IMy,r
where M is some POVM measurement implemented by

projective measurement on enlarged Hilbert space (9-

dimensional), and the maximum found numerically is

generically greater than the expression in (H6) when

a < 1√
2

and bc > 0, and sometimes it may even be close

to 1. But when a > 1√
2
, the maximum numerical values

of IMy,r and IMy + IMr are quite near. We also calculated

IMy + IM
′

r for different POVM measurements M and

M′, and the maximum sum found numerically is usually

greater than the expression in (H6) when a 6= 1√
2

and

bc > 0. The similar result holds for input state of the

form (B1) (with the form of the optimal measurement

changed accordingly).

Appendix I: Numerical results

In this appendix, we present some numerical results.

The inequalities about classical mutual information in

Prop. 2 is verified by numerical calculation of random

(cheating) states and some special classes of (cheating)

states. Since the calculation of mutual information in-

volves maximizing over possible measurements, and we

used ancilla of limited dimensions in the measurement,

the results are only indicative, and do not prove the in-

equalities in Prop. 2. But since the Holevo bound is an

upper bound of accessible information, and is easier to

calculate since it does not involve maximizing over mea-

surements, the numerical results below about the Holevo

bounds are more convincing and provide checks against

the results about mutual information. We have found

and numerically verified that some continuous families of

states satisfy the equality in Eq. (2) (and hence Eq. (4)),

and every point in the tradeoff curve of the two terms

is reachable, see Eqs. (H1) and (H3). Similar continu-

ous family of states which satisfy the equality in Eq. (3)

can be written out by symmetry. It is interesting to note

that some states which satisfy the equalities require no

ancilla, but note that POVM measurements are needed.

If there is no ancilla initially, and only projective mea-

surements on 3 dimensions are used, then the equality

may be reached at the end of the tradeoff curve of the

two terms, but near the middle of the curve, we can only

find values of the sum being slightly less than 0.9 bit at

most for some tested classes of input states; we have not

attempted exhausting all possible input states for such

point.

We have also found that, if we remove the requirement

that the two measurements in the left-hand side of Eq. (2)

(and similarly, Eqs. (3) and (4)) be the same, then it is

possible to get a sum larger than 1 on the left-hand side.

The numerical value obtained, when not using ancilla and

using two possibly different projective measurements, is

already larger than 1.2 bits for the input state 1√
2
|0〉 +

1
2 |1〉 + 1

2 |2〉. But of course, the obtained sums are not

greater than the sum of Holevo bounds shown below.

The Figure 1 shows the tradeoff relation for the Holevo

quantities, max(χr, χy⊕r) and χy, arising from Alice’s

cheating states in Protocol 1. The calculation allows

for Alice’s possible cheating by using an initial entan-

gled state of two qutrits, where one of the qutrits is sent

to Bob. The number of sampled states is 50 million.

The curve shows the maximum of the vertical coordinates

among the samples in the same small range of length 0.01

(called a “bin”) over the horizontal axis. The ideal curve

should be symmetric with respect to the two axes. The

imperfections in the left part of the curve are believed to

be due to insufficient number of samples, and the inher-

ent asymmetry in the taking the maximum of the vertical

coordinate in each bin. The maximum sum of the val-

ues of the two coordinates is about 1.38848 bits, which is

approximately achieved when the value of the two coor-

dinates are about equal. Numerics suggest that near the

ends of the tradeoff curve, one coordinate approaches 1

(bit) while the other coordinate approaches 0, confirming

Eq. (E1).

Assuming that the maximum sum of Holevo quantities

(the maximum sum of two coordinates) in the figure is

achieved when the two coordinates are equal (in partic-

ular we assume χy = χr), we can obtain an analytical

expression for the maximum and the corresponding co-

ordinates, as well as the corresponding parameters of the

input state. From Eqs. (8) and (9), we have

χy + χr

= −a2 log2 a
2 − b2 log2 b

2 + (1− c2) log2(1− c2)

−a2 log2 a
2 − c2 log2 c

2 + (1− b2) log2(1− b2), (I1)

then from b2 = c2 which follows from the assumption

χy = χr and the apparent fact that a > 0 for achieving

the maximum sum, and using a2 = 1− b2 − c2, we have

χy + χr

= −2a2 log2 a
2 − 2b2 log2 b

2 + 2(1− b2) log2(1− b2),

= −2(1− 2b2) log2(1− 2b2)

−2b2 log2 b
2 + 2(1− b2) log2(1− b2) (I2)
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By taking the derivative of the expression above with

respect to the variable b2, we have that the maximum

is achieved when b2 = c2 = 5−
√

5
10 . The corresponding

a2 =
√

5
5 . The maximum of χy + χr (the maximum sum

of the two coordinates in the figure, after comparing the

values of χr and χy⊕r) is log2(3 +
√

5) − 1 ≈ 1.3884838

bits.

FIG. 1: An illustration of the tradeoff relations of the Holevo
quantities by numerical calculations. Horizontal axis (H1):
max(χr, χy⊕r); vertical axis (H2): χy. These Holevo bounds
are calculated from random pure input states on two qutrits,
where one of the qutrits is withheld by Alice. In Bob’s view,
he receives a qutrit in some mixed state, performs a gate on it
and send it back to Alice. The curve shows the maximum of
the vertical coordinates among the samples in the same small
range of length 0.01 over the horizontal axis.
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