2109.11163v1 [quant-ph] 23 Sep 2021

arXiv

Finite-key Analysis for Quantum Conference Key Agreement with Asymmetric
Channels

Zhao Li,! Xiao-Yu Cao,! Chen-Long Li,’ Chen-Xun Weng,! Jie Gu,’ Hua-Lei Yin,">* and Zeng-Bing Chen': T

! National Laboratory of Solid State Microstructures,
School of Physics and Collaborative Innovation Center of Advanced
Microstructures, Nanjing University, Nanjing 210093, China

As an essential ingredient of quantum networks, quantum conference key agreement (QCKA)
provides unconditional secret keys among multiple parties, which enables only legitimate users to
decrypt the encrypted message. Recently, some QCKA protocols employing twin-field was proposed
to promote transmission distance. These protocols, however, suffer from relatively low conference key
rate and short transmission distance over asymmetric channels, which demands a prompt solution in
practice. Here, we consider a tripartite QCKA protocol utilizing the idea of sending-or-not-sending
twin-field scheme and propose a high-efficiency QCKA over asymmetric channels by removing the
symmetry parameters condition. Besides, we provide a composable finite-key analysis with rigorous
security proof against general attacks by exploiting the entropic uncertainty relation for multiparty
system. Our protocol greatly improves the feasibility to establish conference keys over asymmetric

channels.

I. INTRODUCTION

Remote distribution of secret key is an essential task
of quantum cryptographic network. Quantum key dis-
tribution (QKD) [1-5] which allows two remote users to
share unconditionally secure key has achieved relatively
mature development [6-20]. To extend QKD to multi-
party scenarios, one intuitive way is to refer to classical
conference key agreement [21, 22]. Therefore, quantum
conference key agreement (QCKA) [23-26] has been pro-
posed and become a significant pillar of quantum cryp-
tography. QCKA can offer information-theoretic secure
conference key which promises group encryption and de-
cryption for all legitimate users. Specifically, the confer-
ence key can be naturally established with distribution
of Greenberger-Horne-Zeilinger (GHZ) entangled states
[23, 27, 28] and local projection measurement, which
has been proved to precede simple bipartite QKD links
[29]. Basic laws of quantum mechanics combined with
one-time pad encryption [30] guarantee the security of
multiparty quantum communication [24, 31]. Currently,
QCKA has been generalized to other variants both in
theory [32-40] and experiment [41].

Although some progresses have been made, the confer-
ence key rates of most QCKA protocols are lower than
the capacity of quantum channels [42, 43]. To achieve
higher conference key rate and longer transmission dis-
tance, some protocols inspired by the idea of twin-field
QKD were proposed [44-46]. However, all of these pro-
tocols neglect the case of asymmetric channels, which
makes them impractical. Our paper focuses on the tri-
partite QCKA protocol [46] employing the sending-or-
not-sending scheme [13]. The precondition for security
requires two senders having the same source parameters
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(e.g. the intensity and the probability of sending varied
coherent pulses). Asymmetric channels with symmetric
source parameters will introduce additional intrinsic er-
rors, which inevitably reduce the conference key rate and
the transmission distance. In practical, such as intercity
communication, the transmission losses of two channels
are usually asymmetric.

Inspired by the variants of twin-field QKD over asym-
metric channels [19, 47-51], we design a high-efficiency
QCKA protocol for asymmetric channels. With the sim-
ilar devices as twin-field QKD [52, 53], our protocol has
a longer transmission distance, a higher key rate and is
more practical than other QCKA protocols [40]. We pro-
vide a security proof for this protocol by utilizing the en-
tanglement distillation [31] of virtual GHZ-class state. In
addition, with the extension of twin-field QKD to QCKA,
we perform a finite-key analysis [35, 54-56] with multi-
party composable security to make our work more prac-
tical.

II. PROTOCOL DESCRIPTION

As shown in figure 1, our asymmetric QCKA protocol
includes three legitimate users: Alice, Bob and Charlie
with the same devices as the original scheme [46]. We
utilize the decoy-state method with three intensities for
both senders. We present the detailed protocol as follows.
Preparation.— For each time window, Alice and Bob
independently and randomly choose one basis from
{Z, X}. If Alice (Bob) selects Z basis, she (he) encodes
the logic bit value 1 (0) with phase-randomized weak co-
herent pulses |e™,/fi) (|€™\/fp)), whose probability
is tq (tp). She (He) encodes the logic bit value 0 (1) with
sending nothing, whose probability is 1 — ¢, (1 —t;). If
Alice (Bob) selects X basis, she (he) generates phase-
randomized weak coherent pulses |e?%\/k,) (|e®/Es)),
with random global phase 6,, 6, € [0, 27) and intensity
ko € {lta, Va, 0}, kp € {up, s, 0}. They send the pulses
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FIG. 1. The schematic of the asymmetric QCKA protocol.
There are two senders, Alice and Bob, including some pri-
mary devices as follows. Continuous-wave laser: generation of
the global phase stabilized coherent light; intensity modulator
(IM): pulse preparation; phase modulator (PM): phase ran-
domization; attenuator (Att): weak-light modulation. They
send the pulses to Charlie over their own channels. Charlie,
as a receiver, possesses the following devices. Beam splitters
BS1 and BS2: passive-basis choice; beam splitter BS3: inter-
ference between two pulses; detector D1 and D2: the Z basis
measurement; detector D3 and D4: the X basis measurement.

to Charlie through two insecure quantum channels that
may have different losses. Besides, a constraint for source
parameters is required [47],

Va _ ta (1 —tp) prgeHe
vy ty (1 — ta) pupe—Ho ’

(1)

which will be given by security analysis.
Measurement.— For each round, Charlie passively se-
lects a basis from Z and X bases by two beam splitters
and performs measurement. For Z basis, Charlie gets
logic bit 1 when detector D1 clicks only, and logic bit 0
when detector D2 clicks only. The bit value is 0 when D3
clicks only in X basis while the bit value is 1 when D4
clicks only.

Reconciliation.— Alice, Bob, and Charlie announce
the basis information for each successful measurement
event, which means that only one detector clicks in each
round of measurement. Alice and Bob publicly announce
the intensity information unless Alice, Bob, and Charlie
all select Z basis. In the case where Alice and Bob choose
intensities v,, v} respectively and only D3 or D4 clicks,
Alice and Bob disclose the global phase. Then they per-
form post-selected phase-matching, which screens out the
effective events satisfying —0 + rm < 0, — 0 — pap <
d + rm (mod 27), where 4 is a selected value for a small
phase range and r € {0, 1}. Here ¢, is the phase
difference between the reference frames of Alice and
Bob, which can be obtained by phase post-compensation
methods. All classical information is transmitted via the
authenticated classical channels.

Parameter estimation.— Alice, Bob, and Charlie form
raw keys from the data when they all selected Z basis.
Utilizing the decoy-state method [6, 7], the other cases

are exploited to estimate parameters and the information
leakage.

Postprocessing.— They implement classical error cor-
rection, error verification and privacy amplification to
distill the final conference key.

IIT. SECURITY ANALYSIS

In our protocol, Alice randomly chooses a basis for
each round. For Z basis, she prepares |0) and ey, ) by
using the vacuum and phase-randomized coherent state
with probabilities 1 — ¢, and t,, where w, € [0, 27) is
the randomized phase. For X basis, she randomly gen-
erates phase-randomized coherent state |e? \/Va)- Like-
wise, Bob does the same operations as Alice.

Alice and Bob only reserve joint single-photon states
in Z basis, i.e. [10),, and |01) ,, to extract the conference
key. The density matrix is

Pz = [ta (1 —1y) pae ™" [10) , (10] @
+tp (1 — tq) ppe 0 01),, (01]] /C,
where C = t, (1 — tp) pae ™ + t, (1 — t,) ppe H is the
normalization factor. They implement post-selected
phase-matching and only consider the case of joint one-
photon states in X basis. The density matrix is

pl = 5y (Va [10)ay (10] + 14,01, (O1]), - (3)

which needs to meet pl = pl = p!, so we get equa-

tion (1). Note that we introduce the phase-matching
here to obtain low phase error rate. The decoy state
method can guarantee the feasibility of retaining joint
single-photon states. Our security analysis only consid-
ers perfect sources which can prepare pulses with precise
intensity for meeting the constraint of equation (1). How-
ever, due to the source imperfection in practice, the in-
tensity fluctuations [57] will affect Alice’s and Bob’s state
preparation, which is still an issue for consideration. The
security analysis for more practical cases should be fur-
ther considered.

Here, we consider a entanglement-swapping virtual
protocol [16], which has a same density matrix as the
one mentioned above. We provide an security proof for
our protocol by exploiting the entanglement distillation
argument of GHZ-class entangled state [31].

Virtual protocol.

(i) Alice prepares entangled state

[®) a0 = V1= 1a|0)410), + VEapae e [1) 4 [1), , "

where A is the virtual qubit system and a is the optical
mode. |0) and |1) are the eigenstates of Z basis while |+)



and |—) are the eigenstates of X basis for both virtual
qubit system and optical mode, where |+) = %GO) +
[1)). Bob has the same entangled state. Alice and Bob
send the optical modes a and b to Charlie respectively.
Here, we introduce an additional virtual step: Alice
and Bob jointly perform quantum non-demolition mea-
surement on the state of optical modes a and b to im-
plement photon-number-resolving before they send the
state to Charlie. Alice and Bob only reserve the cases
of joint single-photon states of modes a and b. The joint
quantum state between Alice and Bob after this step is

|1/}> _ \/z |1010>ABab + \/V_b |0101>ABab (5)
Az Nz /

where v, and v, meet the constraint of equation (1). Note
that Charlie can use optical modes {|01),,, [10),,} to
represent the virtual qubit system {|0)., [1),}. There-
fore, we can rewrite the joint quantum state

1

|¢>ABC = \/ﬁ (VVa |1>A |0>B |1>c

V71004 1) 10)).

which is the GHZ-class entangled states.

(i4) For each round, Alice (Bob) independently and
randomly chooses a basis from {Z, X} corresponding to
the states {|0) gy, 1)} and {[+) 4y, |=)am}-
They then perform local projective measurements on
their kept virtual qubits. Charlie measures the qubit
system C' in the Z or X basis to obtain his logic bit. (i)
Alice, Bob, and Charlie announce the basis information
for each round of measurement. (iv) Alice, Bob, and
Charlie extract raw keys from the data of Z basis while
the data of X basis for estimation of information leak-
age. (v) They distill final key by exploiting the classical
postprocessing.

For the above virtual protocol, the joint single-photon
state of modes a and b has the same density matrix as
p' when Alice and Bob both measures the kept qubit
systems in the Z or X basis. Therefore, for the single-
photon state, one cannot distinguish the practical pro-
tocol as shown in figure 1 and the virtual protocol. We
let the probability of Alice and Bob choosing Z basis
Dz,s Pz, ~ 1in the asymptotic limit. The secret key rate
of our protocol is

(6)

R=[tq(1—ty)e M +t(1 —ta)e "] Y§
+ [ta(l — tp) el M+ (1 — ta),ube_’“’} (7)
Y [1=h (e8")] - éme,

where Yy and Y{ are the yields when Alice and Bob
both send the vacuum state and joint single-photon states
given that all users choose Z basis respectively. eﬁ’h is the
phase error rate with all users choosing Z basis, which
can be estimated by the bit error rate of X basis. égpc =
Q*fh(E?) is the information leakage in classical error

correction, where Q* is the gain of they all selecting Z
basis, f is the efficiency of error correction, and E* is
the bit error rate of Z basis. h(z) = —zlog(z) — (1 —
x)log (1 — ) is the binary Shannon entropy function.
The yields Y¢! = Q&, and Y;? can be estimated by

Vp
Vg + 1

Va
Yld = Va + }/1% + YOdla (8)
where Y/ is the yield that Alice sends single-photon state
while Bob sends the vacuum state, and Y is the yield
that Alice sends the vacuum state while Bob sends the
single-photon state. d denotes all users choose D basis,
with D € {Z, X}. The yields Y and Y§! can be bounded

by exploiting the decoy-state method [6, 7],

2 2 2
Ha 1% d Va d Ha — Vo ~d
Wz————%@ g - Q},
10 LaVa — Vg vq0 ‘ug a0 ug 00
(9)
2 2 2
Ho d Yp d Ky —Vy ~d
s“z————kwu——ww - Q}
01 = e — V2 0w, 2 Opp 2 00
(10)

where Qza k, 18 the gain of Charlie’s D basis given that
Alice and Bob send pulses with intensities k, and k; re-
spectively. The phase error rate can be bounded by

1 1
ph < - - l/a-'rl/bEpm pm _Y;E 11
61 — (Va_'_yb)}/lm (e Valyp Valp 2 0 >7 ( )

where EPY”, and QDY are the bit error rate and gain
of Charlie selecting X basis when Alice chooses intensity
v, while Bob chooses intensity v, and they successfully

perform the postselected phase-matching.

IV. FINITE-KEY ANALYSIS

Here, we give the key rate formula of our asymmetric
QCKA protocol considering the effect of the finite key
size [54-56]. The protocol is egec-secret if the secret key
of length [ satisfies [31, 35, 58]

4 26
—6log,

cor 5‘SCC

I = s+ [1-h(E")] —Agc —log,

, (12)

where s§ and s} are the numbers of successful events that
Alice and Bob both send the vacuum state and joint
single-photon states when all users choose Z basis re-
spectively. Note that we define x as the observed value,
z* as the expected value, z and T as the lower and up-
per bound of x. Here, the protocol is e¢op-correct [35],
where €., is the probability that the error correction
fails. Agc = n*fh(E?) is the error correction leakage,
with the number of event n* that all users choose Z ba-
sis.

We can use the announced event to estimate our
unknown parameters in equation (12). When Alice
and Bob sent pulses with intensities k, and kj, we



let Nk, x, be the number of the announced event, e.g.
Noo =[(1 = pz,) (1 = pz,) po.po, + (1 = pz,) Pz, po, (1 — tb)
Pz, (1= pz,) (1 = ta)po,] N

where pg, and pg, are the probabilities of choosing the
vacuum state given that Alice and Bob select X basis.
nga k, 1s the observed number of effective event measured
by basis D € {X, Z}. By exploiting the decoy-state
method for finite sample sizes, we can derive the lower
bound on the expected numbers of vacuum events

)

s§" > 88" =pL.pa, [ta(l —tp)e e+ 1p(1 — ta)e_“b]

niEx
x N0
Noo
(13)
and joint single-photon events
st > sf* = 550 + 6, (14)

where N is the total number of the all events. Here, the
lower bound on expected numbers of two kinds of joint
single-photon events, si; and s§7, can be given by

ta(l — tb),uge_”apzapsz

Z% z¥%
510 2 810 =

HaVa — V2
Z% 2 me* 2 2 —=z*
> |:€Va ny,0 _ V_ae,ua nHaO _ Heg — Vg 7’1,00:|
)
Ny,o p2  Nyo 2 Noo
(15)

ty(1 = ta)ppe " p.,pzy N

Z% zx
501 = 801 =

2
Moy — Uy
Zk 2 E* 2 2 —zx
X [eub Bovy, Vo O Hb — Vi "00}
2 2 :
NOVb My NO#b Hy Noo

(16)

The successful probability of post-selected phase-
matching is ppm = 275. We can also work out
the lower bound on the expected number of joint
single-photon events after successful post-selected phase-

matching s§™",

S > g ghme o, (1)
Similarly, the lower bound on expected numbers of two
kinds of joint single-photon events, si5™" and sb™", can

be given by

(1 = P2 )(1 = P2y )Puu Puy Ppmbtatae” Vet N

pmk pm*
S10 =819 = 3
HaVa — Vg
T 2 L 2 2 =Tk
> |:€Va ny,0 _ ﬁeua a0 Heg — Vg n00:|
9
Nuso  #2 Ny pa Noo
(18)
e o pme _ (1= P2, )(1 = Dz, )Pv. Puy Pompiovpe” VeI N
01 =801 =

2
MUplVp — Vb
Tk 2 — Ik
vy 2wy, V_be#bM _

NOVb MZQJ NOHb

i —vi ﬁ?ﬁé‘]
pi Nool’
(19)

Where we denote the probability of Alice and Bob choos-
ing intensities v, and v} given that they all select X ba-
sis as p,, and p,,. The upper and lower bound of all
the above expected values can be obtained by using the
variant of Chernoff bound with the announced observed
values [59] for each parameter with failure probability
€sec/26. Once acquiring the lower bound of expected
values s§*, s7* and s7™", one can exploit the Chernoff
bound [59] to calculate the lower bound of corresponding
observed values sf, s and s]™ for each parameter with
failure probability ege./26.

By utilizing the decoy-state method, we can also es-
timate the upper bound of the amount of bit error
associated with the joint single-photon events after suc-
cessful post-selected phase-matching [60],

" <HT =mpl, — ", (20)
with
E(I))m* = (1 _pza)(l _pzb)puapubppmei(yaerb)Nﬂﬁa
2N00
(21)

where mp"}, is the observed number of bit error after the
post-selected phase-matching. Note that expected value
of bit errors on vacuum events satisfies m&s = n&s/2.
The lower bound on the observed number of bit error in
the vacuum state ¢ can also be obtained by exploiting
the Chernoff bound. The hypothetically observed phase
error rate associated with the joint single-photon events
in Z basis can be obtained by using the random sampling

without replacement [59],

—pm

tl z pm E]1)m
Spm + /7 §1 9 §1 ] Spm 9 5560/26 ] (22)
2] 21

—ph _
e, =

where 7 is the parameter of the random sampling without
replacement with failure probability g./26. The vari-
ant of Chernoff bound is used twelve times, the Chernoff
bound is used four times and the random sampling with-
out replacement is used one time. Setting each error term
to a common value, we get the factor is 26, including 9
error terms due to the smooth min-entropy estimation
[55].

V. SIMULATION DETAILS

Here, we present the simulation results of different
QCKA protocols over asymmetric channels in figure 2
and 3. The experimental parameters used in the simu-
lation are listed in table I. In the asymptotic case, the
superiority of our asymmetric protocol is demonstrated
in figure 2. In figure 3, the finite-key effect has been
considered.

In the original protocol, the intensities of the pulses
interfering at BS3 will differ a lot under different trans-
mission distances, which will result in a relatively high
bit error rate in X basis. Therefore, the phase error rate
of joint single-photon in Z basis, Elfh, will increase a lot.
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FIG. 2. Comparison of the secure conference key rate between
our protocol and the original protocol in infinite-key asymp-
totic limit. L = L, + Ly is the total transmission distance.
Here, the difference in length between two channels is fixed
at 50 km, i.e. Ly — L, = 50km. The typical experimental
parameters are listed in table I.
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FIG. 3. Comparison of the secure conference key rate between
our protocol and the original protocol considered finite-key
analysis. The abscissa axis L = L, + L, means transmission
distance between three parties. (a) Here, the difference in
length between two channels is fixed at 50 km. The typical
experimental parameters are listed in table [. Numerically op-
timized secret key rates with logarithmic scale are obtained for
a predetermined signals N = 10" with cec = €cor = 1071°.
(b) Here, the difference in length between two channels is fixed
at 100 km with the same experimental parameters as (a).

In figure 3, we show the conference key rates of two pro-
tocols with the length difference between the two chan-
nels Ly — L, fixed at a constant length. Here, we assume
that the efficiency and dark count rate of Charlie’s detec-
tors are the same and define the channel transmittance n
as 1g x 10~*L/10 We numerically optimize the conference
key rate over the free parameters p._, pz,, Va, Vb, Ha, b,
ta, Do, s D0, s Dvg»> Puys 4= and 0, where ¢, is the beam split-
ting ratio of BS1 and BS2 for one photon to Z basis. And
t, will be restricted by equation (1). Numerically opti-
mized secret key rates are obtained for a predetermined
number of signals N = 10" with egec = €cor = 10710, It
is easy to find that in the asymmetric channels, our asym-
metric protocol outperforms the original one. Moreover,
comparing figure V with figure V, we can notice that the
advantage of our asymmetric protocol enhances perfor-
mance significantly as the difference in distance between
two channels increases.

TABLE I. Simulation parameters. 14 and py are the detector
efficiency and dark count rate. e is the misalignment rate of
X basis. « is the attenuation coefficient of the ultralow-loss
fiber. f is the error correction efficiency.

N4 pd__ €g a /
56% 10~° 3.5% 0.167dB/km 1.1

VI. CONCLUSION

In summary, we propose a QCKA protocol with differ-
ent source parameters to increase the conference key rate
in asymmetric channels. We provide a mathematical con-
straint in equation (1) for the intensity and probability of
sending on both sides of Alice and Bob to ensure security
in the asymmetric case. Furthermore, we perform finite
key analysis for practical scenarios. Note that our pro-
tocol is not a measurement-device-independent scheme
because Charlie will randomly select the measurement
basis. And generalizing our protocol to more than three
parties is also a worthwhile work. We hope that this issue
will be addressed felicitously in the future.

Simulation results of two protocols show that our
asymmetric protocol has a significantly higher key rate
than the original protocol under the condition of asym-
metric channels. When the difference in distance between
two channels is 100 km, the key rate of the asymmetric
protocol is at least one order of magnitude higher than
that of the original protocol. The transmission distance
is approximately 200 km longer. Meanwhile, our protocol
can be directly implemented with current available twin-
field QKD devices. This work paves the way for large
scale deployment of quantum cryptographic network.
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