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The security of quantum key distribution (QKD) usually relies on that the users’s devices are
well characterized according to the security models made in the security proofs. In contrast, device-
independent QKD — an entanglement-based protocol — permits the security even without any
knowledge of the underlying quantum devices. Despite its beauty in theory, device-independent
QKD is elusive to realize with current technologies. Especially in photonic implementations,
the requirements for detection efficiency are far beyond the performance of any reported device-
independent experiments. In this paper, we employ theoretical and experimental efforts and realize
a proof-of-principle verification of device-independent QKD based on the photonic setup. On the
theoretical side, we enhance the loss tolerance for real device imperfections by combining different
approaches, namely, random post-selection, noisy preprocessing, and developed numerical methods
to estimate the key rate via the von Neumann entropy. On the experimental side, we develop
a high-quality polarization-entangled photon source achieving a state-of-the-art (heralded) detec-
tion efficiency about 87.5%. This efficiency outperforms previous photonic experiments involving
loophole-free Bell tests. Together, we show that the measured quantum correlations are strong
enough to ensure a positive key rate under the fiber length up to 220 m. Our photonic platform
can generate entangled photons at a high rate and in the telecom wavelength, which is desirable
for high-speed generation over long distances. The results present an important step towards a full
demonstration of photonic device-independent QKD.

Introduction. — Quantum key distribution (QKD) [1,
2] allows two distant users to share secret keys with
information-theoretic security [3]. The security of QKD
usually relies on the assumptions that the devices are
trusted and well-characterized [4–6]. However, the im-
perfections of the practical devices may provide poten-
tial backdoors or side channels for adversaries [7, 8].
Measurement-device-independent QKD [9, 10] (with a
recent development in [11]) was proposed to prevent the
side-channel attacks on detectors, but leaves the state-
preparation devices to be precisely calibrated. Device-
independent QKD [12–15] further relaxes the security
assumptions on the devices. Given the following assump-
tions [15], i.e., (i) quantum theory is validity, (ii) no un-
wanted information leakage from communicating parties
to adversaries is allowed, (iii) the communicating parties
have local trusted randomness to decide inputs of their
measurement devices, (iv) the classical post-processing
units are trusted, and (v) an authenticated public classi-
cal channel is shared between the communicating parties,
its security can be guaranteed solely based on the viola-
tion of Bell inequalities.

The realization of device-independent QKD is non-
trivial with current technologies, where the loophole-
free violations of the Bell inequalities are usually re-
quired [16, 17]. Especially in the photonic implemen-

tations, the efficiency loss of photons due to transmis-
sion and detection becomes a key issue. Although dis-
tinguished experiments without the detection loophole
have been made [18–30], a much higher efficiency (over
90%) is normally required in the realization of device-
independent QKD [15, 31–34]. Despite recent theoreti-
cal progresses have been made in reducing the required
efficiency [35–43], a practical protocol for a real platform
remains elusive.

Here, we report a proof-of-principle verification
of device-independent QKD based on polarization-
entangled photons. We accomplish this via significant
theoretical and experimental efforts. On the theoreti-
cal side, we propose a protocol that greatly enhances
the loss tolerance of the experiments, thereby reducing
the efficiency threshold of our setup to about 86%. The
idea of our protocol is to post-select the outcomes of the
key generation basis [44, 45], and then add noise [37]
to the remaining strings. The lower bound of the key
rate is computed via the recent achievement in estimat-
ing the quantum conditional entropy [43]. On the experi-
mental side, we develop an entangled-photon source with
the state-of-the-art efficiency of about 87.5%, which sur-
passes the values reported in previous full-photonic ex-
periments that performing loophole-free Bell tests [18–
30], and makes the device-independent experiments pos-
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sible. Combining the experimental and theoretical ad-
vances, we present a verification of device-independent
QKD under fiber length up to 220 m. To maintain a high
efficiency, our proof-of-principle experiment does not in-
clude the real-time random basis selection [28–30] and
the finite-key effect, which are essential to generate real
secret keys. However, our experiment verifies that the
measured correlations are strong enough to guarantee a
positive secret key rate, thus presenting an important
step towards a full demonstration.

Box 1 : The device-independent QKD pro-
tocol with random post-selection and noisy
preprocessing.

Assumptions: [15]
In addition to the assumptions under the device-
independent QKD regime mentioned above, the
devices are memoryless and behave identically
and independently (i.i.d.) during the implemen-
tation.

Arguments:
N – number of rounds
p – post-selection probability to keep a bit “1”
pN – noisy preprocessing probability to flip a bit

Protocol:

1. For every round i, Alice and Bob agree that
part of rounds corresponding to (x̄i, ȳi) = (1, 3)
are the “key-generation round” to generate the
string of raw keys, and the rest correspond-
ing to (xi, yi) ∈ {1, 2} × {1, 2, 3} are the “test
round” to test the nonlocal correlations. The
rest steps are all performed on the rounds cor-
responding to (x̄i, ȳi).

2. Random post-selection. [45] Alice and Bob each
randomly and independently discard bits “1”
with probability 1 − p, and keep all the rest
bits (containing all bits “0” and p of bits “1”).

3. Alice and Bob announce the discarded rounds
via an authenticated public channel, and keep
rounds not mentioned by either party.

4. Noisy preprocessing. [37] Alice generates the
noisy raw keys âx̄ by flipping each of her re-
maining bits with probability pN , where â de-
notes a bit after noisy preprocessing and sub-
script x̄ represents that it is post-selected.

5. Error correction and Privacy amplification. Af-
ter a one-way error correction protocol and a
privacy amplification procedure, the secret keys
can be distilled.

Protocol. — Our protocol is a modification of the pro-
tocol described in [15]. As shown in Fig. 3, entangled
photon pairs are shared between Alice and Bob. Con-

sidering each of the N rounds of experiments shown in
Fig. 3, Alice randomly choose binary input x ∈ {1, 2}
and obtain binary outcome a ∈ {0, 1}, and Bob randomly
choose triple input y ∈ {1, 2, 3} and obtain binary out-
come b ∈ {0, 1}, where a, b = 0 denotes a “click” event
on the respective detector, and a, b = 1 denotes a “no-
click” event. The total probabilities of joint measure-
ment for outcomes (a, b) and inputs (x, y) are denoted as
P (a, b|x, y).

Given the raw outcomes P (a, b|x, y), we further intro-
duce the random post-selection and noisy-preprocessing
approaches before distilling the final keys (see section
A.1 of Appendix for details). We randomly set part of
the N rounds corresponding to the measurement inputs
(x̄, ȳ) = (1, 3) as “key-generation round” and the rest
as “test round” to test nonlocal correlations, where x̄, ȳ
represent the input for “key-generation round”. First, we
conduct the random post-selection V over all the “key-
generation round”, where Alice and Bob each randomly
and independently discard bits “1” with probability 1−p,
and keep all the rest bits (containing all bits “0” and p
of bits “1”). Then, both Alice and Bob announce the
discarded rounds via an authenticated public channel.
Those renounced “key-generation round” from either Al-
ice or Bob will be simultaneously discarded by both par-
ties, regardless of the outcome of the other side. Next,
Alice further locally performs a noisy preprocessing N ,
to generate the noisy raw keys by flipping each bit of her
remaining string with probability pN . Finally, an error
correction step allows Alice to share the raw key with
Bob, and secret keys can be distilled after privacy ampli-
fication. The full procedures of our protocol is listed in
Box 1.

FIG. 1. An illustration of the device-independent QKD
protocol. Alice and Bob share a pair of entangled photons
potentially controlled by Eve (ρABE). Alice performs a mea-
surement to her share with binary input x ∈ {1, 2} and binary
output a ∈ {0, 1}. Bob performs a measurement to his share
with triple input y ∈ {1, 2, 3} and binary output b ∈ {0, 1}.

We remark that the random post-selection effectively
remove a fraction of “non-click” events that contain few
correlations and lots of errors, and therefore suppress the
cost of error correction [45]. The noisy preprocessing de-
crease the correlations between Alice and Eve by mix-
ing the probability distributions with randomness [37].
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These two approaches jointly contribute to the enhance-
ment of experimental loss tolerance (see section A.1 of
Appendix for details).

Key rate estimation. — We consider the collective
attack model where the devices behave in an indepen-
dent and identically distributed (i.i.d.) manner and the
devices are memoryless [46, 47] during the implemen-
tation of the protocol. In the process of random post-
selection, given the outcomes (a, b) and the definition
that pα = 1 ·∆α,0 +p ·∆α,1 for a certain “key-generation
round”, where ∆α,i represent the Dirac delta function in
a form of δ(α − i), the probability it can be retained is
given by pVp =

∑
(a,b)∈Vp ωabP (a, b|x̄, ȳ), where Vp repre-

sents the set of post-selected rounds and ωab = pa ·pb. In
the infinite-key scenario, given the set of bipartite cor-
relations {P (a, b|x, y)} that character the devices, the
secret key rate r with error correction can be lower-
bounded by the Devetak-Winter rate [48],

r ≥ pVp
[
H(Âx̄|E,Vp → NpN )− feH(Âx̄|Bȳ,Vp → NpN )

]
,

(1)
where NpN denotes the set of string after noisy pre-

processing given post-selected set Vp, Âx̄ denotes the
noisy raw key of Alice after random post-selection and
noisy preprocessing, H(Âx̄|E,Vp → NpN ) represents
the single-round conditional von Neumann entropy that
quantifies the strength of the correlations between Al-
ice and Eve, H(Âx̄|Bȳ,Vp → NpN ) represents the single-
round cost of one-way error correction from Alice to Bob,
and fe is the error correction efficiency.

As a proof-of-principle verification, we consider the
perfect error correction with Shannon limit fe = 1.0,
which is reachable in the case of infinite data size (see
section A.3 of Appendix for details). We then adopt the
method in Ref. [43] to show that the single-round con-

ditional von Neumann entropy H(Âx̄|E,Vp → NpN ) can
be bounded by a converging sequence of optimizations
that can be subsequently computed using the NPA hi-
erarchy [49] (see section A.2 of Appendix for details).
Note that for all “test round”, Alice and Bob save the
outcomes without any post-selections since the Bell tests
are implemented without detection loophole [44]. (For
more detailed security proof of protocol, please refer to
section A.3 of Appendix and Ref. [45].)

Experiment. — A schematic of the experiment is de-
picted in Fig. 2 which consists of three modules. Pairs of
polarization-entangled photons at the wavelength of 1560
nm are generated probabilistically via the spontaneous
parametric downconversion process in the central mod-
ule (a). The pairs of photons are sent to two side modules
(b), where Alice and Bob perform correlated detections
to generate secret keys. The single-photon detection ef-
ficiency is respectively determined to be 87.16 ± 0.22%
and 87.82 ± 0.21% for Alice and Bob (see section B.1
of Appendix for details), which significantly surpass the
record values in previous loophole-free Bell tests with
photons [20–30] (see Table I). Furthermore, the values
also surpass the efficiency threshold of 86.2% for device-

TABLE I. Efficiencies in existing photonic experiments of
loophole-free Bell tests and related applications. The efficien-
cies in the table are averaged over Alice’s and Bob’s global
detection efficiency. (QRNG: quantum random number gen-
eration)

Label Experiment Year Type Efficiency
(1) Shalm et al. [20] 2015 Bell test 75.15%
(2) Giustina et al. [21] 2015 Bell test 77.40%
(3) Liu et al. [23] 2018 QRNG 79.40%
(4) Shen et al. [24] 2018 QRNG 82.33%
(5) Bierhorst et al. [25] 2018 QRNG 75.50%
(6) Liu et al. [26] 2018 QRNG 78.65%
(7) Li et al. [22] 2018 Bell test 78.75%
(8) Zhang et al. [27] 2020 QRNG 76.00%
(9) Shalm et al. [30] 2021 QRNG 76.30%
(10) Li et al. [29] 2021 QRNG 81.35%
(11) Liu et al. [28] 2021 QRNG 84.10%
(12) This work 2021 QKD 87.49%

independent key generation in a realistic scenario (see
section A.3 of Appendix for details).

According to the numerical studies, we prepare a non-
maximally two-photon entangled state cos(20.0◦) |HV 〉+
sin(20.0◦) |V H〉 and set the measurement settings to
{−88.22◦, 54.29◦} and {9.75◦, 21.45◦,−1.07◦} respec-
tively for x ∈ {1, 2} and y ∈ {1, 2, 3} to optimize the
probability of key generation, where the values presented
in degree are angles of half-wave plates in the polariza-
tion measurements by Alice and Bob (see Fig. 2). We
experimentally measure a two-photon state fidelity of
99.52± 0.15% with respect to the ideal state and achieve
a CHSH game winning probability of 0.7559 with opti-
mized state and measurement settings (see section C.1
of Appendix for details), both substantially improving
over previous results [22, 23, 26, 28, 29]. We repeat the
experiment at a rate of 2× 106 rounds per second.

Note that as the device-independent QKD itself as-
sumes the validity of quantum theory and that Alice and
Bob have trusted random number generators. Neverthe-
less, the device-independent QKD requires that, in the
entire duration of the protocol, the information about
the input choices and output results of one party must
be unknown at other locations, e.g., the Eve’s location.
The parties must be well isolated to forbid any unwanted
information leakage [15], which ensures that the locality
loophole is closed. In our experiment, this is done via
the shielding assumption [28, 50], which prohibits unnec-
essary communications between untrusted devices and a
potential adversary. For a more definitive experiment to
eliminate the shielding assumption, one could use devel-
oped electromagnetic shielding techniques, such as mate-
rials including sheet metal, metal screen, and metal foam,
to avoid possible unwanted information leakage. How-
ever, considering the essential photonic channels from
entanglement source to both parties, perfect shielding
might not be realized experimentally. To reduce ex-
perimental complexity, we also alternate the measure-
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FIG. 2. Schematic of the experiment. a Entanglement Source, Creation of pairs of entangled photons: Light pulses of
10 ns are injected at a repetition pulse rate of 2 MHz into a periodically poled potassium titanyl phosphate (PPKTP) crystal
in a Sagnac loop to generate polarization-entangled photon pairs. The two photons of an entangled pair at 1560 nm travel in
opposite directions to two sites Alice and Bob, where they are subject to polarization projection measurements. The PPKTP
is placed in the middle of the hypotenuse of the Sagnac loop with a small angle to the light path, which does not significantly
affect the upper limit of efficiency that the photonic setup could achieve, but can suppress the reflection of imperfect devices
for 1560 nm photons. These enhancements lead that the non-maximally entangled state generated in our experiment has
a better fidelity 99.52 ± 0.15% as compared to our previous work [26, 28, 29]. b Alice and Bob, single-photon polarization
measurement: In the measurement sites, Alice (Bob) uses a set of HWP and QWP to project the single photon into pre-
determined measurement bases. After being collected into the fiber, the single photons transmit through a certain length of
fiber and then are detected by a superconducting nanowire single-photon detector (SNSPD) operating at 1K. HWP – half-wave
plate; QWP – quarter-wave plate; DM – dichroic mirror; PBS – polarizing beam splitter.

ment settings instead of randomization to reduce exper-
imental complexity. While these simplifications can not
be adopted in a real-field application of device indepen-
dent QKD, as we will show, our results demonstrate that
the secure key generation is almost achievable using the
state-of-the-art technologies.

We conduct 2.4 × 108 rounds of experiment for each
of the six combinations of measurement settings (x, y)
and perform data analysis following the protocol. With
optimized parameters pN = 0.13 and p = 0.96, we ob-
tain H(Âx̄|E,Vp → NpN ) = 0.56021 and H(Âx̄|B,Vp →
NpN ) = 0.55995. (see section C.2 of Appendix for de-
tails). Finally, according the asymptotic key rate in
Eq. (1), 55, 920 bits of secret keys are expected to be
distilled after error correction and privacy amplification.
This corresponds to 2.33× 10−4 bit per round. Further-
more, we show the feasibility to successfully generate se-
cret keys at a fiber length of 220 meters by conducting
the same rounds of experiments, for which we re-optimize
the experiment over pN and p. These results are shown
in Tab. II, where the drop of the key rate when increasing
the fiber length is mainly due to the decreasing of overall
efficiency.

Conclusion. — In conclusion, we demonstrate

TABLE II. The secret key rate as a function of the fiber dis-
tance between Alice and Bob. We test the device-independent
QKD protocol by adding different length of fibers.

Fiber length/m Key rate/bit·pulse−1 pN p
20 2.33× 10−4 0.13 0.96
80 5.37× 10−5 0.17 0.94
220 1.30× 10−6 0.49 0.99

a proof-of-principle experiment of device-independent
QKD against collective attacks using a full-photonic
setup. The photonic implementation enjoys the advan-
tages of high-rate entangled-photon generations in the
telecom wavelength, which is important for the practical
applications involving quantum memories or quantum re-
peaters forming a quantum internet. With a high-quality
entangled photon source, we show the measured correla-
tions are strong enough to guarantee a positive secret key
rate. However, to actually produce a key, the real-time
random basis selection and more information-processing
processes, such as error correction, authentication and
privacy amplification in the finite-key case, remains to
be done.

For random basis selection, as implemented routinely
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by us and other groups [28–30], it may normally intro-
duce about 1% additional efficiency loss, which indeed
makes the system working at the marginal point of effi-
ciency threshold. However, we remark that the perfor-
mance of entangled system could be greatly improved via
enhancing the fidelity of the entanglement state with a
different type of design of the entanglement source [20].
This is possible to improve the fidelity from 99.5% in our
system to about 99.8% (calculated by given visibility).
With the improved fidelity, the required efficiency can
drop to 84.8%. This would make it possible to introduce
random basis switching.

We further remark that it is still tricky to realize a
faithful photonic device-independent QKD with finite-
key security. Apart from experimental technical difficul-
ties, the protocol remains to be extended to the general-
attack scenario [44]. As we adopt three ingredients in
the security analysis, i.e., random-post selection, noisy-
preprocessing, and a numerical method to compute the
lower bound of von Neumann entropy, the finite-key anal-
ysis involving all these ingredients need to be developed.
However, the main problem is that, all experimental
rounds might be correlated in a general-attack scenario,
where Eve would learn more information of the remain-
ing rounds from the discarded ones. This is similar to
the problem encountered with the two-way communica-
tion protocol [36, 51, 52], where Alice and Bob have to
randomly keep one of the selected two pairs of outcomes.

Nonetheless, we noticed that there have been important
theory developments in this direction [53]. It is fore-
seen that the finite-key analysis combining the method
to compute von Neumann entropy with the random post-
selection and noisy preprocessing will be significantly
constructive in the future.

Note added. When we are completing the manuscript,
we notice two related works were completed based on
trapped ions [54] and trapped atoms [55].
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Appendix A: Theoretical analysis

1. Models in device-independent QKD with random-post selection and noisy preprocessing

Here we show the main results of our device-independent QKD protocol, which is a modified version based on
Ref. [15] that combines random post-selection [45] and noisy preprocessing [37] approaches. As shown in Fig. 3, in
each round, an entangled photon source emits entangled photon pairs to both measurement parties. Alice and Bob
independently and randomly choose measurement settings x ∈ {1, 2} and y ∈ {1, 2, 3} to obtain binary outcomes
a ∈ {0, 1} and b ∈ {0, 1}, respectively, where a click on the detector is denoted as bit “0” and a non-click is denoted as
bit “1”. According to the different inputs in each round, all rounds are divided into two parts, “key-generation round”
and ‘test round”, where “key-generation round” is part of the rounds with inputs (x̄ = 1, ȳ = 3), and the rest are
“test round” with inputs (x, y) ∈ {1, 2} × {1, 2, 3}. All data preprocessing is performed on the set of “key-generation
round”. The notation (x̄, ȳ) represents the inputs for “key-generation round”.

We derive the classical-quantum state after the random post-selection and noisy preprocessing and the cost of error
correction. Since we focus on the asymptotic case under collective attacks with the assumptions that the devices are
memoryless and behave identically and independently during the implementation, each round of the experiments can
be analyzed individually. Considering the potential adversary, a tripartite state ρABE = |ψABE〉 〈ψABE | is used to
represent the quantum correlations among Alice, Bob, and Eve. The joint probability distribution corresponding to
the bipartite measurement settings (a, b) and outcomes (a, b) can be described as

P (a, b|x, y) = Tr[(MA
a|x ⊗M

B
b|y ⊗ IE)ρABE ]. (A1)

where, MA
a|x and MB

b|y denote the positive operator-valued measures (POVMs) corresponding to Alice and Bob,

respectively.
Random post-selection. — In the implementation of random post-selection, Alice and Bob each randomly and

independently discard bits “1” with probability 1− p, and keep all the rest bits (containing all bits “0” and p of bits
“1”). Therefore, a “key-generation round” with outcomes (a, b) can be retained with probability ωab = pa · pb, where
pα = 1 ·∆α,0 + p ·∆α,1 for α = a, b and ∆α,i is the Dirac delta function in the form of δ(α− i).
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FIG. 3. An illustration of the device-independent QKD protocol. The photon source |ψ〉ABE that is potentially
controlled by adversary Eve, distribute entangled photon pairs to Alice and Bob. Alice and Bob use a set of half-wave plate
λ/2 and quarter-wave plate λ/4 to choose the measurement settings x, y, and the binary output a, b ∈ {0, 1} can be obtained
by the measurement of a polarized beam splitter and the following detector, respectively. “0” denotes a click event and “1”
denotes a non-click one.

Given the post-selected rounds Vp, the three-party state ρABE can be expressed as

ρABE|Vp =
1

pVp

∑
(a,b)∈Vp

ωab|ab〉〈ab| ⊗ ρEab, (A2)

where ρEab = TrAB [(MA
a|x ⊗M

B
b|y ⊗ IE)ρABE ] and pVp is the proportion of the post-selected events in a form of

pV =
∑
a,b

ωabP (a, b|x̄, ȳ) = P (0, 0|x̄, ȳ) + p · P (0, 1|x̄, ȳ) + p · P (1, 0|x̄, ȳ) + p2 · P (1, 1|x̄, ȳ), (A3)

and the probability distribution P̃ (a, b|x̄, ȳ,Vp) of the post-selected events (a, b) ∈ Vp is given by,

P̃ (a, b|x̄, ȳ,Vp) = P (a, b|x̄, ȳ) · ωab/pVp . (A4)

Meanwhile, by tracing out Bob’s qubit, the reduced state ρAE|V is denoted as

ρAE|Vp =
1

pVp

[
|0〉〈0| ⊗ (ρE00 + p · ρE01) + |1〉〈1| ⊗ (p · ρE10 + p2 · ρE11)

]
. (A5)

We remark that before the random post-selection, Eve cannot know the exact remaining rounds and make quantum
correlations due to the constraints of the device-independent QKD regime. After Alice and Bob announce the
discarded rounds via the authenticated public channel, Eve would have to guess the remaining outcomes with limited
information [44].

Noisy preprocessing. — Following the noisy preprocessing N , Alice generates the noisy raw keys Âx̄ by flipping
each of her remaining bits independently with probability pN , so that the reduced state becomes

ρAE|Vp→NpN
=

1

pVp
{|0〉〈0| ⊗

[
(1− pN ) · (ρE00 + p · ρE01) + pN · (p · ρE10 + p2 · ρE11)

]
(A6)

+ |1〉〈1| ⊗
[
(1− pN ) · (p · ρE10 + p2 · ρE11) + pN · (ρE00 + p · ρE01)

]
},

where NpN denotes the set of string after noisy preprocessing given post-selected set Vp, and Vp → NpN represents

the change of remaining strings. Meanwhile, the distribution P̂ (a, b|x̄, ȳ,Vp → NpN ) between Alice and Bob becomes

P̂ (a, b|x̄, ȳ,Vp → NpN ) = (1− pN )P̃ (a, b|x̄, ȳ,Vp) + pN P̃ (a⊕ 1, b|x̄, ȳ,Vp). (A7)

The cost of one-way error correction from Alice to Bob, H(Âx̄|Bȳ,Vp → NpN ), is given by

H(Âx̄|Bȳ,Vp → NpN ) =
∑
a,b

h[P̂ (a, b|x̄, ȳ,Vp → NpN )]−
∑
b

h[P̂ (0, b|x̄, ȳ,Vp → NpN ) + P̂ (1, b|x̄, ȳ,Vp → NpN )], (A8)

where h(x) is defined as h(x) = −x log2 x. The notation Â represents Alice’s string after random post-selection and
noisy preprocessing.

Given the cost of error correction H(Âx̄|Bȳ,Vp → NpN ), we employ a recent developed method [43] to efficiently

estimate the lower bounds on the quantum conditional entropy H(Âx̄|E,Vp → NpN ), which quantifies the correlations
between Alice and Eve. The details are shown in sec. A 2. Combined with the key rate formula (Eq. 1 in the main
text), the amount of extractable secure key bits is available.



7

2. Lower bounds on the conditional von Neumann entropy

With the probability distribution {P (a, b|x, y)} observed, H(Âx̄|E,Vp → NpN ) can normally be estimated by
finding out its lower bound. Unlike the methods based on specific Bell inequalities [44, 56, 57] associated with certain
outcomes, the method involving full statistics may be more efficient at raising its lower bound. Given a bipartite state
ρAB , the conditional von Neumann entropy of A given B can be defined in the form of quantum relative entropy

H(A|B)ρ := −D(ρAB‖IA ⊗ ρB), (A9)

where IA is the identity matrix. We focus on the technique of converging upper bounds on the quantum relative
entropy developed in Ref. [43], please refer to the original text for other detailed proofs and analyses.

Referring to Ref. [43], the related derivations and proofs below are developed in the language of von Neumann
algebra. For a linear functional ρ defined on a von Neumann algebra A, ρ : A → C, ρ is positive if ρ(a∗a) ≥ 0 for
all a ∈ A. Particularly, a positive linear functional ρ is said to be a state if ρ(I) = 1. Besides, a positive ρ can also
be defined by a trace-class operator ρ̃ by ρ(a) = Tr[ρ̃a] for all a ∈ B(H), where H are some separable Hilbert space.
To simplify notation, the same symbol ρ is used for both the positive linear functional ρ and the trace-class positive
operator ρ̃.

A sequence of converging variational upper bounds on the relative entropy is given by the following lemma:

Lemma 1 (Brown, Fawzi, Fawzi, 2021 [43]). let ρ, σ be two positive linear functionals on a von Neumann algebra A
such that Tr[ρ2σ−1] <∞. Then for any m ∈ N and the choice of t1, ..., tm ∈ (0, 1] and w1, ..., wm > 0, we have

D(ρ||σ) ≤ −
m∑
i=1

wi
ti ln 2

inf
a∈A
{ρ(I) + ρ(a+ a∗) + (1− ti)ρ(a∗a) + tiσ(aa∗)}. (A10)

Moreover, the right hand side converges to D(ρ||σ) as m→∞.
In the special case where A = B(H) for a separable Hilbert space H and ρ and σ are defined via trace-class operators

on H (also denoted by ρ and σ), satisfying ρ ≤ λσ for some λ ∈ R+, we can give an explicit bound on the norm of
the operators appearing in the optimization:

D(ρ||σ) ≤ cm −
m−1∑
i=1

wi
ti ln 2

inf
Z∈B(H),||Z||≤αi

{Tr[ρ(Z + Z∗)] + (1− ti) Tr[ρZ∗Z] + ti Tr[σZZ∗]}, (A11)

where cm = 1
m2

λTr[ρ]
ln 2 −

∑m
i=1

wi Tr[ρ]
ti ln 2 and αi = 3

2 max{ 1
ti
, λ

1−ti }. Moreover, the right hand side converges to D(ρ||σ)
as m→∞.

With Lemma 1, we can obtain a sequence of lower bounds on the conditional von Neumann entropy using the NPA
hierarchy. In this work, ρ and σ are defined by trace-class operators instead of general positive linear functionals on
A.

We shall now estimate the lower bounds on H(Âx̄|E,Vp → NpN ) by a converging sequence of optimizations that
can be subsequently computed using the NPA hierarchy. Given the device-independent protocol with random post-
selection and noisy preprocessing, the following proof can be regarded as an application based on the original text [43].

Proposition 1. Let m ∈ N and Let t1, ..., tm and w1, ..., wm be the nodes and weights of an m-point Gauss-Radau
quadrature on [0, 1] with an endpoint tm = 1. Let ρABE be the initial quantum state shared between the devices of Alice,
Bob and Eve and let {MA

a|x̄} and {MB
b|ȳ} denote the measurements operators performed by Alice’s and Bob’s device

in response to the input X = x̄, Y = ȳ in “key-generation round”, respectively. Let Ma = 1
pVp

∑1
b=0 ωabM

A
a|x̄ ⊗M

B
b|ȳ

and M̂a = (1− pN ) ·Ma + pN ·Ma⊕1 for a ∈ {0, 1}. Furthermore for i = 1, ...,m− 1, let αi = 3
2 max{ 1

ti
, 1

1−ti }. Then

H(Âx̄|E,Vp → NpN ) is never smaller than

cm +

m−1∑
i=1

wi
ti ln 2

∑
a

inf
Za∈B(E)

Tr
[
ρAE

(
M̂a ⊗ (Za + Z∗a + (1− ti)Z∗aZa) + ti(M̂0 + M̂1)⊗ ZaZ∗a

)]
(A12)

s.t. ||Za|| ≤ αi,

where cm = − 1
m2 ln 2 +

∑m
i=1

wi

ti ln 2 . Moreover the lower bounds converge to H(Âx̄|E,Vp → NpN ) as m→∞.
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Proof. Let ρAE|Vp→NpN
=
∑
a |a〉〈a| ⊗ ρE|Vp→NpN

(a, x̄) be the final classical-quantum state after Alice and Bob have

performed the data preprocessing to the input (x̄, ȳ), i.e., ρE|Vp→NpN
(a, x̄) = TrAB [ρABE(M̂a ⊗ IE)]. Then for any

m ∈ N we have

H(Âx̄|E,Vp → NpN ) = −D(ρABE|Vp→NpN
||IA ⊗ ρE|Vp→NpN

) (A13)

≥ cm +

m−1∑
i=1

wi
ti ln 2

inf
Z∈B(H)

{Tr[ρAE|Vp→NpN
(Z + Z∗)]

+ (1− ti) Tr[ρAE|Vp→NpN
Z∗Z] + ti Tr[(IA ⊗ ρE|Vp→NpN

)ZZ∗]}

s.t. ||Z|| ≤ 3

2
max{ 1

ti
,

λ

1− ti
}

where Lemma 1 has been used with cm = − λ
m2 ln 2 +

∑m
i=1

wi

ti ln 2 and λ is some real number such ρAE|V,N ≤ λIA ⊗
ρE|V,N . As the classical system A is in a finite dimension, i.e., IA =

∑
a=0,1 |a〉〈a|, we can write the operator

Z =
∑
ab |a〉〈b| ⊗ Z(a,b) with operators Z(a,b) ∈ B(E). Then for the first term we have

Tr[ρAE|Vp→NpN
(Z + Z∗)] =

∑
a

Tr[ρE|Vp→NpN
(a, x̄)(Z(a,a) + Z∗(a,a))] (A14)

=
∑
a

Tr[TrAB [ρABE(M̂a ⊗ IE)](Z(a,a) + Z∗(a,a))]

=
∑
a

Tr[ρABEM̂a ⊗ (Z(a,a) + Z∗(a,a))].

Repeating this for the second term, we have

Tr[ρAE|Vp→NpN
(Z∗Z)] =

∑
ab

Tr[ρE|Vp→NpN
(a, x̄)(Z∗(a,b)Z(a,b))] (A15)

≥
∑
a

Tr[ρE|Vp→NpN
(a, x̄)(Z∗(a,a)Z(a,a))]

=
∑
a

Tr[ρABEM̂a ⊗ Z∗(a,a)Z(a,a)].

where on the second line we have used the fact
∑
b Z
∗
(a,b)Z(a,b) ≥ Z∗(a,a)Z(a,a). Finally, for the third term

Tr[(IA ⊗ ρE|Vp→NpN
)ZZ∗] =

∑
ab

Tr[ρE|Vp→NpN
Z(a,b)Z

∗
(a,b)] (A16)

≥
∑
a

Tr[ρE|Vp→NpN
Z(a,a)Z

∗
(a,a)]

=
∑
a

Tr[ρABE(M̂0 + M̂1)⊗ Z(a,a)Z
∗
(a,a)]

As stated in the Ref. [43], one only need consider the operator Z that are block diagonal, i.e., Z =
∑
a |a〉〈a| ⊗ Za.

We hence recover the objective function stated in the proposition. Since ρAE|Vp→NpN
is a classical-quantum state we

have ρAE|Vp→NpN
≤ IA ⊗ ρE|Vp→NpN

and we can set λ = 1.

Proposition 1 provides a converging sequence of lower bounds on the conditional von Neumann entropy. The
lower bounds on the rate of our device-independent QKD protocol can be obtained by including the optimizations
of all states, measurements and Hilbert spaces, subjecting to any constraints on the joint probability distribution
{P (a, b|x, y)} which involves all outcomes without post-selection to close detection loopholes. Referring to Ref. [43],
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a lower bound on H(Âx̄|E,Vp → NpN ) is given by the following optimization problem:

cm +

m−1∑
i=1

wi
ti ln 2

inf

1∑
a=0

[
〈ψ|M̂a(Za,i + Z∗a,i + (1− ti)Z∗a,iZa,i) + ti(M̂0 + M̂1)Za,iZ

∗
a,i|ψ〉

]
(A17)

s.t. 〈ψ|MA
a|xM

B
b|y|ψ〉 = P (ab|xy), for all a, b, x, y∑

a

MA
a|x =

∑
b

MB
b|y = I, for all x, y

MA
a|x ≥ 0, MB

b|y ≥ 0 for all a, b, x, y

Za,iZ
∗
a,i ≤ αi for all a, i

Z∗a,iZa,i ≤ αi for all a, i

[MA
a|x,M

B
b|y] = [MA

a|x, Z
(∗)
a,i ] = [MB

a|x, Z
(∗)
a,i ] = 0 for all a, b, x, y, i

MA
a|x,M

B
b|y, Za,i ∈ B(H) for all a, b, x, y, i

where we have considered the pure states and dropped the tensor product structure. Using the Navascués-Pironio-Aćın
(NPA) hierarchy [49, 58], we can relax the optimization to a sequence of semidefinite programs (SDPs).

3. Simulations

In order to choose suitable experimental parameters, we perform numerical calculations and simulations based on
a model that includes non-negligible defects in practical scenarios, such as the dark count of detectors, the non-ideal
fidelity of entanglement state, the multiphoton effects due to the photon-number distribution of the entanglement
source. These imperfections turns out to be the main cause of additional unwanted noise that suppresses Bell violations
to low levels and makes the experimental demonstration of photonic device-independent QKD nontrivial [59].

In our experiment, the spontaneous parametric down-conversion (SPDC) source is employed to produce bipartite
quantum states. A polarized beam splitter (PBS) and a superconducting nanowire single photon detector (SNSPD) are
employed to perform measurements on each side, where a set of wave-plates are used to choose the local measurement
settings. There are two possible outcomes for each measurement: click or non-click on the detector. We denote a
click event as bit “0” and a non-click event as bit “1”.

Ideally, the prepared quantum state is in the form of

|ψ〉 =
1√

1 + r2
(|HV 〉+ r |V H〉), (A18)

where r ∈ [0, 1]. With the imperfections in an experimental scenario, the prepared state can be given in the form of
Werner state [60]

ρ = V × 1

1 + r2

0 0 0 0
0 1 r 0
0 r r2 0
0 0 0 0

+ (1− V )× I

4
, (A19)

where V denotes the visibility along a certain measurement direction. We set V according to the fidelity F result in
section A 5 and the relation between fidelity F and v, which is F = (1 + 3V )/4.

Considering the polarization-entangled state generated from SPDC source (see equation A18), the projective mea-
surements are restricted on the x–z plane of the Bloch-sphere and are in the form of Π(φ) = cos(φ)σz+sin(φ)σx for φ ∈
[−π, π]. The measurement results of each pair of entangled photons can be written as p̃(a, b|x, y) = Tr[ρ(MA

a|x⊗M
B
b|y)],

where MA
a|x and MB

b|y are defined as

MA
0|x = [1− (1− pd)(1− ηA)]

I + Π(φx)

2
+ pd ·

I −Π(φx)

2
,MA

1|x = I −MA
0|x (A20)

MB
0|y = [1− (1− pd)(1− ηB)]

I + Π(φy)

2
+ pd ·

I −Π(φy)

2
,MB

1|x = I −MB
0|x,
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where ηA, ηB ∈ [0, 1] are the detection efficiencies of entangled photons from source to Alice and Bob, respectively.
pd = 10−6 is the dark count probability in each measurement.

The photon pair distribution of a SPDC source follows a Poisson distribution [23, 61, 62], i.e.

P (n) = e−µ
µn

n!
, (A21)

where µ is the mean photon number. The source may emit vacuum with probability P (0), one pair with probability
P (1), two pairs with probability P (2), and so on. Considering the rapid decrease in probability as the number of
photon pairs increases, we only involve the effects of three and below multiphoton pairs. In each round, four possible
and also mutually exclusive outcomes make up the set Z : ab = {00, 01, 10, 11}, where the k-th outcome is denoted as
Zk. Assuming a specific input setting (x, y), the probabilities corresponding to the four outcomes with a single pair
of photons are denoted respectively as pk(x, y). Then the probabilities with two-pair photons can be given by

p2-pairs
k (x, y) =

∑
i,j

β
(k)
i,j pi(x, y)pj(x, y), for k=1,2,3,4. (A22)

where the four coefficients βki,j have the following form:

β
(1)
i,j =

1 1 1 1
1 0 1 0
1 1 0 0
1 0 0 0

 , β
(2)
i,j =

0 0 0 0
0 1 0 1
0 0 0 0
0 1 0 0

 , β
(3)
i,j =

0 0 0 0
0 0 0 0
0 0 1 1
0 0 1 0

 , β
(4)
i,j =

0 0 0 0
0 0 0 0
0 0 0 0
0 0 0 1

 . (A23)

The probabilities of three-pair photons can be derived according to Eq. A22,

p3-pairs
k (x, y) =

∑
i,j

βki,jp
2-pairs
i (x, y)pj(x, y). (A24)

Combined these results, the joint conditional distribution P (a, b|x, y) can be calculated as

P (a, b|x, y, ab = Zk) = exp(−u)

3∑
n=0

un

n!
· pn-pairs
k (x, y), (A25)

where u denotes the mean photon number per pulse. It should be noted that, since the dark count is independent
of the input measurement settings, the probabilities of no photons are {p0-pairs

k (x, y),∀k} = {p2
d, pd(1 − pd), pd(1 −

pd), (1− pd)2}.
In general, we develop a numerical model for optimizations based on actual defects, which performed well in our

previous work [22, 23, 26, 28, 29]. The main results are shown in Fig. 4, where the purple solid curve represents the
results according to the performance of our system. We compute the key rate with the Gauss-Radau quadrature [43, 63]
of m = 8 nodes and the results are calculated at a relaxation level 2 +ABZ +AZZ.

Assuming that no preprocessing methods is involved, we consider the variation of the secure key rate with the
detection efficiency in the ideal and non-ideal cases separately. The results are represented by an orange dashed curve
and a blue dotted-dashed curve in the Fig. 4, respectively. It shows the impact of considering imperfections when
calculating the key rate. In order to guarantee a positive key rate, ideally only the efficiency of over 83% is required,
but considering the actual imperfect quantum state, it must exceed the efficiency of 91.2%.

When random post-selection and noisy preprocessing are applied, the efficiency threshold for achieving a positive
key can be effectively reduced to 86.2%, which is still unattainable for previous photonic Bell-test type experiments
[18–30]. In the process of calculating the key rate, we adopt a genetic algorithm and traverse the following parameters,
pN , p, r, u and measurement settings (φx1 , φx2 , φy1 , φy2 , φy3), to find the optimized key rate and the corresponding
experimental parameters.

In practice, to actually produce a key, more information-processing processes, such as error correction, authentica-
tion and privacy amplification, remains to be done. In table III, we present the detection efficiency threshold when
accounting for the typical efficiencies of error correction algorithms. To our knowledge, the best error correction inef-
ficiency is fe = 1.06 [64]. With this error correction algorithm, we find that it will request an efficiency threshold of
93.2% to achieve a positive key. Meanwhile, since our work is a proof-of-principle verification, we choose the Shannon
limit fe = 1.0, which is reachable in the case of infinite data size.
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FIG. 4. Variation of key rate with different detection efficiencies. Without any random post-selection and noisy
preprocessing, the threshold efficiency for key generation is about 83% with an ideal pure state (see orange dot-dashed curve),
but increases to about 91.2% considering practical imperfections (see blue dot-dashed curve). In our device-independent
protocol, the threshold of efficiency is about 86.2% (see purple solid curve).

TABLE III. Detection efficiency threshold accounting for the efficiencies of error correction algorithms.

Error correction efficiency fe 1.06 1.01 1.001 1.0001
Detection efficiency threshold 93.2% 90.5% 88.1% 86.8%

4. Underlying quantum distribution estimation

The quantum conditional von Neumann entropy H(Âx̄|E,Vp → NpN ) is subject to the joint probability distri-
butions {P (a, b|x, y)} constraints. Given a bipartite quantum state ρ shared between Alice and Bob, and the local
measurement operators Aa|x and Bb|y, where a(b) and x(y) represent the outcome and the measurements settings for
Alice (Bob), then the joint probability distributions {f(a, b|x, y)} can be obtained by the corresponding measurements
f(a, b|x, y) = Tr(ρAa|x⊗Bb|y). Moreover, quantum distributions theoretically satisfy the no-signaling conditions [65],
i.e., there is no information exchange between the preparation of inputs and the preparation of entangled photon
pairs, or between the measurement setting on one side and outcome on the other, which has been included in the
device-independent QKD regime. All these f(a, b|x, y) satisfying no-signaling conditions compose a set Q.

In the practical scenarios, the observed probability distribution P (a, b|x, y) can be obtained by counting the fre-

quency of different outcomes under different inputs, i.e., P (a, b|x, y) =
Na,b,x,y

Nx,y
,∀a, b, x, y, where Na,b,x,y is the counting

of events with specific inputs and outcomes (a, b, x, y), and Nx,y =
∑
a,bNa,b,x,y is the total number of rounds corre-

sponding to the measurement choice (x, y). However, due to the statistical fluctuations, P (a, b|x, y) is likely not to
satisfy the no-signaling constraints, so it cannot be directly used to compute the key rate.

Therefore, we adopt the least-square-error estimation technique [66] to determine a probability distribution
P(a, b|x, y) satisfying the no-signaling conditions and Tsirelson’s bounds [67].

min ||~P − ~P||2 (A26)

s.t P(a, b|x, y) ∈ Q,

where vector ~P denotes the observed probability distributions {P (a, b|x, y)} and ||.||p denotes the p-norm.
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5. Dual solution and Confidence region

The dual solution of proposition 1 provides us with an affine function

g(~P ) = α+
∑
a,b,x,y

λa,b,x,yP (a, b|x, y), (A27)

which is always an upper bound on the primal program 1. As developed in Ref. [56], g(~P ) can be seen as the optimal

Bell expressions, i.e., the randomness contained in H(Âx̄|E,Vp → NpN ) certified from the Bell expressions g(~P ) is
equal to that can be certified from the full set of probabilities {P (a, b|x, y)}.

In our protocol, the observed probability distributions P (a, b|x, y) are composed of 24 different probabilities accord-
ing to different inputs (x, y) and outcomes (a, b). According to the Tsirelson’s bounds [67], the quantum correlations
can be expressed with 24 Bell expressions denoted as ett = 1, 2...24, where each t corresponds to one possible event of
(a, b, x, y). Combined with the constraints of normalization and no-signalling conditions, P (a, b|x, y) can be uniquely
determined by only 11 of them, hkk = 1, 2...11, where h1 and h2 are the Alice’s marginal probabilities PA(1|x), x = 0, 1,
and h3, h4 and h5 are the Bob’s marginal probabilities PB(1|y), y = 1, 2, 3, and h6, ..., h11 are bipartite correlations
P (1, 1|x, y), x = 0, 1andy = 1, 2, 3. In this sense, the dual solution A27 can be rewritten as

g(~P ) = β +
∑
t

γtht, (A28)

where β is a constant and γt is the corresponding coefficient for ht. Considering the dual solution of the simulation
with 87.5% efficiency as an example, Eq. A28 is in the following form:

g(P̂ ) =− 1.2951 + 0.8564P (1, 1|1, 1) + 0.8437P (1, 1|1, 2)− 0.05783P (1, 1|1, 3) + 0.8565P (1, 1|2, 1) (A29)

− 1.1736P (1, 1|2, 2) + 0.003611P (1, 1|2, 3) + 0.09415PA(1|1) + 0.3155PA(1|2) (A30)

− 0.8432PB(1|1) + 0.3312PB(1|2) + 0.9027PB(1|3). (A31)

Using the straightforward estimator [68] for the Bell expectations g(~P ), we can construct corresponding confidence
regions for N−round experiment. Let X (a, b, x, y) be the indicator function for the event {a, b, x, y}, i.e., X = 1 if
the event {a, b, x, y} is observed and X = 0 otherwise. Given the following random variable for the ith-round

g′i = gi − α =
∑
a,b,x,y

λa,b,x,y
X (a = ai, b = bi, x = xi, y = yi)

P (xi, yi)
, (A32)

and the assumptions that the devices are memoryless and behave identically and independently in the implementa-

tion of the protocol, we thus could have the expected value E[g′i] = g(~P )− α and |gi| ≤ λ/q, where λ = max |λa,b,x,y|
and q = maxP (x, y). The resulting estimators ĝ′ for the Bell expectations g(~P ) − α by the observed frequencies ĝ′i
are given by

ĝ′ =
1

n

n∑
i=1

ĝ′i =
1

n

n∑
i=1

λai,bi,xi,yi

P (xi, yi)
. (A33)

Using a consequence of the Hoeffding’s inequality [50, 68], we have

Pr[|g(~P )− (ĝ′ + α)| ≥ δ] ≤ 2ε. (A34)

where ε = exp
(
−2nδ2

(2λ/q)2

)
.

Appendix B: System characterization

1. Determination of single photon efficiency

In the experiment, we optimize the system efficiency by choosing appropriate pump beam waist and parametric
beam waist size [69]. The pump light spreads about 70 cm and is focused to the center of the PPKTP by an aspherical
lens with f = 8 mm. The radius of pump waist is estimated to be 200 µm. In order to efficiently collect parametric



13

light, the corresponding optimal radius of parametric waist is estimated to be 97.5 µm, and two spherical lenses with
f = 150 mm and f = −150 mm and an aspherical lens with f = 9.6 mm are placed in sequence for collection. The
distance between the two spherical lenses is about 12.5 cm, of which the lens close to the pump light is about 33.5 cm
from the center of the PPKTP, and the other is about 70 cm from the aspheric lens.

We define the single photon heralding efficiency as ηA = C/NB and ηB = C/NA for Alice and Bob, in which
two-photon coincidence events C and single photon detection events for Alice NA and Bob NB are measured in the
experiment. The heralding efficiency is listed in Tab. IV, where ηsc is the efficiency of coupling entangled photons
into single mode optical fiber, ηso is the optical efficiency due to limited transmittance of optical elements in the
source, and ηdet is the single photon detector efficiency. ηso, ηdet can be measured with classical light beams and
NIST-traceable power meters. The optical transmittance for all involved optical elements are listed in Tab. V, with
which we obtain the optical efficiency ηso:

{
ηso(Alice) = ηAS × (ηS)

2 × (ηDM)
7 × η780/1560HWP × η780/1560PBS × ηPPKTP × η1560HWP × η1560QWP × η1560PBS

ηso(Bob) = ηAS × (ηS)
2 × (ηDM)

8 × η780/1560HWP × η780/1560PBS × ηPPKTP × η1560HWP × η1560QWP × η1560PBS

(B1)

TABLE IV. Characterization of optical efficiencies in the experiments.

heralding efficiency (η) ηsc ηso ηdet

Alice 87.16% 95.57% 93.53% 97.51%
Bob 87.82% 95.74% 93.03% 98.60%

TABLE V. The efficiencies of optical elements.

Optical element Symbol Efficiency

Aspherical lens ηAS 99.27%± 0.03%
Spherical lens ηS 99.6%± 1.0%

Half wave plate (780nm/1560nm) η780/1560HWP 99.93%± 0.02%
Half wave plate (1560nm) η1560HWP 99.92%± 0.04%

Quarter wave plate (1560nm) η1560QWP 99.99%± 0.08%

Polarizing beam splitter (780nm/1560nm) η780/1560PBS 99.6%± 0.1%
Polarizing beam splitter (1560nm) η1560PBS 99.6%± 0.2%

Dichoric mirror ηDM 99.46%± 0.03%
PPKTP ηPPKTP 99.6%± 0.2%

2. Quantum state and measurement bases

To optimize the key rate in our experiment, we aim to create a non-maximally entangled two-photon
statecos(α) |HV 〉+ sin(α) |V H〉, where α = 20.0◦ and set measurement bases to be x1 = −88.22◦ and x2 = 54.29◦ for
Alice, and y1 = 9.75◦, y2 = 21.45◦ and y3 = −1.07◦ for Bob, respectively. We also optimize the mean photon number
to be 0.04 to maximize the key rate.

We perform quantum state tomography measurement of the non-maximally entangled state, with result shown in
Fig. 5. The state fidelity is 99.52 ± 0.15%. We attribute the imperfection to multi-photon components, imperfect
optical elements, and imperfect spatial/spectral mode matching.

Appendix C: Experimental results

1. CHSH test

Before the start of the experiment, systematic experimental calibrations are implemented to optimize a
CHSH [70]Bell test based on the performance of system. We optimize to create a non-maximally entangled two-photon
statecos(α) |HV 〉+ sin(α) |V H〉, where α = 32.2◦ and set measurement bases to be x1 = −81.09◦ and x2 = 61.46◦ for
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FIG. 5. (color online) Tomography of the produced two-photon state in the experiments, with real and imaginary
components shown in a and b.

Alice, and y1 = 8.18◦ and y2 = −29.37◦ for Bob, respectively. We also optimize the mean photon number to be 0.62
to maximize the CHSH score. The CHSH score ωCHSH is given by

ωCHSH =
1

2

∑
k,l

nxiyi=kl∑
i=1

(1 + (−1)ai⊕bi⊕(xi·yi))/nxiyi=kl, (C1)

with (k, l) ∈ (0, 1)× (0, 1) is computed to be 0.7559. The recorded data are shown in Fig. 6.
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FIG. 6. CHSH violation versus time. We conduct 1.2 × 107 rounds of CHSH tests at a repetition rate of 200 KHz. We
choose the average value of CHSH violations ωvio for each 1 second data as a point to observe its performance, which are defined
as ωvio = ωCHSH − 0.75.
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2. Experimental data analysis

The implementation of the protocol depends on numerical studies shown in section A 3. We conduct 2.4 × 108

rounds of experiment for each of the six combinations of measurement settings (x, y) at a repetition rate of 2×106 Hz.
The intensity of entangled photons, i.e. mean photon number and counts are shown in Tab. VI. According to the
method described in section A 4, we first optimize the probability distribution P (a, b|x, y) under the no-signaling
condition [65] and Tsirelson’s bounds [67]. The results are shown in Tab. VII. Based on the method described in
section A 5, we set the error probability ε = 10−2. For the experiment of 20 m fiber length, λ ≈ 3.15 is calculated
according to P (a, b|x, y). Thus we could have δ ≈ 0.0015 representing the confidence region of H(Âx̄|E,Vp → NpN ).
While for the experiment of 80 m fiber length, λ ≈ 2.36, and δ ≈ 0.0011. In the experiment of 220 m fiber length,
λ ≈ 6.66× 10−2, and δ ≈ 3.20× 10−5. It should be noted that δ is proportional to 1/

√
n, indicating less uncertainty

with more experimental rounds.

TABLE VI. Mean photon number and counts of experimental rounds. Recorded number of two-photon detection
events for six sets of polarization state measurement bases x = 1 or 2 indicates two different settings and y = 1, 2 or 3
indicates three different settings, which are obtained with the corresponding mean photon number. a(b) = 0 or 1 indicates that
Alice(Bob) detects a photon or not.

Fiber length/m
Mean photon number

/per pulse
Basis settings ab = 11 ab = 10 ab = 01 ab = 00

20 0.040

xy = 11 238565091 403056 210284 821569
xy = 12 237797832 1164958 225388 811822
xy = 13 238783108 162648 160633 893611
xy = 21 236368886 222941 2390061 1018112
xy = 22 234578742 1973697 3385904 61657
xy = 23 236058614 516659 2882175 542552

80 0.035

xy = 11 238758474 350531 182413 708582
xy = 12 238128577 998486 190177 682760
xy = 13 238971836 142160 136010 749994
xy = 21 236913121 197393 2020739 868747
xy = 22 235413651 1674701 2863370 48278
xy = 23 236655191 441918 2442392 460499

220 0.040

xy = 11 238531173 422523 221542 824762
xy = 12 237751528 1191525 236435 820512
xy = 13 238808826 168059 164710 858405
xy = 21 236390264 231282 2373297 1005157
xy = 22 234718386 1924194 3299222 58198
xy = 23 236077278 517035 2869523 536164

.
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