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 Abstract: In this paper, we propose an efficient semiquantum key distribution (SQKD) protocol which is based on single photons in both polarization and 

spatial-mode degrees of freedom. This protocol is feasible for a quantum communicant distributing a random private key to a classical communicant. This protocol 

needn’t require the classical communicant to use any quantum memory or unitary operation equipment. We validate the complete robustness of the transmissions of 

single photons between two communicants. It turns out that during these transmissions, if Eve wants not to be detected by two communicants, she will obtain 

nothing useful about the final shared key bits. Compared with Boyer et al.’s famous pioneering SQKD protocol (Phys Rev Lett, 2007, 99:140501), this protocol has 
double quantum communication capacity, as one single photon with two degrees of freedom for generating the key bits can carry two private bits; and this protocol 

has higher quantum communication efficiency, as it consumes less qubits for establishing a private key of the same length. Compared with the only existing SQKD 

protocol with single photons in two degrees of freedom (Int J Theor Phys, 2020, 59: 2807), this protocol has higher quantum communication efficiency. 
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1  Introduction  
Quantum cryptography, invented by Bennett and Brassard [1] when they put forward the first quantum key distribution 

(QKD) scheme in the year of 1984, is famous for its theoretically unconditional security. It is well known that QKD aims to 

establish a random private key between two remote communicants through the law of quantum mechanics. In the year of 2007, 

Boyer et al. [2-3] invented a novel branch for quantum cryptography named as semiquantum cryptography, which permits the 

classical communicants to have limited quantum capabilities. Obviously, semiquantum cryptography allows the classical 

communicant not to be involved into the preparation and measurement of quantum superposition states and quantum entangled 

states. Consequently, it is beneficial for the classical communicant to reduce the burdens of quantum state preparation and 

measurement. Soon after the birth of semiquantum cryptography, many researchers quickly threw their enthusiasms onto the study 

of semiquantum key distribution (SQKD). As a result, numerous SQKD schemes [4-13] have been constructed, such as the ones 

based on single photons [4-7], Bell entangled states [8-10], three-qubit entangled states [11,12], four-particle cluster states [13], 

and so on.  

In the quantum cryptography protocols based on single photons [14-17], the quantum communication capacity usually 

increases along with the number of degrees of freedom for single photons. In order to enlarge the quantum communication 

capacity for SQKD, in the year of 2020, we put forward a novel SQKD protocol with single photons in both polarization and 

spatial-mode degrees of freedom [18]. It is popularly accepted that quantum communication efficiency is a great concern for a 

quantum cryptography protocol. In this paper, for improving the quantum communication efficiency of the SQKD protocol in 

Ref.[18], we propose an efficient SQKD protocol with single photons in the same degrees of freedom by increasing the number of 

kinds of initial quantum states. 

 

2  Preliminary knowledge 
It is popularly known that two nonorthogonal measuring bases in the polarization degree of freedom can be represented 

as  ,PZ H V= and  ,PX R A= , where 

( )VHR +=
2

1
, ( )VHA −=

2

1
.                              (1) 

Here, H and V are the horizontal and the vertical polarizations of photons, respectively. Likewise, two nonorthogonal 

measuring bases in the spatial-mode degree of freedom can be described as  1 2,SZ b b= and  ,SX s a= , where 1b and 2b  

are the upper and the lower spatial modes of photons, respectively; and 

          ( )21
2

1
bbs += , ( )21

2

1
bba −= .                              (2) 

Then, we can use [14] 

                                      
SP

 =                                             (3) 

to depict a single-photon state in both polarization and spatial-mode degrees of freedom. Here,  , , ,
P

H V R A  is the 
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single-photon state in the polarization degree of freedom, while  1 2, , ,
S

b b s a  is the single-photon state in the 

spatial-mode degree of freedom.  

 

3  The designed SQKD protocol 
Suppose that quantum Alice wants to distribute a random private key to classical Bob via the quantum channel. The 

following SQKD protocol is designed to make it possible. Here, the CTRL operation refers to sending back the received single 

photon directly; and the SIFT operation refers to measuring the received single photon with the SP ZZ  basis, recording the 

measurement result and resending a fresh one in the same state as found. 

   Step 1: Alice generates ( )1.5 1n + single photons in both polarization and spatial-mode degrees of freedom randomly in the 

SP ZZ  basis. Then, Alice produces ( )0.5 1n + ones randomly in the P SZ X basis, ( )0.5 1n + ones randomly in the P SX Z  

basis and ( )0.5 1n + ones randomly in the P SX X basis, respectively. Afterward, Alice randomly reorders all single photons in her 

hand. Finally, Alice sends them to Bob one by one. Note that after Alice sends the first one to Bob, she sends another one only 

after receiving the previous one. Here, 0 is some fixed parameter. 

Step 2: For each coming single photon, Bob randomly chooses to SIFT or CTRL. Note that there are ( )0.75 1n + single 

photons Alice prepared in the SP ZZ  basis and Bob chose to SIFT.  

Step 3: Bob publishes which single photons he chose to SIFT. Alice publishes which single photons were prepared in 

the SP ZZ  basis. Alice uses her corresponding preparing basis to measure the single photons Bob chose to CTRL and 

the SP ZZ  basis to measure the single photons Bob chose to SIFT. For security check, Alice randomly chooses ( )0.25 1n + single 

photons among the ones she prepared in the SP ZZ  basis and Bob chose to SIFT, and tells Bob the positions of these chosen 

ones. For simplicity, these chosen ones are called as the SP ZZ  _SIFT_CHECK single photons. 

For the single photons Bob chose to CTRL, Alice computes the error rate through comparing their initial prepared states with 

her own measurement results on them. For the single photons Bob chose to SIFT and Alice prepared in the P SZ X basis, 

the P SX Z basis or the P SX X basis, Alice requires Bob to tell her his measurement results and computes the error rate through 

comparing Bob’s measurement results on them with her own measurement results and their initial prepared states. For the 

SP ZZ  _SIFT_CHECK single photons, Alice also asks Bob to tell her his measurement results and also calculates the error rate 

by comparing Bob’s measurement results on them with her own measurement results and their initial prepared states. If all of the 

above error rates are low enough, the communication will be continued; otherwise, the communication will be halted. 

Step 4: Alice and Bob select the first 0.5n single photons from the remaining ( )0.5 1n + ones Alice prepared in 

the SP ZZ  basis and Bob chose to SIFT to generate the final shared key bits according to the following rule: if the state of the t th 

single photon is 1H b , then ( ) ( )2 1 2, 0,0t tk k− = ; if the state of the t th single photon is 2H b , then ( ) ( )2 1 2, 0,1t tk k− = ; if 

the state of the t th single photon is 1V b , then ( ) ( )2 1 2, 1,0t tk k− = ; and if the state of the t th single photon is 2V b , 

then ( ) ( )2 1 2, 1,1t tk k− = . Here,
2 1tk −

and
2tk are the 2 1t − th and the 2t th bits of the final shared key, respectively, 

and 1,2, ,0.5t n= . 

It concludes the description of the proposed SQKD protocol. It is worthy of emphasizing that the classical communicant, 

Bob, is not required to use any quantum memory or unitary operation equipment. In addition, some important differences between 

this protocol and the SQKD protocol of Ref.[18] are worthy of being pointed out: (1) in the former, Alice generates single 

photons in two degrees of freedom randomly in the SP ZZ  basis, the P SZ X basis, the P SX Z basis and the P SX X basis, 

hence the former adopts sixteen kinds of initial quantum states; in the latter, Alice generates single photons in two degrees of 

freedom all in the state of R s , hence the latter only employs one kind of initial quantum states. We will prove later that by 

increasing the number of kinds of initial quantum states, the former has higher quantum communication efficiency than the latter; 

(2) the security check processes of the former are different from those of the latter.  
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4  Security analysis 

Firstly, we consider the double CNOT attack from an outside eavesdropper, Eve, which was first suggested by Boyer et al. 

for Eve to attack the mock SQKD protocol of Ref.[2]. Similar to Boyer et al.’s secure SQKD protocol in Ref.[2], the proposed 

protocol can also resist the double CNOT attack from Eve. Concretely speaking, during the transmission of an original single 

photon with two degrees of freedom from Alice to Bob, Eve may perform the CNOT operation on the original single photon and 

her auxiliary target photon 1H b . After that, Eve stores her auxiliary target photon and sends the original single photon to 

Bob. Bob reflects the original single photon back to Alice or sends a fresh single photon in the same state he found to Alice. In 

order to make her attack behavior undetected, Eve has to perform the second CNOT operation on the photon from Bob to Alice 

and her auxiliary target photon. As a result, Eve has no knowledge about the final key bits at all, because the final state of her 

auxiliary target photon is always 1H b . 

Secondly, we show that the transmissions of single photons between Alice and Bob are completely robust.  

When Alice sends single photons to Bob in Step 1, Eve may begin to implement the entangle-measure attack shown as Fig.1. 

This kind of attack from Eve can be modeled as two unitaries [2-3]: EÛ attacking the single photons from Alice to Bob 

and FÛ attacking the single photons back to Alice, where a common probe space is shared by EÛ and FÛ .  

Bob

Alice

FÛ

EÛ

SP
 

Eve’s 

auxiliary 

particle

 
Fig.1  Eve’s entangle-measure attack 

Theorem 1. Suppose that EÛ and FÛ attack the single photon from Alice to Bob and back to Alice, respectively. For no error 

is caused by this attack in Step 3, the final state of Eve’s probe should be irrelevant to Bob’s choice of operation and the state in 

Bob’s hand. Hence, Eve obtains nothing useful about the final shared key bits.   

Proof. As
SP

 = is within either of the four bases, SP ZZ  , SP XZ  , SP ZX  and SP XX  , we prove this 

theorem according to the following four cases, respectively.  

Case 1: 
SP

 = is within the SP ZZ  basis 

(1) Assume that
SP

 = is in the state of 1bH    

The global state of the composite system formed by the single photon 1bH  and Eve’s auxiliary particle  before Eve’s 

attack can be represented as ( )  1bH . After Eve implements EÛ , the global state is turned into 

 ( )( )
2121 21211 VbVbHbHbE VbVbHbHbbHU  +++=



,                  (4) 

where
1Hb ,

2Hb ,
1Vb and

2Vb are un-normalized states of Eve’s probe.  

 After Bob obtains the state from Alice, he randomly chooses either to CTRL or to SIFT. Eve imposes FÛ on the state 

returned to Alice.  

i) Consider the situation that Bob chooses to SIFT. Consequently, the global state is collapsed into either of
11 HbHb  , 

22 HbHb  ,
11 VbVb  and

22 VbVb  . For Eve not being discovered in Step 3, it should have 

             ( )
11 11

ˆ
HbHbF HbHbU  = ,                                         (5) 

               ( )
22 22

ˆ
HbHbF HbHbU  = ,                                        (6) 



 4 

               ( )
11 11

ˆ
VbVbF VbVbU  = ,                                          (7) 

                ( )
22 22

ˆ
VbVbF VbVbU  = ,                                         (8) 

which imply that FÛ cannot alter the state of single photon after Bob’s measurement, and further  

0
212

=== VbVbHb  ,                                           (9) 

which means that Alice should obtain the measurement results 2Hb , 1Vb and 2Vb each
 
with the probability of 0 after her 

measurement with the SP ZZ  basis. Otherwise, Eve can be discovered by Alice with a non-zero probability.  

ii) Consider the situation that Bob chooses to CRTL. Consequently, the global state is kept intact.  

After Eve imposes FÛ on the state returned to Alice, due to Eqs.(5-9), the global state is turned into   

( )=+++
2121 2121

ˆ
VbVbHbHbF VbVbHbHbU   11 1

HbHb Hb = .                (10) 

For Eve not being discovered in Step 3, Alice’s measurement result should be 1bH  . Apparently, Eq.(10) automatically 

meets this requirement.                               

   It can be concluded from Eq.(5) and Eq.(10) that, in this circumstance, for Eve not inducing errors in Step 3, the final state of 

Eve’s probe should be independent of Bob’s choice of operation.  

(2) Assume that
SP

 = is in the state of 2bH    

The global state of the composite system formed by the single photon 2bH  and Eve’s auxiliary particle  before Eve’s 

attack can be represented as ( )  2bH . After Eve implements EÛ , the global state is turned into  

 ( )( )
2121 21212 VbVbHbHbE VbVbHbHbbHU  +++=



,               (11) 

where
1Hb ,

2Hb ,
1Vb and

2Vb are un-normalized states of Eve’s probe.  

 After Bob obtains the state from Alice, he randomly chooses either to CTRL or to SIFT. Eve imposes FÛ on the state 

returned to Alice.  

i) Consider the situation that Bob chooses to SIFT. Consequently, the global state is collapsed into either of
11 HbHb  , 

22 HbHb  ,
11 VbVb  and

22 VbVb  . For Eve not being discovered in Step 3, it should have 

             ( )
11 11

ˆ
HbHbF HbHbU  = ,                                     (12) 

               ( )
22 22

ˆ
HbHbF HbHbU  = ,                                    (13) 

               ( )
11 11

ˆ
VbVbF VbVbU  = ,                                       (14) 

                ( )
22 22

ˆ
VbVbF VbVbU  = ,                                      (15) 

which imply that FÛ cannot alter the state of single photon after Bob’s measurement, and further  

0
211

=== VbVbHb  ,                                       (16) 

which means that Alice should obtain the measurement results 1Hb , 1Vb and 2Vb each with the probability of 0 after her 

measurement with the SP ZZ  basis. Otherwise, Eve can be discovered by Alice with a non-zero probability.  

ii) Consider the situation that Bob chooses to CRTL. Consequently, the global state is kept intact.  

After Eve imposes FÛ on the state returned to Alice, due to Eqs.(12-16), the global state is turned into   

( )=+++
2121 2121

ˆ
VbVbHbHbF VbVbHbHbU   22 2

HbHb Hb = .             (17) 

For Eve not being discovered in Step 3, Alice’s measurement result should be 2bH  . Apparently, Eq.(17) automatically 

meets this requirement.                               

   It can be concluded from Eq.(13) and Eq.(17) that, in this circumstance, for Eve not inducing errors in Step 3, the final state of 

Eve’s probe should be independent of Bob’s choice of operation.  

(3) Assume that
SP

 = is in the state of 1bV    

The global state of the composite system formed by the single photon 1bV  and Eve’s auxiliary particle  before Eve’s 
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attack can be represented as ( )  1bV . After Eve implements EÛ , the global state is turned into  

 ( )( )
2121 21211 VbVbHbHbE VbVbHbHbbVU  +++=



,                  (18) 

where
1Hb ,

2Hb ,
1Vb and

2Vb are un-normalized states of Eve’s probe.  

 After Bob obtains the state from Alice, he randomly chooses either to CTRL or to SIFT. Eve imposes FÛ on the state 

returned to Alice.  

i) Consider the situation that Bob chooses to SIFT. Consequently, the global state is collapsed into either of
11 HbHb  , 

22 HbHb  ,
11 VbVb  and

22 VbVb  . For Eve not being discovered in Step 3, it should have 

             ( )
11 11

ˆ
HbHbF HbHbU  = ,                                     (19) 

               ( )
22 22

ˆ
HbHbF HbHbU  = ,                                    (20) 

               ( )
11 11

ˆ
VbVbF VbVbU  = ,                                       (21) 

                ( )
22 22

ˆ
VbVbF VbVbU  = ,                                      (22) 

which imply that FÛ cannot alter the state of single photon after Bob’s measurement, and further  

0
221

=== VbHbHb  ,                                       (23) 

which means that Alice should obtain the measurement results 1Hb , 2Hb and 2Vb each
 
with the probability of 0 after her 

measurement with the SP ZZ  basis. Otherwise, Eve can be discovered by Alice with a non-zero probability.  

ii) Consider the situation that Bob chooses to CRTL. Consequently, the global state is kept intact.  

After Eve imposes FÛ on the state returned to Alice, due to Eqs.(19-23), the global state is turned into   

( )=+++
2121 2121

ˆ
VbVbHbHbF VbVbHbHbU   11 1

VbVb Vb = .              (24) 

For Eve not being discovered in Step 3, Alice’s measurement result should be 1bV  . Apparently, Eq.(24) automatically meets 

this requirement.                               

   It can be concluded from Eq.(21) and Eq.(24) that, in this circumstance, for Eve not inducing errors in Step 3, the final state of 

Eve’s probe should be independent of Bob’s choice of operation.  

(4) Assume that
SP

 = is in the state of 2bV    

The global state of the composite system formed by the single photon 2bV  and Eve’s auxiliary particle  before Eve’s 

attack can be represented as ( )  2bV . After Eve implements EÛ , the global state is turned into  

 ( )( )
2121 21212 VbVbHbHbE VbVbHbHbbVU  +++=



,                (25) 

where
1Hb ,

2Hb ,
1Vb and

2Vb are un-normalized states of Eve’s probe.  

 After Bob obtains the state from Alice, he randomly chooses either to CTRL or to SIFT. Eve imposes FÛ on the state 

returned to Alice.  

i) Consider the situation that Bob chooses to SIFT. Consequently, the global state is collapsed into either of
11 HbHb  , 

22 HbHb  ,
11 VbVb  and

22 VbVb  . For Eve not being discovered in Step 3, it should have 

             ( )
11 11

ˆ
HbHbF HbHbU  = ,                                      (26) 

               ( )
22 22

ˆ
HbHbF HbHbU  = ,                                     (27) 

               ( )
11 11

ˆ
VbVbF VbVbU  = ,                                       (28) 

                ( )
22 22

ˆ
VbVbF VbVbU  = ,                                      (29) 

which imply that FÛ cannot alter the state of single photon after Bob’s measurement, and further  

0
121

=== VbHbHb  ,                                        (30) 
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which means that Alice should obtain the measurement results 1Hb , 2Hb and 1Vb each with the probability of 0 after her 

measurement with the SP ZZ  basis. Otherwise, Eve can be discovered by Alice with a non-zero probability.  

ii) Consider the situation that Bob chooses to CRTL. Consequently, the global state is kept intact.  

After Eve imposes FÛ on the state returned to Alice, due to Eqs.(26-30), the global state is turned into   

( )=+++
2121 2121

ˆ
VbVbHbHbF VbVbHbHbU   22 2

VbVb Vb = .               (31) 

For Eve not being discovered in Step 3, Alice’s measurement result should be 2bV  . Apparently, Eq.(31) automatically meets 

this requirement.                               

   It can be concluded from Eq.(29) and Eq.(31) that, in this circumstance, for Eve not inducing errors in Step 3, the final state of 

Eve’s probe should be independent of Bob’s choice of operation.  

Case 2: 
SP

 = is within the SP XZ  basis 

(1) Assume that
SP

 = is in the state of sH    

The global state of the composite system formed by the single photon sH  and Eve’s auxiliary particle  before Eve’s 

attack can be represented as ( )  sH . According to the linearity of quantum mechanics together with Eq.(4) and Eq.(11), 

after Eve implements EÛ , the global state is turned into  

( )( ) ( )






















+=



 21
2

1
bbHUsHU EE   

( )
2121 2121

2

1
VbVbHbHb VbVbHbHb  +++=  

( )
2121 2121

2

1
VbVbHbHb VbVbHbHb  ++++ .                    (32) 

 After Bob obtains the state from Alice, he randomly chooses either to CTRL or to SIFT. Eve imposes FÛ on the state 

returned to Alice.  

     i) Consider the situation that Bob chooses to CRTL. Consequently, the global state is kept intact. 

    After Eve imposes FÛ on the state returned to Alice, due to the linearity of quantum mechanics together with Eq.(10) and 

Eq.(17), the global state of Eq.(32) is turned into 

( )( ) =











sHUU EF ( )
2121 2121

2

1
VbVbHbHbF VbVbHbHbU  +++



 

( )
2121 2121

2

1
VbVbHbHbF VbVbHbHbU  ++++



 

 21
2

1

2

1
HbHb += .                                       (33) 

For Eve not being discovered in Step 3, Alice’s measurement result should be sH  . Thus, it can be obtained from Eq.(33) 

that 

 = .                                                (34) 

ii) Consider the situation that Bob chooses to SIFT. Consequently, the global state is collapsed into either of
11 HbHb  , 

22 HbHb  ,
11 VbVb  ,

22 VbVb  ,
11 HbHb  ,

22 HbHb  ,
11 VbVb  and

22 VbVb  . According to Eqs.(5-8) and 

Eqs.(12-15), FÛ automatically keeps the state of single photon after Bob’s measurement unchanged. Further, according to 

Eqs.(9-10), Eqs.(16-17) and Eq.(34), Alice can only randomly obtain the measurement results 1Hb and 2Hb after her 

measurement with the SP ZZ  basis. Hence, in this situation, Eve is not detectable in Step 3.  

It can be concluded that, in this circumstance, for Eve not inducing errors in Step 3, the final state of Eve’s probe should be 

independent of Bob’s choice of operation. 

(2) Assume that
SP

 = is in the state of aH    
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The global state of the composite system formed by the single photon aH  and Eve’s auxiliary particle  before Eve’s 

attack can be represented as ( )  aH . According to the linearity of quantum mechanics together with Eq.(4) and Eq.(11), 

after Eve implements EÛ , the global state is turned into  

( )( ) ( )






















−=



 21
2

1
bbHUaHU EE   

( )
2121 2121

2

1
VbVbHbHb VbVbHbHb  +++=  

( )
2121 2121

2

1
VbVbHbHb VbVbHbHb  +++− .                    (35) 

 After Bob obtains the state from Alice, he randomly chooses either to CTRL or to SIFT. Eve imposes FÛ on the state 

returned to Alice.  

     i) Consider the situation that Bob chooses to CRTL. Consequently, the global state is kept intact. 

    After Eve imposes FÛ on the state returned to Alice, due to the linearity of quantum mechanics together with Eq.(10) and 

Eq.(17), the global state of Eq.(35) is turned into 

( )( ) =











aHUU EF ( )
2121 2121

2

1
VbVbHbHbF VbVbHbHbU  +++



 

( )
2121 2121

2

1
VbVbHbHbF VbVbHbHbU  +++−



 

 21
2

1

2

1
HbHb −= .                                     (36) 

For Eve not being discovered in Step 3, Alice’s measurement result should be aH  . It is naturally derived after Eq.(34) is 

inserted into Eq.(36).    

ii) Consider the situation that Bob chooses to SIFT. Consequently, the global state is collapsed into either of
11 HbHb  , 

22 HbHb  ,
11 VbVb  ,

22 VbVb  ,
11 HbHb  ,

22 HbHb  ,
11 VbVb  and

22 VbVb  . According to Eqs.(5-8) and 

Eqs.(12-15), FÛ automatically keeps the state of single photon after Bob’s measurement unchanged. Further, according to 

Eqs.(9-10), Eqs.(16-17) and Eq.(34), Alice only can randomly obtain the measurement results 1Hb and 2Hb after her 

measurement with the SP ZZ  basis. Hence, in this situation, Eve is not detectable in Step 3.  

It can be concluded that, in this circumstance, for Eve not inducing errors in Step 3, the final state of Eve’s probe should be 

independent of Bob’s choice of operation. 

(3) Assume that
SP

 = is in the state of sV    

The global state of the composite system formed by the single photon sV  and Eve’s auxiliary particle  before Eve’s 

attack can be represented as ( )  sV . According to the linearity of quantum mechanics together with Eq.(18) and Eq.(25), 

after Eve implements EÛ , the global state is turned into  

( )( ) ( )






















+=



 21
2

1
bbVUsVU EE   

( )
2121 2121

2

1
VbVbHbHb VbVbHbHb  +++=  

( )
2121 2121

2

1
VbVbHbHb VbVbHbHb  ++++ .                    (37) 

After Bob obtains the state from Alice, he randomly chooses either to CTRL or to SIFT. Eve imposes FÛ on the state 

returned to Alice.  
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     i) Consider the situation that Bob chooses to CRTL. Consequently, the global state is kept intact. 

    After Eve imposes FÛ on the state returned to Alice, due to the linearity of quantum mechanics together with Eq.(24) and 

Eq.(31), the global state of Eq.(37) is turned into 

( )( ) =











sVUU EF ( )
2121 2121

2

1
VbVbHbHbF VbVbHbHbU  +++



 

( )
2121 2121

2

1
VbVbHbHbF VbVbHbHbU  ++++



 

 21
2

1

2

1
VbVb += .                                        (38) 

For Eve not being discovered in Step 3, Alice’s measurement result should be sV  . Thus, it can be obtained from Eq.(38) 

that 

 = .                                           (39) 

ii) Consider the situation that Bob chooses to SIFT. Consequently, the global state is collapsed into either of
11 HbHb  , 

22 HbHb  ,
11 VbVb  ,

22 VbVb  ,
11 HbHb  ,

22 HbHb  ,
11 VbVb  and

22 VbVb  . According to Eqs.(19-22) and 

Eqs.(26-29), FÛ automatically keeps the state of single photon after Bob’s measurement unchanged. Further, according to 

Eqs.(23-24), Eqs.(30-31) and Eq.(39), Alice only can randomly obtain the measurement results 1Vb and 2Vb after her 

measurement with the SP ZZ  basis. Hence, in this situation, Eve is not detectable in Step 3. 

It can be concluded that, in this circumstance, for Eve not inducing errors in Step 3, the final state of Eve’s probe should be 

independent of Bob’s choice of operation. 

(4) Assume that
SP

 = is in the state of aV    

The global state of the composite system formed by the single photon aV  and Eve’s auxiliary particle  before Eve’s 

attack can be represented as ( )  aV . According to the linearity of quantum mechanics together with Eq.(18) and Eq.(25), 

after Eve implements EÛ , the global state is turned into  

( )( ) ( )






















−=



 21
2

1
bbVUaVU EE   

( )
2121 2121

2

1
VbVbHbHb VbVbHbHb  +++=  

( )
2121 2121

2

1
VbVbHbHb VbVbHbHb  +++− .                    (40) 

After Bob obtains the state from Alice, he randomly chooses either to CTRL or to SIFT. Eve imposes FÛ on the state 

returned to Alice.  

     i) Consider the situation that Bob chooses to CRTL. Consequently, the global state is kept intact. 

    After Eve imposes FÛ on the state returned to Alice, due to the linearity of quantum mechanics together with Eq.(24) and 

Eq.(31), the global state of Eq.(40) is turned into 

( )( ) =











aVUU EF ( )
2121 2121

2

1
VbVbHbHbF VbVbHbHbU  +++



 

( )
2121 2121

2

1
VbVbHbHbF VbVbHbHbU  +++−



 

 21
2

1

2

1
VbVb −= .                                          (41) 

For Eve not being discovered in Step 3, Alice’s measurement result should be aV  . It is naturally derived after Eq.(39) is 

inserted into Eq.(41). 
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ii) Consider the situation that Bob chooses to SIFT. Consequently, the global state is collapsed into either of
11 HbHb  , 

22 HbHb  ,
11 VbVb  ,

22 VbVb  ,
11 HbHb  ,

22 HbHb  ,
11 VbVb  and

22 VbVb  . According to Eqs.(19-22) and 

Eqs.(26-29), FÛ automatically keeps the state of single photon after Bob’s measurement unchanged. Further, according to 

Eqs.(23-24), Eqs.(30-31) and Eq.(39), Alice only can randomly obtain the measurement results 1Vb and 2Vb after her 

measurement with the SP ZZ  basis. Hence, in this situation, Eve is not detectable in Step 3. 

It can be concluded that, in this circumstance, for Eve not inducing errors in Step 3, the final state of Eve’s probe should be 

independent of Bob’s choice of operation. 

Case 3: 
SP

 = is within the SP ZX  basis 

(1) Assume that
SP

 = is in the state of 1bR    

The global state of the composite system formed by the single photon 1bR  and Eve’s auxiliary particle  before Eve’s 

attack can be represented as ( )  1bR . According to the linearity of quantum mechanics together with Eq.(4) and Eq.(18), 

after Eve implements EÛ , the global state is turned into  

( )( ) ( )
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1
bVHUbRU EE   

( )
2121 2121

2

1
VbVbHbHb VbVbHbHb  +++=  

( )
2121 2121

2

1
VbVbHbHb VbVbHbHb  ++++ .                     (42) 

 After Bob obtains the state from Alice, he randomly chooses either to CTRL or to SIFT. Eve imposes FÛ on the state 

returned to Alice.  

     i) Consider the situation that Bob chooses to CRTL. Consequently, the global state is kept intact. 

    After Eve imposes FÛ on the state returned to Alice, due to the linearity of quantum mechanics together with Eq.(10) and 

Eq.(24), the global state of Eq.(42) is turned into 

( )( ) =











1bRUU EF ( )
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2

1
VbVbHbHbF VbVbHbHbU  +++



 

( )
2121 2121

2

1
VbVbHbHbF VbVbHbHbU  ++++
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2

1

2

1
VbHb += .                                     (43) 

For Eve not being discovered in Step 3, Alice’s measurement result should be 1bR  . Thus, it can be obtained from Eq.(43) 

that 

 = .                                             (44) 

ii) Consider the situation that Bob chooses to SIFT. Consequently, the global state is collapsed into either of
11 HbHb  , 

22 HbHb  ,
11 VbVb  ,

22 VbVb  ,
11 HbHb  ,

22 HbHb  ,
11 VbVb  and

22 VbVb  . According to Eqs.(5-8) and 

Eqs.(19-22), FÛ automatically keeps the state of single photon after Bob’s measurement unchanged. Further, according to 

Eqs.(9-10), Eqs.(23-24) and Eq.(44), Alice only can randomly obtain the measurement results 1Hb and 1Vb after her 

measurement with the SP ZZ  basis. Hence, in this situation, Eve is not detectable in Step 3. 

It can be concluded that, in this circumstance, for Eve not inducing errors in Step 3, the final state of Eve’s probe should be 

independent of Bob’s choice of operation. 

(2) Assume that
SP

 = is in the state of 1bA    

The global state of the composite system formed by the single photon 1bA  and Eve’s auxiliary particle  before Eve’s 
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attack can be represented as ( )  1bA . According to the linearity of quantum mechanics together with Eq.(4) and Eq.(18), 

after Eve implements EÛ , the global state is turned into  

( )( ) ( )
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1
bVHUbAU EE   

( )
2121 2121

2

1
VbVbHbHb VbVbHbHb  +++=  

( )
2121 2121

2

1
VbVbHbHb VbVbHbHb  +++− .               (45) 

 After Bob obtains the state from Alice, he randomly chooses either to CTRL or to SIFT. Eve imposes FÛ on the state 

returned to Alice.  

     i) Consider the situation that Bob chooses to CRTL. Consequently, the global state is kept intact. 

    After Eve imposes FÛ on the state returned to Alice, due to the linearity of quantum mechanics together with Eq.(10) and 

Eq.(24), the global state of Eq.(45) is turned into 

( )( ) =











1bAUU EF ( )
2121 2121

2

1
VbVbHbHbF VbVbHbHbU  +++



 

( )
2121 2121

2

1
VbVbHbHbF VbVbHbHbU  +++−
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2

1

2

1
VbHb −= .                                       (46) 

For Eve not being discovered in Step 3, Alice’s measurement result should be 1bA  . It is naturally derived after Eq.(44) is 

inserted into Eq.(46). 

ii) Consider the situation that Bob chooses to SIFT. Consequently, the global state is collapsed into either of
11 HbHb  , 

22 HbHb  ,
11 VbVb  ,

22 VbVb  ,
11 HbHb  ,

22 HbHb  ,
11 VbVb  and

22 VbVb  . According to Eqs.(5-8) and 

Eqs.(19-22), FÛ automatically keeps the state of single photon after Bob’s measurement unchanged. Further, according to 

Eqs.(9-10), Eqs.(23-24) and Eq.(44), Alice only can randomly obtain the measurement results 1Hb and 1Vb after her 

measurement with the SP ZZ  basis. Hence, in this situation, Eve is not detectable in Step 3. 

It can be concluded that, in this circumstance, for Eve not inducing errors in Step 3, the final state of Eve’s probe should be 

independent of Bob’s choice of operation. 

(3) Assume that
SP

 = is in the state of 2bR    

The global state of the composite system formed by the single photon 2bR  and Eve’s auxiliary particle  before Eve’s 

attack can be represented as ( )  2bR . According to the linearity of quantum mechanics together with Eq.(11) and 

Eq.(25), after Eve implements EÛ , the global state is turned into  

( )( ) ( )
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2121 2121

2

1
VbVbHbHb VbVbHbHb  +++=  

( )
2121 2121

2

1
VbVbHbHb VbVbHbHb  ++++ .                    (47) 

 After Bob obtains the state from Alice, he randomly chooses either to CTRL or to SIFT. Eve imposes FÛ on the state 

returned to Alice.  

     i) Consider the situation that Bob chooses to CRTL. Consequently, the global state is kept intact. 
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    After Eve imposes FÛ on the state returned to Alice, due to the linearity of quantum mechanics together with Eq.(17) and 

Eq.(31), the global state of Eq.(47) is turned into 

( )( ) =











2bRUU EF ( )
2121 2121

2

1
VbVbHbHbF VbVbHbHbU  +++



 

( )
2121 2121

2

1
VbVbHbHbF VbVbHbHbU  ++++



 

 22
2

1

2

1
VbHb += .                                       (48) 

For Eve not being discovered in Step 3, Alice’s measurement result should be 2bR  . Thus, it can be obtained from Eq.(48) 

that 

 = .                                              (49) 

ii) Consider the situation that Bob chooses to SIFT. Consequently, the global state is collapsed into either of
11 HbHb  , 

22 HbHb  ,
11 VbVb  ,

22 VbVb  ,
11 HbHb  ,

22 HbHb  ,
11 VbVb  and

22 VbVb  . According to Eqs.(12-15) and 

Eqs.(26-29), FÛ automatically keeps the state of single photon after Bob’s measurement unchanged. Further, according to 

Eqs.(16-17), Eqs.(30-31) and Eq.(49), Alice only can randomly obtain the measurement results 2Hb and 2Vb after her 

measurement with the SP ZZ  basis. Hence, in this situation, Eve is not detectable in Step 3. 

It can be concluded that, in this circumstance, for Eve not inducing errors in Step 3, the final state of Eve’s probe should be 

independent of Bob’s choice of operation. 

(4) Assume that
SP

 = is in the state of 2bA    

The global state of the composite system formed by the single photon 2bA  and Eve’s auxiliary particle  before Eve’s 

attack can be represented as ( )  2bA . According to the linearity of quantum mechanics together with Eq.(11) and 

Eq.(25), after Eve implements EÛ , the global state is turned into  

( )( ) ( )






















−=
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( )
2121 2121

2

1
VbVbHbHb VbVbHbHb  +++=  

( )
2121 2121

2

1
VbVbHbHb VbVbHbHb  +++− .                    (50) 

 After Bob obtains the state from Alice, he randomly chooses either to CTRL or to SIFT. Eve imposes FÛ on the state 

returned to Alice.  

     i) Consider the situation that Bob chooses to CRTL. Consequently, the global state is kept intact. 

    After Eve imposes FÛ on the state returned to Alice, due to the linearity of quantum mechanics together with Eq.(17) and 

Eq.(31), the global state of Eq.(50) is turned into 

( )( ) =
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2

1
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2

1

2

1
VbHb −= .                                       (51) 

For Eve not being discovered in Step 3, Alice’s measurement result should be 2bA  . It is naturally derived after Eq.(49) is 

inserted into Eq.(51). 

ii) Consider the situation that Bob chooses to SIFT. Consequently, the global state is collapsed into either of
11 HbHb  , 
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22 HbHb  ,
11 VbVb  ,

22 VbVb  ,
11 HbHb  ,

22 HbHb  ,
11 VbVb  and

22 VbVb  . According to Eqs.(12-15) and 

Eqs.(26-29), FÛ automatically keeps the state of single photon after Bob’s measurement unchanged. Further, according to 

Eqs.(16-17), Eqs.(30-31) and Eq.(49), Alice only can randomly obtain the measurement results 2Hb and 2Vb after her 

measurement with the SP ZZ  basis. Hence, in this situation, Eve is not detectable in Step 3. 

It can be concluded that, in this circumstance, for Eve not inducing errors in Step 3, the final state of Eve’s probe should be 

independent of Bob’s choice of operation. 

Case 4: 
SP

 = is within the SP XX  basis 

(1) Assume that
SP

 = is in the state of sR    

The global state of the composite system formed by the single photon sR  and Eve’s auxiliary particle  before Eve’s 

attack can be represented as ( )  sR . According to the linearity of quantum mechanics together with Eq.(4), Eq.(11), 

Eq.(18) and Eq.(25), after Eve implements EÛ , the global state is turned into 

( )( ) ( ) ( )






















++=
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1
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2

1
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( )
2121 2121

2

1
VbVbHbHb VbVbHbHb  ++++            

 

( )
2121 2121

2

1
VbVbHbHb VbVbHbHb  ++++ .                    (52)  

After Bob obtains the state from Alice, he randomly chooses either to CTRL or to SIFT. Eve imposes FÛ on the state 

returned to Alice.  

     i) Consider the situation that Bob chooses to CRTL. Consequently, the global state is kept intact. 

    After Eve imposes FÛ on the state returned to Alice, due to the linearity of quantum mechanics together with Eq.(10), 

Eq.(17), Eq.(24) and Eq.(31), the global state of Eq.(52) is turned into 

( )( ) =
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1
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2

1
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( )
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2

1
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 2121
2

1

2

1

2

1

2

1
VbVbHbHb +++= .                           (53) 

Combining Eq.(34), Eq.(39), Eq.(44) and Eq.(49), we have  

 ==== .                                    (54) 

After inserting Eq.(54) into Eq.(53), we have  

( )( ) ( )  =











sRsRUU EF ,                             (55) 

which can guarantee Eve not being detectable in Step 3, since Alice’s measurement result is sR  .  

ii) Consider the situation that Bob chooses to SIFT. Consequently, the global state is collapsed into either of
11 HbHb  , 
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22 HbHb  ,
11 VbVb  ,

22 VbVb  ,
11 HbHb  ,

22 HbHb  ,
11 VbVb  ,

22 VbVb  ,
11 HbHb  ,

22 HbHb  , 

11 VbVb  ,
22 VbVb  ,

11 HbHb  ,
22 HbHb  ,

11 VbVb  and
22 VbVb  . According to Eqs.(5-8), Eqs.(12-15), 

Eqs.(19-22) and Eqs.(26-29), FÛ automatically keeps the state of single photon after Bob’s measurement unchanged. Further, 

according to Eqs.(9-10), Eqs.(16-17), Eqs.(23-24), Eqs.(30-31) and Eq.(54), Alice only can randomly obtain the measurement 

results 1Hb , 2Hb , 1Vb and 2Vb after her measurement with the SP ZZ  basis. Hence, in this situation, Eve is not detectable 

in Step 3. 

It can be concluded that, in this circumstance, for Eve not inducing errors in Step 3, the final state of Eve’s probe should be 

independent of Bob’s choice of operation. 

(2) Assume that
SP

 = is in the state of aR  , sA  or aA    

When the single photon from Alice to Bob is in the state of aR  , sA  or aA  , after the similar deduction 

process as above, we can also draw the conclusion that for Eve not inducing errors in Step 3, the final state of Eve’s probe should 

be independent of Bob’s choice of operation. 

After summarizing Cases 1, 2, 3 and 4, it can be easily derived that, for no error is caused by this attack in Step 3, the final 

state of Eve’s probe should be irrelevant to Bob’s choice of operation and the state in Bob’s hand. As a result, Eve gets nothing 

useful about the final shared key bits. Therefore, the transmissions of single photons between Alice and Bob are completely robust. 

In other words, the proposed SQKD protocol is complete robust. 

Thirdly, we consider how to defeat the Trojan horse attacks from Eve for this protocol, containing the invisible photon 

eavesdropping attack [19] and the delay-photon Trojan horse attack [20-21]. In accordance with Refs.[21-22], Bob can prevent 

the former attack by employing a filter in front of his devices and the latter attack by utilizing a photon number splitter (PNS).  

 

5  Discussions and conclusions 

Now we compare the proposed protocol with Boyer et al.’s famous pioneering SQKD protocol in Ref.[2] and the only 

existing SQKD protocol with single photons in two degrees of freedom in Ref.[18]. The comparison results are summarized in 

Table 1, after the classical bits needed for the security check processes are ignored. Here, the quantum communication efficiency 

is characterized as [23] 100%k

q c

b

b b
 = 

+
, where kb , qb and cb are the expected number of private key bits established, the 

number of consumed qubits and the number of classical bits needed, respectively.  
Table 1  Comparison results among the proposed protocol, the protocol of Ref.[2] and the protocol of Ref.[18] 

 
kb  qb  cb    

qc  Number of 

kinds of initial 

quantum 

states 

Whether the 

classical 

communicant 

need a quantum 

memory or a 

unitary operation 

equipment 

Whether 

suffering from 

the double 

CNOT attack 

from Eve 

The protocol 

of Ref.[2] 

n  ( )12 1n +  0 8.33% 1 Four No No 

The protocol 

of Ref.[18] 

n  ( )12 1n +  0 8.33% 2 One No No 

The 

proposed 

protocol 

n  ( )4.5 1n +  0 11.11% 2 Sixteen No No 

In the protocol of Ref.[2], for establishing n private key bits between quantum Alice and classical Bob, Alice needs to 

generate ( )8 1n + polarized single photons in one degree of freedom, while Bob needs to prepare ( )4 1n + ones when he chooses 

to SIFT. There are no classical bits needed for helping establish the private key bits. Hence, we 

have
kb n= , ( ) ( ) ( )8 1 4 1 12 1qb n n n  = + + + = + and 0cb = . As a result, the efficiency of the protocol of Ref.[2] 

is
( )

100% 8.33%
12 1

n

n



=  

+
, since is always small enough to be neglected. 

In the protocol of Ref.[18], for establishing n private key bits between quantum Alice and classical Bob, Alice needs to 

generate ( )4 1n + single photons in two degrees of freedom, while Bob needs to prepare ( )2 1n + ones when he chooses to SIFT. 

There are no classical bits needed for helping establish the private key bits. Hence, we have
kb n= , 
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( ) ( ) ( )4 1 2 2 1 2 12 1qb n n n  = +  + +  = + and 0cb = . As a result, the efficiency of the protocol of Ref.[18] 

is
( )

100% 8.33%
12 1

n

n



=  

+
. 

In the proposed protocol, for establishing n private key bits between quantum Alice and classical Bob, Alice needs to 

generate ( )1.5 1n + , ( )0.5 1n + , ( )0.5 1n + and ( )0.5 1n + single photons in two degrees of freedom randomly in the SP ZZ  basis, 

the P SZ X basis, the P SX Z basis and the P SX X basis, respectively, while Bob needs to prepare ( )1.5 1n + ones when he 

chooses to SIFT. There are no classical bits needed for helping establish the private key bits. Hence, we 

have
kb n= , ( ) ( ) ( ) ( )1.5 1 0.5 1 3 1.5 1 4.5 1qb n n n n   = + + +  + + = + and 0cb = . As a result, the efficiency of the proposed 

protocol is
( )

100% 11.11%
4.5 1 2

n

n



=  

+ 
. 

It can be concluded from Table 1 that:  

①In the protocol of Ref.[2], one single photon in one degree of freedom for establishing the private key bits always carries 

one private bit, while in the proposed protocol, one single photon in two degrees of freedom for establishing the private key bits 

always carries two private bits. Therefore, the quantum communication capacity qc of the proposed protocol is twice that of the 

protocol in Ref.[2]； 

②The proposed protocol exceeds the protocol of Ref.[2] and the protocol of Ref.[18] in quantum communication efficiency, 

as it consumes less qubits for establishing a private key of the same length. 

To sum up, in this paper, an efficient SQKD protocol with single photons in both polarization and spatial-mode degrees of 

freedom is suggested, which is feasible for a quantum communicant distributing a random private key to a classical communicant. 

The proposed protocol needn’t require the classical communicant to employ any quantum memory or unitary operation equipment. 

The complete robustness of the transmissions of single photons between two communicants is validated. Compared with Boyer et 

al.’s famous pioneering SQKD protocol in Ref.[2], this protocol has double quantum communication capacity and higher 

quantum communication efficiency. Compared with the only existing SQKD protocol with single photons in two degrees of 

freedom in Ref.[18], this protocol has higher quantum communication efficiency. In the future, we will study how to design other 

semiquantum cryptography protocols based on single photons in two degrees of freedom. 
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