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Abstract

Robust and comprehensive characterization of the topological properties of complex networks requires the adoption

of several respective measurements, among which the node degree has special importance. In the present work, we

provide an introduction to one of these measurements, namely the accessibility of a node, which can be understood

as a generalization of the concept of node degree not only to incorporate successive neighborhoods of that node,

but also to reflect specific types of dynamics unfolding in the network. After discussing the node degree and its

hierarchical extension, we present the concepts of random walk, entropy, and then the accessibility. Several examples of

its numeric calculation are provided, as well as some experimental results indicating that it can effectively complement

the information provided by other topological measurements of four types of complex networks, namely Erdés—Rényi,

Watts-Strogatz, Barabasi-Albert, and Geometric. We also describe how a recently developed toolbox can be used for

the calculation of accessibility in relatively large networks.

“D’una citta non godi le sette o le settantasette meraviglie,
ma la risposta che da una tua domanda.”

Le Citta Invisibili (Italo Calvino)

1 Introduction

Complex networks are characterize by the intricacies (or
lack of it) of the properties of their topologies, as reflected
in several respective measurements [1]. In particular, the
adjective compler in complex networks has typically indi-
cated how much the topology of the network in question
departs from a regular graph, characterized by all nodes
having exactly the same degree or, when stochasticity is to
be considered, a uniformly random network, whose nodes
present similar degrees.

Though the degree is possibly the most important topo-
logical measure, the specification of the degree of each
node in a given network is by no means enough to com-
pletely represent or specify that network. Indeed, several
networks can be constructed with N nodes having exactly
the same degree but differing respectively to other topo-
logical properties (e.g. [1]).
this phenomenon is that the degree of a node in a net-

One reason accounting for

work is only defined by the local topology of the network

around that node. More specifically, the degree of a node
corresponds to the number of neighbors (or connections)
it has. From another perspective, we can also say that
the representation of a network in terms of the degree
of all its constituent nodes provides a “degenerate” map-
ping of that network, in the sense of being non-invertible,
therefore implying loss of information about the original
structure.

The adoption of additional topological measurements
of a network contributes to making a mapping less degen-
erated. For instance, in case the adjacency matrix of a
network is taken as its respective set of measurements, it
will provide an invertible mapping. However, this type of
measurement depends on the labeling of nodes, therefore
implying in solving the isomorphism problem, which can
computationally prohibitive.

There seems to be no definitive result regarding the
identification of the smallest set of topological measure-
ments, not dependent of isomorphism, allowing an invert-
ible representation of a network through a respective map-
ping into a measurement space. One of the involved com-
plications is that there is a virtually infinite set of possible
topological measurements of complex networks, some of
which have been revised in [2].

Some network measurements other than the node de-
gree have more frequently adopted (e.g. [2]), including
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Figure 1: The main aspects underlying the definition of the
accessibility of a reference node degree (shown in red) include
the adoption of a dynamics of interest, the definition of one
or more topological scales (order h), and the consideration
of the network topology along successive neighborhoods of the
reference node (the first two of them being represented in green
and blue).

the clustering coefficient, shortest path between nodes,
assortativity, betweenness centrality, and matching index,
among many others. One family of complementary mea-
surements of the topology of a given network that is of
particular interest for the present work are those features
more closely related to the node degree. These include,
but are not limited to, the hierarchical degree, accessibil-
ity, and symmetry.

Briefly speaking, the hierarchical degree allows for ex-
panding the topological scale of the degree in order to take
into account subsequent neighborhoods. The accessibil-
ity expands further the concept of the hierarchical degree
to incorporate dynamic properties associated with net-
works, allowing probabilities to be defined between each
node and nodes belonging to several neighborhoods. In
particular, the accessibility measurement has been found
to be closely related to the borders of a given network,
which would correspond to the set of nodes presenting
the smallest accessibility values (e.g. [3]).

The present work aims at providing a hopefully acces-
sible introduction to the accessibility measurement of a
node in a complex network. As a preparation, the con-
cepts of traditional node degree, hierarchical degree, ran-
Then, the
accessibility measurement is presented, illustrated, and
compared to some other measurements in terms of Pear-
son correlation coefficients. The possibility to use the ac-
cessibility to define and obtain the borders of networks is

dom walks are revised and illustrated first.

then discussed, followed by a mini-review of some of the

many applications of the accessibility to be found in the
literature.

2 Node Degree: A Specially Im-
portant Measurement

The simplest manner to define the node degree probably is
as “the number of edges connected to a node”. Though,
we also provide in the following a more formal mathe-
matical definition of this measurement in terms of the
adjacency matrix A representing the network of interest.

The adjacency matrix has dimension N x N, where N
is the number of network nodes. The element a;; of A
corresponds to the number of connections between ¢ and j,
with a; ; = 0 meaning that these nodes are not connected.
On non-directed networks, A will be a symmetric matrix,
whereas for directed networks, it is possible that a;; #
Q-

The degree for a node indexed by 4 in a non-directed

network is:
ko= aij, (1)
J

where a; ; stands for a generic element of the matrix A.
Figure 2 shows an example illustrating the concept of
degree of a node belonging to a simple network.
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Figure 2: The degree of a given network node. The degree of
node 6 (highlighted) is equal to k¢ = 5 because it makes five
connections.

In directed networks, each node has both its out- and
in-degrees. The former corresponds to the number of
edges outcoming from a node (k?“!). The in-degree is
the number of edges that enter a node (ki"). The total



degree of the node therefore corresponds to the sum of
in-degree and out-degree:

ki = kg 4 kI, (2)

Given that each network node has its own degree (or
in- and out-degree in the case of directed networks), fre-
quently the histogram of the degree is used to characterize
the topology of a network.
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Figure 3: Example of two networks topology (on left) and
the respective degree histogram distribution (on right). Both
networks have 2,000 nodes and an average degree equal to 2.0.

The node degree is particularly important because it
provides a good indication of the local connectivity of a
network, as illustrated in Figure 3. In addition, the node
degree has been found to be often correlated to several
other measurements of the network, as well as being also
related to important dynamical properties [4, 5].

However, despite the particular importance of the node
degree, the its specification for each of the nodes of a given
network is, in general, not enough to provide a complete
respective representation, in the sense of being impossi-
ble to recover the original network only from this infor-
mation (e.g. [1]). For this reason, several other measure-
ments need to be be typically incorporated in order to
characterize the topology of complex networks in a more
complete manner (e.g. [2]).

Among the several existing topological measurements,
the hierarchical degree, accessibility, and symmetry are
directly related to the concept of node degree. In fact,
they correspond to successive generalizations of that orig-
inal concept, as will be discussed in the remainder of the
following sections.

3 Hierarchical Degree

One manner to generalize the node degree is by consider-
ing not only the first neighbors, but also nodes belonging
to successive neighborhoods (also called layers). The hi-
erarchical degree of a node ¢ can be defined as the number
of links between the nodes that are in the layer R} , and

% with node i as reference [6]. The layer R} is defined
as containing all nodes in network that are at minimal
distance of h edges, starting from i. We refer to h as the
order of the hierarchical degree.

The hierarchical degree of node ¢ , considering the order
h, can be expressed by the following equation:

Kih)y=>" > (3)
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where a;; are elements of adjacency matrix.

Figure 4: Example of hierarchical degree of order h = 2 for
node 6 (red dot). In this example, the hierarchical degree of
order 2 corresponds to the number of links connecting the blue
and green dots, resulting in Ks(2) = 7.

Figure Figure 4 shows an example of the calculation of
the hierarchical degree for order 2. As it is defined, the
hierarchical degree will correspond to the number of links
between the green dots (layer RY) and the red dots (layer
RS).

For order 1, the hierarchical degree will coincide with
the normal degree, so the hierarchical degree can be un-
derstood as a natural generalization of the classical node
degree. By taking into account larger scale properties of
the network, this measurement is able to provide addi-
tional information about network hierarchy and connec-
tivity, therefore complementing the topological character-
ization of each node. Indeed, the topological scale of the
respective characterization can be controlled by the choice
of the order h: the larger the adopted value, the larger



the scale of the topological characterization.
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Figure 5: Hierarchical degree, for h = 1,2,... 10, characteriz-
ing three arbitrary network nodes having the same traditional
degree. These three nodes were obtained from a same BA
network with 1,000 nodes.

Figure Figure 5 shows the hierarchical degree, for h =
1,2,...10, of three nodes of a BA network with 1,000
nodes. Though all these three nodes have the same tra-
ditional degree equal to 10, their respectively set of hier-
archical degrees is substantially different. This example
corroborates the fact that there are topological features
around each node that are not reflected in the traditional
degree. In other words, though the three nodes in this
example have substantially different contextual topolog-
ical properties, they would be understood as having the
same features in case only the traditional degree had been
taken into account.

4 Random walks

A random walk is a kind of stochastic dynamics taking
place in a complex network, consisting of trajectories com-
posed by a succession of aleatory steps taken by a moving
agent or walker. Given that several physical world phe-
nomena — including but not limited to energy and mat-
ter diffusion and flow — are intrinsically related to ran-
dom walks, several fields of knowledge adopt this tool, in-
cluding economics (e.g. [7]), population genetics(e.g. [8]),
physics (e.g. [9]), and computer science (e.g. [10]), to name
just a few examples.

Figure 6 illustrates a random walk by a single agent on a
simple network. It starts at node 6 and then, at each suc-
cessive step, one of the outgoing edges of the current node
is chosen with equal probability. This action is repeated
until some stopping criteria is verified. The red arrows
indicate each of the moves taken along the random walk,
therefore defining a contiguous trajectory. Given that the
transition probabilities are all equal at each basic step,
this type of random walk is often said to be uniform.
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Figure 6: An example of a random walk by an agent on a sim-
ple network. The transition probabilities p; ; are also indicated
in the figure.

As with most dynamic systems, the dynamics of ran-
dom walks encompasses two successive regimes: (i) tran-
sient; and (ii) steady-state or equilibrium. Informally
speaking, the latter can be characterized by the system
having departed substantially from the respective initial
condition and became stable with respect to some attrac-
tor, which can be a fixed point or of some other more
elaborated type.

There is a virtually infinite number of possible types
of random walks. In addition to the discussed above, it
is also possible to have the transition probabilities being
non-uniform, e.g. by being proportional to some property
of the input/output nodes (e.g. degree). In addition, as
in Levy flights [11], it is possible to have non-contiguous
trajectories, in the sense that the agent can ‘jump’ directly
to some more distant node. In addition, random walks
can be classified as being deterministic, in which case the
movements are performed while optimizing some given
property (e.g. minimal distance).

5 Entropy

Informally speaking, in statistical mechanics, entropy is a
measurement that quantifies the molecular degree of free-
dom of a system. Physical entropy is also often associated
with randomness, diffusion of matter and energy, and dis-
order. In information theory, entropy is understood as the
amount of information necessary to specify the complete
micro-state of the system.

The Shannon entropy [12] is a concept originally ap-
plied to study the information content of a transmitted
message, with possible applications in data compression



and communications.
Information entropy is defined as:

H=- Zpi log, (i), (4)

where p; are a discrete set of probabilities.

All in all, entropy reflects the disorder or heterogeneitu
in a system and reflects the uncertainty about these sys-
tem elements. The H value will be minimum when con-
stant probability distribution, and will be maximum for
uniform distributions.

It is also possible to modify the entropy into other re-
lated measurements. Of particular interest is the the di-
versity of a probability density (D) [13], defined as the
exponential of entropy

D =exp (H). (5)

This measurement expresses the effective number of
states (values) in the probability density, having appli-
cations as in quantifying the diversity of species in ecol-

ogy [13].

6 Accessibility

When applied to characterize the connectivity of networks
(graphs) along several neighborhoods [14], the above men-
tioned diversity has been called accessibility, providing a
manner of quantifying the effective number of nodes ac-
cessible from a given node in a network (it is also possible
to consider the opposite, i.e. how well the neighbors of a
node can access that node).

As such, the accessibility has some important proper-
ties, including: (i) as the hierarchical degree, it takes into
account not only the local connectivity around a node,
but also the topology along additional neighborhoods (in-
creasing topological scales); (ii) the accessibility considers
not only the topology, but also some type of dynamics
of interest taking place in the network, which define re-
spective transition probabilities; (iii) it has been found to
provide a good indication of the borders of complex net-
works [3]; (iv) it can be understood as a generalization
of the degree and hierarchical node degree incorporating
more information about the network topology surround-
ing a node.

For a given source node i, and walks with length h
departing from this node, the accessibility can be defined
as:

Al(h) =exp | — Zp;h) logpﬁh) ) (6)
J

where {pgh)’péh), e ;h)y R aps\}fli)(h)

probability for reaching the IV;(h) neighbors of ¢ that are

} are the transition

at distance h. Observe that transition probabilities can be
understood as corresponding to a specific type of weights
associated to the edges of a network.
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Figure 7: A simple example of how to calculate the accessibil-
ity and the impact of the link weights on the result. See text
for an explanation.

Figure 7 illustrates an example of how to calculate the
accessibly of a node in a simple graph, taking into ac-
count only the first neighborhood. Figure 7 (a) presents
the mathematical definition to be used to calculate the ac-
cessibility for a given node of a network; and (b) and (c)
depict different configurations of transition probabilities
from the reference node to its neighbors.

Having a perfectly uniform distribution of transition
probabilities, the situation shown in (b) leads to the max-
imum accessibility value, which is not verified for the ex-
Observe that in the latter situation the
nodes will, in the average, be visited in a highly heteroge-

ample in (c).



neous manner during a random walk, with node 1 receiv-
ing more than half of the transitions from the reference
node 4 (red dot), while node 5 would be rarely visited.

In summary, the accessibility of a node i given a neigh-
borhood h can be understood to quantify how uniformly
the nodes at that neighborhood are visited/accessed from
random walks emanating from the reference node.

The accessibility also motivated another directly re-
lated topological measurement of complex networks,
namely the node symmetry, which involves two aspects:
backbone and merged [15]. As in the accessibility, This
measurement aims at considering the interaction of each
node with successive neighborhoods, but in a normalized
way so as to minimize the effect of the degree of the node
of interest.

A software resource has been made available to provide
a manner of obtaining the accessibility and symmetry of
nodes in a given network. This is provided through the
“network-symmetry” package available on Python Pack-
age Index (PyPI) repository. The “network-symmetry”
is a fast library written in C for python to calculate net-
work Accessibility and Symmetry. The information about
these measurements, installing commands, documenta-
tion, and steps for its application, is available: https://
github.com/ABenatti/network_symmetry and https:
//pypi.org/project/network-symmetry/.

7 Comparison between the mea-
surements

In order to compare the accessibility with other measure-
ments, so as to infer how it may be related to and to
infer how it may complement them, here we describe the
following experiment. We created networks according to
the following 4 network models with 2,000 nodes each, all
having the same average degree 4.0:

1. Erdés-Rényi model (ER) [16] — A network obtained
from uniformly random connections with probability

b;
2. Watts-Strogatz model (WS) [17] — A random network

generation model that provides graphs with small-
world properties;

3. Barabasi-Albert model (BA) [18] — A network char-
acterized by power-law degree distribution;

4. Geometric model (GEO) [19] — Vertices are randomly
inserted as points in the 2D unit square, being pair-
wise connected if they are closer one another by less
than the given radius.

In order to infer the possible relationship between the
accessibility and more traditional topological measure-

ments we obtained the respective scatter plots accompa-
nied by the respective Pearson correlation coefficients (p),
which are shown in Figures 8, 9, 10, and 11

These figures allow a identification of possible relation-
ships between the accessibility with other frequently em-
ployed topological measurements, namely with degree, hi-
erarchical degree, betweenness centrality, and clustering
coefficient respectively.
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Figure 8: Comparison the degree and accessibility in four net-
work models.

In none of the obtained scatterplots can be observed
a significant relationship between accessibility and mea-
sures of comparison. Therefore, we observe that accessi-
bility is largely unrelated to other more traditional topo-
logical properties, therefore providing promising subsidies
for complementing the characterization of the structure of
complex networks.

8 Application to border detection

Accessibility has several applications in network science.
One particularly interesting and useful possibility is to
use this measurement to propose a formal and objective
definition of the borders of a network, therefore allowing
the identification of more external or internal nodes [3].
This property reflects the ability of the accessibility also
to quantify the centrality of nodes or groups of nodes.
Given a reference node i and a sufficiently large net-
work, the effectiveness of a node i in being accessed from


https://github.com/ABenatti/network_symmetry
https://github.com/ABenatti/network_symmetry
https://pypi.org/project/network-symmetry/
https://pypi.org/project/network-symmetry/

ER - Netwaork WS - Network
w0l p=-0.156 2207« o0=-0.179)
200
m 4
% 150 4,
g 1. 100 -
04, 5o
o —_ = e 04 _- #n
T T T T T T T
0 0 40 80 0 20 40
BA - Netwaork GEOD - Metwork
120 q# p=-0.14 30 v p=0.157
L
100 {2
'
B .
i@
et
o
T D-I . | T
0 50 100 ] 100 200

Hierarchical Degree (order 2)  Hierarchical Degree {order 2}

Figure 9: Comparison the hierarchical degree (order 2) and
accessibility in four network model.
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Figure 10: Comparison the betweenness centrality and acces-
sibility in four network model.
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Figure 11: Comparison the clustering coefficient and accessi-
bility in four network model.

other nodes in a network after h steps depends on the
centrality of the node i. In general, nodes near the net-
work border tend to have smaller accessibility values than
more central nodes.

An aspect of special importance regards the fact that
the definition of the borders of a complex network in terms
of the accessibility of its nodes also allows a topological
scale of particular interest to be selected. For instance, if
somebody is particularly interested in the properties of a
node given its most immediate neighborhood, a relatively
small value of h can be selected. On the other hand, if
the properties of a node need to take into account a more
general topological perspective, a higher value of h can
be set. It is also possible to perform analyses considering
several successive values of h, which leads to a multi-scale
approach.

Figure Figure 12 shows the accessibility of the nodes in
some networks examples respective to some well-known
models of networks — ER (a) , WS (b) , BA (¢), GEO
(d) — showing the accessibility values in terms of a heat
map for order h = 3. A real-world network (e), corre-
sponding to the urban streets of Sao Carlos, SP, Brazil,
is also considered respectively to order h = 2.

There are several interesting applications of this
method, including the determination of border of urban
regions [3, 20].
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9 A Brief Review of Some Acces-
sibility Applications

Accessibility as a network measurement has been applied
to study urban networks such as in [14] and [21]. In the
latter work, the authors propose to use topological and
geometric measures, characterizing low-access regions, to
help identify urban inconsistencies that may occur due to
unsuccessfully implemented decisions.

The concept of accessibility has also been explored in
order to quantify the influence of individuals concerning
the diffusion of information using network dynamics [22].
This study noted that the neighbors of a node tend to
have ability to significantly affect the propagation.

In order to develop means to identify scientific frauds,
the work [23] considered the hypothesis that artificially
generated manuscripts can be distinguished from real
scientific papers through topological characterization of
complex networks. In this context, accessibility turned
out to be useful in specific cases, allowing good perfor-
mance as a network topological measure to discriminate
between real papers from those produced by an automatic
generator.

In another work, the accessibility was employed to in-
vestigate the possible correlations between the heteroge-
neous spread of epidemic disease and several attributes
of the originating sources [24]. Applying the suscepti-
ble-infected-recovered (SIR) model, the authors consid-
ered real and theoretical and networks, observing a high
correlation between the overall prevalence of the epidemic
and the degree, strength, and accessibility of the epidemic
sources.

Another application applied the accessibility to quan-
tify the effect of underground systems in facilitating
more uniform access to diverse places in Paris e London
cities [25]. Among the several obtained results, it was
shown that the incorporation of public transport tends to
enhance the accessibility in cities exhibiting a less uniform
topology.

A metric based on accessibility was explored on [26],
considering a network with scientific papers connected
through edges whenever they share the same keyword.
This work investigated how well the paper relates with
other papers presented in the same conference. The anal-
yses provided a picture of the new emerging topics for
future conferences.

The work reported in [27] proposed to modify the acces-
sibility method to be more specific to road networks. The
authors substituted the topological distance with the ge-
ometric distance and called this new measurement access
diversity. The authors concluded that this measurement
can identify particularly significant locations in cities that

can provide a more intuitive picture of the urban streets.
Network are complex structures that have been em-
ployed to represent and investigate a large variety of com-
plex phenomena, from the spread of information to the
dissemination of infectious diseases, traffic flow, and the
growth of cities, among many other possibilities. The
accessibility measurement has been found to provide an
interesting resource for studying these structure.

10 Conclusions

The area of network science (e.g. [28]) has undergone an
impressive development since the initial studies of the
WWW (e.g. [29]) and the Internet (e.g. [30]). One topic
that has received particular interest regards the charac-
terization of the topological properties of the nodes in
these networks. Among these possible measurements, the
degree possesses a special relevance as it has been found
to be related to several structural and dynamical proper-
ties. At the same time, it has been observed ([1], see also
Fig. 5) that the specification of the degree of each node in
a network is not enough to provide a complete representa-
tion, in the sense of being invertible. More measurements
are required for that finality.

The accessibility has been proposed as a means to gen-
eralize the concept of node degree not only along with
successive neighborhoods around the node of reference,
but also to incorporate specific dynamics of interest. It
has been found useful in a large number of applications,
some of which revised here, including the definition and
identification of the borders of graphs and complex net-
works.

The present work aimed at providing a hopefully acces-
sible introduction to this measurement, starting by high-
lighting the special importance of the node degree, and
then discussing the related hierarchical degree measure-
ment. The interesting subject of random walks, which
is frequently adopted while calculating the accessibility,
was revised next, followed by a brief presentation of the
entropy concept. With basis on these concepts, the acces-
sibility measurement was then presented and illustrated
through simple examples. It was then shown, by consid-
ering the correlations between the accessibility and other
typically adopted measurements with respect to four net-
work models, that the accessibility presents little rela-
tionship with those measurements, therefore being able
to provide complementary information. The possibility
to define and obtain the borders of a complex network in
a multi-scale manner by using the accessibility was then
reviewed and illustrated with respect to four model and
one real-world networks. To conclude our work, we pro-
vided a brief review of some of the applications of the



accessibility to several different areas.
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