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Abstract—Cooperative communication has been widely used to
provide spatial diversity benefits for low-end user equipments,
especially in ad hoc and wireless sensor networks. However,
the lack of strong authentication mechanisms in these networks
leaves them prone to eavesdropping relays. In this paper, we
propose a secure orthogonal frequency division multiplexing
(OFDM) transmission scheme, where the destination node trans-
mits a jamming signal over the cyclic prefix (CP) duration of the
received signal. Simulation results verify that as long as at least
a part of the jamming signal falls to the actual data portion of
the eavesdropping relay, it spreads through all the data symbols
due to the fast Fourier transformation (FFT) operation, resulting
in degraded interception at the eavesdropper.

Index Terms—5G, 6G, cyclic prefix (CP), jamming, OFDM,
physical layer security (PLS).

I. INTRODUCTION

Wireless communication has become an increasingly im-
portant part of human existence, a reality re-emphasized by
the recent pandemic [1]]. The ubiquitous presence of wire-
less signals brings about significant advantages in terms of
connectivity for communication and environmental awareness.
However, this comes at the potential cost of users’ data privacy
and security [2]. In the current work, we focus on this problem
in the context of cooperative communication in the presence
of untrusted relays.

Multiple-input multiple-output (MIMO) is considered to be
an essential enabler for fifth generation (5G) (and even Wi-Fi)
and beyond wireless networks [3]. However, services such as
massive machine type communication (mMTC) and Internet
of Things (IoT) cannot always ensure the availability of
hardware capabilities that can support MIMO operation. This
led to the emergence of cooperative communication paradigm
around the turn of the century, where the aim is to improve
the quality of service (QoS) of the users through cooperation.
Cooperative communication, while generally applicable to
different network realizations, is more suited to ad hoc and
wireless sensor networks (WSNs) compared to the cellular
systems [4]. Unlike the latter, the former two systems lack
a sophisticated authentication mechanism. This may lead to
violation of a user’s data confidentiality by the very nodes
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that are expected to improve the communication via spatial
diversity. Accordingly, there exists a plethora of approaches
for physical layer security (PLS) in cooperative communi-
cation, which can be broadly categorized into cooperative
relaying, cooperative jamming and their hybrid combinations.
Both these approaches usually comprise of two phases, where
the first one is broadcast of information from the source. In the
second step, the appropriate relay forwards the message to the
destination. In the case of relaying, the selection of the helper
(relay) is done to degrade the eavesdropper’s interception
capability. In the case of jamming, the source itself, the
destination, or any other helper node transmits noise-like
signals such that the eavesdropper cannot hear the message
(3]

Despite the clear advantage in terms of degraded eaves-
dropping capability [6], the cooperative jamming techniques
have various limitations. For instance, in the case of friendly
jamming the presence of a trustable node is necessary [7].
Furthermore, the jamming signal from this helper can also
degrade the destination’s performance. Destination-based jam-
ming techniques resolve this issue by exploiting their prior
knowledge of the jamming signal. However, they require full-
duplexing capabilities to achieve spatial diversity [8]. In both
cases, jamming signals are to be transmitted throughout the
first phase (where the source broadcasts the signal) of coopera-
tive communication, which is unsuitable for power-limited de-
vices. To this end, we propose the design of a jamming signal
which is only transmitted for part of the broadcast phase, yet
its effect is spread throughout the signal duration by exploiting
the properties of orthogonal frequency-division multiplexing
(OFDM) signals and fast Fourier transform (FFT) operation.
Since the jamming signal is only transmitted during the cyclic
prefix (CP) part at the destination, it also eliminates the need
for full-duplexing capability.

The rest of this article is organized as follows. Section
describes the general system model for amplify-and-forward
(AAF) cooperative relaying. The proposed approach for CP
jamming is discussed in Section Simulation results and
related discussions are covered in while Section [V| con-
cludes the work and provides some future directions.



II. SYSTEM MODEL

Without loss of generality, we assume a dual-hop half-
duplex relay-aided system with AAF protocol [9]]. As shown
in Fig. it consists of a source that wants to communicate
with a destination in the presence of an untrusted relay, where
each node consists of a single antenna. Here, the goal is to use
the advantages provided by the relay without letting it decode
any information. The system is based on OFDM modulation
with N subcarriers. The channels corresponding to source-
destination (Hq), source-relay (Hs,), and relay-destination
(H,q) links are assumed to be slowly varying Rayleigh fading
with L exponentially decaying taps. A CP of length L is
introduced to convert the multipath frequency channel into
flat fading subchannels.

At the transmitter, the fre1guency domain OFDM symbols
S =[S 5 Sn-1] € CIV>1 are passed through
the inverse FFT (IFFT) process as s[n] = S n ' Sk exp’ N
and a CP of length L is added. The transmitted signal
with CP can be written as s = [s[N — L +1],...,s[N —
1], s[0], s[1], ..., s[N—L],s|[N—L+1],...,s[N—1]]. Finally,
the source node broadcasts the information to relay and
destination. The received signal at the destination in the
frequency domain on k-th subcarrier can be represented by

Yed(k) == PlHSd(k>S(k) + V‘;d(k)7

1
k=1,...,K; n=1,...,N, ()

where Hq(k) is the channel frequency response (CFR) of the
k-th subcarrier between source and destination, the transmitted
power by the source is represented by P;, S(k) is the symbol
transmitted by source node on k-th subcarrier, and V4(k)
represents additive white Gaussian noise (AWGN) on the k-th
subcarrier with variance Ny/2. Similarly, the received signal
at relay is given by

Y:sr(k) = Pler(k)S(k) + Vsr(k)? (2)

where H,, (k) is the CFR of the k:, subcarrier for source-
relay and V,.(k) represents the AWGN. The relay node will
normalize the received signal before retransmission by the

factor
B(k) = SR — 3)
B Pler(k)‘i‘NO.

Finally, the received signal at destination from the relay can
be given as

Vea(k) = V/PaHya(k) (B(0)Yer () + Vea(k), &)

where H,4(k) is the frequency domain channel attenuation on
the k-th subcarrier between relay and destination, the transmit-
ted power is represented by P», and V,.4(k) shows AWGN on
the k-th subcarrier. The receiver will finally combine Y;.4(k)
signal with Y,4(k) given in (1) by applying maximum-ratio
combining (MRC) and decode the information [[10].
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Fig. 1. Illustration of the proposed approach in a relaying scenario. (a) A
typical dual-hop relay aided system comprising of a single source, relay and
destination each. (b) The user signal is transmitted from source (.S) at time ¢,
reaching the relay (R) and destination (D) at times ¢1 and t2, respectively,
while the jamming signal is transmitted by D at ¢ and reaches R at t3.

III. PROPOSED APPROACH

This section presents the details of the proposed algorithm.
The basic idea here is to devise a method that enables us to
utilize the advantages of the untrusted relay while keeping
the information secure from being eavesdropped on by the
same node. Moreover, we want to achieve this goal without
using an external helper or full-duplex receiver. It should be
noted that in the case of half-duplex destination, diversity
gain is nullified since the destination transmits jamming signal
throughout the first phase rendering it incapable of receiving
the broadcast copy of the signal. The proposed approach, on
the other hand, provides the required spatial diversity obtained
from the signals received in both phases while ensuring that
the relay is unable to intercept the data signal. This is achieved
by the transmission of jamming signal over the CP duration
of the received OFDM signal in the first phase.

The proposed algorithm has two phases.

o Phase-1: Source transmits a communication signal while
destination sends a jamming signal during a portion of



signal duration.

o Phase-2: The relay forwards a signal that it receives
during phase-1 to the destination for final combining and
decoding at the destination.

The following text provides details of the aforementioned
phases of the proposed approach.

A. Phase-1

In phase-1, the source node broadcasts an OFDM signal
to destination and untrusted relay over multi-path Rayleigh
fading channel. The received signals at destination and relay
are given in and (2), respectively. The relay forwards
the received signals using AAF protocol to the destination in
phase-2 to enhance the reliability of communication. However,
there is a possibility that the relay may try to intercept and
decode the data signal for malicious purposes. To ensure
reliable communication while ensuring security from the un-
trusted relay, we propose that the destination transmits the
jamming signal over the CP duration of the received signal
right before receiving the OFDM signal. Even though the
jamming signal overlaps with only a portion of the time-
domain transmitted signal, its effect spreads over all the data-
containing subcarriers once the FFT process is applied at the
relay. This received signal at the relay, containing the jamming
signal arriving from the destination is given by

Vi (k) = v/ PrHy (k) S (k) + Vir (k)

5

+\/PjHya(k)J (k) + Vya(k), ®
where J(k) is the jamming signal and the power of the
jamming signal transmitted by the destination is represented
by P;. It should be noted that (5) contains the additional
jamming term compared to , hence the term Yy, (k) is used
instead of Y, (k).

Figure provides a temporal illustration of phase-1 and
how the signals arrive at both destination and relay. The
transmission from the source initiates at time ¢y. The signal
arrives at relay and destination nodes at times times ¢; and
to, respectively. The destination then transmits the jamming
signal, equal in length to the CP itself and represented by
a checkered block in the figure, immediately upon receiving
its signal. The jamming signal reaches the relay at ¢3. The
starting point of the jammed portion of the relay’s signal in
time can be calculated as

td _ t3 1 = dsd + drd dsr’ (6)

c

where d,, indicates the distance between source and destina-
tion, dg, is the distance between source and relay, and d,.4
is the distance between relay and destination. As mentioned
earlier, as long as part of the jamming signal overlaps with the
data portion at the relay, its decoding capability is degraded.
The overlap itself is ensured by the propagation delay between
the transceivers.

TABLE I
SIMULATION PARAMETERS AND ASSUMPTIONS

Parameter Value

Simulation environment Urban macro

Carrier frequency (fc) 2 GHz
Shadow fading standard deviation (o) | 4 dB
Source/relay transmit power (Pr) 23 dBm
Noise power density (No) -174 dBm/Hz
Source-destination distance 1000 m

Source-relay distance (100, 200, ... , 900) m

CIR length (L) 32

Modulation QPSK

FFT Size (N) 256
B. Phase-2

In phase-2, the relay transmits the signal to the destination
after employing AAF protocol. The received signal at the
destination from the relay without jamming is given by (@).
Replacing Y, (k) with Ys,.(k) in @) and expanding it gives
us

YVoa(k) = v/ PoHya(k) (B(k)v/ Py Ho (k) S ()

The receiver will first remove the jamming signal from
Yrd(k). Since the jamming signal is known at the destination
and CP is discarded in the receiver anyway, the jamming
signal does not affect the signal of the legitimate receiver.
However, some reflected components of the jamming signal
may leak into the actual data and cause a self-interference.
In this study, we assume that the receiver is able to cancel
that interference by estimating the channel around itself.
Afterwards, it employs MRC [10] to combine the resultant
signal with the Y;4(k) that it received during phase-1.

Here it is important to highlight that unlike conventional
PLS techniques [11], the proposed method does not require
channel state information at the transmitter [12]. This ren-
ders the proposed approach suitable for scenarios where the
transmitter/source node has limited capabilities in terms of
computation, channel estimation, etc.

(7

IV. SIMULATION RESULTS AND DISCUSSION

As mentioned earlier, this work considers the presence of
a single antenna source, destination, and relay nodes in an
urban macro environment. As the ratio between received data
and jamming signals depends heavily on the position of the
relay, the following pathloss model is used [13]:

PL = 22logy(d) + 201og o (fc) + 28 + o, (8)

where d is the distance between the transceivers in meters, f.
is the carrier frequency in GHz, and o represents the shadow
fading modeled as a zero-mean log-normal distribution. The
source and destination nodes are assumed to be lkm apart,
with the relay occupying possible positions at multiples of
100m from them. The transmission power of both source and
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Fig. 2. BER performance comparison of relay and destination. Relay’s

performance is seen to be degraded severely with the proposed CP jamming
scheme.

relay is selected as 23dBm, which is typical of a cellular user
equipment (UE). Each link experiences a slow Rayleigh fading
channel, with an exponentially decaying power delay profile
containing a channel impulse response (CIR) of L = 32 taps,
which is also the length of the CP used (unless mentioned
otherwise). Perfect synchronization and channel estimation is
assumed for all links. Noise power spectral density (PSD),
Ny, is taken to be —174dBm/Hz. The simulation results
are averaged over 5000 OFDM blocks, where each block
contains 256 Quadrature Phase Shift Keying (QPSK) symbols.
A summary of these simulation parameters is provided in
Table [I

Figure [2] shows the performance of relay and destination
nodes in terms of bit error rate (BER). This is used to
represent the security gap, which is quantified by the gap in
error rates (bit, symbol, packet, etc.) of the legitimate and
illegitimate receivers [11]]. The horizontal axis represents the
position of the relay, where zero is the location of the source
itself, while 1 represents the location of the destination. For
this simulation, both data and jamming signals are assumed
to have the same power levels (23 dBm). The two curves
for relay represent the two cases of normal relay operation
(without jamming) and with the proposed jamming approach,
respectively, while the curves for destination represent its
performance in phase-1 (where it only receives the broadcast
signal from the source) and when it applies MRC to the two
copies received via source and relay. It can be seen that the
relay’s performance is significantly better than the destination
when neither jamming nor combining is performed. This is
simply due to the physical closeness of the relay to the
source, and the consequent decrease in pathloss. It is shown in
[14] that distance-based cooperative protocol selects the relay
closest to the destination as the optimal one. Our results also
re-iterate this, as the performance of destination after MRC is
significantly improved when the relay moves closer to it. The
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Fig. 3. Effect of jamming power and CP duration.

proposed algorithm also increases the BER of the untrusted
relay at this point, leading to increased security gap.

The interception capability of the eavesdropping relay
depends on the jamming signal received. Accordingly, we
look at the effect of different power levels of the jamming
signals (Py) as well as its different durations, as shown in
Fig. 3| For the former, we have considered three cases, i.e.,
P; =10.25,0.5,1] * Pr,. It can be seen that variation in P;
has a clearly distinguishable effect on the relay’s BER. For
instance, when the relay is at the middle of the source and
destination nodes, its BER goes from 0.019 to 0.05 as P;
increases from 0.25 x Pr, to Pr,. To see the effect of the
length of the jamming signal, we looked at three cases where
both the length of CP and jamming were varied, i.e., CP ratios
of 1/16,1/8,1/4 were used (which were kept equal to CIR
itself). It is observed that the length of the jamming signal
itself has no visible effect on the BER performance. This
observation also encourages us to use the minimum possible
CP length in the system without compromising on the security
performance of the proposed algorithm.

V. CONCLUSION AND FUTURE DIRECTIONS

Wireless communication has become exceedingly important
in our daily lives. However, one of the major concerns in
future networks is the privacy of user data. To this end,
this work tries to address the eavesdropping problem caused
by untrusted relays. The proposed approach involves the
transmission of a jamming signal from the destination in the
interval while it receives the CP part of the signal. Unlike
the conventional solutions which require jamming signals to
be transmitted throughout the broadcast phase, the proposed
method only requires the signal to be transmitted for a fraction
of it.

It should be noted that even though the current work
focuses on the cooperative communication scenario, specif-
ically untrusted relays, the concept presented in this work is
much more general and can be applied to the eavesdropping



problem in any OFDM system. Moreover, in such systems the
jamming signal may also corrupt the (blind) synchronization
attempted by any illegitimate receiver. Further work can also
be carried out to optimize the relay placement and jamming
power allocation to maximize the security gap in cooperative
systems. Moreover, the proposed technique can be used for
secure key exchange between the legitimate nodes in the
presence of an untrusted relay. Furthermore, the proposed
algorithm can also be applied in cases when there is no direct
path between source and destination.
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