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Abstract

Determining information ratios of access structures is an important problem in secret shar-
ing. Information inequalities and linear rank inequalities play an important role for proving
bounds. Characteristic-dependent linear rank inequalities are rank inequalities which are true
over vector spaces with specific field characteristic. In this paper, using ideas of secret shar-
ing, we show a theorem that produces characteristic-dependent linear rank inequalities. These
inequalities can be used for getting lower bounds on information ratios in linear secret sharing.
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1 Introduction
Secret sharing is a cryptographic protocol that consists of distributing a secret in several messages
or shares within a group of participants, in such a way that if a group of participants with access
to the secret shares their messages, they can discover the secret; but if a group of participants that
does not have access to the secret shares their messages, they cannot get any information about the
secret [2, 7, 10, 14]. A specific protocol with this property is called the secret sharing scheme, and
the collection of participants with access to the secret is called the access structure. The efficiency
of a scheme is measured by information ratios which relates the size of the secret and the size of
the shares. In secret sharing, it is important to build efficient secret sharing schemes on an access
structure. Therefore, determining the best information ratio, known as the optimal information
ratio, is an important task.
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A linear rank inequality is a linear inequality that is always satisfied by ranks (dimensions)
of subspaces of a vector space over any field. Information inequalities are a sub-class of linear
rank inequalities [15]. A characteristic-dependent linear rank inequality is like a linear rank in-
equality but this is always satisfied by vector spaces over fields of certain characteristic and does
not in general hold over other characteristics [3, 11, 12]. Information inequalities have been use-
ful to estimate lower bounds on the optimal information ratio of access structures, and linear rank
inequalities have been useful to estimate lower bounds on the optimal information ratio of access
structures in linear secret sharing schemes, i.e. when secret sharing schemes have a linear struc-
ture [4]. To the best of our knowledge, characteristic-dependent linear rank inequalities have not
been used for determining bounds in linear secret sharing schemes in specific finite fields, but due
to the nature of distinguishing finite fields according to their characteristics, these inequalities can
be useful. One area where these inequalities have been useful for determing bounds is in newtork
coding [1, 3, 5, 11, 13].

Contributions. In [7], Jafari and S. Khazaei developed a technique for proving lower bounds on
access structures in linear secret sharing schemes on finite fields with a specific characteristic. They
present their technique using access structures or matroid ports associated with the Fano and non-
Fano matroids. We note that this technique can be improved in order for producing characteristic-
dependent linear rank inequalities that also imply lower bounds on information ratios in linear
secret sharing. For any binary matrix whose determinant is greater than 1, we studied some matroid
ports associated with the representable matroid of this matrix. Since the matrix defines different
matroids according to the field where it is defined, we get different access structures; we establish
the properties that depend on the characteristic of the finite field associated with the matrix. These
properties serve as a guide to define conditions and inequalities that must satisfy vector spaces of
a specific field characteristic. Then, using the vector deletion technique of Blasiak et al. in [1],
which was improved in [11, 12], we get a theorem that produces characteristic-dependent linear
rank inequalities. We emphasize that this theorem produces a pair of inequalities as long as there is
a binary matrix whose determinant is greater than 1. We also show a class of matrices that satisfy
this property and produce 2

⌊
n−1

2

⌋
− 4 inequalities for each n ≥ 7 and we compute some lower

bounds of optimal information ratios associated with matroid ports of these matrices over specific
fields.

Organization of the work. In section 2 and 3, we study concepts of information theory and
secret sharing. In section 4, we show our method for producing characteristic-dependent linear
rank inequalities; this method is summarized with a theorem. In section 5, some inequalities are
produced and we estimate lower bounds on information ratios of some access structures in linear
secret sharing.

2 Information Theory
Let A1, . . ., An be vector subspaces of a finite dimensional vector space V over a finite field F. Let∑
Ai be the span of Ai, i ∈ I . We are interested in tuples of random variables associated to these
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vector spaces, for details about the usual construction of these variables, see [10, 12, 15]; we refer
as linear random variables. There is a correspondence between entropy of linear random variables
and dimension of vector spaces [15, Theorem 2]. So, we identify the entropy of linear random
variables with the dimension of the associated spaces, i.e.

H (Ai : i ∈ I) := dim
(∑

Ai

)
.

The mutual information of A1 and A2 is given by

I (A1;A2) := dim (A1 ∩ A2) .

The codimension of A1 in V is given by codimV (A1) = dim (V )− dim (A1), we have

H (A1 | A2) := codimA1 (A1 ∩ A2) .

The conditional mutual information is expressed as

I (A1;A2 | A3) := dim (A1 + A3)− codimA1 (A1 ∩ A2 ∩ A3) .

The following definition is given to fix ideas about inequalities and vector spaces.

Definition 1. Let P be a proper subset of prime numbers and I1, . . ., Ik⊆ [n]. Let αi ∈ R, for 1 ≤
i ≤ k. Consider a linear inequality of the form

∑
αiH (Aj : j ∈ Ii) ≥ 0. The inequality is called

a characteristic-dependent linear rank inequality if it holds for all vector spaces A1, . . ., An over
a finite field whose characteristic is in P , and does not in general hold over other characteristics.
Besides, the inequality is called a linear rank inequality if it holds for all vector spaces.

The following linear rank inequality is called Ingleton’s inequality [6]. For any A1, A2, A3, A4

subspaces of a finite dimensional vector space,

I (A1;A2) ≤ I (A1;A2 | A3) + I (A1;A2 | A4) + I (A3;A4) .

The following inequality [3] is a characteristic-dependent linear rank inequalities over fields
with characteristic other than 2:

2H (A1) + H (A2) + 2H (A3) ≤ H (B1) + H (B2) + H (B3) + H (C)

+2H (A1 | B1, C) + H (A2 | B2, C) + 2H (A3 | A1, B2)

+3H (B2 | B1, B3) + 3H (C | A3, B3) + 5H (B3 | A1, A2) + 5H (B1 | A2, A3)

+5 (H (A1) + H (A2) + H (A3)− H (A1, A2, A3)) .

Let V = A1 ⊕ · · · ⊕ An and take a vector subspace C of V such that

A1 + · · ·+ Ai−1 + C + Ai+1 + · · ·+ An
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is a direct sum for each i. We say that (A1, . . . , An, C) is a tuple of complementary vector spaces.
Every vector of V has a unique representation as a sum of elements of A1, . . ., An. Therefore, πI
denotes the I-projection function V �

⊕
i∈I
Ai given by

x =
∑

xi 7→
∑
i∈I

xi.

Proposition 2. For any tuple (A1, . . . , An, C) of complementary vector spaces, we have

H (πI (C)) = H (C) ≤ H (Ai) ,

for all i and ∅ 6= I ⊆ [n].

Proof. See proposition 6 in [12].

Lemma 3. Let A1, . . ., An and C be vector subspaces of a finite dimensional vector space V , such
that

- C ≤
∑
Ai.

- C ∩
∑
i 6=k

Ai = O for all k.

Then, there exist subspaces Āi ≤ Ai, for i = 1, . . . , n, such that

(i) Āk ∩
∑
i 6=k

Ai = O for all k.

(ii)
(
Ā1, . . . , Ān, C

)
is a tuple of complementary vector spaces.

(iii) H (C) = H
(
Āi

)
for all i.

Proof. In case C = O, we take Āi = O for all i. Otherwise, we assume A1, . . . , An, C 6= O. Let
(ei) be a basis of C, we remark that each ei can be written as

∑
j

eji with eji ∈ Ai by hypothesis.

Define Āi =
〈
eji : j

〉
. For proving (i), we take

x =
∑
i

αie
i
k ∈ Āk ∩

∑
i 6=k

Ai.

We define
∑
i

αiei ∈ C for getting

∑
i

αiei =
∑
i

αi

∑
j

eji
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=
∑
i

αie
i
k +

∑
j

∑
i 6=k

αie
j
i

= x+
∑
j

∑
i 6=k

αie
j
i .

Thus,
∑
i

αiei ∈ C ∩
∑
i 6=k

Ai which implies that
∑
i

αiei = O by hypothesis. Since (ei) is a basis,

αi = 0, i.e. x = O. Hence, (i) is true. In particular, this implies that Āk ∩
∑
i 6=k

Āi = O, and

by definition C ≤
∑
i

Āi. It follows that (ii) is true. We also note Āi is generated by at most

H (C)-vectors; therefore, by Proposition 2 and (ii), we have (iii) is true.

Lemma 4. For any vector subspaces A1, . . . , An of a finite dimensional vector space V , we have∑
i

H (Ai)− I (A1; · · · ;An) ≤
∑
1<i

H (A1, Ai) .

Proof. The proof is by induction. The case n = 2 gives a straightforward information identity. We
suppose the case n− 1 holds, and we show the case n is true,∑

i

H (Ai)− I (A1; · · · ;An) = H (An) + H (A1 ∩ · · · ∩ An−1)

−I (A1 ∩ · · · ∩ An−1;An) +
∑

i≤n−1

H (Ai)− I (A1; · · · ;An−1)

≤ H (A1 ∩ · · · ∩ An−1, An) +
∑

1<i≤n−1

H (A1, Ai) [from cases n = 2 and n− 1]

≤ H (A1, An) +
∑

1<i≤n−1

H (A1, Ai)

=
∑
1<i

H (A1, Ai) .

3 Secret Sharing
Secret Sharing is an important component in many kinds of cryptographic protocols [2, 4, 10]. In a
secret sharing scheme, a secret value is distributed into shares among a set of participants in such
a way that only the qualified sets of participants can recover the secret value.
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Definition 5. An access structure, denoted by Γ on a set of participants P , is a monotone increasing
family of subsets of P . Consider a special participant p /∈ P , called dealer. A secret sharing scheme
on P with access structure Γ is a tuple of random variables Σ := (Sx)x∈Q, where Q = P ∪ p, such
that the following properties are satisfied:

(i) H (Sp) > 0.

(ii) If A ∈ Γ, then H (Sp | SA) = 0.

(iii) If A /∈ Γ, then I (Sp;SA) = 0.

The random variable Sp is the secret value, and the shares received by the participants are given
by the random variables Sx, x ∈ P . A set of participants A is said to be qualified if A ∈ Γ; and it
is said to be non-qualified if A /∈ Γ. A minimal qualified set is a qualified set such that any proper
subset is non-qualified. It is clear that an access structure is determined by the family minF of its
minimal qualified sets.

Definition 6. The information ratio σ (Σ) of the secret sharing scheme Σ is given by

σ (Σ) = max
x∈P

H (Sx)

H (Sp)
.

The optimal information ratio σ (Γ) of an access structure Γ is the infimum of the information
ratios of all secret sharing schemes for Γ. The optimal information ratio using only tuples of linear
random variables is denoted by λ (Γ). When we want to specify the characteristic of the field F or
some characteristic field condition, the optimal information ratio is denoted by λchar(F) (Γ).

We study the following classes of linear programming problems which are useful for calculating
bounds on optimal information ratios [4].

Problem 7. For any access structure Γ on a set P with leader p /∈ P , the optimal solution κ (Γ) of
the linear programming problem is to calculate min (v) such that

(i) v ≥ f (x) for each x ∈ P .

(ii) f (X ∪ p) = f (X) for each X ⊆ P with X ∈ Γ.

(iii) f (X ∪ p) = f (X) + 1 for each X ⊆ P with X /∈ Γ.

(iv) Information inequalities.

Given a secret sharing scheme Σ = (Sx)x∈Q, with access structure Γ, we consider the mapping
given by h (X) := H (SX), for every X ⊆ Q. We define f = 1

h(p)
h. The function f satisfies the

conditions of problem 8. Therefore, f is a feasible solution and we have

κ (Γ) ≤ σ (Γ) .
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When we add linear rank inequalities in (iv), we have a linear programming problem whose optimal
solution, denoted by κ∗ (Γ) holds

κ∗ (Γ) ≤ λ (Γ) .

When we add characteristic-dependent linear rank inequalities the optimal solution is denoted by
κ∗char(F) (Γ), we obtain

κ∗char(F) (Γ) ≤ λchar(F) (Γ) .

Figure 1: A matrix over GF (p) and Fano matroid.

Definition 8. A secret sharing scheme Σ = (Sx)x∈Q is said to be ideal if its information ratio is
equal to 1. An access structure that admits an ideal secret sharing scheme is called ideal access
structure.

Matroids are related to secret sharing, for concepts associated, see [9].

Definition 9. Given a matroidM = (Q, r), where Q is the ground set and r is the rank function.
The port of the matroidM at p ∈ Q is the access structure on P = Q− p whose qualified sets are
the sets X ⊆ P satisfying r (X ∪ p) = r (X).

The following result connects ideal secret sharing and matroids.

Theorem 10. Let Σ = (Sx)x∈Q be an ideal secret sharing scheme on P with access structure Γ.
Then, the mapping given by f (X) = H(SX)/H(Sp) for each X ⊆ Q is the rank function of a matroid
M with ground set Q. Moreover, Γ is the port of the matroidM at p.

As a consequence, every ideal access structure is a matroid port. A known result about κ and
matroid ports is as follows.

Theorem 11. Let Γ be an access structure. Then, Γ is a matroid port if and only if κ (Γ) = 1.
Moreover, κ (Γ) ≥ 3

2
if Γ is not a matroid port.
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Example 12. The port of the Fano matroid at c, according figure 1, is given by the minimum
qualified sets

minF := {a1b1, a2b2, a3b3, a1a2a3, a1b2b3, b1a2b3, b1b2a3} .

The columns of a matrix of representation of Fano matroid define an ideal linear secret sharing
scheme over fields whose characteristic is two, and therefore the ports of the Fano matroid are
ideal. We have:

• σ (F) = λ (F) = λchar(F)=2 (F) = 1,

• κ (Γ) = κ∗ (Γ) = κ∗char(F)=2 (Γ) = 1.

It is more hard for showing [7, 16]:

• λchar(F)6=2 (F) = κ∗char(F) 6=2 (Γ) = 4
3
.

4 Producing inequalities
Consider any n× n binary matrix B = (bji), we write the i-th column as eSi

where

Si = {j : bji = 1} .

We then define the sets:
B′ := {eSi

: 1 < |Si| < n} ,

B′′ := {eSi
: |Si| = 1} ,

B′′′ := {eSi
: |Si| = n} .

In the following, we suppose that |det (B)| = t > 1, for some t ∈ N and B′′′ is empty.
These matrices can be used to define matroid ports which are ideal over some fields; they are

representable matroids.
We consider n+ |B′| participants labeled as follows

P := {aei : i ∈ [n]} ∪
{
beSj

: eSj
∈ B′

}
.

We remark that n participants are labeled using the canonical basis (ei) and |B′| participants are
labeled using the columns of B in B′.

Now, consider any access structure on n+ |B′| participants such that:

• The following set is a subclass of the collection of minimal qualified sets,{
(aei)i/∈Sj

beSj
: eSj

∈ B′
}
∪ {ae1 · · · aen} .
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• The following set is a subclass of the class of non-qualified sets,{
(aei)i∈Sj

beSj
: eSj

∈ B′
}
.

Let PB be the subset of participants labeled by the columns of B. We produce two different classes
of access structures according to add PB to the subclass of minimal qualified sets or to the subclass
of non-qualified sets. There are several access structures with these properties, in the next section
we show an example.

The classes of access structures defined above can be used as a guide for determining properties
or conditions that must be satisfied by associated vector spaces in order to derive some inequalities.
Each vector space can be thought of as follows:

• Aei is associated to aei .

• Bei is associated to bei .

• C is associated to the dealer c /∈ P .

Proposition 13. Let Aei , for i ∈ [n], BeSj
, for eSj

∈ B′, and C be vector subspaces of a vector
space V such that

- C ≤ A[en] ∩

(∑
i/∈Sj

Aei +BeSj

)
for each j.

- C ∩ A[en]−ei = O for each i.

- C ∩

( ∑
i/∈Sj ,i 6=k

Aei +BeSj

)
= O for each eSj

∈ B and k /∈ Sj .

Then, we have vector subspaces Āei ≤ Aei , i ∈ [n]; ASj
ei ≤ Aei and B̂eSj

≤ BeSj
for each eSj

∈ B′

and i /∈ Sj such that

-
(
Āe1 , · · · , Āen , C

)
is a tuple of complementary vector spaces.

-
(
A

Sj
ei , B̂eSj

, C : i /∈ Sj

)
, for each eSj

∈ B′, is a tuple of complementary vector spaces.

- The dimension of any of these subspaces is H (C).

- These subspaces are unique except isomorphisms.

This proposition is a consequence of Lemma 3 and expresses the fact that in the access structure
the participants ae1 · · · aen , (aei)i/∈Sj

beSj
, for all eSj

∈ B′, are minimal qualified sets.
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The following linear mapping is well-defined under hypothesis of previous proposition:

ϕB : C →
⊕
i

Āei

(
⋂
Aei)∩Āei

c 7−→ ϕB (c) :=
∑
i

[ai](
⋂
Aei)∩Āei

,

where c =
∑
i

ai with ai ∈ Āei and Aei :=
{
A

Sj
ei : i /∈ Sj for some j

}
; we take Aei as {O}, in

case that i ∈ Sj for all j. We remark that there is a correspondence between Aei and the subset of
columns of B given by Bei :=

{
eSj

: i /∈ Sj

}
; we take Bei as {O} in case that i ∈ Sj for all j.

Lemma 14. For any vector subspaces Ae1 , . . . , Aen , BeSj1
, . . . , BeSj|B′|

and C of a finite dimen-

sional vector space V such that

(i) C ≤ A[en] ∩

(∑
i/∈Sj

Aei +BeSj

)
for each eSj

∈ B′.

(ii) C ∩ A[en]−ei = O for each i.

(iii) C ∩

( ∑
i/∈Sj ,i 6=k

Aei +BeSj

)
= O for each eSj

∈ B and k /∈ Sj .

Then, [
1 +

∑
i

|Bei |

]
H (C) ≤

∑
i

|Bei |H (Aei) + H (ker (ϕB)) .

Proof. From mapping ϕB, we can derive the inequality

H

(
C

ker (ϕB)

)
≤
∑
i

H

(
Āei

(
⋂
Aei) ∩ Āei

)
.

So
H (C)− H (ker (ϕB)) ≤

∑
i

[
H
(
Āei

)
− I
(
Āei ;

⋂
Aei

)]
.

Then

H (C)− H (kerϕB) +
∑
i

∑
eSj
∈Bei

H
(
ASj

ei

)
≤
∑
i

H
(
Āei

)
+
∑

eSj
∈Bei

H
(
ASj

ei

)
− I
(
Āei ;

⋂
Aei

) ,
≤
∑
i

∑
eSj
∈Bei

H
(
Āei , A

Sj
ei

)
, [from Lemma 4].
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Since H
(
A

Sj
ei

)
= H (C),

∑
eSj
∈Bei

1 = |Bei | and Āei , A
Sj
ei ≤ Aei , we get

H (C)− H (ker (ϕB)) +
∑
i

|Bei |H (C) ≤
∑
i

|Bei |H (Aei) ,

which implies the desired inequality.

Lemma 15. For any vector subspaces Ae1 , . . . , Aen , BeSj1
, . . . , BeSj|B′|

and C of a finite dimen-

sional vector space V over a finite field F whose characteristic does not divide t, such that

(i) C ≤ A[en] ∩

(∑
i/∈Sj

Aei +BeSj

)
, for each eSj

∈ B′.

(ii) C ∩A[en]−ei = C ∩

(∑
i∈Sj

Aei +BeSj

)
= C ∩

( ∑
i/∈Sj ,i 6=k

Aei +BeSj

)
= O, for all eSj

∈ B′ and

k /∈ Sj .

(iii) C ∩ B = O, where B is the sum of all vector subspaces indexed by the columns of B.

Then
ker (ϕB) = O.

Proof. We take c =
∑
i

ai ∈ C such that ϕB (c) = O, where ai ∈ Āi. We have to show c = O. By

definition of ϕB,

ai ∈ Āei ∩

 ⋂
eSj
∈Bei

ASj
ei

 .

Hence, ai ∈ A
Sj
ei for all eSj

∈ Bei , and therefore∑
i/∈Sj

ai ∈
∑
i/∈Sj

ASj
ei
.

From (i) in Lemma 3, there exists bj ∈ B̂eSj
for each eSj

∈ B′ such that
∑
i/∈Sj

ai + bj ∈ C. Hence,

∑
i∈Sj

ai − bj =
∑
i

ai −

∑
i/∈Sj

ai + bj

 ∈ C ∩
∑

i∈Sj

Aei +BeSj

 .

From (ii), this implies ∑
i∈Sj

ai = bj for all eSj
∈ B′.
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These equalities define the following linear system of equations

BT

 a1
...
an

 =



b1
...

b|B′|
b1

...
b|B
′′|


, (1)

where the vectors b1, . . . , b|B
′′| are omitted when B′′ is empty; in other case, bi := ai, for ei ∈ B′′.

Since char (F) does not divide t = |det (B)|, the matrix BT is non-singular. Therefore, each ai can
be written as a linear combination of b1, . . ., b|B′|, b1, . . ., b|B′′|, which implies that c ∈ B. From
(iii), we get c = O.

Corollary 16. For any vector subspaces Ae1 , . . . , Aen , BeSj1
, . . . , BeSj|B′|

and C of a finite dimen-

sional vector space V over a finite field F, such that

(i) C ≤ A[en] ∩

(∑
i/∈Sj

Aei +BeSj

)
, for all eSj

∈ B′.

(ii) C ∩A[en]−ei = C ∩

(∑
i∈Sj

Aei +BeSj

)
= C ∩

( ∑
i/∈Sj ,i 6=k

Aei +BeSj

)
= O, for all eSj

∈ B′ and

k /∈ Sj .

Then, the mapping
φk
B : ker (ϕB)→ BeSk

c 7−→ φk
B (c) :=

∑
i∈Sk

ai = bk

is an one-to-one well-defined linear function for each eSk
∈ B′. Also, if the k-th column of B is a

linear combination of the columns of the submatrix of B denoted by BX , k /∈ X . Then,

φk
B (ker (ϕB)) ⊆

∑
ei∈BX∩B′′

Aei +
∑

eSi
∈BX∩B′

BeSi
.

Proof. We can follow line-by-line the proof of the previous lemma to obtain that there exists a

unique bk ∈

(∑
i∈Sk

Āi

)
∩ B̂eSk

⊆ BeSk
. So φk

B is well-defined. Since the written of each c ∈

ker (ϕB) is unique, φk
B is also an one-to-one linear mapping. Also, if the k-th column of B is a

linear combination of the columns ofBX , from equation (1), we have that bk is a linear combination
of (bi)i∈BX

∪ (bi)i∈BX
. Therefore, bk ∈

∑
ei∈BX∩B′′

Aei +
∑

eSi
∈BX∩B′

BeSi
.
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We finally show a theorem that can produce characteristic-dependent linear rank inequalities as
long as there are suitable binary matrices.

Theorem 17. For a n × n binary matrix B such that B′′′ = ∅ and |det (B)| = t ∈ N, t > 1. Let
Ae1 , . . . , Aen , BeSj1

, . . . , BeSj|B′|
and C be vector subspaces of a finite dimensional vector space V

over F. We have

- The following inequality is a characteristic-dependent linear rank inequality over fields whose
characteristic does not divide t,

H (C) ≤ 1

1 +
∑
i

|Bei |
∑
i

|Bei |H (Aei)+H
(
C | A[en]

)
+I
(
C;Aei , BeSj

: ei ∈ B′′, eSj
∈ B′

)

+
∑
i

I
(
C;A[en]−ei

)
+

∑
eSh
∈B′,i/∈Sh.

I
(
C;Aej , BeSh

: j /∈ Sh, j 6= i
)

+
∑

eSj
∈B′

[
H
(
C | Aei , BeSj

, i /∈ Sj

)
+ I
(
C;Aei , BeSj

: i ∈ Sj

)]
.

- Fixed k ∈ [n] such that eSk
∈ B′. The following inequality is a characteristic-dependent linear

rank inequality over fields whose characteristic divides t,

H (C) ≤ 1

2 +
∑
i

|Bei |

[∑
i

|Bei|H (Aei) + H
(
BeSk

)]
+H

(
C | Aei , BeSj

: ei ∈ B′′, eSj
∈ B′

)

+H
(
C | A[en]

)
+
∑

eSi
∈B′

H
(
C | Aej , BeSi

: j /∈ Si

)
+
∑
i

I
(
C;A[en]−ei

)
+

∑
eSh
∈B′,i/∈Sh.

I
(
C;Aej , BeSh

: j /∈ Sh, j 6= i
)

+
∑

eSj
∈B′

I
(
C;Aei , BeSj

: i ∈ Sj

)
+
∑
i

I
(
C;Aej , BeSi

: eSj
∈ B′, ej ∈ B′′, j 6= i

)
.

The inequalities do not in general hold over fields whose characteristic is different to the men-
tioned. Counter examples would be in V = GF (p)n, take the vector spaces Aei = 〈ei〉, ei ∈ [en],
BeSj

=
〈
eSj

〉
, eSj

∈ B′, and C = 〈
∑
ei〉 Then, when p divides t, the first inequality does not hold;

and when p does not divide t, the second inequality does not hold.

13



Proof. To prove the first inequality: let F be a finite field whose characteristic does not divide t.
Let

C〈0〉 := C ∩ A[en] ∩

 ⋂
eSj
∈B′

∑
i/∈Sj

Aei +BeSj

 .
We have

H
(
C | C〈0〉

)
≤ H

(
C | A[en]

)
+
∑

eSj
∈B′

H
(
C | Aei , BeSj

: i /∈ Sj

)
.

Recursively, for i ∈ [n], denote by C〈i〉, a subspace of C〈i−1〉 which is a complementary space to∑
j 6=i

Aej in

C〈i−1〉 +
∑
j 6=i

Aej .

We have
H
(
C〈i−1〉 | C〈i〉

)
≤ I
(
C;Aej : j 6= i

)
.

Let C [0]
eSj1

:= C〈n〉 and recursively, for each i /∈ Sj1 , we denote by C [i]
eSj1

, a subspace of C [i−1]
eSj1

which
is a complementary space to

∑
j /∈Sj1

,j 6=i

Aej +BeSj1
in

C [i−1]
eSj1

+
∑

j /∈Sj1
,j 6=i

Aej +BeSj1
.

We have
H
(
C [i−1]

eSj1

| C [i]
eSj1

)
≤ I
(
C;Aej , BeSj1

: j /∈ Sj1 , j 6= i
)
.

In a similar way, we define C [0]
eSj2

= C
[n]
eSj1

, . . ., C [0]
eSj|B′|

= C
[n]
eSj|B′|−1

until to find a subspace C(0) :=

C
[n]
eSj|B′|

that holds

H
(
C〈n〉 | C(0)

)
≤

∑
eSh
∈B′,i/∈Sh.

I
(
C;Aej , BeSh

: j /∈ Sh, j 6= i
)
.

Recursively, for i, with eSi
∈ B′, we denote by C(i), a subspace of C(i−1) which is a complementary

space to
∑
j∈Si

Aej +BeSi
in

C(i−1) +

(∑
j∈Si

Aej +BeSi

)
.

We also have
H
(
C(i−1) | C(i)

)
≤ I
(
C(i−1);Aej , BeSi

: j ∈ Si

)
.

14



Define by Ĉ, a subspace of C(|B′|) which is a complementary space to

B =

 ∑
eSi
∈B′
BeSi

+

(∑
ei∈B′′

Aei

)

in C(|B′|) + B. We have

H
(
C(|B′|) | Ĉ

)
≤ I
(
C;Aei , BeSj

: ei ∈ B′′, eSj
∈ B′

)
.

Hence,
H
(
C | Ĉ

)
= H

(
C | C〈0〉

)
+ H

(
C〈0〉 | C〈n〉

)
+ H

(
C〈n〉 | C(0)

)
+H

(
C(0) | C(|B′|)

)
+ H

(
C(|B′|) | Ĉ

)
≤ H

(
C | A[en]

)
+
∑

eSj
∈B′

H
(
C | Aei , BeSj

: i /∈ Sj

)
+
∑
i

I
(
C;A[en]−ei

)
+

∑
eSh
∈B′,i/∈Sh.

I
(
C;Aej , BeSh

: j /∈ Sh, j 6= i
)

+
∑

eSj
∈B′

I
(
C;Aei , BeSj

: i ∈ Sj

)
+ I
(
C;Aei , BeSj

: ei ∈ B′′, eSj
∈ B′

)
.

Since Ae1 , . . . , Aen , BeSj1
, . . . , BeSj|B′|

and Ĉ satisfy hypothesis in Lemma 15, we have ker (ϕB) =

O. Therefore, as these spaces also satisfy hypothesis in Lemma 14, it follows[
1 +

∑
i

|Bei |

]
H
(
Ĉ
)
≤
∑
i

|Bei |H (Aei) .

Using the last two inequalities, we can obtain the described inequality:

H (C)− H
(
C | A[en]

)
−
∑

eSj
∈B′

H
(
C | Aei , BeSj

: i /∈ Sj

)

−
∑
i∈[n]

I
(
C;A[en]−ei

)
−

∑
eSh
∈B′,i/∈Sh.

I
(
C;Aej , BeSh

: j /∈ Sh, j 6= i
)

−
∑

eSj
∈B′

I
(
C;Aei , BeSj

: i ∈ Sj

)
− I
(
C;Aei , BeSj

: ei ∈ B′′, eSj
∈ B′

)
≤ H

(
Ĉ
)

≤ 1

1 +
∑
i

|Bei |
∑
i

|Bei |H (Aei) .

15



To prove the second inequality, let k ∈ [n] such that eSk
∈ B′ and let F be a finite field whose

characteristic divides t. Let

C [0] := C ∩ B ∩ A[en] ∩

 ⋂
eSj
∈B′

∑
i/∈Sj

Aei +BeSj

 .
We apply to C [0] the same argument applied to space C〈0〉 in the proof of the previous inequality,
we therefore obtain a subspace C{0} := C(|B′|). Recursively, for i ∈ [n], we denote by C{i}, a
subspace of C{i−1} which is a complementary space to ∑

eSj
∈B′,j 6=i

BeSj

+

 ∑
ej∈B′′,j 6=i

Aej


in

C{i−1} +

 ∑
eSj
∈B′,j 6=i

BeSj

+

 ∑
ej∈B′′,j 6=i

Aej

 ;

we have
H
(
C{i−1} | C{i}

)
≤ I
(
C;Aej , BeSi

: eSj
∈ B′, ej ∈ B′′, j 6= i

)
We define C̃ := C{n} and the following inequality is true

H
(
C | C̃

)
= H

(
C | C{0}

)
+ H

(
C{0} | C̃

)
≤ H

(
C | Aei , BeSj

: ei ∈ B′′, eSj
∈ B′

)
+ H

(
C | A[en]

)
+
∑

eSj
∈B′

H
(
C | Aei , BeSj

: i /∈ Sj

)
+
∑
i

I
(
C;A[en]−ei

)
+

∑
eSh
∈B′,i/∈Sh.

I
(
C;Aej , BeSh

: j /∈ Sh, j 6= i
)

+
∑

eSj
∈B′

I
(
C;Aei , BeSj

: i ∈ Sj

)
+
∑
i

I
(
C;Aej , BeSi

: eSj
∈ B′, ej ∈ B′′, j 6= i

)
. (2)

We remark that vector subspaces Ae1 , . . . , Aen , BeSj1
, . . . , BeSj|B′|

and C̃ satisfy hypothesis in

Lemma 14. Thus, [
1 +

∑
i

|Bei |

]
H
(
C̃
)
≤
∑
i

|Bei |H (Aei) + H (ker (ϕB)) . (3)
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As B is singular over fields whose characteristic divides t, without loss generality, we suppose that
there exists a submatrix BX such that eSk

is a linear combination of the columns of BX . So, from
Corollary 16,

H (ker (ϕB)) ≤ I
(
BeSk

;Aei , BeSj
: ei ∈ BX ∩ B′′, eSj

∈ BX ∩ B′
)
. (4)

We note that C̃ ≤ B and C̃ ∩ BY = O, for all BY , where BY is the sum of all vector subspaces
indexed by the columns of a proper submatrixBY ofB. From Lemma 3, takingC := C̃,Ai := Aei ,
Aj := BeSj

according to ei ∈ B′′ or eSj
∈ B′, the inequality

H
(
C̃
)

+ I
(
BeSk

;Aei , BeSj
: ei ∈ B′′, eSj

∈ B′, Sj 6= Sk

)
≤ H

(
BeSk

)
[we note that B̄eSk

∩ BB−k = O and H
(
C̃
)

= H
(
B̄eSk

)
]

which implies

H
(
C̃
)

+ I
(
BeSk

;Aei , BeSi
: ei ∈ BX ∩ B′′, eSi

∈ BX ∩ B′
)
≤ H

(
BeSk

)
.

Using inequality (4), we have

H
(
C̃
)

+ H (ker (ϕB)) ≤ H
(
BeSk

)
.

Therefore, from inequality (3),[
2 +

∑
i

|Bei|

]
H
(
C̃
)
≤
∑
i

|Bei |H (Aei) + H
(
BeSk

)
.

From this and inequality (2), we obtain the desired inequality:

H (C)−H
(
C | A[en]

)
−
∑

eSj
∈B′

H
(
C | Aei , BeSj

: i /∈ Sj

)
−H

(
C | Aei , BeSj

: ei ∈ B′′, eSj
∈ B′

)

−
∑
i

I
(
C;A[en]−ei

)
−

∑
eSh
∈B′,i/∈Sh.

I
(
C;Aej , BeSh

: j /∈ Sh, j 6= i
)

−
∑

eSj
∈B′

I
(
C;Aei , BeSj

: i ∈ Sj

)
−
∑
i

I
(
C;Aei , BeSj

: eSj
∈ B′, ei ∈ B′′, j 6= i

)

≤ H
(
C̃
)
≤ 1

2 +
∑
i

|Bei |

(∑
i

|Bei |H (Aei) + H
(
BeSk

))
.
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B1 · · ·Bt+1At+2 · · ·AM(n,t)

0 · · · 1 0 · · · 0

1
... 1 0

... 0
...

...
...

...
... 0

1
... 1 0

... 0

1
... 0 0

...
...

1
... 1 1

... 0

1
...

... 0
... 0

1
... 1

...
... 0

1 · · · 1 0 · · · 1



a1 · · · at+1 b1 · · · bt+1 c
1 · · · 0 0 · · · 1 1

0
...

... 1
... 1

...
...

...
...

...
...

...
...

0
... 0 1

... 1
...

0 · · · 1 1 · · · 0 1



Figure 2: A family of matrices Bt
M(n,t) whose determinant is ±t and a family of representable

matroids.

5 Examples and applications
We now produce some characteristic-dependent linear rank inequalities using a convenient class of
matrices. Let n ≥ 7 and t integer such that 2 ≤ t ≤

⌊
n−1

2

⌋
− 1 and M (n, t) = n − t − 2. In

Theorem 17, we take square matrices Bt
M(n,t) as described in figure 2 on the left side with column

vectors of the form Ai := Aei = ei, Bi := Be[M(n,t)]−i
= c − ei and c =

∑
i∈[M(n,t)]

ei. We have∣∣∣det
(
Bt

M(n,t)

)∣∣∣ = t,
∣∣∣B′Bt

M(n,t)

∣∣∣ = t + 1,
∣∣∣B′′Bt

M(n,t)

∣∣∣ = M (n, t) − t − 1, |Bei | = 1 for i ∈ [t+ 1]

and |Bei | = 0 for i ∈ [t+ 2,M (n, t)]. Let A1, A2, . . ., AM(n,t), B1, B2, . . ., Bt+1 and C be vector
subspaces of a finite dimensional vector space V over a finite field F. We have

- A characteristic-dependent linear rank inequality over fields whose characteristic does not
divide t,

H (C) ≤ 1

t+ 2

∑
i∈[t+1]

H (Ai) + I
(
C;B[t+1], A[t+2,M(n,t)]

)
+ H

(
C | A[M(n,t)]

)
+

∑
i∈[M(n,t)]

I
(
C;A[M(n,t)]−i

)
+
∑

i∈[t+1]

[
I (C;Bi) + H (C | Ai, Bi) + I

(
C;A[M(n,t)]−i, Bi

)]
.

- A characteristic-dependent linear rank inequality over fields whose characteristic divides t,

H (C) ≤ 1

t+ 3

 ∑
i∈[t+1]

H (Ai) + H (B1)

+ H
(
C | B[t+1], A[t+2,M(n,t)]

)
+ H

(
C | A[M(n,t)]

)
+

∑
i∈[M(n,t)]

I
(
C;A[M(n,t)]−i

)
+
∑

i∈[t+1]

[
I (C;Bi) + H (C | Ai, Bi) + I

(
C;A[M(n,t)]−i, Bi

)]
18



+
∑

i∈[t+1]

I
(
C;B[t+1]−i, A[t+2,M(n,t)]

)
+

∑
i∈[t+2,M(n,t)]

I
(
C;B[t+1], A[t+2,M(n,t)]−i

)
.

Remark 18. We produce a class of
⌊
n−1

2

⌋
−2 inequalities that are true over finite sets of primes and

another class of
⌊
n−1

2

⌋
− 2 inequalities that are true over co-finite sets of primes.

Let t ∈ N, t > 1 and let F be a finite field. We use the port at c of the representable
matroid obtained from the matrix in Figure 2 on the right side; the set of participants is P =
{a1, . . . , at+1, b1, . . . , bt+1}, with dealer p = c.

When char (F) divides t, the following set is a subclass of the minimal qualified set:

{a1b1, . . . , at+1bt+1, a1 · · · at+1, a1b2 · · · bt+1, b1a2b3 · · · bt+1, . . . , b1 · · · btat+1} ,

and the following set is a subclass of the non-qualified set:

{b1a2 · · · at+1, a1b2a3 · · · at+1, . . . , a1 · · · atbt+1} ∪ {b1 · · · bt+1} .

When char (F) does not divide t, the following set is a subclass of the minimal qualified set:

{a1b1, . . . , at+1bt+1, a1 · · · at+1, a1b2 · · · bt+1, b1a2b3 · · · bt+1, . . . , b1 · · · btat+1} ∪ {b1 · · · bt+1} ,

and the following set is a subclass of the non-qualified set:

{b1a2 · · · at+1, a1b2a3 · · · at+1, . . . , a1 · · · atbt+1} .

So, we have defined two types of access structures using matroid ports. LetFt be an access structure
of the first type and let Nt be an access structure of the second type. We remark that F2 is a port
of Fano matroid and N2 is a port of non-Fano matroid. Some characteristic-dependent linear rank
inequalities are used for getting lower bounds on the linear information ratio over specific fields of
these access structures. Taking n = 2t+ 3 and M (n, t) = t+ 1 in previous inequalities, we obtain
two classes of constraints. The first must be satisfied by linear secret sharing schemes over fields
whose characteristic does not divide t and the second must be satisfied by linear secret sharing
schemes over fields whose characteristic divides t. We have the following proposition.

Proposition 19. Let t ∈ N, t > 1 and let F be a finite field. For any Ft and Nt, we have:

• σ (Ft) = λchar(F)|t (Ft) = κ (Ft) = κ∗char(F)|t (Ft) = 1.

• σ (Nt) = λchar(F)-t (Nt) = κ (Nt) = κ∗char(F)-t (Nt) = 1.

• λchar(F)-t (Ft) ≥ κ∗char(F)-t (Ft) ≥ t+2
t+1

.

• λchar(F)|t (Nt) ≥ κ∗char(F)|t (Nt) ≥ t+3
t+2
.
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Proof. It is clear that these access structures are ideal over fields where the associated matroid
are representable. So, we have the optimal information ratios are equal to 1 over these fields.
It remains for proving the last two items. Taking Ai = ai, Bi = bi and C = c in the linear
programming problem 7 with the constraints valid over fields whose characteristic does not divide
t, The access structure Ft holds that f (ai) ≤ v, f (ai) ≤ v, f (∅) = 0, f (c) = 1, f

(
c | a[t+1]

)
=

f (c | ai, bi) = f
(
c; a[M(n,t)]−i, bi

)
= f

(
c; a[t+1]−i

)
= f (c | ai, bi) = f

(
c; a[t+1]−i, bi

)
= 0 . Thus,

using the constraint obtained from the characteristic-dependent linear rank inequality n = 2t + 3
and M (n, t) = t+ 1, we get

1 = f (c) ≤ 1

t+ 2

∑
i∈[t+1]

f (ai) ≤
t+ 1

t+ 2
v.

Therefore, κ∗char(F)-t (Ft) ≥ v ≥ t+2
t+1

. In a similar way, we show the other inequalities.
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