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ABSTRACT
The continuous electrification of the mobility and heating sector will introduce new challenges to
distribution grid operation. Uncoordinated activation of flexible units, e.g. simultaneous charging of
electric vehicles as a reaction to price signals, could systematically trigger transformer or line pro-
tections. Real-time identification of such fast-ramped flexibility activations would allow taking coun-
teractions to avoid potential social and financial cost. In this work, a novel data processing pipeline
for identification of fast-ramped flexibility activation events is proposed. The pipeline combines tech-
niques for unsupervised event detection and open-set classification. The systematic evaluation on real
load data demonstrates that main building blocks of the proposed pipeline can be realized with meth-
ods that fulfill important requirements for an application in a distributed event detection architecture.
For the detection of flexibility activation events an upper performance limit is identified. Moreover,
it is demonstrated that application of an open-set classifier for classification of flexibility activation
events can improve the performance compared to widely-applied closed-set classifiers.

1. Introduction
Renewable electricity and electrification are key pillars

of global efforts to eliminate carbon in the energy supply.
The European goal of carbon neutrality in 2050 is reported
to require further increased shares of renewable energy and
continued electrification of the mobility and heating sectors
[1]. This trend will further increase uncertainty and volatil-
ity in distribution grids (DGs). Traditionally designed for the
supply of consumers based on centralized generation, DGs
turn into carriers of bidirectional power flows [2]. Thus, ac-
tive management of DGs based on the emerging smart solu-
tions for monitoring, control, and communication is seen as
a requirement for distribution system operators (DSOs) [3].
Historically, flexibility for balancing consumption and gen-
eration in the power system has been provided on the gener-
ation side in a centralized manner. More recently, with the
improving capability and affordability of information and
communication technology the utilization of local consump-
tion flexibility, commonly referred to as demand response, is
becoming more attractive. By reducing equipment loading
during peak hours DSOs can use local flexibility to avoid or
postpone grid reinforcements [4]. At the same time, DSOs
are not aware of all flexibility activations (FAs) affecting
their network. Controllable heat pumps and electric vehi-
cles, may systematically react to price signals with a sudden
change of power consumption whichmay result in higher co-
incidence factors in active DGs [5]. If undetected, such fast-
ramped FA events could systematically trigger transformer
or line protections. The resulting disconnection of customers
could lead to high social and financial cost. The increasing
deployment of measurement devices, such as micro phasor
measurement units (�PMUs) and smart meters (SMs), in-
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crease observability of DGs and thus provide the data ba-
sis for identification of FA events. However, real-time iden-
tification of FA events is challenged by different practical
problems. The infrequent occurrence of FA events limits
the available data required for implementation of supervised
detection methods. Moreover, the operation of active DGs
is influenced by a variety of rare or even unseen event types
such as line faults, topology changes or communication fail-
ures [6, 7]. Thus, FA event identification also requires dif-
ferentiation between unknown event classes and FA events.
This questions the use of traditional closed-set (CS) classi-
fiers that will falsely classify unknown event classes, due to
their inability of rejecting unseen event types. Another chal-
lenge for real-time FA event identification is seen in the cen-
tral data processing, e.g. via cloud computing. Already to-
day the integration of SM data in real-time power system op-
eration is limited by communication instead of meter record-
ing capability [8]. Upgrading communication networks has
a high economic burden. Moreover, long communication
paths increase the possibilities for false data injection attacks
and other fraudulent modification of data [9]. Finally, public
clouds are often located abroad, which increases the risk of
privacy violations and data leakage of private power read-
ings. One approach to overcome the drawbacks of central
data processing is seen in a distributed event identification
architecture based on edge or fog computing [10].

The described challenges set specific requirements to the
approach and implemented techniques for FA event identi-
fication. However, a formulation of these requirements is
missing which complicates the development of appropriate
strategies and methods for identifying FA events.

In this work, a novel data processing pipeline for the
identification of fast-ramped FA events is proposed. A sche-
matic overview of the proposed pipeline is depicted in Fig.
1. The data processing pipeline is based on unsupervised de-
tection and open-set (OS) classification algorithms, suitable
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Figure 1: Schematic overview of the proposed event identification pipeline (EIP) for FA events in active DGs.

for application in a distributed event identification architec-
ture. The scheme and algorithm selection is based on a thor-
ough requirements analysis. The core contributions of this
work are the systematic selection of processing algorithms
and their validation on real load and FA event data.
1.1. Related work

The literature on FA event detection and classification
is limited. To the best of the authors’ knowledge this is the
first work on detection and classification of FA events. Thus,
in a first step works on thematically related topics are pre-
sented, followed by a presentation of methodologically re-
lated works. In both cases literature on detection and classi-
fication is discussed separately.
1.1.1. Thematically related works

A frequently studied topic in power system literature is
unsupervised anomaly detection in energy time series data.
To detect anomalies most works train models predicting nor-
mal behaviour. A data point is declared an anomaly if de-
viation between the model prediction and the ground truth
data exceeds a predefined threshold. Various models such as
Variational Autoencoder [11], Hierarchical Temporal Mem-
ory (HTM) [12], Autoregressive IntegratedMoving Average
(ARIMA) or Long Short-Term Memory [13] are applied.
None of the works consider FA events as anomaly. More-
over, most works assume anomaly-free training data for learn-
ing of the normal behaviour. Some work exists on flexibility
detection on building or device level. Authors try to quantify
the flexible load potential in load data of individual devices
or buildings [14, 15]. Although the name suggest similarity,
the problem under investigation is different to the present
work.

The topic of event classification in DGs based on �PMU
data [16] has been studied intensely. Most works investi-
gate the multi-class CS classification problem. Literature,
considering the OS classification problem in a power sys-
tem context is rare. Mitiche et al. [17] developed a two-
stage classifier for fault type identification based on electro-
magnetic interference diagnostics for high voltage electrical
power assets. In the first stage a 1D-Convolutional Neural
Network (CNN) filters the relevant in-distribution signals
from out-of-distribution signals. The retrieved in-distribu-
tion fault signals are then passed to a fault type classifier. To
the best of the authors’ knowledge, the literature provides
no work considering event classification in active DGs as an
OS classification problem. With respect to the proposed data
processing pipeline, some works on classification in �PMU

data exist that assume an upstream detection step [18, 19].
However, none of these works describe how input samples
for the classifier are generated based on the detector results
and rather investigate event classification for existing sam-
ples.
1.1.2. Methodologically related works

Similar to literature on anomaly detection in energy time
series data, multiple works propose forecasting-based unsu-
pervised anomaly detection [20, 21, 22]. In most cases, the
euclidean distance between point forecast and ground truth is
used to flag anomalies based on a defined threshold. In [23]
the authors propose the use of a CNN as the time series fore-
caster. According to the authors, the proposed method can
be trained on comparatively small training data and without
removing anomalies from the training dataset. A novel ap-
proach on anomaly detection in time series data is proposed
in [24]. The authors introduce the use of the Spectral Resid-
ual (SR) algorithm from saliency detection in computer vi-
sion for unsupervised anomaly detection in time series.

In contrast to the traditional CS classification problem,
less literature exists on OS classification. Scheirer et al. [25]
first formalized the OS classification problem and proposed
the 1-vs-Set Machine as a preliminary solution. Since than
various methods such as distance-based [26], margin dis-
tribution-based [27] or generation-based [28] OS classifiers
were proposed. In [29] the authors provide a systematic cat-
egorization of OS classification techniques and compare a
number OS classifiers on popular benchmark datasets.
1.2. Contribution and paper structure

The main contributions of this work are as follows:
• Introduction of a novel EIP based on unsupervised de-

tection and OS classification
• First work on detection and classification of FA events
• First application of OS event classification to events

in active DGs
• Introduction of a performance metric for the evalua-

tion of real-time detection of FA events
• Systematic demonstration and validation of unsuper-

vised detection and OS classification of fast-ramped
FA events as the main building blocks of the proposed
pipeline based on real load data.

The remainder of the paper is structured as follows: In
Section 2 requirements for FA event identification in active
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DGs are evaluated and strategies are proposed. Section 3
provides a theoretical description of models and methods.
In Section 4 the experimental setup is presented, including
the dataset under investigation, data preparation for model
development and evaluation, and applied performance met-
rics. In Section 5 results are presented and discussed fol-
lowed by a conclusion and a view on future work in Section
6.

2. Requirements and strategies for FA event
identification
Identifying FA events in active DGs comes with specific

requirements not only concerning the general approach, but
also the implemented algorithms. Additional requirements
at algorithm level are introduced by the consideration of ev-
ent identification based on a distributed architecture. In the
following, identified requirements are presented. Based on
the requirements analysis the concept of the proposed EIP
for FA events (see Fig. 1) as well as the selection of spe-
cificmodels for event detection and classification as themain
building blocks are motivated. A detailed explanation of the
implemented models and the proposed pipeline follows in
Section 3. The problem is limited to fast-ramped load re-
duction and load increase FA events with a length of up to
3 hours. Moreover, the aggregated active power load pro-
file is assumed to represent averaged active power measure-
ments on secondary substation level or aggregated SM data
collected in a data hub on neighborhood level. In both sce-
narios a large low-voltage feeder is considered. The core of
the concept is the separation of the event identification task
into an unsupervised event detection and a supervised classi-
fication task, resulting in the proposed EIP. Besides the two
main building blocks, an event sampler is required to prepare
event observations for the classifier based on the results of
the event detector.
2.1. Real-time identification

A key requirement for identification of FA events is real-
time capability. Real-time identification allowsDSOs to take
immediate counteractions in cases where FAs could result
in critical situations, such as congestions and under or over-
voltages. Supervised detection or classification of time se-
ries events, respectively, usually requires as input the entire
time series sample [30]. For real-time event identification
this becomes a fundamental problem. Existing early classi-
fication techniques come at the cost of decreased accuracy
[30] and are not applicable to an OS classification problem.
In the proposed pipeline the problem of prediction delay is
addressed by separating event identification into two consec-
utive steps. The use of an unsupervised, point-wise event de-
tector allows for immediate flagging of abnormal data points
in real-time. Although this cannot solve the intrinsic prob-
lem of supervised classification being dependent onmultiple
data points of an event, information extraction is improved.
Instead of identifying an event at the end of its occurrence,
with the presented EIP DSOs will immediately be aware of

the existence of a deviation from normal operation, followed
by an ex-post classification of the event.
2.2. Model development based on limited and

partly-labeled training data
FAs in active DGs constitute rare events. Thus compre-

hensive datasets of FA events for supervised methods will
be difficult to obtain. The heterogeneity of DGs and flex-
ibility portfolios brings additional challenges for acquiring
datasets, since characteristics of FAs will differ for different
networks. In contrast, unsupervised event detection does not
require datasets of FA events. Instead, most works on un-
supervised event detection in energy time series data, such
as [11], assume event-free training data to learn a represen-
tation of the normal behaviour. However, existing training
data will most likely contain events, since manual removing
is a time consuming and impractical process [31] and DSOs
might not be aware of all FAs (see Section 1). In the pro-
posed pipeline a persistence forecast-based detector is con-
sidered, which is not dependant on event-free training data.
By applying an unsupervised detector with no demand for
event-free training data the dependency on labeled training
data is reduced to the classification step. Therefore, com-
pared to an one-step event identification approach, the pro-
posed pipeline maintains event detection capability also in
scenarios without labeled training data, maximizing infor-
mation extraction.
2.3. Lightweight models for event identification

As described in Section 1, distributed event identifica-
tion in an edge or fog computing scheme requires models
and methods to be lightweight. The vast number and limited
processing power of edge devices as well as the continuously
growing amount of data sets time and resource constraints to
the development, operation and maintenance of models and
methods. Therefore, a key requirements for FA event iden-
tification is seen in keeping computational and maintenance
efforts, such as periodical re-training, at a minimum. This is
considered for the proposed concept in several ways. First of
all, the proposed pipeline entirely works with delta encoded
data. Delta encoding is a technique for data compression ba-
sed on differencing sequential data, reducing data commu-
nication and storage load [32]. By working with differenced
data the proposed pipeline can directly be applied in a system
which uses delta encoding for data compression. Both the
detection and classification model within the pipeline only
retrieve features from the univariate load time series. No
additional information such as weather or market price data
are considered, reducing the requirement for data commu-
nication and the dimensionality of the detection and classi-
fication problem. The use of a simple persistence forecast
keeps size and computational effort of the proposed detector
at a minimum and avoids the need for frequent re-training.
In the proposed pipeline the classifier only gets activated if
the detector has detected a deviation from normal behavior
above a predefined threshold. This event-triggered scheme
avoids continuous running of the classifier which reduces the
required processing power.
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ForOS classification the ExtremeValueMachine (EVM)
model is selected as it comes with several features, making it
a comparatively lightweight classifier [27]. EVM is capable
of incremental learning which allows for efficient model up-
dating without time and computation intensive re-training.
Moreover, the model reduction strategy of EVM discards
redundant data points within a class of training points, al-
lowing for limitation of model size and classification time
as dataset size increases.
2.4. Handling multiple and unknown event classes

In active DGs a large variety of events with various back-
grounds such as faults and switching actions can occur. While
in this work the detection performance is evaluated on the
basis of fast-ramped FA events, in principle an unsupervised
detector allows for detection of other fast-ramped events as
well.

Although traditional CS classifiers can differentiate be-
tween multiple known event classes, introducing new un-
known classeswill lower the classification performance dras-
tically [29]. Observations of unknown classes are wrongly
assigned to one of the classes the classifier was trained on,
since CS classifiers do not have the capability of rejecting
observations of unknown classes. Given that many events
only occur rarely and new events might emerge, e.g. due
to changes in grid topology, assuming training data to in-
clude sufficient observations to describe all existing events
is considered an unrealistic assumption. An important re-
quirement for FA event identification is therefore seen in the
capability to differentiate between FA events and other event
classes by either recognizing known or rejecting unknown
event classes. For that purpose, an OS classifier is specifi-
cally selected.
2.5. Extension to new event classes

For many other events, such as high-impedance faults or
sensor failures, real-time identification would add additional
value to DSOs. However, adding additional identification
models for every event would again violate the aforemen-
tioned time and resource constraints. For this reason, a cen-
tral requirement is seen in the capability of a model to be ex-
tended to identification of additional events while respecting
computational and maintenance effort limitations. The use
of an unsupervised event detector allows for the detection of
other fast-ramped events beyond the considered FA events.
To extend the event identification problem to slow-ramped
events, the persistence forecast-based detector needs to be
replaced or extended. However, due to the modular fashion
of the proposed pipeline an extension to slow-ramped events
can be achieved without affecting the subsequent classifi-
cation step. With regard to the classification step, the im-
plementation of an OS classifier with rejection and incre-
mental learning capability facilitates the extension to new
event classes: Rejecting observations of unknown classes al-
lows for automated collection, facilitating the manual prepa-
ration of new event classes. Once sufficient observations of
a new class are collected, the EVM model enables efficient
incorporation under an incremental update mechanism. The

model reduction strategy makes EVM a sparse OS classifier
which size can be controlled also under extension with new
classes.

3. Model description
This section formulates the problem of unsupervised ev-

ent detection and OS classification and describes the imple-
mented models. Thereafter, the concept of the proposed EIP
is explained.
3.1. Unsupervised detection of FA events

In this subsection, the unsupervised event detection prob-
lem is formulated. Subsequently, the implemented models
for unsupervised event detection are described. The imple-
mented models are HTM, ARIMA, CNN, SR and Persis-
tence detector. Focus of the description is on the respective
realization of the mapping function given by either (2) or (3).
3.1.1. Problem formulation

In this work, the unsupervised detection of FA events
is formulated as a point anomaly detection problem in uni-
variate time series data. A point anomaly is considered a
data point that significantly deviates from its expected value.
Given an univariate time series X = {x1, x2, ..., xN | xi ∈
ℝ∀i}, a data point xt at time t is declared an anomaly if the
distance to the expected value x̂t exceeds a predefined thres-hold �:

|xt − x̂t| > � (1)
Although all detectors within this work follow different strate-
gies to calculate the expected value x̂t, they are all either ex-plicitly or implicitly based on fitting a model to the normal
behavior. Given the univariate time series X, all detection
models either aim at learning a mapping function Φ from
historical time steps to the next time step

x̂t = Φ([xt−w, ..., xt−1]), (2)
or a direct mapping function Θ from historical time steps to
the anomaly score of the next time step

st = Θ([xt−w, ..., xt−1]), (3)
wherew is the size of the history window, which can vary for
the different detectors, and st is the predicted anomaly score
at time t. In case of a mapping according to (2) an additional
step is required to map x̂t to the anomaly score st, while (3)calculates the anomaly score directly.
3.1.2. HTM detector

HTM [33] is a machine learning technique that is based
on the structural and algorithmic properties of the neocortex.
At its core HTM consists of time-based learning algorithms
that learn, store and recall spatial and temporal sequences.
HTM uses stored data sequences to predict the next time step
according to (2). A key difference of HTM to most other
machine learning techniques is the continuous learning ca-
pability. HTM adapts to changing statistics of the input data
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on the fly in an unsupervised manner and does not require
frequent re-training. The implementation of HTM includes
an internal calculation of anomaly scores such that the HTM
detector overall follows (3). For xt, let a(xt) be the sparse
encoding of xt and �(xt−1) be a sparse vector representing
the internal prediction of the HTMmodel of a(xt) [20]. Theanomaly score is calculated as

st = 1 −
�(xt−1) ⋅ a(xt)

|a(xt)|
, (4)

where |a(xt)| is the scalar norm of a(xt). In case of a perfectmatch, the anomaly score is 0. If the two vectors are orthog-
onal, st = 1. HTM also calculates the anomaly likelihood
Lt which aims at taking the current prediction error distribu-
tion into account to define how anomalous the current state
is based on the prediction error history. The anomaly like-
lihood is defined as the complement of the tail probability
according to

Lt = 1 −Q
(

�̃t − �t
�t

)

, (5)

with the rolling normal error distribution defined by themean
�t and variance �2t , that are continuously updated with

�t =
∑i=w−1
i=0 st−i
w

(6)

and

�2t =
∑i=w−1
i=0 (st−i − �t)2

w − 1
. (7)

�̃t is a recent short term average of prediction errors de-
fined as

�̃t =
∑i=w′−1
i=0 st−i
w′ , (8)

with w′ being the size of the history window for short
term moving average given w′ << w. A threshold � for
declaring anomalies can either be applied on the anomaly
score st or the anomaly likelihood Lt. According to [20] us-ingLt has advantages in scenarios with inherent randomness
or noise, as Lt takes into account how well the model cur-
rently predicts compared to the recent history. In this work,
thresholding is applied to Lt. HTM comes with approxi-
mately 30 model configuration parameters. In the supple-
mentary of [20] the authors provide a set of optimal model
parameters for anomaly detection which is applied in this
work.
3.1.3. ARIMA detector

ARIMA models are widely applied for time series fore-
casting [34]. ARIMAmodels use previous time steps to fore-
cast future behavior and can be applied to learn a mapping
function according to (2). In a subsequent step the difference

between the predicted value x̂t and the true value xt can be
compared to a pre-defined threshold � as given in (1). An
ARIMA model consists of an autoregressive (AR), an inte-
grated (I) and moving average (MA) part and is classified as
an ARIMA (p, d, q) model, where p, d and q define the order
of the respective terms. Let x(d)Δ,t be the dth difference of xt,then the forecasting equation is given by

x̂(d)Δ,t = � +
p
∑

j=1
'jx

(d)
Δ,t−j + �t +

q
∑

j=1
�j�t−j , (9)

where 'j is the jth autoregressive parameter and �j the jthmoving average parameter. The reconversion from differ-
enced data can be achieved by

x̂t = x̂
(1)
Δ,t + xt−1 (10)

in case of d = 1. Time series data with a seasonal compo-
nent is not directly supported by ARIMA models. To over-
come this limitation in this work the seasonal pattern is mod-
eled using Fourier terms [35]. Based on (9) and (10) the fore-
casting equation for seasonal time series with long seasonal
periods can be expressed as

x̂S,t = a+
F
∑

k=1
[�sin(2�kt∕m)+�cos(2�kt∕m)]+ x̂t, (11)

where F is the number of Fourier terms and m the seasonal
period of the aggregated load time series with m = 288.

In this work, auto-ARIMA [36] is used for model selec-
tion based on the lowest Akaike information criterion on the
first 10 days of the dataset. In a pre-processing step the dis-
tribution of the training data is centered on a mean of � = 0
and a standard deviation of � = 1, resulting in a standard-
ization of the data according to

zt =
xt − �train
�train

. (12)

After initial training, the autoregressive and moving average
parameters ' and � are updated with every new incoming
observation. Every 14 days an entirely new ARIMA model
is selected based on the Akaike information criterion, result-
ing in a new selection of p, d, q and F .
3.1.4. CNN detector

CNNs [37] are a specialized class of Artificial Neural
Networks. The use of CNNs for unsupervised anomaly de-
tection in time series has lately been proposed by Munir et
al. [23]. For that purpose, a CNN is applied to forecast
the next time step xt based on the mapping of previous data
points according to (2). By thresholding the difference be-
tween the expected value x̂t and the true value xt as givenin (1), data points can be declared as either anomalous or
non-anomalous. In Artificial Neural Networks the mapping
function in (2) is realized by stacked layers consisting of lin-
ear maps and subsequent non-linear transformations. The
jth layer maps its input xj−1 to the output xj according to

xj =  (Wjxj−1 + bj), (13)
Müller et al.: Preprint submitted to Elsevier Page 5 of 17



whereW represents the weights and b biases of the jth layer,
respectively, and  is a non-linear activation function. In
case the layer is not the first layer of the network, the in-
put xj−1 is given by the output of the previous layer. In
the convolutional layers of CNNs the linear maps are re-
placed by convolutional operations. In case of univariate
time series forecasting, convolution is applied on an one-
dimensional input vector xj−1 through sliding-window fil-
ters. Let ! = (!1, ..., !w) be a set of convolutional filters,
then the ith entry of the output of the jth layer is

x(i)j = f (
w
∑

k=1
!kx

(i+k)
j−1 ), (14)

where f is a non-linear activation function. A convolutional
layer is typically followed by a max-pooling layer that com-
putes the maximum activation of a selected pool of adja-
cent neurons from the convolutional layer [38, 39]. After
sequence of pairs of convolutional and max-pooling layers,
a final fully connected layer follows. In the fully connected
layer all neurons are connected to each activation of the pre-
vious layer as described by (13).

To avoid a local minimum given by the persistence fore-
cast x̂t = xt−1 and to allow for better investigation of the
predictability, the difference xΔ,t = xt − xt−1 instead of xtis forecasted. In addition, the data is standardized according
to (12).

To define the architecture and hyperparameters of the
CNN, extensive empirical experiments are conducted based
on the first 10 days of the dataset. While the first 7 days are
used as an initial training dataset set, the remaining 3 days
are used for validation. The resulting CNN architecture con-
sists of three convolutional/max-pooling pairs followed by a
fully connected layer. An overview of the main hyperpa-
rameters is given in Table 1. After the initial training and
model selection phase the CNN is re-trained every 14 days
based on the previous data. To avoid overfitting a combi-
nation of early stopping, L2 regularization and dropout is
applied. The corresponding hyperparameters of the regular-
ization techniques are listed in Table 1.
3.1.5. SR detector

SR [40] is an unsupervised algorithm for visual saliency
detection in computer vision. Saliency is defined as contrast
of features such as color or intensity, and can be thought of
what "stands out" in a picture [41, 42]. Recently, Ren et al.
[24] proposed the use of SR for unsupervised anomaly detec-
tion in time series data, motivated by the similarity of time
series anomaly detection and visual saliency detection. The
SR algorithm calculates a so-called saliency map S(x) of a
sequence x = {x1, x2, ..., xN} in three main steps. First the
log amplitude spectrum of x is calculated based on Fourier
transform. In a second step, the spectral residual of the log
amplitude spectrum is determined followed by an inverse
Fourier transform to reconvert the spectral residual of x to
the spatial domain, resulting in the saliency map S(x). Sim-
ilar to the previously described detectors the SR algorithm
performs a mapping of previous data points to the next time

Table 1
Summary of hyperparameters of the CNN model.

Hyperparameter Search space Selected value

History window size 144, 288, 576, 1152 288
Forecasting horizon 1 1
Learning rate [0.00001, 0.1] 1e-5
L2 weight regularization [0.0001, 0.1] 0.01
Dropout rate [0, 0.2] 0.2
Batch size 10, 50, 100, 500 50
Maximum number
of epochs 2000 2000

Number of filters 10, 30, 50, 70 50
Kernel size 2, 3, 4 3
Neurons in the fully
connected layer 10, 50, 100, 150 100

Early stopping patience 10, 50, 100 50
Activation function ReLU, Sigmoid ReLU

step according according to (2). However, the mapping is
conducted within the saliency map representation of x and
based on a local average of the saliency map representations
of the previous data points within the history window size
w:

Ŝt = �([St−w, ..., St−1])

=
St−1 + St−2 + ... + St−w

w

(15)

Similar to (1) the declaration of anomalous data points can
now be conducted based on thresholding the difference be-
tween the predicted and actual value of the saliencymap rep-
resentation of xt:

|St − Ŝt| > � (16)
The capability of the SR algorithm to detect anomalous data
points is improved when the data point under investigation
is located in the center of the sequence x. However, as this
work is concerned with real-time detection of FA events,
the SR algorithm is used to declare only the most recent
data point xN of sequence x either as anomalous or non-
anomalous. Ren et al. [24] propose to add estimated data
points following xN by

ḡ = 1
w′

w′
∑

i=1
g(xN , xN−i) (17)

x̂N+1 = xN−w′+1 + ḡ ⋅w
′
, (18)

with g(xN , xN−i) being the gradient of the linear connec-
tion between xN and xN−i and ḡ representing the average
gradient of the w′ preceding points with w′ << w. Ren et
al. further propose to fill all following values x̂N+1, ..., x̂N+rwith the estimated value x̂N+1 according to (18).
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(a) Distribution of the original dataset.
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Figure 2: Comparison of CS and OS classification according to [29].

3.1.6. Persistence detector
Within this work, the use of a persistence forecast for

modeling the expected value x̂t is proposed and compared
to more sophisticated forecasting methods. The proposed
Persistence detector considers a history window w = 1 and
determines x̂t according to

x̂t = xt−1. (19)
The triviality of the Persistence detector reduces hyperpa-
rameter tuning to the selection of the threshold �.
3.2. OS classification of FA events

This subsection first formulates theOS classification prob-
lem. Subsequently, theory and implementation of the se-
lected OS classifier are described.
3.2.1. Problem formulation

OS classification is contrastedwith CSmethods typically
applied in the literature. CS classification considers the same
types and number of event classes in training and test data
and thus assumes full awareness of all existing event classes.
For DSOs it might be difficult or even impossible to obtain
data comprising observations off all existing event classes,
since events such as failures of transmission elements, large
DERs or sensors might occur for the first time. For example,
a CS classifier trained on observations of line failures and ca-
pacitor bank switching actions declares every observation of
an unknown event class as either a line failure or a capacitor
bank switching action. An OS classifier rejects observations
of event classes not previously seen and declares them as
"unknown". In Fig. 2 CS classification is compared to OS
classification. Making CS assumptions leads to regions of
unbounded support, as can be seen from Fig. 2 (b). Under
existence of unknown classes, this results in missclassifica-
tion of observations from unknown classes which can dras-
tically weaken the robustness and performance of the classi-
fication.

According to Yu et al. [43], the problem of OS classifica-
tion can be formulated as follows. LetDtrain = {(vi, yi)}

Ntrain
i=1be a training dataset, with vi ∈ ℝd being a feature vector

instance and yi ∈ Ytrain = {1, 2, ..., K} the corresponding
event class label. During the test or application phase a clas-
sifier needs to predict event classes of the open datasetDo =
{(vi, yi)}∞i=1, where yi ∈ Yo = {1, 2, ..., K,K + 1, ...,M}
withM > K . The occurrence of unknown classes requires
the classifier to learn a mapping function f (v) ∶ V → Y ′ =
{1, 2, ..., K, unknown}, with the option unknown represent-
ing the rejection of classes not seen during training, by min-
imizing the expected risk according to

f ∗ = arg minf∈E(v,y)∼Do [err(y, f (v))], (20)
where is the hypothesis space of a fixed class of functions
and err is given by

err(y, f (v)) =

{

1 iff (v) ≠ y, fory ∈ Y
0 iff (v) ≠ unknown, fory ∉ Y

. (21)

3.2.2. EVM classifier
The EVM is an OS classifier proposed by Rudd et al.

[27]. EVM can perform nonlinear, kernel-free classifica-
tion, supporting variable bandwidth incremental learning in
a multi-class OS scenario. The EVM models known classes
within the training dataset by a set of extreme vectors. Each
extreme vector is affiliated with a radial inclusion function
Ψ modeling the probability of sample inclusion. The func-
tional form for Ψ is derived from the concept of margin dis-
tributions and its extension from a per-class to a sample-wise
formulation. Ψ is modeled in terms of the distribution of
sample half-distances relative to a reference point. Specif-
ically, the EVM applies the following marginal distribution
theorem:
Theorem 1. Assume we are given a positive sample vi and
sufficiently many negative samples vj drawn from well-de-
fined class distributions, yielding pairwise margin estimates
m̃ij . Assume a continuous non-degenerate margin distribu-
tion exists. Then the distribution for the minimal values of
the margin distance for vi is given by a Weibull distribution.

Given that the marginal distribution theorem holds for any
point vi, each point can estimate its respective distribution
of distance to the margin, resulting in:
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Corollary 1.1. (Ψ Density Function) Given the conditions
for the Theorem 1, the probability that v′ is included in the
boundary estimated by vi is given by

Ψ(vi, v′, �i, �i) = exp
−
(

||vi−v′||
�i

)�i

, (22)
where ||vi − v′|| is the distance of v′ from sample vi, and �i
and �i are Weibull shape and scale parameters respectively
obtained from fitting to the smallest m̃ij .

The radial inclusion function Ψ provides a rejection model
where the probability of inclusion is given by the probability
of the sample not laying well into or beyond the negative
margin.

After training the EVM, the probability of a new obser-
vation v′ belonging to class Cl can be determined by

P̂ (Cl|v′) = max{i∶yi=Cl}Ψ(vi, v
′, �i, �i). (23)

Based on the threshold � defining the boundary between the
set of known classesC and the unknown open space the clas-
sification decision function is

y∗ =

{

arg maxl∈{1,...,M} P̂ (Cl|v′) ifP̂ (Cl|v′) ≥ �
"unknown" Otherwise . (24)

The number of input features of the classifier is limited to 6.
As described before it is unlikely that DSOs will have com-
prehensive labeled datasets of most event classes due to their
rare occurrence. Also in the present dataset the number of
FA events is comparatively small. Reducing the dimension
of the feature space that needs to be described by the limited
number of training observations allows for better determi-
nation of the radial inclusion functions Ψ. All features are
derived from the delta encoded time series and are listed in
Table 2. The definition of the input features is given based
on a sequence observation x = {x1, ..., xNx

}.

Table 2
Overview of features used for OS classification of FA events.

Feature Definition

Mean �x
1
Nx

(

∑Nx
i=1 xi

)

Standard deviation �x
√

1
Nx−1

∑Nx
i=1(xi − �x)2

Minimum value xmin min(x)
Maximum value xmax max(x)
Number of zeros n0 count(x

!
= 0)

Points between minimum and
maximum value nminmax

|index(xmin) − index(xmax)|

The EVM model training and selection is based on 90%
of the available event observations applying 5-fold time se-
ries cross-validation. The features are standardized based
on training data for every individual split according to (12).
In order to selected an appropriate threshold � a minimum
performance requirement on the training dataset is defined
based on the F1 score performance metric (Subsection 4.2).

Table 3
Summary of hyperparameters of the EVM model.

Hyperparameter Search space Selected value

Tailsize [1,100] 7
Distance
multiplier [0.1,1.1] 0.9

Distance metric
Canberra distance,
Cosine distance,
Euclidean distance

Canberra distance

Threshold [0.1, 0.99999] 0.9

The model with the smallest threshold � which still fulfills
the performance requirement F1 ≥ 0.8 in the time series
cross-validation is selected. An overview of the selected hy-
perparameters is given in Table 3.
3.3. EIP

To connect the presented models for unsupervised event
detection and OS classification, a data processing pipeline is
proposed. In Fig. 1 a schematic overview of the EIP is de-
picted. The functionality of the main building blocks of the
pipeline was described in Subsection 3.1 and 3.2. In Sub-
section 2.3 the use of delta encoded data for the EIP was
motivated. Delta encoding exploits the autocorrelation of
time series data. In the simplest version of delta encod-
ing a time series X = {x1, x2, ..., xN} is encoded as dif-
ference between successive samples, resulting in the delta
encoded time series XΔ = {x1, x2 − x1, ..., xN − xN−1} =
{x1, xΔ,2, ..., xΔ,N}. Delta encoding performs best when the
values in the original data contain only small changes be-
tween adjacent values [44]. By applying the Persistence de-
tector on the delta encoded time series XΔ the anomaly de-
tection problem reduces to comparison of the amplitudes of
xΔ,i to the predefined threshold �. To connect point-wise
unsupervised event detection with OS classification, an ev-
ent sampler is interposed, exploiting the characteristics of
fast-ramped events. As can be seen in Fig. 4 fast-ramped
FA events show peaks in the delta encoded data at the be-
ginning and/or end of an event. Based on this property, the
detection of an event at data point xΔ,t can be used to extracta backward sequence sample xΔ,bw = {xΔ,t−wx

, ..., xΔ,t+e}and forward sequence sample xΔ,fw = {xΔ,t−e, ..., xΔ,t+wx
}

where wx is the sample window size and e a window exten-
sion, ensuring sampling of the entire event. In case of for-
ward sampling, an early stopping criterion can be introduced
which breaks the sampling process in case another event is
detected at a data point xΔ,t+a ∈ {xΔ,t+1, ..., xΔ,t+wx

}, re-
sulting in a forward sample xΔ,fw = {xΔ,t−e, ..., xΔ,t+a+e}.Such event-triggered early stopping of the forward sampling
process reduces the sampling time and thus the time until a
sample can be classified. In the Appendix in Algorithm 1
the general procedure of the proposed EIP is described.
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4. Experimental setup
This section presents the experimental setup of this study.

The considered dataset as well as the preparation of the data-
set for investigation of unsupervised event detection and OS
classification of FA events are presented in Subsection 4.1.
Subsection 4.2 introduces metrics for the evaluation of the
detection and classification performance.
4.1. Dataset and data preparation

The first part of this subsection is concerned with pre-
senting key information of the dataset under investigation as
well as describing the process of FA. In the second part the
preparation of the dataset is explained, which includes data
cleaning and in case of preparation for the investigation of
the OS classification the extension of the dataset with two
artificial event classes.
4.1.1. Dataset

Within this work, a dataset from EcoGrid 2.0 is used.
EcoGrid 2.0 was a demonstration project which examined
the use of flexible consumption of residential customers for
power system services at transmission system operator and
DSO level [45]. The experiments were conducted on the
Danish island of Bornholm. The residential costumers were
equippedwith SMs and information and communication tech-
nology infrastructure for participating in the demand res-
ponse experiments. The flexible load is given by electric
heaters and heat pumps that have been controlled by adjust-
ing room temperature setpoints or a throttle signal, respec-
tively. An increase in the setpoints results in a higher con-
sumption, while lowering the setpoints leads to a reduction
of consumption. Besides the flexible load, the installed SMs
also capture household consumption and potentially photo-
voltaic production. As can be seen in Fig. 3 (a), the dataset
used in this work consists of six and a half months of ag-
gregated load data, beginning from 15th of September 2017.
The aggregated active power profile consists of 450 house-
hold loads and is represented in 5 minutes intervals. The
FA events consist of load reduction and load increase exper-
iments (see Fig. 3 (b)) realized by two different aggregators
and customer portfolios. Activation periods are in the range
of 30-120 minutes. The FAs are based on different num-
bers of customer loads and were conducted under varying
conditions of temperature, time of the day and photovoltaic
production. Fig. 3 shows the trend and seasonal component
of the non-stationarity load time series.

4.1.2. Dataset preparation for investigation of
unsupervised event detection

The dataset contains 325 FA events. Start and end time
as well as type of FA event is known for every experiment.
In 75 cases two flexibility portfolios were activated simul-
taneously. To avoid double counting of either true positives
(TPs) or false negatives (FNs) parallel experiments are con-
sidered as one FA event, reducing the number of FA events
to 250. In most cases the experiments go along with either

load reduction or load increase of a subset of the customer
loads. However, in some cases no or almost no flexibility
was activated. This can be due to exclusive testing of con-
nectivity, failed activation of flexibility assets or low flex-
ibility potential due high temperatures and thus low heat-
ing demand. Such false or minor activations complicate the
evaluation of the detection performance. Considering unde-
tected false activations as FNs wrongly results in a poorer
detection performance. However, removing false or minor
activations may wrongly increase the detection performance
as some FAs are removed that potentially could be detected,
albeit difficult. Both approaches will bias the detection per-
formance in one or the other way. For this work, only FA
events that the authors could manually detect without knowl-
edge of the event labels are considered, reducing the number
of FA event samples to 205. This approach limits the inves-
tigation of FA events to the detection of events that could be
manually detected by operators with high knowledge of the
system in an extensive ex-post evaluation of historical load
data. However, as themotivation of the proposed concept for
FA event detection and classification is the early detection of
potentially critical FAs, neglecting unnoticeable activations
is seen as the less distorting intervention.
4.1.3. Dataset preparation for investigation of OS

event classification
In Fig. 4 examples of all event classes are depicted in

absolute and delta encoded values. Note that only for the
OS classification problem all introduced event classes are
considered. For the FA event detection problem only FA
events are taken into account. The classifier is trained on two
known event classes, namely FA and normal operation (NO)
events. All 205 FA events are sampled, including 3 times-
tamps (15 minutes) before the start and after the end of an
event, respectively. As the duration of FA events varies, the
length of FA event samples varies as well. An equal amount
of NO events are randomly sampled from the remaining da-
taset. The length of a NO event is randomly selected from
the distribution of FA event lengths. With this approach, the
classifier is prevented from differentiating between FA and
NO events based on the sample length. As the sample length
of both FA and NO events can vary in the proposed EIP (see
Subsection 3.3) learning a constant sample length is not con-
sidered a valid approach.

The problem of OS classification, as formulated in Sub-
section 3.2.1, requires additional event classes within the test
dataset, to investigate the capability of rejecting unknown
classes. In this work, 3 unknown event classes are consid-
ered. Besides the FA and NO event classes, the EcoGrid 2.0
dataset includes another event class, which in the course of
this work will be called Monday peak (MP). On every Mon-
day within the dataset, a load peak occurs at around 8 am.
The load peak results from short, collective heating of elec-
tric heaters to 80 °C in order to inhibit the growth of bacteria.
According to the FA events, only MP events that could be
manually detected in an extensive ex-post evaluation of the
dataset are considered. MP events are not considered a nor-
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Figure 3: Aggregated load dataset (a) and aggregated load of two representative days with frequent FAs (b). Periods of FAs are
marked with an orange background.

mal operation and thus no overlapping of NO andMP events
exists. In total the dataset includes 15 MP events. In order
to extend the OS classification problem, two additional arti-
ficial event classes are introduced, namely the frozen value
(FV) and data unavailability (DU) event class. The FV ev-
ent class models a data transmission or processing failure in
which a measurement at time t0 remains constant for Nconsconsecutive steps. At tNcons+1 recording of the true mea-
surement is reestablished. The length of FV events is ran-
domly selected from the same distribution as the length of
FA events. 205 FV events are randomly introduced into the
subset of the dataset which is not influenced by FA, NO and
MP events. In a DU event a subset of individual measure-
ments, e.g. SM readings, is considered to be unavailable due
to device or data transmission failure. The fraction of avail-
able measurements is randomly selected from the uniform
distribution  (0.4, 0.8). Equivalent to NO and FV events
the length of DU events is randomly drawn from the distri-
bution of FA event lengths. 205 DU events are introduced
into the subset of the dataset not affected by any of the pre-
viously described events.
4.2. Performance metrics

The performance evaluation of both the unsupervised
detection and OS classification of FA events is based on a
labeling of each instance of the respective dataset. The defi-
nition of an instance for the detection and classification task,
respectively, follows in Subsection 4.2.1 and 4.2.2. One per-
formance metric used for evaluation of both the detection
and classification part is the so-calledF1 score. TheF1 scorerepresents the harmonic mean between precision and recall
and is a widely applied performance metric for detection and
classification problems with imbalanced classes. Let TPl,
FPl, TNl, and FNl, respectively, be the number of TPs, false
positives (FPs), true negatives (TNs), and FNs for the l-th
event class, where l ∈ {1, 2, ...,M}. For a multi-class prob-
lem, the F1 score is be calculated by

F1 = 2 ×
Pr × Re
Pr + Re

, (25)

where the precision Pr and the recall Re are defined as

Pr =
∑M
l=1 TPl

∑M
l=1(TPl + FPl)

, Re =
∑M
l=1 TPl

∑M
l=1(TPl + FNl)

. (26)

4.2.1. Unsupervised event detection metrics
In this work, the problem of unsupervised event detec-

tion is considered an anomaly detection problem, reducing
the number of classes toM = 2. Since anomalies constitute
the primary class of interest, the multi-class formulation for
precision and recall in (26) reduces to

Pr =
TP1

TP1 + FP1
, and Re = TP1

TP1 + FN1
(27)

for calculation of the F1 score in (25).
Besides theF1 score, another widely applied performance

metric for anomaly detection is the area under the precision-
recall curve (AUCPR). Precision-recall curves summarize
the trade-off between precision and recall for different thresh-
olds �. While the consideration of TNs in traditional receiver-
operating-characteristic curves may lead to an overly opti-
mistic view on the performance in case of highly imbalanced
classes, AUCPR is specifically tailored to problems with im-
balanced classes or rare events.

In this work, the entire sequence of an FA event, referred
to as event window !FA, is considered for labeling as TP
or FN. The event window of a FA event is defined by the
FA start time tFA,start and end time tFA,end. Since the datasetunder investigation is a real-world dataset it contains some
inaccuracies in the event labeling. In some cases flexibil-
ity was activated before the official start time tFA,start. Sincein these cases an early detection would result in falsely FNs
the event window !FA is extended by 10 minutes, such that
!FA = {xtFA,start−2, ..., xtFA,end}. The first detection that falls
into!FA is considered as TP, while further detections within
the same event window are ignored. If no point of!FA is de-
tected the event label will be considered a FN. In most cases,
FAs result in a subsequent load rebound, which can be con-
sidered a deviation from the normal load behavior outside
of the activation period. While regarding a detection within
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Figure 4: Exemplary representation of event classes considered in this work.

the rebound area as TP would introduce a positive bias to the
detection performance, considering them as FP would result
in overly pessimistic performance results, as the detector in-
deed has detected an anomaly. For this reason, a rebound
window !R is introduced in which detections are ignored
and are thus neither considered a TP nor FP. The length of
a rebound window is defined as three times the FA event
length, resulting in !R = {xtFA,end+1, ..., xtFA,end+3×NFA}. In
contrast to the calculation of TPs and FNs, the calculation
of FPs and TNs is conducted point-wise, thus, all detections
outside the event and rebound windows are considered FP.

To evaluate the early detection capability, the average de-
tection delay �̄det is introduced as the average time between
FA start time tFA,start and the first detection time tdet in min-
utes according to

�̄det =
1
Ndet

Ndet
∑

i=1
�det,i =

1
Ndet

Ndet
∑

i=1
(tdet,i− tFA,start,i), (28)

where Ndet is the number of detected FA events and �det,ithe detection delay of a detected FA event. Note that the
detection delay of detections are assumed to be zero within
the subset {xtFA,start−2, xtFA,start−1, xtFA,start}.The use of widely applied performance metrics allows
for an easy understanding and comparison of the results to
other studies. However, in order to take performance re-
quirements of a specific scenario into account an individual
performance metric is required. For this purpose, the flexi-
bility activation detection score (FAD score) is proposed. In
the scenario of real-time detection of FAs in active DGs, the
cost of FN is considered to be higher compared to the cost
of FP. While a missed critical FA could lead to violation of
power or voltage boundaries, a false alarm would result in a
moderate additional manual inspection effort. Moreover, in
the proposed pipeline, a FP will lead to a sample of normal
behavior (NO event class) which can be classified as such

by the OS classifier. In this way the classifier relativizes the
FP of the unsupervised event detector. For these reasons,
the FAD score puts more weight on FNs than on FPs. Fur-
ther, early detection capability is an important requirement
in the considered scenario. The earlier a potentially critical
FA event is detected, the greater the scope for countermea-
sures. On the contrary, the detection near the end of a critical
FA results in almost no benefit. The FAD score takes these
considerations into account and expresses the performance
for the specific scenario of real-time FA event detection in
one score. Besides an easier evaluation and comparison of
detection models, the FAD score also allows for easy selec-
tion of an optimal threshold � for unsupervised detection of
FA events. The proposed FAD score constitutes of 3 scoring
functions �TP, �FN and �FP, representing the contribution of
TPs, FNs and FPs, respectively:

FAD = �TP − �FN − �FP (29)
Let xtFA,start,i, xtFA,end,i and xtdet,i be the start point, end point
and first detection within the event window !FA,i of the i-thFA event, respectively. Then �TP is given by

�TP =
Ndet
∑

i=1
�i(xtdet,i), (30)

where �i(xtdet,i) is the positive score of one TP detection.
Between �i(xtFA,start,i) = � and �i(xtFA,end,i) = 0 the score �ifollows a linear declining function, where � is the maximum
positive score of one TP detection. For eachmissed FA event
a negative score of � is considered according to

�FN = −� ⋅ FN1. (31)
The scoring function �FP is represented by a moved negative
exponential function given as

�FP = −
 ⋅ exp
(

−FP1
�

)

− �, (32)

Müller et al.: Preprint submitted to Elsevier Page 11 of 17



where 
 is the maximum negative score of a FP detection.
As mentioned previously 
 << �. The parameters � and
� allow for additional adjustments of the score to the data-
set. The negative exponential decline considers that the first
FP detections will have a stronger negative impact on the
performance, while for subsequent FPs the additional nega-
tive impact is small. The final FAD score is normalized with
FADnorm ∈ [0; 1] according to

FADnorm =
FAD − FADnull

FADopt − FADnull
, (33)

where FADnull is the FAD score without any detection and
FADopt the FAD score under optimal detection. In this work,
the parameters are selected to � = 1, � = 1, 
 = 0.05,
� = 10000 and � = 0.
4.2.2. OS event classification metrics

The performance evaluation of the OS classification of
FA events is based on the F1 score according to (25). How-
ever, for the OS problem the number of classes should only
be determined by the known classes. Considering all of the
unknown classes as a single additional class in the test data-
set would result in a biased performance result: If the prob-
lem is treated in the same way as a CS scenario, rejected
samples of unknown classes would be considered as TPs -
although no training samples of the unknown classes existed.
Instead, the calculation of precision and recall is given by

Pr =
∑K
l=1 TPl

∑K
l=1(TPl + FPl)

, andRe =
∑K
l=1 TPl

∑K
l=1(TPl + FNl)

, (34)

where K is the number of known classes from the training
dataset. In Subsection 5.2 the influence of the number of un-
known event classes on the classification performance will
be evaluated, which requires the definition of the openness
of a test dataset. In [25] the authors introduce a formal defi-
nition of the openness O of a dataset according to

O = 1 −

√

2 × |training classes|
|testing classes| + |target classes| , (35)

with O ∈ [0; 1]. Large values for O correspond to a higher
number of unknown classes in the dataset, while for the CS
problem O = 0.

5. Results and discussion
In this section the performance evaluation of the pro-

posed models for unsupervised detection and OS classifica-
tion of FA events is presented. In Subsection 5.1 the pro-
posed Persistence detector is compared to various othermod-
els, introduced in Subsection 3.1. Subsection 5.2 investi-
gates the OS classification of FA events based on the in-
troduced EVM model (Subsection 3.2.2). The classification
performance is compared to a CS classifier benchmark. The
performance evaluation is conducted based on the dataset
and performance metrics from Section 4.

5.1. Unsupervised FA event detection
In Fig. 5 the maximum F1 score F1,max and FAD score

FADmax at the optimal threshold �opt,F1 and �opt,FAD, respec-tively, are depicted together with theAUCPR for Persistence,
HTM, ARIMA, SR and CNN detector. From the compari-
son of F1,max and AUCPR it can be derived that Persistence,
ARIMA, SR and CNN detector lie in the same performance
range. However, the HTM detector shows a significantly
poorer performance. While according to the F1 score the
Persistence, ARIMA and CNN detector achieve the best de-
tection results, with F1,max = 0.71, in accordance with the
AUCPR the SR detector outperforms all other detectors with
AUCPR = 0.69. Interestingly, with a difference of 4 per-
centage points the F1 score shows a significant poorer detec-tion performance for the SR detector. Although both the F1score and AUCPR are performance metrics specifically tai-
lored to scenarios with highly imbalanced classes and higher
emphasis on the positive class, they suggest different results.
This again motivates the need for a scenario-specific perfor-
mance metric. Based on the comparison of the maximum
FAD score FADmax in Fig. 5 it can be concluded that both
the ARIMA and CNN detector achieve the best result for
the problem of real-time detection of FA events in aggre-
gated load data with FADmax = 0.7. On the contrary, with
FADmax = 0.6 the SR detector shows a significant poorer
performance in the given case of FA event detection. How-
ever, according to F1,max and AUCPR the SR detector can
potentially keep up with or even outperform other detec-
tion methods in scenarios with other requirements. With
FADmax = 0.69 the performance of the Persistence detec-
tor is only slightly below the best FAD scores achieved by
the ARIMA and CNN detector. As can be seen in Fig. 4
FA events in the given dataset are fast-ramped events that
are characterized by a steep slope at the beginning and end
of an event, resulting in a large deviation between xt and
xt−1. In case of the Persistence detector this large devia-
tion directly translates to a large anomaly score according to
(1). Given that the Persistence detector can keep up with the
more complex detectors regardless of the considered perfor-
mance metrics, it can be concluded that the Persistence de-
tector constitutes a trivial but effective method for detection
of fast-ramped FA events.

In Fig. 6 the average detection delay �̄det is shown as a
function of the threshold � for all detectors. As for � = 0
all data points are declared an event, the average detection
delay is �̄det = 0 for all detectors. It can be seen that the
HTM detector has the lowest detection delay for thresholds
� > 0.1. The comparatively high early detection capability
also explains the reduced performance discrepancy between
the HTM and the other detectors for FADmax compared to
F1,max and AUCPR (Fig. 5). While for the FAD score the
contribution of TPs is weighted based on the detection delay,
F1,max andAUCPR do not take early detection capability into
account.

The Persistence, ARIMA, SR and CNN detector show
a similar �̄det for � < 0.4. For thresholds � > 0.4 the SR
detector shows a significantly higher detection delay, while
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Figure 5: Maximum F1 score (F1,max), AUCPR and maximum
FAD score (FADmax) for Persistence, HTM, ARIMA, SR and
CNN detector.
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Figure 6: Average detection delay �̄det for Persistence, HTM,
ARIMA, SR and CNN detector.

Persistence, ARIMA and CNN detector continuously show
a similar detection delay.

Fig. 7 compares the average detection delay �̄det of alldetectors at the optimal threshold �opt,FAD corresponding to
FADmax. Although the HTM detector has the lowest aver-
age detection delay over the largest range of � (Fig. 6), at an
operating point relevant for the considered scenario (i.e. at
FADmax), it has a significantly higher detection delay com-
pared to other detectors. The HTMdetector requires a higher
threshold compared to the other detectors (see Fig. 8 (c)) ,
due to the particularly strong vulnerability to high FP num-
bers for low thresholds. The higher threshold in turn ex-
plains the higher average detection delay of the HTM de-
tector. The SR detector with �̄det = 11.42min has by far
the highest detection delay. Persistence, ARIMA and CNN
detector show similar delays. In fact, the proposed Persis-
tence detector shows the lowest detection delay with �̄det =
7.41min. However, it has to be considered, that the calcula-
tion of the average detection delay is only based on detected
events according to (28). Thus, detecting additional events
close to the end of an event (as done by ARIMA and CNN
detector) results in an improved FAD score, as negative FN
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Figure 7: Average detection delay �̄det at FADmax for Persis-
tence, HTM, ARIMA, SR and CNN detector.

scores are avoided, even though the average detection delay
increases.

Fig. 8 (a) and (b) show the F1 score over the thres-
hold � and the precision-recall curve for the different de-
tectors, respectively. Both on the F1 score and precision-
recall curve a strong similarity of the Persistence, ARIMA
and CNN detector can be noticed. This can be explained by
the signal-to-noise ratio of the dataset. Although aggregated,
the load data under investigation show a comparatively low
signal-to-noise ratio due to fluctuations, introduced by un-
foreseeable customer behavior, and the high resolution of the
data. Because of the low signal-to-noise ratio it is difficult
for more complex methods, such as the applied ARIMA and
CNN model, to extract additional information from the da-
taset compared to the trivial persistence forecast. Thus, the
explainability of the dataset can be exploited by the persis-
tence forecast to a large extend, explaining the similarity of
the Persistence, ARIMA and CNN detector. However, the
SR detector clearly shows a different behavior. This is due
to the different mathematical approach of transforming the
dataset from time into the frequency domain.

Fig. 8 (b) shows that, compared to all other detectors,
the SR detector is able to keep the precision on a higher
level for an increasing recall. While a high precision is not
seen as an important requirement for the considered sce-
nario, the SR detector may have advantages over the other
detectors in scenarios with different requirements. Interest-
ingly, the HTM detector clearly shows a different behavior
compared to the Persistence, ARIMA and CNN detectors,
even though it is also based on a time series forecast. This
can partly be explained by the internal calculation of the ano-
maly score, which differs from the external calculation used
for Persistence, ARIMA and CNN detector (see Subsection
3.1.2). However, the comparatively poor detection perfor-
mance also indicates a poor underlying forecast that is even
outperformed by a trivial persistence forecast. A potential
reason could be insufficient adaption of the various model
parameters to the dataset and scenario. Although the authors
of HTM claim the provided set of parameters to be the best
for anomaly detection, it may not be sufficiently appropriate
for the given scenario. However, as explained before, due
to the low signal-to-noise ratio, it can be expected that even
extensive parameter tuning will not result in a significantly
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Figure 8: (a): F1 score, (b): Precision-recall curve, (c): FAD score for Persistence, HTM, ARIMA, SR and CNN detector.

better forecast compared to the persistence forecast.
Fig. 8 (c) shows the FAD score for all detectors over the

threshold �. By comparing the F1 score with the FAD score,
a shift between the optimal threshold �opt,F1 and �opt,FAD to-
wards smaller values can be noticed. A smaller threshold
increases the number of TPs and results in earlier detection
of an event. At the same time, the number of FPs increases
as well. However, as described in Subsection 4.2.1 the FAD
score emphasises early event detection and weights FPs low
compared to FNs, explaining the decrease of the optimal th-
reshold. Based on the FAD score an optimal threshold for
the proposed Persistence detector of �opt,FAD = 0.16 is de-
termined. At �opt,FAD 191 of 205 FA events (93%) are de-
tected by the Persistence detector, while 498 data points of
all 39827 data points outside the event and rebound windows
(1.25%) are falsely declared and event.

As previously described, for the dataset and scenario un-
der investigation, more sophisticatedmodels such asARIMA
and CNN only achieve minor improvements of the forecast
compared to the persistence forecast. This also translates
to a similar characteristic of the FAD score curve over the
threshold �. It can be inferred, that for the detection of fast-
ramped FA events an upper performance limit should exist
at an FAD score of roughly FAD ≈ 0.7. This performance
limit can approximately be reached with the proposed Per-
sistence detector (FADmax = 0.69). More advanced detec-
tion methods, such as the ARIMA and CNN detectors, only
slightly improve the detection performance, but require a
significantly higher maintenance and computational effort.
The Persistence detector is therefore proposed to avoid fre-
quent time and computation intensive model re-training. As
described in Section 2 this is considered a great advantage
in a scenario of edge computing-based distributed event de-
tection with time and resource constraints.
5.2. OS classification of FA events

In Fig. 9 the confusion matrix for the EVM model ap-
plied on the OS test dataset is depicted. Besides the two
known event classes FA andNO, three unknown event classes
are included in the test dataset, namely MP, FV and DU,

which are summarized as "unknown". The test dataset in to-
tal contains 63 observations with NFA = 21, NNO = 21,
NMP = 7, NFV = 7, NDU = 7. The test dataset has an
openness of O = 24.7%. From Fig. 9 it can be derived that
the EVM is able to correctly classify 90% of the FA events
and 76% of the NO events. Moreover, the EVM successfully
rejects 71% of all observations of the unknown classes. It
can be concluded, that the EVM in principle is able to differ-
entiate between FA and NO observations also in an OS sce-
nario with an acceptable performance. However, the EVM
also wrongly classifies 29% of the observations from the un-
known classes as FA event, which reduces the precision for
FA events. The precision for NO events is not affected by
the unknown event classes. Also the recall of the FA and
NO event classes are negatively influenced, since 10% of
the FA events and 19% of the NO events, respectively, are
rejected. In general, Fig. 9 demonstrates that the influence
of the unknown classes on precision and recall of a class is
higher compared to the influence of the other known class.
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Figure 9: Confusion matrix of the EVM model on the OS
classification test dataset with an openness O = 24.7 %.

In order to investigate the benefit of applying an OS clas-
Müller et al.: Preprint submitted to Elsevier Page 14 of 17



sifier in themore realistic scenariowith presence of unknown
classes, the performance is compared to a CS classifier. For
this purpose, the EVMmodel is applied on the test dataset as
both an OS and CS classifier. In the CS setting the rejection
of observations with P̂ (Cl|v′) < 0.9 is deactivated and ob-
servations are classified according to P̂ (Cl|v′). Moreover, in
order to investigate the influence of the number of unknown
classes, the comparison are conducted on a test dataset with
increasing fractions of unknown classes. In Fig. 10 the com-
parison of the OS and CS EVM for a varying openness O of
the test dataset is depicted. The performance is evaluated
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Figure 10: Comparison of the F1 score between OS and CS
EVM model on the OS classification problem with a varying
openness O.

based on the F1 score. For the CS problem (O = 0) the
performance of the CS classifier is slightly better compared
to the OS classifier, since the OS classifier wrongly rejects
some of the observations of the known classes. By adding
MP events as unknown class to the test dataset the openness
of the test dataset increases to O = 10.56%. In this scenario
the OS classifier outperforms the CS classifier. While the OS
classifier is capable of rejecting observations from unknown
classes the CS classifier assigns all observations of unknown
classes to one of the known classes, resulting in a decreased
precision. However, the performance of the OS EVM de-
creases as well. This is due to two reasons: First, not all
observations from the unknown classes are successfully re-
jected. Second, being capable of rejecting observations can
also lead to falsely rejected observations of known classes.
Nevertheless, for the investigated scenario of FA event clas-
sification the rejection capability improves the performance
compared to the CS classifier already for the existence of
only one unknown class. Extending the test dataset with the
unknown FV event class (O = 18.35%) has no influence
on the performance of the OS EVM. This can be explained
by the specific characteristic of FV events. The number of
zeros n0 constitutes a strong differentiator for observations
of the FV event class, making it comparatively easy for the
OS EVM to differentiate between FV and the known FA and
NO events. Nevertheless, the F1 score of the CS classifier
further decreases from F1 = 0.835 to F1 = 0.768 since all
observations of the FV event class are assigned to either the
FA or NO event class. In the final scenario (O = 24.7%)

all unknown event classes are added to the test dataset, cor-
responding to the scenario described by Fig. 9. Adding the
unknown DU event class further decreases the performance
for both the OS and CS classifier. However, while for the CS
EVM the F1 score decreases by 4.38 percent, the OS classi-
fier only shows a decrease of 3.08 percent. In summary, the
performance of the OS EVM decreased from F1 = 0.897
(O = 0%) to F1 = 0.833 (O = 24.7%), while the CS clas-
sifier performance decreased from F1 = 0.905 (O = 0%)
to F1 = 0.724 (O = 24.7%). This demonstrates that the
rejection capability of the OS classifier allows maintaining
the classification performance on a higher level, for increas-
ing fractions of unknown classes. Nevertheless, also for the
OS classifier the performance deteriorates with additional
unknown classes.

To summarize, FA events can be classified also in the
more realistic OS scenario and applying OS classifiers can
significantly improve the performance under these condi-
tions. However, the classification performance of the EVM
is expandable, due to the very limited training data. The size
of the dataset constitutes a limitation of the presented study,
since the small number of observations and classes prevent
more comprehensive investigations. Nevertheless, this study
proves the fundamental feasibility of OS classification of FA
events on real data.

6. Conclusion and future work
This work demonstrates the fundamental feasibility of

unsupervised detection and OS classification of FA events.
A data processing pipeline for FA event identification is pro-
posed. The method combines unsupervised event detection
and OS classification. A simple Persistence detector is pro-
posed and implemented as unsupervised event detector. The
comparison to more complex and computational expensive
detection models demonstrates a comparable performance
and the existence of an upper performance limit. As OS
classifier the EVM is used. It is shown that the use of an
OS classifier significantly improves the classification perfor-
mance in the more realistic OS scenario compared to a tradi-
tional CS classifier. Both the Persistence detector and EVM
classifier are selected with a view to an application in a dis-
tributed event detection architecture with time and resource
constraints due to edge computing. This work demonstrates
that the main building blocks of the proposed pipeline can be
realised with comparatively simple methods that fulfill im-
portant requirements for an application in a distributed event
detection architecture.

Given the fundamental proof of themain building blocks,
a logical next step is the investigation of the coupling of the
Persistence detector and EVM classifier in the proposed EIP
for FA events. Moreover, for both the detection as well as
classification step, several possible improvements could be
investigated. One direction could be the integration of ad-
ditional regressors for unsupervised event detection such as
temperature and solar radiation. For the OS classification
problem principle component analysis or other methods for
dimensionality reduction could be applied to reduce the fea-
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Algorithm 1 General procedure of the EIP for FA events.
1: for new incoming data point xΔ,t do:
2: PERSISTENCE_FORECAST(xΔ,t) ⊳ Start of unsupervised event detection
3: return x̂Δ,t
4: if |x̂Δ,t − xΔ,t| < � then:
5: Declare xΔ,t normal behavior
6: else:
7: Declare xΔ,t an event
8: BACKWARD_SAMPLING(xΔ,t) ⊳ Start of event sampling
9: return xΔ,bw = {xΔ,t−wx

, ..., xΔ,t+e}
10: FORWARD_SAMPLING(xΔ,t)
11: if another event at xΔ,t+a ∈ {xΔ,t+1, ..., xΔ,t+wx

} then:
12: return xΔ,fw = {xΔ,t−e, ..., xΔ,t+a+e}
13: else:
14: return xΔ,fw = {xΔ,t−e, ..., xΔ,t+wx

}
15: for x in [xΔ,bw, xΔ,fw] do:
16: Calculate feature vector v = [�x, �x, xmin, xmax, n0, nminmax]
17: EXTREME_VALUE_MACHINE(v) ⊳ Start of OS classification
18: return P (Cflexibility|v), P (Cnormal_beℎavior|v)
19: if P (Cflexibility|v) ≥ P (Cnormal_beℎavior|v) and ≥ � then:
20: Declare sample x as flexibility activation event
21: else if P (Cflexibility|v) ≤ P (Cnormal_beℎavior|v) and ≥ � then:
22: Declare sample x as normal behavior
23: else:
24: Declare sample x as unknown event

ture space dimension while retaining majority of the infor-
mation. Finally, the proposed pipeline could be extended
from FA event identification to identification of multiple rel-
evant events in active DGs.
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