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Abstract

To design critical systems engineers must be able to prove that their system can
continue with its mission even after losing control authority over some of its actua-
tors. Such a malfunction results in actuators producing possibly undesirable inputs
over which the controller has real-time readings but no control. By definition, a sys-
tem is resilient if it can still reach a target after a partial loss of control authority.
However, after such a malfunction, a resilient system might be significantly slower to
reach a target compared to its initial capabilities. To quantify this loss of performance
we introduce the notion of quantitative resilience as the maximal ratio of the minimal
times required to reach any target for the initial and malfunctioning systems. Naive
computation of quantitative resilience directly from the definition is a complex task as
it requires solving four nested, possibly nonlinear, optimization problems. The main
technical contribution of this work is to provide an efficient method to compute quan-
titative resilience of control systems with multiple integrators and nonsymmetric input
sets. Relying on control theory and on two novel geometric results we reduce the com-
putation of quantitative resilience to a linear optimization problem. We illustrate our
method on two numerical examples: a trajectory controller for low-thrust spacecrafts
and a UAV with eight propellers.
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I Introduction

When failure is not an option, critical systems are built with sufficient actuator redundancy
[2] and with fault-tolerant controllers [3]. These systems rely on different methods like
adaptive control [4] [5] or active disturbance rejection [6] in order to compensate for actuator
failures. The study of this type of malfunction typically considers either actuators locking in
place [4], actuators losing effectiveness but remaining controllable [3] [5], or a combination of
both [6]. However, when actuators are subject to damage or hostile takeover, the malfunction
may result in the actuators producing undesirable inputs over which the controller has real-
time readings but no control. This type of malfunction has been discussed in [7] under the
name of loss of control authority over actuators and encompasses scenarios where actuators
and sensors are under attack [g].

In the setting of loss of control authority, undesirable inputs are observable and can have
a magnitude similar to the controlled inputs, while in classical robust control the undesirable
inputs are not observable and have a small magnitude compared to the actuators’ inputs
[9, 10]. The results of [I1] showed that a controller having access to the undesirable inputs
is considerably more effective than a robust controller.

After a partial loss of control authority over actuators, a target is said to be resiliently
reachable if for any undesirable inputs produced by the malfunctioning actuators there ex-
ists a control driving the state to the target [7]. However, after the loss of control the
malfunctioning system might need considerably more time to reach its target compared to
the initial system. Previous work [I] introduced the concept of quantitative resilience for
control systems in order to measure the delays caused by the loss of control authority over
actuators. While concepts of quantitative resilience have been previously developed for wa-
ter infrastructure systems [12] or for nuclear power plants [I3], such concepts only work for
their specific application.

In this work we formulate quantitative resilience as the maximal ratio of the minimal
times required to reach any target for the initial and malfunctioning systems. This for-
mulation leads to a nonlinear minimax optimization problem with an infinite number of
equality constraints. Because of the complexity of this problem, a straightforward attempt
at a solution is not feasible. While for linear minimax problems with a finite number of
constraints the optimum is reached on the boundary of the constraint set [14], such a gen-
eral result does not hold in the setting of semi-infinite programming [15] where our problem
belongs. However, the fruitful application of the theorems of [16] [I7] stating the existence
of time-optimal controls combined with the optimization results derived in [I8] reduces the
quantitative resilience of systems with multiple integrators to a linear optimization problem.

As a first step toward the study of quantitative resilience for linear systems we restricted
our previous work [I] to driftless linear systems with symmetric input sets. Building on
these earlier results we now extend the theory to linear systems with multiple integrators
and general input sets. With these extensions we are able to tackle feedback linearized
systems [19].

The contributions of this paper are threefold. First, we extend the notion of quantitative
resilience from [I] to systems with multiple integrators and nonsymmetric inputs. Secondly,
we provide an efficient method to compute the quantitative resilience of linear systems with
integrators by simplifying a nonlinear problem of four nested optimizations into a linear op-



timization problem. Finally, based on quantitative resilience and controllability we establish
necessary and sufficient conditions to verify if a system is resilient.

The remainder of the paper is organized as follows. Section [[I introduces preliminary
results concerning resilient systems and quantitative resilience. To evaluate this metric we
need the minimal time for the system to reach a target before and after the loss of control
authority. We calculate this minimal time for the initial system in Section [[T]] and for the
malfunctioning system in Section [[V] Section [V]is the pinnacle of this work as we design an
efficient method to compute quantitative resilience. This metric also allows to assess whether
a system is resilient or not, as detailed in Section [VI, The quantitative resilience of systems
with multiple integrators is studied in Section [VII} In Section [VIII] our theory is illustrated
on a linear trajectory controller for a low-thrust spacecraft and on an unmanned octocopter.
The continuity of a minimum function is proved in Appendix [A] We compute the dynamics
of the low-thrust spacecraft in Appendix [B]

Notation: For a set X we denote its boundary 90X, its interior X° := X\0X and its
convex hull co(X). The set of integers between a and b is [a, b], while N denotes the set of
all positive integers. The factorial of & € N is denoted k!. Let R := [0,00) and we use
the subscript , to exclude zero, for instance R} := (0,00). We denote the Euclidean norm
with || - || and the unit sphere with S := {z € R" : ||z|| = 1}. The infinity-norm of a vector
z € R" is ||z := max {|z;| : ¢ € [1,n]}. The image of a matrix A € R™™ is denoted
Im(A) C R, its rank is rank(A) = dim Im(A) < n. For integrable piecewise continuous
functions f : R — R", the Ly-norm is defined as || f[|z, := [, IIf(t)]|*dt, and the L -norm
is defined as || f||z., = sup || f(t)|ls- For k € N, the k' derivative of a function f is denoted

teR

as [,

II Preliminaries and Problem Statement
We are interested by generalized k' order integrators in R", i.e.,
¢®(t) = Bu(t), with @e€U, z(0)=mz, and zV(0)=0, (1)

for all I € [1,k — 1] and k € N. Matrix B € R™(™*P) is constant. Let a™™" € R™*P and
u™® ¢ R™*P be the bounds on the inputs so that the set of allowable controls is

7 [at)

U:={u € Lo(RT,R™P) s (t) € [af™, u]"*"] for t > 0 and i € [1,m + p] }. (2)

After a malfunction, the system loses control authority over p of its m + p initial actuators.
Because of the malfunction, the initial control input « is split into the remaining controlled
inputs v and the undesirable inputs w. Similarly, we split the control bounds @™ and @™
into u™" € R™, 4™ € R™ and w™" € RP, w™*® ¢ RP. Without loss of generality we
always consider the columns C' representing the malfunctioning actuators to be at the end
of B. We split the control matrix accordingly: B = [B C’}. Then, the initial conditions are



the same as in but the dynamics become

e®(t) = Bu(t) + Cw(t), welU, weW, with (3)
U:= {u € Loo(RTR™) :uy(t) € [u™, u"] for t > 0 and i € [[l,m]]} and (4)
W= {w € Lo(RT,R?) : w;(t) € [w™, w™™*] for t >0 and i € [1,p]}. (5)

We will use the concept of controllability of [16].

Definition 1: A system following dynamics (1) is controllable if for all target xgou € R™
there exists a control @ € U and a time 7" such that z(T") = z40u-

We recall here the definition of the resilience of a system introduced in [I1].

Definition 2: A system following dynamics is resilient to the loss of p of its actuators
corresponding to the matrix C' as above if for all undesirable inputs w € W and all target
Tgoar € R™ there exists a control w € U and a time 7" such that the state of the system
reaches the target at time 7', i.e., 2(T) = Zgou-

Previous efforts 7, [I1] assumed that the Ly-norm of the inputs is constrained. In this
work, we instead consider L., bounds because of their broad use in applications. Therefore,
most of the resiliency conditions of 7, [IT] do not directly apply here. We will establish a
simple necessary condition for this new setting.

Proposition 1: If the system is resilient to the loss of p actuators, then the system
™) (t) = Bu(t) is controllable.

Proof. Let y € R™, 2400 :=y + 2o € R™ and w € W such that w(t) = 0 for all ¢t > 0. Since
the system is resilient, there exist u € U and ¢; > 0 such that 24, = 2(t1). Since z(0) =0
for [ € [1,k — 1] and B is constant we can write

t1 tr t1 tg
[E(tl) Z//x(k)(tk+1) dtk+1...dt2+$0 = BZ+CC(), z Z:/.../U(tk_H) dtk+1...dt2,
0 0 0 0

with z € R™ constant. Then, gy — 29 = Bz = y € Im(B), so rank(B) = n and
x®)(t) = Bu(t) is controllable. O

While a resilient system is capable of reaching any target after losing control authority
over p of its actuators, the time for the malfunctioning system to reach a target might be
considerably larger than the time needed for the initial system to reach the same target. We

introduce these two times for the target x4, € R™ and the target distance d := x40 — 29 €
R™.

Definition 3: The nominal reach time of order k, denoted by Ty v, is the shortest time
required for the state x of to reach the target x4, under admissible control u € U:

T n(d) == inf {T'>0:a(T) -z =d}. (6)

ueU



Definition 4: The malfunctioning reach time of order k, denoted by T} ,,, is the shortest
time required for the state x of to reach the target x40, under admissible control u € U
when the undesirable input w € W is chosen to make that time the longest:

Tiy(d) := sup {inf {T'>0:2(T) —zo=d}}. (7)
’ wew uweU
By definition, if the system is controllable, then T} \(d) is finite for all d € R", and if it
is resilient, then T} ,(d) is finite. In light of (6)) and @, Ty x and Ty 5, would also depend
on the initial conditions () (0) if they were non zero for [ € [1,k — 1]. It would cause the
unnecessary complications discussed in Remark [2]

Definition 5: The ratio of reach times of order k in the direction d € R" is

Ty (d)
ti(d) == . (8)

Ty n(d)

After the loss of control, the malfunctioning system can take up to tx(d) times longer
than the initial system to reach the target d + xy. Since the performance is degraded
by the undesirable inputs, ¢;(d) > 1. We take the convention that t;(d) = +o00 whenever
Ty y(d) = +00, regardless of the value of T} y(d).

Remark 1: The case T \(d) = T} ),(d) = 0 can only happen when d = 0, because x(0) =

To = Tgoai- 10 make this case coherent with and subsequent definitions we choose
Ty n0)
To @

In order to quantify the resilience of a system, we introduce the following metric.
Definition 6: The quantitative resilience of order k of system is

1 . Trn(d)

sup t(d) = dekn Ty (d)
deRn ’

Tqu =

(9)

For a resilient system, 7, € (0,1]. The closer 74, is to 1, the smaller is the loss of
performance caused by the malfunction. Quantitative resilience depends on matrices B and
C, i.e., on the actuators that are producing undesirable inputs.

Computing 7y , naively requires solving four nested optimization problems over continu-
ous constraint sets, with three of them being infinite-dimensional function spaces. A brute
force approach to this problem is doomed to fail.

Problem 1: Establish an efficient method to compute 7y .

We will explore thoroughly the simple case k = 1 in the following sections and generalize
their results to the case k£ € N in Section . For k = 1, the systems and simplify

into the following linear driftless systems

t(t) = Bu(t), with w €U and z(0) = xy € R", (10)
Bu(t) + Cw(t), with weU, weW and z(0)=xy€R" (11)

8.
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For k =1 we are also able to write the nominal reach time Ty as

T5(d) == inﬁ{T >0 /%ﬂ(t) dt = d}, (12)

ueU

and the malfunctioning reach time T3, as

T
Ty(d) :== sup { inf {T >0: /Bu(t) + Cw(t)dt = d}} (13)
wew | veU 0
The ratio of reach times in the direction d € R™ becomes t(d) = Ty, (d)/Tx(d). The
quantitative resilience 1, of a system following is then
Ty = ST TN(d). (14)

sup t(d) derr T,(d)

deR"
Then, Ty y(d) = Tx(d), T} y;(d) = Ty;(d), t1(d) = t(d) for all d € R™ and 7,4, = 7.

We now discuss the information setting in the malfunctioning system. The resilience
framework of [7, [I1] assumes that u has only access to the past and current values of w, but
not to their future. Then, the optimal control u* in cannot anticipate a truly random
undesirable input w. Hence, this strategy is not likely to result in the global time-optimal
trajectory of Definition [

In fact, there would be no single obvious choice for u* (t, w(t)), rendering 7Ty, ill-defined
and certainly not time-optimal, whereas T is time-optimal. In this case, our concept of
quantitative resilience becomes meaningless. The work [20] states that to calculate u* with-
out future knowledge of w* the only technique is to solve the intractable Isaac’s equation.
Thus, the paper [20] derives only suboptimal solutions and concludes that its practical con-
tribution is minimal.

Instead, we follow [21I] where the inputs u* and w* are both chosen to make the transfer
from xy to x40q time-optimal in the sense of Definition . The controller knows that w*
will be chosen to make 7%, the longest. Thus, u* is chosen to react optimally to this worst
undesirable input. Then, w* is chosen, and to make T7}; the longest, it is the same as the
controller had predicted. Hence, from an outside perspective it looks as if the controller
knew w* in advance, as reflected by .

We will prove in the following sections that with this information setting w* is constant.
Then, the controller can more easily and more reasonably predict what is the worst w* and
build the adequate u*. With these two input signals, 7T}, is time-optimal in the sense of
Definition (4| and can be meaningfully compared with 7T to define the quantitative resilience
of control systems.

III Dynamics of the Initial System

We start with the initial system of dynamics and aim to calculate the nominal reach

time Ty. We introduce the constant input set U, := {a € R™P : @; € [a™™, u"**] for i €
[1,m+p]}.



Proposition 2: For a controllable system (10) and d = z40u — 2o € R", the infimum T3 (d)
of is achieved with a constant control input u* € U..

Proof. Dynamics are linear in = and 4. Set U defined in (2)) is convex and compact.
The system is controllable, so %y is reachable. The assumptions of Theorem 4.3 of [16]
are satisfied, leading to the existence of a time optimal control @ € U. Thus, the infimum
in (12)) is a minimum and fOTN Bi(t)dt = d. If d = 0, then according to Remark , Ty =0
and we take @* = 0 so that Bu*Tx = d. Otherwise, T3 > 0, so we can define the constant
vector u* = ﬁfom a(t)dt € R™P. Since 4 € U, for t > 0 and i € [1,m + p] we have

a™™ < 4;(t) < a*®. Then,

1 T;L min —min 1 TNA —x 1 TKL max —max
N JO N JO N JO

Thus, @* € U,. Additionally, [/~ Bu*dt = Ba*Tj = d. O
Following Proposition [2| the nominal reach time simplifies to

T5(d) = min {T >0: Bu, T = d}. (15)
ac € Ue
The multiplication of the variables @, and T' prevents the use of linear solvers. Instead, we
can numerically solve T (d) = 1/ max {\ : Bu. = Ad}, after using the transformation A\ = £
ﬂc e UC

in .

The work [I] showed that T is absolutely homogeneous when the input set U is sym-
metric. However, in this work the allowable controls are not symmetric and thus 7%
loses its absolute symmetry but conserves a nonnegative homogeneity.

Proposition 3: The nominal reach time 775 is a nonnegatively homogeneous function of d,
e, Th(Ad) = X T%(d) for d € R" and A > 0.

Proof. Let d € R", A > 0. The case A = 0 is trivial since T%(0) = 0, so consider A > 0. The
nominal reach time for d is T /(d), so there exists iy € U, such that BugT%(d) = d. Then,
Bug NT}(d) = Ad. The optimality of T%(Ad) to reach Ad leads to T (Ad) < ATx(d).
There exists g € U, such that BuagTy(Ad) = A\, so Biiyg w = d. The optimality
of TR (d) to reach d yields T3 (d) < w. Thus, A\T%(d) < TF(Ad). O
We can now tackle the dynamics of the malfunctioning system after a loss of control
authority over some of its actuators.

IV  Dynamics of the Malfunctioning System

We study the system of dynamics , with the aim of computing the malfunctioning reach
time T7;;. We define the constant input sets U, := {u € R™ : u; € [u™™, u"*] for i € [1,m]},

W, = {w € R? : w; € [w™™, w?] for i € [1,p]}, and V. the set of vertices of W..

(2



Definition 7: A verter of a set X C R" is a point z € X such that if there are 1 € X,
o € X and A € [0,1] with 2 = Azy + (1 — N\)zo, then © = 21 = .

Proposition 4: For a resilient system , d € R} and w € W, a constant control input
uwy(w) € U, achieves the infimum T/ (w, d) of defined as

Ty(w,d) := inf {T >0: /TBu(t) + Cw(t)dt = d}. (16)

uelU

Proof. Let d € RY, w € W and Ty (w,d) = 1nf {T >0 : fo Bu(t)dt = z}, with z :=

d— fo Cw(t)dt € R™ a constant vector because w is fixed. Since the system is resilient, any

z e R"is reachable. Additionally, U is convex and compact, and fo Bu(t) dt is linear in u.
Then, according to Theorem 4.3 of [16] a time-optimal control exists. Following the proof
of Proposition , we conclude that the infimum of is a minimum and that the optimal
control uj(w) belongs to U.. O

We can now work on the supremum of .

Proposition 5: For a resilient system and d € R?, the supremum 7T5,(d) of is
achieved with a constant undesirable input w* € W..

Proof. For d € R” and with u} defined in Propos1t1on 3) simplifies to Ty, (d) = sup {T :
wewWw

Buj(w)T + [ Cw(t)dt = d}. Let we = [ 20 gt for w € W. Then, for all ¢ > 0

and i € [1,p] we have w < wy(t) < wlmax. Thus,

Trr (w,d) wmz'n, dt ) T (’LU d ( ) dt T]u(w,d) wmam dt
7 — wmln < _ wC < 7 — wmam.
/o Ty(w,d) "~ /0 Ty(w,d) "~ /0 Tyu(w,d)

So, w® € W.. Then, OTM (wd) Cp (t)dt = CwTy(w,d) = d — Buly(w)Tn(w,d). Conversely,

note that for all w. € W, and T' > 0, we can define w(t) := Fw, for t € [0,7] such that

fOT Cw(t)dt = Cw. and w € W. Therefore, the constraint space of the supremum of
can be restricted to W..

We define the function ¢ : W, — R™ as ¢p(w.) := Bu}(w.) + Cw,. for w, € W.. When
applying w. and u}(w.) the dynamics become & = ¢(w.). Neustadt in [I7] introduces
Aw, = {(xl,T) . for w, € W, fo (we)dt = x1 — xo} as the attainable set from xo and
using inputs in W. Since (Buj(w.) + Cw.)Th(we, d) = d, we have p(w,) = Tor ( Tt and @
is continuous in w, according to Lemma [I] Set W, is compact and zy € R" is ﬁxed Then,
Theorem 1 of [17] states that Ay, is compact.

Note that T3 (d) = sup {T : (zgou, T) € Aw,}, then Tj;(d) is the supremum of a contin-
uous function over the compact set Ay, so the supremum of is a maximum achieved
on W.. O

Following Propositions [4] and [f], the malfunctioning reach time becomes

Ty;(d) = max { min {7" > 0: (Bu. + Cw,)T = d}} . (17)

we € We uc € Ue



The simplifications achieved so far were based on existence theorems from [16, 17] upon
which the bang-bang principle relies. The logical next step is to show that the maximum of
is achieved by the extreme undesirable inputs, i.e., at the set of vertices of W,., which
we denote by V.. However, most of the work on the bang-bang principle considers systems
with a linear dependency on the input [22, 16, 23], while ¢ introduced in Proposition 5| is
not linear in the input w..

The work from Neustadt [17] considers a nonlinear ¢, yet his discussion on bang-bang
inputs would require us to show that co(p(W.)) = co(¢(V.)). Since ¢ is not linear, such a
task is not trivial and in fact it amounts to proving that inputs in V. can do as much as
inputs in W, i.e., we would need to prove the bang-bang principle.

Two more works [24, 25] consider bang-bang properties for systems with nonlinear de-
pendency on the input. However, both of them require conditions that are not satisfied in
our case. Work contained in [24] needs the subsystem & = C'w to be controllable, while [25]
requires T, defined in to be concave in w.. Thus, even if bang-bang theory seems like
a natural approach to restrict the constraint space from W, to V. in , we need a new
optimization result, namely Theorem 2.1 from [I8]. To employ this result, we first need to
relate resilience to an inclusion of polytopes.

Definition 8: A polytope in R™ is a compact intersection of finitely many half-spaces.
We define the sets X := {ch CwWe € Wc} and Y = {Buc DU € Uc}.

Proposition 6: For a system following , X and Y are polytopes in R”. If the system is
resilient, then dimY =n and —X C Y°.

Proof. Sets U, and W, are defined as polytopes in R™ and RP respectively. Sets X and Y
are linear images of W, and U., so they are polytopes in R™ [26].

For a resilient system, following Propositions 4] and [5| we know that for all w. € W, and
all dy € R™ there exists u, € U, and T' > 0 such that (Bu.+ Cw.)T = dy. It also means that
for all z € X and all dy € R" there exists y € Y and T" > 0 such that (x 4+ y)T' = dp. Since
dy can be freely chosen in R", we must have dimY = n.

Take x € X, v # 0 and dy = x. Then, there exists y; € Y and 77 > 0 such that
(x +y1)T1 = x. Hence, \yx € Y with A\; := —1 + 1/T}. Now take dy = —x. Then, there
exists yo € Y and Tp > 0 such that (z 4+ y2)To = —z. Hence, Aox € Y with Ay := —1—1/T.
Since Ay < —1 < A\; and Y is convex, we have —x € Y.

If x = 0, this process fails because we would get T" = 0 when taking d = 0. Instead, take
dy € S, then there exists T' > 0 and y € Y such that yT" = dy. Repeating this for —dy and
using the convexity of Y, we obtain 0 € Y. Thus —X C Y.

Now assume that there exists —z; € —X N9Y. Take d = —x, then the best input is
y = —x1 € Y because —X C Y. Then, 21 +y = 0 ¢ R d, which contradicts the resilience
of the system. Therefore, — X N9Y =0, i.e., — X C Y°. O

We can now prove that the maximum of is achieved on V.

Proposition 7: For a resilient system and d € R”, the maximum of is achieved
with a constant input w* € V..



Proof. Using A = 1 in yields Ty, (d) = 1/min{m€a§<{/\ >0:z4y=Ad}}. Since A >0,

zeX ty
we can write A = |[A| = ||\d||/||d]| = ||z + y||/||d||. Then,
]

ingiy{{gnga}g{“x +yl i r+yeRTd}}

Ti (d) = (18)

Following Proposition [ sets X and Y are polytopes in R", —X C Y*° and dimY = n.
Then, we can apply Theorem 2.1 of [I8] and conclude that the minimum x* of must be
realized on a vertex of X. Now, we want to show that z* € {CU NS VC}.

Let w. € W, such that z* = Cw,.. If w. € V. we are done. Otherwise, two possibilities
remain. In the first case w. is on the boundary of the hypercube W, and then we take F
to be the surface of lowest dimension of W, such that w. € F and dim /' > 1. The other
possibility is that w, € W?; we then define F' := W,. Thus, in both cases V.N F # () and F
is convex. Then, we take v € V,NF and a := v — w, € F. Since dim ' > 1 and w,. € F,
there exists some o > 0 such that w, + ca € F'. Then

x*:C’wC:C’<wC+aa wc—aa> 1 1

T g )Tttty

with 21 := C(w. &+ aa). Since z* is a vertex of X and x4 € X, according to Definition [7]
¥ =x, = x_. Then, ¥ — x_ = aCa = 0, which yields Ca = 0 because a > 0. Thus,
Cv = C(w. 4+ a) = Cw. = z* and v € V.. Therefore, the maximum of is achieved on

V.. O

We have reduced the constraint set of from an infinite-dimensional set W to a finite
set V. of cardinality 2P, with p being the number of malfunctioning actuators. Following
Propositions [4] [5] and [7], the malfunctioning reach time can now be calculated with

Ty (d) = max {u?ﬂérl}c{T >0: (Bue+ Cw,)T = d}} : (19)
It is logic to wonder if the minimum of could be restricted to the vertices of U., just
like we did for the maximum over W.. However, that is not possible. Indeed, w. is chosen
freely in W, in order to make T, as large as possible, while u,. is chosen to counteract w,
and make Bu, + Cw, collinear with d. This constraint could not be fulfilled for all d € R"”
if u. was only chosen among the vertices of U..
Similarly to the nominal reach time, 77, is also linear in the target distance.

Proposition 8: The malfunctioning reach time 77, is a nonnegatively homogeneous function
of d,i.e., Tr;(Ad) = X\ Tj;(d) for d € R" and A > 0.

Proof. Because of the minimax structure of , scaling like in the proof of Proposition
is not sufficient to prove the homogeneity of T%,(d). According to Remark , for d = 0 we
have T5,(d) = 0, so T}, is absolutely homogeneous at d = 0.

Let d € R}, w, € W,, © = Cw, and y*(z, d) := arg ?éig{T >0: (y+2)T = d}. Note that

Buj(w.) + Cw. = y*(z,d) + z, with u} defined in Proposition [} Then, with T} introduced

10



in (16), we have (Buj(w.) + Cw.) Ty (we, d) = d, ie., y*(z,d) = md —x. For A > 0,
we define a/(\) := TM%JJ\C,/\d) - TM(zluc,d)’ such that y*(z, Ad) — y*(x,d) = a(N\)d.

The polytope Y of R" has a finite number of faces, so we can choose d € R” not collinear
with any face of Y. Since Y is convex, the ray {y*(z,d)+ ad : o € R} intersects with 9Y at
most twice. Since y*(z,d) € Y, one intersection happens at « = 0. If there exists another
intersection, it occurs for some ag # 0. Since y*(x, Ad) € Y, we have y*(x,d)+a(\)d € 0Y.
Then, () € {0, a0} for all A > 0.

According to Lemma [T}, T); is continuous in d, so « is continuous in A but its codomain
is finite. Therefore, «v is constant and we know that «(1) = 0. So « is null for all A > 0,
leading to Ty (we, Ad) = ATy (we, d) for A > 0 and d not collinear with any face of 9Y". Since
the dimension of the faces of dY is at most n — 1 in R™ and T); is continuous in d, the
homogeneity of T); holds on the whole of R”. Note that T5,(d) = max Ty (we,d). Thus,

c c

AT, (d) = T3, (M) for A > 0 and d € R™. O

We can now combine the initial and malfunctioning dynamics in order to evaluate the
quantitative resilience of the system.

V Quantitative Resilience

Quantitative resilience is defined in as the infimum of 7% (d) /T, (d) over d € R™. Using
Proposition (3| and Proposition |8 we reduce this constraint to d € S. Focusing on the loss of
control over a single actuator we will simplify tremendously the computation of 7,. In this
setting, we can determine the optimal d € S by noting that the effects of the undesirable
inputs are the strongest along the direction described by the malfunctioning actuator. This
intuition is formalized below.

Theorem 1: For a resilient system following with C a single column matrix, the di-
rection d maximizing the ratio of reach times #(d) is collinear with the direction C, i.e.,
max t(d) = max {¢(C),t(-C)}.

des

Proof. Let d € S. We use the same process that yielded in Proposition [7| but we start
from where we split B into B and C"

1

Tod) = frbréagi{)\ : Bu = /\d} = ucegfl,?ffewc{/\ : Bu, + Cw, = )\d} (20)
— ) +
B Iegfgéggy{\!y +al|  y+ 2 e RYd}.

We can now gather with d € S and into

: +
i) o Aletyliet+y R}

- Ti(d) ﬁlﬁ{lﬁaﬁ”x +yllizx+yeRtd}}

t(d)

Since the system is resilient, Proposition[f]states that X and Y are polytopes in R, =X C Y°

and dimY = n. Because C' is a single column, dim X = 1. Then, the Maximax Minimax

Quotient Theorem of [18] states that max t(d) = max {t(C),t(—C)}. O
€
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Since the sets U, and W, are not symmetric, ¢ is not an even function. Thus, to calculate
the quantitative resilience r, we need to evaluate 1% (£C) and T3, (£C), i.e., solve four
optimization problems. The computation load can be halved with the following result.

Theorem 2: For a resilient system losing control over a single nonzero column C, r, =

min {r(C),r(—C)}, where

wmin + >\+ wmaT _ 2\~ ) n
T(C) = m, T(—C) = m, with A" = 1{%&%{)\ : Buv = :i:)\C}
Proof. Let u € U,, uw € U, and w € W, be the arguments of the optimization problems
and for d = C # 0. We split @ = [up uc|" such that up € U, and uc € W,. Then,

BuTy(C) = Bup T(C) + Cuc T (C) = C and BuT;;(C)+CwTi(C)=C.  (21)

We consider the loss of a single actuator, thus W, = [w™" w™**] C R which makes CwT};(C)
and CucT(C) collinear with C. From Proposition [} we know that w € OW. Since w
maximizes T;;(C) in (21, we obviously have w = w™™. On the contrary, uc is chosen to
minimize Tx(C) in (21)), so uc = w™*.

According to , Bupg and Bu are then also collinear with C'. The control inputs upg
and u are chosen to minimize respectively T3 (C) and T;;(C) in (21). Therefore, they are
both solutions of the same optimization problem:

T+:£i£{T:BUT:C} with u:uBIaI'g;’IGIi[I]lc{TIBUT:C},

We transform this problem into a linear one using the transformation A = %:

+_ : _ - I : _
A —max{)\.BU—)\C’} with u—uB—argixéaé{)\.Bv—)\C’}.

veE Uc
By combining all the results, simplifies into:

T#(C) A 4 wmin

+ maz _ + min T* =C. = .
CAt +w™)Tx(C)=C and C(AT 4+ w™™)Ty,(C) = C. So, T5,(C) ~ At umm

Following the same reasoning for d = —C', we obtain

CN + ™™ TR(C) = =C and C(=X" + ™) T3(C) = ~C.

; - _ . _ 1 _ TR0 wmer Ao :
with A7 = qr]réaU}i{)\ : Bv = )\C}. Then, o0 = T(o0) = wiin—a=" Following Theorem ,

1 : 1 1 :
e = max{d:des] — M {m m} = min {7(C),7(=C)} = Tmin- O

We introduced quantitative resilience as the solution of four nonlinear nested optimization
problems and with Theorem [2| we reduced r, to the solution of two linear optimization
problem. We can then quickly calculate the maximal delay caused by the loss of control of
a given actuator.
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VI Resilience and Quantitative Resilience

So far, all our results need the system to be resilient. However, based on [I1] verifying
the resilience of a system is not an easy task. Besides, as explained in Section [[I} the
resilience criteria from [I1] do not apply here because the set of admissible controls are
different. Proposition [I|is only a necessary condition for resilience, while we are looking for
an equivalence condition.

Proposition 9: A system following is resilient to the loss of control over a column C
if and only if it is controllable and max {T%,(C), T;;(—C)} is finite.

Proof. First, assume that the system is resilient. Then, according to Proposition |1f for
k = 1, the system #(t) = Bu(t) is controllable. Since Im(B) C Im(B), the system (|10))
is controllable a fortiori. If C' # 0, then following Proposition [5 T3,(C) and Tj,(—C) are

finite. If C'= 0, then T7},(C) is also finite according to Remark

Now, assume that the system is controllable and max {T}(C), Ty, (—C)} is finite.
Let w € W, and d € R?. By controllability, there exists « € U. and A > 0 such that Bu = \d.
We split B into [B C] and same for @ into (ug, wy). Then, ug € U. and B = Buyg+Cwy = \d.

In the case C' = 0, this yields Buy = Ad = Buy + C'w, so the system is resilient.

For C' # 0, we will first show that for any w € W, we can find u € U, such that
Bu + Cw = 0. Because T3,;(C) and T},;(—C) are finite, Ty (w, £C) is positive and finite for
all w € W, = [w™™, w™®|, with Th(-,-) defined in (16]). Take w € W.. Then, there exists
u¥ € U, and u® € U, such that (BuY + Cw)Ty(w,C) = C and (Bu® + Cw)Ty(w,—C) =
—C. Define a := Tar(wC) € (0,1) and u := ouf + (1 — a)u” € U, because U, is

‘T]\/[ (’LU,C)—FTM(’LU,—C)
convex. Then, notice that

Bu+ Cw = a(BuY + Cw) + (1 — a)(Bu” + Cw)
Tos(w, ) C Tai(w, —C) —C

- TM<U), C) + TM(’UJ, —C) TM<UJ, C) + TM(w, C) + TM(U), —C) TM(U), —C> =0

We want to make a convex combination of v and ug4 to build the desired control, but without
an extra step that will not work if w € OW,. We first need to show that even if w is a little

bit outside of W, we can still counteract it. Let £ := min ( L L ) > 0.

2T]\4(’wmin,c) ’ 2T\ (wm‘“”,—C)
Now take w' € (w™*® w™? + €]. There exists u_- € U, and u; € U, such that (Buy +
Cw™) Ty (w™*,C) = C and (Bu_ + Cw™*) Ty (w™*, —C) = —C. Then, we can define
T* > 0 such that
C

+ w — wmaac) — )

1
Bu,+ Cw'= Bu,+ Cw™+ C(w' — w™*) = C’( T

TM (wma:c7 C’)
Since w' — w™* < 1/2Ty(w™**, —C'), we can similarly define 7~ > 0 such that

1 (/ max) _ C
To(wmee —cy 7Y =TT

Bu_ + Cuw' = —C’(

Similar to above we take o = % € (0,1) making v’ = au, + (1 —a)u_ € U, by convexity

and Bu' 4+ Cw’ = 0. An analogous approach holds for v’ € [w™" — e, w

13



Since W, is convex, w € W, and wg € W,, we can take w' € [w™™ — g, w™** + ¢] such
that there exists v € (0,1) for which w = yw,; + (1 — v)w’. We build «' € U, as above to
make Bu' + Cw' = 0. By convexity of U, u := yug + (1 — v)u’ € U.. Then,

Bu+ Cw = ~(Bug + Cwy) + (1 —7)(Bu' 4+ Cw') = yAd + 0.
Since v > 0, we have yA > 0 making the system resilient to the loss of column C'. m

The intuition behind Proposition [J] is that a resilient system must fulfill two conditions:
being able to reach any state, this is controllability, and doing so in finite time despite the
worst undesirable inputs, which corresponds to T5;(£C') being finite.

Our goal is to relate resilience and quantitative resilience through the value of r,,;,. To

breach the gap between this desired result and Proposition [9] we evaluate the requirements
Ty (£C)

T (20) for a system to be resilient.

on the ratio

Corollary 1: A system following is resilient to the loss of control over a column C' if

and only if it is controllable, ;’V ((g)) € (0,1] and ;N ((:g)) € (0,1].
M M

Proof. First, assume that the system is resilient. Then, according to Proposition |1} it
is controllable. For d € RY, following Propositions 2] and Bl T%(d) and T;,(d) are both finite
and positive. Using the separation B = [B C] and @ = [up u¢],

Th(d)=min{T>0:Bal'=d} = min {T'>0:(Bu+Cw)l =d}

ueU, w € We,u€e U,

< max {min {7 > 0: (Bu+ Cw)T =d}} =Ty /(d).

weWe “ueUe

(©)

If Ce R;;, zN)e then have 0 < ;}%i(c) <land0< ;gi:gg < 1. If C =0, following Remark
* 0 o
we have Tg(o) =1
Now, assume that the system is controllable, 249 ¢ (0,1] and 2= € (0,1]. If C =0
) Y » T (0) ) T;(—C) y L]+ )

then T73,(C) = 0 according to Remark[I] We conclude with Proposition [J] that the system is
resilient.
Now for the case where C' # 0, let d € R?. Since the system following is controllable,

T} (+C) is finite. Since C' # 0, we have Tj(£C) > 0. If Tj,(C) = +oo, then 74k =0,
M
which contradicts the assumption. By definition, T5,(C) > 0, thus T5,(C) is finite. The

same holds for T}, (—C). Then, according to Proposition [J] the system is resilient. ]

Theorem 2] allows us to compute 7, for resilient systems with a linear optimization. We
now want to extend that result to non-resilient systems, by showing that r,,;, also indicates
whether the system is resilient.

Corollary 2: A system following is resilient to the loss of control over a nonzero column
C' if and only if it is controllable, and r(C), r(—C') from Theorem [2| are in (0, 1].

Proof. For a resilient system with C' # 0, following Theorem [2| ry = 7y,i,. Since 7y, =
min { Tv(©) TR (=C)
Ty (C) Ty (=C)

(0, 1].

}, according to Corollary |1 the resilient system is controllable and r, €
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Now assume that the system is controllable, x;:;Ziii and ﬁ:?j:i, € (0,1]. Fw™n+ At <
0, then w™* + At < w™" 4+ A+ because r(C') € (0,1]. This leads to the impossible conclusion
that w™® < ™™, If w™"™ + A\t = 0, then r(C) = 0. Therefore, w™™ + A\* > 0. Let u € U,
such that Bu = ATC. For w € W,, we define T, := ﬁ, so that (Bu + Cw)T,, = C.
Note that T, is positive and finite because w + A™ > w™" + AT > 0. Notice that Tj,;(C) <

max T, = And since T3,(C) > 0, it is finite.

we We wmi:+)‘+ .

The same reasoning holds for r(—C'). We can show that w™* — A\~ < 0 and that T, :=
,\—lfw > ( for all w € W.. With u € U, such that Bu = —A\~C we have (Bu+ Cw)T,, = —C.
Then, Ty, (—C) < nax Tw=1— so T3, (—C) is finite. Then, Proposition ﬁ states that

A~ —wmaz )

the system is resilient. O

We now have all the tools to assess the quantitative resilience of a driftless system. If B is
not full rank, the system following is not controllable and thus not resilient. Otherwise,
we compute the ratios r(+C) and Corollary [2| states whether the system is resilient. If it is,
then r, = r,,;, by Theorem , otherwise r, = 0. We summarize this process in Algorithm .

Algorithm 1: Resilience algorithm for system (|10)
Data: A column C of B, r(C) and r(—C) from Theorem

Result: r,

if rank(B) =n and 0 € int() then
# system (10) is controllable
if 7(C) € (0,1] and r(—C) € (0,1] then
| 7y = min{r(C),r(—C)} # resilient to loss of C

else
| 1q=0 # not resilient to loss of C
end
else
| 14=0 # not resilient to any loss
end

VII Systems with Multiple Integrators

We can now extend the results obtained for driftless systems to generalized higher-order
integrators.

Proposition 10: If system ((10]) is controllable, then for all £ € N system is controllable.
The infimum of @ is achieved with the same constant control input «* € U, as T%; in (12)).

Additionally, Ty v (d) = /k! Tx(d) for all d € R™,
Proof. Let k € N, 400 € R" and d 1= gou — zo. If d = 0, then T} y(d) = 0 = Ty (d),

k,
so the result holds. Let d # 0. By assumption, system ¢(t) = Bu(t) with y(0) = 0 is
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controllable. Following Proposition [2| there exists a constant optimal control u € U, such
that y(T%(d)) — y(0) = d = BuT}(d), with T3 (d) > 0. Then, applying the control input @
to (1) on the time interval [0, ;] leads to

t1 pto t1 pto
x(t1) — o // / Wtyyr) dtpsr - .. dts —// /BUdtk-i-l dty

— Bu-t =
“k;v T;’{,(d) k:!’

since x(0) = 0 for [ € [1,k — 1] and Bu = %

k! T5(d), we obtain z(t;) — 2o = d. Thus, the state 2.4 is reachable in finite time ¢;, so
the system (1)) is controllable and T} \(d) < t;.

€ R" is constant. By taking ¢, =

Assume for contradiction purposes that there exists @ € U such that the state of
can reach Ty in a time 7 € (0,t1). Since 4 can be time-varying, we build 4 :=
fo . t’“ W(tpy1) dtgyr . . . dty, constant vector of R™P. Since @ € U, ;(t) € [a!™, u/"=]
for all 4 E [1,m + p] and t € [0,7]. Because @™ and @™ are constant, one can easily
obtain through & successive integrations that a; € [a7", ﬂ;”‘”] for all i € [[1, m + p]. And

thus, @ € U,, i.e., 4 is an admissible constant control input. Then, we apply @ to (1] on the
time interval [0, 7] and we obtain

k
(1) —xo=d= / / (tht1) dtpg - - . dts —/ /BU thg1) dbpgr ... dty = B@%>

so Bl = k—k Applying the control input @ to the system 7(¢) = Bu(t) on the interval [0, T
with 7" := 7,;— leads to

T T
_ kld
y(T) :/y(t)dt:/B@dt BaT = —kT— —d.
0 0 Tk k!
Thus, y can reach d in a time T = k;: < Z—lﬁ = T%(d), which contradicts the optimality
of TX(d). Then, t; is the minimal time for the state of to reach @go. Therefore, the

infimum of is achieved with the same constant input @ € U. as Tj(d) in (12)), and
Tin(d) = /R T (d) O

Remark 2: The proof of Proposition went smoothly because the initial condition had
zero derivatives. We will study a simple case with non-zero initial condition and show that
even the existence of T} y is not obvious.

Let k = 2 and denote v := 4. Assume that system © = B is controllable, and i(0) =
v(0) = vg # 0. For any v; € R” there exists an optimal control 4 € U, such that v(TN(dl)) -
vo = vy = BuT}(vy), with T3 (v1) > 0, since vy # 0. Then,

v(t) —wv —/tij(T)dT—/tBﬂdT—/t U dr = o and
’ 0 0 o Ti(v1) Ty (v1)’

T T 2

tUl TUl
z(T) —xg = vtdt:/ +vgdt = ———— + vyT.
() = / WA= )5 Tty T = ooy T
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Taking (1) = zgou leads to a quadratic polynomial in R™: 2T*( )T2 +voT" —d = 0. These
are n scalar equations for n 4+ 1 unknowns: v; and 7. Because T3 (v;) depends on vy, the
equations are not independent and thus might not have a solution. Then, even for this

seemingly simple case, the existence of T3 v is not obvious to justify.
A result similar to Proposition [10] holds for the malfunctioning reach time of order k.

Proposition 11: If system is resilient, then system is resilient for all £ € N. The
supremum and infimum of are achieved with the same constant inputs v* € U, and

w* € W, as Ty in ([13), and T}, (d) = /k! Tj;(d) for d € R™.

Proof. Let k € N, 2400 € R" and d := 2goq — 0. If d = 0, then T} ), (d) = 0 = T},(d), so the
result holds. From now on we assume that d # 0. As shown in the proof of Proposition [L0| we
can work with only constant inputs. First, we need to prove that the function «} : W, — U,
defined in Proposition 4 produces the best control input uj(w) for any undesirable input
w e W.,.

By assumption, system ¢(t) = Bu(t) + Cw(t) with y(0) = 0 is resilient. Let w € W,
an undesirable input. Then, y(Ty(w,d)) — y(0) = d = (Buj(w) + Cw)Ty(w,d), with
Ty(w,d) > 0 defined in Proposition [l Then, applying u}(w) and w to on the time
interval [0, ¢,,] leads to

tw rto
—1'0 // / tk+1 dtk:—H dtg —/ /Bud +C’w dtk—H dt

B C —_—

= (Bui(w) + w)k; Tor (w,d) k:.

since 2(0) = 0 for [ € [1,k — 1] and Bu}(w) + Cw = m € R™ is constant. By taking
= /k! Ty(w,d), we obtain z(t,) — z¢ = d.

Assume for contradiction purposes that for the same w there exists u € U, such that the
state of reaches g0, at a time 7 € (0,¢,,). Then,

( — Xy = d= / / tk+1 dtk;+1 dtz —/ /BU + Cw dtk+1 c. dtg

= (Bu+C w) T
o (Bu+ Cw) = '%,fl. Applying the control u and undesirable input w to the system g(t) =
Bu(t) + Cw(t) on the time interval [0,7] with T" := ;—If leads to

g T kld 7+
y(T):/Z)(t)dtZ/Bu+C’wdt:(Bu+Cw)T:__:d
0

0 Tk k"

k

Thus, y reaches d in a time T' = 77 < tki“; = Ty (w,d), which contradicts the optimality of
Ty (w,d). Therefore, u)(w) is the best control input to counteract any w € W, for system

(3)-
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Now we need to prove that w* defined in Proposition [5] is the worst undesirable input
for system (3). With the control input ujj(w*) = u*, the state of verifies z(t;) — xg = d
at t; = /k! Thr(w*,d) = \/k! Tj,;(d) because w* is the worst undesirable input for system
).

Assume for contradiction purposes that there exists some ws € W, such that for the
control u}(ws) € U, the state of can only reach g0, in a time 7 > ¢;. Then,

Tk

z(r) —z9=d= / /Bud wy) + Cwa dt ... dty = (Bud(wg) + Cwy)— L

so (Buj(ws) + Cwy) = %, Applying the control uj(ws) and undesirable input ws to the
system ¢(t) = Bu(t) + Cw(t) on the time interval [0, 7] with T := % leads to

g g k'dr
y(T) = /y(t) dt = / Bujj(ws) + Cws dt = (Buj(ws) + Cwy)T = F d.
0 0

k
Thus, y cannot reach d in a time shorter than 7. But T = ,: > % = T73,;(d), which
contradicts the optimality of w* as worst undesirable input for (11). Then, w* is also the
worst undesirable input for the system (3)).

Therefore, the supremum and the infimum of are achieved with the same constant

inputs w* € W, and u* € U, as Ty in (13), and T, (d) = /k! Ty (d). O

Since T} 5, is related to Ty, with the same formula as Ty, y is related to Ty, we can exploit
all previous results established for the system of dynamics .

Theorem 3: If system is resilient, then for all £ € N system is resilient and 74, =
Proof. Let d € R”, then based on Propositions [10[ and , becomes

() = Tin(d) YR T(d) T* uld _ i,

Tin(d) VR T\ Ty(d)

Therefore, 1, , = /7. For a resilient system r, € (0,1}, so 144 € (0,1] and ry 4 > r,. Thus,
adding integrators to a resilient system increases its quantitative resilience. O]

Thus, by studying the system &(t) = Bu(t) we can verify the resilience and calculate the
quantitative resilience of any system of the form x*)(¢) = Bu(t) for k¥ € N. We will now
apply our theory to two numerical examples.

VIII Numerical Examples

Our first example considers a linearized model of a low-thrust spacecraft performing orbital
maneuvers. We study the resilience of the spacecraft with respect to the loss of control
over some thrust frequencies. Our second example features an octocopter UAV (Unmanned
Aerial Vehicle) enduring a loss of control authority over some of its propellers.
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VIII-A Linear Quadratic Trajectory Dynamics

We study a low-thrust spacecraft in orbit around a celestial body. Because of the complexity
of nonlinear low-thrust dynamics the work [27] established a linear model for the spacecraft
dynamics using Fourier thrust acceleration components. Given an initial state and a target
state, the model simulates the trajectory of the spacecraft in different orbit maneuvers, such
as an orbit raising or a plane change. The states of this linear model are the orbital elements
T = (a, e, i, Q, w, M) whose names are listed in Table .

Because of the periodic motion of the spacecraft, the thrust acceleration vector F' can be
expressed in terms of its Fourier coefficients v and f:

F = Fpi + Fytb + Fs(i x 7) with Frws =Y  (af"% coskE + 85 sinkE),
k=0

where Fj is the radial thrust acceleration, Fyy is the circumferential thrust acceleration, Fg
is the normal thrust acceleration and E is the eccentric anomaly. The work [28] determined
that only 14 Fourier coefficients affect the average trajectory, and we use those coefficients
as the input u:

_ T
i=[aof of of B of of of B B of of o BV /Y]

The Fourier coefficients considered in [28] are chosen in [—2.5x 1077,2.5 x 1077], so we can
safely assume that for our case the Fourier coefficients all belong to [—1, 1]. Following [27],
the state-space form of the system dynamics is © = B(z)ii. We calculate B(z) in Appendix
using the averaged variational equations for the orbital elements given in [28]. We implement
the orbit raising scenario presented in [27], with the orbital elements of the initial and target
orbits listed in Table [II

Table 1: Initial and Target States for Raising Maneuver

Name of the Orbital Elements Parameters | initial | target
semi-major axis a [km] 6678 | 7345
eccentricity e [ -] 0.67 | 0.737
inclination i [degrees] | 20 22
longitude of the ascending node | ©Q  [degrees| | 20 22
argument of perigee w  [degrees] | 20 22
mean anomaly M [degrees] | 20 20

We approximate B(r) as a constant matrix B taken at the initial state. The resulting
matrix is: B = 107%x

0 0 0 18314 40583 0 O 0O 0 0 0 0 0 0
0 0 0 1.1 -3423-04 0 0 O 0 0 0 0
0 0 0 0 0 0 0 0 0 =52 38 —-09 —-0.7 0.2
0 0 0 0 0O 0 0 0 0 =55 4 =09 56 —-19
3 =27 0 0 o o0 0 47 -1 52 =38 1.3 =56 19

| —123 72 -09 0 0 0 0 -3508 0 0 0 0 0 |
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Coefficients By 4 and By 5 are significantly larger than all the other coefficients of B because
the semi-major axis is larger than any other element, as can be seen in Table[I] Losing control
over one of the 14 Fourier coefficients means that a certain frequency of the thrust vector
cannot be controlled. Since the coefficients By 5 and Bg; have a magnitude significantly
larger than coefficients of respectively the first and last row of B, we have the intuition that
the system is not resilient to the loss of the 1%¢ or the 5* Fourier coefficient.

The matrix B is full rank, so & = Bu is controllable. We denote with 7,,;,, and rq the
vectors whose components are respectively 7,,:,(j) and 7,(j) for the loss of the frequency
§ €1, 14], roin =

[—0.2 0.34 0.9 —0.004 —0.38 0.15 0.83 —0.32 0.71 —0.06 0.24 0.2 —0.5 0.5].

Since the 1°, 4% 5% 8% 10 and 13%" values of 7., are negative, according to Corollary [2]
the system is not resilient to the loss of control over any one of these six corresponding
frequencies. Their associated r, is zero. This result validates our intuition about the 1°* and
5 frequencies. Corollary [2] also states the resilience of the spacecraft to the loss over any
one of the 274 3rd_gth 7th 9gth 11th 12t and 14" frequency because their r,,;, belongs to
(0,1]. Indeed, the input bounds are symmetric, so we can use the results from [I] stating
that 7(C') = r(—C) = rpin. Then, using Theorem 2| we deduce that

rg=1[0 034 09 0 0 015 0.83 0 071 0 024 02 0 05 ].

Since r4(3), 74(7) and r,(9) are close to 1, the loss of one of these three frequency would
not delay significantly the system. The lowest positive value of r, occurs for the 6" frequency,
rq(6) = 0.15. Its inverse, Tq—%@,) = 6.8 means that the malfunctioning system can take up to
6.8 times longer than the initial system to reach a target.

The maneuver described in Table (1| yields d = Zgou1 — 20 = (667, 0.067, 2, 2, 2, 2). We
compute the associated time ratios t(d) using and for the loss over each column of
B:

t(d) = [1.1 1.2 1.1 1 oo 1 151.1 oo 151.1 oo 151.1 151.1 ¢ 151.1] (22)

Then, losing control over one of the first four frequencies will barely increase the time required
for the malfunctioning system to reach the target compared with the initial system. However,
after the loss over the 7", 9" 11" 12 or the 14" frequency of the thrust vector, the
undesirable input can multiply the maneuver time by a factor of up to 151.1. If one of the
5th, 8t 10", or the 13" frequency is lost, then some undesirable inputs can render the
maneuver impossible to perform.

When computing r,, we have seen that the system is not resilient to the loss of the 1 or
the 4" frequency. Yet, the specific target described in Table (1| happens to be reachable for
the same loss since the 15 and 4 components of ¢(d) in (22)) are finite. Indeed, r, speaks
only about a target for which the undesirable inputs cause maximal possible delay.

VIII-B A Resilient Octocopter

Resilience of unmanned aerial vehicles (UAV) to system failure is crucial to their operations
over populated areas [29]. The most common design for UAV is the quadcopter with four
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horizontal propellers. Quadcopters have six degrees of freedom (position and orientation)
but only four inputs: the angular velocities of the propellers. These systems are thus under-
actuated and cannot be resilient to the loss of control authority over one of their propeller
[29].

To remedy this crucial safety concern the solution is to consider overactuated drones like
octocopters [30]. Most octocopters models have only horizontal propellers as represented on
Figure so they must be tilted to operate an horizontal motion, which can be an issue
for some payloads. An innovative solution has been devised in [31], where four propellers
are horizontal and four are vertical, as represented on Figure [Ib] This design decouples the
rotational and the translational dynamics, which simplify the control of the UAV. In this
section, we evaluate the quantitative resilience of such an octocopter model.

Jo . L%) \';:(V\ 5

fu
fa

il

(a) Octocopter layout from [30]. (b) Octocopter layout from [31].
Figure 1: Two possible octocopter configurations.

VIII-B.1 Rotational Dynamics

The roll, pitch and yaw angles of the octocopter are gathered in Y := (¢, ,1). The propeller
i € [1,8] spinning at an angular velocity w; produces a force f; = kw?, with k the thrust
coefficient. The airflow created by the lateral rotors produces an extra vertical force referred
as fg to fi2 on Figure . Then, for; = bfsy; for i € [0,3] with the coupling constant

b = 0.64 from [3I]. Relying on [30] and [31], the rotational dynamics of the octocopter are

[roor‘
b=+ T (b - R)) - Ty
. ] ”C ]Toor'
i=" e¢+l(2_wz+b(wg_w3))+ o gy

Yy Yy Yy
o I,—1,.. d
) = 7 y&(b—irl—(wg—l—wi—wf—wg),

with 7 = ws + wy — wy — w3. The numerical values used in [30] are: [ = 0.4 m the arm
length, m = 1.64 kg the mass, I, = I, = 0.5I, = 0.044 kgm? the inertia, k = 1075 N s
the thrust coefficient, d = 0.3 x 1075 N m s? the drag coefficient, I o0r = 9 x 107> kgm?
the rotor inertia, and wy,q, = 8000 rpm = 838 rad/s the maximal angular velocity of the
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propellers. The linearized rotational equations are Y (t) = B,(t), with Q(t) € R® gathering
the squared angular velocities of the propellers, i.e.,

&
~

&
~

&
~

(S

= B, Q(t). (23)
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VIII-B.2 Quantitative Resilience of the Rotational Dynamics

The matrix B, in has more columns than rows and each output is affected by four
different inputs, so we have the intuition that B, is resilient. Because the non-zero coefhi-
cients of B, have similar magnitudes to one another and are evenly spread in the matrix,
we expect the quantitative resilience to be the same for each actuator.

Since the input sets are nonsymmetric: @,(t) == w?(t) € [0,w},,], and the dynamics
are given by a double integrator: Y (t) = B, a(t), the theory of [I] cannot deal with this
UAV model. Using Theorem [2 we calculate the quantitative resilience of the system vy (t) =

B, () with vy (t) := Y (t) for the loss of control over each single propeller:
Trmin = [ 01 01 0.1 0.1 0.1 0.1 0.1 0.1 } .

Based on Corollary [2, the UAV is resilient to the loss of control over any single propeller in
terms of angular velocity and r, = r,,;,,. Following Theoremlwe deduce that Y( ) = Brorti(t)
is also resilient and ry = /Tg = v/0.1 ~ 0.32. Then, after the loss of control over any single
propeller the UAV might take as much as three times longer to reach a given orientation,
while it might be ten times slower to reach a given angular velocity.

VIII-B.3 Translational dynamics

In the inertial frame the position of the UAV is X := (x,y, z) and its orientation yields the
rotation matrix R(1,6,¢). The translational equations of motion from [3I] are mX(t) =

R(@b(t), o(t), Cb(t))Btmnst(t) + G, ie.,

i(t) 00001 —-10 0 0
m |§(t) | = R(¥(t),0(t), () |0 0 0 0 0 0 1 —1[kQ)+| 0 |. (24
Z(t) 111106 b b b —mg

Because of the gravitation term G, the above dynamics are affine. We combine G with the
input 2 to make the dynamics driftless using R(v,0,¢)™' = R(—, —0, —¢),

mX (t) = R(¥, 0, 6) (BuanskQ(t) + R(—, =0, —)G)
k(w? — wd) — mg(—cysecy + SpSy)
= R(¢,0,¢) k(w? — wi) — mg(sysecy + cypSe)
F(wl + w3 +wj + wi) 4 bk (w5 +wi + w7 + wg) — mgeacy
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Since the rotational dynamics are resilient, after a loss of control over a propeller, we can
maintain the UAV into a level mode, i.e., # = ¢ = 0, the roll and pitch angles are null. We
will then only translate the UAV when it is in level mode. The four horizontal propellers
are designed to sustain the weight of the drone while the lateral ones are smaller and should
mostly be used for lateral displacements. Thus, we define the inputs as @;(t) := kw?(t)— "¢ €
[— 72, kw2, — 52 for i € [1,4] and u;(t) := kw?(t) € [0, kw?,,,] for i € [5,8]. Then,

max max

K1) = R(1,0,0)Busansi(t) (25)

We have transformed the affine dynamics of the UAV into a driftless form with nonsymmetric
inputs and we can deal with such a system only because this work extends the theory of [I].

VIII-B.4 Quantitative Resilience of the Translational Dynamics

After the loss of control authority over a propeller, we split %R(w, 0,0)Byrans into B, C, and
@ into u, w as before. The initial state is the same and the malfunctioning dynamics are

X(t) = Bu(t) + Cw(t). (26)

Matrix Biyans i has more columns than rows and the first four columns are identical
so we expect the system to be resilient to the loss of any one of them. However, only column
5 can counteract column 6 and only column 7 can counteract column 8, and vice-versa. We
thus have the intuition that the system is not resilient to the loss of any one of the last four
columns.

For the system 0x(t) = LR(¢,0,0) Byanst(t), with vx(t) := X (t) we calculate r(C) and
r(—C) based on Theorem [2| for the loss of control over each single propeller:

r(C)=1[0.7657 0.7657 0.7657 0.7657 0 0 0 0]
r(—C) = [0.5638 0.5638 0.5638 0.5638 0 0 0 0]

Then, according to Corollary [2| the system is only resilient to the loss of any one of the first
four propellers. Following Theorem [2]

ry = min {r(C),r(—C)} = [ 0.5638 0.5638 0.5638 0.5638 0 0 0 0 ].

We notice that the quantitative resilience is not affected by the value of the yaw angle 1.
Taking the inverse of 7, we obtain the factor describing the effects of the undesirable inputs
on the worst case performance of the system:

:[1.7738 1.7738 1.7738 1.7738 +o0o0 H4o00 +o00 —i—oo].

T'q

Hence, the loss of a horizontal propeller can increase the time to reach a certain velocity
by a factor up to 1.7738. Using Theorem [3| we can also study the resilience of X (t) =
LR(1,0,0)Byansti(t), by calculating raq = /7 = [0.75 0.75 0.75 0.75 0 0 0 0]. Therefore,

the translational dynamics of the octocopter are resilient to the loss of control over any single
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horizontal propeller. However, they are not resilient to the loss of any vertical propeller, as
predicted.

We can also pick a direction of motion and evaluate how the loss of each single actuator
would impact the change of velocity in this direction. For the impact on the vertical velocity
we take d = (0,0,—1) and

t(d)=[ 1.7738 1.7738 1.7738 1.7738 2.2644 2.2644 2.2644 2.2644 |.

Note that the first four values are the same as in 1/7, because the direction that is the worst
impacted by a loss of an horizontal propeller is the vertical direction.

If we look at how a change of forward velocity is impacted by a loss of control we take
d = (1,0,0), ¥ = 0 and we obtain ¢(d) = [1 111 + 00 + oo 1 1]. Thus, the four
horizontal propellers have no impact on the forward velocity as expected. Losing control
over one of the two lateral vertical propellers (columns 7 and 8) does not affect the forward
motion. However, the loss of the front or back vertical propeller (columns 5 and 6) completely
prevents a guaranteed forward motion.

VIII-B.5 High-fidelity dynamics of the propellers

So far in this work, all inputs were bang-bang because our definition of quantitative resilience
asks for time-optimal transfers. The inputs of the translational dynamics encode the
propellers’ angular velocities, which cannot physically change in a bang-bang fashion. Thus,
in order to provide a more realistic model and display the capabilities of our work, we follow
[32] and add first-order propellers’ dynamics:

K1) = Buant(t),i(0) = —(a(6) — (1), (27)

with @¢ € R® a new, possibly bang-bang, command signal. System is not driftless, hence
preventing a direct application of our theory. Instead, we proceed heuristically, building on
the intuition provided by our theory to tackle this high-fidelity model.

The time constant 7 = 0.1 s is chosen to match the propeller response in Fig. 3 of [33].
After the loss of control over the first propeller, we split By qns and @ as before such that

X(t) = Bu(t) + Cw(t), {u.(t) = i(“c((f) —u(t)), (28)

with the bang-bang command signals u¢ and w®. We will now study how the actuators’
dynamics impact the resilience of the UAV in the vertical direction d = (0,0, 1).

Since the inputs @ in and (u,w) in have a non-zero rise time as shown on Fig. 2]
the vertical velocities Zy of and Z; of react smoothly and slower than their bang-
bang counterparts, as illustrated on Fig. . For t > 0.4s, u and (u,w) have converged to
their commands u¢ and (u®, w°), and thus the two slopes of Zx(t) in and are equal,
as shown on Fig. 3] and so are that of Z/(¢) in and (28).

The slower reaction time caused by the dynamics of the propellers is also reflected on the
vertical positions zy and zy on Fig. [4
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Figure 3: Vertical velocities Zy(t) and Zp/(t) of the nominal and malfunctioning systems
demonstrating the impact of the propellers’ dynamics in and (28).
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Figure 4: Vertical positions zx(t) and zp(t) of the nominal and malfunctioning systems
demonstrating the impact of the propellers’ dynamics in and .
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Because of the specific geometry of the system, the optimal inputs for direction d =
(0,0,1) were trivial to determine. Then, we calculate the ratio of reach times for systems

and , ?13((3)) = 1.12 and for systems and , ;;VM:EZ% = 1.14. Hence, modeling
the dynamics of the propellers increases slightly the resilience of the vertical dynamics.
However, the time-optimal commands @¢ for (27) and (u¢,w®) for (28) can be time-
varying for other directions d € R? [16], and determining these optimal commands requires
complex algorithms [34, 21| because the dynamics are not driftless anymore. Additionally,
the Maximax-Minimax Quotient Theorem of [18] does not hold, which invalidates Theorem /]

?‘; ((Z)) for all d € R3. A stronger

and prevents the exact calculation of r, without calculating
theory will be needed to tackle linear non-driftless systems.

IX Conclusion and Future Work

This paper built on the notion of quantitative resilience for control systems introduced in
previous work and extended it to linear systems with multiple integrators and nonsymmetric
input sets. Relying on bang-bang control theory and on two novel optimization results, we
transformed a nonlinear problem consisting of four nested optimizations into a single linear
problem. This simplification leads to a computationally efficient algorithm to verify the
resilience and calculate the quantitative resilience of driftless systems with integrators.

There are two promising avenues of future work. Because of the complexity of the subject,
we have only considered driftless systems so far. However, future work should be able to
extend the concept of quantitative resilience to non-driftless linear systems. Finally, noting
that Theorems [If and [2] only concern the loss of a single actuator, our second direction of
work is to extend these results to the simultaneous loss of multiple actuators.

A Continuity of a minimum

Lemma 1: For a resilient system following (11)), the function T (w,,d) := mirl} {T >0:
uUc € Ue

(Bu. + Cw,)T = d} is continuous in w. € W, and d € R}.

Proof. We define sets X := {C’wc Cw, € WC} and Y = {BuC DU € Uc}. Then, by abuse
of notation Ty (x,d) = mig{T > 0: (y+2)T = d}. Using the transformation A = 1/T,
RS
we obtain Ty (z,d) = 1/ma§)/<{)\ >0:2+y=Ad}. Since ||d] > 0 and A > 0, we have
ye

A = |IAd|I/|ld]| = ll= + yl|/lld||. Let dy := d/||d|| so that d; € S and Rtd; = RTd. Thus
Ty (z,d) = HdH/ma))/({Hm +yll : v +y € RTd;}. According to Proposition 6 X and Y are
AS

polytopes in R™ and —X C Y. Then, Lemma 5.2 of [I§] states that T, is continuous in w,
and d. O
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B Equation of Motion for the Low-Thrust Spacecraft

The control matrix B can be written as

02,3 B, (117) 02,2 02,5

B($) = \/E 0273 0274 02,2 BQ(ZL’) € RGXM,
H\Bs(x) 0,4 By(x) Bs()

with 0; ; the null matrix of ¢ rows and j columns. We calculate the submatrices using the
averaged variational equations for the orbital elements from [28]:

Bi(x) = _1 ae ) 2?\/1—762 0 ) 0 ]
5(1—¢®) —Sevl—e2 VI—e? —ievl—e?

BQ(I) _ oS w | 0 } [2\/:13—662 2(\1/—1—52@)2 4\@562 —%tanw }LetaHWI
| 0 sinwesct 2\/13_662 2(\1;;;)2 Wi Teotw —lecotw

m = [V 0 Vs - a s i
| - 5+ 5 —5e —>(2—e)V1—e 1V1-—¢?

3 sinw 1 2\ sinw 1 _ sinw 1 1
) | se __(1 _I._ e ) e —_ = —e

B _ 27 /1—e2 2 Vi-e2 47 y1-e2 2 4
5(ZE) = COS1CsC1? |: 0 0 0 0 0

with p = 3.986 x 10'* m3s~2 being the standard gravitational parameter of the Earth.
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