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ABSTRACT

In this paper, we propose a block-wise image transformation method with a secret key for support vector machine
(SVM) models. Models trained by using transformed images offer a poor performance to unauthorized users
without a key, while they can offer a high performance to authorized users with a key. The proposed method is
demonstrated to be robust enough against unauthorized access even under the use of kernel functions in a facial
recognition experiment.
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1. INTRODUCTION

The spread of machine learning has greatly contributed to solving complex tasks for many applications. Machine
learning utilizes a large amount of data to extract representations of relevant features and rich computing
resources, so a trained model should be regarded as a kind of intellectual property.

Accordingly, a model has to be protected from unauthorized access by an illegal party who may obtain the
model and use it for its own service.1–3 In this paper, we propose a block-wise transformation with a secret
key for protecting support vector machine (SVM) models. Users without a key cannot use the performance
of the protected models. Conventional protection methods for deep neural network (DNN) models1 are also
demonstrated to be unavailable for protecting SVM models. Deep learning requires using is suitable for large
and complex tasks, but it requires using both a large amount of data and rich computational resources. Therefore,
models without deep learning such as SVM models become more important in applications that cannot meet such
requirements. In addition to SVM, the proposed method can be applied to other machine leaning algorithms
based on the Euclidean distance or the inner product between vectors.

2. SVM

SVM models have widely been used in data classification tasks. In SVM computeing, we input a feature vecotr
x to the discriminant function as

f(x) = sign
(
ωTx + b

)
(1)

with

sign(u) =

{
1 (u > 1)

−1 (u ≤ 0)
,

where ω is a weight parameter vector, b is a bias, and T indicates transpose.

The SVM has also a technique called ”kernel trick”. When the kernel trick is applied to eq.(1), the equation
is given by

f(x) = sign
(
ωTφ (x) + b

)
. (2)
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Figure 1: Framework of our proposed method: (a)image classification with a secret key (b)transformation steps

The function φ(x) : Rd → F maps an input vector x on high dimensional feature space F , where d is the number
of dimensions of features. The kernel function of two vectors xi,xj is defined as

K(xi,xj) = 〈φ(xi), φ(xj)〉 , (3)

where 〈., .〉 is an inner product. Typical kernel functions such as the radial basis function (RBF) kernel, linear
one, and polynomial one are based on the distance or the inner products. For examples, the RBF kernel is based
on the Euclidean distance and the polynomial kernel is based on the inner products, as

K(xi,xj) = exp
(
−γ ‖xi − xj‖2

)
(4)

K(xi,xj) = (1 + 〈xi,xj〉)l (5)

where xi and xj are input vectors, γ is the hyperparameter for deciding the complexity of boundary determina-
tion, and l is a parameter for deciding the degree of the polynomial.

3. PROPOSED METHOD

3.1 overview

Figure 1 shows the framework of the proposed model protection. Training data is transformed by using a block-
wise transformation with a secret key K.4 For testing, test data is transformed with key K as well, and the
transformed test data is applied to the model. In this framework, the trained models are expected not only to offer
a degraded performance of models to unauthorized users without key K but also to provide a high performance to
authorized users with key K. To achieve this purpose, we propose applying a bock-wise transformation.5,6 The
Block-wise transformation consists of four transformation steps (block permutation, pixel shuffling, bit flipping,
z-score normalization) shown in Fig. 1(b). The detail of each step is presented as below.

3.2 Transformation with key

The proposed transformation consists of four steps as follows (see Fig. 2).



(a) (b) (c) (d) (e)

Figure 2: Examples of transformed image: (a)original (b)block permutation (c)pixel shuffling (d)bit flipping
(e)block permutation, pixel shuffling, and bit flipping

Figure 3: Process of block segmentation for transformation with a secret key

A. block permutation

1. An input image I with a size of W ×H ×C is divided into blocks Bk, k ∈ {0, 1, ..., wb× hb− 1} with a size
of M ×M × C, and each block is assigned an index such that

B = (B0, B1, ...Bk, ..., Bwb×hb−1) , (6)

where H, W , and C are the height, width, and the number of channels of an image, and M is the block
size of transformation (see Fig. 3). Therefore, hb = H/M × wb = W/M blocks are defined. For simplicity,
let H and W be integers multiples of M .

2. Generate a random permutation vector v = (v0, v1, ..., vk, ..., vk′ , ..., vhb×wb−1) that consists of randomly
permuted integers form 0 to hb×wn− 1 by using a key K1, where k, k′ ∈ {0, ..., hb×wb− 1}, and vk 6= vk′

if k 6= k′.

3. Blocks are shuffled by the vector v, i.e.,
B(k) = B(vk). (7)

B. pixel shuffling

1. Each block Bk is flattened to a vector B̂k = (B̂k(0), B̂k(1), ..., B̂k(l), ..., B̂j j(p− 1)), where B̂k(l) is the l-th

pixel value in B̂k, l ∈ {0, ..., p− 1}, and p = M ×M × C is the number of pixels in a block (see Fig. 3).

2. Generate a random permutation vector v = (v0, v1, ..., vl, ..., vl′ , ..., vp−1) that consists of randomly per-
muted integers form 0 to p− 1 by using a key K2, where l, l′ ∈ {0, ..., p− 1} and vl 6= vl′ if l 6= l′.

3. Pixel values in a vector B̂k are shuffled by the vector v, i.e.,

B̂k(l) = B̂k(vl).



C. bit flipping

1. A binary vector r = (r0, r1, ..., rl, ...rp−1) , rl ∈ {0, 1} is generated by a key K3, where r consists of 50% of
”1” and 50% of ”0”.

2. Pixel values in B̂k are transformed by negative-positive (NP) transformation on the basis of r as

B̂k(l) =

{
B̂k(l) (rl = 0)

B̂k(l)⊕ (2L − 1) (rl = 1)
,

where L is the number of bits used for B̂k(l), and L = 8 is used in this paper.

D. z-score normalization

Let us transform an image Ii, i ∈ {1, 2, ..., N} with W×H pixels into a vector Îi = (Îi(0), Îi(1), ..., Îi(t), ..., Îi(H×
W ×C − 1)), t ∈ {0, 1, ...,H ×W ×C − 1}, where N is the number of images and Îi(t) is the t-th pixel value in
Îi. z-score normalization is applied to Ii(t) as in

zi(t) =
Îi(t)− σt

µt
(8)

where σt is the mean value of the data given by

σt =
1

N

N∑
i=1

Îi(t), (9)

and µt is the standard deviation given by

µt =

√∑N
i=1(Îi(t)− σt)2

N
. (10)

After z-score normalization, all blocks are integrated to form a transformed image I∗ (see Fig. 3).

3.3 Properties of transformed images

To confirm the properties of transformed images, we focus on the Euclidean distance and the inner product
between two vectors.

A. block permutation and pixel shuffling

Block permutation and pixel shuffling are expressed by using an orthogonal matrix Q as

Î∗i = QÎi. (11)

Therefore, these transformations meet the properties in eq.(11) and eq.(12).
Property 1 : Conservation of Euclidean distances∥∥∥Î∗i − Î∗j ∥∥∥2 =

∥∥∥Îi − Îj∥∥∥2 (12)

Property 2 : Conservation of inner products

〈Î∗i , Î∗j 〉 = 〈Îi, Îj〉, (13)

where I∗i and I∗j are images transformed from Ii and Ij , and Î∗i and Î∗j are the vector expression of I∗i and I∗j ,
respectively. Accordingly, the use of block permutation and pixel shuffling do not affect the performance of SVM
models with the RBF kernel (eq.(4)) and the polynomial kernel (eq.(5)).



B. bit flipping

Images transformed with bit flipping meet property 1, but they do not satisfy property 2 as bellow.∥∥∥Î∗i (t)− Î∗j (t)
∥∥∥2 =

∥∥∥(255− Îi(t))− (255− Îj(t)
∥∥∥2

=
∥∥∥Îi(t)− Îj(t)∥∥∥2 , (14)

〈Î∗i (t), Î∗j (t)〉 = 〈(255− Îi(t)), (255− Îj(t)〉

6= 〈Îi(t), Îj(t)〉, (15)

where Î∗i (t) and Î∗j (t) are the t-th pixel values in Î∗i and Î∗j . Therefore, bit flipping is expected to maintain only
the performance of SVM models with the RBF kernel.

C. bit flipping with z-score normalization

To solve the problem that the use of bit flipping cannot meet property 2, bit flipping with z-score normalization
is applied to Îi as bellow.

z∗i (t) =
(255− Îi(t))− (255− σt)

µ∗t

= − Îi(t)− σt
µt

= −zi(t), (16)

where

µ∗t =

√∑N
i=0((255− Îi(t))− (255− σt))2

N

=

√∑N
i=0(σt − Îi(t))2

N
= µt. (17)

Therefore, under the use of z-score normalization, SVM can meet the both properties 1 and 2, even when the
polynomial kernel is used7,8 .

4. EXPERIMENT

4.1 Experimental Setup

We used the Extended Yale Face Data Base B,9 which consisits of 38×64 front face images with a size of 192×168
pixels for 38 persons. We resized all images to images with a size of 50× 50 pixels, and divided the dataset into
38 × 51 and 38 × 13 images for training and testing. The RBF kernel and the polynomial kernel were used as
a kernel function for SVM models. The hyper parameters of SVM models with the RBF kernel were C = 512
and γ = 0.0001, and the hyper parameters of SVM models with the polynomial kernel were C = 512, γ = 0.001,
and degree = 2. The block-wise transformation with a secret key K was carried out with four steps as in Fig.
1, where M = 2 and M = 5 were selected as a block size.

4.2 Effects of Proposed Method

Tables 1 and 2 show experiment results of our proposed method. ”with key” in the tables means that the test data
was transformed with key K, and ”without key” means that the test data was not transformed. From the tables,
the proposed models with key were demonstrated to have the same accuracy of corresponding baselines, which
was calculated by using original image. In contrast, unauthorized users without key cannot use the performance
of the models. Accordingly, the proposed method enables us to achieve access control for SVM models.



Table 1: Experiment result for SVM with RBF
kernel

transform with key without key

proposed(M=2) 0.9757 0.0283
proposed(M=5) 0.9757 0.0303

baseline 0.9757

Table 2: Experiment result for SVM with polyno-
mial kernel

transform with key without key

proposed(M=2) 0.9473 0.0263
proposed(M=5) 0.9473 0.0263

baseline 0.9473

5. CONCLUSION

In this paper, we proposed a block-wise transformation method with a secret key to achieve the access control of
SVM models from unauthorized users. In the experiment, the models trained by images transformed with the
proposed method offered a same performance of baseline to authorized users. In contrast, the models without
key provide a degraded performance to unauthorized users. In addition, this method is also available for other
machine learning algorithms such as random forest and k-means clustering, which are based on Euclidean distance
and inner product.
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