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Abstract

This paper addresses learning safe output feedback control laws from partial observations of
expert demonstrations. We assume that a model of the system dynamics and a state estimator
are available along with corresponding error bounds, e.g., estimated from data in practice. We
first propose robust output control barrier functions (ROCBFSs) as a means to guarantee safety,
as defined through controlled forward invariance of a safe set. We then formulate an optimization
problem to learn ROCBF's from expert demonstrations that exhibit safe system behavior, e.g.,
data collected from a human operator or an expert controller. When the parametrization of
the ROCBEF is linear, then we show that, under mild assumptions, the optimization problem is
convex. Along with the optimization problem, we provide verifiable conditions in terms of the
density of the data, smoothness of the system model and state estimator, and the size of the
error bounds that guarantee validity of the obtained ROCBF. Towards obtaining a practical
control algorithm, we propose an algorithmic implementation of our theoretical framework that
accounts for assumptions made in our framework in practice. We validate our algorithm in the
autonomous driving simulator CARLA and demonstrate how to learn safe control laws from
simulated RGB camera images.

1 Introduction

Safety-critical systems rely on robust control laws that can account for uncertainties in system
dynamics and state estimation. For example, consider an autonomous car equipped with noisy
sensors that navigates through urban traffic |1]. The state of the car is not exactly known and
estimated from output measurements, e.g., from a dashboard camera, while the dynamics of the
car are not perfectly known either, e.g., due to unknown friction coefficients. A model of the system
dynamics and a state estimator can usually be obtained, e.g., from first principles or estimated from
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data, along with uncertainty sets describing error bounds. Such error bounds are standard in robust
control theory [2], but designing robust control for described systems is challenging. In this paper,
we address this problem by using the increasing availability of safe expert demonstrations, e.g., car
manufacturers recording safe driving behavior of expert drivers. We propose a data-driven approach
to learning safe and robust control laws where safety is defined as the ability of a system to stay
within a set of states that are labeled safe, e.g., states that satisfy a minimum safety distance.

1.1 Related Work

Control barrier functions (CBFs) were introduced in [3,/4] to render a safe set controlled forward
invariant. A CBF defines a set of safe control inputs that can be used to find a minimally invasive
safety-preserving correction to a nominal control law by solving a convex quadratic program. Many
variations and extensions of CBF's appeared in the literature, e.g., composition of CBFs [5|, CBFs
for multi-robot systems [6], CBF's encoding temporal logic constraints 7], and CBFs for systems
with higher relative degree [8]. Finally, CBF's and Hamilton-Jacobi were found to share connections
[9].

CBFs that account for uncertainties in the system dynamics have been considered in two ways.
The authors in [10] and [11] consider input-to-state safety to quantify possible safety violation.
Conversely, the work in [12] proposes robust CBF's to guarantee robust safety by accounting for all
permissible errors within an uncertainty set. Input delays within CBFs were discussed in [13}/14].
CBFs that account for state estimation uncertainties were proposed in [15] and [16]. Relying on
the same notion of measurement robust CBFs as in [15], the authors in [17] present empirical
evaluations on a segway. While the notion of ROCBFs that we present in this paper is inspired
by measurement-robust CBFs as presented in [15], we also consider uncertainties in the system
dynamics and focus on learning valid CBFs from expert demonstrations. Similar to the notion
of ROCBF, the authors in [18] consider additive disturbances in the system dynamics and state-
estimation errors jointly.

Learning with CBFs: Approaches that use CBFs during learning typically assume that a
valid CBF is already given, while we focus on constructing CBFs so that our approach can be
viewed as complementary. In [19], it is shown how safe and optimal reward functions can be
obtained, and how these are related to CBFs. The authors in [20] use CBFs to learn a provably
correct neural network safety guard for kinematic bicycle models. The authors in [21] consider
that uncertainty enters the system dynamics linearly and propose to use robust adaptive CBFs,
as originally presented in [22], in conjunction with online set membership identification methods.
In [23], it is shown how additive and multiplicative noise can be estimated online using Gaussian
process regression for safe CBFs. The authors in [24] collect data to episodically update the system
model and the CBF controller. A similar idea is followed in [25] where instead a projection with
respect to the CBF condition is episodically learned. Imitation learning under safety constraints
imposed by a Lyapunov function was proposed in [26]. Further work in this direction can be found
in [27/29].

Learning CBFs: An open problem is how valid CBF's can be constructed. Indeed, the lack of
systematic methods to construct valid CBFs is a main bottleneck. For certain types of mechanical
systems under input constraints, analytic CBFs can be constructed [30]. The construction of
polynomial barrier functions towards certifying safety for polynomial systems by using sum-of-
squares (SOS) programming was proposed in [31]. Finding CBFs poses additional challenges in
terms of the control input resulting in bilinear SOS programming as presented in [32,/33] and



summarized in [34]. The work in [35] considers the construction of higher order CBFs and their
composition by, similarly to [32,33], alternating-descent heuristics to solve the arising bilinear SOS
program. Such SOS-based approaches, however, are known to be limited in scalability and do not
use potentially available expert demonstrations.

A promising research direction is to learn CBF's from data. The authors in [36] construct CBF's
from safe and unsafe data using support vector machines, while authors in [37] learn a set of linear
CBEFs for clustered datasets. The authors in [38] proposed learning limited duration CBFs and the
work in [39] learns signed distance fields that define a CBF. In [40], a neural network controller
is trained episodically to imitate an already given CBF. The authors in [41] learn parameters
associated with the constraints of a CBF to improve feasibility. These works present empirical
validations, but no formal correctness guarantees are provided. The authors in [42-45] propose
counter-example guided approaches to learn Lyapunov and barrier functions for known closed-
loop systems, while Lyapunov functions for unknown systems are learned in [46]. In [47-49] control
barrier functions are learned and post-hoc verified, e.g., using Lipschitz arguments and satisfiability
modulo theory, while [50] uses a counter-example guided approach. As opposed to these works,
we make use of safe expert demonstrations. Expert trajectories are utilized in [51] to learn a
contraction metric along with a tracking controller, while motion primitives are learned from expert
demonstrations in [52]. In our previous work [53], we proposed to learn CBF's for known nonlinear
systems from expert demonstrations. We provided the first conditions that ensure correctness of
the learned CBF using Lipschitz continuity and covering number arguments. In [54] and [55], we
extended this framework to partially unknown hybrid systems. In this paper, we focus on state
estimation and provide sophisticated simulations of our method in CARLA.

1.2 Contributions

In this paper, we learn safe output feedback control laws for unknown systems. We first present
robust output control barrier functions (ROCBF's) to establish safety under system dynamics and
state estimation uncertainties. We then formulate a constrained optimization problem for construct-
ing ROCBFs from safe expert demonstrations, and we present verifiable conditions that guarantee
the validity of the ROCBF. While the optimization problem is in general nonconvex, we identify
conditions under which the problem is convex. For the general case, we propose an approximate
unconstrained optimization problem that we can solve efficiently. Finally, we propose an algorith-
mic implementation of our theoretical framework to learn ROCBF's in practice, and we present an
empirical validation in CARLA [56].

In contrast to our previous works [53-55], in which we assume perfect state knowledge, we focus
on dealing with state estimation errors. Our paper additionally differs from [53-55] in its practical
focus. We discuss the algorithmic implementation of our framework to account for assumptions
of our work in practice. For instance, our framework crucially relies on obtaining “unsafe” data
which is hard to obtain in practice, and we propose a new algorithm to obtain unsafe datapoints as
boundary points from the set of safe expert demonstrations based on reverse k-nearest neighbors.



2 Background and Problem Formulation

At time t € Rx>q, let z(t) € R™ be the state of the dynamical control system described by the set
of equations

&(t) = f(t) + g(t)u(t), (la)
x(0) :== g (initial condition), (1b)
f@t) := F(x(t),t) (internal dynamics), (1c)
g(t) := G(x(t),t) (input dynamics), (1d)
y(t) = Y (x(t)) (output measurements), (le)
u(t) == U(y(t),t) (output feedback control law), (1f)

where zp € R" is the initial condition. The functions ' : R” xR>¢ — R™ and G : R" xR>g — R™*™
are only partially known, e.g., due to unmodeled dynamics or noise, and locally Lipschitz continuous
in the first and piecewise continuous and bounded in the second argument.

Assumption 1. We assume known nominal models F : R™ x R>o — R"™ and G:R" XR>p — R"*™
together:é)ith functions Ap : R" xR>9 — R>¢ and Ag : R" XR>g = R>q that bound their respective
errors a

|F(z,t) — F(z,t)|| < Ap(z,t) for all (z,t) € R™ x Rxg,
1G(z,t) — G(z, t)|| < Ag(x,t) for all (x,t) € R™ x Rxo.

The functions F(x,t), G(x,t), Ap(z,t) and Ag(z,t) are assumed to be locally Lipschitz continuous
in the first and piecewise continuous and bounded in the second argument.

The models F (z,t) and @(m, t) may be obtained by identifying model parameters or by system
identification [57], while the assumption of error bounds Ap(z,t) and Ag(x,t) is standard in robust
control [2]. We now define the set of admissible system dynamics as

F(z,t) = {f € R"||[F(z,t) = f]| < Ap(z, 1)},
G(a,t) = {g € R™™|||G(z,1) — gl < Ac(x,1)}.

The output measurement map Y : R” — RP is only partially known and locally Lipschitz
continuous. For instance, Y can describe a dashboard camera that is hard to model. We assume that
there exists an inverse yet unknown map X : RP — R” that recovers the state x as X (Y (z)) = x.
This means that a measurement y uniquely defines a corresponding state x and implies that p > n.
This way, we implicitly assume high-dimensional measurements y such as a dashboard camera
where the inverse map X recovers the position of the system, or even its velocity when a sequence
of camera images is available. Since Y and X are unknown, one can, however, not recover the
state x from y. We present an example in the simulation study and refer to related literature using
similar assumptions, such as [15]58].

Assumption 2. We assume to have a known model X : R - R" together with a function
Ax : RP — R>q that bounds the error

IX(y) — X(y)|| < Ax(y) for all y € Y (R™).

The functions X(y) and Ax(y) are assumed to be locally Lipschitz continuous.

We let || - || be a vector norm and denote || - ||« by its dual norm, while || - ||| is the induced matrix norm.



The state estimator X (y) and the error bound Ax(y) may be obtained using machine learning
methods, see e.g., [15,/58], or X (y) can encode the extended Kalman filter together with Ax(y),
see e.g., [59,60]. We now define the set of admissible inverse output measurement maps as

X(y) = {z € R"|| X (y) — al| < Ax(y)}.

Finally, the function U : RP x R>¢ — U is the output feedback control law where &/ C R™ encodes
input constraints. System is illustrated in Fig. 1| Let a solution to under an output feedback
control law U(y,t) be z : Z — R™ where Z C R>( is the maximum definition interval of x.
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Figure 1: Uncertain system under consideration.

The goal in this paper is to learn an output feedback control law U(y,t) such that prescribed
safety properties with respect to a geometric safe set S C R™ are met by the system in . By
geometric safe set, we mean that S describes the set of safe states as naturally specified on a subset
of the state space (e.g., to avoid collision, vehicles must maintain a minimum separating distance).

Definition 1. A set C C R" is said to be robustly output controlled forward invariant with respect
to the system in if there exist an output feedback control law U(y,t) such that, for all initial
conditions x(0) € C, for all admissible system dynamics F(x,t) € F(x,t) and G(z,t) € G(x,t), and
for all admissible inverse output measurement maps X (y) € X(y), every solution x(t) to under
Ul(y,t) is such that: 1) x(t) € C for all (t) € Z, and 2) the interval T is unbounded, i.e., T = [0, 00).
If the set C is additionally contained within the geometric safe set S, i.e., C C S, the system in
is said to be safe under the safe control law U (y,t).

Towards this goal, we assume a data set of expert demonstrations consisting of N7 input-output
data pairs (y;, u;) € RP x R™ along with a time stamp ¢; € R>( as

Zayn = {(Yi» ti, i) ﬁvzll

that were recorded when the system was in a safe state X (y;) € int(S) where int(S) denotes the
interior of the safe set S. We assume to have expert control inputs u; available that can later be
used for learning a safe control law. The pairs of expert demonstrations (y;, t;, u;) have to be such
that a system trajectory starting from a state x € Ax(y;) can be kept within the safe set S. If this
was not the case, the later posed optimization problem (in equation ) would be infeasible. There
are interesting observations as to what constitutes a “good” expert action u;, see |53| for details.
Problem 1. Let the system in and the set of safe expert demonstrations Zqyn be given. Under
Assumptions and@, learn a function h : R™ — R from Zgy, so that the set

C:={z eR"|h(z) >0} (2)



is robustly output controlled forward invariant with respect to and such that C C S, i.e., so that
18 safe.

An overview of our proposed solution is shown in Fig.[2l We formulate a constrained optimiza-
tion problem to learn a function h(z) so that the learned safe set C is robustly output controlled
forward invariant and contained within the geometric safe set S, i.e., C € S. The optimization
problem takes the system model M := (F, G,X,AF,Ag,AX) and the expert demonstrations
{(yi,ui,t;)} as inputs and imposes constraints on a function g and h(z) that will be derived in the
sequel. We remark that the proofs of technical lemmas, propositions, and theorems can be found
in the appendices.

System Model M = (F C‘.X.Ap A, Ax)

st ||F(x,t) — F(z,t)|| < Ap(z,t)
lIG(z,t) = Gl 1)l < Aa(z, 1)
X (y) — X(w)ll < Ax(y)

&= F(z,t) + G2, t)texpert
y =Y (x) with X(Y(2)) ==

Expert Demonstrations M
{(yinti,w)}
Constrained Optimization
find h(z) st. (i) > Yoate for “safe” datapoints x; = X(,UL)
h(@i) < —Yunsate  for “unsafe” datapoints a; = X (y,)

q(h, M, yis i ) Z Yagn

Robust Output Control Barrier Function

h(zx)

Safe Controller

find g s.t q(h, M.y, t, uge) >0

Figure 2: Proposed framework to learn safe control laws.

3 Robust Output Control Barrier Functions

Let h: R™ — R be a twice continuously differentiable function, and assume that A is such that the
set C in has non-empty interior. Let ) C R? be a sufficiently large open set such that Y 2O Y(C)
where Y (C) denotes the image of C under YE| This assumption is equivalent to X (Y) D C. The
set X (Y) is typically the domain of interest in existing state-based CBF frameworks, see e.g., [4].

We recall that a function a : R — R is an extended class K function if it is a strictly increasing
function with «(0) = 0. We can guarantee that C is robustly output controlled forward invariant if
there exists a locally Lipschitz continuous extended class IC function « : R — R such that

sup inf inf (Vh(z), f+ gu) +a(h(z)) >0
uguzez\.’(y)fe]-'(x,t)< (), f + gu) +o(h(z)) .
g€G(z,t) Change in h along
all dynamics

for all (y,t) € Y x R>o where (-,-) denotes the inner-product between two vectors. Unfortunately,
the condition (3| is difficult to evaluate due the infimum operators. Towards a more tractable
condition, we first define the function B : R" x R>g x U — R as

B(z,t,u) := (Vh(z), F(z,t) + G(a,0)u) +a(h(z)) = VA@)|(Ap(z,t) + Az, 6)|ul])

Change in h along model dynamics Robustness term accounting for system model error

ZNote that the function Y is unknown. In Section [4] we construct the sets ) and C in a way so that ) D Y(C)
holds.



where || - ||« denotes the dual norm. Satisfaction of constraint can now be guaranteed by

sup inf B(z,t,u) >0
ueld TEX (y)

reducing the complexity to the infimum operator over the state measurement uncertainty X (y).
For an output measurement y € ) and fixed u and ¢, denote the local Lipschitz constant of the
function B(z,t,u) within the set X' (y) € R™ by Lipg(y,t,u). We now define ROCBF that will
guarantee that the set C is robustly output controlled forward invariant.

Definition 2. The function h(x) is said to be a robust output control barrier function (ROCBF)
on an open set Y D Y (C) if there exist a locally Lipschitz continuous extended class K function
o : R — R such that

sup B(X(y),t,u) — Lipg(y,t,u)Ax(y) >0

uelU (4)
Robustness term accounting
for state estimation error

for all (y,t) € Y x R>g.
Note that ROCBF's account for both system model and estimation error uncertainties. The
standard CBF condition from [4] is recovered if the system is completely known, i.e., the sets

F(z,t), G(z,t), and X(y) are singletons. Now define the set of safe control inputs induced by a
ROCBF as

Us(y.t) == {u € U | B(X(y),t,u) — Lipp(y,t,u)Ax(y) > 0}.

We next show that a control law U(y,t) € Us(y,t) renders the set C robustly output controlled
forward invariant.
Theorem 1. Assume that h(x) is a ROCBF on the set ) that is such that Y D Y (C), and assume
that the function U : Y x R>g — U is continuous in the first and piecewise continuous in the second
argument and such that U(y,t) € Us(y,t). Then x(0) € C implies x(t) € C for all t € Z. If the set
C is compact, it follows that C is robustly output controlled forward invariant under U(y,t), i.e.,
Z =10,00).

4 Learning ROCBFs from Expert Demonstrations

The previous section provides safety guarantees when h(x) is a ROCBF. However, one is still left
with the potentially difficult task of constructing a twice continuously differentiable function h(x)
such that (i) the set C defined in equation is contained within the set S and has a sufficiently
large volume, and (ii) it satisfies the barrier constraint on an open set ) that is such that
Y D Y(C). In fact, ensuring that a function h(z) satisfies the constraint can involve verifying
complex relationships between the vector fields F'(x,t) and G(z,t), the state estimate X (y), the
function h(z), and its gradient Vh(x), while accounting for the error bounds Ax(y) as well as
Ap(x,t) and Ag(x,t).

This challenge motivates the approach taken in this paper, wherein we propose an optimization-
based approach to learning a ROCBF from safe expert demonstrations.

3Recall that « is contained within the function B(z,t,u).



4.1 The Datasets

We first define the finite set of safe datapoints

Zsafe = U X (yl)

(yi Wt :ui)EZdyn

as the projection of all datapoints y; in Z4y, via the state estimator X into the state domain. For
€ > 0, define the set of admissible states D C R" as

D:=D'\bd(D) with D' := | ] Be(z)

i€ Zsafe

where B(z;) := {x € R" ‘ ||z — x;|| < €} is the closed norm ball of size e centered at z; and where
bd(-) denotes the boundary of a set. Conditions on € will be specified later to ensure validity
of the learned control law. The set D’ is the union of these € norm balls, see Fig. [3| (left and
centre). The set of admissible states D is equivalent to the set D’ without its boundary so that
D is open. Note that D is based on expert demonstrations y; via the state estimator X (yi). The
expert demonstrations y; in Zqyyn define an e-net of D. In other words, for each x € D there exists
a y; in (¥i,ti,u;) € Zayn such that | X (i) — z|| < e. We additionally assume that D is such that
D C S, which can be easily achieved by adjusting € or by omitting y; from Zjy, in the definition
of Zsate when datapoints X (y;) are close to bd(S). Note here that S is typically known as part of
the safety specification. This additional requirement is necessary to later ensure safety in the sense
that the learned safe set is such that C C S.
We define the set of admissible output measurements as

Y :=Y(D),

i.e., as the projection of the set D under the unknown output measurement map Y. We remark
that the set Y, illustrated in Fig. 3| (left), is consequently also unknown. Note however that the set
Y is open as required in Theorem

For o > 0, we define the set of unsafe labeled states

N :={bd(D) & B,(0)} \ D,

where @ is the Minkowski sum operator. The set N should be thought of as a layer of width o
surrounding the set D, see Fig. [3| (right) for a graphical depiction. As will be made clear in the
sequel, by enforcing that the value of the learned function h(x) is negative on N, we ensure that
the set C (defined as the zero-superlevel set of h(z)) is contained within D, and hence also within
S. This is why we refer to A as set of unsafe labeled states. To ensure that h(z) < 0 for all z € N,
we assume that points

ZN = {ﬂfz}fvzzl

are sampled from N such that Zxs forms an ex-net of N, i.e., for each x € N there exists a z; € Zy
such that ||z — x;|| < enr. Conditions on epr will be specified later. We emphasize that no control
inputs u; are needed for the samples in Zy as these points are not generated by the expert and

are instead obtained by computational methods such as gridding or uniform sampling (see Section
for details).
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Figure 3: Problem Setup (left): The set of observed safe expert demonstrations Zgy, (black lines).
Also shown, the set of admissible output measurements ) (orange ring). Transformation into state
domain (centre): The geometric safe set S (red box) and the set of admissible safe states D (green
region) that is defined as the union of e-balls centered at X (y;). Learned safe set (right): The set
of as unsafe labeled states N (golden ring) that defines the o-layer surrounding D.

While the definition of the set C in ([2) is specified over all of R", e.g., the definition of C considers
all x € R™ such that h(z) > 0, we make a minor modification to this definition in order to restrict
the domain of interest to N'UD as

C:={z e NUD|h(z) > 0}. (5)

This restriction is natural, as we are learning a function h(x) from data sampled only over
N UD. The size of the set D affects the size of the set C, i.e., C may be conservative if only few
expert demonstrations are available, e.g., consider Fig. [3] but with fewer expert demonstrations in
which case the green and grey regions would simply shrink.

4.2 The Constrained Optimization Problem

We first state the constrained optimization problem for learning valid ROCBFs, and then provide
conditions in Section [£.3] under which a feasible solution is a valid ROCBF.

Let H be a normed function space of twice continuously differentiable functions h : R — R.
Define

a(y,t,u) := B(X(y), t,u) — Lipp(y,t, u) Ax (y) (6)

analogously to (4), but using a known surrogate function Lipp(y,t,u) in place of the Lipschitz
constant Lipz(y,t,u). The function L_ipB(y7t,u) will be a hyperparameterﬁ in our algorithm as
discussed in Section and will be adjusted to ensure that Lipg(y,t,u) > Lipg(y, t,u).

We formulate the following constrained optimization problem to learn a ROCBF from expert
demonstrations:

argmin |[|A] (7a)
heH

S't' h($2) Z 'Ysafe; V'xl € Zsafe (7b)

h(l‘z) < —Yunsafes VT; € Zn (70)

A natural choice is Lipg(y, t,u) := Lip; + Lip,||u||« + Lips|ju|| for sufficiently large positive constants Lip,, Lip,,
and Lip,.



q(Yi» tis ui) > Yayn, V(¥i, ti, wi) € Zayn (7d)

where the set Z. ;. is a subset of Zgafe, i.€., Z..po C Zsate, as detailed in the next section and where

“safe safe =
Vsafes Vunsafes Ydyn > 0 are hyperparameters. Instead of global hyperparameters ~safe, Yunsate, and
Ydyn, one can use individual hyperparameters for each datapoint. Note that expert demonstrations
(yi, ti, u;) indicate feasibility of the control problem at hand, and hence indicate feasibility of .
With increasing sizes of the uncertainty sets F(x,t), G(z,t), and X(y), the optimization problem

may however become infeasible.

4.3 Conditions guaranteeing learned safe ROCBF's

We now derive conditions under which a feasible solution to the constrained optimization problem
(7) is a safe ROCBF.

4.3.1 Guaranteeing CCc D CS

We begin with establishing the requirement that C C D C S. First note that constraint ensures
that the set C, as defined in equation , has non-empty interior when Z # (. We next state
conditions under which the constraint ensures that the learned function h from satisfies
h(z) < 0 for all z € N/, which in turn ensures that C C D C S.

Proposition 1. Let h(x) be Lipschitz continuous with local Lipschitz constant Lip,(x;) within the
set Be,.(x;) for datapoints x; € Zyr. Let Yunsate > 0, Znr be an exr-net of N, and let

Yunsafe ( 8)

en < —
N Lipy, (x;)

for all x; € Znr. Then, the constraint ensures that h(x) < 0 for all z € N.

In summary, Proposition [I| says that a larger Lipschitz constant of the function A requires a
larger margin yunsafe and/or a finer net of unsafe datapoints as indicated by €.

We next discuss the choice of Z_ .. Assume first that Z ;. = Zsafe in constraint . In
this case, the constraints and , as well as the condition in of Proposition (1}, may be
conflicting, leading to infeasibility of the optimization problem . This infeasibility arises from
the fact that we are simultaneously asking for the value of h(x) to vary from ~gafe t0 —Yunsafe OVer
a short distance of at most € + enr while having a small Lipschitz constant. In particular, as posed,
the constraints require that |h(zs) — h(zy)| > Ysate + Yunsafe 0T Ts € Zgate and z,, € Zns safe and
unsafe samples, respectively, but the sampling requirements (Zg g and Zar being € and ex-nets of
D and N, respectively) imply that ||zs — x| < enr + € for at least some pair (xg, x,,), which in turn
implies that

|h(x8) B h(xu)| > Vsafe + Yunsafe
|25 — Tul N eEN + €

Lipy(7y) 2

The local Lipschitz constant Lipy, (x,) may hence get too large if Ysate and Yunsate are chosen to be
too large, and we may exceed the required upper bound Yynsate/€A7 in equation . We address this
issue as follows: for fixed 7safe, Yunsafe, and desired Lipschitz constant Lj < Yunsate/€nr, We define

Ysafe T Yunsafe }’ (9)

Late i= {xl € Zsafe| Z’IEDZfN |z — ;]| > T

10



which corresponds to a subset of admissible safe states, i.e., Zs g C Zsafe- Intuitively, this introduces
a buffer region across which h(x) can vary in value from ~gafe t0 —Yunsafe for the desired Lipschitz
constant Lj. Enforcing over Z . allows for smoother functions h(x) to be learned at the
expense of a smaller invariant safe set C.

Note finally that, if h(x) is such that C C D (i.e., under the conditions in Proposition , then
Y (C) CY (D) =Y by definition of Y so that Y DO Y'(C) as required in Theorem

4.3.2 Increasing the volume of C

We next explain how to avoid learning a safe set C consisting of many disconnected sets, which
would not be practical, and show simultaneously how to increase the volume of C. Let

D= Uxiegs Be(xz)

afe

and note that Z

“safe

for all z € D.

Proposition 2. Let h(x) be Lipschitz continuous with local Lipschitz constant Lipy,(x;) within the
set Be(x;) for datapoints x; € Zsafe- Let Ysafe > 0 and let

is an e-net of D by definition. We next show conditions under which A(z) > 0

Vsafe
e < ———— 10
~ Lipy(z;) (10)

forall x; € Z Then, the constraint ensures that h(zx) > 0 for all x € D.

The previous result can be used to guarantee that the set C defined in equation contains the
set D, i.e., D C C. Hence, the set D can be seen as the minimum volume of the set C that we can
guarantee. Note that, under the provided conditions, it holds that C is such that D CC C D C S.

We note that the amount of data needed to satisfy conditions and in Propositions
and [2| grows exponentially with the dimension n, see e.g., |61}, Section 4.2].

safe-

4.3.3 Guaranteeing that h(z) is a ROCBF

Propositions |1| and [2| guarantee that the level-sets of the learned function h(x) satisfy the desired
geometric safety properties. We now derive conditions that ensure that h(x) is a ROCBF, i.e., that
the ROCBF constraint is also satisfied.

To satisfy constraint for each (y,t) € Y x R>q, there must exist a control input « € U such
that q(y,t,u) > 0. We follow a similar idea as in Propositions [l|and |2/ and note in this respect that
the y components of Zgy, form an énet of Y (see Appendix @ for a proof) where € is

€ := Lipy (e + Ax)

with Ay = Supycy Ax (y) denoting the maximum estimation error and Lipy being the Lipschitz
constant of the output measurement map Y within the set D := D @ Byz « (0)

We additionally assume to know a bound on the difference of the function ¢ for different times
t. More formally, for each § € Be(y), let Bnd,(y, u) be such that

lq(g,t',u) — q(g,t",u)| < Bnd, (v, u), vt t" > 0. (11)

®The set D is equivalent to the set of admissible safe states D enlarged by a ball of size 2Ax.

11



The bound Bnd,(y,u) exists and can be obtained as all components of ¢(y,t,u) are bounded in
t. This is a natural assumption to obtain formal guarantees on the function ¢(y, ¢, u) from a finite
dataset Zgy, since it is not possible to sample the time domain R>( densely with a finite number
of samples. It can be seen that Bnd,(y,u) = 0 when the system is independent of ¢.
Proposition 3. Let q(y,t,u) be Lipschitz continuou:ﬁ iy for fixed t and u with local Lipschitz
constant Lip,(yi, ti, u;) within the set Be(y;) for each (yi,ti, u;) € Zgyn. Let Yayn > 0 and

Ydyn — Bndq(yiv uz)
Lip,(yi, ti, u;)

€< (12)
for all (yi,ti,u;) € Zgyn. Then, the constraint ensures that, for each (y,t) € Y x Rxq,
there exists a u € U such that q(y,t,u) > 0. If additionally Lipg(y,t,u) < Lipg(y,t,u) for each
(y,t,u) € Y x Rsg x U, then h(x) is a ROCBF.

In summary, Proposition [3] says that a larger Lipschitz constant of the function ¢ requires a
larger margin 4y, and/or a smaller €, i.e., a finer net of safe datapoints as indicated by e and/or
a reduction in the measurement map error Ax.

The next theorem summarizes our results, follows from the previous results, and is provided
without proof.

Theorem 2. Let h(x) be a twice continuously differentiable function. Let the sets S, C, Y, D, and
N as well as the data-sets Z safes Zdyn, and Zyr be defined as above. Suppose that Zyr forms an e-net
of N and that the conditions , , and are satisfied. Assume also that Lipg(y,t,u) <

Lipg(y,t,u) for each (y,t,u) € Y x Rsq xU. If h(z) satisfies the constraints , , and ,
then h(z) is a ROCBF on'Y and it holds that the set C is non-empty and such that D CC C S.

5 Algorithmic Implementation

In this section, we present the algorithmic implementation of the previously presented results.
We will discuss various aspects related to solving the constrained optimization problem , the
construction of the involved datasets, and estimating Lipschitz constants of the functions h(x) and

q(y, t,u).

5.1 The Algorithm

We summarize our algorithm to learn safe ROCBFs h(x) in Algorithm [1l We first construct the set
of safe datapoints Zgf from the expert demonstrations Zqy, (line 3). We construct the set of as
unsafe labeled datapoints Zr from Zg,ge (line 4), i.e., Zyr C Zgafe, by identifying boundary points in
Zsate and labeling them as unsafe (details can be found in Section . We then re-define Zg,z. by
removing the unsafe labeled datapoints Z from Zg,ge (line 5). Following our discussion in Section
E we obtain Z,g, according to equation @D (line 6). We then solve the constrained optimization
problem by an unconstrained relaxation defined in (line 7) as discussed in Section
Finally, we check if the constraints — and the constraints , , are satisfied by the
learned function h(x) (line 8). If the constraints are not satisfied, the hyperparameters are adjusted
and the process is repeated (line 9). We discuss Lipschitz constant estimation of A and ¢ and the
hyperparameter selection in Section

SNote that q(y, t:,u;) is locally Lipschitz continuous. As the function h(z) is twice continuously differentiable, we
immediately have that Vh(z) is locally Lipschitz continuous over the bounded domain D. Also note that F, G, Ap,
Ag, a, h(z), X, and Ax are Lipschitz continuous.
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Algorithm 1 Learning ROCBF from Expert Demonstrations
Input: Set of expert demonstrations Zqyn,
1: system model (F, G,X,AF,Ag,AX),
2: hyperparameters (O[, “safe> Yunsafe> Vdyn Lhu L7iva ka 77)
Output: Safe ROCBF h(z)

~

3: Zgafe U(yi,ti,ui)eZdynX(yi> # Safe datapoints

4: Zn < BPD(Zgate, k,m)  # Unsafe datapoints obtained by boundary point detection (BPD)
in Algorithm [2]

5: Zsafe < Lsafe \ A%

6: Lo < according to (9)

7. h(z) < solution of # relaxation of the constrained optimization problem in ([7))

8: while constr. -, , , are violated do

9:  Modify hyperparameters and start from line 3

10: end while

While our algorithmic implementation is an approximate solution of the proposed framework,
we mention that solving an unconstrained relaxation of and bootstrapping hyperparameters is a
common technique in machine learning when solving nonconvex constrained optimization problems
[62]. Such techniques are necessary for learning based methods to be applied to realistic systems.
As we reported in earlier works, see e.g., [54] for hybrid systems, such techniques perform well in
practice and can even outperform experts.

5.2 Construction of the Datasets

Due to the conditions in equations , , and , the first requirement is that the datasets
Zase and Zps are dense, i.e., that € and ey are small. It is also required that Zxs is an ep-net of
the set of unsafe labeled states /. In order to construct the ex-net Zy of N, a simple randomized
algorithm, which repeatedly uniformly samples from N, works with high probability, see e.g., [61].
Hence, as long as we can efficiently sample from A, e.g., when A is a basic primitive set or has a
set-membership oracle, uniform sampling or gridding methods are viable strategies.

However, as this is in general not possible, we use a boundary point detection algorithm in line
4 of Algorithm [l The idea is to obtain the set of unsafe labeled datapoints Zys instead from the
set of safe datapoints Zg.. To perform this step efficiently, our approach is to detect geometric
boundary points of the set Zg,g. This subset of boundary points is labeled as Z s, while we re-define
Zsate t0 exclude the boundary points Zy in line 5 of Algorithm [I] Particularly, we detect boundary
points in Zg,g based on the concept of reverse k-nearest neighbors, see e.g., [63]. The main idea
is that boundary points typically have fewer reverse k-nearest neighbors than interior points. For
k > 0, we find the k-nearest neighbors of each datapoint z; € Zg.5. Then, we find the reverse
k-nearest neighbors of each datapoint z; € Zgg, that is, we find the datapoints z} € Zgge that
have x; as their k-nearest neighbor. Finally, we choose a threshold 1 > 0 and label all datapoints
T € Zsate as a boundary point whose cardinality of reverse k-nearest neighbors is below 7.

Algorithm [2|summarizes the boundary point detection algorithm. We first compute the pairwise
distances between each of the N safe datapoints in Zg,g (line 1). The result is a symmetric N3 x N;
matrix M where the element at position (7, j) represents the pairwise distance between the states
x; and zj, i.e., M;; = ||x; — x;||. Next, we calculate the k-nearest neighbors of each x;, denoted by
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kN N;, as the set of indices corresponding to the k smallest column entries in the ith row of M (line
2). We calculate the reverse k-nearest neighbors of each z; as RENN; := [{xj € Zsate|rs € KN N;}|
(line 3). We then threshold each RENN; by n (line 4), i.e., z; := L(RkNN; < n) where 1 is the
indicator function. We obtain a tuple (z1,...,zn;) € RM, where the indices i corresponding to
states x; = 1 are boundary points.

Algorithm 2 Boundary Point Detection - BPD(Zgate,k,n)

Input: Set of safe states Zg,t, number of nearest neighbors k, neighbor threshold n > 0
Output: Set of boundary points, i.e., the set of as unsafe labeled states Zys

1: M < compute_pairwise_dists(Zs.ge) # compute pairwise distances between elements in Zgufe

2: kNN; < comp_k_near_neighbors(M) # compute k-nearest neighbors of z; € Zgafe

3: RENN; < comp_reverse_k_near_neighbors(kNN) # compute reverse k-nearest neighbors
of x; € Zsafe

4: z; + L(RENN; <n) # threshold RENN; by n

We have not yet specified the paramters € and exr to be able to check the constraints , ,
and . While the value of € merely defines the set of admissible states D and determines the
size of the safe set C as discussed in Section the value of €)r is important as the set of unsafe
labeled states N should fully enclose D. This imposes an implicit lower bound on €5 to guarantee
safety. Therefore, one can artificially sample additional datapoints in proximity of Z and add
these to the set Zr. One way to get an estimate of ey is to calculate the distance of each datapoint
to the closest datapoint in Zas, respectively. Then, taking the maximum or an average over these
values gives a good estimate of exr.

Finally, we discuss what behavior expert demonstrations in Zgy, should exhibit. We focus on
the ROCBF constraint , which must be verified to hold for some u € U, by using the expert
demonstration (yi, ti,u;) in . The more transverse the vector field of the input dynamics
(G(X (i), ti), ui) is to the level sets of the function h(X(y;)) (i-e., the more parallel it is to the
inward pointing normal VA(X (y;))), the larger the inner-product term in constraint will be
without increasing the Lipschitz constant of h(z). This means that the expert demonstrations
should demonstrate how to move away from the unsafe labeled set.

5.3 Solving the Constrained Optimization Problem

Some remarks are in order with respect to the optimization problem ([7]) If the extended class K
function « is linear and H is parameterized as H := {(¢(x),0)|0 € O} where © C R! is a convex
set and ¢ : R® — R! is a known basis function, then the optimization problem is convex. Note
here in particular that ||Vh(x)||« is convex in 0 since 1) VA(z) is linear in #, 2) norms are convex
functions, and 3) composition of a convex with a linear function preserves convexity. We remark
that rich function classes such as infinite dimensional reproducing kernel Hilbert spaces can be
approximated to arbitrary accuracy with such an H [64].

In the more general case when H := {h(z;0)|6 € O}, such as when h(x;0) is a deep neural
network or when « is a general nonlinear function, the optimization problem is nonconvex.
Due to the computational complexity of general nonlinear constrained programming, we propose
an unconstrained relaxation of the optimization problem ([7]) Our unconstrained relaxation results
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(a) Training course. (b) Test course. (c) Downsampled camera image.

Figure 4: Simulation environment in CARLA. The cars are tracking desired reference paths on
different courses. Left: The training course from which training data, during a left turn, was
generated to train and test the ROCBF. Middle: An unknown test course on which the learned
ROCBEF is tested. Right: Downsampled RGB dashboard camera image.

in the optimization problem:

0|2 + AL [ ~ h(z: 0 ] 13
A:&??&d min “ || + B e; Vsafe :I:z ) . ( a‘)
1-“gafe
+ A Z [ xu + 'Yunsafe] N + A Z [’Ydyn - Q(yi, ti, U 0)] n (13b)
T €ZN (Yisti ui) € Zayn

where [r]; := max{r,0} for 7 € R and where the function ¢(u,y,t;6) is as in () but now defined
via h(x;0). The positive parameters Ag, Ay, and A\q are dual variables. While the unconstrained
optimization problem is in general a nonconvex optimization problem, it can be solved effi-
ciently in practice by iteratively solving the outer and inner optimization problems with respect
to (As, Ay, Aq) and 6, respectively, with stochastic first-order gradient methods such as Adam or
stochastic gradient descent .

5.4 Hyperparameters and Lipschitz Constant Estimation

We treat (v, Ysafe, Yunsafes Ydyns Ln, Lipg, k, ) as hyperparameters and bootstrap over them. This is
a common technique in machine learning and usually done via grid search. Due to the nonconvexity
of the optimization problem, one may not be able to satisfy all constraints in —, , ,
(12). We hence terminate the while loop in line 9 of Algorithm [l when a satisfactory empirical
behavior is achieved.

The conditions in equations , , and depend on Lipschitz constants of the functions
h and ¢. Since we assume that h is twice continuously differentiable and we restrict ourselves to a
compact domain N'UD, we have that h and Vh are both uniformly Lipschitz over N'UD. In [53],
we showed two examples of H (we considered DNNs and functions parametrized by random Fourier
features) where an upper bound on the Lipschitz constants of functions h € H and its gradient
Vh(z) can be efficiently estimated, and we refer the interested reader to [53].

6 Simulations

We construct a safe ROCBF within the autonomous driving simulator CARLA [56] for a car driving
on a road by using camera images, see Fig. In particular, our goal is to learn a ROCBF for
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the lateral control of the car, i.e., a lane keeping controller, while we use a built-in controller
for longitudinal control. Lane keeping in CARLA is achieved by tracking a set of predefined
waypoints. The control problem at hand is challenging which makes it difficult to satisfy all
constraints in equations - and , , . As described in Section we search over
the hyperparameters of Algorithm [I] until satisfactory behavior is achieved. The code for our
simulations and videos of the car under the learned safe ROCBFs are available at

https://github.com /unstable-zeros /learning-rocbfs.

As we have no direct access to the system dynamics of the car, we identify a system model.
The model for longitudinal control is estimated from data and consists of the velocity v of the car
and the integrator state d of the PID. The identified longitudinal model of the car is

b = —1.0954v — 0.007v* — 0.1521d + 3.7387

d = 3.6v — 20.
For the lateral control of the car, we consider a bicycle model

Pz = vcos(h),
ij = USin(e)v
0 = v/Ltan(d),

where p, and p, denote the position in a global coordinate frame, 6 is the heading angle with
respect to a global coordinate frame, and L := 2.51 is the distance between the front and the rear
axles of the car. The control input is the steering angle § that we design such that the car tracks
waypoints provided by CARLA. Treating u := tan(d) as the control input yields a control affine
system.

To be able to learn a ROCBF in a data efficient manner, we convert the above lateral model
(defined in a global coordinate frame) into a local coordinate frame. We do so relatively to the
waypoints that the car has to follow. We consider the cross-track error ¢, of the car. In particular,
let wp; be the waypoint that is closest to the car and let wps be the waypoint proceeding wp;.
Then the cross-track error is defined as c. := ||w|| sin(f,,) where w € R? is the vector pointing from
wp1 to the car and 6, is the angle between w and the vector pointing from wp; to wps. We further
consider the error angle 6. := 0 — 6; where 0, is the angle between the vector pointing from wp; to
wpse and the global coordinate frame. The simplified local model is

¢e = vsin(be),

0 = v/2.51u — 6;.

In summary, we have the state z := [v d ce 98]T and the control input u := tan(d) as well
as the external input, given during runtime, of 0;. Consequently, let

—1.095v — 0.007v? — 0.152d + 3.74 0

~ 3.6v — 20 A 0

Fi= vsin(6e) = 0
—6, v/2.51
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(a) Trajectories c.(t) and 6.(t) for
three randomly chosen initial con- (b) Shown are 250 different ini- (¢) Shown are 300 different
ditions. Solid lines correspond to tial conditions on the training initial conditions on the test

the learned ROCBF, dashed lines course. The color legend encodes course. The color legend encodes

correspond to the expert (PID).  max; [cFOCBF ()| — max; [cP?P(t)|. max; |[cROCBF ()| — max; [cZoP(1)].

Figure 5: State-based ROCBF controller.

along with estimated error bounds Ap(z,t) := 0.1 and Ag(z,t) = 0.1 (calculated from simulations).

For collecting safe expert demonstrations Zgy,, we use an “expert” PID controller u(x) that
uses full state knowledge of x. Throughout this section, we use the parameters a(r) := 7, Ysafe :=
Yunsafe := 0.05, and ygqyy := 0.01 to train safe ROCBFs h(x). For the boundary point detection
algorithm in Algorithm [2| we select k := 200 and 7 such that 40 percent of the points in Zg,¢ are
labeled as boundary points.

6.1 State-based ROCBF

We first learn a ROCBF controller in the case that the state x is perfectly known, i.e., the model
of the output measurement map is such that X (y) = X(y) = = and the error is Ax(y) := 0. The
trained ROCBF h(z) is a two-layer DNN with 32 and 16 neurons per layer.

The safety controller applied to the car is then obtained as the solution of the convex optimiza-
tion problem miny, gy ||u|| subject to the constraint q(u,y,t) > 0. In Fig. example trajectories of
ce(t) and 6.(t) under this controller are shown. Solid lines indicate the learned ROCBF controller,
while dashed lines indicate the expert PID controller for comparison. Colors in both subplots
match the corresponding trajectories. The initial conditions of d(0) and v(0) are set to zero in all
cases here, similar to all other plots in the remainder. Fig. [5b| shows different initial conditions
¢ce(0) and 6.(0) and how the ROCBF controller performs relatively to the expert PID controller on
the training course. In particular, each point in the plot indicates an initial condition from which
system trajectories under both the ROCBF and expert PID controller are collected. The color map
shows
ROCBF

max |efOOPF ()] — max|eF (1))

e

where ¢BOCBE (1) and ¢Z*P(t) denote the cross-track errors under the ROCBF and expert PID
controllers, respectively. Fig. shows the same plot, but for the test course from which no data
has been collected to train the ROCBF. In this plot, one ROCBF trajectory resulted in a collision

as detected by CARLA. We assign by default a value of 2.5 in case of a collision (see the yellow
point in Fig. [5d).
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(b) Trajectories c.(t) and 6.(t) “

(a) Performance of the perception for randomly chosen initial condi- (¢) Shown are 200 different ini-
map X on training data. Blue tions. Solid lines correspond to the tial conditions on the training
and orange are boundary and non- learned ROCBF, dashed lines cor- course. The color legend encodes
boundary points from Algorithm respond to the expert (PID). max; |cFOCBE (¢)| —max; |[cE*P(t)|.

€

Figure 6: Perception-based ROCBF controller.

6.2 Perception-based ROCBF

We next learn a ROCBF in the case that y corresponds to images taken from an RGB camera
mounted to the dashboard of the car. To train a perception map X , we have resized the images
as shown in Fig. We assume knowledge of 6., v, and d, while we estimate ¢, from y, i.e.,
T = [v d X (y) GQ]T. The architecture of X is a Resnetl8, i.e., a convolutional neural network
with 18 layers. Its performance on training data within operation range c. € [—2,2] is shown in
Fig. @ Based on this plot, we set Ax(y) := 0.5 to account for estimation errors within this range.
We remark that we observed larger estimation errors outside this range. However, larger Ax(y) re-
sulted in learning infeasible ROCBFs. We additionally selected the hyperparameter Lipg(y,t, u) :=
Lipy + Lipy|lul|. We achieved the best results by using Lip; = Lip, := 0.1 during testing, while
using the norm of the partial derivatives of (Vh(z), F(x,t)) + a(h(z)) — |[VA(z)|2Ap(z,t) and
(Vh(z),G(z,t)) — ||V|l2Aq(z, t), respectively, during training. The trained ROCBF h(z) is again
a two-layer DNN with 32 and 16 neurons per layer. Figs. [6bH6c| show the same plots as in the
previous section and evaluate the ROCBF relatively to the expert PID controller. Importantly,
note here that the expert PID controller uses state knowledge, while the ROCBF uses RGB images
from the dashboard camera as inputs so that it is no surprise that the relative gap between these
two becomes larger, as shown in Figs.

We further performed a comparison with our prior work [53] where we learn CBFs which
corresponds to the setting when Arp = Ag = Ax = 0. The result of the learned CBF is shown in
Figure [7l In direct comparison with Figure we can see the benefit of learning ROCBFs.

7 Conclusion and Summary

In this paper, we have shown how safe control laws can be learned from expert demonstrations
under system model and measurement map uncertainties. We first presented robust output control
barrier functions (ROCBFs) as a means to enforce safety, which is here defined as the ability of
a system to remain within a safe set using the notion of forward invariance. We then proposed
an optimization problem to learn such ROCBFs from safe expert demonstrations, and presented
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Figure 7: Comparison with learned CBF from [53].

verifiable conditions for the validity of the ROCBF. These conditions are stated in terms of the
density of the data and on Lipschitz and boundedness constants of the learned function as well
as the models of the system dynamics and the measurement map. We proposed an algorithmic
implementation of our theoretical framework to learn ROCBFs in practice. Finally, our simulation

studies show how to learn safe control laws from RGB camera images within the autonomous
driving simulator CARLA.

Appendix
A Proof of Theorem [1I

Recall that f(¢t) := F(x(t),t), g(t) :== G(x(t),t), y(t) := Y (x(t)) and u(t) := U(y(t),t) according to
— and we define for convenience
f(t) = F(x(t),1)
g(t) = G(x(1),t)
(5F(t) = AF(CL'(t),t)
da(t) == Ag(z(t),t)
2(t) == X (y(t))-

Due to the chain rule and since U(y,t) € Us(y, t), note that each solution x : Z — R™ to under
U(y,t) satisfies

B(i(t), t,u(t)) = Lipp(y(t), t, u(t)) Ax (y(t)). (14)

Note now that the term Lipg(y(t),t, u(t))Ax(y(t)) in the right-hand side of can be bounded
as

Lipg(y(t), ¢, u(t)) Ax (y(t))
(gLipB(y(t), tu(t))[@(t) — 2@

(
g]B(fc(t),t,u(t)) — B(x(t),t,u(t))|
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where (a) follows since z(t) € X (y(t)) due to Assumption [2| and where (b) simply follows since
Lipg(y(t),t,u(t)) is the local Lipschitz constant of the function B(z,t,u) within the set X'(y(t)).
From and the definitions of the functions B(x,t,u) and Lipg(y,t,u), it hence follows that
B(x(t),t,u(t)) > 0. Note next that the following holds

B(x(t),t,u(t)) >0

&(Vh(z(t)), f(8) + §(t)u(®)) + a(h(z(1)))
> [[Vh(z(t))[1«(0p(t) + da(t) [u(t)]])

)
D Vh( (), £(t) + g()u(®)) + a(h(z())) > 0
eh(a(t) > —a(h(z(t))) (15)

where the implication in (c¢) follows since

VA ()5 (0r (2) + 0 (@) [[u(®)]])
(g)HVh(:U(t))H*(Hf(t) — F@OI+1lla@) — g@lllu®I)
(E)IIVh(ﬂ?(t))H*(IIf(t) = FOI+11(g(t) = g@)u@®)])

f R

2)<Vh(ﬂf(t))a F@) +g(@)u(t)) — (Vh(x(t)), f(t) + g(t)u(t))
where the inequality (d) follows since f(t) € F(z(t),t) and g(t) € G(z(t),t) due to Assumption [1]
and where the inequality (e) follows by properties of the induced matrlx norm || - [[. The inequality
(f) follows by application of Holder’s inequality. Consequently, by (I5) it holds that A(z(t)) >
—a(h(z(t))) for all t € Z.

Next note that 0(t) = —a(v(t)) with v(0) > 0 admits a unique solution v(t¢) that is such that
v(t) > 0 for all ¢t > 0 [65, Lemma 4.4]. Using the Comparison Lemma [65, Lemma 3.4] and assuming
that h(z(0)) > 0, it follows that h(z(t)) > v(t) > 0 for all t € Z, i.e., z(0) € C implies z(t) € C for
all t € Z. Recall that (]) is defined on X () and that Y O Y (C) so that X (Y) D C. Since z € C for
all t € Z and when C is compact, it follows by |65, Theorem 3.3 |Z| that Z = [0, 00), i.e., C is forward
invariant under U (y, t).

B Proof of Proposition

Note that, for any x € N, there exists a point z; € Zyr satisfying ||z — x;|| < enr since Zys is an
ex-net of N. For any z € N, we now select such an z; € Zy for which

(a)

h(z) = h(z) — h(zi) + h(z;) < [h(x) = h(i)| = Yunsate

®) ©© . (d)

< Llph(l'i)H.%' - I‘Z” — Yunsafe < Llph(xi)f./\/' — Yunsafe < 0.
Note that inequality (a) follows from constraint , while inequality (b) follows by Lipschitz
continuity. Inequality (¢) follows by the assumption of Zx being an epr-net of N and, finally, the
strict inequality in (d) follows due to (§]).

"Note that the same result as in |65, Theorem 3.3] holds when the system dynamics are continuous, but not locally
Lipschitz continuous.
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C Proof of Proposition

The proof follows similarly to the proof of Proposition [I} For any = € D, we select an x; € Z 4,

with ||z — x;|| < e which is possible since the set Z, is an e-net of D. It follows that

(a)
0= h(xl) - h(xl) < h(xZ) - h(.’L‘) + h(l.) — Ysafe
(b)
< Lipy, (i) llz — @il + h(2) — Ysate
(0 (d)
< Llph(l’i)E + h(l‘) — Ysafe < h($)

Note that inequality (a) follows from constraint (7)), while inequality (b) follows by Lipschitz
continuity. Inequality (c) follows by Z.,; being an e-net of D and, finally, the inequality in (d)
follows due to (|10)).

safe

D Proof that y components of Z;,, form an é-net of Y

Lemma 1. Let € := Lipy (e + Ax) where Lipy is the Lipschitz constant of the function Y within
the set D := D @ Bya  (0) where Ax = supycy Ax(y). Then the y components of Zqyn form an
é-net of V.

Proof: For each y € ), there exists (y;,t;,u;) € Zayn such that [ X (y) — X (y3)|| < € by definition
of Y as ) = Y (D) and since the y components of Zqy, transformed via X form an e-net of D. By
Assumption [2, we also know that || X (y;) — X (y;)|| < Ax. By Lipschitz continuity of Y, it follows
that

ly —will = Y (X(y)) = Y (X ()|l < Lipy | X (y) — X (i)l
< Lipy (| X (y) = X (o)l + 1 X (i) = X (i)I])
< Lipy(G + AX) = €.

Consequently, the y components of Zgy, form an énet of ).

E Proof of Proposition

Note first that, for each y € ), there exists a pair (y;,t;,u;) € Zgyn satisfying ||y — ys|| < € since
the y component of Zgyy, form an énet of J by Lemma . For any pair (y,t) € Y x R>¢, we now
select such a pair (y;,ti, u;) € Zayn satisfying ||y — y;|| < € for which then

—
S
Nl

0 < q(yi, ti, i) — Ydyn

q(yi, ti, wi) — q(y, ti, wi)| + q(y, ti, ui) — Ydyn

IAIA

—
IN=

Lip, (yi, ti, wi)llyi — yll + a(y, ti, wi) — vayn

—
2
~

Lip, (i, ti, wi)€ + q(y, ti, i) — Ydyn

IN N
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+q(y, t,u;) — Yayn
@ _
< Llpq(yia tiv U,,L')E + Bndq(yi7 uz) + Q(y’ ta ul) — Ydyn
(e)
< q(y,t,uq).

Inequality (a) follows from constraint (7d). Inequality (b) follows by Lipschitz continuity, while
inequality (c) follows since the y component of Zgyy is an é&-net of ). Inequality (d) follows by the
bound Bnd,(y;, u;) that bounds the function ¢ for all values of ¢t. Inequality (e) follows simply by
. Consequently, ¢(y,t,u;) > 0 for all (y,t) € Y x Rxo.

If now Lipgz(y,t,u) < Lipg(y,t,u), as stated per assumption, it follows that holds and that

h(z) is a ROCBF.

References

[1] W. Schwarting, J. Alonso-Mora, and D. Rus, “Planning and decision-making for autonomous
vehicles,” An. Review Control, Robot., and Auton. Syst., vol. 1, pp. 187-210, 2018.

[2] R. Freeman and P. V. Kokotovic, Robust nonlinear control design: state-space and Lyapunov
techniques. Springer Science & Business Media, 2008.

[3] P. Wieland and F. Allgéwer, “Constructive safety using control barrier functions,” in Proc.
Symp. Nonlin. Control Syst., Pretoria, South Africa, August 2007, pp. 462—467.

[4] A.D. Ames, X. Xu, J. W. Grizzle, and P. Tabuada, “Control barrier function based quadratic
programs for safety critical systems,” IEEE Trans. Autom. Control, vol. 62, no. 8, pp. 3861—
3876, 2017.

[5] P. Glotfelter, J. Cortés, and M. Egerstedt, “Nonsmooth barrier functions with applications to
multi-robot systems,” IEEE Control Syst. Lett., vol. 1, no. 2, pp. 310-315, 2017.

[6] L. Wang, A. D. Ames, and M. Egerstedt, “Safety barrier certificates for collisions-free multi-
robot systems,” IEEE Trans. Robot., vol. 33, no. 3, pp. 661-674, 2017.

[7] L. Lindemann and D. V. Dimarogonas, “Control barrier functions for signal temporal logic
tasks,” IEEE Control Syst. Lett., vol. 3, no. 1, pp. 96-101, 2019.

[8] W. Xiao and C. Belta, “Control barrier functions for systems with high relative degree,” in
Proc. Conf. Decis. Control, Nice, France, December 2019, pp. 474-479.

[9] J. J. Choi, D. Lee, K. Sreenath, C. J. Tomlin, and S. L. Herbert, “Robust control barrier—value
functions for safety-critical control,” in 2021 60th IEEE Conference on Decision and Control
(CDC). IEEE, 2021, pp. 6814-6821.

[10] S. Kolathaya and A. D. Ames, “Input-to-state safety with control barrier functions,” IEEFE
Control Syst. Lett., vol. 3, no. 1, pp. 108-113, 2018.
[11] X. Xu, P. Tabuada, J. W. Grizzle, and A. D. Ames, “Robustness of control barrier functions

for safety critical control,” in Proc. Conf. Analys. Design Hybrid Syst., Atlanta, GA, October
2015, pp. 54-61.

22



[12]

[13]

[14]

[15]

M. Jankovic, “Robust control barrier functions for constrained stabilization of nonlinear sys-
tems,” Automatica, vol. 96, pp. 359-367, 2018.

P. Seiler, M. Jankovic, and E. Hellstrom, “Control barrier functions with unmodeled input
dynamics using integral quadratic constraints,” IEEE Control Systems Letters, vol. 6, pp.
1664-1669, 2021.

Y. S. Quan, J. S. Kim, S.-H. Lee, and C. C. Chung, “Tube-based control barrier function with
integral quadratic constraints for unknown input delay,” IEEE Control Systems Letters, 2023.

S. Dean, A. J. Taylor, R. K. Cosner, B. Recht, and A. D. Ames, “Guaranteeing safety of
learned perception modules via measurement-robust control barrier functions,” in Proc. Conf.
Robot Learning, Boston, Massachusetts, November 2020, pp. 1-17.

Y. Zhang, S. Walters, and X. Xu, “Control barrier function meets interval analy-
sis: Safety-critical control with measurement and actuation uncertainties,” arXiv preprint
arXiv:2110.00915, 2021.

R. K. Cosner, A. W. Singletary, A. J. Taylor, T. G. Molnar, K. L. Bouman, and A. D. Ames,
“Measurement-robust control barrier functions: Certainty in safety with uncertainty in state,”
arXiww preprint arXiw:2104.14030, 2021.

K. Garg and D. Panagou, “Robust control barrier and control lyapunov functions with fixed-
time convergence guarantees,” in Proc. Am. Control Conf., New Orleans, LA, May 2021, pp.
2292-2297.

P.-F. Massiani, S. Heim, F. Solowjow, and S. Trimpe, “Safe value functions,” arXiv preprint
arXiv:2105.12204, 2021.

J. Ferlez, M. Elnaggar, Y. Shoukry, and C. Fleming, “ShieldNN: A provably safe nn filter for
unsafe nn controllers,” arXiv preprint arXiv:2006.09564, 2020.

B. T. Lopez, J.-J. E. Slotine, and J. P. How, “Robust adaptive control barrier functions: An
adaptive and data-driven approach to safety,” IEEE Control Syst. Lett., vol. 5, no. 3, pp.
1031-1036, 2020.

A. J. Taylor and A. D. Ames, “Adaptive safety with control barrier functions,” in Proc. Am.
Control Conf., Denver, CO, July 2020, pp. 1399-1405.

Y. Emam, P. Glotfelter, S. Wilson, G. Notomista, and M. Egerstedt, “Data-driven robust
barrier functions for safe, long-term operation,” arXiv preprint arXiv:2104.07592, 2021.

A. Taylor, A. Singletary, Y. Yue, and A. Ames, “Learning for safety-critical control with control
barrier functions,” in Proc. Conf. Learning Dynamics Control, San Francisco, CA, June 2020,
pp. 708-717.

N. Csomay-Shanklin, R. K. Cosner, M. Dai, A. J. Taylor, and A. D. Ames, “Episodic learning
for safe bipedal locomotion with control barrier functions and projection-to-state safety,” in
Proc. Conf. Learning Dynamics Control, Zurich, Switzerland, June 2021, pp. 1041-1053.

23



[26]

[27]

[35]

[36]

H. Yin, P. Seiler, M. Jin, and M. Arcak, “Imitation learning with stability and safety guaran-
tees,” IEEE Control Syst. Lett., 2021.

R. Cheng, G. Orosz, R. M. Murray, and J. W. Burdick, “End-to-end safe reinforcement learning
through barrier functions for safety-critical continuous control tasks,” in Proc. Conf. Artificial
Intel., Honolulu, HI, February 2019, pp. 3387-3395.

L. Wang, E. A. Theodorou, and M. Egerstedt, “Safe learning of quadrotor dynamics using
barrier certificates,” in Proc. Conf. Robot. Automat., Brisbane, Australia, May 2018, pp. 2460—
2465.

C. K. Verginis, F. Djeumou, and U. Topcu, “Safety-constrained learning and control using
scarce data and reciprocal barriers,” arXiv preprint arXiv:2105.06526, 2022.

W. S. Cortez and D. V. Dimarogonas, “Correct-by-design control barrier functions for euler-
lagrange systems with input constraints,” in Proc. Am. Control Conf., Denver, CO, July 2020,
pp- 950-955.

S. Prajna, A. Jadbabaie, and G. J. Pappas, “A framework for worst-case and stochastic safety
verification using barrier certificates,” IEEE Trans. Autom. Control, vol. 52, no. 8, pp. 1415—
1428, 2007.

X. Xu, J. W. Grizzle, P. Tabuada, and A. D. Ames, “Correctness guarantees for the compo-
sition of lane keeping and adaptive cruise control,” IEEE Trans. Autom. Sci. Eng., vol. 15,
no. 3, pp. 1216-1229, 2017.

L. Wang, D. Han, and M. Egerstedt, “Permissive barrier certificates for safe stabilization using
sum-of-squares,” in Proc. Am. Control Conf., Milwaukee, WI, June 2018, pp. 585-590.

A. D. Ames, S. Coogan, M. Egerstedt, G. Notomista, K. Sreenath, and P. Tabuada, “Control
barrier functions: Theory and applications,” in Proc. Furopean Control Conf., Naples, Italy,
June 2019, pp. 3420-3431.

A. Clark, “Verification and synthesis of control barrier functions,” arXiv preprint
arXw:2104.14001, 2021.

M. Srinivasan, A. Dabholkar, S. Coogan, and P. A. Vela, “Synthesis of control barrier functions
using a supervised machine learning approach,” in Proc. Conf. Intel. Robots Syst., Las Vegas,
NV, October 2020, pp. 7139-7145.

M. Saveriano and D. Lee, “Learning barrier functions for constrained motion planning with
dynamical systems,” in Proc. Conf. Intel. Robot Syst., Macau, China, November 2019, pp.
112-119.

M. Ohnishi, G. Notomista, M. Sugiyama, and M. Egerstedt, “Constraint learning for control
tasks with limited duration barrier functions,” Automatica, vol. 127, p. 109504, 2021.

K. Long, C. Qian, J. Cortés, and N. Atanasov, “Learning barrier functions with memory for
robust safe navigation,” IEEE Robot. Autom. Lett., vol. 6, no. 3, pp. 4931-4938, 2021.

24



[40]

[41]

[42]

S. Yaghoubi, G. Fainekos, and S. Sankaranarayanan, “Training neural network controllers
using control barrier functions in the presence of disturbances,” in Proc. Conf. Intel. Transp.
Syst., Rhodes, Greece, September 2020, pp. 1-6.

W. Xiao, C. A. Belta, and C. G. Cassandras, “Feasibility-guided learning for constrained
optimal control problems,” in Proc. Conf. Decis. Control, Jeju Islands, South Korea, December
2020, pp. 1896-1901.

S. Chen, M. Fazlyab, M. Morari, G. J. Pappas, and V. M. Preciado, “Learning lyapunov
functions for hybrid systems,” in Proc. Conf. Hybrid Syst.: Comp. Control, Nashville, TN,
May 2021, pp. 1-11.

A. Abate, D. Ahmed, A. Edwards, M. Giacobbe, and A. Peruffo, “FOSSIL: a software tool for
the formal synthesis of lyapunov functions and barrier certificates using neural networks,” in
Proc. Conf. Hybrid Syst.: Comp. Control, Nashville, TN, May 2021, pp. 1-11.

H. Dai, B. Landry, M. Pavone, and R. Tedrake, “Counter-example guided synthesis of neural
network lyapunov functions for piecewise linear systems,” in Conf. Decis. Control, Jeju Islands,
South Korea, December 2020, pp. 1274-1281.

J. Kapinski, J. V. Deshmukh, S. Sankaranarayanan, and N. Arechiga, “Simulation-guided
lyapunov analysis for hybrid dynamical systems,” in Proceedings of the 17th international
conference on Hybrid systems: computation and control, 2014, pp. 133-142.

N. M. Boffi, S. Tu, N. Matni, J.-J. E. Slotine, and V. Sindhwani, “Learning stability certificates
from data,” in Proc. Conf. Robot Learning, Boston, Massachusetts, November 2020.

W. Jin, Z. Wang, Z. Yang, and S. Mou, “Neural certificates for safe control policies,” arXiv
preprint arXiw:2006.08465, 2020.

C. Dawson, Z. Qin, S. Gao, and C. Fan, “Safe nonlinear control using robust neural lyapunov-
barrier functions,” in Conference on Robot Learning. PMLR, 2022, pp. 1724-1735.

H. Zhao, X. Zeng, T. Chen, Z. Liu, and J. Woodcock, “Learning safe neural network controllers
with barrier certificates,” in Proc. Symp. Depend. Software Eng.: Theories, Tools, Appl.,
Guangzhou, China, November 2020, pp. 177-185.

Y.-C. Chang, N. Roohi, and S. Gao, “Neural lyapunov control,” Advances in neural informa-
tion processing systems, vol. 32, 2019.

D. Sun, S. Jha, and C. Fan, “Learning certified control using contraction metric,” arXiv
preprint arXiv:2011.12569, 2020.

S. M. Khansari-Zadeh and A. Billard, “Learning control lyapunov function to ensure stability
of dynamical system-based robot reaching motions,” Robot. Autonom. Syst., vol. 62, no. 6, pp.
752-765, 2014.

A. Robey, H. Hu, L. Lindemann, H. Zhang, D. V. Dimarogonas, S. Tu, and N. Matni, “Learning
control barrier functions from expert demonstrations,” in Proc. Conf. Decis. Control, Jeju
Islands, South Korea, December 2020, pp. 3717-3724.

25



[54]

[55]

[56]

[57]

[58]

[59]

[60]

[61]

[62]

[63]

[64]

[65]

A. Robey, L. Lindemann, S. Tu, and N. Matni, “Learning robust hybrid control barrier func-
tions for uncertain systems,” in Proc. Conf. Anal. Design Hybrid Syst., Brussels, Belgium,
July 2021, pp. 1-6.

L. Lindemann, H. Hu, A. Robey, H. Zhang, D. V. Dimarogonas, S. Tu, and N. Matni, “Learn-
ing hybrid control barrier functions from data,” in Proc. Conf. Robot Learning, Boston, Mas-
sachusetts, November 2020.

A. Dosovitskiy, G. Ros, F. Codeyvilla, A. Lopez, and V. Koltun, “Carla: An open urban driving
simulator,” in Proc. Conf. Robot Learning, Mountain View, California, November 2017, pp.
1-16.

L. Ljung, “System identification,” in Signal analysis and prediction.  Springer, 1998, pp.
163-173.

S. Dean, N. Matni, B. Recht, and V. Ye, “Robust guarantees for perception-based control,” in
Learning for Dynamics and Control. PMLR, 2020, pp. 350-360.

G. Chou, N. Ozay, and D. Berenson, “Safe output feedback motion planning from images via
learned perception modules and contraction theory,” arXiv preprint arXiv:2206.06553, 2022.

J. Kohler, M. A. Miiller, and F. Allgéwer, “Robust output feedback model predictive control
using online estimation bounds,” arXiv preprint arXiw:2105.03427, 2021.

R. Vershynin, High-dimensional prob.: An introduction with applications in data science.
Cambridge university press, 2018, vol. 47.

L. Chamon and A. Ribeiro, “Probably approximately correct constrained learning,” Advances
in Neural Information Processing Systems, vol. 33, pp. 16 722—-16 735, 2020.

C. Xia, W. Hsu, M.-L. Lee, and B. C. Ooi, “Border: Efficient computation of boundary points,”
IEEE Trans. Knowledge Data Eng., vol. 18, no. 3, pp. 289-303, 2006.

A. Rahimi and B. Recht, “Random features for large-scale kernel machines,” in Proc. Advances
Neur. Inform. Proc. Syst., Vancouver, Canada, December 2008, pp. 1177-1184.

H. K. Khalil, Nonlinear Systems, 2nd ed. FEnglewood Cliffs, NJ: Prentice-Hall, 1996.

26



	Introduction
	Related Work
	Contributions

	Background and Problem Formulation
	Robust Output Control Barrier Functions
	Learning ROCBFs from Expert Demonstrations
	The Datasets 
	The Constrained Optimization Problem
	Conditions guaranteeing learned safe ROCBFs 
	Guaranteeing CDS
	Increasing the volume of C
	Guaranteeing that h(x) is a ROCBF


	Algorithmic Implementation
	The Algorithm
	Construction of the Datasets
	Solving the Constrained Optimization Problem
	Hyperparameters and Lipschitz Constant Estimation

	Simulations
	State-based ROCBF
	Perception-based ROCBF

	Conclusion and Summary
	Proof of Theorem 1
	Proof of Proposition 1
	Proof of Proposition 2
	Proof that y components of Zdyn form an -net of Y
	Proof of Proposition 3

