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In this note, we want to provide a comparison among the efficiency of different approaches for the verification of

K-step and infinite-step opacity based on three different graphs: the Extended Basis Reachability Graph (EBRG)

proposed in [1], the Basis Reachability Graph (BRG) when applicable [1], and the Reachability Graph (RG). All

the algorithms are coded in Python1, and the numerical simulations are run on a laptop with AMD Ryzen 9 3900X

3.79 GHz CPU and 16 GB RAM.

To make the comparison meaningful, according to the theory proposed in [1], the considered Petri net benchmarks

should satisfy the following constraints:

1) The Petri net system should be live and bounded.

2) The Petri net should not be acyclic.

3) There must be at least one unobservable transition.

4) The unobservable subnet should be acyclic.

I. BENCHMARK 1

The first benchmark is the Petri net with parameters α and β in Fig. 1. The Petri net contains 4 elementary

cycles:

• Cycle 1: p00 - t11 - p11 - . . . - p1β−1 - t1β - p00

• Cycle 2: p00 - t21 - p21 - . . . - p2β−1 - t2β - p00

• Cycle 3: p00 - t21 - p31 - . . . - p3β−1 - t2β - p00

• Cycle 4: p00 - t21 - p31 - t32 - p32 - t43 - p43 - . . . - p4β−1 - t4β - p00

In each elementary cycle, there are β transitions and β places. In total, there are 4β − 4 transitions and 4β − 5

places. The parameter α denotes the number of tokens in place p00, i.e., the initial marking of the net is M0 = αp00.

Then, for different values of β and α, the Petri net structure and the initial marking change. Therefore, Fig. 1

illustrates a class of Petri net systems, instead of one Petri net system. Since most of the Petri net systems satisfying

the above four constraints are composed by several elementary cycles, the class of nets in Fig. 1 is quite general.

To satisfy Constraints 3) and 4), transitions t11 and t21 are observable transitions while all other transitions are

unobservable. Later on, we will add (randomly) more observable transitions to test the change of the size of RG,

BRG and EBRG. We denote λ the number of observable transitions in the net system.

1One can request the source file of the code by contacting the author through email.
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Fig. 1. Benchmark 1.

Fig. 2. Three groups of test cases for Benchmark 1.

A. Test Cases

The main advantage of using BRG and EBRG over RG to verify K-step and infinite-step opacity is that there

is no need to compute the whole state space but only a subset of the reachable markings (which are called basis

markings in the BRG case, and extended basis markings in the EBRG case, respectively). When the computation

of all the reachable markings is not possible in practice, the BRG and EBRG-based approaches may provide a

solution, especially for large-scaled Petri nets.

The test cases should show how the size of the Petri net systems affects the number of reachable, basis reachable,

and extended basis reachable markings. We are also interested in how the number of reachable, basis reachable and

extended basis reachable markings changes with an increasing number of observable transitions. Therefore, for the

class of nets in Fig. 1, we consider three sets of test cases summarized in Fig. 1.

In Group 1, given β = 5 and λ = 2, the net structure does not change but the number of tokens initially contained

in p00 increases. Group 2 differs from Group 1 for the addition of 4 unobservable transitions and 4 places with

β = 6. Finally Group 3 differs from Group 2 for the presence of more observable transitions, which are randomly



Fig. 3. The number of reachable, basis reachable, and extended basis reachable markings of Benchmark 1.

chosen. In total, we consider 12 test cases.

The size of the EBRG may also depend on the set S ⊆ R(N,M0) of secret markings. However, with different

values of α and β, the set of reachable markings are different. Therefore, it is impossible to consider the same set

S of secret markings for all the cases. To be fair, the secret is taken as the set of markings reachable by firing two

given sequences of transitions, namely we assume

S = {M0,M1,M2},

where M0 is the initial marking, M0[t21t21〉M1, and M0[t21t22t32t33〉M2. Note that one basis marking in the secret

does not satisfy Assumption A3 in [1]. Otherwise, there is no need to construct the EBRG. Since α takes 3 different

values in the 12 test cases, there are 3 sets of secret markings corresponding to α equal to 5, 6, and 7, respectively:

• S1 = {M0 = 5p00,M1 = 3p00 + p21 + p31,M2 = 3p00 + p22 + p33},

• S2 = {M0 = 6p00,M1 = 4p00 + p21 + p31,M2 = 4p00 + p22 + p33},

• S3 = {M0 = 7p00,M1 = 5p00 + p21 + p31,M2 = 5p00 + p22 + p33}.

B. Numerical Results

The number of reachable, basis, and extended basis markings for the 12 scenarios defined in the previous

subsection are summarized in Fig. 3. In Fig. 4, a clear comparison between such numbers is proposed. Fig. 5 shows

the time cost of computing the EBRG and the cardinality of sets S̃b, Qmin, etc., whose calculation is necessary

for constructing the EBRG.

We conclude that:

• From Figs. 3 and 4: both BRG and EBRG are much smaller than the RG.

• From Figs. 3 and 4: with the increase of the size of the net system, the number of reachable markings increases

much faster than that of basis and extended basis reachable markings.



Fig. 4. Comparison of number of markings in RG, BRG, and EBRG of Benchmark 1.

Fig. 5. Time cost and calculation of intermediate sets of markings for constructing the EBRG of Benchmark 1.

• Comparing Group 3 with Case 4 in Fig. 3: the larger the number of observable transitions, the larger the

number of basis markings and extended basis markings, and their increase speeds are still acceptable.

• From Fig. 4: the number of extended basis markings does not increase too much because of one basis marking

not satisfying Assumption A3.

• From Fig. 5: the larger the number of basis markings not satisfying Assumption A3, the larger the number of

extended basis markings.

• From Fig. 5: the EBRG can be constructed within 2 seconds.

II. BENCHMARK 2

The second benchmark is taken from [2], [3], which models a Hospital Emergency Service System. The Petri

net model is shown in Fig. 6. The meanings of places and transitions are described in [3]. Place p22 represents the

maximum number of patients that can be accepted simultaneously in the Emergency Department (ED). Places p17,

p18, p19, p20, p21 are used to denote available ED medical doctors, ED registered nurses, transports, CT scanners,



Fig. 6. Benchmark 2.

and X-ray, respectively. The initial marking of this net is

M0 = αp22 + 7p17 + 9p18 + 4p19 + 3p20 + 2p21,

where α is an integer number that denotes the capacity of the ED.

A. Test Cases

We define three groups of test cases that are summarized in Fig. 7. In total, we consider 11 test cases. The

values of the sets To of observable transitions and the sets S of secret markings for different test cases are listed in



Fig. 7. Three groups of test cases for Benchmark 2.

TABLE I
SETS OF OBSERVABLE TRANSITIONS IN FIG. 7.

To Transitions
To1 {t4, t5, t11, t12, t14, t15, t16}
To2 {t1, t4, t5, t11, t12, t14, t15, t16}
To3 {t1, t4, t5, t9, t11, t12, t14, t15, t16}
To4 {t1, t4, t5, t9, t11, t12, t14, t15, t16, t21}

Tables I and II, respectively. The observable transitions are randomly chosen. Note that sets S1 to S5 have 4 secret

markings, while sets S6, S7, and S8 have 5, 6, and 7 secret markings, respectively. Note that since the number

of basis markings is much smaller than that of reachable markings, the secret S cannot be randomly chosen from

R(N,M0), otherwise most likely there would be no need to construct the EBRG. Therefore, some of the secret

markings are randomly chosen from the set of basis markings.

For this benchmark, we want to test the performance of BRG and EBRG-based methods when RG cannot be

constructed in practice (Group 1). In addition, we further test the increase of the number of basis and extended

basis reachable markings with respect to the increase of the number of observable transitions (Group 2) and the

increase of the number of secret markings (Group 3).

Fig. 8. The number of reachable, basis reachable, and extended basis reachable markings of Benchmark 2, where “o.s.” means “out of space”.



TABLE II
SETS OF SECRET MARKINGS IN FIG. 7.

S Markings
S1 {M0 = 7p22,

M1 = 6p22 + p4 + 6p17 + 9p18 + 4p19 + 3p20 + 2p21,
M2 = 6p22 + p6 + 7p17 + 9p18 + 4p19 + 3p20 + 2p21,
M3 = 5p22 + p1 + p9 + 7p17 + 9p18 + 4p19 + 3p20 + p21}

S2 {M0 = 8p22,
M1 = 7p22 + p4 + 6p17 + 9p18 + 4p19 + 3p20 + 2p21,
M2 = 7p22 + p6 + 7p17 + 9p18 + 4p19 + 3p20 + 2p21,
M3 = 6p22 + p1 + p9 + 7p17 + 9p18 + 4p19 + 3p20 + p21}

S3 {M0 = 9p22,
M1 = 8p22 + p4 + 6p17 + 9p18 + 4p19 + 3p20 + 2p21,
M2 = 8p22 + p6 + 7p17 + 9p18 + 4p19 + 3p20 + 2p21,
M3 = 7p22 + p1 + p9 + 7p17 + 9p18 + 4p19 + 3p20 + p21}

S4 {M0 = 10p22,
M1 = 9p22 + p4 + 6p17 + 9p18 + 4p19 + 3p20 + 2p21,
M2 = 9p22 + p6 + 7p17 + 9p18 + 4p19 + 3p20 + 2p21,
M3 = 8p22 + p1 + p9 + 7p17 + 9p18 + 4p19 + 3p20 + p21}

S5 {M0 = 11p22,
M1 = 10p22 + p4 + 6p17 + 9p18 + 4p19 + 3p20 + 2p21,
M2 = 10p22 + p6 + 7p17 + 9p18 + 4p19 + 3p20 + 2p21,
M3 = 9p22 + p1 + p9 + 7p17 + 9p18 + 4p19 + 3p20 + p21}

S6 {M0,
M1 = 10p22 + p4 + 6p17 + 9p18 + 4p19 + 3p20 + 2p21,
M2 = 8p22 + p9 + p11 + p13 + 6p17 + 9p18 + 3p19 + 3p20 + p21,
M3 = 6p22 + p5 + p9 + p10 + 2p12 + 7p17 + 6p18 + 4p19 + 3p20 + p21,
M4 = 4p22 + p4 + p5 + p9 + p10 + p11 + p12 + p13 + 5p17 + 7p18 + 3p19 + 3p20 + p21}

S7 {M0, M1, M2, M3, M4,
M5 = 3p6 + 2p9 + 6p12 + 7p17 + 3p18 + 4p19 + 3p20}

S8 {M0, M1, M2, M3, M4, M5,
M6 = 7p4 + 3p5 + p13 + 6p18 + 3p19 + 3p20 + 2p21}

B. Numerical Results

The simulation results on Benchmark 2 are presented in Figs. 8, 9, 10. From Fig. 8 we can see that when α = 11,

the program cannot obtain the reachable markings. However, the BRG and the EBRG can be computed and they

are even much smaller than the RG in Case 2. Comparing the results in Group 2 and Group 3, we can see that the

number of basis and extended basis markings increases faster because of the increase of the number of observable

transitions rather than because of the increase of the number of secret markings, and the scale of increase is stable:

between 1.5 and 2.0, which is quite slow.

From Fig. 9, we argue that the BRG and EBRG are both much smaller than the RG. From Fig. 10, comparing

the results in Group 3 with the results of Case 5 in Group 1, we found that the increase of the number of secret

markings does not necessarily make the EBRG larger. It is also shown that the construction of the EBRG can be

finished very quickly, always within 1 minute.



Fig. 9. Comparison of number of markings in RG, BRG, and EBRG of Benchmark 2.

Fig. 10. Time cost and calculation of intermediate sets of markings of constructing the EBRG of Benchmark 2.
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