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Abstract. File-based encryption (FBE) schemes have been developed
by software vendors to address security concerns related to data storage.
While methods of encrypting data-at-rest may seem relatively straight-
forward, the main proponents of these technologies in mobile devices
have nonetheless created seemingly different FBE solutions. As most of
the underlying design decisions are described either at a high-level in
whitepapers, or are accessible at a low-level by examining the corre-
sponding source code (Android) or through reverse-engineering (iOS),
comparisons between schemes and discussions on their relative strengths
are scarce. In this paper, we propose a formal framework for the study
of file-based encryption systems, focusing on two prominent implemen-
tations: the FBE scheme used in Android and Linux operating systems,
as well as the FBE scheme used in iOS. Our proposed formal model
and our detailed description of the existing algorithms are based on doc-
umentation of diverse nature, such as whitepapers, technical reports,
presentations and blog posts, among others. Using our framework we
validate the security of the existing key derivation chains, as well as the
security of the overall designs, under widely-known security assumptions
for symmetric ciphers, such as IND-CPA or INT-CTXT security, in the
random-oracle model.

1 Introduction

In the last decade mobile devices have become an integral part of modern life.
As a result more and more sensitive data is accumulated on these devices which
have become targets for third parties.

As a response to these potential dangers, the smartphone industry has de-
signed mechanisms to secure their customers devices, starting with securing ac-
cess control with mandatory user authentication mechanisms, from biometrics
and passcodes, all the way through to protecting the data stored on the devices
using file encryption systems. This has however led to a number of controver-
sies such as the 2016 San Bernadino "FBI vs Apple” case in which the FBI
demanded (unsuccessfully) from Apple to undermine their existing iOS security
features by implementing backdoors that would allow government officials to
access encrypted data under specific circumstances [1114].
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Technical documents resulting from this case, as well as some more recent
studies [25], have revealed significant gaps with respect to understanding the
technical details of the security features implemented in these devices. This arises
from the fact that often these features are only presented in whitepapers which
brush over relevant technical details in favour of high level descriptions, e.g.
[2/37]. Although alternative methods such as source code reviewing are in prin-
ciple possible, these are in most cases hindered by the manufacturers’ preference
towards closed source software. Thus, more often than not, true insight only
becomes possible after significant reverse engineering campaigns [39]. In order
to bridge these gaps multiple comprehensive studies about mobile device secu-
rity have been done [42/40/44], however their main focus has been on providing
details about the inner workings of the analysed schemes.

1.1 Contributions

In this paper we take a different approach, where we propose a new generic for-
malisation for File-Based Encryption (FBE) schemes with the goal of making
existing and future schemes easier to analyse. In order to develop our formali-
sation we aggregate available information about FBE from multiple knowledge
domains including whitepapers, technical documents, published source code and
reverse engineering results ([I7U2UT5I37I19], [21], [2003433], [26129/T2119]).

We carry out a formal analysis of the designs and implementations of FBE
schemes, whilst also drawing up a comparison of the varying security guarantees
that each implementation provides. More concretely, we provide:

1. A formalisation of FBE schemes

2. Generic adaptations using our formalism of the main FBE schemes used by
Android and iOS, as reconstructed from multiple knowledge domains

3. An up-to-date security analysis for the schemes used in Android and iOS

In our analysis we target the main processes that enable FBE schemes to
work, which we group in two categories: C1) the key derivation methods, and
root of trust placement and C2) file encryption and decryption algorithms. For
algorithms and methods in C1) we provide complete generic descriptions, in
Sections and specific analysis for both Android and iOS. We found that
algorithms from this category have atypical implementations which mostly arise
from hardware limitations or user interaction requirements. Therefore, where
appropriate, we also consider functionality that depends on user inputs, such
as passcodes or biometrics, to secure the keys that protect the memory storage
of the device. Algorithms in C2) follow the standard practices for FBE. We
cover these in Section [6] for Android and *NIX systems only, due to limited
availability of appropriate low-level documentation for i0OS. We argue that our
findings will allow manufacturers to accurately pinpoint the components which
have the biggest impact on the security of the device and allocate more resources
towards securing these. Conversely, this work also allowed us to identify attack
scenarios which do not directly translate to compromising the whole security of
the device.
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2 File-based encryption security

In this section we will give the syntax for a generic Mobile ' BE scheme, followed
by a definition of the corresponding security policies.

2.1 Scheme definitions.

Definition 1. A MobileFBE schemeﬂ with a defined set of policies P is a tu-
ple of eight polynomial-time algorithms MFBE = (KGen, WrapKey, UnwrapKey,
ProvisionKey, EvictKey, VerifyToken, Encrypt, Decrypt) such that:

k < KGen(1*) : is a probabilistic algorithm for generating MFBE class keys. It
takes as input the security parameter A and outputs a random value k of
length .

{¢,pol} + WrapKey’ (k,w, pol) : is a probabilistic algorithm that takes as input
an unencrypted key k, an encrypted wrapping key w, and a unbound policy
pol. The policy pol contains information related to the intended usage of key
k and the ciphers used to encrypt it. The algorithm returns ¢, an encryption
of k with respect to w, and pol the policy pol bound with the wrapping key w.

(k, L) + UnwrapKey? (¢, pol) : is a deterministic algorithm that takes as input
an encrypted key ¢ and a bound policy pol. It returns a file encryption key
k obtained by decrypting ¢ with the wrapping key bound in pol. Depending
on the cipher used in the policy L may returned if the decryption is not
successful.

kid < ProvisionKey(k) : is a deterministic algorithm to provision keys for their
usage. It takes as input a key k and outputs an identifier kid of the key thus
installed.

{1, L} < EvictKey(kid) : is a deterministic algorithm used to discard keys. It
takes as input the key identifier kid to be discarded from memory and outputs
1 if the operation was successful or L otherwise.

{1, L} < VerifyToken(authToken) : is a deterministic algorithm used to verify
the validity of a cryptographically generated token authToken. It returns 1
if the token verification was successful or L otherwise.

(efnode, 1) < Encrypt(fnode, kid) : is a probabilistic algorithm to encrypt a FBE
filesystem node (e.g. file or file directory). It takes as input the node, fnode,
and a key or key id, kid; outputs its encrypted counterpart, efnode. It may
return L if the identifier kid is not valid.

(frode, L) < Decrypt(efnode, kid) : is a deterministic algorithm to decrypt a
FBE encrypted node. It takes as input the encrypted node, efnode, and a
key or key id, kid; outputs its decryption, fnode. It may return L if the
decryption was not successful (i.e. invalid key or kid).

3 Preliminaries

In this section we focus on the syntax of security policies and how we use them
to accurately describe existing key policies used in mobile operating systems.

3 We sometimes use the terms scheme and protocol interchangeably.
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3.1 Generic syntax of security policies

We use the notion of a security policy to express (1) the usage scenarios allowed
for keys in a MobileFBE scheme, and (2) the security parameters required for the
management of these keys. These policies describe how and when keys are built,
provisioned and stored. The security parameters within the policy also dictate
relationships between keys. This allows us to capture details such as whether a
key is cryptographically bound to an external process or device, e.g. the Secure
Enclave Processor in i0S. As such, a generic policy is defined as a tuple of four
parameters:

pol = [cipher, wrapping K ey, authT oken, usage]

We distinguish two types of policies: unbound policies pol which are associ-
ated to new, unprotected file encryption keys, i.e. (k, pol) and bound policies pol
associated to protected file encryption keys, i.e. (¢, pol). The unbound policies
do not yet contain any cryptographic material specific to a device or creden-
tial, such as wrapping keys or authentication tokens. When platform specific
cryptographic material is added to the policy, the policy becomes bound to said
platform and is denoted as pol. The keys and parameters of the bound policy
pol are used to protect the file encryption key associated to the policy (i.e. ¢)
and restrict use of that key to that specific platform.

The cipher parameter. This parameter specifies the cipher and parameters that
were used to encrypt the key k to which the policy is associated. We use standard
notation to describe this (e.g. AES-256-GCM: AES cipher with a key of length
256bits and a GCM block chaining mode).

The wrapping K ey parameter. It refers to the ciphertext that contains the private
key under which the key k associated to a policy is encrypted. On platforms that
have access to a trusted execution environment (TEE) the wrapping keys are
encrypted with hardware bound keys that are exclusively stored inside the TEE.
This ensures that recovery of the file encryption key cannot be done without
access to the TEE. This also enforces verification of the policy inside the TEE.
For platforms lacking a TEE wrapping keys are still used as they are part of the
code base, but they will not provide any additional security benefits. It is worth
noting that mobile platforms without TEEs are rare in practice nowadays.

The authT oken parameter. The authToken or authentication token is a platform
specific, optional cryptographic value that encodes the user contribution (e.g.
password, PIN, fingerprint reader output) in the form of a specific cryptographic
hash (in Android), or a password derived key (in iOS). If the value is null then
decrypting the key file encryption key k£ can be done transparently, without any
input from the user. We discuss this further in the next section.

The usage parameter. This final parameter is used to indicate the purposes and
restrictions associated with the use of a key.
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3.2 The authToken

Android. In Android, the user input, e.g. the user passphrase or PIN, is encoded
as a data structure refered to as AuthToken [16]. The AuthToken token gener-
ation and verification consists of two parts and is managed by the Gatekeeper
trustlet in the TEE and a counterpart service running on the insecure appli-
cation processor. During the enrolment phase (e.g. on first boot) a 64-bit user
secure identifier, named AuthToken HMAC Key, is created by Gatekeeper trust-
let and is then shared between all the relevant TEE components, namely the
Gatekeeper, Keymaster and biometric trustlet. On subsequent operations which
require user authentication, the Gatekeeper service running on the application
processor will generate AuthTokens which need to be included as part of any
requests. The submitted tokens are verified inside the TEE by the Keymaster
trustlet which handles key management and verifies tokens related to FBE keys.
Rate limiting of authentication attempts, based on time-delays as well as token
freshness and correctness are enforced by the TEE trustlet [16].

10S. A similar functionality for handling user input exists in i0S, however it
is enforced through encryption rather than MAC verification. A wrapping key
Emaster key 1s derived inside the secure enclave processor (SEP) from the user
input using a key derivation function. The derivation process enforces time-
delayed rate limiting and, as such, the kjaster_key Will have the same security
protections against brute-force attacks as the Android AuthToken equivalent
[26].

Due to the similarity in functionality, security properties and usage, we refer
to both the Android’s AuthToken and iOS’s kmaster_key With the generic term
authToken throughout the rest of the paper, and we make the distinction where
relevant.

3.3 Android policies

Since the introduction of FBE in Android 7.0, there has been support for two
main encryption contexts, called Device Encrypted (DE) and Credential En-
crypted (CE). The former of the two protects data up until the point at which a
successful Verified B001E| has taken place. The latter, which is the default storage
location, makes data available once a user has unlocked the device for the first
time, up until the device has been shut down [I7]. Data in both the DE and CE
storage locations is encrypted with keys that are protected with trusted hard-
ware. In Android, the trusted hardware consists of a Key management applet,
named Keymaster, which runs in a secure enclave in ARM TrustZone.

The DE; policy. The device encryption context is split into two policies. The
first policy is called DFE, and describes when and how system data is encrypted.
This policy protects storage areas that are associated with the device and that
are common for all enrolled users. This includes, for example, Wi-Fi credentials

4 Verified boot guarantees the integrity of the Android OS software with hardware
backed root of trust binding [I8].
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and Bluetooth pairing data [I5]. Using our syntax, the policy DE; associated
with the key ¢pgs is:

DE, = [AES-256-GCM ,wpEs, null, Device Data A fter Boot],

where wppgs is the hardware bound ciphertext of the key used to protect ¢ppgs.
Keys associated with this policy do not require any user input in order to be
made available, and as such the authentication token is set to null.

The DE,, policy. The second DE policy is the per-user context policy DFE,,.
Data encrypted under this policy is user specific, but is made available along
with DE; data after boot without requiring any contribution from the user to
enable usage. It includes data such as alarms, wallpapers and active ring tones
[15]. There is a separate DE, master key for each enrolled user, where u is the
user id. Cryptographically speaking, the DFE, policy is identical to DE, the
only difference being the usage parameter:

DE, = [AES-256-GCM ,wp gy, null, User Data A fter Boot],

where wp g, is a unique hardware bound ciphertext specific to each ¢pgy.-

The CE, policy. The CE, policy describes the credential encrypted context
in Android. This is also a per-user encryption context. However, unlike DE,,,
this context ensures data is protected until after first authentication. This is the
default policy for all user data, and includes files like documents, photos and app
data. Similar to the DE,, policy, there is a separate (¢¢c gy, CE,) key-policy pair
for each user. Because files encrypted in this context are only decrypted after
a successful user authentication, a verified authentication token AuthToken is
required by the Keymaster element to unwrap and install the C'E, key. The
policy can be represented as:

CE, = [AES-256-GCM,wp g,
AuthToken, User DataAfter Auth]

where we g, is a unique hardware bound ciphertext specific to each ¢c g, and
AuthToken is a cryptographic hash generated inside the TEE.

Other keys. Support for metadata encryption has been introduced since Android
9. Under the current implementation model, data that is not already protected
by the DE or CE keys, (e.g. file sizes, permissions) is considered to be metadata
and is encrypted using a separate key, which we denote k,ctqdate- The metadata
protection is implemented as a supplementary full disk encryption layer, i.e. an
adaptation of Android 5.0 full disk encryption [19] that has been previously
analysed in [40].

3.4 iOS policies

Apple introduced its implementation of hardware-backed file-based encryption
with iOS 4 in 2010 under the name Data Protection. In the latest version of
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Data Protection, four primary encryption contexts are supported — classes A
to D. In reverse order, ClassD is the Android DFE; equivalent and ClassC is the
Android CFE,, equivalent. Unlike Android, iOS does not support cryptographic
separation of per-user file system content (i.e. per-user DE,,), nor does it support
multiple user profiles per device (i.e. more than one CE,,) [2[T1]. Two additional
policies are supported in i0S: ClassB, which allows writing encrypted data but
not reading whilst a device is locked; and ClassA, which evicts corresponding
keys from memory when a device is locked after a successful authentication
[2]. All keys in this scheme are bound to the Secure Enclave Processor (SEP).
Like Android, all class keys are wrapped using AES-256-GCM [5]. However,
unlike Android, in iOS all keys are generated and stored inside the SEP and all
relevant encryption and decryption operations are run either by the SEP or by
the specific hardware which intermediates access to the data (e.g. the storage
controller). According to Apple, keys are never released into the main memory
of controlled by the application processor [2]. Additionally, in i0OS class keys are
used not only to encrypt files but also to encrypt other class keys which have a
more restrictive usage. Below we show how our proposed syntax can be used to
model the iOS security policies.

ClassD policy. Data protected under this policy consists primarily of system
files needed for boot, but also Voicemail, Bluetooth and iMessage keys, VPN
certificates, etc. As this is one of the most permissive keys in iOS it is only
protected with the hardware key of the TEE (i.e. a unique 256bit AES key,
fused into the SEP during manufacturing). The ClassD policy associated to the
encrypted key ¢qsp is:

clsD = [AES-256-GCM , null, null, File ProtectionN one]

We represent the fact that the key is directly bound to the TEE and that no
additional ciphertext is required to decrypt this key (aside from the hardware key
of the SEP) by setting both the wrapping key value and the user contribution,
authToken, to null.

ClassC policy. This is the default encryption policy for system and user apps
and user data. Like the C'E, class in Android, this class key is made available
after first authentication, and not evicted when locking the device. The key is
protected by k. sp and requires an authentication token consisting of a password
derived key referred to as kmaqster_key [2]. Using our syntax we describe the policy
associated to a ClassC key ¢qsc as:

clsC = [AES'256'GOM5 Qj)clsDz kmaster,k:eyy
FileProtectionCompeteUtil FirstU ser Authentication)]

ClassB policy. This policy facilitates the ability to write encrypted data when
the device is locked, whilst at the same time prevent reading/access of the same
data using public key cryptography. This functionality is useful, for example,
when an e-mail attachment is downloading in the background [2]. In order to
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Fig. 1. Boot, Unlock and File Decryption stages on Android (left) and iOS (right)
platforms are depicted here. Note that the process starts in the top right corner in each
diagram. In Android a user space algorithm loads the keys from the system partition
and starts the interaction with the secure enclave. In IOS the process is started when
the kernel loads the wrapped ¢.sp key from a kernel partition. The other keys are
subsequently retrieved from the user partition.

use our syntax to describe this policy we have to split it into two parts, the public
key and private key parts. The public key of the policy is made available once
the device has booted (immediately after the ClassD key k.sp as it is encrypted
with it). The private key part, however, is only released after first authentication,
together with the ClassC key. Therefore the two policies for describing the ClassB
policy are:

clsBpuy, = [AES-256-GCM , ¢c1sp, null,
FileProtectionCompleteUnlessOpen]

ClSBpriv = [AES-256-GOM, (bclsDa kmaster,key;
FileProtectionCompleteUnlessOpen]

We again capture the user contribution requirement in the decryption of the
ClassB private key part by setting the authT oken parameter.

ClassA policy. The final policy is used in scenarios where data needs to be
protected at all times except when the device is unlocked. This functionality
is achieved non-cryptographically by wiping the ClassA keys from memory 10
seconds after a device is locked. In iOS this is considered the strongest level of
protection [2]. Note that from a cryptographic point of view, this policy provides
the same key protection as the ClassC policy and the private key of the ClassB
policy. The functional differencesﬂ are captured by the usage parameter of the

5 A ClassA key will be cleared by the SEP OS 10s after the device is locked. A ClassC
is only cleared when the device is powered off. This means that the authToken key

is used multiple times in the case of the ClassA keys and only once in the case of
the ClassC keys.
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policy. The policy is described as:

clsA = [AES'256'GCM7 ¢clsD; kmaster,keya
FileProtectionComplete]

Other keys. In addition to the above-mentioned class keys, iOS uses three more
keys: (1) the key kieypag Secures the keybag database containing the wrapped
ClsA—C keys stored in the user partition, (2) the key kietadata encrypts the file
system’s metadata information (e.g. file names), and (3) the key ket faceabic Wraps
both 1,2 and ClsD. The first two of these keys are always stored and managed
together with kcsp. As such, for simplicity, we refer to this group of keys (kieybag,
Emetadatas keisp) as kesp and make the distinction where necessary. Finally,
ket faceabie is outside the scope of this work as it provides no additional data
confidentiality, and is instead designed to aid with quick erase. Disposing of this
key renders all files cryptographically inaccessible.

4 Overview

When analysing key management for MFBE, first we want to distinguish between
the following two states of device: the provisioned state, when cryptographic
keys have been initialised on the device, and the not provisioned state, when key
material is missing from the device. A device will always be in the provisioned
state with the exception of right before being powered on for the first time or
right after it has been restored to default settings. While a device in this state
it will follow the first boot sequence. In every other case the device will be in a
provisioned state and will follow the reqular boot sequence.

As part of the regular boot sequence there are three core stages for both
Android and i0S: device unlock, first user-unlock, and regular file access after
first user-unlock. In Figure [I] the regular boot sequences for Android and iOS
are presented using the notation presented earlier.

The main difference between the first boot sequence and the regular boot se-
quence is that the former includes a key generation stage which precedes all the
stages of the latter. The key generation algorithm is detailed in Section [5} How-
ever it is worth mentioning that while the iPhone’s SEP has a random number
generator that is used to directly generate the key material inside the secure en-
clave, in Android the key material is generated in the non-trusted environment
and then exported to the enclave via system services that run in the user space.
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In both systems, after the initial key generation the boot process continues with
the regular boot sequence.

Algorithm 1: WrapKey? in Android
Input: k, w,pol
QOutput: ¢, pol
Constants: o = {o-key, o-ciph}

1 function WrapKey(k, w, pol)
2 ciph < pol.cipher
3 pol < pol
/* Encrypt class keys k with wrap key and policy cipher. */
4 /* DE class has no user token. */
5 if pol.usage = DeviceDataAfterBoot
6 or pol.usage = UserDataAfterBoot
7 /% CE class verifies the user token. */
8 or (pol.usage = UserDataA fter Auth
9 and VerifyToken(pol.authToken,))
10 then
11 ¢+ ENCPh(k, w)
/* Encrypt wrap key w and bind it to the policy. x/
12 pol.wrapkey < ENC P (w, o-key)
13 return {¢,pol}
14 else
15 L return |

Algorithm 2: WrapKey? in iOS
Input: &, w, pol
Output: ¢, pol
Constants: o = {o-key, o-ciph}

1 function WrapKey(k, w, pol)
2 ciph <+ pol.cipher
3 pol < pol
4 if pol.usage = FileProtectionNone then
/* ClassD i.e. FileProtectionNone */
¢ —k
6 else
7 if pol.authToken = null then
/* Encrypt class Bpw key k with wrap key w and policy
cipher. x/
¢ «— ENC“P"(k, w)
else

/* Encrypt class A, By, and C keys k with wrap key w,
policy cipher and user password derived key Kmasterkey-

*/
10 kmaster_key < pol.authToken
11 ¢” — ENCCiph(k> kmaster,key)
12 | ¢/« ENC“?"(¢", w)
/* Encrypt the wrapping key with the SEP’s key. */
13 | pol.wrapkey < ENC7 P! (w, o-key)
/* Encrypt wrapped keys ¢’ with the hw. key. x/

14 ¢ +— ENCPh (¢’ o-key)
15 | return {¢,pol}
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Device unlock is the first stage of the boot process during which the device
will decrypt the system partitions/files. There are some important differences
between Android and iOS in this stage. As mentioned before, in Android key
management is performed through services that run in the user space. A conse-
quence of this is that the boot process needs to reach the stage where user space
programs can be executed. This in turn means that the main system partition
has to be unencrypted so that important system components, such as the ker-
nel, can be loaded. Once the kernel and relevant key management services are
up and running, the main encrypted device keys, kpg,, ., will be loaded from
disk, decrypted inside the secure enclave, exported back to the user space key
management service and finally loaded into the Android kernel memory space.
Once the keys are available to the kernel relevant locations on the data partition
will be decrypted to allow basic usage of the device (e.g. WiFi configuration
details, phone and messaging apps).

In iOS all encryption, decryption and key management is performed inside
the SEP. As such, in iOS the system partition can also be encrypted. In the
beginning stages of the boot process the iOS kernel will load the encrypted class
D key, ¢esp, which protects the whole filesystem, from the system partition
into the SEP to be decrypted and enabled for use. Once the system and user
partitions are decrypted by k.sp the ciphertexts for the remaining class keys
are loaded from the user partition into the SEP.

We consider the device boot stage complete when all the keys restricting
access to system related functionality have been loaded.

User unlock is the second stage of the boot process. During this stage the device
will decrypt and load the user specific keys. Access to these keys will be condi-
tioned on a user specific input, such as a password or biometric data, which we
refer to as Passcode. As detailed in Section [3.2] although the passcode is handled
differently between Android and iOS, the functionality remains the same in the
two platforms. Once the passcode is verified, the key loading process follows a
platform specific process similar to the one described in the Device unlock stage.

File encryption/decryption unlock is the final stage of the boot process and
represents the regular use of the device. In both Android and iOS encryption
and decryption are performed transparently by algorithms running in the kernel
or SEP respectively. Android uses the Linux ext4 filesystem encryption and
decryption algorithm which we discuss in more detail in Section [6.1} We were
unable to find similar information related to the algorithms used in iOS.

5 Key management in mobile FBE schemes

In this section we give the generic algorithms needed to instantiate file-based
encryption in Android and i0S. We show that our models capture the complete
functionality of the actual implementations. In Fig. [I| we show the interaction
between the algorithms defined in this section, for the device boot, unlock and
file decryption stages.
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The KGen algorithm. We wanted to allow flexibility in our definition of Mo-
bileFBE such that our syntax and proofs could easily adapt both to existing
schemes and to future schemes that aim to provide file-based encryption. To
this end we have defined the KGen as the probabilistic key generation algorithm
which is called whenever a random key is needed by any other MobileFBE algo-
rithm. This algorithm only takes as input a security parameter and a key format.
The output is a random sting that can be used as a key for that specific format.

The WrapKey algorithm. This algorithm represents the first MobileFBE specific
algorithm. It uses the raw keys generated by K Gen and protects them using one
or more layers of encryption, depending on the type of key, i.e. the key policy.
The WrapKey takes as input the key to be protected k, a wrapping key w, and a
usage policy pol. The purpose of the WrapKey algorithm is to cryptographically
bind input values k, and pol to the trusted execution environment through the
wrap key w. We model the TEE through the constants o = {o-key, o-ciph}
representing the key stored exclusively in the TEE and the cipher associated
with that key, respectively. An important aspect to notice is that, if no wrapping
key is given as input (i.e. w is null) the input key k will be protected by the
TEE (using the key o-key and the cipher o-ciph).

We give two WrapKey algorithms, one for Android (Algorithm [1)) and one
for i0S (Algorithm [2) to describe how the key wrapping is performed in these
systems. While these algorithms are very similar to one another we would like
to distinguish a few differences between them.

Android. Due to the hardware constraints imposed on devices that run Android
(i.e. very limited memory available exclusively to the TEE) on this platform
we distinguish two main types of keys: wrap keys and policy-based encryption
keys. As previously stated, in Android each policy-based encryption key k is
protected by a hardware-backed wrapping key. However, because of the limited
storage available in the TEE these wrapping keys are stored outside the TEE,
encrypted with the key o-key. In Algorithm [1| we model these wrapping keys as
part of the policy. The hardware-backing operation is shown on line 11.

Another important implementation decision in Android is that the WrapKey
algorithm which protects device encryption keys (e.g. DeviceDataA fter Boot
policy) is identical to the one which protects credential encryption keys (e.g.
UserDataA fter Auth policy). The only difference between the two being that
the UserDataA fter Auth policy requires a valid authentication token before the
wrapping (or unwrapping) is performed as shown on line 9.

As such, for a wrapping key w and a encryption key &, Algorithm [I| works as
follows. First the wrapping cipher is retrieved from the policy (line 2). Then the
policy is checked for usage (lines 5-8). If the pol.usage field contains a supported
key usage policy then the encryption key k is then encrypted with w using the
cipher ciph specified in the policy (as shown on line 11). Finally, the wrap key
is encrypted inside the TEE and added to the policy, thus binding key k to the
TEE through the policy pol, which now contains the ciphertext of the wrapped
key (line 12).
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i0S. The WrapKey algorithm for iOS is presented in Algorithm [2] This algo-
rithm is similar in functionality to the Android WrapKey. However, iOS does
not use wrapping keys, instead this functionality is achieved using multi-layered
encryption as follows.

Currently, i0S distinguishes four policies for its policy-based encryption keys:
ClassA, ClassB, ClassC, ClassD. Each policy has an associated encryption key.
These keys are used both for wrapping other, more secure policy keys, as well as
providing the file based encryption functionality under the current policy. The
keys can be grouped into three security levels based on the number of encryption
layers used to wrap them.

Similarly to Android, iOS has a device unique key and cipher ¢ available only
to the TEE. The outer-most encryption layer uses this key to protect all the iOS
keys (Algorithm [2| line 3) and bind them to the secure hardware element.

The encryption key for the ClassD policy, kqsp is the least-protected key in
i0S, being encrypted only with the TEE stored, device key o-key. The k. sp key
is used both for file encryption to provide the iOS defined FileProtectionNone
security level as well as for wrapping other policy keys. As such ClassD encrypts
all other policy keys in iOS (Algorithm 2} line 5).

The public key for the ClassB policy, kesB,,, is the next least-protected key,
being encrypted with k. sp and o-key. This key is only used for file encryption,
to provide write only capability to apps under the FileProtectionCompeteUn-
lessOpen security policy usage (Algorithm [2] lines 8).

Finally, keys used by ClassA and ClassC policies (kusa and kqsc), and the
private key of the ClassB policy (kess,,,) are protected with three layers of
encryption. In addition to the k.sp and o-key outer layers, a third inner en-
cryption layer is provided using a user authentication PIN/password/biometric
derived key, Kmaster_key- Lhis use of this key effectively ensures that kesa, keasc
and kesp,,, cannot be accessed unless the user is able to successfully authenti-
cate and produce the user authentication derived key lines 11-12). In order
to more accurately compare the Android and iOS algorithms we are modelling
Emaster_key @8 an authentication token using our policy syntax.

The UnwrapKey algorithm. UnwrapKey performs the opposite operation to that
of WrapKey. That is, given a wrapped key o and the policy object associated
with that key pol, then return the decrypted class key k (for installation into
the file manager’s keyring). All platforms and class keys that we consider are
hardware bound, hence the algorithm also requires access to the secure hardware
(TEE or enclave).

A key element of UnwrapKey is to verify the context within which it is ex-
ecuted. This is to ensure that keys cannot be arbitrarily unwrapped without
concern for the state of the device. The policies for each platform state their
usage scenarios, and these are checked when executing UnwrapKey. In general,
the stricter policies require valid authT okens (see section to successfully un-
wrap the class key. As before, we will now differentiate the two implementations
of UnwrapKey on each considered platform.
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Android. In Android, each policy contains it’s own hardware protected wrapping
key. In Algorithm [3] we can see that this is decrypted by the TEE on line 3.
If the DE policies are being initiated, then this wrap key is then directly used
to decrypt the class key (line 9). Otherwise, when the more secure CE policy
is in use, the system requires a successful generation and verification of the
authToken to proceed (line 7). Although authTokens are not cryptographically
used to protect the CE key, the TEE will not proceed with the key decryption
until a authToken has been provided and verified.

10S. Unwrapping keys in iOS consists of iteratively removing layers of encryp-
tion. Each call to the function will first begin by removing the hardware en-
cryption layer, which all supported class keys are protected with (line 3). As
described in the previous section, each class key has varying encryption layers
and dependencies. The logic which defines how to decrypt each key is defined in
lines 4-13. Notably, to remove the final encryption layer on the most secure class
keys (A, Bprv, and C), the iOS version of a valid authToken is required (i.e. the
Emaster_key)- In contrast to Android, this k,qster_key is directly used to encrypt
the keys belonging to the relevant classes.

The ProvisionKey & EvictKey algorithms (Appendiz@ alg. 65. In Android
and i0S keys are not accessed directly, but through data structures called key
handles that are similar to memory pointers. Use of these handles allows the
actual key plaintext to be stored securely, for example in the TEE’s memory
while, at the same time, enabling programs running outside of this context,
(e.g. user-land programs), to use the keys for cryptographic operations, without
actually having access to the key itself. We capture this functionality through
the ProvisionKey algorithm. This algorithm simply takes as input a plaintext
key and returns a key handle kid which can safely be exported and used outside
the hardware context which performs the actual cryptographic operations. The
ProvisionKey algorithm plays an important role in the security of the scheme, as
running it in the wrong context could lead to the key plaintext being stored in
an unsafe memory location or leaked.

The EvictKey algorithm is the algorithm used to clear the plaintext of a key
from memory using the key’s handle, kid. Key should be an operation that can
be safely run in any context as it does not have direct access to any cartographic
key material.

6 File Content Encryption in Mobile FBE Schemes

In this section we propose a formal description of the file encryption scheme used
by the EXT4 filesystem as it has been implemented in Android and *NIX sys-
tems. We have not been able to access the source code of the software produced
by Apple (i.e. all Apple software is closed source). However, we speculate that
the i0OS implementation of FBE is conceptually similar to the EXT4 implemen-
tation.
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Algorithm 3: UnwrapKey? in Android

Input: ¢, pol
Output: k
Constants: o = {o-key, o-ciph}

1 function UnwrapK ey(e, pol)
2 ciph < pol.cipher
3 w < DEC " (pol wrapkey, o-key)
4 if pol.usage = DeviceDataAfterBoot
5 or pol.usage = UserDataAfterBoot
6 or (pol.usage = UserDataA fter Auth
7 and VerifyToken(pol.authToken))
8 then
9 k < DEC®Ph (¢, w)
10 return k
11 else
12 L return L

6.1 Android EXT 4 Case Study

The EXT4 encryption is a FBE scheme originally developed by Google [17] for
use with the Android 7.0 and higher. It became part of the mainline kernel
in version 4.0 under the name of Filesystem-level encryption (fscrypt) and has
suffered some adaptations. Google continues to maintains the corresponding User
space tool (also named fscrypt) for use with the kernel API discussed in the
followingﬂ

There are currently three main modes in which fscrypt can function on An-
droid. First is the original scheme developed by Google for Android 7.0. This
scheme is currently summarised under the v! policy in the official documenta-
tion [21I] and suffered from several limitations as follows. Even though per-file
encryption keys were derived from a master key (such as k¢g), compromising
one of these could result in compromising the master key from which the per-file
key was derived from. This is mainly due to the odd use of a publicly known
random value, n as the key input to the AES cipher used for key derivation. This
is captured in Algorithm[6] line 3 and is described in more detail in the next sec-
tion. Additional limitations to v1 were also the lack of verification for the master
key usage which would allow malicious users to gain read only access to other
user’s encrypted files, and also there were difficulties in removing encryption keys
from memory in order to limit access to protected files [21]. Addressing these
issues has resulted in an enhanced fscrypt and a new key derivation function,
summarised under the v2 policy.

5 https://github.com/google/fscrypt
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Algorithm 4: UnwrapKey? in iOS

Input: ¢, pol
Output: k
Constants: o = {o-key, o-ciph}

1 function UﬂurapKey(QS,pT)l)

2 ciph < pol.cipher
/* Remove the hardware encryption layer from ¢. */
3 k'« DEC" " ($, o-key)
if pol.usage = FileProtectionNone then
/* FileProtectionNone i.e. ClassD */
k+ K
else
/* Decrypt wrap key w. */
7 w < DEC P (pol wrapkey, o-key)
/* Decrypt class Byp and the 1st layer for class A, By or
class C keys with wrap key w and policy cipher. */
8 k" «— DEC“P" (k' w)
9 if pol.authToken = null then
10 | k< K"
11 else
/* Decrypt class A, By, or C keys k with user key. */
12 kmaster_key <— pol.authT oken
13 k < DEC“P™ (K" kmaster_key)
14 return k

Finally, starting with Android 10 fscrypt started supporting a new cipher,
Adiantum, developed by Google [13] and aimed at performancem With the ad-
dition of this new cipher a new mode of operation for fscrypt was also added,
Adiantum.Direct_Key which no longer uses a KDF. The Adiantum cipher how-
ever can also be used with vl and v2 policies.

In the following we propose several algorithms which summarise and simplify
the way in which fscrypt is implemented in Android (and the Linux kernel).
These algorithms also allow us to directly compare the security and features of
the various modes supported currently and in the future by fscrypt.

The EXT4 filesystem uses the notion of nodes to generically describe its
components: files, directories and symbolic links. In our pseudo-code we have
used the same notation to describe the sequence of operation needed to perform
FBE operations. To simplify notation, we define an EXT4 node as a tuple node =
(name, meta, type, content, children) where:

— node.name: is the file or directory name of the node.

" https:/ /security.googleblog.com /2019/02/introducing-adiantum-encryption-
for.html
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Algorithm 5: File encryption in EXT4 filesystems (Android & *NIX
systems)

Input: frnode, kid, mode

Output: enode

function Encrypt(fnode, kid)

1

2 km + GetKeyFromKernel Keyring(kid)

3 if k then

4 n < fnode.meta

5 if n = null then

/* New fnode. */

6 n <& {0,1}'%8

7 enode.meta <— n

/* Filename/metadata is protected by directory sec context
*/

8 if fnode.type = directory then

9 kfg < KDF(an n, mode)

10 | enode.children «+ ENCPF-Ph (fnode.children, k)

/* File contents is protected by file sec context */

11 else if fnode.type = file then

12 ke < KDF (km,n, mode)

13 | enode.content « ENC’fS*”"’h(f‘rwale.content7 ke)
14 | return enode
15 else
16 L return |

— node.meta: is a storage container associated with the node different from the
main content of the file. It stores metadata information such as permissions,
data access information, etc., but also the zattr attribute which stores the
unique cryptographic nonce of the node.

— node.type: represents the type of the node, i.e. file or directory.

— node.content: in case node.type is a file the content represents the main stor-
age container for the node. This mainly refers data stored inside files.

— node.children: in case node.type is a directory the node.children will be a set
of all the node.names contained inside that node, i.e. the names of the file
and sub-directories contained in the specified node.

Additionally, to facilitate comparison between the supported FBE modes of
operation we also define the encryption keys as k = (mode,val) where k.mode
represents the fscrypt mode in which the key is used and k.val is the actual
binary value of the key.

In order to perform encrypt (or decrypt) operations a master key is required.
There can be any number of master keys in use simultaneously on a system. In
Android these keys are generated and made available to the kernel as described
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Algorithm 6: Key derivation (Android & *NIX systems)

Input: k&, n, mode
Output: k.

function KDF(k, n, mode)

[y

2 if mode = v; then
/* Original mode */
3 ke.val < AES-128-ECB(k,n)
4 else if mode = Adiantum.DIRECT_KEY then
5 ‘ ke.val <— k
6 else if mode = IV_INO_LBLK_64 then
7 | ke.val + HKDF-SHA512(k, mode]| < uuid®| >)
8 else
/* Default: per-file keys */
9 b <& {0,1}®
10 ke.val < HKDF—SHA512(k,”fscrypt”||cb|\7ﬂ)
11 ke.mode <+ mode
12 return k.

in Section 5} In regular *NIX systems these keys need to be made available to the
kernel by the User space [2I]. Once a key is loaded into the kernel a unique key
id, kid, is generated for use in User space. All encrypt and decrypt operations
will be managed transparently by the kernel, and keys will be specified through
their ids.

EXT4 encryption does not use the master keys directly, instead, it uses indi-
vidual keys for each node.name and each node.content. These keys are derived
from the master key based on the fscrypt policy used and the 128bit unique ran-
dom nonces associated with each node. The policy will define the ciphers used for
encryption (and decryption), including the generation and use of IV values, and
the key derivation function (KDF) to be used for generating individual per-file
keys.

All policies employ block-chaining modes for disk encryption when encrypting
the node.content and thus provide similar level of security. These modes make
use of hardware dependent values such as the logical block number (Ibn) of the
storage device to generate unique IV values. This however is not the case when
encrypting node.names, and thus the policy plays a more significant role in how
much detail is revealed about these.

1) Fscrypt key derivation methods

The vl policy. In this policy the individual per-file keys are derived from a master
key using a KDF based on AES-256-ECB by simply encrypting the master key
with the node’s random 128bit nonce as shown in Algorithm [6] line 3. This
method was chosen to reduce the size of the cryptographic metadata stored on

5 UUID: Universally Unique Identifier used to identify disk partitions.
9 Literal string ”fscrypt” concatenated with a context byte (cb) and n.
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Algorithm 7: Node content encrypt (Android & *NIX systems)
Input: content, k

QOutput: econtent

1 function ENC*-°""(content, k)
for cblock € content do
L iv < GetlV(cblock, k.mode)

eblock < CIPHER(cblock, k.val,iv)
econtent <+ econtent||eblock

[SLO NI N

disk. It is noted however by the authors that this requires the derived key to
be "equally as hard to compromise” as the original master key and is currently
considered to be a security limitation [21].

The v2 policy. This policy replaces the AES-256-ECB based KDF with a HKDF-
SHA512 for generating per-file keys. In addition to being irreversible, the new
derivation method also takes as input an application-specific string in addition
to the master key. These modification successfully mitigate the problems related
to master key recovery from per-file encryption keys as well as key reuse between
applications (Algorithm@lines 9-10). The v2 policy also supports generating keys
for use with encryption hardware compliant with the UFS or eMMC standards,
under the IV_.INO_LBLK_64 sub-policy (Algorithm |§| line 6-7). This sub-policy
also enforces a specific form for the IV as detailed below.

Adiantum.DIRECT_KEY. This is not a policy in itself rather the absence of
one. In Adiantum.DIRECT_KEY the master key is directly used to encrypt
node.name and node.content for all the nodes in the file system. This mode
however is restricted to the Adiantum cipher as it relies on the cipher’s ability
to make use long IVs as described below.

2) Encryption

Currently, Fscrypt supports AES-256-XTS, AES-128-CBC and Adiantum for
node.contents encryption and AES-256-CTS-CBC, AES-128-CTS-CBC and Adi-
antum for node.name encryption. Each of these ciphers will use different methods
for generating valid IV’s based on the key derivation method, and whether they
are used for encrypting node.names or node.content.

Node’s content encryption. In the default configuration for encrypting the
node.content under both v1 and v2 key derivation methods the IV is initialised
with the logical block number of the block residing on the storage device. This
IV can be used directly with AES-XTS and Adiantum (in non DIRECT_KEY
configuration). AES-CBC requires a random IV to achieve the desired security
properties, as such this is achieved by encrypting the lbs with a SHA256 hash
of the per-file encryption key (see Algorithm (8] lines 7-9).

An exception also exists for the IV_INO_LBLK_64 sub-policy which describes
the generation of a 64bit I'V from a 32bit truncated [bn and another 32bits limited
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value representing the nodes innode numberlﬂ (Algorithm lines 10-11). Under
Adiantum.DIRECT_KFEY the IV is obtained by concatenating the full 64bit (bn
with the node’s random nonce as shown in Algorithm [8] lines 12-13.

Node’s name encryption. Like most filesystems EXT4 is structured in a tree-like
format. This enables specific filesystem functionality, such as managing permis-
sions, browsing contents, searching, deleting, etc., to be efficient. The fscrypt has
been implemented such that encrypted EXT4 filesystems will continue to have
all the functionality of non-encrypted EXT4 filesystems.

As such, to support some of these operations, node names are encrypted
using keys associated to the parent node, e.g. the name of a file is encrypted
with the key corresponding to the directory where is it stored. However, node
names (and other metadata associated with nodes) are stored separately from
the node’s contents, and device blocks are often shared when storing, thus lbn
values cannot be used as IV values. Similarly, block chaining modes that rely on
the [bn XTS are also unsuitable.

In order to address this fscrypt restricts the ciphers and modes to AES-
CTS-CBC and Adiantum when encrypting node names. In the default config-
uration an all-zero IV is used (Algorithm [8] line 6). Given that the key is also
shared between all children inside a node this results in encryption determinis-
tic which leaks information about the names. This limitation is mitigated when
Adiantum.DIRECT_KEY and IV_INO_LBLK _64 policies are used as the IV in
these cases are less dependent on the [bn. We detail this in Algorithm

The cryptographic algorithms used for the encryption and decryption of file
names in a directory (i.e. node name) are very similar to the ones used for
encrypting blocks of content in a file (i.e. node contents). We model both in
Algorithms [7] and [I2) respectively, with the added clarification that in the former
case the iteration is done on node.names whereas in the latter on fsblocks.

7 Security analysis models

In this section we consider several adversarial models that affect the security of
FBE in mobile devices

Encryption model. This adversarial model focuses on attacks against the confi-
dentiality of files contents and filenames that are part of the underling filesystem.
This adversarial model does not consider the confidentiality of the non-filename
metadata such as number of files, timestamps and permissions. This attack also
does not consider timing attacks and access frequency attacks that might reveal
information about how the system is used.

Key security model. This adversarial model focuses on attacks related to key
generation and key recovery.

Permissions model. This adversarial model focuses on attacks that break the
cryptographic access controls as enforced by the keys.

105 uniquely existing number for all the nodes on the EXT4 partition
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Algorithm 8: Get IV (Android & *NIX systems)
Input: fsblock, mode
QOutput: iv
function GetlV(fsblock, mode)

1

2 fnode + GetInodeO f(fsblock)
3 if fnode.type = file then
4

5

| lbn « fsblock.lbn

else
/* Directory */
Ibn + {0}'%®

7 if mode = AES-128-CBC then

8 kiv <+ SHA256(k)

9 ‘ iv <— AES-256-ECB(lbn, ki)
10 else if mode = IV_INO_LBLK_64 then
11 ‘ iV < Ibnien=32s||frnode.Inode Numberic,—=32
12 else if mode = Adiantum.DIRECT_KEY then
13 ‘ iV < lbnien=6a || fnode.metaien=128p
14 else

/* Default mode */

15 L iv < lbn
16 return iv

Definition 2. The security of a MobileFBE encryption scheme is defined through
a security experiment as follows (Figure @ Let MFBE = (KGen, WrapKey,
UnwrapKey, ProvisionKey, EvictKey, Encrypt, Decrypt) be a mobile encryption scheme
with a security parameter A and a two stage adversary A = (A1, As). We con-
sider ExpMFBE b()\) a probabilistic experiment defined in terms of a game played
between an adversary A and a challenger C, consisting of:

1. Setup. C initialises the hardware key o with a random string and creates
an empty set K which keeps track of associations between keys k and their
unique kid handles as (k, kid) pairs.

2. Query. Adversary Ay queries oracles Q%" QUMwrap - gnd Qreveal,

3. Challenge. The challenger receives from the adversary Ay a kid*, and two file
nodes fnodeg and fnodey , such that O"¢v¢¥id") pas pever been queried. C
runs enode* < Encrypt(kid*, fnodey) to encrypt fnodey, and returns enode*.

4. Guess. A outputs b’ € {0,1}. In addition to the oracles QWP Ovnwrap (Qenc,
Ay is given access to the oracle O™V but cannot query (’)“’”P“l(’“d ), and
the oracle O but cannot query OQdectkid enode) o ch that enode is either
the challenge ciphertext or is produced by the oracle O<"(Kid") " The output
of the experiment is b'.

We capture the adversary’s abilities using formal definitions of oracles in
Figure [7] Below we provide the intuition for these oracles.



22 David Galindo, Jia Liu, Chris McMahon Stone, and Mihai Ordean

ExpﬁFBE,b (A)

o <X {0,1}*

K+ {(k, kid)|(V(k', kid') € K)[kid # kid']}

K+ 0

) wrap munwrap nreveal menc
(state, fnodeo, fnoder, kid*) « AP ° 0 O N

enodey, < Encrypt(kid*, fnodey)

owrap gunwrap preveal penc pdec

b — A
return b’

Oracle O*"?(pol)

(state, enodey)

Oracle O*"**7°P (¢, p

k,w + KGen(1%)
(¢, pol) < WrapKey? (k, w, pol)
return (¢, pol)

Oracle O°"°(kid, fnode)

0

)

k < UnwrapKey? (¢, pol)

if k then :
kid < ProvisionKey(k, pol)
K+ KU{(k,kid)}
return kid

else :
return L

Oracle ©%(kid, enode)

Oracle O™V (kid)

if (-, kid) € K then:
enode < Encrypt(kid, fnode)
return enode

else :
return |

if (-, kid) € K then:
frnode < Decrypt(kid, enode)
return fnode

else :
return |

if (k,kid) € K then :

return k
else :
return |

Fig. 2. MobileFBE security experiment.

Owrar: Allows the adversary to create MFBE keys. Receives as input an policy

pol. For this policy the oracle generates a key k and a wrapping key w using
the key generation algorithm KGen(1*). Then the key k is encrypted with
the wrapping key as specified in the WrapKey algorithm. Inside WrapKey
w is also encrypted with the hardware key ¢ and is returned as part of the
hardware-bound policy pol. The oracle maintains a state of all the generated
keys k using the set S. Finally, the ciphertext of k, ¢ is returned together
with its bounding policy pol.

ourwrap: Allows the adversary to instantiate MFBE keys generated under a

specific policy. Receives as input an encrypted key ¢ and its associated policy
pol. Recovers the key using the wrap key from the policy and authenticated
is using the key set S. If the key is valid a key handle kid is returned (L
otherwise). The links between key ids and keys are maintained using the key
map K.
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O<c: Allows the adversary to encrypt a file node fnode using a key id kid. The
oracle returns the encrypted file node enode if the encryption was successful
and 1 otherwise.

Oec: Allows the adversary to decrypt a previously encrypted enode using a key
id kid. The oracle returns the decrypted file node frnode if the decryption was
successful and L otherwise.

oreveal: Allows the adversary to obtain the key associated to a valid handle kid.

Definition 3 (Security of MFBE). A mobile file based encryption scheme
MobileF BE is secure if the advantage defined as:

AdvMFEE()) = ’Pr[ExpﬁFBEvl(A) - 1] - Pr[ExpﬂFBE’U(A) - 1”

is negligible in X\ for any polynomial based two stage adversary A = (A1, As).

Below we shall analyse the security of the Android implementation given in
Algorithm [T} B [B] [0} with the following simplification and generalisation:

— In the file encryption algorithm in Algorithm[5] the file name is encrypted with
a constant iv which makes the encryption deterministic and breaks the MFBE
security definition. However, as mentioned before, this is used for maintaining
equality relationship between encrypted and non-encrypted nodes. Therefore,
in our security model, we ignore the file name encryption part, i.e., line 7-13
in Algorithm [f] and line 5-8 in Algorithm [0} and only model the file content
encryption. Formally,

e We model the key derivation function, i.e., ENCAPS—128=ECB (L ) a5 a
pseudorandom function (PRF) Fj(-);

o We write ENC/file=eh and DECT#e=cirh for the cipher used for encrypt-
ing/decrypting the file content.

o We simplify the file node structure and only consider two fields, i.e., node =
(meta, content). We require that the challenge file nodes fnodeg and fnodey
satisfy fnodeg.meta = fnodeg.meta = null and |fnodeg.content| = |fnode;.content|.

— User authentication in WrapKey (Algorithm [1)) and UnwrapKey (Algorithm
3) is not relevant to the security. For simplicity, in our security analysis
we omit the user authentication part, i.e., the if branch ”if pol.usage =
UserDataAfter Auth...”.

— We assume the cipher ciph used for encrypting the class key ENCP"(k,w) is
fixed. If we allow users to choose ciph, then we need additional mechanism to
guarantee each wrap key w will only be used for a certain type of cipher. This
can be achieved by, for example, encrypting the cipher type with the wrap
key, i.e., ENC P (y||ciph, o-key).

Theorem 1. The Android MFBE is secure if ciph and o-ciph are IND-CPA
and INT-CTXT secure, F' is a family of pseudorandom functions, and file-ciph
is IND-CCA secure. Formally, for any adversary A that attacks MFBE, runs in
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time at most T and makes at most q,, queries to OVTP  there exist adversaries
Bi,...,Bg such that they run in time at most T and
MFBE CTXT CcPA CTXT
Adv ™" < 2Adv; i B, + 2AdVg i B, + 20w AdVGy; B,

+ 2qu AdvS s, + 200 AdVEEE + g AdvESE, 5,

See Appendix [1] for a proof.

Cipher modes security. In the following we briefly recall well-known symmetric
encryption schemes and their security properties:

— AES-GCM [28]: The Galois/Counter Mode of Operation (GCM) is a widely
deployed authenticated encryption scheme, which is proven to be IND-CTXT
and IND-CCA secure [31]

— AES-CBC: with random IV acting as a nonce achieves IND-CPA security
[38, Chapter 13]

— Adiantum [13]: a tweakable, variable-input-length, super-pseudorandom per-
mutation that it is used as a fast length-preserving encryption scheme that
cannot achieve IND-CCA nor IND-CPA security

— Well-known generic symmetric encryption modes that achieve IND-CTXT/CCA
security include [38]:

e IND-CPA encryption + strong MAC (e.g., HMAC/CBC-MAC) — IND-
CTXT encryption
e IND-CPA + IND-CTXT — IND-CCA encryption

8 Related Work

Prior to the adoption of File-based encryption (FBE), Full-Disk encryption
(FDE) technologies were the encryption method of choice for most desktops,
mobiles and other devices. FDE schemes have been extensively researched both
formally, and implementations thereof. See for example Rogaway [35] and Khati
et al. [24] for formal analyses, and [10] for practical implementation analyses.

The original encrypting file system, Matt Blaze’s CFS [9], transparently en-
crypted data passing through a user-level NFS daemon. A variation of CFS,
named Cryptfs, which leveraged virtual inodes, was presented in the late 90s
[43]. This was then extended by Halcrow in [22], which years later has now been
updated and adopted for use in Android as the EXT4 filesystem [21].

Early analysis of major mobile OS vendor encryption schemes started with
[32], [, [3] on i0S. This works were followed by a framework for high-level secu-
rity analysis proposed in [4I]. The authors subsequently presented case studies
on iOS [42] and Android [40]. Our work adopts some of the threat models from
these proposals, however we take things further by providing a formal analysis.
We also update the analysis of [40] with our consideration of Androids FBE
scheme, whereas before only the FDE scheme was analysed.
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Related to works analysing the Android encryption schemes are those fo-
cusing on secure key storage and management. Cooijmans et al [I2] evaluate
various key storage solutions in Android. Sabt et al [36] carry out a crypt-
analysis of Android KeyStore and formally prove the encryption scheme does
not provide integrity, enabling forgery attacks. Implementation flaws discovered
through reverse engineering efforts include those of [8] and [23].

Due to the overhead in software based disk-encryption there has been a push
for hardware solutions in recent years [30I27]. Meijer et al. [29] find many criti-
cally flawed implementations of this in SSDs. They highlight the risk posed by
an OS that relies on third party encryption implementations, using the example
of Microsoft’s BitLocker. Apple’s software and hardware is tightly coupled, and
as such, this diversity of vendors and implementations is less of a concern.

9 Conclusion

File-based encryption schemes have been developed independently by Apple for
their i0OS mobile OS and by Google for Android. The initial Android proposi-
tion was subsequently extended and added to mainline Linux kernel. However,
given that these schemes originate from commercial applications their security
properties have only been supported by high-level descriptions and anecdotal
evidence. In this work we are bridging this gap by rigorously proving the indus-
try claimed security properties for the analysed schemes. Furthermore, through
our proposed definitions and evaluation models we hope to enable the security
of future schemes to be more easily assessed.
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Let Sy be the event b’ = b in Game 0. Then we have:
Adv%FBE = )Pr[ExpﬁFBE’l = 1} — Pr[ExpEﬂFBE’0 = 1] ‘
[Pe[B=t = 1] 4 e[ BE0 —o] 1]
—[2-Pr[s0] -1
Game 1 This game is the same as Game 0 except the decryption DEC? P
in the oracle O""""%? is performed using a table lookup rather than real

decryption operation. Formally, we modify the oracles O*"*P and Q""""P as
below:

0¥ (pol) :
k,w < KGen(1*)
(¢, pol) <= WrapKey? (k,w, pol)
Lurap = Lurap U {(k,w, ¢, pol) }
return (¢, pol)
The association between k,w, ¢, pol is recorded in a list Ly.qp which is ini-

tialised to be (). Correspondingly, we modify UnwrapKey? (4, pol) in the unwrap
oracle Q""" ag below:

UnwrapKey? (¢, pol) :

If (-,w, ", pol) € Lyyyap for some w
ciph < pol.cipher
if pol.usage = DeviceDataAfterBoot
or pol.usage = UserDataAfterBoot then
k < DECP" (¢, w)
return k

else return L

Let 51 be the event b = b in Game 1. Let E be the event that the adversary
queries @Qurwrap(-pol) gyuch that DECCﬂ(C, o-key) # L and C is not gener-
ated by any O""? query, where C' = pol.wrapkey. Since Game 0 and Game

1 proceed identically unless E occurs, we have ‘Pr[So} — Pr [5’1} ’ < Pr[E]

Next we shall prove that Pr[E} < Advg_igfég, 5,- For any adversary A that

attacks Game 1 and runs in time at most 7, we can construct an adversary
ENCU_Cip,h,DEC*’a_,Ciph ) . .
By ot 7=k that attacks o-ciph in the INT-CTXT sense and runs in

time at most 7: B; chooses b & {0,1} and runs A as a subroutine. B; answers

wra; : : : o-ciph . .
the oracle query O“ P queries using its oracle EN Cgfkey and maintains

a list of pairs of queried plaintext and the returned ciphertext. By, answers
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the queries to O“"*"P using the list to find the corresponding plaintext.
For any ciphertext C' that is not in the list, By queries to DEC*7¢Ph 1t

i o—key
D EC;’f,;z;ph(C) = 1, B; stops; otherwise By returns 1. Therefore we have
[Pr[So] = Pr[si]| < AaCIXT .

Game 2 This game is exactly the same as Game 1 except the wrap key en-
crypted with o-key is uniform random w’. Formally, the oracle O¥"?? is an-
swered as below:

0¥ (pol) :
k,w,w < KGen(1*)
ciph < pol.cipher
pol < pol
if pol.usage = DeviceDataAfterBoot
or pol.usage = UserDataAfterBoot then
¢ — ENCP"(k, w)
pol.wrapkey < ENC P (w' o-key)
Lurap = Lurap U {(k, w,w', ¢, pol)}
return (¢, pol)
else return L
The class key k is encrypted with w, while the wrap key encrypted with o-key
is actually w’. The association between k,w,w’, ¢,pol is recorded in a list

Luyrap which is initialised to be (). Correspondingly, we modify UnwrapKey? (¢, pol)
in the unwrap oracle Q""" ag below:

UnwrapKey? (¢, pol) :

If (-,w,-,-,pol) € L.yrap for some w
ciph < pol.cipher
if pol.usage = DeviceDataAfterBoot
or pol.usage = UserDataAfterBoot then
k < DECP" (¢, w)
return k

else return L

Let Ss be the event b’ = b. We shall prove that

Pr[S’g] - Pr[Sl] ‘ < Adv¢PA

o-ciph,Bsy*

Enc """ (LR(-,,d)) |
We construct the IND-CPA adversary B, 7" with d € {0,1} that

attacks o-ciph as follows. By chooses b & {0,1} and runs Game 1. By answers
the query to Q%" by choosing k,w, w’ & KGen(1Y), ¢ < ENCPh(k, w)
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and queries its left-right oracle to get pol.wrapkey « Encg:fepyh(LR(w, w',d)).
By records (k,w,w’, ¢, pol) in the list Lyrap- To answer queries to O""*rep
on (¢,pol), By checks if (-, w,,,pol) € Lyyap. If s0, By uses w to decrypt ¢.
Otherwise By returns L. All the other oracles can be easily answered since Bs

has all the class keys k. By outputs ' = b.

If d = 0, By simulates Game 1 perfectly. If d = 1, By simulates Game 2
perfectly. Therefore we have

Advffz{;‘?h,& = ‘Pr[ExpCPA‘1 = 1} — Pr [ExpOPA’0 = 1] ‘

o-ciph,Ba — o-ciph,Ba

s -es]

Game 3 This game is defined exactly the same as Game 2 except

— Uniformly and randomly select n & [¢w] where g, is the total number of
queries to OWreP,

— Let (ky, wy, w}), ¢y, pol,,) € Lurap be the values generated in the 7-th query
to O¥TP. In the challenge query, if the key corresponds to kid* is not k,,
then aborts.

Let S5 be the event b’ = b. Clearly, the probability that abort does not hap-
pen is 1/¢q, since 7 is uniformly and randomly chosen. When abort does not

happen, Game 3 is the same as Game 2. Therefore Pr |:Sg:| =Pr |:52:| /G-

Game 4 This game is defined exactly the same as Game 3 except:

— Let (ky, wy, wy, d)n,}ﬂn) € Lyrap be the values generated in the n-th query
to O*"?, When query (gb,pT)ln) to O™ for some ¢, replace the decryp-
tion DEC®P"(¢,w,) with the table lookup: if ¢ = ¢, then get k, from
(K, s+ &n,pOl,)) € Luprap; otherwise return L.

Let Sy be the event V' = b in Game 4. Let E be the event that the ad-
versary queries QUrP($:roly) quch that ¢ # ¢, and DECP" (¢, w,) # L.
Since Game 4 and Game 3 are exactly the same unless E happens, we have

‘Pr[&l} — Pr[5’3] ’ < Pr[E}. We can prove that Pr[E} < Advgg,fgg for some

adversary Bs that attacks ciph in the INT-CTXT sense. The proof is similar
to the analysis in Game 1 and is thus omitted. Based on this we can have

[Pe[ 5] = Pr[ss]| < AaGZXE

ciph,Bs*
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Game 5 This game is defined exactly the same as Game 4 except that the n-th
query to O""? is answered as below:

0¥ (pol,) :

kn, k;,wn,w% — KGen(1*)

ciph < pol,,.cipher

1701,7 < pol,

if pol.usage = DeviceDataAfterBoot
or pol.usage = UserDataAfterBoot then
¢y < ENCPM(k] wy)
pol,.wrapkey ENC’”'C’:ph(w%, o-key)
Lurap = Lurap U { (ks Kl g, ) 6, pol, )}
return ((bn,pioln)

else return L

And we modify UnwrapKey? (¢,,,])T)ln) in the unwrap oracle Q""" on (¢, ]Tol,])
as below:

UnwrapKey? (¢n,pT7ln) :

It (kn, ERERE} d)nvpi()ln) € Lwrap
ciph + Wn.cipher

if pol.usage = DeviceDataAfterBoot
or pol.usage = UserDataAfterBoot then
return k,,

else return L

Note that the above modification is only for the 7-th query, and the other
queries are answered exactly the same as in Game 4. Let S5 be the event
b = b. Similar to the analysis in Game 2, we can prove that

Advgf,f& = ‘Pr[E)xpCC;II:,figl4 = 1} — Pr[Expgf}fl’go4 = 1] ’
= |Pe[ 5] = Pr[s4]|

Game 6 This game is exactly the same as Game 5 except the key derivation
function Fj, : {0,1} — {0,1}" is replaced with a random function R obtained

by R & Rand®>", where k, is the class key generated in the n-th query to
Ovre? and Rand~™ is the family of all functions from {0, 1}* to {0, 1}". Let
S be the event b’ = b. We shall prove

’Pr[sﬁ} - Pr{&} ’ < AdvBBF
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Let Op = R and Oy = Fy,. We construct the PRF adversary B?d(‘) with

d € {0,1} as follows. Bs chooses b & {0,1} and runs Game 5. When Bs answers
the n-th query to O“™*P, Bs sets k,, = L which means Bs does not know the
value of k,. Bs gets the values of FJ, (n.) in the query O°"¢ (resp. O%c)
on (kid, fnode) (resp. (kid,enode)) with kid being k,’s handler by querying
O4(ne). When k,, corresponds to the class key used in the challenge query
which means abort does not happen, the adversary is not allowed to query
oreveal(kid*). Bs outputs b’ = b.

If d = 1, Bs simulates Game 5 perfectly. If d = 0, Bs simulates Game 6
perfectly. Therefore we have

Adv?gF = 'Pr [Expﬁﬁf’l = 1} —Pr {Expgléf’o = 1} ‘

s s

Next we shall prove that

1
lzpr[sé,] C Ll anged,

w

for some adversary Bg that attacks fs_ciph in the IND-CCA sense. Given an
adversary A that attacks Game 6 and runs in time at most 7, we construct

the adversary BgK(LR(""b))’DK that runs in time at most 7 as follows. Bg

chooses 7 & [qw]. For the n-th query to O""*, Bg sets k, = L. The key
derivation function Fy, is replaced with a random table R. For the challenge
query (kid*, fnodeg, fnoder), if kid* is not the key handler for k, then Bg

aborts. Otherwise Bg chooses n. & {0,1}* and implicitly sets R[n.] = K since
Bg does not know K. Bg creates the challenge ciphertext enode* by setting
enode*.meta = n., and enode*.content < Ex (LR (frnodegy, fnodey, b)) obtained
by querying Bg’s left-right encryption oracle. To answer further encryption
query to Qenelkid”.frode) with fnode.meta = n., Bg queries e < Ex (LR (fnode,
fnode, b)) and returns enode with enode.meta = n. and enode.content = e.
The decryption query Qdec(kid”.enode) with epode.meta = n. can be answered
by querying Dx when enode is neither enode* nor obtained from @ene(kid”.)
The other queries can be easily answered and are omitted here because B
selects all other class keys and file encryption keys. Finally A4 outputs b’ and
Bg outputs .

It is easy to see that Bg simulates Game 6 perfectly. Only when Bg does
not abort, it can output 0/1. Since 7 is uniformly and randomly chosen, the
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probability that Bg does not abort is 1/¢,,. Therefore,
cca
Advfs,ciph,BG

= ’Pr [EXpCCA’1 = 1] — Pr [EXpCCA’O = 1”

fs—ciph,Bg fs—ciph,Bg

CcCAL 1 CCA
Pr [Expfs,ciph,BG = 1] - q: + Pr[Eprs,ciph,BG = O] ‘
= ’2Pr[56] - i

quw

Combing all the results above, we obtain

AdyMFBE — ’2 : Pr{So} f 1‘
< 2AdvCTXT 4 2 AduCEA + 2qudeTXT

o-ciph,B1 o-ciph,Ba ciph,Bs
CPA PRF CCA
+ quAdvcipm& + 2qu,Adv},~,B5 + QwAd”fs,cz‘ph,BG

This completes the proof.

.2 Security definitions for symmetric ciphers

Definition 4 (IND-CPA and IND-CCA [6]). Let S€ = (K,&,D) be a sym-
metric encryption scheme. Let b € {0,1} and A be an adversary. We define the
left-right oracle OF+ERC-D) o take input (xo,21) and return E(xp), and we
write OPC) for the decryption oracle. Consider the following experiments:

ExpCPAb 1Y . coAb
Xzfsﬁ’fé((m) Expse (1) :
— $ A
/ OFR(ERC,B)) -y k<—IC(1£ ey
b <—A/ (1 b o AC K(ERCB) o k(->(1k)
return b return b

In the CCA experiment, the adversary cannot query OP*() on a ciphertext
output by OFERCD) - We define the advantages of the adversaries via

AdSEA(™) = Pe[ExpEE A" (1) = 1] - Pr[ExpSE4°01%) = 1|
AdSEA(Y) = [Pr[ExpEL" (1) = 1] - Pr[ExpSE4°(1%) = 1]|
The scheme SE is said to be IND-CPA (resp. IND-CCA) secure if the advantage
Advgg:j(l)‘) (resp. Advggc:ﬁ(l)‘)) is negligible for any PPT adversary A.

Definition 5 (Finite pseudorandom functions (PRFs)). Given a family
of functions F : Keys(F) x {0,1} +— {0,1}", we write f EF for the operations
K& Keys(F), f < Fg, which means selecting a random function f from the
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family F. We write Rand“>" the family of all functions from {0,1}* to {0,1}".
Let b € {0,1}. Consider the following experiment:

PRF)b .
Epr’A :

0o & Rand=,0, & F
b A%

return b’

We define the advantage of the adversary via
Adv?ﬁF = ’Pr[ExpiﬁF’l = 1} — Pr {ExpﬁiF’O = ] ‘

Definition 6 (Integrity of ciphertext (INT-CTXT) [7]). Let S€ = (K, &, D)
be a symmetric encryption scheme. Let b € {0,1} and A be an adversary. Con-
sider the following experiments:

Expgg)jT(lA) :

EE K1) S0

If AOE}C(')’OD’;(-) queries to OPH g ¢,
D(C) =M # L
and O%) pever return C

then return 1, else return 0

We define the advantage of the adversary via

Advgng(lk) = Pr Expg‘gﬁT(l/\) = 1}

The scheme SE is said to be INT-CTXT secure if the advantage Advgg,fiT(l)‘)
1s negligible for any PPT adversary A.

.3 Algorithms

Algorithm 12: Node content decrypt (Android & *NIX systems)
Input: econtent, k
Output: content

1 function DECP-"?" (econtent, k)

for eblock € econtent do
iv < GetlV(eblock, k.mode)
cblock <~ CIPHER(eblock, k.val, iv)
content < content||cblock

[SLE NI N
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Algorithm 9: File decryption in EXT4 filesystems (Android & *NIX
systems)

g O Gk WN

®

10

11

12
13

Input: enode, kid
Output: fnode

1 function Decrypt(enode, kid)

km < GetKeyFromKernel Keyring(kid)
if k then
n < enode.meta
if enode.type = directory then
kg < KDF (km,n, mode)
L fnode.children < DEC"-"""(enode.children, kq)

if enode.type = file then
kq + KDF (km,n, mode)
frnode.content < DEC**~"P" (enode.content, kq)

| return frode

else
L return |

Algorithm 10: ProvisionKey (Android & i0S)

Input: £
Output: kid

1 function ProvisionKey(k)

2
3

L

kid < Load(k)
return kid

Algorithm 11: EvictKey

2
3

Input: kid
Output: {1, 1}

1 function EvictKey(kid)

L

ret < Clear(kid)
return ret
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