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Abstract

Recent work has shown that imperceptible perturbations
can be applied to craft unlearnable examples (ULEs), i.e.
images whose content cannot be used to improve a classi-
fier during training. In this paper, we reveal the road that
researchers should follow for understanding ULEs and im-
proving ULEs as they were originally formulated (ULEOs).
The paper makes four contributions. First, we show that
ULEOs exploit color and, consequently, their effects can
be mitigated by simple grayscale pre-filtering, without re-
sorting to adversarial training. Second, we propose an
extension to ULEOs, which is called ULEO-GrayAugs,
that forces the generated ULEs away from channel-wise
color perturbations by making use of grayscale knowledge
and data augmentations during optimization. Third, we
show that ULEOs generated using Multi-Layer Perceptrons
(MLPs) are effective in the case of complex Convolutional
Neural Network (CNN) classifiers, suggesting that CNNs
suffer specific vulnerability to ULEs. Fourth, we demon-
strate that when a classifier is trained on ULEOs, adversar-
ial training will prevent a drop in accuracy measured both
on clean images and on adversarial images. Taken together,
our contributions represent a substantial advance in the
state of art of unlearnable examples, but also reveal impor-
tant characteristics of their behavior that must be better un-
derstood in order to achieve further improvements. Code is
available at https://github.com/liuzrcc/ULE~
GrayAug.

1. Introduction

The ever-growing amount of easily available online data
has enabled the massive progress neural networks have
achieved [19, 28]. However, online data is often personal
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Figure 1. Unlearnable examples generated by ULEO [13]. The
imperceptible perturbations (Lo, norm, ¢ = 8) contain few spa-
tial but many color channel-wise changes, which inspires our
new method of using simple grayscale pre-filtering for defeating
ULEOs. Perturbations are multiplied by 255/8 for visualization.
More examples can be found in Appendix D.

or even sensitive, raising concerns about privacy and unau-
thorized use. Several widely in-use data sets have been col-
lected without user consent [3, 12] and there is an urgent
need for approaches that project users’ privacy and allow
users to retrain control over their own data.

This need is addressed by benign data poisoning, ap-
proaches that protect users’ data from being used to train
a classifier, but do not actively attempt to harm the clas-
sifier, as is the case with malicious data poisoning. Key
examples are TensorClog [3 1], which causes gradient van-
ishing, and adversarial poisoning [7], which adds conflict-
ing information to the image data. Both [7, 31] mention
the usefulness of their approaches for data protection. Re-
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Figure 2. Overview of our work on UnLearnable Examples
(ULEs) in two scenarios (see Section 3.1): S1: Reactive Ex-
ploiter: The exploiter reactively defeats ULEs by suppressing
their channel-wise changes via applying grayscale pre-filtering
(Exp-Gray) to the standard exploiter (Exp-Stan). S2: Adap-
tive Defenders: The standard defender (Def-Stan) is aware of
Exp-Gray, and so adapts itself to be Def-Gray, which generates
grayscale ULE perturbations, and further to be Def-GrayAug,
which additionally promotes spatial perturbations by data aug-
mentations. Perturbations are for the top image in Figure 1.
More examples generated by Def-GrayAug can be found in Ap-
pendix E. Our Exp-Gray effectively defeats Def-Stan (24.47% —
90.06%), and our Def-Aug-Gray can still fool Exp-Gray (90.06%
— 24.98%), and also maintain the strength on Exp-Stan (25.98%).
The ULEO work [13] only explores S1.

cently, [13] introduced an approach to crafting UnLearn-
able Examples (ULEs), which has the aim of allowing a
defender to create examples that are unusable for a ex-
ploiter to train Deep Neural Networks (DNNs). We refer
to the specific ULE method proposed by [13] as UnLearn-
able Examples-Original (ULEO), and call the protected ex-
amples it generates ULEOs. The ULEO method carries
out benign data poisoning by learning sample-wise, error-
minimizing perturbations that are imperceptible to the hu-
man eye.

The goal of this paper is to reveal the road that research
should follow in order to understand and improve the state
of the art of ULE. Until now, only adversarial training [21]
has been shown to be effective against ULEOs [7, 13]. Ad-
versarial training has the disadvantage of being computa-
tionally expensive and it also trades off model accuracy
compared to regular training on clean images. In this pa-
per, we show that a simple pre-filtering method can also
effectively defeat ULEOs. By examining the visual char-
acteristics of ULEO perturbations, as shown in Figure 1,
we observe that they contain few spatial changes but many
changes over three color channels. We refer to such pertur-
bations as channel-wise perturbations.

Building on the insight of Figure 1, we conjecture that
ULEOs mainly exploit channel-wise perturbations. To test
this conjecture, we demonstrate that suppressing channel-
wise perturbations will allow classifiers to defeat ULEOs.
We suppress channel-wise perturbations in two ways. First,
we test simple grayscale pre-filtering as a ULEO counter-

measure and find that this grayscale exploiter is even more
effective than adversarial training in mitigating the effects
of ULEOs. Note that the grayscale exploiter has the same
architecture as its corresponding original exploiter but only
the input images are pre-filtered to become three (RGB)-
channel grayscale images (see Section 4.1 for technical de-
tails). Second, we apply a radical bit-depth reduction [35]
and find that this transformation is also quite effective at
mitigating ULEOs.

Based on our insight about the importance of channel-
wise perturbations, we propose a grayscale defender to gen-
erate stronger ULEs by first incorporating grayscale knowl-
edge to prevent channel-wise perturbations, and then pro-
moting spatial patterns via applying standard data augmen-
tations on clean images (see Section 4.2 for technical de-
tails). This method is an extension of ULEO that we
call ULEO-GrayAugs and that is effective independently of
whether grayscale pre-filtering is applied before the classi-
fier is trained. Further, we show that perturbations gener-
ated using simple Multi-Layer Perceptrons (MLPs) [26] do
have complex spatial patterns, and are able to fool complex
CNNs. In this way, we demonstrate the potential benefits of
spatial perturbations over channel-wise perturbations.

These observations are the groundwork for further ex-
periments that reveal what we still do not understand about
how ULEOs work. Specifically, we investigate ULEOs with
adversarially trained classifiers and discuss the impact of
ULEOs on the adversarial robust accuracy of models, go-
ing beyond previous work, which only looks at accuracy
on clean images. We also investigate training on mixed
ULEOs and clean data, and moving ULEOs to ImageNet
data. Overall, the aim of our analysis is to provide a better
understanding of unlearnable examples and inspire future
evaluation in more realistic scenarios. An overview of our
work is shown in Figure 2. In sum, this paper makes the
following contributions:

* We show that ULEOs, the unlearnable examples origi-
nally proposed by [!3] mainly exploit color channels
and that their effects can be mitigated using simple
grayscale pre-filtering and without resorting to adver-
sarial training.

* Building on this insight, we propose ULEO-
GrayAugs, which improves upon ULEO by generat-
ing grayscale perturbations and using data augmenta-
tions for further promoting spatial changes. ULEO-
GrayAugs is effective against classifiers with and with-
out grayscale pre-filtering.

* We, for the first time, generate ULEOs using simple
Multi-Layer Perceptrons (MLPs) [26] and find that the
resulting perturbations can transfer to CNNs but not
the other way around. This suggests that CNNs are



more vulnerable to ULEOs and generating ULEOs us-
ing MLPs serves as an efficient alternative to the cur-
rent ULEO.

* We find that the mitigating effect of adversarial train-
ing prevents a drop in classifier accuracy both on clean
test images and, surprisingly, on adversarial test im-
ages. This observations suggests that more work is
necessary to achieve generally effective ULEs, and that
future work should consider both clean accuracy and
adversarial robust accuracy.

2. Related Work

Data Poisoning. The aim of data poisoning can be either
permitting/forbidding certain data samples during test time
(i.e.integrity poisoning) or decreasing the general model
performance (i.e. availability poisoning) [1]. Early stud-
ies focus on classical machine learning algorithms, such
as linear models and SVMs [2, 15, 33], where the poison-
ing is formulated as a bi-level optimization problem. Later,
data poisoning against deep learning models was also ex-
plored. Backdoor data poisoning [5, | 1], as a type of in-
tegrity poisoning, implants specific (trigger) information
into a learned model by manipulating training data, in or-
der to cause abnormal model behavior on test samples that
have specific triggers. In contrast, availability data poison-
ing aims to degrade a model’s performance by only ma-
nipulating the training data [7, 13,31]. To this end, exist-
ing work has relied on gradient vanishing [3 ], model error
minimization [13] or adversarial examples [7]. Our work
will specifically focus on improving the method of [13], in
terms of both poisoning performance and threat models.
Adversarial Examples. Adversarial Examples aim to fool
models at test time by adding imperceptible perturbations
to clean test images [4, 10, 32]. Similar ideas of using
grayscale transformation have also used in [17,37] for miti-
gating color-based adversarial examples. Adversarial train-
ing [10, 21] is currently considered the only empirically
strong technique for defeating adversarial examples. In the
context of data poisoning, adversarial training has also been
demonstrated to be very effective, i.e., adversarially train-
ing a model on poisoned data can secure high enough clean
test accuracy [7, 1 3]. However, previous work only focused
on the clean test accuracy without exploring the adversar-
ial robustness (i.e. robust accuracy on adversarial examples
around clean test data). In Section 6.2, we, for the first time,
discuss the impact of ULEs on the adversarial robustness of
adversarially trained models.

Privacy Protection. In addition to data poisoning ap-
proaches that can be used to make user data unexploitable
during training [7, 13, 30, 31], approaches based on adver-
sarial machine learning have also been developed to protect
privacy by misleading the machines during test time, for in-

stance, in person-related recognition [22,23,25] and social
media mining [18, 20]. Privacy attributes in images were
analyzed in depth by [24,27].

3. Threat Model

In this section, we describe the threat model we use in
this paper. Following the ULEO work [13], we introduce
two parties: the data defender and exploiter. The defender’s
goal is to make its uploaded data unlearnable to the exploiter
by manipulating them, and the exploiter then trains a classi-
fier from scratch on these uploaded data. The defender’s
success is measured by the accuracy of the classifier on
clean test data. The lower the clean test accuracy, the more
successful the defender is considered to be.

3.1. Defender’s and Exploiter’s Knowledge

We consider the following two scenarios that specify the
knowledge of both Defender and Exploiter:
S1: Reactive Exploiter: The exploiter is aware of ULEs,
and so reactively applies specific techniques during model
training to mitigate ULEs.
S2: Adaptive Defender: The defender is aware that the
exploiter applies specific techniques for mitigation, and so
adapts itself by incorporating the knowledge of such spe-
cific techniques into the ULE optimization.

Specifically, S2 is a new, challenging scenario that has
not been explored in the ULEO work [13].

3.2. Defender’s and Exploiter’s Capability

The defender is only allowed to manipulate the uploaded
data but not the training process of the exploiter. The de-
fender should ensure the stealthiness and maintain the gen-
eral utility of the manipulated data. For example, if the data
are images posted on some social platform, they should look
like normal images. To ensure stealthiness and maintain
general utility, related work has manipulated the image data
by adding imperceptible perturbations that are normally re-
stricted by some L, norm [7, 13]. Note that, if the original
images are three-channel (RGB) images, the resulting per-
turbed images need also to be three-channel (RGB) images
even with grayscale perturbations.

The exploiter trains its model on collected data until con-
vergence without specific constraints on resources. The ex-
ploiter is assumed to take as input only three-channel (RBG)
images. In this paper, we focus on the case in which the
exploiter does not have access to other clean data, and so
cannot identify the existence of ULEs in its training data
before finally deploying the model. We also discuss the
case in which a clean validation set is available, and point
out that in this case, the state-of-the-art adversarial poison-
ing [7] could be substantially mitigated by early stopping
the training process (see Section 5.2 for more details).



3.3. Unlearnable Example Optimization

Formally stated, unlearnable examples [13] aim to make
a classifier F' generalize poorly on the clean image distribu-
tion D, from which the clean training set S is sampled:

ma (g [1: (F(:c;O((S)),y)} (1)
s.t. (8) = argmin Z L(F(x;+6:;0),v:), (2)
0

(zi,9:)€S

where @ represents the parameters of the model F', and
L(+;) is the cross-entropy loss, which takes as input a pair
of model output F'(x;; 8) and the corresponding label y;. A
denotes the set of the additive perturbations 9.

In order to achieve the above objective, error-minimizing
perturbations [13] have been proposed to solve the follow-
ing min-min bi-level optimization problem:

arg;nin Ey)es | min L(F (x+8;0),y)|, O

where F' denotes the source model used for perturbation
optimization. This optimization can prevent the classifier
F'in Eq. | from being penalized by the objective function
L(+;+) during training, and as a result can fool the classi-
fier into believing there is “nothing” to learn from each per-
turbed training image x; + §; [13]. In order to ensure the
imperceptibility, the perturbations are normally constrained
by Lo norm ||8|oc < € [7,13].

The inner optimization aims to find the perturbations
& by minimizing the model’s classification loss, while the
outer optimization updates model parameters 6 by train-
ing F' on the perturbed images achieved in the inner op-
timization. Note that the above inner and outer optimiza-
tion share the same objective, and the model training starts
from scratch in each round while the perturbations accu-
mulate through the whole optimization. When F'is being
updated, d is frozen, and vice versa. The inner and outer
optimization will be alternatively implemented and finally
terminated when the pre-defined training accuracy on the
outer model is met. The training steps in the outer op-
timization should be limited compared to standard model
training [8, 13, 14,29]. The detailed pipeline is described
in Algorithm 1 in Appendix B. We focus on the setting of
sample-wise perturbations since they are harder to expose
in practice and the qualities of ULEOs over other methods
are mainly recognized in this setting [ 3].

4. Improving ULEs in Our Two Scenarios

In this section, we first present how to use grayscale pre-
filtering to help the exploiter defeat ULEOs [13], and then
discuss how to improve upon ULEOs against our grayscale
exploiter by proposing a grayscale defender.

4.1. Grayscale Exploiters against ULEQOs

As mentioned before, adversarial training has been rec-
ognized to be the only effective technique for defeating un-
learnable examples [7, 1 3]. However, it is known to be com-
putationally expensive and also sacrifices the model perfor-
mance on clean data [21]. As we have argued in Section 1,
ULEO perturbations mainly exploit channel-wise perturba-
tions. As a result, we propose to use simple grayscale pre-
filtering during model training to allow the classifier to miti-
gate the perturbations of ULEOs. In this case, the optimiza-
tion as formulated in Eq. 1 can be modified into:

argmin E L(F(Gray(x; +6;);0),y;), (4)
0
(xi,y:)ES

where Gray(-) denotes the grayscale filtering! applied on
each training input image, x; + ;. By doing this, the
channel-wise changes in the ULEO perturbations are com-
pletely removed before the perturbed images are used for
model training. Note that when the classifier is trained on
clean data, the gray-scale filtering only leads to small ac-
curacy drop (see Table 1). This is consistent with previous
finding on ImageNet that color information makes little dif-
ference to the model accuracy [34]. The diagram showing
the working pipeline can be found in Appendix C.

4.2. ULEO-GrayAugs against Grayscale Exploiters

The defender can be adapted to be stronger if it knows
that the exploiter has applied gray-scale pre-filtering. A
direct way to achieve this is by incorporating grayscale
knowledge into the ULEO optimization. To this end, we
propose ULEO-Gray, which adapts the ULEO optimization
in Eq. 3 to:

argmin E(g,y)es gneigﬁ(F'(Gmy(fB) +0:0),9)|,

where both Gray(z) and 9 still have three (RGB) channels.
Each pixel in § is restricted to have the same values in all
three channels, in order to prevent the perturbations from
exploiting channel-wise changes.

This new optimization can substantially improve upon
ULEO against classifiers with grayscale perturbations, but
cannot reach comparable performance to that on standard
classifiers (see Table 2 for detailed results). We argue that
it is because the current perturbation optimization only op-
erates on the fixed original image = throughout the whole
optimization procedure. In order to promote ULEO to learn
spatial perturbations, we further propose ULEO-GrayAugs,
which applies standard (spatial) data augmentations (here,

'We implement the grayscale using torchvision https : //
pytorch.org/vision/stable/_modules/torchvision/
transforms/transforms.html#Grayscale.
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Figure 3. Clean test accuracy (%) of the standard (left) and
grayscale (right) exploiters. Exploiters are trained on clean data,
ULEOs, or adversarial images by the state-of-the-art poisoning
method, Adversarial Poisoning (AdvPois) [7].

Table 1. Classification accuracy (%) on CIFAR-10 clean data
(for reference) and CIFAR-10 ULEO data mitigated with differ-
ent methods. Mixup [36] (state of the art as per [7, 13]), Bit-Depth
Reduction to 2 bits (BDR-2) [35], Adversarial Training (AT), and
our own grayscale exploiter (Gray), which transforms ULEs to
grayscale before classifying.

Def\Exp‘ w/o ‘Mixup BDR-2 AT  Gray

Clean 9458 | 9332  89.12 8530 93.04
ULEOs | 2447 | 51.01 41.65 84.75 90.06

random crop and random horizontal flip) to clean images:
argmin E(o yyes [gnig L(F (Gray(Aug(x)) + 5:6),y) |,
2] (S

where Aug(-) denotes the data augmentations. ULEO-
GrayAugs allows perturbations to bypass the grayscale pre-
filtering and to have more spatial changes.

5. Experiments

In this section, we validate the effectiveness of the
proposed grayscale pre-filtering in defeating ULEOs, and
then demonstrate the strong performance of our ULEO-
GrayAugs, which uses grayscale perturbations and data
augmentations to allow classifiers to learn spatial changes
over channel-wise changes.

5.1. Experimental Settings

Following earlier work [7, 13], the standard setup has the
whole training data consist of either ULEs or clean images.
In specific experiments we allow the training data to be a
mix of clean and ULE training data. Following [13], we
mainly conduct experiments on CIFAR-10 [16], which con-
sists of 50000 training images and 10000 test images with
the size of 32x32 from 10 classes. We also discuss ULEs
on an ImageNet subset containing the first 100 classes as
in [13]. If not mentioned specifically, we follow [13] to re-
strict the ULE perturbations by L., norm with e = 8 for
CIFAR-10 and € = 16 for ImageNet.

5.2. Grayscale Exploiters against ULEQOs

Figure 3 shows the learning curves of both the standard
exploiter and our grayscale exploiter trained on different

Table 2. Clean test accuracy (%) of the standard and grayscale
exploiters against ULEs (ULEOs and our ULEOs with grayscale
perturbations and/or data augmentations) on CIFAR-10. All re-
sults are averaged over 5 runs.

Def\Exp ‘ w/o Gray w/ Gray
Clean 94.58 93.04
ULEOs 24.47+4.41 90.06+3.51
ULEO-Augs 23.42+7.48 91.47+1.85
ULEO-Grays 43.34+11.49 44.67£10.47
ULEO-GrayAugs | 25.98+7.38 24.98+5.84
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Figure 4. Learning curves of grayscale exploiters trained on clean
data, ULEOs, or ULEO-GrayAugs.

types of data: clean, ULEOs, and adversarial poisoning ex-
amples [7]. As can be seen, using the proposed grayscale
pre-filtering allows the exploiter to effectively mitigate the
effects of ULEOs and achieved close performance to the
case with clean training data. We can also observe that
Adversarial Poisoning (AdvPois) [7] are effective on both
exploiters when only looking at the final accuracy results.
However, it takes multiple training epochs for the model
to exploit the perturbations made by AdvPois, making it
possible to substantially mitigate AdvPois by early stopping
when the exploiter can monitor the model performance on
a set of clean validation data (from another reliable source),
which is feasible in practice. The ULEO work [13] also
found the same property on random and error-maximizing
ULE perturbations. Note that here we don’t discuss Ten-
sorClog [31] because it has been shown to be much less
effective [7].

We further compare our grayscale pre-filtering with
other techniques for defeating ULEOs. As can be seen from
Table 1, grayscale pre-filtering surpasses the previously
thought best pre-filtering technique, Mixup, by 39.05%. It
also substantially outperforms the current state of the art,
adversarial training, and at the same time better maintains
the model accuracy when the training data are clean.

It is worth noting that another pre-filtering technique, bit-
depth reduction, which can also reduce channel-wise dif-
ferences, achieves substantial performance against ULEOs.
This result supports our hypothesis that ULEOs mainly ex-
ploit channel-wise perturbations. More detailed results of
bit-depth reduction with other bit depths than 2-bit can be
found in Appendix A.



Table 3. Clean test accuracy (%) of exploiters in the columns
when defenders choose a model in the rows for generating ULEO-
GrayAugs. We consider three architectures: ResNet-18 (RN-18),
DenseNet-121 (DN-121), and VGGNet-11 (VN-11), and report re-
sults for standard/grayscale exploiters.

Def\Exp ‘ RN-18 DN-121 VN-11

RN-18 28.35/28.97  25.13/23.99  33.07/28.78
DN-121 | 28.85/30.01 28.94/25.79  30.80/25.00
VN-11 11.47/11.14 14.28/13.26  14.50/13.23

5.3. ULEO-GrayAugs against Grayscale Exploiters

As we have shown that the ULEOs are vulnerable to
grayscale exploiters, here we demonstrate the effective-
ness of our ULEO-GrayAugs, which improve upon ULEOs
by generating perturbations with a larger spatial variation.
As can be seen from Table 2, our ULEO-GrayAugs still
yield a low accuracy (24.98%) on the grayscale exploiter.
This confirms ULEO-GrayAugs exploit spatial perturba-
tions to bypass the grayscale pre-filtering. More detailed
evidence with the training curves of ULEOs vs. ULEO-
GrayAugs can be found in Figure 4. More interestingly, our
ULEO-GrayAugs method also yields similarly good per-
formance on the standard exploiter, making it a generally
stronger ULE solution than the ULEO method. We also find
that solely using data augmentations (ULEO-Augs) will
make no difference from ULEOs and solely using grayscale
(ULEO-Grays) also does not lead to optimal results.

The above experiments are based on the assumption that
the defender can use the same model as the exploiter to gen-
erate ULEs. However, it might not be the case in practi-
cal scenarios with unknown target models. To test how the
effectiveness of ULEO-GrayAugs generalizes to practical
scenarios, we test their cross-model transferability. As can
be seen from Table 3, ULEO-GrayAugs can be successfully
generated independently of the model architectures. In ad-
dition, they well maintain their strong effects when being
transferred from one model to another.

5.4. ULEs Mixed with Clean Training Data

So far, our experiments have been conducted in the set-
ting that the whole training data are ULEs or clean im-
ages. However, it is realistic that exploiters may have ac-
cess to other clean training data from another source. Here
we test the effectiveness of ULEs (ULEOs and our ULEO-
GrayAugs) when different proportions of clean and per-
turbed data are used to train the classifier. In this case,
ULE:s are considered effective if adding them leads to sig-
nificantly less increased accuracy compared with adding the
same amount of clean data.

Table 4 compares the accuracy before and after adding
clean data or ULEs to the original training set. As can be

Table 4. Clean test accuracy (%) of a model trained by the ex-
ploiter (with or without grayscale pre-filtering) on an original
(Ori) training set containing 5% of the official training data of
CIFAR-10 with additional (Add) training data of Clean, ULEOs,
or ULEO-GrayAugs. For each case with all training data being
clean, we directly report the model accuracy, while for each case
with partial clean and ULEs, we report its accuracy difference
from the case with the same amount of clean training data. Note
that after adding 30% the model accuracy starts getting saturated.
Similar results have been found for the cases with Ori as 10% (see
Table 9 in Appendix A).

Ori Add | Gray | Clean ULEOs ULEO-GrayAugs
5% - X 63.89 - -

5% 10% X 80.83  -13.55 -4.61

5% 30% X 89.26  -22.12 -10.48

5% - v 61.99 - -

5% 10% v 81.61 -1.54 -6.11

5% 30% v 87.95 -0.54 -15.84

Table 5. Clean test accuracy (%) of standard and grayscale ex-
ploiters against ULEs (ULEOs and our ULEO-GrayAugs) on Im-
ageNet subset (e = 16). The perturbations were class-wise instead
of sample-wise.

Def\Exp | wio Gray ~ w/ Gray
Clean 59.66 58.18
ULEOs 4.88 8.52
ULEO-GrayAugs 7.04 6.46

seen, in all cases, adding extra data improves model accu-
racy. This is consistent with previous findings [7, 13]. How-
ever, compared with adding clean data, adding the same
amount of ULEs leads to less improvement. Specifically,
for standard exploiters, ULEOs are stronger and ULEO-
GrayAugs also yield substantial accuracy drop. However,
for grayscale exploiters, ULEO-GrayAugs are stronger but
ULEO:s yield little accuracy drop.

5.5. ULEs on ImageNet

In order to verify the generalizability of ULEs (ULEOs
and our ULEO-GrayAugs) to larger datasets, we test on
ImageNet [6] images. Table 5 shows the results achieved
by directly using the official training code > of [13]. Note
that we remove the “color jitter” data augmentation dur-
ing the model training because it naturally affects channel-
wise perturbations, making the usefulness of grayscale pre-
filerting difficult to validate. As can be seen, the improve-
ment of our grayscale exploiter and ULEO-GrayAugs still
holds. However, the improvement is limited compared to
the reported results on CIFAR-10. By carefully checking
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Figure 5. Perturbations of ULEOs generated using MLPs for the
same three CIFAR-10 images shown in Figure 1.

Table 6. Clean test accuracy (%) of MLP vs. CNNs that are trained
on clean images/MLP-generated ULEOs.

Def\Exp ‘ MLP RN-18 DN-121 VN-11
MLP ‘48.66/47.50 94.58/21.55 95.19/15.84 91.66/81.88

the official code, we identify an implementation error’ that
mistakenly trains classifiers on (incorrect) class-wise per-
turbations [ 3], which make ULEOs achieve strong results
much more easily on exploiters with/without grayscale pre-
filtering. After clearing up this error, we find that the model
training part of the bi-level ULEO optimization cannot con-
verge to a pre-defined high accuracy after a small-scale
hyper-parameter search. We suspect it might be because
ImageNet has more classes and images with higher visual
complexity, while having less training samples per class.
For this reason, we also try generating ULEOs on ImageNet
with only 10 classes and find that the optimization can suc-
cessfully converge, but the resulting perturbations have very
limited effects. The perturbations for both experiments are
shown in Appendix F. There, we also visualize perturba-
tions generated for upsampled (224 x224) CIFAR-10 im-
ages to show that increasing the image size alone does not
change the channel-wise patterns of perturbations. We leave
further exploration for future work.

6. Additional Practical Insights into ULEs

In this section, we provide additional practical insights
into ULEs that have not been discussed in previous work [7,

]. We discuss generating ULEs while using MLPs to
fool CNNs from the defender perspective. We also explore
from the exploiter perspective the effectiveness of adver-
sarial training in maintaining adversarial robust accuracy of
models against ULEs.

6.1. ULEs on MLPs

The exploration of ULEOs in the original [13] and our
work has so far been limited to Deep Neural Networks
(CNNs). However, it remains unclear whether the underly-
ing mechanism of the ULEOs are specific to CNNs or also
generalizable to other machine learning algorithms. To ad-
dress this concern, we also try generating ULEOs on a sim-
ple machine learning algorithm, Multi-Layer Perceptrons

3In personal communication, the authors acknowledge the error and are
planning to address it in order to support further research.

Table 7. Clean and adversarial robust (against FGSM and PGD
with 20 steps) test accuracy (%) of exploiter that is adversarially
trained on clean images, ULEOs, or our ULEO-GrayAugs. All
models are adversarially trained using PGD with 7 steps.

AT-\Test | Clean | FGSM  PGD
Clean 8530 | 54.01 46.59
ULEOs 8475 | 5242  40.34

ULEO-GrayAugs | 84.38 | 53.07 43.80

(MLPs) [26]. Specifically, we use flattened ULEOSs or clean
images as inputs to MLPs.

As can be seen from Table 6, the ULEOs generated using
MLPs are not able to succeed against MLP exploiters. How-
ever, surprisingly, they can be very strong against CNN ex-
ploiters, especially on ResNet-18 and DenseNet-121. This
observation provides a generally more efficient way to gen-
erate successful ULEOs on CNN, i.e. using a simple MLP
as the defender. A closer look at the training curves (see
Figure 6 in Appendix A) of the CNNs on MLP-generated
ULEOs suggests that MLP-generated ULEOs, similar to
those generated by AdvPois [7], can also be substantially
mitigated by early stopping. We further try the reverse di-
rection by transferring ULEOs from CNNs to MLPs, but
find that it does not work. This suggests that CNN’s are gen-
erally much more vulnerable to ULEOs than MLPs.

In order to shed light on the specific properties of ULEOs
on MLPs vs. CNNs, we visualize the perturbations of the
ULEOs generated on MLPs in Figure 5. As can be seen,
different from the perturbations of ULEOs that are gener-
ated using CNNs (as shown in Figure 1), these perturbations
on MLPs naturally contain many spatial changes. This dif-
ference suggests that the underlying working principles of
these two types of ULEOs might be different. We leave
more detailed exploration of this difference for future work.

6.2. ULEs Meet Adversarial Examples

Current work has demonstrated that Adversarially
Trained models on ULEs (AT-ULE models) can still achieve
high clean test accuracy [7, | 3]. This is explainable because
the AT-ULE model is expected to be effective in maintain-
ing normal model behaviors on any test examples that fall
into the e-ball of ULEs. Since clean test examples obviously
fall into this ball, clean test accuracy of AT-ULE model
should be comparable to the training accuracy.

Despite the above observation that adversarial training
prevents ULEs from decreasing the clean test accuracy, we
find that it can also surprisingly, prevents the drop of ro-
bust test accuracy. It is still unclear if it prevents the drop
of adversarial robust accuracy (i.e., accuracy on adversarial
examples around clean test data). This is related to a realis-
tic scenario in which an exploiter has implemented compu-
tationally expensive adversarial training for achieving high
robust accuracy around clean data but might not know its



training data are actually ULEs (rather than clean data). In
this scenario, the resulting AT-ULE models would not be
intended to achieve high adversarial robust accuracy around
clean test data because the AT-ULE models have been only
trained on ULEs and expected to secure the adversarial ro-
bust accuracy around ULE test data.

However, as can be seen from Table 7, AT-ULE models
trained on the current ULE methods (ULEOs and ULEO-
GrayAugs) only yield slightly lower robust accuracy than
that of the AT models trained on clean data. This suggests
that in practice, the current ULE methods are still vulnera-
ble to adversarial training in terms of clean test accuracy, but
also, adversarial robust accuracy. More details about this
unexpected phenomenon are worth exploring by future re-
search, in order to achieve comprehensively stronger ULEs
against adversarial training.

7. Discussion

In this section, we first provide general insight into un-
derstanding ULEs. Then we discuss limitations of our work
and potential ways to address them in future work.

7.1. ULEO Principles

In this paper, we have shown ULEOs mainly exploit sim-
ple, channel-wise perturbations. However, the reason why
ULEOs have this “lazy” behavior remains unclear. In the
following, we provide two related perspectives.

Model architecture matters. We have shown that generat-
ing ULEOs on MLPs do meet our expectation of exploit-
ing complex, spatial perturbations over simple, channel-
wise perturbations, and these perturbations are also effec-
tive against CNNs. This implies that the “lazy” behavior
might be related to the fact that CNNs tend to use short-
cut features [9]. Since convolutions have a channel depen-
dency and have the translation-invariant property, exploiting
channel-wise perturbations could be simpler than exploiting
more complex, spatial perturbations.

Lack of data may not be relevant. If lack of data is
the reason for the “lazy” behavior, we would expect that
by using data augmentations, this behavior will be allevi-
ated. However, our results suggest that the ULEO-Augs,
which incorporate data augmentations during optimization,
still exploit channel-wise perturbations, as shown in Fig-
ure 7 of Appendix A. Also, ULEO-Augs have been shown
to achieve almost the same performance as ULEOs. Our
results of ULEO-GrayAugs have shown that data augmen-
tations might play a role on top of grayscale perturbations.
Specifically, we find that ULEO-GrayAugs promote the use
of complex, spatial perturbations (see Figure 2) and lead to
much stronger results than ULEOs.

7.2. Limitations and Outlook

In this section, we sketch the road ahead for research

on unlearnable examples by describing the remaining lim-
itations of our investigation and providing an outlook onto
important open points that should be addressed by related
work.
Threat model. We have seen that extending the threat
model to include more realistic scenarios yields deeper in-
sight into ULEs. Future work should continue to expand the
threat model. First, the threat model should explicitly spec-
ify the constraints on available resources. For the exploiter,
adversarial training may be computationally too expensive
to be a viable solution. For the defender, ULE generation
must be simple and efficient so that it remains feasible to
as many users as possible to apply in order to protect their
data. We have demonstrated promising results for ULEs
generated using MLPs, a simple model, but more research
is necessary to determine which other simple models are
also effective and to understand why.

The threat model should also explicitly specify that the
intent of the defender is benign. Our experiments show
that ULEs are not particularly dangerous. Clean data is
more useful to the exploiter than ULEs (ULEOs or ULEO-
GrayAugs), but adding ULEs does not hurt the model and
may even improve performance. Future ULEs must con-
tinue to provide users with the confidence that their ULE-
protected data will simply fail to improve the classifier,
rather than negatively impacting its performance. Users
with the intent to protect their own data do not want to
be mistaken for malicious attackers, resulting in e.g., be-
ing banned from the platform (or worse) for attempting to
actively harm the performance of a classifier.

Adversarial Training. Our work has shown that adversar-
ial training mitigates the effect of ULEs (both ULEOs and
our ULEO-GrayAugs) and the resulting classifiers are unex-
pectedly robust to adversarial examples around clean data.
Moving forward, researchers should measure the strength of
ULEs against adversarially trained models on both original
data and adversarial examples. Future work should seek to
understand this surprising finding, and strive for ULEs that
remain effective in the face of adversarial training.
Discouraging Shortcuts. The strength of ULEO pertur-
bations, as discussed above, might be related to the extent
to which ULEO approaches exploit shortcut features. Fu-
ture work should further explore limiting the possibilities of
shortcuts during ULE generation. Such research promises
to lead to more robust data protection and also better theo-
retical understanding of ULEs.

Data variety. We have carried out the evaluation with data
comparable to that used by [13]. Future work on ULEs
should test on a wider range of data sets. First, larger data
sets with more training data and/or more competing classes
could be relevant. Second, data sets with very high or very



low visual complexity could also yield additional insight
into how and why ULEs work.

8. Conclusion

In this paper, we have advanced the state of the art
by extending unlearnable examples as originally studied
by [13] (ULEOs) to a more realistic scenario including a
grayscale exploiter. This scenario revealed the dependence
of ULEOs on color perturbations and led us to propose
ULEO-GrayAugs, a novel version of ULEO that remains
robust under the more realistic scenario. We demonstrate,
for the first time, that ULEOs generated using simple MLPs
can have strong impact on CNN-based classifiers and pro-
vide an efficient way to generate successful ULEOs. We
also present evidence, from tests of adversarial robust ac-
curacy, that ULEO-GrayAugs has future room for improve-
ment. We have also discussed several directions of future
work, for which our paper lays a foundation.
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A. Additional Experimental Results

Table 8. Clean test accuracy (%) on CIFAR-10 with clean train-
ing data (for reference) or other poisoned training data (ULEOs,
AdvPois, or our ULEO-GrayAugs) mitigated with Bit-Depth Re-
duction to different bits [35].

| wio BDR-2 BDR-4 BDR-6
Clean | 9458 89.12 9398  94.48
ULEOs | 24.40 4710 2292  21.39

Table 9. Clean test accuracy (%) of a model trained by the
exploiter (with or without grayscale) on an original (Ori) train-
ing set containing 10% of the official training data of CIFAR-10
plus additional (Add) training data of Clean, ULEOs, or ULEO-
GrayAugs. For each case with all training data being clean, we
directly report the model accuracy, while for each case with par-
tial clean and ULEs, we report its accuracy difference from the
case with the same amount of clean training data. Note that after
adding 30% the model accuracy starts getting saturated.

Ori  Add | Gray | Clean ULEOs ULEO-GrayAugs
10% - x | 73.48 - -
10% 10% | x | 8330 -3.64 -1.23
10% 30% | x | 89.85 -11.22 -5.61
10% - v | 7423 - -
10% 10% | v | 8272 -0.05 -2.30
10% 30% | v | 8846 -0.18 -7.56
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Figure 6. Learning curves of the CNNs trained on ULEOs gener-
ated using MLPs.

Figure 7. Perturbations generated with only data augmentations
(ULEO-Augs) for the three clean images in Figure 1. They still
exploit little spatial patterns as perturbations of ULEOs.

11

B. Implementation details

Algorithm 1 Sample-wise error-minimizing perturbations

1: Input: Initialized model weights 8, random perturba-
tions g, L, perturbation constraints ¢, clean training
data (x, y) € S, stop error A, model training epochs M,
iteration count .

2: Output: 6

3:1=0

4: repeat

5: forminl--- M do

6: 0,1 < Optimize(x + d;,y,0;) > Eq. 3 Outer
7: end for

8: i1 < min(L(F (& + 8;;0,41),y))> Eq. 3 Inner
9: (51'_;,_1 — Cllp(61+1, —€,€)
10: Error < Eval(F' (z + 8;41;0:11), 7))

11: 1+—1+1
12: until Error< A
13: return &

C. ULEQ Pipeline

The pipeline of bi-level optimization for generating
ULEO:s is described in Figure 8. First, as shown in the
first row, the perturbations, which are randomly initialized,
are added to clean images, and the resulting perturbed im-
ages are used to train a DNN model for multiple epochs in
the outer optimization. Then, as shown in the second row,
given the trained DNN model from the outer optimization,
perturbations are optimized for multiple iterations. Finally,
the optimized perturbations are added to clean images for
model training in the next round of outer optimization. The
above whole process is repeated until the pre-defined train-
ing accuracy is met.

Model

Clean N
Outer L DNN
images ; training
b
Pert ti
Inner Perturb ertur ? ion
ations updating

Figure 8. The pipeline of bi-level optimization for generating
ULEOs. The dashed lines represent the information exchange be-
tween inner and outer optimization.



D. Additional Examples of ULEOs
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Figure 9. Additional ULEO Examples on CIFAR-10: Original images (left), ULEO perturbations (middle), and perturbed images (right).
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E. Additional Examples of ULEO-GrayAugs
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Figure 10. Additional ULEO-GrayAug Examples on CIFAR-10: Original images (left), ULEO-GrayAug perturbations (middle), and
perturbed images (right). Examples for the same clean images as in Figure 9 are shown.
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F. ULEOs on ImageNet (100 and 10 classes)
and on Upsampled CIFAR-10

Figure 11. Class-wise ULEO Perturbations (224 x 224) on ImageNet subset with 100 classes used for the (incorrect) experiments reported
in Table 5.

Figure 12. ULEO Examples (224 x 224) on ImageNet subset with 10 classes: Original images (left), ULEO perturbations (middle), and
perturbed images (right).
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Figure 13. ULEO Examples on upsampled CIFAR-10 (224 x 224): Original images (left), ULEO perturbations (middle), and perturbed
images (right).
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