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Abstract

Norms have been widely proposed as a way of coordinating
and controlling the activities of agents in a multi-agent sys-
tem (MAS). A norm specifies the behaviour an agent should
follow in order to achieve the objective of the MAS. However,
designing norms to achieve a particular system objective can
be difficult, particularly when there is no direct link between
the language in which the system objective is stated and the
language in which the norms can be expressed. In this paper,
we consider the problem of synthesising a norm from traces
of agent behaviour, where each trace is labelled with whether
the behaviour satisfies the system objective. We show that the
norm synthesis problem is NP-complete.

1 Introduction

There has been a considerable amount of work on using
norms to coordinate the activities of agents in a multi-agent
system (MAS) (Chopra et al. 2018). Norms can be viewed
as standards of behaviour which specify that certain states
or sequences of actions in a MAS should occur (obligations)
or should not occur (prohibitions) in order for the objective
of the MAS to be realized (Boella and van der Torre 2004).
We focus on conditional norms with deadlines which ex-
press behavioral properties (Tinnemeier et al. 2009). Con-
ditional norms are triggered (detached) in certain states
of the MAS and have a temporal dimension specified by
a deadline. The satisfaction or violation of a detached
norm depends on whether the behaviour of the agent brings
about a specified state before a state in which the dead-
line condition is true. Conditional norms are implemented
in a MAS through enforcement. That is, violation of a
norm results in the violating agent incurring a sanction,
e.g., a fine; see, e.g., (Alechina, Dastani, and Logan 2013;
Dell’ Anna, Dastani, and Dalpiaz 2020) for how to deter-
mine an appropriate level of sanction.

For many applications it is assumed that the MAS devel-
oper will design an appropriate norm to realise the system
objective. However, this can be difficult, particularly when
the internals of the agents are unknown, e.g., in the case of
open MAS (Artikis and Pitt 2001), and when there is no di-
rect connection between the language in which the system
objective is stated and the language in which norms can be
expressed. For example, one objective of a traffic system
may be to avoid traffic collisions, but ‘not colliding’ is not a

property under direct agent control, and prohibition of col-
lisions cannot be stated as a norm. A poorly designed norm
may fail to achieve the system objective, or have undesirable
side effects, e.g., the objective is achieved, but the autonomy
of the agents is restricted unnecessarily.

The increasing availability of large amounts of system be-
haviour data introduces the possibility of a new approach
to the design of norms, namely the synthesis of norms di-
rectly from data collected during the execution of the sys-
tem. For example, data may show that collisions always
happen when an agent’s speed is very high, allowing us to
state a norm prohibiting agents from speeding too much. In
this paper, we consider the problem of synthesising norms
from traces of agent behaviour, where each trace is labelled
with whether the behaviour satisfies the system objective.
We show that synthesising a norm (i.e., an obligation or a
prohibition) that correctly classifies the traces (i.e., the norm
is violated on traces where the behaviour does not satisfy
the system objective, and is not violated on other traces) is
an NP-complete problem. We also consider the problem of
synthesizing a norm that is “close” to a target norm. This
problem is relevant where there is an existing norm that does
not achieve the system objective, but which is accepted, e.g.,
by human users of a system, and we wish a minimal mod-
ification that does achieve the objective. We show that the
minimal norm revision problem is also NP-complete.

There has been a considerable amount of work on
the automated synthesis of norms. For example,
(Shoham and Tennenholtz 1995) consider the problem
of synthesising a social law that constrains the behaviour
of the agents in a MAS so as to ensure that agents in a
focal state are always able to reach another focal state no
matter what the other agents in the system do. They show
that synthesising a useful social law is NP-complete. In
(van der Hoek, Roberts, and Wooldridge 2007), the prob-
lem of synthesising a social law is recast as an ATL model
checking problem. They show that the problem of whether
there exists a social law satisfying an objective expressed
as an arbitrary ATL formula (feasibility) is NP-complete,
while for objectives expressed as propositional formulae,
feasibility (and synthesis) is decidable in polynomial time.
In contrast to the approach we present here, these and
related approaches (e.g., (Fitoussi and Tennenholtz 2000;
Wooldridge and van der Hoek 2005; Agotnes et al. 2007))
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are used to synthesise norms at design time, and as-
sume a complete model the agents’ behaviour is
available, e.g., in the form of a transition system or
a Kripke structure. Another strand of work focusses
on the ‘online’ synthesis of norms, where norms
emerge from the interactions of agents in a decen-
tralised way, e.g., (Airiau, Sen, and Villatoro 2014,
Savarimuthu and Cranefield 2011). Unlike our approach,
such approaches typically assume that the agents are coop-
erative, and/or that some minimal standards of behaviour
can be assumed. Closer to our work are approaches that
use agents’ behaviour to guide (centralised) norm synthesis.
For example, (Morales et al. 2015) present algorithms for
the online synthesis of compact action-based norms when
the behaviour of agents leads to undesired system states.
In contrast, we consider norms that regulate patterns of
behaviour. (Corapi et al. 2011) and (Athakravi et al. 2012)
apply Inductive Logic Programming to norm synthesis
and revision. They represent the system objective in terms
of desired outcomes of event traces. In contrast to our
approach, traces encode use cases provided by a human
developer, and the system objectives are expressed in the
same language as norms.

2 Preliminaries

In this section we give formal definitions of the behaviour of
agents in the MAS and of conditional norms.

We assume a finite propositional language L that con-
tains propositions corresponding to properties of states of
the MAS. A state of the MAS is a propositional assignment.
A conjunction of all literals (propositions or their negations)
in a state s will be referred to as a state description of s. A
propositional formula is a boolean combination of proposi-
tional variables. The definition of a propositional formula ¢
being true in a state s is standard.

A trace is a finite sequence of states. We use the notation
(81,..., ) for a trace consisting of states s1,...,s;. We
denote the i-h state in a trace p by p[i]. We assume that the
behaviour exhibited by the agents in the MAS is represented
by a set of finite traces I'. For example, a trace could be
generated by the actions of all vehicles involved in a traf-
fic accident. We denote by S(I") or simply by S the set of
states occurring in traces in T'. Each subset X of S(T") is de-
finable by a propositional formula ¢ x (a disjunction of state
descriptions of states in X'). Note that the size of ¢x is lin-
ear in the size of X (the sum of sizes of state descriptions
of states in X). I' is partitioned into two sets ' (positive
traces) and I' (negative traces). The partition is performed
with respect to the system objective, which typically does
not correspond directly to the properties expressible in L.

The problem we wish to solve is how to generate a con-
ditional norm which is expressed using propositions from L
that is obeyed on traces in I'7 and violated on traces in ' .

Definition 1 (Conditional Norm). A conditional norm (over

L) is a tuple (¢pc, Z(dz), dp), where ¢pc, ¢z and ¢p are
propositional formulas over L, and Z € {P,O} indicates
whether the norm is a prohibition (P) or an obligation (O).

We refer to ¢¢ as the (detachment) condition of the norm,

and ¢p as the deadline. ¢z characterizes a state that is pro-
hibited (resp. obligated) to occur after a state where the con-
dition of the norm ¢¢ holds, and before a state where the
deadline of the norm ¢p holds. We define the conditions for
violation of norms formally below.

Definition 2 (Violation of Prohibition). A conditional
prohibition (¢c,P(¢p),dp) is violated on a trace
(81,52, ...,8m) if there are i,j with 1 < i < j < m such
that ¢c is true at s;, ¢p is true at s;, and there is no k with
1 < k < j such that ¢p is true at s.

Definition 3 (Violation of Obligation). A conditional
obligation (¢c,0(po),dp) is violated on a trace
(81,52, ..., 8m) if there are i,j with 1 < i < j < m such
that ¢¢ is true at s;, ¢p is true at s,,, and there is no k with
1 < k < j such that ¢o is true at sy.

A conditional norm is obeyed on a trace if it is not
violated on that trace. Violation conditions of condi-
tional norms can be expressed in Linear Time Tempo-
ral Logic (LTL) and evaluated on finite traces in linear
time (Alechina, Dastani, and Logan 2014).

3 Complexity of Norm Synthesis

Given a set of agent behaviour traces I' partitioned into I'p
and I'», we wish to synthesize a norm that correctly classi-
fies each trace (that is, the norm is violated on all traces in
I'r, and is not violated on any trace in I'r). Clearly, this
is not always possible; two sets of traces may not be distin-
guishable by a single conditional norm (or even by a set of
conditional norms). For example:

Ir = {(s1,52,83)}, ['r = {(s1, 51, 52, 83)}

cannot be distinguished by a conditional norm.

3.1 Prohibition Synthesis

Next we define formally the decision problem we call pro-
hibition synthesis.

Definition 4. The prohibition synthesis problem is the fol-
lowing decision problem:

Instance A finite set of propositions L; a finite set of finite
traces I partitioned into I'r and I'p, each trace given as
a sequence of state descriptions over L.

Question Are there three propositional formulas ¢c, ¢p,
and ¢p over L such that

Neg every trace in T violates (¢, P(dp), dp)
Pos no trace in T'r violates (¢, P(dp), dp)

The correspondence between sets of states and formulas
over L allows us to restate the prohibition synthesis problem
as follows: given a set of positive traces I'r and negative
traces I, find three sets of states X, X p, X p such that:

Neg For every trace p € I'p, exist ¢ and j with ¢ < j such
that p[i] € X¢, pj] € Xp, and there is no k with ¢ <
k < j such that p[k] € Xp.

Pos For every trace p € I'p, if for some ¢ and j, i < 7,
pli] € Xc, plj] € Xp, then there exists k such that i <
k < jand plk] € Xp.



Theorem 1. The prohibition synthesis problem is NP-
complete.

Proof. The prohibition synthesis problem is clearly in NP
(a non-deterministic Turing machine can guess the sets and
check in polynomial time that they satisfy the conditions).
To prove that it is NP-hard, we reduce 3SAT (satisfiability
of a set of clauses with 3 literals) to prohibition synthesis.
Suppose an instance of 3SAT (a set of clauses C1, ..., C),
over variables x1, . . ., x,,) is given. We generate an instance
of the prohibition synthesis problem such that it has a solu-
tion iff C1,...,C,, are satisfiable (each clause contains at
least one true literal). The set of states in the prohibition
synthesis problem consists of two states s and ¢ which are
a technical device (intuitively they serve as the detachment
condition and the violation of the prohibition), and for each
variable z;, two states u; and v;, intuitively meaning that z;
is true (u;) or false (v;). Below is the rest of the construction.
Comments in square brackets explain the intuition behind it.
The set of negative traces ' contains:

* a two state trace (s,t) [together with s,t ¢ X N Xp
below, this forces s € X¢c andt € Xp];

* for every variable z; in the input, a trace (s, v;,t, s, u;, t)
[this ensures that either v; or u; are notin X p].

The set of positive traces I'r contains:

* asingle state trace (s) [so s cannot be in X¢ N Xp];

* (t) [so ¢ cannotbe in X N Xp];

« for every variable x; in the input: (s, v;, u;, t) [this means
that either v; or u; are in Xpl; (v;); (w;); (vi,t); (w4, t);
(s,v3); (8,u4);

o for every pair of variables x;, x; in the input: (v;, u;);
(uj,v;) [this together with preceding traces ensures that
v; and u; are notin X¢ or XpJ;

* for each clause C in the input over variables x;, zy, x;:
(s, 2}, 2k, 21, t) where z; is u; if z; occurs in C positively,
and v; if it occurs negatively.

The reduction is polynomial in the number of variables
(quadratic) and clauses (linear).

We claim that there exists an assignment f of 0,1 to
Z1,..., T, satisfying Cy, ..., C, if, and only if, there is a
solution to the prohibition synthesis problem above where
Xc = {s}, Xp = {t}, and for every i, u; € Xp iff
f(l‘l) = landv; € Xp iff f(:vz) =0.

Assume an assignment f satisfying C1,...,C,, exists.
Let Xo = {s} and Xp = {t}. For every 4, place u; in
Xpif f(z;) = 1and v; € X4 iff f(x;) = 0. This produces
a solution because: s,t satisfies Neg; for every ¢, either u;
or v; are notin Xp, so s, v;, t, s, u;, t satisfies Neg. Positive
traces satisfy Pos: either s followed by ¢ does not occur on
a trace, or u;, v; occur between s and ¢ and one of them is
in Xp, or (from the clause encoding) one of the literals in
the clause is true, so for positive x; it means that u; isin Xp
and Pos is satisfied, or for negative —x; it means that v; is in
Xp and again Pos is satisfied.

Assume there is a solution to the prohibition synthesis
problem. It is clear (see the comments in square brackets

above) that it has to be of the form X¢ = {s}, Xp = {t}
and Xp containing some u;s and v;s. In particular, since
(s, v, u;,t) is a positive trace, for every 4 either u; or v; has
to be not in Xp. Set f(x;) to be 1 if u; in Xp and O oth-
erwise. Then each clause C' = {~ x;,~ x,~ x;} (where
~ x; denotes x; if it occurs positively or —z; if it occurs
negatively) is satisfied by f since for every clause there will
be one literal which is true. This is because (s, zj, 2, 21, t)
is a positive trace, and either for some positive literal z;, u;
is in X p, or for some negative literal —z;, v; is in Xp, so u;
isnotin Xp, so f(—x;) = 1. O

3.2 Obligation Synthesis
We now consider the obligation synthesis problem.

Definition 5. The obligation synthesis problem is the fol-
lowing decision problem:

Instance A finite set of propositions L, a finite set I of finite
traces partitioned into I'r and T, where each trace is
given as a sequence of state descriptions.

Question Are there three propositional formulas ¢c, ¢o,
and ¢p over L such that

Neg every trace in T g violates (¢, O(do), ¢p)
Pos no trace in T'r violates (o, O(do), dp)

Analogously to the prohibition synthesis problem, the
obligation synthesis problem can be equivalently restated in
terms of states: are there three sets of states X, Xp and
X p such that:

Neg For every trace p € I'p, there exist 7 and j with7 < j
such that p[i] € X¢, p[j] € Xp, and there is no k& with
i < k < jsuchthat p[k] € Xo

Pos For every trace p € I'p, if for some ¢ and j, i < 7,
pli] € X¢, plj] € Xbp, then there exists k such that i <
k < jand plk] € Xo.

Theorem 2. The obligation synthesis problem is NP-
complete.

Proof. The obligation synthesis problem is clearly in NP. To
prove that it is NP-hard, we again use a reduction from the
3SAT problem.

As before, consider a set of clauses C1, ..., C,, over vari-
ables x1,...,x,,, which is an instance of 3SAT. We gen-
erate an instance of the obligation synthesis problem such
that it has a solution iff C1, ..., C,, are satisfiable. The idea
of the reduction is similar to that for prohibitions. We use
two auxiliary states s and ¢, intuitively to serve as the de-
tachment condition and the deadline, and make sure that
neither of them is also the obligation, but now instead of
inserting a deadline between s and ¢ in positive traces, we
insert an obligation. We want to make some subset of
{vi vi € [l,..m]} U{u; : i € [1,...m]} to be the obli-
gation (Xp), so that exactly one of v;, u; for each 7 is in
Xo. Then u; € X can encode that x; is true, and v; € X
that x; is false, and we can make the encoding work by cre-
ating a positive trace corresponding to each clause so that at
least one of the literals in the clause should be true.

The set of negative traces contains:



* a2 state trace (s, t) [this forces either
seXcNXpnXo,teXpnXecnXo,or
s€ XcNXpnXop,or
te XenXpnXo.
To rule out the latter two possibilities, we require below
that s and ¢ on their own are positive traces.]

o for every variable z; in the input, a trace (s, v;,t, s, u;, t)
[this ensures that either v; or u; are not in X, because
there is one (s, .., t) sub-trace that does not contain a state
from Xop].

The set of positive traces contains:

* aone state trace (s) [so s cannot be in X N Xp N Xo]

* aone state trace (t) [so ¢ cannot be in X¢ N Xp N Xo]

* for every variable z; in the input, a trace (s, v;, u;, t) [this
ensures that either v; or u; are in Xp|

* for each clause C in the input over variables z;, xj, z;,
a trace (s, zj, 2k, 21, t) where z; is u; if x; occurs in C
positively, and v; if it occurs negatively.

The reduction is linear in the number of variables and
clauses.

We claim that there exists an assignment f of 0,1 to
Z1,..., T, satisfying Cq,...,C, if, and only if, there is
a solution to the obligation synthesis problem above where
s € Xo, t € Xp, and for every i, u; € Xo iff f(x;) = 1
and v; € X iff f(x;) = 0. The proof of this claim is
analogous to that of Theorem 1.

Assume an assignment f satisfying C1,...,C,, exists.
Let X¢ = {s} and X, = {t}. For every 4, place u; in
Xo iff f(z;) = 1 and v; € Xo iff f(z;) = 0. It is easy
to check that this is a solution to the obligation synthesis
problem.

Assume there is a solution to the obligation synthesis
problem. It is clear (see the comments in brackets above)
that any solution should satisfy s € Xc N Xp N X and
t € XpN Xc N Xo. Since (s,v;,t,s,u;,t) is a negative
trace for every 4, this means that it contains an unsatisfied
conditional obligation. This means that for every i, either
v; or u; is not in X . Since (s, v;, u;, t) is a positive trace,
then in any solution, for every ¢, either u; or v; has to be in
Xo. Hence we can use the membership in X to produce
a boolean valuation of variables x; (1 if u; € X, and O if
v; € Xo). Since for every clause C' = {~ x;, ~ xp, ~ x1},
the trace (s, zj, 2, 21, t) (Where z; is v; if ~ z; = —x;, and
u; if ~ x; = x;) is a positive trace, at least one of z; is in
Xo. This means that the valuation based on the member-
ship in X satisfies all the clauses (since at least one literal
in each clause will evaluate to 1). |

From Theorems 1 and 2, it follows immediately that the
problem of generating a set of norms of size at most m that
correctly classifies a set of traces I' (that is, no norm N; is
violated on any trace in 'z, and all traces in I' violates at
least one norm N;) is also NP-complete.

4 Complexity of Minimal Revision

In this section, we consider the problem of (minimally) re-
vising conditional prohibitions (we omit the treatment of
obligations, which is analogous). This problem is often rel-
evant when there is an existing norm that does not achieve
the system objective, and we wish a minimal modification
of the existing norm that does achieve the objective.

Assume we are given a set of traces and a conditional pro-
hibition (¢, P(¢p), ¢p), and need to change it in a mini-
mal way so that it classifies the traces correctly. The editing
distance between conditional prohibitions can be defined in
various ways, e.g., for formulas ¢, ¢p, ¢p in disjunctive
normal form, this could be the sum of the numbers of added
and removed disjuncts for all three formulas. Note that the
set of non-equivalent propositional formulas built from the
set L is finite, and so is the number of possible different con-
ditional prohibitions (or obligations). Regardless of how the
distance between different conditional norms is defined, for
a fixed set of propositional variables L there is a maximal
editing distance max(L) between any two norms using for-
mulas over L.

Given some distance measure dist defined for any two
conditional prohibitions «; and as over L, the decision
problem for minimal revision can be stated as:

Definition 6. The (decision form) of the minimal prohibition
revision problem is as follows:

Instance A number m; a finite set of propositions L; a fi-
nite set I' of finite traces partitioned into I'r and I'r; a
conditional prohibition (¢c, P(¢p), ¢p) over L.

Question Are there three propositional formulas ¢y, ¢'p,
and ¢', over L such that

Neg every trace in T violates (¢, P(¢'p), ¢'p)
Pos no trace in T'r violates (¢, P(¢p), &)

Theorem 3. Let dist(ay, as) be computable in time poly-
nomial in the size of oy and oz, and the range of dist
over norms built over propositions from L be bounded by
max(L). Then the minimal prohibition revision problem is
NP-complete.

Proof. The membership in NP follows from the fact that a
solution can be guessed and checked in polynomial time.
NP-hardness is by reduction from the prohibition synthe-
sis problem. Note that if a solution to the prohibition syn-
thesis problem exists, it will be at most at distance max(L)
from the input norm. So to solve the prohibition synthesis
problem, we can ask for a solution to the minimal prohibi-
tion revision problem with m = max(L). O

5 Conclusions

We considered the problem of synthesising and minimally
revising norms to achieve a system objective from labelled
traces of agent behaviour. We showed that the problems
of norm synthesis and revision are NP-complete. In future
work, we plan to investigate the synthesis of approximate
norms (i.e., norms that do not classify all traces perfectly),
and more tractable heuristic approaches to norm synthesis
and revision.
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