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ABSTRACT

TheMarkov decision process (MDP) provides a mathematical frame-
work for modeling sequential decision-making problems, many of
which are crucial to security and safety, such as autonomous driving
and robot control. The rapid development of artificial intelligence
research has created efficient methods for solving MDPs, such as
deep neural networks (DNNs), reinforcement learning (RL), and
imitation learning (IL). However, these popular models for solving
MDPs are neither thoroughly tested nor rigorously reliable.

We presentMDPFuzzer, the first blackbox fuzz testing frame-
work for models solving MDPs. MDPFuzzer forms testing oracles
by checking whether the target model enters abnormal and dan-
gerous states. During fuzzing, MDPFuzzer decides which mutated
state to retain by measuring if it can reduce cumulative rewards
or form a new state sequence. We design efficient techniques to
quantify the “freshness” of a state sequence using Gaussian mixture
models (GMMs) and dynamic expectation-maximization (DynEM).
We also prioritize states with high potential of revealing crashes by
estimating the local sensitivity of target models over states.

MDPFuzzer is evaluated on five state-of-the-art models for solv-
ing MDPs, including supervised DNN, RL, IL, and multi-agent RL.
Our evaluation includes scenarios of autonomous driving, aircraft
collision avoidance, and two games that are often used to bench-
mark RL. During a 12-hour run, we find over 80 crash-triggering
state sequences on each model. We show inspiring findings that
crash-triggering states, though look normal, induce distinct neu-
ron activation patterns compared with normal states. We further
develop an abnormal behavior detector to harden all the evalu-
ated models and repair them with the findings of MDPFuzzer to
significantly enhance their robustness without sacrificing accuracy.

1 INTRODUCTION

Recent advances in artificial intelligence (AI) have improved our
ability to solve decision-making problems by modeling them as
Markov decision processes (MDPs). Modern learning-based solu-
tions, such as deep neural networks (DNNs), reinforcement learning
(RL), and imitation learning (IL), tackle decision-making problems
by using the inherent properties of MDPs. These solutions have al-
ready demonstrated superhuman performance in video games [14],
Go [74], and robot control [49] and are being deployed in mission-
critical scenarios such as collision avoidance and autonomous driv-
ing [1, 10, 46]. The well-known Aircraft Collision Avoidance System
X (ACAS Xu) [59] employs a search table to model the airplane’s
policy in an MDP. Several DNN-based variants of ACAS Xu are also
proposed and well-studied to further reduce the memory needed
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without sacrificing performance [46, 83]. It predicts the optimal
course of action based on the positions and speeds of intruder
planes. It has passed NASA and FAA tests [6, 59] and will soon
be installed in over 30,000 flights worldwide and the US Navy’s
fleets [7, 65, 83]. DNNs and IL are also used by NVIDIA andWaymo
(previously Google’s self-driving car project) to learn lane following
and other urban driving policies using massive amounts of human
driver data [11, 16, 17].

Despite their effectiveness, these methods do not provide a strict
guarantee that no catastrophic failures will occur when they are
used to make judgments in real-world scenarios. Catastrophic fail-
ures are intolerable, especially in security- or safety-critical sce-
narios. For example, recently, a Tesla Model S collided with a fire
vehicle at 65 mph while the Autopilot system was in use [8], and in
2016, Google’s self-driving car collided with the side of a bus [4]. In
2018, Uber’s self-driving system experienced similar fatal errors [9].

Software testing has been successfully deployed to improve the
dependability of de facto deep learning (DL) models such as im-
age classification and object detection models [68, 93, 94]. Existing
studies, however, are insufficient for testing models solving MDPs.
From the oracle’s perspective, previous DL testing methods often
search for inconsistent model predictions (e.g., through metamor-
phic testing or differential testing [68]). However, as shown in Sec. 4,
an “inconsistent” prediction seldom results in an abnormal state
(e.g., a collision in autonomous driving) in a model solving MDPs.
From the input mutation’s perspective, previous DL tests typi-
cally mutate arbitrary model inputs (e.g., with a rain filter [94]) to
stress the target model. However, a typical model solving MDPs
continously responds to a sequence of states, and modifying one or
a few states is unrealistic due to the continuity of adjacent states.
From the model complexity’s perspective, MDPs have complex
and not differentiable state transitions, making it difficult, if not
impossible, to develop an objective function to guide testing as is
done in whitebox DL testing [68]. In addition, the models’ internal
states are unavailable in real-world blackbox settings.

This paper presents MDPFuzzer, a blackbox fuzz testing frame-
work for models solving MDPs. MDPFuzzer provides a viable and
unified solution to the aforementioned issues. First, MDPFuzzer
outlines a practical testing oracle for detecting the models that enter
severely abnormal states (e.g., collisions in autonomous driving).
Second, instead of mutating arbitrary intermediate states, MDP-
Fuzzer only mutates the initial state conservatively to ensure that
the sequence is realistic. Third,MDPFuzzer tackles blackbox scenar-
ios, allowing testing of (commercial) off-the-shelf models solving
MDPs. All of these factors, while necessary, add to the complexity
and cost of testing models solving MDPs. Therefore,MDPFuzzer
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incorporates a series of optimizations. MDPFuzzer retains mu-
tated initial states that can minimize cumulative rewards. It also
prefers mutated initial states that can induce “fresh” state sequences
(comparable to code coverage in software fuzzing). It effectively
measures the state sequence freshness by using Gaussian mix-
ture models (GMMs) [60] and dynamic expectation-maximization
(DynEM) [26]. MDPFuzzer also cleverly leverages local sensitiv-
ity to assess an initial state’s potential to expose the models’ new
behavior (often known as “seed energy” in software fuzzing [15]).

We evaluate five state-of-the-art (SOTA)models, includingDNNs,
deep RL, multi-agent RL, and IL for solving MDPs. The evaluated
scenarios include games, autonomous driving, and aircraft collision
avoidance.MDPFuzzer can efficiently explore the state sequence
space and uncover a total of 598 crash-triggering state sequences
for models we tested in a 12-hour run. Our findings show that crash-
triggering states, although considered natural by the tested MDP
environments, have distinct neuron activation patterns compared
with normal states across all examined models. We interpret that
MDPFuzzer can efficiently cover the models’ corner internal logics.
Further, we rely on the uncovered distinct neuron activation pat-
terns to harden models, achieving a promising abnormal behaviors
detection performance (over 0.78 AUC-ROC). We also repair the
models using the findings of MDPFuzzer to notably increase their
robustness (eliminating 79% of crashes) without scarifying accuracy.
In summary, our contributions are as follows:

• This paper, for the first time, proposes a practical and effective
fuzz testing framework particularly for models solving MDPs in
blackbox settings.
• MDPFuzzer makes several practical design considerations. To
accelerate fuzzing and reduce the high testing cost, MDPFuzzer
incorporates a set of design principles and optimizations derived
from properties of MDPs.
• Our large-scale evaluation of five SOTA models subsumes differ-
ent practical and security-critical scenarios. Under all conditions,
MDPFuzzer detects a substantial number of crashes-triggering
state sequences.We further employ findings of MDPFuzzer to de-
velop an abnormal behaviors detector and also repair the models,
making them far more resilient.

2 PRELIMINARY

Markov Decision Process (MDP). AnMDP is a discrete-time sto-
chastic control process used to model sequential decision-making
problems [5], which comprises states 𝑆 , actions𝐴, rewards 𝑅, policy
𝜋 , and transitions𝑇 . It is thus represented as a tuple < 𝑆,𝐴,𝑇 , 𝑅, 𝜋 >.
A decision-making agent interacts with the environment at each
timestep, 𝑡 = 0, 1, 2, · · · , as shown in Fig. 1. At timestep 𝑡 , the envi-
ronment is in some state 𝑠𝑡 ∈ 𝑆 , and the agent chooses an action
𝑎𝑡 ∈ 𝐴 based on its policy 𝜋 . When the action is taken, 𝑇 transfers
the environment to the next state. The agent receives an immediate
reward computed by 𝑅 from the environment.

States 𝑆 . 𝑆 is a set of states, and it’s also called the state space.
It can be discrete or continuous. The state 𝑠𝑡 ∈ 𝑆 describes the
observations of the decision-making agent at timestep 𝑡 .

Actions 𝐴.𝐴 is a set of actions that an agent can take, also called
the action space, which can be discrete or continuous.

Figure 1: Agent-environment interaction in MDPs.

Transitions 𝑇 . 𝑇 is the state transition function 𝑠𝑡+1 = 𝑇 (𝑠𝑡 , 𝑎𝑡 ).
The state of the MDP is 𝑠𝑡 at timestep 𝑡 , and the agent takes action
𝑎𝑡 . The MDP will step into the next state 𝑠𝑡+1 according to 𝑇 .

Rewards 𝑅. 𝑅 defines the immediate reward, which is also known
as the “reinforcement.” At state 𝑠𝑡 , the agent receives immediate
reward 𝑟𝑡 = 𝑅(𝑠𝑡 , 𝑎𝑡 ) by taking action 𝑎𝑡 .

Policy 𝜋 . 𝜋 is the agent’s policy. 𝜋 (𝑎 |𝑠𝑡 ) is the probability distri-
bution over possible actions. It estimates the cumulative rewards
of taking action 𝑎𝑡 at state 𝑠𝑡 . A deterministic agent will take the
action that maximizes the estimated rewards according to its pol-
icy, i.e., the action with the highest probability given by 𝜋 (𝑎 |𝑠𝑡 ).
Meanwhile, a stochastic agent will take an action according to the
actions’ probability distribution over all actions given by 𝜋 (𝑎 |𝑠𝑡 ).

Markov property. We present the formal definition of Markov
property in Definition 1. Markov property forms the basis of an im-
portant and unique optimization opportunity taken byMDPFuzzer,
as discussed in Sec. 5.2. The Markov property shows that the prob-
ability (𝑃𝑟 ) of moving to the next state 𝑠𝑡+1 in an MDP depends
solely on the present state 𝑠𝑡 and not on the previous states.

Definition 1 (Markov property). The sequence of the states in MDP
is a Markov chain, which has the following Markov property:

𝑃𝑟 (𝑆𝑡+1 = 𝑠𝑡+1 |𝑆𝑡 = 𝑠𝑡 , · · · , 𝑆0 = 𝑠0) = 𝑃𝑟 (𝑆𝑡+1 = 𝑠𝑡+1 |𝑆𝑡 = 𝑠𝑡 )

Models Solving MDPs. To date, neural models are often used to
form the agent policy 𝜋 in Fig. 1. They can thus solve sequential
decision-making problems by modeling them as MDPs and obtain-
ing the (nearly-)optimal policies. We now review four cutting-edge
models, whose performance is close to or even better than humans.

Deep Neural Network (DNN). The supervised DNNs train an
agent model to predict the best action 𝑎𝑡 at the present state 𝑠𝑡 . It as-
sumes that the present action 𝑎𝑡 is solely determined by the current
state 𝑠𝑡 , and states before 𝑠𝑡 have no influence. With enough manu-
ally labeled data, DNNs can model an agent policy even close to the
optimal policy 𝜋∗. This technique has been used in autonomous
driving systems developed by NVIDIA [16, 17] and DNN-based
variant of ACAS Xu [46] with impressive results.

Reinforcement Learning (RL). Supervised DNNs often require a
significant amount of labeled data. Data labeling needs considerable
human effort, which is unrealistic in many real-world situations. RL
does not require labeled data. Instead, it uses reward functions in
MDPs to guide the agent model in estimating the cumulative reward.
A3C [61], DDPG [54], DQN [62], PPO [72], TQC [52], and other
RL algorithms have emerged with impressive performance. These
algorithms have been deployed in complex scenarios like Go [74],
video games [14], and robot control [49], and their performance
has been superior to that of humans.
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Figure 2: Inconsistencies focused by prior DNN testing do not always result in severe states in models solving MDPs.

Imitation Learning (IL) [44]. RL does not require a substantial
amount of labeled data. However, defining reward functions might
be tricky in some cases. IL comes in handy when it is easier for
an expert to demonstrate the desired behavior than designing an
explicit reward function. The MDP is the main component of IL,
and the reward function 𝑅 is unknown to the agent. The IL agent
can either learn the expert’s policy or estimate the reward function
by monitoring the expert’s trajectories, which are sequences of
states and actions 𝜏 = (𝑠0, 𝑎0, 𝑠1, 𝑎1, · · · ). Waymo uses IL to learn
an urban driving policy from human drivers [11].

Multi-agent Reinforcement Learning (MARL) [18]. MARL pro-
vides solutions for scenarios with multiple agents. In most cases,
both the state and the reward received by each agent are influenced
by the joint actions of all agents. Agents can cooperate to solve
a problem, with the overall goal being to maximize the average
cumulative rewards of all agents. The global cooperative optimum
is a Nash equilibrium [66]. The agents can also compete with one
another, resulting in a zero-sum Markov game. MARL has been
used to train agents in video games [82] and traffic control [69, 85].

3 RELATEDWORK

Existingworks have laid a solid foundation in testingDNNs [93].We
review these works from three aspects to present a self-contained
paper and motivate the design of MDPFuzzer.
Target DNNs. Recurrent neural networks (RNNs) and feedforward
neural networks (FNNs) are two representative types of DNNs.
Given the wide adoption of FNNs in computer vision (CV), most
existing works test FNNs have examined the accuracy of FNN-based
image classifiers and their applications, such as autonomous driving
systems [30, 63, 68, 77, 84, 94]. In addition to CV models, natural
language processing (NLP) models and their critical applications
in machine translation have also been tested [19, 41, 42, 76]. We
also notice recent works on testing RNNs and RL models [28, 29,
40, 45, 80].MDPFuzzer tests FNNs, RL, IL, and MARL models for
solving MDPs, where existing efforts in testing FNNs and RNNs
are not applicable, as will be discussed in Sec. 4.
Testing Oracle and Testing Criteria. Constructing proper ora-
cles has long been difficult for testing DNNs [93]. Metamorphic

or differential testing has been used extensively to overcome the
difficulty of explicitly establishing testing oracles [24, 68, 73, 84].
Consequently, DNNs are considered incorrect if they produce in-
consistent results. However, Sec. 4 shows that “inconsistency” does
not always lead to model anomalies. For instance, an autonomous
driving model can easily recover from steering driftings. Regarding
testing criteria selection, whitebox DNN testing relies on a wide
range of coverage criteria [56, 64, 68, 75]. In contrast, blackbox
testing may use evolutionary algorithms or other heuristics to de-
termine test input quality [89]. Sec. 4 introduces MDPFuzzer’s
statistics-based methods for evaluating and prioritizing test inputs.
InputMutation. Previous works testing CVmodels use pixel-level
mutations [68], weather filters [94], and affine transformations [77]
for semantics-preserving changes on images. For natural language
text, existing works often use pre-defined templates to generate
linguistically coherent text [36, 41, 57, 79]. DNN models typically
process each input separately. Models solving MDPs, however, con-
stantly respond to a series of states, e.g., an autonomous driving
model makes decisions about each driving scene frame captured
by its camera. Changing arbitrary frames may destroy inter-state
coherence; see MDPFuzzer’s solution in Sec. 4.

4 TESTING DNN MODELS SOLVING MDPS

This section describes the challenges that previous DNN testing
works face when testing models solving MDPs. Accordingly, we
introduce several design considerations of MDPFuzzer.
Testing Oracles. Nearly all DNN testing works create testing or-
acles by checking prediction consistency, as reviewed in Sec. 3.
However, such a testing oracle is overly strict when it comes to
testing models solving MDPs. Consider Fig. 2, which depicts the
behavior of the SOTA RL model [78] that won Camera Only track
of the CARLA challenge [2]. We establish an autonomous driving
scenario where the RL model decides the steer angles and speed per
frame. Fig. 2a shows the RL model’s reaction to six frames. Then,
we create an “inconsistent” driving behavior, at 𝑡 = 2𝑠 , by com-
pelling the RL model to change its decision from virtually straight
(0.02) to turning right (0.5). Existing works [77, 94] would consider
such “inconsistent” driving behavior erroneous. However, as seen
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Table 1: Crash feasiblity when the RLmodel yields multiple

inconsistent decisions.

Inconsistent decision ratio 1% 5% 10% 25% 50%
Crash feasibility 0% 1.5% 2.3% 6.0% 11.5%

in Fig. 2b, the RL-controlled vehicle quickly returns to its normal
state in the following frames, with steer approaching zero.

A well-trained model for solving MDPs (e.g., a robot controller)
can frequently meet and recover from short-term inconsistencies.
Inconsistent predictions do not always lead to abnormal or danger-
ous states. We thus present the following argument:

Real-world models for solving MDPs can quickly recover from
“inconsistent” predictions. It is demanding to form oracles over
concrete and severe abnormal states, such as collisions in air-
plane control or autonomous driving models.

Table 1 reports the relations between the ratio of inconsistent
RL-model decisions in one autonomous driving run and the aver-
age feasibility of collisions (i.e., “Crash feasibility”). We run the
autonomous driving model for 1,000 runs with randomly selected
initial states. Each run stops at 𝑡 = 10𝑠 , thus generating 100 frames
(10 fps). We randomly select several frames and change the RL-
controlled vehicle in those frames by compelling their steering
to either left most or right most (which rarely occur in normal
driving). We find that when the RL-controlled vehicle in a single
frame is mutated, equivalent to the 1% inconsistent decision ratio
of Table 1, it cannot result in a collision across all 1,000 runs, and
the vehicle recovers quickly from inconsistent decisions. The crash
feasibility increases slightly when many decisions are changed into
an inconsistent stage in a run. Even if half of the steering decisions
are changed, only 11.5% of these runs can cause vehicle collisions.
Mutating 50% of decisions induce apparently unrealistic driving
behaviors. Comparatively, MDPFuzzer uncovers 164 collisions by
only mutating the initial state without breaking the naturalness
(see Sec. 6) of the entire MDP procedure, as shown in Sec. 7.
InputMutation.Mutating arbitrary frames in anMDP can enlarge
the testing surface of the target model and potentially reveal more
defects. Mutating an intermediate frame, however, could break the
coherence of a state sequence in MDP. In Fig. 2, our tentative study
shows that by mutating the surrounding environment in the driv-
ing scene at frame 𝑡 , it is possible to influence the RL-controlled
vehicle’s decision. However, given such mutations introduce bro-
ken coherence when considering frames around 𝑡 , defects found by
mutating frame 𝑡 may not imply real-world anomaly behaviors of
autonomous driving vehicles. We thus decide to only mutate the ini-
tial state (e.g., re-arrange the environment at timestep 0), allowing
it to preserve the coherence of the entire MDP state sequence.
Existing RNN Testing. DeepStellar [28], a SOTA RNN testing
work, models the target RNN’s internal state transition using Finite
State Transducer [37] as a testing guide. However, DeepStellar
requires a bounded RNN state space with reasonable size. This
assumption does not hold for most models solving MDPs, because
the state space can often be unlimited, especially in real-world
blackbox scenarios such as autonomous driving and robot control.
Moreover, the transition functions 𝑇 in complex real-world MDP
environments are difficult, if possible, to obtain.

Existing RL Testing. There exist several works that test RL [31, 47,
50, 53, 80, 90]. [80] assumes that crash patterns in weaker RLmodels
are similar to those in more robust RL models. During the training
phase of RLmodels, crash-triggering sequences are collected to train
a classifier to predict whether a (mutated) initial state would cause
abnormal future states. This method relies heavily on historical
training data, which also limits the method’s ability to discover
new and diverse crash-triggering state sequences. [31, 47, 50, 53, 90]
adopt similar approaches to [80] to find the crash-triggering path,
but designing the scenario-specific algorithms is hard. Moreover,
the training process needs a large amount of data simulation and its
performance highly depends on the data sampling method. These
works studied a specific model/scenario, and they do not aim to
deliver a unified framework to test models solving MDPs. They
train models to predict a path reaching an unsafe state instead of
detecting numerous crashes efficiently. It is hard to adapt these
methods to uncover numerous crash-triggering sequences in MDP
scenarios, considering the high training/simulation cost. Besides,
while MDPFuzzer explores the Markov property of tested models
to largely optimize the fuzzing effiency in a principled manner, all
other works do not take Markov property into consideration.
Design Overview.MDPFuzzer is designed to evaluate blackbox
models (not merely RL) solving MDPs. MDPFuzzer requires no
training phase information (in contrast to [80]). Our testing oracle
checks abnormal and dangerous states instead of models’ inconsis-
tent behaviors (see Sec. 6 for our oracles). Moreover, we only mutate
the initial state rather than arbitrary states to generate more real-
istic scenarios. These new designs add to the complexity and cost
of testing models solving MDPs. Worse, earlier objective-oriented
generation methodologies [68], which rely on loss functions to di-
rectly synthesize corner inputs, are no longer feasible because MDP
transition functions 𝑇 are often unavailable and not differentiable.

MDPFuzzer offers a comprehensive and unified solution to all of
the issues above. It incorporates several optimizations to maintain
and prioritize initial states with greater potential to cover new
model behaviors. Our evaluation reveals promising findings when
testing different real-world models under various MDP scenarios.

Figure 3: Workflow. The “Agent Model” is the testing target.

5 DESIGN

Assumptions. Fig. 3 illustrates the workflow of MDPFuzzer. In
blackbox settings, the internal of the agentmodel (our testing target)
is not revealed to MDPFuzzer. Similarly, the MDP transition func-
tion 𝑇 and reward function 𝑅 in the environment are unavailable.
However,MDPFuzzer can collect the state sequence {𝑆𝑡 }𝑡 ∈[𝑀−1]
went through by the target model and obtain the cumulative reward
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Algorithm 1MDPFuzzer workflow
1: functionMDP(𝑆0)

⊲ ObserveFromEnv: run agent-env interaction for𝑀 steps
2: 𝑟 , {𝑆𝑡 }𝑡∈[𝑀−1] ← ObserveFromEnv(𝑆0)
3: return 𝑟 , {𝑆𝑡 }𝑡∈[𝑀−1]
4: function Fuzzing( )

⊲ 𝜏 : state sequence density threshold
5: 𝒞 ← Sampling(𝑁 ) ⊲Sample seed corpus with 𝑁 initial states
6: 𝑃𝑎𝑟𝑎𝑚𝑠𝑠 , 𝑃𝑎𝑟𝑎𝑚𝑠𝑐 ← InitDynEM() ⊲Initialize DynEM parameters
7: for 𝑆𝑖0 ∈ 𝒞 do

8: 𝐸𝑖 ← Sensitivity (𝑆𝑖0)
9: 𝑟𝑖 , {𝑆𝑖𝑡 }𝑡∈[𝑀−1] ← MDP (𝑆𝑖0)
10: 𝑝𝑖 ← Seq_density ( {𝑆𝑖𝑡 }𝑡∈[𝑀−1] , 𝑃𝑎𝑟𝑎𝑚𝑠𝑠 , 𝑃𝑎𝑟𝑎𝑚𝑠𝑐 )
11: while passed time < 12 hours do
12: Select 𝑆𝑘0 from 𝒞 with probability 𝐸𝑘/

∑𝑁
𝑖=1 𝐸𝑖

13: 𝑆
Δ,𝑘
0 ← Mutate(𝑆𝑘0 )

14: 𝑟Δ
𝑘
, {𝑆Δ,𝑘

𝑖
}𝑖∈[𝑀−1] ← MDP (𝑆Δ,𝑘

0 )
15: 𝑝Δ

𝑘
← Seq_density ( {𝑆Δ,𝑘

𝑖
}𝑖∈[𝑀−1] , 𝑃𝑎𝑟𝑎𝑚𝑠𝑠 , 𝑃𝑎𝑟𝑎𝑚𝑠𝑐 , 𝜏)

16: if 𝐶𝑟𝑎𝑠ℎ ( {𝑆Δ,𝑘
𝑖
}𝑖∈[𝑀−1] ) then ⊲Testing oracles. See Sec. 6 for details.

17: Add 𝑆Δ,𝑘
0 to ℛ

18: else if 𝑟Δ
𝑘
< 𝑟𝑘 or 𝑝Δ

𝑘
< 𝜏 then ⊲Feedback. See Sec. 5.3 for details.

19: Add 𝑆Δ,𝑘
0 to 𝒞

20: 𝐸Δ
𝑘
← Sensitivity (𝑆Δ,𝑘

0 )
21: Maintain 𝑟Δ

𝑘
, 𝐸Δ

𝑘
, 𝑝Δ

𝑘
for 𝑆Δ,𝑘

0
22: return ℛ

𝑟 from the environment.1 For instance, when testing autonomous
driving models, MDPFuzzer can collect a series of frames that
the autonomous driving model captures from the environment
and obtain the cumulative reward 𝑟 corresponding to this series.
MDPFuzzer only mutates the initial state 𝑆0 of an MDP, under the
constraint that it is still realistic after mutation. See Sec. 6 on how
mutated initial states are validated in this study.

Alg. 1 formulates the fuzz testing procedure, including key com-
ponents mentioned in Fig. 3. Fuzzing is the main entrance of Alg. 1,
which returns the set of error-triggering initial statesℛ, forcing the
target model to enter severe states (e.g., collisions in autonomous
driving models). For simplicity, we refer to such severe states as
“crashes” in this section.We summarize the functions corresponding
to the key components of Fig. 3 as follows:
• MDP : As presented in Alg. 1,MDP (line 2) starts from the initial
state 𝑆0 and observes the interaction between the target agent
model and the environment for𝑀 timesteps. It returns the state
sequence and the corresponding cumulative reward (line 3). The
length𝑀 of the state sequence is a hyper-parameter.
• Sensitivity : This function estimates the sensitivity of the tar-
get model againstMDPFuzzer’s mutations on the initial states,
which will be detailed in Sec. 5.1. A larger sensitivity indicates
that the model becomes less robust (a good indicator for test-
ing) with respect to mutated initial states. This is comparable to
estimating seed energy in software fuzzing [15, 23].
• Seq_density : This function estimates the state sequence den-
sity (i.e., “freshness”), whose details are given in Sec. 5.2. A low
sequence density indicates that the current sequence has new
patterns not covered by previously-found sequences. Note that
testers can observe state sequence in blackbox settings.

Initialization. Lines 5–10 in Alg. 1 initializes the fuzzing campaign
of MDPFuzzer. Line 5 randomly samples 𝑁 initial states in the
1 [𝑀 ] is short for {0, 1, · · · , 𝑀 } throughout this paper.

Algorithm 2 Sensitivity estimation
1: function Sensitivity(𝑆0)
2: 𝑆Δ

0 ← 𝑆0 + Δ𝑆 ⊲Δ𝑆 is a small random permutation
3: 𝑟, {𝑆𝑡 }𝑡∈[𝑀−1] ← MDP (𝑆0) , 𝑟Δ, {𝑆Δ

𝑡 }𝑡∈[𝑀−1] ← MDP (𝑆Δ
0 )

4: return

|𝑟−𝑟Δ |
| |Δ𝑆 | |2

legitimate state space of MDP to form the seed corpus 𝒞 (see Sec. 6
for details). Then, the parameters of DynEM, 𝑃𝑎𝑟𝑎𝑚𝑠𝑠 and 𝑃𝑎𝑟𝑎𝑚𝑠𝑐 ,
are initialized at line 6. These parameters will be used by Seq_-

density , as will be introduced in Sec. 5.2. We iterate each seed 𝑆𝑖0
in corpus 𝒞 and estimate its energy 𝐸𝑖 at line 8. Then, we feed 𝑆𝑖0
to the target model, receive the state sequence {𝑆𝑡 }𝑡 ∈[𝑀−1] and its
cumulative reward 𝑟𝑖 by running MDP (line 9), and compute the
sequence density 𝑝𝑖 using Seq_density .
Fuzzing. As a common setup,MDPFuzzer launches each fuzzing
campaign for 12 hours [48]. Each time (line 12) we select a seed
𝑆𝑘0 from the corpus 𝒞 with probability 𝐸𝑘∑𝑁−1

𝑖=0 𝐸𝑖
, where 𝐸𝑖 denotes

the energy (estimated by Sensitivity) of the 𝑖𝑡ℎ seed. Similar
to software fuzzing which spends more time on seeds of higher
energy [15, 92], MDPFuzzer prioritizes seeds with higher energy.

We randomly mutate a selected seed (line 13) into 𝑆Δ,𝑘0 . Seed mu-
tation is bounded in the legitimate state space of MDP to guarantee
that such initial states exist in real-world scenarios (see Sec. 6 for
details). We feed 𝑆Δ,𝑘0 toMDP , and collect the cumulative reward
𝑟Δ
𝑘
and the state sequence {𝑆Δ,𝑘

𝑖
}𝑖∈[𝑀−1] (line 14). If the new initial

state can cause a crash according to our oracle, we add it to the
crash-triggering setℛ (lines 16–17).

Inspired by software fuzzing which aims at maximizing code
coverage [48, 92], we measure the density of the covered state
sequence at line 15, which quantifies the “freshness” of the new
sequence compared with all previously covered sequences. Then,
we check whether the new cumulative reward 𝑟Δ

𝑘
is smaller than

the reward collected when using 𝑆𝑘0 , or whether the density is
lower than a threshold 𝜏 (line 18). If so, we keep 𝑆

Δ,𝑘
0 in the seed

corpus (line 19) and also maintain its associated reward, energy,
and sequence density for future comparison.

5.1 Robustness & Sensitivity

We now discuss Sensitivity , which estimates a seed’s potential
to provoke diverse behaviors of the target model. Notably, the re-
silience of the model for solving MDPs is commonly defined in
terms of their sensitivity to state permutations. Many previous
works have launched adversarial attacks by adding small permuta-
tions to the observed states of RL models [12, 51, 67, 87].

Inspired by these works, the potential of a seed, i.e., an initial
state 𝑆0, is estimated by the sensitivity of the target model w.r.t.
randomness in 𝑆0. As shown in Alg. 2, Sensitivity adds small
random permutations Δ𝑆 to an initial state 𝑆0 and then collects the
cumulative reward 𝑟Δ fromMDP . The local sensitivity of the model
at 𝑆0 can thus be estimated by |𝑟−𝑟Δ || |Δ𝑆 | |2 , where 𝑟 is the cumulative
reward without permutation.

5.2 State Sequence Density & DynEM

Seq_density in Alg. 1 guides MDPFuzzer to promptly identify
“fresh” state sequences. Software fuzzing keepsmutated seeds if new
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coverage patterns are exposed [92]. Similarly, MDPFuzzer tends
to keep a mutated initial state 𝑆Δ,𝑘0 if its induced state sequence is
distinct from previous sequences (line 18 in Alg. 1). We also argue
that neuron coverage [68], as a frequently-used criterion in testing
DNNs, is not proper to use here; see discussions in Sec. 8.
Motivation. A naive way to measure the distance between a new
state sequence and previously covered sequences is to calculate
the minimum distance between them iteratively. Table 2 compares
a naive distance-based method with Seq_density . We use the
setting of RL for CARLA assessed in Sec. 4, where the state sequence
length is 100, and each agent state’s dimension is 17. Given a new
state sequence, the distance-based method iterates all historical
sequences (“corpus size” in Table 2) for comparison. Calculating the
distance between a new sequence and all existing sequences in the
corpus takes roughly a minute when the corpus size is 1,000, which
is too costly considering that there are thousands of mutations in a
12-hour run, as will be reported in our evaluation (Sec. 7.1).
EstimatingDistancewithConstantCost.MDPFuzzer proposes
to first estimate a probability density function (pdf) with existing
state sequences. Then, comparing a new state sequence with ex-
isting sequences is recast to calculating the density of the new
sequence by the pdf obtained above. A new sequence emitting low
density indicates that it’s not covered by existing sequences.

Enabled by DynEM (introduced soon),MDPFuzzer can measure
the freshness of a new sequence with the pdf of all existing se-
quences in one run. More importantly, benefiting from the Markov
property introduced in Definition 1, we only need to estimate two
separate pdfs with much smaller input spaces than the entire se-
quence. The cost of each comparison becomes thus constant and
much lower. In reality, Seq_density only takes 0.25 seconds for
tasks benchmarked in Table 2 and does not scale with corpus size.
Recent software fuzzing [58] uses PCA-based approaches [86]; how-
ever, it is not applicable to our scenario, as discussed in Sec. 8.

The state sequence density is calculated in function Seq_density
of Alg. 3. Overall, we estimate 𝑃𝑟 (𝑆𝑡 ) and 𝑃𝑟 (𝑆𝑡+1, 𝑆𝑡 ) as shown in
the following joint pdf of a state sequence:

𝑃𝑟 ( {𝑆𝑡 }𝑡∈[𝑀 ] ) = 𝑃𝑟 (𝑆𝑀 , · · · , 𝑆0) = 𝑃𝑟 (𝑆0)
𝑀−1∏
𝑡=0

𝑃𝑟 (𝑆𝑡+1 |𝑆𝑡 ) = 𝑃𝑟 (𝑆0)
𝑀−1∏
𝑡=0

𝑃𝑟 (𝑆𝑡+1, 𝑆𝑡 )
𝑃𝑟 (𝑆𝑡 )

(1)

Aligned with the convention [13, 32, 43] in machine learning,
we use Gaussian mixture models (GMMs) [60] to estimate the pdfs,
given that GMMs can estimate any smooth density distribution [39].
Then, Eq. 1 is re-written in the following form:

𝑃𝑟 ( {𝑆𝑡 }𝑡∈[𝑀 ] ) = 𝐺𝑀𝑀𝑠 (𝑆0)
𝑀−1∏
𝑡=0

𝐺𝑀𝑀𝑐 (𝑆𝑡+1 | |𝑆𝑡 )
𝐺𝑀𝑀𝑠 (𝑆𝑡 )

= (
𝒦−1∑︁
𝑘=0

𝜙𝑠
𝑘
𝒩 (𝑆0 | `𝑠𝑘 , Σ

𝑠
𝑘
))

𝑀−1∏
𝑡=0

∑𝒦−1
𝑘=0 𝜙𝑐

𝑘
𝒩 (𝑆𝑡+1 | |𝑆𝑡 | `𝑐𝑘 , Σ

𝑐
𝑘
)∑𝒦−1

𝑘=0 𝜙𝑠
𝑘
𝒩 (𝑆𝑡 | `𝑠𝑘 , Σ

𝑠
𝑘
)

(2)

, where 𝒩 is the pdf of Gaussian distribution, {𝜙𝑠
𝑘
, `𝑠

𝑘
, Σ𝑠

𝑘
}𝑘∈[𝒦−1]

are parameters of the GMM estimating single state pdf 𝑃𝑟 (𝑆𝑡 ), 𝑠 in
the superscript denotes “single,” {𝜙𝑐

𝑘
, `𝑐

𝑘
, Σ𝑐

𝑘
}𝑘∈[𝒦−1] are parame-

ters of the GMM estimating concatenated states pdf 𝑃𝑟 (𝑆𝑡+1, 𝑆𝑡 ),
and 𝑐 denotes “concatenated.” Eq. 2 forms the basis of Seq_density
as shown in Alg. 3. To calculate Seq_density , we only need the pa-
rameters of the two GMMs: {𝜙𝑠

𝑘
, `𝑠

𝑘
, Σ𝑠

𝑘
, 𝜙𝑐

𝑘
, `𝑐

𝑘
, Σ𝑐

𝑘
}𝑘∈[𝒦−1] in Eq. 2

so far. We develop DynEM to estimate these parameters efficiently
from the state sequencesMDPFuzzer has covered.

Table 2: Cost of distance-based method and Seq_density .

Corpus size 100 500 1,000 3,000
Processing time (sec) of distance-based method 5.31 26.10 54.19 156.87
Processing time (sec) of Seq_density 0.25

Algorithm 3 State sequence density & DynEM
1: function Update_Params({𝑤𝑘 }𝑘∈[𝒦−1] , 𝑋 , 𝑃𝑎𝑟𝑎𝑚𝑠)

⊲ 𝛾 : update weight parameter
2: {𝒢𝑘

0 ,𝒢
𝑘
1 ,𝒢

𝑘
2 }𝑘∈[𝒦−1] ← 𝑃𝑎𝑟𝑎𝑚𝑠

3: {𝒢𝑘
0 }𝑘∈[𝒦−1] ← {𝛾𝑤𝑠

𝑘
+ (1 − 𝛾 )𝒢𝑘

0 }𝑘∈[𝒦−1]
4: {𝒢𝑘

1 }𝑘∈[𝒦−1] ← {𝛾𝑤𝑠
𝑘
𝑋 + (1 − 𝛾 )𝒢𝑘

1 }𝑘∈[𝒦−1]
5: {𝒢𝑘

2 }𝑘∈[𝒦−1] ← {𝛾𝑤𝑠
𝑘
𝑋𝑋𝑇 + (1 − 𝛾 )𝒢𝑘

2 }𝑘∈[𝒦−1]
6: return {𝒢𝑘

0 ,𝒢
𝑘
1 ,𝒢

𝑘
2 }𝑘∈[𝒦−1]

7: function DynEM({𝑆𝑡 }𝑡∈[𝑀−1] , 𝑃𝑎𝑟𝑎𝑚𝑠𝑠 , 𝑃𝑎𝑟𝑎𝑚𝑠𝑐 )
8: {𝜙𝑠

𝑘
, `𝑠

𝑘
, Σ𝑠

𝑘
}𝑘∈[𝒦−1] ← Get_GMM_params(𝑃𝑎𝑟𝑎𝑚𝑠𝑠 )

9: {𝜙𝑐
𝑘
, `𝑐

𝑘
, Σ𝑐

𝑘
}𝑘∈[𝒦−1] ← Get_GMM_params(𝑃𝑎𝑟𝑎𝑚𝑠𝑐 )

10: for 𝑆𝑡 ∈ {𝑆𝑡 }𝑡∈[𝑀−1] do
11: {𝑤𝑠

𝑘
}𝑘∈[𝒦−1] ← {𝜙𝑠

𝑘
𝒩 (𝑆𝑡 | `𝑠𝑘 , Σ

𝑠
𝑘
) }𝑘∈[𝒦−1]

12: 𝑃𝑎𝑟𝑎𝑚𝑠𝑠 ← Update_Params ( {𝑤𝑠
𝑘
}𝑘∈[𝒦−1] , 𝑆𝑡 , 𝑃𝑎𝑟𝑎𝑚𝑠𝑠 )

13: for 𝑆𝑡 | |𝑆𝑡+1 ∈ {𝑆𝑡 | |𝑆𝑡+1 }𝑡∈[𝑀−2] do
14: {𝑤𝑐

𝑘
}𝑘∈[𝒦−1] ← {𝜙𝑐

𝑘
𝒩 (𝑆𝑡 | |𝑆𝑡+1 | `𝑐𝑘 , Σ

𝑐
𝑘
) }𝑘∈[𝒦−1]

15: 𝑃𝑎𝑟𝑎𝑚𝑠𝑐 ← Update_Params ( {𝑤𝑐
𝑘
}𝑘∈[𝒦−1] , 𝑆𝑡 | |𝑆𝑡+1, 𝑃𝑎𝑟𝑎𝑚𝑠𝑐 )

16: return 𝑃𝑎𝑟𝑎𝑚𝑠𝑠 , 𝑃𝑎𝑟𝑎𝑚𝑠𝑐

17: function Seq_density({𝑆𝑡 }𝑡∈[𝑀−1] , 𝑃𝑎𝑟𝑎𝑚𝑠𝑠 , 𝑃𝑎𝑟𝑎𝑚𝑠𝑐 , 𝜏 )
⊲ Get_GMM_params: get GMM parameters from 𝑃𝑎𝑟𝑎𝑚𝑠𝑠 or 𝑃𝑎𝑟𝑎𝑚𝑠𝑐

18: {𝜙𝑠
𝑘
, `𝑠

𝑘
, Σ𝑠

𝑘
}𝑘∈[𝒦−1] ← Get_GMM_params(𝑃𝑎𝑟𝑎𝑚𝑠𝑠 )

19: {𝜙𝑐
𝑘
, `𝑐

𝑘
, Σ𝑐

𝑘
}𝑘∈[𝒦−1] ← Get_GMM_params(𝑃𝑎𝑟𝑎𝑚𝑠𝑐 )

20: for 𝑡 ∈ [𝑀 − 2] do
21: 𝑝 (𝑆𝑡 ) ←

∑𝒦−1
𝑘=0 𝜙𝑠

𝑘
𝒩 (𝑆𝑡 | `𝑠𝑘 , Σ

𝑠
𝑘
)

22: 𝑝 (𝑆𝑡 , 𝑆𝑡+1) ←
∑𝒦−1

𝑘=0 𝜙𝑐
𝑘
𝒩 (𝑆𝑡 | |𝑆𝑡+1 | `𝑐𝑘 , Σ

𝑐
𝑘
)

23: 𝑝 ← 𝑝 (𝑆0) ×
∏𝑀−2

𝑡=0
𝑝 (𝑆𝑡 ,𝑆𝑡+1 )

𝑝 (𝑆𝑡 )
24: if 𝑝 < 𝜏 then

25: 𝑃𝑎𝑟𝑎𝑚𝑠𝑠 , 𝑃𝑎𝑟𝑎𝑚𝑠𝑐 ← DynEM ( {𝑆𝑡 }𝑡∈[𝑀−1] , 𝑃𝑎𝑟𝑎𝑚𝑠𝑠 , 𝑃𝑎𝑟𝑎𝑚𝑠𝑐 )
26: return 𝑝

DynEM. Unlike expectation-maximization (EM) [26], which re-
computes the estimation whenever the seed corpus is updated,
DynEM in Alg. 3 estimates the GMM parameters in an online and
incremental manner. Thus, DynEM greatly reduces the computa-
tion cost of EM while achieving the asymptotic equivalence to the
EM algorithm [20]. We adopt the ideas proposed in the online EM
algorithm [20] and extend it to estimate the parameters of GMMs.
Instead of calculating the parameters of GMMs directly, DynEM
updates the complete and sufficient (C-S) statistics every timeMDP-
Fuzzer finds a new state sequence. The C-S statistics contain all the
information of the GMMs’ parameters, which is defined as follows:

Definition 2 (C-S Statistics of Gaussian distribution). Statistic 𝐻
is complete and sufficient for some pdf parameterized by \ , if 𝐻 isn’t
missing any information about \ and doesn’t provide any irrelevant
information. Such C-S statistic of Gaussian distribution is (𝑋, Σ̂),
where𝑋 = 1

𝑛

∑𝑛−1
𝑖=0 𝑋𝑖 , Σ̂ = 1

𝑛

∑𝑛−1
𝑖=0 (𝑋𝑖−𝑋 ) (𝑋𝑖−𝑋 )𝑇 = 𝑋𝑋𝑇 −𝑋𝑋𝑇 ,

and 𝑛 is the size of the dataset used to estimate the distribution.

Thus, to estimate the parameters of the pdf, we only need its cor-
responding C-S statistics. The parameters of the pdf can be directly
derived by the function Get_GMM_params. Hence, when MDP-
Fuzzer finds a new state sequence, the C-S statistics are updated
in Update_params, which, consequently, updates the parameters
of GMMs.
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Figure 4: Illustration of DynEM.

Before fuzzing, the parameters of DynEM are randomly ini-
tialized. When a new state sequence {𝑆𝑡 }𝑡 ∈[𝑀 ] is found byMDP-
Fuzzer, its sequence density 𝑝 is calculated following Eq. 2 (lines
18–23 in Alg. 3). If its density 𝑝 is smaller than the threshold 𝜏 ,
meaning we find a “fresh” sequence, then we use DynEM to up-
date its parameters (lines 24–25 in Alg. 3). At lines 10–11 and lines
13–14 in Alg. 3, for each single state 𝑆𝑡 and each concatenation
𝑆𝑡+1 | |𝑆𝑡 , we calculate the probability densities given by the𝒦Gauss-
ian components in GMM. They are represented by {𝑤𝑠

𝑘
}𝑘∈[𝒦−1]

and {𝑤𝑐
𝑘
}𝑘∈[𝒦−1] , respectively, where 𝑘 denotes the 𝑘𝑡ℎ compo-

nent. Then, at line 12 and line 15 in Alg. 3, with the densities of the
𝒦 components and the current input 𝑆𝑡 or 𝑆𝑡+1 | |𝑆𝑡 of the GMM,
the parameters 𝑃𝑎𝑟𝑎𝑚𝑠𝑠 and 𝑃𝑎𝑟𝑎𝑚𝑠𝑐 of DynEM are updated by a
factor 𝛾 in Update_Params.

The parameters of DynEM maintain three groups of statistics.
The first is the weight parameters 𝜙𝑘 in GMMs. The second is C-S
statistic 𝑋 , where 𝑆𝑡 is for 𝑃𝑎𝑟𝑎𝑚𝑠𝑠 and 𝑆𝑡 | |𝑆𝑡−1 is for 𝑃𝑎𝑟𝑎𝑚𝑠𝑐 .
The last is C-S statistic 𝑋𝑋𝑇 , where 𝑆𝑡𝑆𝑡

𝑇 is for 𝑃𝑎𝑟𝑎𝑚𝑠𝑠 and
(𝑆𝑡 | |𝑆𝑡−1) (𝑆𝑡 | |𝑆𝑡−1)𝑇 is for 𝑃𝑎𝑟𝑎𝑚𝑠𝑐 .

5.3 Feedback Derived from Density & Reward

The fuzzing feedback is derived from the state sequence density
and cumulative reward. This corresponds to line 18 in Alg. 1.
Density. Fig. 4 illustrates the use of density to guide fuzzing. When
MDPFuzzer finds a new state sequence (the red dot in Fig. 4), we
compute the sequence density (𝑝 = 0.008; line 15 in Alg. 1), which is
lower than the threshold 𝜏 = 0.01. The mutated initial state is then
added to the corpus (line 19 in Alg. 1), and DynEM also updates its
parameters. Following this update (Fig. 4b), the newly-discovered
sequence density increases to 𝑝 = 0.048. In the future, similar
sequences will have densities of approximately 𝑝 = 0.048 (greater
than 𝜏), and they will not be added to the corpus unless they can
reduce the cumulative reward (see below). When DynEM is fed
with the new sequence, the estimated sequence density distribution
becomes increasingly wider, e.g., comparing the covered area by
the distribution in Fig. 4b with that in Fig. 4a. This reflects that
MDPFuzzer gradually discovers new state sequences that can occur
in MDP. The efficiency of this guidance is evaluated in Sec. 7.2.
Cumulative Reward.MDPFuzzer is also guided by cumulative re-
wards. Typically, when a model is trained for solving MDPs, reward
functions are needed to maximize the state sequences’ cumulative
rewards. For example, autonomous driving models are penalized,
with small (negative) rewards, if they collide, run red lights, violate
the speed limit, or commit other infractions. Models are rewarded

positively if they follow the scheduled routine and move towards
the destination. We use the cumulative reward to quantify the tar-
get model’s behavior. A low cumulative reward suggests a high
risk of catastrophic failures. MDPFuzzer prioritizes mutated initial
states that can reduce the cumulative rewards. Particularly, let an
initial state 𝑆Δ,𝑘0 be mutated from 𝑆𝑘0 , we retain 𝑆

Δ,𝑘
0 in the seed

corpus if the new state sequence starting from 𝑆
Δ,𝑘
0 induces a lower

cumulative reward than that of 𝑆𝑘0 (line 18 in Alg. 1).

6 IMPLEMENTATION

MDPFuzzer is written in Pythonwith approximately 1K LOC. It can
be integrated to test different models solving MDPs. We use Scipy
(ver. 1.6) and NumPy (ver. 1.19) for GMM and DynEM calculation.
We run all tested models on PyTorch (ver. 1.8.0). Given an initial
state 𝑆0,MDP in Alg. 1 measures𝑀 sequential states, and we set
adequately large 𝑀 for different models. In short, if the agent’s
states change rapidly, we may use a smaller 𝑀 , and vice versa.
Table 3 reports𝑀 (“#Frames”) for each setting. Users can increase
𝑀 to stress particularly robust models. Each fuzzing campaign
takes 12 hours, as a standard setting [48]. Before that, we randomly
sample for two hours to create the initial seed corpus (lines 5–10
in Alg. 1). Experiments are launched on a machine with one AMD
Ryzen CPU, 256GB RAM, and one Nvidia GeForce RTX 3090 GPU.
Hyperparameters. The number of GMM components𝒦 is 10. We
argue that higher 𝒦 improves estimating GMM distributions but
requires more computing resources. For estimation performance
and computing cost, 𝒦 = 10 appears to be optimal. The sequence
density threshold of updating parameters is set to 𝜏 = 0.01. The
update weight parameter is set to 𝛾 = 0.01 in DynEM.
Target Models and Environments. CARLA [27] is a popular au-
tonomous driving simulator. MDPFuzzer tests SOTA RL and IL
models [22, 78] in CARLA. The RL model won the Camera Only
track of the CARLA competition [2], and the IL model is currently
ranked #1 in the CARLA leaderboard [3]. They determine steering
and acceleration using images collected by the vehicle’s camera
as inputs. ACAS Xu [59] is a collision avoidance system for air-
planes. In this work, we focus on the DNN-based variant of ACAS
Xu [46], which has promising performance and much less memory
requirement than the original ACAS Xu. It is also well-studied by
existing DNN verification works [83]. The DNN-based ACAS Xu
uses 45 distinct neural networks to predict the best actions, such
as clear of conflict, weak/strong left and right turns. Cooperative
Navigation (Coop Navi) [55] is an OpenAI-created environment
for MARL. Coop Navi requires agents to cooperate to reach a set
of landmarks without colliding. We use OpenAI’s release code to
train the model to the performance stated in their article [55]. The
MARL models use each agent’s position and target landmarks to
decide their actions (e.g., moving direction and speed). Another
RL model is for the OpenAI Gym BipedalWalker environment [52].
In BipedalWalker, the agent attempts to walk through grasslands,
steps, pits, and stumps. We use the publicly available TQC [52]
model from the well-known stablebaseline3 repository [70], which
takes a 24-dimension state as input and predicts the speed for each
leg based on body angle, leg angles, speed, and lidar data.
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Testing Oracles. For RL and IL models in CARLA, our oracle exam-
ines whether the model-controlled vehicle collides with other vehi-
cles or buildings. For DNN-based ACAS Xu, our oracle checks colli-
sions of the DNN-controlled airplane with other airplanes. For Coop
Navi, our oracle checks collisions between MARL-controlled agents.
For BipedalWalker, our oracle checks whether the RL-controlled
walking agent falls. We refer to these abnormal states examined by
the oracles as “crashes” in evaluation for simplicity.
MDP Initial State Sampling, Mutation, and Validation. As
aforementioned, the initial states of MDPs (e.g., the positions of
all participants) serve the test inputs. MDPFuzzer samples (line
5 in Alg. 1) and mutates (line 13) MDP initial states. In CARLA,
we change the initial positions and angles of all 100 vehicles, in-
cluding the model-controlled vehicle. CARLA validates and rejects
“abnormal” initial states. We confirm that all mutated initial states
passed its validation. In DNN-based ACAS Xu, we mutate the initial
positions and speeds of the model-controlled and the other plane.
Moreover, we bound the maximal speed of all airplanes below 1,100
ft/sec, which is within the range of normal speed that a plane can
reach in DNN-based ACAS Xu. In Coop Navi, we mutate the initial
positions of the three agents controlled by MARL. These initial
positions prevent agents from colliding, and their initial speeds
are 0. In BipedalWalker, we modify the environment’s ground by
mutating the sequence of the ground type the agent meets, e.g.,
in “flat, · · · , stairs, flat, stump, · · · ”, the first 20 frames are “flat” to
ensure that the agent does not fail initially; we then place a “flat”
between two hurdles such that the agent can pass the obstacles
when taking optimal actions.

7 EVALUATION

In this section, we look into the following research questions. RQ1:
CanMDPFuzzer efficiently find crash-triggering state sequences
from multiple SOTA models that solve MDPs in varied scenarios?
RQ2: Can MDPFuzzer be efficiently guided using the state se-
quence density, and can it cover more state sequences than using
cumulative reward-based guidance alone? RQ3: What are the char-
acteristics and implications of crash-triggering states? RQ4: Can
we use MDPFuzzer’s findings to enhance the models’ robustness?

7.1 RQ1: Performance on Finding Crashes

We use the settings described in Sec. 6. Table 3 summarizes the
findings of fuzzing each model. Overall, MDPFuzzer detects a sig-
nificant number of crashes from all test cases. Within the 12-hour
fuzzing, MDPFuzzer generates more mutated initial states for the
DNN-based ACAS Xu and Coop Navi cases. This is because the
agents take less time to interact with the environments in these
two cases; see the processing time evaluation below. Fig. 5 reports
a crash found byMDPFuzzer on the RL model used for the CARLA
autonomous driving scenario. At timestep 𝑡 = 0𝑠 (our mutated
initial state), the speed of the agent vehicle (the black car in the
middle of Fig. 5) is 0, and it has no collisions with any other vehicles
or buildings. During timesteps 𝑡 = 1 ∼ 5𝑠 , we observe that the RL
model accelerates the vehicle without adjusting its steering. Hence,
instead of turning left or moving in reverse, the vehicle hits the
fence when 𝑡 = 5𝑠 . Overall, MDPFuzzer can consistently reveal de-
fects of models solving MDPs despite that they have different model

Table 3: Result overview

Model MDP Scenario #Frames #Mutations #Crashes

RL CARLA autonomous driving 100 3,587 164
DNN DNN-based ACAS Xu aircraft collision avoidance 100 161,628 136
IL CARLA autonomous driving 200 3,160 89

MARL Coop Navi game 100 530,805 80
RL BipedalWalker game 300 6,695 129

paradigms or under distinct scenarios. We view this illustrates the
strength and generalization of MDPFuzzer. On the other hand,
previous works have rarely focused on or systematically tested
these models. Ignoring their potential defects will likely result in
fatal incidents in real-world autonomous driving, airplane control,
and robot control systems.

We also report the time spent on each model in Fig. 6.2 In most
cases, the target model computation and the interaction between
the agent and the environment occupy most of the fuzzing duration.
MDPFuzzer only introduces a small overhead, considering that the
interaction procedure in complex MDPs is very time-consuming.
Unlike other systems, DNN-based ACAS Xu and Coop Navi are
simpler and do not consider real-world physical effects. Therefore,
these two systems can be accelerated, where one second in the
real-world only requires approximately 6.36 ms and 23.97 ms in
the DNN-based ACAS Xu (Simulate) and Coop Navi (Simulate)
systems, respectively. We accordingly set up these two simulation
systems and re-run 12-hour fuzzing, whose results are also reported
in Fig. 6. As expected, more computational resources are allocated
to MDPFuzzer. In sum, we deem that the cost of MDPFuzzer is
reasonable, especially when testing models solving complex MDPs.
We also encourage users to configure their target environment in
the “simulation” mode whenever possible to leave MDPFuzzer
more time for fuzzing.

Answer to RQ1: MDPFuzzer can efficiently find crash-
triggering state sequences on different models solving MDPs
with modest computational overhead.

7.2 RQ2: Efficiency & State Coverage

Setup. We use the same setting as that used in Sec. 7.1, and we
compare the performance of MDPFuzzer with and without the
guidance of state sequence density computed by Seq_density .
We run fuzz testing with these two versions of MDPFuzzer on the
modelsmentioned in Sec. 6 for 12 hours. Aswementioned in Sec. 5.2,
the GMMs and DynEM are used to estimate the state sequence
density. Thus, we can compare the covered areas of the two fuzzers
by visualizing the distributions of their estimated GMMs.
Results. As shown in Fig. 7, we use the dashed lines to represent
#crashes without the sequence density guidance. That is, MDP-
Fuzzer is only guided by the cumulative reward (line 18 of Alg. 1).
We observe that with the same initial seed corpus whenMDPFuzzer
is not guided by the sequence density, #crashes (dashed lines) is
much smaller than when it is guided by both the cumulative re-
wards and sequence density (solid lines). We view this comparison
as strong evidence to show the usefulness of sequence density.

When testing the DNN models of DNN-based ACAS Xu, we
observe that during the first four hours, the performance of the

2For simplicity, we refer to the DNN-based variant of ACAS Xu as DNN-ACAS in the
rest of this paper.
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Figure 5: Crash triggering sequence found byMDPFuzzer.

two setups is close because DNN-based ACAS Xu is simpler than
other scenarios, and its model’s input dimension is small (only
5). Furthermore, we find that many crashes in DNN-based ACAS
Xu occur because of certain “dangerous” initial states, where two
airplanes, when not turning ahead, will inevitably collide in the
future. By using these initial states,MDPFuzzer can find crashes
even when not using sequence density. However, after four hours,
MDPFuzzer can hardly find any new crashes, without the sequence
density guidance. It terminates soon since it runs out of seeds
without increasing any cumulative rewards. In contrast, with the
sequence density guidance,MDPFuzzer can proceed further and
find 37 more crashes in the following eight hours. Given that the
initial seed corpus for both settings is the same, we deem it efficient
to use the state sequence density to guideMDPFuzzer in testing
the DNN models of DNN-based ACAS Xu.

We use GMMs and DynEM to estimate the distributions of the se-
quencesMDPFuzzer has found, whose rationality has been demon-
strated in Sec. 5.2. We visualize the GMMs estimated when testing
the RL model for CARLA in Fig. 8, where Fig. 8a and Fig. 8b illus-
trate the estimated distributions for MDPFuzzer without and with
the state sequence density guidance, respectively. We project the 𝑋
and 𝑌 axes to the same scale to compare the covered areas fairly.
Comparing the space covered by these two distributions, we con-
clude that the guidance of state sequence density helpsMDPFuzzer
cover a larger state sequence space. Thus, state sequence density
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Figure 8: State coverage w/o and w/ density guidance.

guidance can boost the efficiency of MDPFuzzer in progressively
finding diverse state sequences.

Answer to RQ2: The state sequence density enhances the ef-
ficiency of MDPFuzzer in finding crashes, helpsMDPFuzzer
explore diverse state sequences more efficiently, and enables
MDPFuzzer to cover a larger space of state sequences.

7.3 RQ3: Root Cause Analysis

Setup. Inspired by contemporary DNN testing criteria [56, 64, 68,
88], we characterize crash-triggering states by measuring their
induced neuron activation patterns in all tested models. In this step,
we take a common approach to use t-SNE [81] to reduce dimensions
and visualize the distributions of activated neurons.
Results. Fig. 9 visualizes and compares the states’ neuron activa-
tions of the target models. We plot the activation patterns of the
states in sequences when their initial states are crash-triggering
(red dots), normal (blue dots), and randomly-mutated (teal dots).
The neuron activations are projected to two dimensions by t-SNE.

The neuron activations of crash-triggering state sequences found
byMDPFuzzer have a clear boundary with normal and randomly
mutated sequences, which shows that the crash-triggering states
can trigger the models’ abnormal internal logics. The results are
promisingly consistent across all models of different paradigms.
Furthermore, randomly mutated states are mostly mixed with nor-
mal states, indicating that random mutation with no guidance can
hardly provoke corner case behaviors of the models solving MDPs.

In Sec. 6, we have clarified that the mutated initial states are
normal and reasonable. For instance, all mutated states can pass the
validation modules of different environments. Therefore, we argue
that the crashes found by MDPFuzzer are not due to unrealistic
states. Rather, they share similar visual appearances with normal
states and can occur in real-world scenarios. Viewing that real-
world models that solve MDPs might be under high chance of being
“vulnerable” toward these stealthy states found by MDPFuzzer,
our findings regarding their distinct neuron activation patterns is
inspiring. In particular, we envision high feasibility for hardening
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Neuron activation of CRASH seqences found by MDPFuzzer Neuron activation of NORMAL seqences Neuron activation of RANDOMLY mutated seqences

(a) RL for CARLA. (b) DL of DNN-ACAS Xu. (c) IL for CARLA. (d) MARL for Coop Navi. (e) RL for BipedalWalker.

Figure 9: Neuron activations projected by t-SNE.

real-world models solving MDPs by detecting abnormal model
logics according to their neuron activation patterns; see Sec. 7.4.

Answer to RQ3: Although crash-triggering initial states are
considered “normal” from the MDP environments’ perspec-
tive, we show inspiring findings that crash-triggering states
induce distinct neuron activation patterns. This demonstrates
that MDPFuzzer can cover the model’s corner internal log-
ics and trigger its abnormal behaviors more efficiently than
randomly mutated state sequences. This finding also reveals
exciting potentials of detecting crash-triggering states.

7.4 RQ4: Enhance Model Robustness

Setup. The findings in Sec. 7.3 inspire us to develop a cluster to
detect the models’ abnormal internal logics. We use the Mean-Shift
clustering technique [25] to distinguish between themodels’ normal
and abnormal behaviors automatically. More specifically, we first
calculate the clustering centers of normal and abnormal neuron
activations. When a new state’s model activation is observed, we
measure its distance between the normal and abnormal clusters. If
it is too far from the normal clusters, we then regard it as abnormal
behavior. The size of the dataset we use for clustering is 6,000, half
of which are abnormal neuron activations found byMDPFuzzer.
We then randomly split 20% of the entire dataset as test data to
assess the performance of our detector.

In addition, we repair the models used by DNN-based ACAS Xu
with the crash-triggering state sequences found by MDPFuzzer.
The “repair” is a standard data augmentation procedure [33, 38,
91], where we construct our fine-tuning dataset with the crash-
triggering sequences and randomly sampled sequences, both of
which contain 13,600 frames.Wemanually label the crash-triggering
frames with the optimal actions that can avoid collisions. Then, we
re-run fuzz testing with the same settings as in Sec. 7.1 to assess
our repairment. Further, we randomly select 3,000 initial states and
compare their cumulative rewards before and after the models have
been repaired to measure the performance of the repaired models
on normal cases. We underline that other models can be fine-tuned
and made more robust in the same way. Because of its widespread
usage in safety-critical circumstances and its relatively simple ar-
chitecture, we chose DNN-based ACAS Xu as a proof of concept.
Training complex models for solving MDPs requires considerable
computation resources, e.g., training the RL model for CARLA takes
57 days [78].
Results. In Fig. 10a, we report the performance of our detector
on test data. The area under the receiver operating characteristic
curve (AUC-ROC) is above 0.78 for each model, indicating that our
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Figure 10: Enhancing the models’ robustness.

detector can simultaneously achieve good precision and recall in
detecting abnormal model logics. The AUC-ROC is a widely-used
metric for binary classifiers; a larger AUC-ROC indicates a better
performance of the detector. In Fig. 10b, we present the results of
comparing the models in DNN-based ACAS Xu before and after
repairing, which show that the #crash detected byMDPFuzzer in
12 hours after model repairing is substantially lower, at 29, than
139 before repairing. Thus, after fine-tuning, the model with fewer
crashes detected by MDPFuzzer becomes more robust. Further-
more, on the 3,000 randomly-selected normal sequences (which
are not crash-triggering), the average cumulative rewards of the
models before and after repair are close, which are 30.73 and 30.74,
respectively. The results reveal that the models after repair can still
perform well under normal states.

Answer to RQ4: Our detector performs well in detecting the
models’ abnormal internal logics, thus providing a promising so-
lution to enhance the models’ robustness and avoid catastrophic
crashes. Also, with model repairing, the crashes discovered by
MDPFuzzer can substantially contribute to the models’ robust-
ness without affecting, if not boosting, their accuracy.

8 DISCUSSION

State Sequence Coverage. To test blackbox models, MDPFuzzer
implicitly increases state sequence coverage by estimating density.
Readers may wonder whetherMDPFuzzer can leverage existing
DNN coverage criteria, e.g., neuron coverage [68]. We clarify that it
is generally infeasible. Unlike in previousworks [56, 68, 88], it’s hard
to discretize the state sequence considering its large space. Second,
state sequences can be arbitrarily long, whereas #neurons used to
form prior coverage criteria are generally fixed. More importantly,
relation/dependency among different states in a sequence should be
considered, whereas neuron coverage criteria often treat different
neurons separately [56, 68]. We deem it an interesting future work

10



to propose coverage criteria in high-dimensional space and consider
dependency among dimensions.
Comparison with DynPCA. There exist metrics for measuring
the similarity of MDP states [21, 34, 35]. As clarified in Sec. 5.2,
comparing the newly-discovered state sequence with each historial
state sequence is too costly. DynPCA [58], as an online version of
PCA, calculates the Euclidean distance between the new seed and
prior seeds in a smaller latent space. Our method, DynEM, shares
similar concepts with DynPCA. However, DynPCA is not directly
compatible withMDPFuzzer.

First, PCA captures only uncorrelated components by assuming
a constant multivariate Gaussian distribution for variables [71].
However, the variables of states in MDPs are usually continuous,
and their principal components can be highly nonlinear, making
standard PCA useless. Considering a sequence of 100 frames where
each state in the frame has 64 dimensions, the sequence has 6,400
continuous variables. No multivariate Gaussian distribution can
be guaranteed, especially as states are not independent. Using the
Markov property clarified in Sec. 5.2, MDPFuzzer only needs to
estimate two distributions to estimate an arbitrarily long state se-
quence. Further, GMMs can estimate any smooth distribution, not
just multivariate Gaussian, as stated in Sec. 5.2. Second, DynPCA
fixes the input dimensions; hence in MDPs, the sequence length
must be fixed. In our method, as stated in Sec. 6, the sequence
length can be changed even during the same fuzzing campaign. For
instance, we can prolong the sequence length to better stress the
target model in case it is shown as robust during online fuzzing.

9 CONCLUSION

We present MDPFuzzer, a blackbox fuzz testing framework for
models solving MDPs. MDPFuzzer detects whether the models
enter abnormal states, indicating severe fatal crashes. MDPFuzzer
incorporates optimizations to efficiently fuzz SOTAmodels of differ-
ent paradigms and under different scenarios. Our study shows that
crash-triggering states result in distinct neuron activation patterns.
Based on these findings, we harden the tested models using an ab-
normal internal logics detector. We further repair the models using
MDPFuzzer’s findings to significantly enhance their robustness
without sacrificing accuracy.
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