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Asymptotic theory in a class of directed networks with

a differentially private bi-degree sequence
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Abstract

Although the asymptotic properties of the parameter estimator have been de-
rived in the pg model for directed graphs with the differentially private bi-degree
sequence, asymptotic theory in general models is still lacking. In this paper, we
release the bi-degree sequence of directed graphs via the discrete Laplace mecha-
nism, which satisfies differential privacy. We use the moment method to estimate
the unknown parameter. We establish a unified asymptotic result, in which con-
sistency and asymptotic normality of the differentially private estimator hold. We
apply the unified theoretical result to the Probit model. Simulations and the real

data demonstrate our theoretical findings.
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1 Introduction

As more and more network data are being made public, data privacy has received wide
attention because data may contain sensitive information about individuals and their
relationships (e.g., sexual relationships, e-mail exchanges). Using anonymous or non-
anonymous nodes to publish these sensitive data may cause serious privacy problems and

even lead to legal proceedings. For example, Jernigan and Mistree (2009) successfully
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predicted the sexual orientation of Facebook users by using their friendships’ public in-
formation. It has been proven that this anonymous method can expose privacy through
re-identification technology [e.g., Hay et al. (2008); Narayanan and Shmatikov (2009)].

Dwork et al. (2006) developed a rigorous privacy standard, called differential privacy,
to achieve privacy protection. It guarantees that changes to one person’s data will not
significantly affect the output distribution. The differential privacy is a good framework
for privacy protection, which reduces the leakage of privacy risks and ensures the utility
of the data, and has been widely used as a privacy standard when releasing network data
[e.g., Hay et al. (2009); Lu and Miklau (2014); Karwa and Slavkovié¢ (2016)].

In many cases, the degree sequence is the only information available and many other
important properties are constrained by it. However, the degree may carry confidential
and sensitive information, such as the sexually transmitted disease [Helleringer and Kohler
(2007)]. To solve it, we can add noises into degrees. For example, Hay et al. (2009) used
the Laplace mechanism to release the degree partition, and proposed an efficient algorithm
to find the solution. Karwa and Slavkovié¢ (2016) used a discrete Laplace mechanism to
release the degree sequence, derived differentially private estimators of parameters in the
f-model, and proved that they are consistent and asymptotically normally distributed.
These works are concerned with undirected graphs. In directed graphs, Yan (2021) proved
that differentially private estimators of parameters in the py model are consistent and
asymptotically normally distributed.

In this paper, we aim to establish the unified asymptotic theory in a class of directed
random graph models with the differentially private bi-degree sequence. We release bi-
degree sequences by adding discrete Laplacian noises and using the moment estimation
to estimate the unknown parameters. This is inspired by Yan (2021). In a general class
of directed random graph models, we establish the consistency and asymptotic normal
distribution of the differentially private estimator as the number of nodes goes to infinity.
In the case of nondifferential private, Fan (2023) established the unified theoretical frame-
work for directed graphs with bi-degree sequence. Our work is about differential private,
which is different from Fan (2023).

The rest of this article is organized as follows. Section 2 introduces the necessary
background of differential privacy and presents the estimation of noisy bi-degree sequence
based on the moment equation, and obtains unified asymptotic properties for the differ-
entially private estimation as the number of nodes goes to infinity. Section 3 illustrates
our theoretical result by the Probit model. Section 4 carries out the simulations and real
data under the Probit model. Some further discussion is given in Section 5. All proofs

are deferred to the appendix section.



2 Main results

Consider a simple directed graph G,, with no multiple edges and no self-loops on n nodes
labeled by “1,...,n". Let A = (a;;)nxn be the adjacency matrix of G,, where a;; is a
variable of the directed edge from node i to node j. Define d; = > jzi Gij as the out-
degree of node i and d* = (df,...,d)" as the out-degree sequence of the graph G,,.
Similarly, define d; = Z#i a; j as the in-degree of node j and d~ = (d,...,d;)" as the
in-degree sequence. The pair (d*,d”) or {(df,dy),...,(d},d;)} is called the bi-degree
sequence.

Assume that the probability mass function of the edge weights a;; (i # j) have the

following general form [Fan (2023)]:

aij = alag, B ~ f((ci + Bj)a), (2.1)

where f(-) is a probability mass function, «; denotes the strength parameter of node i
from an outgoing edge and 3; denotes the strength parameter of node j from an incoming
edge. We note that the value of f(-) in Equation (2.1) is invariant under the transforms
(e, B) to (e — ¢, B + ¢) for a constant ¢. For the model identification, we set 3, = 0

hereafter.

2.1 Differential privacy

Consider two databases D and D’, which differ only in a single element. In addition,
we consider a randomized mechanism () that takes D as input and outputs a sanitized
database S = (S,...,Sk) for public use. In general, the size of S may not be the
same as D. The mechanism Q(-|D) defines a conditional probability distribution of the
output S given D. Let € be a positive real number and S denote the sample space of ).
This mechanism is differentially private if the results of Q(:|D) and Q(-|D’) are almost
indistinguishable for every choice of D and D'.

More formally, the data releasing mechanism @) is e-differentially private if for all
subsets of output B C S and databases D and D’ [Dwork et al. (2006)],

Q(S € B|D) < ¢ x Q(S € B|D'),

where € is the privacy level that denotes the level of privacy guarantees such that a smaller
value means more privacy protection.

Differential privacy requires that the distribution of the output is almost the same
whether or not an individual’s record appears in database. Within network data, de-

pending on the definition of the graph neighbor, differential privacy is divided into node



differential privacy [Kasiviswanathan et al. (2013)] and edge differential privacy [Nissim
et al. (2007)]. Difference privacy is edge difference privacy if two graphs are called neigh-
bors when they differ in exactly one edge. Analogously, we can define node differential
privacy by letting graphs be neighbors if one can be obtained from the other by removing
a node and its adjacent edges. In this paper, we focus on edge differential privacy [Hay
et al. (2009)]. Let 6(G,G") denote the number of different edges of graphs G and G’. The

formal definition of edge differential privacy is as follows.

Definition 1. (Edge Differential Privacy). Let e > 0 be a privacy parameter. A random-
ized mechanism Q(-|G) is e-edge differentially private if

sp sup 20IG)

/ < 66’
G.ereg.5(G.an=1 ses Q(S|G)

where G is the set of all directed graphs of interest on n nodes and S s the set of all

possible outputs.

Let f : G — R* be a function, Af represents the global sensitivity of the function
f. The magnitude of the noise added in the differentially private algorithm ) mainly
depends on the global sensitivity. If the outputs are the network statistics, then a simple
algorithm to guarantee edge difference privacy is the Laplace mechanism [Dwork et al.
(2006)], which adds the Laplace noise proportional to the global sensitivity of f. When
f(G) is integer, we can use a discrete Laplace random variables as the noise as in Karwa
and Slavkovi¢ (2016).

Lemma 1. (Discrete Laplace Mechanism). Let f : G — RF. The discrete Laplace

mechanism works by adding noise to f:

Q(G) = f(G) + (e, ex),

where eq, . .., ex be independent and identically distributed (i.i.d.) discrete Laplace random

variables with probability mass function defined as follows:

11—\
P(X =z) = H—AW, ze{0,+1,... 1, A€ (0,1).

The discrete Laplace mechanism is e-edge differentially private, where ¢ = —A(f)log A,
and A(f) is the Ly sensitivity of f and is defined as:

A(f) = max |[[f(G) = F(&)]h,

5(G,G)=

where || - ||1 is the Li-norm.



Post-Processing: Differentially private mechanisms are immune to post-processing.
This means that any function with a differentially private mechanism will remain differ-
entially private. More formally, if a mechanism f is e-differentially private and g is any
function. Then ¢(f(G)) is also e-differentially private. This result indicates that any post-
processing done on the noisy bi-degree sequences obtained as an output of a differentially

private mechanism is also differentially private.

2.2 Differential privacy in directed random graph models

We use the discrete Laplace mechanism in Lemma 1 to release the bi-degree sequence d =
(d*,d") to guarantee edge differential privacy. Since adding or removing a directed edge
will increase or decrease the degrees of two corresponding nodes by one each. Therefore,

the global sensitivity of the bi-degree sequence is two.

Algorithm 1 Input: A graph G,, and privacy parameter €. Qutput: Differentially private
answer to the sequence of G,,.

1: Let (d",d™) be the bi-degree sequence of G,

2: fori=1—ndo

for j=1—ndo

3: Generate two independent ¢;” and e from discrete Laplace with A = exp(—¢/2)
4 Let 2 =df +¢f and 2z =dj +ej
5: end for

The random variables {e; }"; and {e; }j—, are independently generated from sym-
metric discrete Laplace distribution with the same parameter X. So E(e;") = E(ej) = 0.
Let p(-) denote the expectation of f(-) and @ = (au,..., 0, B1,...,B.-1) . Define the

following system of functions:

n

Fl<0):’zz+_ Z /’L(Oél—i_ﬂk)’ izla"'ana
k=1;k#1

Foj(@) =27 — > plaw+8), j=1.....n,
k=T3k%]

F(8) = (Fi(8), ..., Fon1(0))".

(2.2)

Obviously, the solution to F(8) = 0 is the differentially private estimator of @, which is



induced by the following moment equations:

k:l;k;éz (23)
Z]—: Z M(@k—i_ﬁ])a]:la 7n_17
k=13
where 6 = (G, ..., Gy, Bi,... ,Bn,l)T and 3, = 0. Since 2z and z~ satisfy edge differen-

tially privacy, 0 is edge differentially private estimator of 8 according to post-processing.

In the following, we will conduct a rigorous analysis of the asymptotic properties of 0.

2.3 Asymptotic properties of the differentially private estimator

We first state the parameter space and some technical conditions. Let 8™ be the true
parameter vector satisfying —Q, < of + 87 < Q, (1 < i # j < n) for variable Q,,. We

consider the parameter space
©O={0:-Q,—2r<o;+05; <Q,+2r, forall 1 <i#j<n}, (2.4)

where r = ||[F'(0%)] 7 F(0")||oo. Let g = (df,...,d5 dy,....d, )", goan = d;, and § =

(2t 20, vz 1), Gan = z,. By Fan (2023), the following condition is given.

) n )

When @ € ©, fori=1,...,n,7=1,...,n— 1,5 # i, the derivatives of u(-) satisfy

Oplai + By), | Ou(ai + B;)
m<| oo | | g, 1= (2:5)
82M(Oéi -+ ﬂ])

‘8%(()@ + 53)
oa?

7

‘ Ol + B))
" 0B;0a;

}<m, (2.6)

max

. )
2%

3@2
where M, m and 7, are functions on variable @),,. Moreover, we give the following lemma,

whose proof is given in the Appendix.

Lemma 2. With probability approaching one,

max{ max |z — E(z])|, max |2; — E(z)|} < y/nlogn + ky/logn, (2.7)

where k = 2(—log \) ™! = 4/e.

Now, we present the existence and consistency of 6 under some mild conditions. This
is proved by constructing a Newton iterative sequence: 8%+ = @®) _[F/(9®))-1F(9*)).
If the true value 8* is chosen as the initial value, we derive the error between 8* and 0.

We state the consistency of 5, whose proof is given in the Appendix.
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Theorem 1. If inequalities (2.5) and (2.6) hold, and

M2
nm3( nlogn + ky/logn) = o(1), (2.8)
M4y

L(y/nlogn + ky/logn) = o(1), (2.9)

nmS

then with probability approaching one as n goes to infinity, the differentially private esti-
mator @ exists and satisfies

~ . M?
| 0 — 6" ||= O, <W( nlogn + m/logn)) = 0,(1). (2.10)

Next we state the asymptotic normality of 6. Before introducing our main theorem, we
need to provide some preliminary results on the covariance matrix of bi-degree sequences.
Let U = u;; = Cov{g — E(g)}. It follows that Var(a;;) = u;; for ¢ = 1,...,n and
j=1,...,n— 1. Obviously, if

» < min Var(a; ;) < maXVar(a”) < M,, (2.11)
7] 7‘7

then U € L, (my, M,), usn 2, = Var(d,)) and (n — 1)m, <u;; < (n—1)M,. If M,,/m, =
o(n), then nm, — oco. So we have u;; — 0o as n — 0o. Then we give the following

lemma.

Lemma 3. Let k = 2(—log\)™!, where A = exp(—¢/2). (i) If = bg" = o(1) and
M, /m, = o(n), then for any fired k > 1, as n — oo, the vector conszstmg of the first k
elements of S(g—Eg) is asymptotically multivariate normal with mean zero and covariance

matriz 7, where Z is given as follows:

. U1,1 Uk, i Ugn,2n
dlag(UT7a V2 )+<U )1/€1k7 (212)
1,1 k.k 2n,2n

where 1 is a k-dimensional column vector with all entries 1.

(i1) Let
:Var(i:e Ze n—l)L.
py (1 —X)?
Assume that sn/v%zn — ¢ for some constant c. For any fized k > 1, the vector consisting

of the first k elements of S(g — Eg) is asymptotically k-dimensional multivariate normal

distribution with mean zero and covariance matric B = (b; j)kxk, where B is given as

follows:
2
Lo U1 Uk, U2n,2n s, T
dlag( ’ [ , ) + ( ’ + )1k1k ) (213)
'U%,l ’Ul%,k U%n,2n v%n,?n



where 1, is a k-dimensional column vector with all entries 1.

We prove Lemma 3 in the Appendix. Finally, we state the asymptotic normality of

the differentially private estimator 5, as shown below.
Theorem 2. If inequalities (2.6), (2.10) hold and

(n 4 2602 + K2)MOn, log n
mon3/2

= o(1), (2.14)

(1) if W = o(1), then for any fized k > 1, as n — oo, the vector consisting of the
first k elements of (5 — 0%) is asymptotically multivariate normal with mean zero and
covariance matriz Z, defined in (2.12).

(i1) then for any fized k > 1, the vector consisting of the first k elements of (5— 0*) is
asymptotically k-dimensional multivariate normal distribution with mean zero and covari-

ance matriz B, defined in (2.13).

Remark 1. It is meaningful to compare the above theorem with Theorem 2.2 in Fan
(2023). The key differences in that the asymptotic variance of f; has an additional variance
factor s2/v3, ,,. This is due to the fact that they only consider nondifferential private
case. The asymptotic expression of @ contains a term y . e — Z?:_ll e; . Its variance is
in the magnitude of ne~<2. When e becomes small, the variance increases quickly, such
that its impact on @ cannot be ignored when it increases to a certain level. This leads to

the appearance of the additional variance factor.

3 Application

In this section, we provide application of the unified theoretical result to the Probit
model satisfying (2.1). The Probit model can be formulated using an array of mutually
independent Bernoulli random variables a;; (1 < ¢ # j < n), with probability mass

function:
aithi 1 2

me_%dx = ®(a; + ), (3.1)

where ®(-) is the cumulative distribution function of the standard normal distribution.

Plai; =1) =

In this case, we get
ai+ﬁj 1 2

:u(ai + B]) = / \/%e_%dx'

By direct calculations, we have

Oplai + By) _ Oplai+ ;) _ 1 _Coren?

Oay; 353' \/ﬂ
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The function h(z) = exp(—22/2) is symmetric on z and is a decreasing function when

x > 0. So we have the following inequalities,

1 €W<‘3M(&i+5j)
- Oa

V2T i

2 . .
< 1 1 QQn<)6,u(az+ﬂ]) < 1

= Vo Ver T oar 1T AR

2
Thus F'(6%) € L,(m*, M*), where M* = ﬁ,m* = \/Lz?e*%n. Following Yan (2021) and

Wang et al. (2020), we gain the following inequality holds,

max{max |z — E(z]")|, max |z; — E(z;)[} < v/nlogn + ry/logn. (3.2)
) J

Again, by (3.2) and Lemma 5 in the Appendix, if k = 0,(n'/?), we obtain

v — 0 [ @2, flogn )
n

If e3@7/2 = o((n/logn)'/?), then r — 0 as n goes to infinity. Thus r can be small enough
to ignore, for any 6 € (6%, 2r), we obtain F'(0) € L, (m, M), where

1 1 Q2
M=—— m= e 2, 3.3
\ 2w V2T (33)

On the other hand, forany ¢t =1,...,n,j=1,...,n— 1,7 #1,

(@i +8))?
Pulei+ ;) Pulai+5;)  Pulai+8)  Pulai+ ) (it Fj)e” 2
80512 a (9572 - 004,;8@- n 853-8041- - \ 2T
The function g(z) = —z exp(—x?/2) is decreasing function when —1 < x < 1; otherwise,

it is the increasing function. Moreover, the function value is negative when x > 0 and the

function value is positive when z < 0. So, the function value reaches the maximum e~'/2

when x = —1. Then, we have

Q; + Py (eqt8))?
’_ 7 5]6_ 2] ‘< 1

V2r T Vere

Thus, 71 = —2—. If 9% = o((n/logn)"/%) and & = o0,(n'/?),

V2me”
M4 2
711< nlogn + ky/logn) = O ((33@"\/ bﬂ) =o(1),
n

nmb




where M and m are given in (3.3), then (2.10) is satisfied. By Theorem 1, the consistency

of 0 is as follows.

Corollary 1. If @ = o((n/logn)"/%) and k = 0,(n'/?), then with probability approaching

one as n goes to infinity, the differentially private estimator 0 exists and satisfies

~ > logn
| 6 — 6% ||= O, (63%/% / T) = 0,(1). (3.4)

Again, note that both d;f = > jzi@igand dy = 3., a;; are sums of n—1 independent
random variables, respectively. It can be shown that U = Cov{g — E(g)} € L, (m,, M,,),

where
my = @(=Qn)(1 — 2(=Qn)), M, = 1/4.

Since ®(x)(1 — ®(z)) is an increasing function on x when z < ®~1(1/2) and a decreasing
function when z > ®~1(1/2), we have

(n = 1)P(=Qn)(1 — 2(—=Qp)) Suiy <

Li=1,---,2n.

If €94/ = o(n'/18/(logn)"/?) and k = 0,(n'/?), then

MSm logn(n + 2kn'/? + k%) 0 /2 logn B
m9n3/2 nl/2 - 0(1)'

By Theorem 2 and Lemma 3, the asymptotic normality of 0 is as below.

Corollary 2. Assume that e9+/? = o(n'/1®/(logn)"/?) and r = o0,(n'/?).
(1) If ”(1%:)1/2 = o(1), then for any fized k > 1, as n — o0, the vector consisting of the
first k elements of (GA— 0*) is asymptotically multivariate normal with mean zero and

covariance matrix Z .

(i1) Let
2 = Var(Zn: el — nz_fe) = (271 — 1)L
! i=1 Z j=1 ! (1 _>‘)2.

Assume that sn/v%zn — ¢ for some constant c. For any fized k > 1, the vector consisting
of the first k elements of (é— 0*) is asymptotically k-dimensional multivariate normal

distribution with mean 0 and covariance matriz B.
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4 Simulations

In this section, we evaluate the asymptotic results for Probit model (3.1) of directed graph
model (2.1) through numerical simulations. Similar to Yan et al. (2016), we determine
the parameter values using a linear form. In particular, we set o, = (n—1—4)L/(n—1)
fori=0,...,n—1;let Bf = fori=1,...,n — 1 for simplicity and 3} = 0 by default.

We consider three different values for L, L = 0, log(logn) and (logn)'/?

, respectively. We
simulate two different values for ¢, € = 2 and log(n)/n'/*. We carry out simulations under
two different sizes of networks: n = 100 and n = 200. Under each simulation setting,
10,000 datasets are generated.

By Corollary 2,

&g =l — by — (af —aD)]/(Bui+ %),
Gig =[G + B — (f + BN/ (i + Zntjmss) >,
Mg = 18 — B; — (BF — B/ Goimsi + Znjnsi)?

are all asymptotically distributed as standard normal random variables, where Z; ; is the
estimate of z;; by replacing 6 with 0;. Three special pairs (1,2), (n/2,n/2 + 1) and
(n —1,n) for (7, 7) are discussed.

We apply the quantile-quantile (QQ) plot to demonstrate the asymptotic normality of
fi,j, CAM, 7;,; and the results are similar, thus we here only show the QQ-plot for é” under
the case of n = 100 and € = 2 in Figure 1 to save space. From this Figure, we see that the

empirical quantiles coincide well with the ones of the standard normality for estimate.

(i.)=(1.2) (i)) = (n/2, n/2+1) (i) =(n-1,n)

™ ™

3

L
-3 -1 1
-3 -1 1
I |

-3 -1 1 3 -3 -1 1 3 -3 -1 1 3
™ o ™ —
= - . -
§ — — — — — —
= - - -
S - - |
F 1 1 1
n - - -
o _| o _| o _|
[ e | [ e | [ D e |
-3 -1 1 3 -3 -1 1 3 -3 -1 1 3
™ o ™ —
5 _ - -
= — — — — — -
=3 - - -
e ] ]
W | | |
4 - - -
o _| ™ _| ™
[ e e e | [ B e | [ e e e |
-3 -1 1 3 -3 -1 1 3 -3 -1 1 3

Figure 1: The QQ plot of é] The horizontal and vertical axes are the theoretical and
empirical quantiles, respectively, and the red lines correspond to the reference lines y = .

11



Table 1 reports the coverage frequencies of the 95% confidence interval for o; — o,
the length of the confidence interval, and the frequency that the estimate does not exist.
As expected, the length of the confidence interval increases as L increases and decreases

as n increases.

Table 1: Estimated coverage probabilities (x100%) of a; — o, for pair (7, j) as well as the
length of confidence intervals (in square brackets), and the probabilities (x100%) that
the estimates do not exist (in parentheses).
n (i,7) L=0 L = log(logn) L = (logn)'/?
€e=2
100 (1,2)  93.80[0.36](0) 93.61[0.41](0.06) 92.63]0.46](1.13)

(50,51)  93.49[0.36](0) 92.78[0.48](0.06) 91.28[0.57](1.13)
(99,100)  93.96[0.36](0) 92.73[0.54](0.06) 91.14]0.64](1.13)

200 (1,2)  94.32(0.25(0)  94.000.20](0)  94.29[0.33](0)
(100,101) 94.64(0.25)(0)  93.61[0.35(0)  92.97[0.41](0)
(199,200) 94.66(0.25)(0)  93.94[0.39](0)  93.02(0.46)(0)

e = logn/n'/*

) 92.37[0.36](0) 92.40[0.41](0.49) 90.07[0.46](4.46)

1) 92.43[0.36](0) 90.37]0.48](0.49) 87.70[0.57)(4.46)

(99,100)  92.58[0.36](0) 89.92[0.54](0.49) 88.06[0.65](4.46)

100

200 (1,2)  94.19(0.25(0)  93.31[0.30)(0)  93.16]0.33](0.07)
(100,101) 93.92[0.25](0)  92.47[0.35](0)  90.18[0.41](0.07)
(199,200) 93.71[0.25](0)  91.56[0.39](0)  91.14[0.46](0.07)

A data example. We evaluate the use of the proposed estimator on the Lazega’s
friendship network data [Lazega et al. (2001); Snijders et al. (2006)]. This dataset contains
71 nodes, and each node represents an attorney. A directed edge from one attorney to
another exists if the former considers the later a friend outside of work. In total, there
are 575 edges. In-degrees and out-degrees vary from 0 to 22 and 25, respectively. The
data set contains 71 nodes with 575 directed edges.

We chose the privacy parameter ¢ as 1. Table 2 reports the estimators of «; and
B; with their estimated standard errors, and their corresponding in bi-degree sequences.
The estimators of parameters for out-degrees range from the minimum —9.41 to maxi-
mum —0.45 while those of parameters for in-degrees range from the minimum —7.96 to

maximum 0.97.

5 Discussion

We have established the asymptotic theory in a class of directed random graph model
parameterized by the differentially private bi-sequence and illustrated application to the
Probit model. The result shows that statistical inference can be made using the noisy

bi-sequence. We assume that the edges are mutually independent in this work. We
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Table 2: Lazega’s friendship network dataset: the differentially private estimator of «;
and ; with their standard errors and their corresponding bi-degree sequence.

Vertex (3(7 \/ (}N ﬂ] \/ (}jjj d:— d]_ Vertex dz \/ (3'” /3]' \/ 6']'1]‘ d:— d]_ Vertex (S(,L \/ (3'” /7)] \/ (3']‘1]‘ dj— d]_
11 10

1 -1.61 0.07 0.10 0.06 4 5 25 —1.21 0.04 0.35 0.04 49 —1.85 0.08 0.00 0.06 4 6

—1.84 0.07 034 004 4 10 26 —142 0.04 097 003 9 22 50 -143 0.07 0.19 0.07 8 8
3 941 043 -0.24 007 0 4 27 -1.08 0.04 0.78 0.03 1317 51 —-1.52 0.05 0.19 0.05 6 7
4 097 0.03 061 0.03 1514 28 -1.09 0.04 035 0.04 12 9 52 -1.20 0.04 0.61 0.03 11 14
5 —1.85 0.08 0.00 006 3 5 29 -—1.28 0.05 0.35 0.05 1010 53 —2.00 0.08 —7.96 0.44 3 0
6 —941 043 -0.60 0.11 0 2 30 -—1.62 0.05 —0.11 0.06 6 5 54 —1.51 0.05 042 0.04 7 11
7 —220 011 -0.60 0.11 2 2 31 —045 0.03 0.74 0.03 2515 55 —9.41 043 —0.39 0.08 0 3
8 —219 043 018 005 1 7 32 -1.720.07 019 005 4 7 56 —143 0.04 035 0.04 8 10
9 171 006 054 003 6 14 33 -—1.22 0.04 —-0.59 0.08 12 3 57 —1.35 0.04 048 0.04 9 12
10 -1.04) 0.03 —0.22 0.07 14 4 34 —1.84 0.05 0.27 0.04 6 11 58 —1.03 0.03 0.55 0.04 13 12
11 -1.71 0.05 0.60 0.03 5 14 35 —1.350.04 035 004 9 10 59 —1.85 0.06 —0.39 0.07 5 4
12 —-0.73 0.03 0.02 0.04 22 8 36 —1.28 0.04 048 004 9 11 60 —-1.84 0.07 0.19 005 4 8
13 -—-1.08 0.03 0.88 0.03 1420 37 —2.20 0.03 —0.39 0.05 0 1 61 —1.85 0.08 —0.24 0.08 3 3
14 —-1.43 0.04 0.01 005 8 6 38 —1.61 0.05 041 0.04 8 13 62 —2.00 0.07 —0.24 0.06 4 5
15 —-1.73 0.08 -0.39 0.17 4 2 39 -—143 0.04 054 003 8 13 63 —220 0.17 —=7.96 0.08 2 0
16 —-1.43 004 035 0.04 8 10 40 —-1.28 0.04 0.19 0.05 10 8 64 —0.71 0.03 0.73 0.03 19 15
17 —-0.56 0.03 0.84 0.03 2318 41 —-1.20 0.04 0.72 0.03 12 17 65 —0.54 0.03 0.37 0.05 22 8
18 —144 0.04 —0.23 005 9 5 42 —-092 0.03 036 0.04 15 9 66 —0.98 0.03 —0.58 0.17 16 3
19 -2.00 0.07 —0.39 0.07 4 4 43 -0.86 0.03 0.67 0.03 1513 67 —2.20 0.07 —0.92 0.08 4 3
20 —-1.09 0.03 020 0.05 12 7 44 —9.41 0.04 —7.96 0.04 0 0O 68 —1.52 0.05 0.01 006 6 5
21 —-1.27 0.05 077 0.03 8 15 45 —-1.62 0.05 —0.23 0.07 6 4 69 —1.72 0.07 —0.23 0.08 5 4
22 —-1.44 0.05 0.01 0.06 8 6 46 —1.85 0.08 0.00 006 3 5 70 —1.52 0.04 —0.10 0.05 7 5
23 -251 011 010 0.05 1 7 47 —-940 0.04 =796 005 0 0 71 —251 0.11 0.00 0.05 1 6
24 —-0.58 0.03 079 0.03 2317 48 —1.62 0.05 —0.39 0.07 7 4

should be able to obtain consistent conclusion if the edges are dependent, provided that
the conditions stated in Theorem 1 are met. However, the asymptotic normality of the
estimator is not clear. To avoid this problem, we need appropriately select a probability
distribution for directed random graphs when using the existing method. In the further,

we may relax our theoretical conditions to ignore the independence of edges.

Appendix
We start with some notations. Let R, = (0,00), Ry = [0,00), N = {1,2,...}, Ny =
{0,1,2,...}. For a vector x = (x1,...,2,)" € R", denote by ||x||cc = max;<i<, |7;] the
l~-norm of x. For an n x n matrix J = (J; ), ||/||« denotes the matrix norm induced
by the || - ||oo-norm on vectors in R™:

o Xl -

e = gy = e 2 1l
J:

Define the matrix maximum norm || - || for a matrix A = (a, ;) by ||A| = max; ; |a; ;|.

Given m, M > 0, we say a (2n — 1) x (2n — 1) matrix V' = (v; ;) belongs to the matrix

13



class L, (m, M) if V satisfies the following conditions:

2n—1 . . _ 2n—1
m S Vi — Zj:n—i—l Uz‘,j S M,Z = ]_,. Lo, = 1, Unn = Zj:n—i—lvmj?

vij=0,4,j=1,...,n,i#j,
vi;=0,0,j=n+1,....2n—1,1# j,

m<v,;=v,;, <Mi=1,...,nj=n+1....2n—-1,j #n+1,
Vinti = Untii = 0,0=1,...,n—1,

Vij = D o1 Vki = 2 pq Vig b =n+1,...,2n — 1.

Obviously, if V' € L, (m, M), then V is a (2n—1) x (2n—1) diagonally dominant, symmetric

nonnegative matrix and V' has the following structure:

Vi
V= 1T1 2
Vi Vao
where n x n matrix V3; and (n — 1) x (n — 1) matrix Vi are diagonal matrices, Vis is a
nonnegative matrix whose nondiagonal elements are positive and diagonal elements equal
to zero.

2n—1 . 2n—1
Define vgy, ; = v; 2, 1= v;; — Zj:hj# vij, fori=1,....2n—1and va, 00 = D "] Vop
Then m < vg,; < M for i =1,...,n —1,v9,;, = 0fori =n,n+1,...,2n — 1 and
Vanan = D sy Vian = 9 iy Vani. Generally, the inverse of V, V=1 does not have a closed

form. Yan et al. (2016) proposed a matrix S = (s, ;) to approximate V!, where

( 517] + 1

Vi Von,2n
1

1=1,...,n,5=n+1,...,2n—1,

Y
P U27i,2n
17]_
t=n+1,....2n—-1,57=1,...,n,,

Y
V2n,2n

0; i 1 .
=) 4 , L,yg=n+1....2n—1,
\ Vi Von,2n

0, j is the Kronecker delta function. Rewrite S as

S S22

where n X n matrix Siy = 1/va, 2, + diag(1/v11,1/va9,...,1/vy,), Si2 is an n x (n — 1)
matrix whose elements are all equal to —1/v9, 9, and (n — 1) x (n — 1) matrix Sy =
1/von on + diag(1/vni1m+1, 1/ Unsoni2s -« oy 1/V2n—12n-1).

14



A.1 Proof of Theorem 1

We apply a Newton iterative theorem of Yan et al. (2016) to prove the existence and

consistency of the differentially private estimator 6.

Proposition 1. [Yan et al. (2016)]. Define a system of equations

where p(+) is a continuous function with the third derivative. Let © C R**™! be a conver

set and assume for any x, y, v € O,

I (2) = F'(g)]v o< Ko | 2= y ool © [l
max || F (@) = F(y) [lo< Ko || 2= ¥ [,

i=1,--

where F'(0) is the Jacobin matriz of F' on 6 and F}(0) is the gradient function of F;
on 0. Consider 8 € © with QO 2r) c ©, where r = ||[F(0°)] ' F(8°)||sc. For any
0 c Q09 2r), we assume

F'(0) € L,(m,M) or — F'(0) € L,(m, M).
Fork=1,2,---, define the Newton iterates 0% = 8% — [F"(0"))-1F(8W)). let

01(2n—1)M2K1 K2

2m3n? (n—1)m

p =
If pr < 1/2, then 0" Q(B(O),Qr), k=1,2,---, are well defined and satisfy
16+ — 8| < /(1= pr).

Further, limy,_,. 0% exists and the limiting point is precisely the solution of F(@)=0in
the range of 8 € Q6 2r).

Besides, we need lemmas of Yan et al. (2016) about the upper bound of ||V ~'x||,
which relies on the upper bound of |V~ — S|

15



Lemma 4. [Yan et al. (2016)]. IfV € L,(m, M) with M /m = o(n), then for large enough

n,

1 i M?
— |
V=S <

where ¢y 1s a constant that does not depend on M, m and n.

Lemma 5. [Yan et al. (2016)]. If V € L,(m, M) with M/m = o(n), then for a vector
xc R2n71)
IVl < (VT = S)alloe + (|52
2¢1(2n — DM?|[ @] |2, i
+ max —,

m3(n — 1)2 Vonon  =L2n=1 U

n 2n—1
where Top =3 iy T — il 0 T

Proof of Lemma 2. Note that {¢; }?_; and {e; }7-, are independently discrete Laplace

random variables. Let [c] be the integer part of ¢(c = ky/logn). Then we have

11—\
P(les] <¢) = —Z(14+ 2\ + ... +2))

14+ A
1 +)\_2)\[c]+1 2/\[0]-‘,-1
B 14+ T 1A

Therefore, we have

2N+
1+ A

P(max | e [>¢)=1—][Ple|<c)=1-(1~

i=1

). (A.1)

Note that when €(c+ 1) > 2log2, e~(¢*1)/2 < 1/2. Since the function f(z) =1— (1 —z)"

is an increasing function on  when x € (0, 1), we have

—e(e+1)/2
26 )n <1-— (1 o 26—€(c+1)/2)n

1-(1-=="
L= Tyem )=

on the other hand, (1 — z)" > 1 — na when z € (0,1). So, we have

1— (1 o 2€—€(c+l)/2)n S 1 — (1 —n X 26—6(C+1)/2) — 2n6—6(6+1)/2‘

Assume that e(c + 1) > 4logn, we have

S

P(max | ¢; |[>¢) < —. (A.2)

16



By Hoeffding’s inequality [Hoeffding (1963)], we have

2nlogn
n—1

P(ldf ~ E(df)| > y/nlogn) < 2exp {222} = O(—)

Therefore,
1 1
P(max |d —E(df)| = v/nlogn) <n x — = —.
7 n n

Similarly, we have

1 1
P(max|d;~ —E(d;")| = v/nlogn) <n x — = —.
J n n

So, with probability at least 1 — 3/n, we have

max |zt — E(2)| < max|df — E(d])| + max|e] | < /nlogn + ry/logn.

=1,...,

Similarly, with probability at least 1 — 3/n, we have
Er%axn|zj_ —E(z;)|] < /nlogn + ry/logn.

Let A and B be the events:

A= {Erl1ax |27 —E(zH)| < \/nlogn—i—n\/logn},

Ty

=1,...,

Consequently, as n goes to infinity, we have
P(A(B) > 1-P(A°) —P(B°) > 1—6/n — 1.

This completes the proof of Lemma 2.

Proof of Theorem 1. In the Newton’s iterative step, we set the initial value 8 :=
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0" € ©. Let F(0) = (F\(0), ... Fy(0), Fir(0),..., Fon_1(0))7. By (2.2), fori=1,....n

T TN B A U o S L
60él 07 ) 7n7 7é Z? 8()@ klzk¢l 8@1 )
OF; ol + Bj) OF;
== ) ‘:17...,71—1’. /L.7 _:O7
and for j=1,...,n—1,
OF,.; Op(aq + B;) OF,.;
3041 aO{l ’ ) » 1, #]7 805]
+J:0, l=1,....,.n—1,1#7 o Z M
((‘)51 aﬂj My 8/8]

By (2.5), we get —F'(0) € L,(m, M). To apply Proposition 1, we need to calculate r and

pr in this proposition. By Lemma 5, we have

r=|[F"(6")] " F(67)l|

2¢1(2n — 1) M? | F5, (67)] | F3(67)]
F(O* - 1= ani= J1 !

m3<n_ 1)2 || ( )H T V2,20 +i:11:I..1.E,%2}§L71 (U

2¢,(2n — 1) M? 1 1
< 1 1
< ( 1) + (n—l)m+m(n—1) (v/nlogn + ky/logn)

M? 2e1(2n — 1)  2m2

:m3(n—1)( 1 + M2)( nlogn + ky/logn)

M2
< @ (v/nlogn + kv/logn),

nms3

where ¢, is a constant that does not depend on M, m and n. Let

FA8) = (F,(6),.... Fly(0) o= 20 25 Oh or \'
H0) = (FLL(0).. o Floy s(0)) o= 5 Gt
Then, for e = 1,...,n, we have
0*F; O*F; 0%pi(a; +
= 07 S ;é l7 a 9 Z /L(—Qﬁk)7
Oa,0q Oa; o da;
O F; Ol + Bs) O F;

s=1,....n—1,s #1 0,

0B00;  0B0a; " 0Bi0a;
(92 FZ 62 i “f‘ 1 8 2 F 7

- = lmy2@{j:L”wn—L————:Qs#L
05 0P 98,08,
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By the mean value theorem for vector-valued functions [Lang (1993), page 341}, we have

F/<X) - F,(Y) - J(Z)(X - y)? X,y € @7

(2

1 ’
,5

o 90,

where Js(,iz) = (tx+ (1 —t)y)dt, s,l=1,...,2n — 1. By (2.6), we get

max [ < 2m(n = 1), DY < Am(n—1).
l

sl

Similarly, for i = n +1,...,2n — 1, we also have F/(x) — F/(y) = J@(x —y), and the

]

above inequalities. Correspondingly, for any i, we get

1F/(x) = F/(¥)lloo < 1TV lscllx = ¥lloo < 2m(n = 1)[|% = ¥]|oc
and for any vector v € R?"~ 1,

I[F' (%) = F'(y)]V]loe < 1% = ¥lloc/Vloe O 175 < 4m(n = 1)[|x = ¥lloc|[V]oc-
s.l

Thus, we can choose K7 = 4n;(n — 1) and Ky = 2n;(n — 1). Again, we also

4ei(2n — 1) M? 1

= -1)+—2 -1

P 2777372 mn—1)+ (n—Dm m(n—1)

M? (4c;(2n —1)(n—1)  2m?

M3 2 T h
m 2n M

< cs M

-~ m3 9

where ¢3 is a constant that does not depend on M, m and 7;. Combining with (2.9), we

get

pr <

nms3

03M2771 CQM2
m3

(v/nlogn + m/logn)>
<0 (M4m(\/nlogn + /i\/logn)> = o(1).

nmb

Thus, all conditions in Proposition 1 are satisfied. By Lemma 2, inequality (2.7) holds
with probability approaching one such that (2.10) holds.

A.2 Proof of Theorem 2

Before beginning to prove Lemma 3, we give the following Proposition.
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Proposition 2. [Fan (2023)]. If M,/m, = o(n), then for any fixzed k > 1, as n — oo,
the vector consisting of the first k elements of S{g —E(g)} is asymptotically multivariate
normal with mean zero and covariance matriz Z.

Proof of Lemma 3. There are two cases to consider.
(i) By Yan (2021), we have

|Ze+| = O, (k(nlogn)'/?), |Ze | = O, (k(nlogn)'/?). (A.3)

Since §; — gi = ¢ fori=1,...,n, and Gny; — gny; = €; for j=1,...,n — 1, we have
[S(g —Eg)l; = [S(g—Eg)li +[5(g —g)l
n + _ n—1 —
— [Slg - Bl + (~1)1om Zm 2t

u2n,2n

r(logn)/?
= [S(g—Eg)l+ 0,

So if #losm)'

u

o(1), then we have

[S(g—Eg)li = [S(g—Eg)li +o,(n"'7).

Consequently, the first part of Lemma 3 immediately follows Proposition 2.

.. 1/2 ~ n + n—1 ~ o
(i1) $n/Vono, — c for some constant c. Let € =31 e — > "" ) e; and @;; = a;; — Ea; ;.
Denote
k ~ ~
§1—Eg1 2j—1d1 Z?:ku a1,j
1/2 1/2 1/2
uy/; w's s
H = 9k —Egi _ Z?:l ag,; + 2 kg1 Ok,
= 1/2 - - 1/2 1/2
Uk, k Uk k nuk,k
_ ok ok
92;11/2192” Zil:/12ai7n Zzzf/_gl Qjn
2n~,2n u2n’2n Uan,2n
£ é
Sn, 0 ;
= L+
. ko~ . .
Since |a; ;| < 1and u;; — 00 asn — oo, | Y, @il /uii = o(1) for i =1,... k with fixed
k. So ]1 = O(].)

Next, we will consider I,. Recall that s? = Var(é). By the large sample theory,
(é —Eé)/s, converges in distribution to the standard normal distribution if s,, — co. By
the central limit theorem for the bounded case in Loéve (1977) (page 289), 7, @i/ ul/ 2

converges in distribution to the standard normal distribution for any fixed i if M/m, =
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o(n). Since a;;s (1 <1<k, j=k+1,...,n), a;,,’s and é are mutually independent,
15 converges in distribution to a k + 2-dimensional standardized normal distribution with
covariance matrix Ijyo, where I, o denotes the (k + 2) x (k + 2) dimensional identity

matrix. Let

\/Uu1,1 O O \/U2n,2n Sn

vi,1 ) ) T ’ Van2n | V2n.2n
0 V2,3 V¥2n.2n sn

C = ’ va2 ) ’ ’ Van,2n | V2n,2n
O O VUE. k £V U2n,2n Sn

’ ’ t Vi, k ) Van,2n V2n,2n

Then
S(g —Eg)i=1,.» = CH.

Since 5% [Van.on — ¢? for some constant ¢, all positive entries of C' are in the same order n'/2.

So C'M converges in distribution to the k-dimensional multivariate normal distribution

k
with mean (0,...,0) and covariance matrix
U1, Uk, k U2n,2 sz
: ) ) n,zn mn T
dlag( 2 sy o ) ( 2 + 2 )1k1ka
Ul,l vk,k U2n,2n v2n72n

where 1 is a k-dimensional column vector with all entries 1. Before proving Theorem 2,

we first establish two lemmas.
Lemma 6. [Yan et al. (2016)]. Let W =V~! — S and R = Cov[W (g — Eg)], then

3M

<[Vt = _— A4
IR < IV = S+ s (A4)

Lemma 7. If (2.14) holds, then for any i,
6, - 0; = [V7(§ — E(g))li + 0p(n""?). (A.5)

Proof. Let 7;; = &; + f; — o — B} and assume

AL ~ 02]\42
pn = max 175,51 = O, (W(\/nlogn + m\/logn)) :

For any 1 <1 # j < n, by the Taylor’s expansion, we get

u(Gi + By) = plaf + B;) = i/ (af + By + ha,

1 . .
where hi,j = Elu”(ei,j)f?,j and Qi,j = ti,j (Oé;k + 6]*) + (1 - ti’j)(OAéi + Bj), ti,j c (0, 1) By (23),
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we have

Equivalently,

where h = (hq, ...

By (2.6), we get

Note that (Sh); =

n—1
2

mp;, and (V-

) thfl)T and

k=1,k#i
1 . 1 1
higl = |5 Oug)i2,| < 5mit, < 5
|hil < Z hig| < 5(n = 1)mpj.

h' _|_< 1)1(z>n) h
Uzz U2n2n

'h); = (Sh); + (Wh);. By Lemma 4, we get

|(V= h);| < [(Sh)| + [(Wh);|

|hil | hon]
<y

(% ) 2n 2n

mpn> M2 1

M4 m + M2
2m9n?

1/2
(n + 2kn'? + K?) .

(%)
<m — mﬁi)
o

<o

M®n, logn)

Again, by (2.14), we obtain

[(V7'h)i| < [(Sh)i| + [(Wh)| = o(n™"2).

22

h2n = 2?21 hz - Z':_

+ [[W |max x [(271 -1) max |hi |}

m3(n — 1)2 5(2n —1)(n - 1)’711@%)

77 (n+ 26n'% 4+ K )logn)

h _Zz lz;ékh <



Proof of Theorem 2. Note that V=! = W + S, we have

(0 - 0); = [S{g — E(g)}: + W{g — E(@)}]: + 0p(n"/?).

By (A.2), [|g — 9]l = Op(kv/1ogn). So by Lemma 4, we have

WG — g)l: = Op(n—a_x\/logn) = 0"V 08T

m3n?2 nm3

If #42 — o((n/logn)"/?), then [W{§ — g}}; = 0,(n~""/2). Combing Lemma 6, it yields

m3

(W(g —Eg)li = [W(g — g)li + [W(g — Eg)]i = 0,(n""/?).

Consequently,
(6~ 8)i = [S(g —Eg)]; + 0,(n"'?).

Theorem 2 immediately follows from Lemma 3.
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