arXiv:2201.13430v3 [quant-ph] 5 Feb 2024

Honghao Fu* Daochen Wang! Qi Zhaot

Abstract

Self-testing is a fundamental feature of quantum mechanics that allows a classical verifier to force
untrusted quantum devices to prepare certain states and perform certain measurements on them. The
standard approach assumes at least two spatially separated devices. Recently, Metger and Vidick [MV21]
showed that a single EPR pair of a single quantum device can be self-tested under computational as-
sumptions. In this work, we generalize their results to give the first parallel self-test of N EPR pairs and
measurements on them in the single-device setting under the same computational assumptions. We show
that our protocol can be passed with probability negligibly close to 1 by an honest quantum device using
poly (V) resources. Moreover, we show that any quantum device that fails our protocol with probability
at most € must be poly(V, €)-close to being honest in the appropriate sense. In particular, our proto-
col can test any distribution over tensor products of computational or Hadamard basis measurements,
making it suitable for applications such as device-independent quantum key distribution [MDCAF21]
under computational assumptions. Moreover, a simplified version of our protocol is the first that can
efficiently certify an arbitrary number of qubits of a single cloud quantum computer using only classical
communication.

Parallel self-testing of EPR pairs under computational assumptions
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1 Introduction

Self-testing is a fundamental feature of quantum mechanics that allows a classical verifier to force a quantum
device (sometimes called prover) to prepare certain states and measure them in certain bases up to local
isometries. The term “self-test” was first coined by Mayers and Yao [MY04] in 2004, but its concept can be
traced back to much earlier works that study the remarkable features of quantum correlations [Bel64, SW87,
Tsi87, PR92, BMR92].

To perform a self-test, the verifier inputs questions = to the devices and they return answers a. The
key idea of self-testing is that if @ and = obey certain nonlocal correlations, then the verifier can deduce the
devices’ behavior, assuming they are spatially separated. This assumption, which implies non-communication
between the devices, is crucial because otherwise, the devices could reproduce any correlation by using a
lookup table.

The literature on this nonlocal type of self-test is vast [SBQO]. They address topics such as which
correlations can self-test which states, e.g., [CGS17, GKW ™18, BKM19]; how efficient and robust a self-test
can be, e.g., [MYS12, McK17, NV17, NV18, CRSV18, Fu22]; and how to use self-testing to, e.g., certify
a quantum computer’s components [SBWS18]|, delegate quantum computations [RUV13, CGJV19], and
characterize the complexity of quantum correlations [JNVT22].

A limitation of nonlocal self-testing is the assumption of spatial separation. In practice, it is difficult to
certify this assumption, especially if the device is compact or falls outside our physical control. Therefore,
it is interesting to ask whether we can replace this assumption with another one so that we can self-test a
single quantum device. We illustrate the nonlocal and single-device settings in Fig. 1.
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Figure 1: Self-testing in the nonlocal setting (left) involves (at least) two spatially separated devices that
cannot communicate. In the single-device setting (right), there is only one device.

Computational self-testing. Recently, beginning with seminal work by Mahadev [Mah18] on the classical
verification of quantum computations, a series of works, e.g., [GV19, BKVV20, CCY20, ACGH20, VZ20,
VZ21, KMCVY22, BCM*21, HLG21, LG22, ZKML"23, MV21, MDCAF21, MTH*22], have explored how
computational assumptions can be leveraged by a classical verifier to control a single quantum device in
certain ways. Typically, the assumption used is that the Learning-With-Errors (LWE) [Reg09] problem is
hard to solve efficiently, even for quantum computers, which is a standard assumption. However, except for
[GV19, VZ21, MV21, MDCAF21, MTH"22], the level of control established in these works is much weaker
than in nonlocal self-testing. For example, if a device passes Mahadev’s verification protocol [Mahl18], it
only means that, to quote [MV21], “there exists a quantum state such that the distribution over the prover’s
answers could have been produced by performing the requested measurements on this state”. We do not
know whether the prover actually prepared that state and performed the requested measurements on it.
Metger and Vidick [MV21] are the first to explicitly propose the self-testing of a single device under
computational assumptions. We interchangeably refer to this as computational or single-device self-testing.
In a sense, their work is a culmination of many previous results because self-testing offers the strongest control.
The main limitation of [MV21] and follow-up work [MTH"22] is that they only self-test two and three qubits,
respectively. In this work, we introduce a protocol that self-tests N EPR pairs and measurements on them
in the computational setting. Our protocol can be passed with probability negligibly close to 1 by an honest
quantum device using poly(NN) resources. On the other hand, we show that any quantum device accepted
by our protocol with probability > 1 — ¢ must be poly(N, €)-close! to being honest in the appropriate sense.

1By poly (N, €), we mean a real function of N and € of order O(N®e®) as N — oo and € — 0, where a,b > 0 are constants.



Main results. We give a protocol for testing the following states and measurements.
States. {|79’“> =[v1) @ @ vo—1) @ (=)") ® [vg41) @+ @ |van) | 6 € {1,...,2N}, v € {0, 1}2N}
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where |(—)®) == (|0) + (=1)%|1))/V/2 for a € {0,1}.

Measurements. Any distribution over tensor products of computational (Pauli-Z) or Hadamard (Pauli-
X)) basis measurements on 2N qubits; more precisely, any distribution over the following set of measurements

{1y = BB 0o By ) (B || we {0,112V} | g e {0,112V}, (1.2)
where
1BO) =10), |Bg):=I1), [BY)=1+), and |Bj):=]|-). (1.3)

Note that we can self-test product states and entangled states together with local measurements in the

single-device setting, which is not possible in the nonlocal setting.

Our protocol generalizes the protocols in [GV19, MV21] and uses the Extended Noisy Trapdoor Claw-Free
function Families, or ENTCFs, from [Mahl8]. An ENTCF consists of two indistinguishable function-pair
families, a claw-free family F and an injective family G, and satisfies various properties under the LWE
hardness assumption.

In our protocol, the classical verifier first samples 6 € {0,1,...,2N} U {¢} uniformly at random. Then it
generates the public keys and trapdoors of 2N function pairs from F U G according to 6 as follows.

1. 6 = 0: all pairs are from G.
2. 0 €{1,...,2N}: the ' pair is from F and the remaining 2N — 1 pairs are from G.

3. 0 = o: all pairs are from F.

The verifier sends the public keys to the device. The device then sends back 2N images, y1,...,y2n, of
these function pairs — these play the role of a commitment. In the second round, the verifier either (i)
checks the commitment by asking for preimages of the y; and accepts or rejects accordingly, or (ii) asks for
an equation involving the preimages of the y;. In case (ii), there is a final round where the verifier sends
with probability 1/2 a uniformly random ¢ € {02V, 12V 0N1¥ 1N¥0N} and with probability 1/2 a random
q € {0,1}2" according to some distribution y of its choosing. The device sends back the result u € {0, 1}V
of performing some measurement {P'},. The verifier lastly checks that u is consistent with measuring
|7%:*) using {14}, , where v € {0,1}*" is some bitstring that the verifier can compute efficiently using the
trapdoors, and accepts or rejects accordingly.

Theorem 1.1 (Informal). Let A € N be a security parameter and let N = poly(A). Assuming the LWE
problem of size A cannot be solved in poly(\) time, our protocol satisfies the following properties.

Completeness (see Theorem 3.1). Using poly(\) qubits and quantum gates, a quantum device can pre-
pare one of the 2N -qubit states in {|7%?) | 0 € {0,1,...,2N}U{o},v € {0,1}*N} and measure it using
{112 | w € {0,1}*N} upon question q € {0,1}*N to pass our protocol with probability > 1 — negl()).
Moreover, the verifier can be classical and run in poly(X) time.

Soundness (see Theorem 4.40). If a quantum device passes our protocol in poly(\) time with probability
> 1 — ¢, then the device must have prepared a (sub-normalized) state oV, measured it using {Py b
and received outcome u, such that

S WtV — 70 @ ey < O(NTAEB)  and (1.4)
ve{0,1}2N
Eou| 30 IVERo™ PRV ) (90 T 0 0f0 ] < ON*/), (15)
u,ve{0,1}2N



where 6 € {0,1,...,2N}YU{o}, u is the distribution on {0,1}2N chosen by the verifier in our protocol,
u,v € {0,1}2N are known to the verifier, V is an efficient isometry independent of {6, u,u,v}, and the
Vs are some auziliary states that are computationally indistinguishable from some fived state c.

We highlight the poly(N, €) soundness error (or robustness) that we achieve. Good robustness is critical
if we want to use our protocol in practice because real quantum devices are imperfect. The more imperfect
a device is, the more robust a protocol needs to be to control it.

Techniques. The completeness of our self-testing protocol follows straightforwardly from the properties
of ENTCFs (see Section 3). The main challenge is to prove soundness. We give a high-level overview here
and provide more details in Section 4. We start by defining 4N observables of the device {X;, Z; | i € [2N]}
using its measurement operators. The strategy is to characterize these observables as the standard o:*
and o7 Pauli observables on 2N qubits where i indexes those qubits. Then, we characterize the device’s
states by their invariance under products of projectors corresponding to these observables and the device’s
measurements as products of these projectors. To characterize X; and Z;, we first generalize techniques in
[MV21] to show that X; and Z; obey certain state-dependent commutation and anti-commutation relations
(Sections 4.3 and 4.4). To carry out the generalization, it is important for the verifier to select 6 from the set
[2N]U {0, 0} for two reasons. The first is that they allow us to bound the failure probability associated with
each o by 2N + 2 (the number of possible 6s) times the average failure probability over all fs. The second
is that this restricted set of s suffices for us to characterize X; and Z; as ;¥ and ¢Z. Intuitively, § = 0 is
used to characterize {Z1,...,Zan}, 0 € [2N] is used to characterize Xy, and 6 = ¢ is used to characterize
EPR pairs. We give a more precise correspondence in Table 1.

From Section 4.5 onwards, we introduce new techniques to handle products of projectors (corresponding
to these observables). These techniques differ significantly from [MV21] because their techniques are not
susceptible to generalization to arbitrary N. These techniques also differ significantly from those used in
nonlocal self-testing because we lack the perfect state-independent commutation relations between observ-
ables on two spatially-separated devices. More specifically, we introduce a “operator-state commutation”
lemma (Proposition 4.29) and a “lifting” lemma (part 5 of Lemma 2.16, and Lemma 2.17) that together
give us the ability to “commute an observable past a state” by leveraging the cryptographic properties of
ENTCFs based on the LWE hardness assumption. We then use this ability to handle products of projectors
(see Sections 4.7 to 4.9). This ability is useful because, for example, X1 Z2X35¢ = Z2X1 X3 (1) does not
follow from the commutation relation X1 Z21 = Z5 X 1, where 1) is some density operator; however, it does
follow if we could commute X3 past ¢ first because X; and Zs would then be directly next to ¥. Having all
(1)-like relations implies that X; and Z; can be characterized as 07X and o respectively, which follows from
results in approximate representation theory [Vid20, GH17]. We remark that the preceding discussion is for
intuition only: in fact, we do not explicitly prove (1)-like relations and then apply representation theory.
Instead, we do these two steps simultaneously to directly show that an explicit “swap” isometry (defined by
Fig. 3 in Section 4.6) approximately maps X; and Z; to ¢;* and o7 respectively.

Applications. We present two applications of our result, the first is for device-independent (DI) quantum
key distribution (QKD), and the second is for dimension testing. We stress that for both applications, we
crucially rely on the characterization of measurements in Eq. (1.5) of Theorem 1.1. Our characterization of
measurements significantly differentiates our work from that of [GMP23], which only characterizes states.
DIQKD (Section 5.1). A DI protocol is one where the parties involved do not need to trust the inner
working of the devices they use to be sure that the devices have successfully implemented the protocol. A
QKD protocol is one for establishing information-theoretically secure keys between two parties. Previous
DIQKD protocols rely on the nonlocal assumption. This assumption is usually justified experimentally
by spatially separating two devices by a large distance, which is difficult to implement. Recently, Metger
et. al. [MDCAF21] proposed a different setting for DIQKD: they replace the nonlocal assumption with the
assumption that the two devices are computationally bounded. It is still assumed that the devices cannot
communicate with an eavesdropper because otherwise the eavesdropper can learn the generated shared secret
key. (We refer the reader to [MDCAF21, Section 4] for a discussion on why this assumption might still hold
even when the devices themselves can communicate.) However, since their protocol sequentially repeats the



self-test in [MV21], their soundness proof relies on the IID assumption that the device behaves identically
and independently at each repetition to argue that it has prepared and measured many EPR pairs.

Our DIQKD protocol consists of a random number of “test rounds” followed by a final “generation round”,
where both round types are based on our self-test. The N EPR pairs certified in the generation round are
used to generate Q(N) shared keys. Because of the parallel nature of our self-test, our DIQKD protocol
does not require the IID assumption. We sketch a soundness proof that uses a “cut-and-choose” argument
from [GMP23, Theorem 4.33 (arXiv version v2)] to upper bound the failure probability of the device in
the generation round, conditioned on the protocol not aborting in the test rounds. This argument does not
require an ITD assumption between rounds. Then, we use Eq. (1.5) of Theorem 1.1 to lower bound the key
rate, which does not require an IID assumption within any round. Hence we remove the IID assumption
altogether. The application of our self-test to remove the IID assumption from DIQKD in the computational
setting can be viewed as analogous to the application of a nonlocal self-test to remove the IID assumption
from DIQKD in the usual nonlocal setting [RUV13].

Dimension test (Section 5.2). Our dimension test is a simplified version of our self-test and is inspired
by the nonlocal dimension test in [CR20] and its exposition in [Vid20, Section 2.5.2]. The protocol in [CR20]
works as follows. The verifier chooses a random bit 6 € {0,1} and random bitstring = € {0,1}" and sends n
qubits to the device such that the qubits encode x in the computational basis (§ = 0) or in the Hadamard
basis (f = 1). After the device has received all n qubits, the verifier sends 6 to the device and asks it to return
a bitstring o’ € {0,1}™. If 2’ = z, the verifier certifies that the device has a large quantum dimension. Our
protocol can be viewed as a version of this protocol, where the verifier classically delegates the preparation
of the appropriate n-qubit states to the prover in a secure manner. Although our protocol is inspired by
[CR20], our security proof uses Theorem 1.1 and differs significantly from that in [CR20].

Theorem 1.2 (Informal, see Theorem 5.7). Under the same computational assumptions as in Theorem 1.1,
if a quantum device runs in poly(\) time and passes our dimension test with probability > 1 — ¢, then its
quantum dimension is at least (1 — O(N2e'/32))2N

Note that by quantum dimension, we mean the dimension of the device’s quantum memory. We take the
base-2 logarithm of the quantum dimension of a device as a count of its number of qubits. Therefore, the
theorem also lower bounds the number of qubits by N — O(N2e'/32). Importantly, O(N2e'/32) = poly(N, ¢),
which means that it suffices to run our protocol poly (V) times to estimate € to an accuracy that is sufficient
to ensure an Q(N) lower bound on the qubit-count. As a single run of our protocol also only takes poly(N)
time, the total time to implement a dimension test is poly(/N), which is theoretically efficient. Intuitively,
this theorem is proved using Eq. (1.5) of Theorem 1.1 to argue that the Hilbert space H of the device must
be able to accommodate all possible post-measurement states that could result from performing a Hadamard
basis measurement of N qubits in a computational basis state. Since there are 2V such post-measurement
states, and they are all orthogonal, we deduce a quantum dimension lower bound of 2V¥. A formal proof is
more challenging because Eq. (1.5) of Theorem 1.1 gives an approximation and we need to prove that the
rank of a quantum state is robust against the approximation error.

Compared to nonlocal dimension tests [BPAT08, CBRS16, Col20], the advantage of ours is that we do not
need to assume spatial separation between multiple devices. Compared to prepare-and-measure dimension
tests [GBHA10, CRSV17, CRSV18, CR20], the advantage of ours is that the verifier does not need to be
quantum — all computations and communications are classical. To the best of our knowledge, our dimension
test is the first? that can test for an arbitrary quantum dimension in the computational setting. In fact,
whether this is possible was recently raised as an open question by Vidick in [Vid20, pg. 84].

Discussion. One interesting direction is to further improve the efficiency and robustness of our protocol.
When N = )\, one bottleneck in improving the efficiency is that sending (the public key of) one function pair
already requires poly(\) = poly(N) bits of communication. In recent work, it has been shown that, instead
of sending the public keys, the verifier can apply a succinct batch key gemeration algorithm to reduce the
cost of sending public keys [BKLT22]. We expect that techniques in [BKL122] can be used to shorten other
messages of our protocol as well. Turning to robustness, we note that there exists a nonlocal self-test [NV17]
which uses poly(NN) bits of communication and achieves robustness poly(e). It might be possible to combine

2More recently, [MVV22] also claims a dimension test using completely different methods.



our techniques with those in [NV17] to achieve similar robustness in the computational setting. Another
interesting question to ask is what MIP* protocols can be compiled into computation delegation protocols
under computational assumptions. For comparison, it has been shown that classical MIP protocols sound
against non-signalling provers can be turned into computation delegation protocols [TKRR13, KRR14]. It
would also be interesting to see if a systematic way exists to translate nonlocal self-tests into computational
ones. We note that [KMCVY22] suggests that the two settings might not be too different at a conceptual
level by presenting a test of quantumness in the computational setting that closely resembles the nonlocal
CHSH test [CHSH69]. Recently, Kalai et. al. proposed a way to construct a proof-of-quantumness protocol
from any nonlocal game with a classical and quantum separation using quantum homomorphic encryption
[KLVY23]. However, it is unknown if the aforementioned protocols are quantumly sound. Going beyond
quantum dimension testing, it would be interesting to see if our protocol can be combined with those that
test quantum circuit depth [CH22, ACC23] to give a protocol that tests the quantum volume of a quantum
computer.

Organization. Our paper is organized as follows. In Section 2, we give the preliminaries required. More
specifically, we review ENTCFs and prove a variety of approximation lemmas. In Section 3, we describe our
protocol and prove that it can be passed with probability negligibly close to 1 by an honest quantum device
using poly(NN) resources (Theorem 3.1). In Section 4, we prove that the soundness error of our protocol can
be controlled to within poly(N,e) (Theorem 4.40). In Section 5.1, we present a DIQKD protocol based on
our self-testing protocol. In Section 5.2, we present a simplified version of our self-testing protocol that can
efficiently certify an arbitrary quantum dimension (Theorem 5.7).
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Note. During the preparation of the first arXiv version of this manuscript, we became aware of related
independent work by Alexandru Gheorghiu, Tony Metger, and Alexander Poremba, who construct a protocol
for remotely preparing a tensor product of random BB84 states and use this to remove the need for quantum
communication from a number of quantum cryptographic protocols. We refer to their paper [GMP23] for
more details and thank them for their cooperation in publishing the first versions of our respective results at
the same time. In the second version of the manuscript, we used ideas from [GMP23, Proof of Proposition
4.32 (arXiv version v2)] in our proof of Lemma 4.38. We also used ideas from [GMP23, Proof of Theorem
4.33 (arXiv version v2)] in our construction of a DIQKD protocol in Section 5.1. The present manuscript is
the third arXiv version and improves upon the second arXiv version in its presentation. In particular, we
have improved the introduction to Section 4.

2 Preliminaries

2.1 Notation

N is the set of positive integers. For k € N, we write [k] := {1,2,...,k}. Except in Section 5.2, we reserve
the letter N for the number of EPR pairs we self-test and so 2NV is the number of qubits we self-test. In
Section 5.2, we reserve N for the number of qubits we dimension-test. We do not use special fonts for vectors.
Unless otherwise indicated, the (lowercase) letters a, ¢ are reserved for single bits, i.e., a,c € {0,1}; u, v for
bitstrings in {0, 1}2V; €, 6 for real numbers in (0, 1); and n for a positive integer. When we use these reserved
symbols as indices of a sum without specifying the range, the range should be taken as the entire domain

of these symbols. For example, ) always means Zae (0.1} For a set X and a condition C' on elements of



that set, we use the notation ZIGXIC to mean a sum over all x € X that satisfy condition C. The set X
can be implicit, so, for example, Zv‘m:a means a sum over all v € {0, 1}2N with v; = a. For a finite set
X, we use the notation z <—y X to mean that = is sampled from X uniformly at random. For a probability
distribution p on X, we use the notation x <, X to mean that z is sampled from X according to f.

‘H denotes a finite-dimensional Hilbert space. £(H) denotes the set of linear operators on H and U(H)
denotes the set of unitary operators on H. Pos(H) denotes the positive semi-definite operators on H,
Pos(H) :={A € L(H) | A > 0}. We sometimes refer to operators in Pos(H) or vectors in H, not necessarily
normalized, as (quantum) states. For operators A, B € L(H), A > B means A—B > 0, i.e, A— B € Pos(H).
D(H) denotes the set of density operators, D(H) := {A € Pos(H) | Tr[A] = 1}. All Hilbert spaces in this
work are viewed as C™ for some m € N under a fixed choice of basis: this is necessary for some notions we
use to make sense, for example, quantum gates and the vector-operator correspondence in Section 5.2.

We write A € N for the security parameter. Most quantities in this work are dependent on A. Therefore,
for convenience, we often make the dependence implicit. A function f : N — R is said to be negligible if for
any polynomial p € Rlz], limy_00 f(A)p(A) = 0. We denote such functions by negl(A).

For an operator X € L(H), we write || X ||, = Tr[|X|?]*/?, where | X| := vV XTX, for the Schatten p-norm.
In this work, we mainly work with the trace norm || X |1, Frobenius norm || X ||z (also written as | X| ), and
operator norm || X ||o.. For operators A, B in L(H), we use (A, B) := Tr[AT B] to denote the Hilbert-Schmidt

inner product. The commutator and anti-commutator of A and B are defined as [A, B] == AB — BA and
{A, B} .= AB + BA respectively.
The single-qubit Z and X Pauli operators are denoted ¢ = (§ %) and ¢ = () which have

eigenstates {|0) := (}),|1) == (9)} and {|(—)?) = \%(|O> +11)), |(=)Y) = %(|O> —1]1))}, respectively. Given
m € N, and i € [m], we define ¢ (resp. 0;*) to be linear operator on (C?)®™ that acts as o (resp. o7*) on
the ith tensor factor and identity on all other tensor factors. The value of m should always be clear from
the context.

An observable on H refers to a Hermitian operator in £(#H). We say an observable is a binary observable
if it has two eigenvalues, —1 and +1. For a binary observable O, we define O(® (resp. O™M)) to be the
projector onto the +1 (resp. —1) eigenspace of O. Equivalently, for b € {0, 1}, we define O®) = w.
Note that O = O — OM. We say {P’ | i € [n]} is a projective measurement if P* > 0 for all i € [n],
Pipi=§; ;P foralli,j€ [n],and >, P'=1.

2.2 Extended noisy trapdoor claw-free function families

In this sub-section, we summarize the properties that we employ of Extended Noisy Trapdoor Claw-free
function Families (ENTCFs). Our discussion is based on the arXiv v2 version of [Mahl8]. For full details
about the properties of ENTCFs, we refer to [Mah18, Definitions 4.1-4.4]. For full details about how to
construct ENTCFs under the LWE hardness assumption, we refer to [Mahl8, Section 9]; in particular,
throughout this work, we make the LWE hardness assumption as described in [Mah18, Definition 3.4] where
the LWE parameters are set according to [Mah18, Section 9.1] as functions of the security parameter \.

Let A € N be a security parameter. Let X C {0,1}* and ) be finite sets that depend on A, where
w = w(A) is some integer that is a polynomially-bounded function of A\. An ENTCF consists of two families
of function pairs, F and G. Function pairs from these two families are labeled by public keys. The set of
public keys for F is denoted by Kx, and the set of public keys for G is denoted by Kg. For k € Kx, a
function pair (f%,0, fr,1) from F is called a claw-free pair. For k € Kg, a function pair (fz,o, fx,1) from G is
called an injective pair. For any k € r U Kg, the functions f ¢ and fi; map an z € X to a probability
distribution on ). Note that the keys and function pairs of an ENTCF are functions of A\. We use the terms
“efficient” and “negligible” to refer to poly(A)-time and negl(\) respectively.

Properties of ENTCFs.

a) Efficient function generation property [Mahi18, Definitions 4.1 (1), 4.2 (1)]. There exist efficient
classical probabilistic algorithms Genr and Geng for F and G respectively with

Genz(1") = (k € Kx,tx) and Geng(1*) — (k € Kg, ts), (2.1)

where ty, is known as a trapdoor. We write Geng (1} )xey and Geng (1*)xey for the marginal distributions
of the public key from Genz(1*) and Geng (1) respectively.



b) (Disjoint) injective pair property [Mah18, Definitions 4.1 (2), 4.2 (2)]. For allk € KrUKg, z,2’ € X
with x # 2', and b € {0,1}, we have Supp(frp(x)) M Supp(fip(z")) = 0.
For all k € Kx, there exists a perfect matching Ry, C X x X of X such that fro(x) = fr1(2') (equal
as distributions on ) if and only if (x,2’) € Ry.. We call any pair (z,2") € Ry a claw. In particular,
for all k € Kz, we have Uyex Supp(fr,0(z)) = Uzex Supp(fi,1(z)).
In contrast, for all k € Kg, we have (Uzex Supp(firo0(x))) M (Uzex Supp(fi1(x’))) = 0.

¢) Efficient range superposition property [Mahl8, Definitions 4.1 (3.c), 4.2 (3.b), 4.8 (1)]. Given k €
KrUKg, there exists an efficient quantum algorithm that prepares a state that is negligibly close to

|¢) = \/7 o> k@) @) b)) [v) (2.2)

b€{0,1} z€X,yey

in trace distance. (In the case k € Kx, this property follows from applying [Mahl8, Lemma 3.8] to
[Mah18, Definition 4.1 (3.c)], as done in [Mahl8, start of Section 5.1].)

d) Adaptive hardcore bit property [Mahl8, Definition 4.1 (4)]. There does not exist an efficient quantum
algorithm that, given k <+ Genz(1)key, can compute b € {0,1} and z, € X for some b € {0,1},
d € {0,1}*\{0%},3 and, with non-negligible advantage, a bit d-(xo®x1) € {0,1} such that (zo,z1) € Ry.
In particular, this means no efficient quantum algorithm can compute a claw (xo,x1) € Ry. This is
why function pairs from F are called claw-free.

e) Injective invariance property [Mah18, Definition 4.3 (2)]. There does not exist an efficient quantum al-
gorithm that can distinguish between the distributions Gen ]-‘(1>\)key and Geng(l’\)key with non-negligible
advantage.

f) Efficient decoding property [Mahl18, Definitions 4.1 (2, 3.a, 3.b), 4.2 (2, 3.a), 4.3 (1)]. In this paper,
we define the following “decoding maps” that decode the output of functions from an ENTCF. These
follow [MV21, Definition 2.1] but we restate them here for completeness.

1. Let m € N, m = poly(X). Forke (KrUKg)™, ye Y™, be {0,1}™, and x € X™, we define

0 if yi € Supp(fr, ., (x:)) for all i € [m],

. (2.3)
1 otherwise.

CHK(k,y,b,xz) == {

2. Fork € Kg andy € Y, we define

A 0 ify € Upea Supp(fro(2));
bk,y) =41 ify € Uyer Supp(fins(2)), (2.4)
1 otherwise.

3. Forbe{0,1,1}, ke Kr UKg, and y € ), we define

1 g b=1
j(b, k,y) — ny ¢ UIEX Supp(fkqb(x)) or 9 (25)
x  such that y € Supp(frs(z)).
In addition, for k € Kg, we use the shorthand &(k,y) = &(b(k,y), k,y).
4. Fork e Kr,y€ Y, and d € {0,1}™, we define
Bk, y, d) = d-(2(0,k,y) @ 2(1,k,y)) ifye UIGX Supp(fr,o(x)) and d # 0", (2.6)
L otherwise.

3Formally, the computed d needs to be in some set Sk,b,a, contained in {0,1}*\{0"} but, as Sy p », still contains all but
a negligible fraction of elements in {0,1}" and membership in Sy 3 , can be checked efficiently given (k, b, zy,tx), it behaves
like {0,1}"\{0%} for our purposes, so we equate it to {0,1}*\{0%} for notational convenience.



The efficient decoding property states that l;, z, and h can be computed efficiently given a trapdoor ty,
for k by a classical deterministic algorithm and that CHK can be computed efficiently even without a
trapdoor by a classical deterministic algorithm (note m = poly(X)).

Remark. The adaptive hardcore bit and injective invariance properties are the only properties that require
the LWE hardness assumption.

2.3 Efficient quantum operations and computational indistinguishability

In this subsection, we record [MV21, Definition 2.2], which formalizes the notion of efficient quantum oper-
ations. We also append a definition for the efficiency of POVMs that is not present in [MV21, Definition
2.2].

Definition 2.1 (Efficient unitaries, isometries, observables, and measurements).
Let {Hx | A €N}, {Ha x| A€ N}, and {Hp. | A € N} be families of finite-dimensional Hilbert spaces where
dim(Ha, ) < dim(Hp,») for all A.

1. We say a family of unitaries {Ux € L(H) | A € N} is efficient if there exists a classical Turing machine
M that, on input 1*, outputs a description of a quantum circuit with a fixed gate set that implements
U, in poly(\) time.

2. We say a family of isometries {V : Ha x — Hp x| A € N} is efficient if there exists an efficient family
of unitaries {Ux € L(Hp,x) | A € N}, such that Vx = Ux(14,x®|04(»))), where |0y()) denotes a fiducial
state in an ancillary Hilbert space of dimension k() := dim(Hp,x)/ dim(H 4, ).

3. We say a family of binary observables {Z € L(H) | A € N} is efficient, if each Hp \ = (C?)®PY (M) and
there exists a family of efficient unitaries { Ux € L(Hax ® Hp,z) | A € N} such that for any [¢) 4 , €

Ha,x,
U;\(UZ ® l)U/\(|¢>A,A ® |O>B,A) = (Z/\ |¢>A,A) ® |O>B,>\ : (2-7)
4. Let {Ax C N| X € N} be a family of finite sets. We say a family of projective measurements
{MXZ{MieAC(HA)\)HE.A)\}|)\€N} (2.8)

is efficient if the family of isometries {V == ;. 4 i) ® M} | A € N} is efficient.

5. Let {Ax C N| A € N} be a family of finite sets. We say that a family of POVMs
{Ex={E{€L(Mar)|ic A }|XeN} (2.9)

is efficient if there exists an efficient family of isometries {V : Hax — Hpx | A € N} and an efficient
family of projective measurements {My = {M} € L(Hp,) |i € Ay} | X € N} such that B} = V] MiVy
for all i € Ajy.

We formally define the notion of computational indistinguishability.

Definition 2.2 (Computational indistinguishability). We say that two families of positive semi-definite
operators {o(A)}ren and {7(A)}ren are computationally distinguishable with advantage at most 6 = §(\)
if the following holds. For all efficient families of POVMs {{Ex, 1 — Ex} | A € N} (with respect to a fized
polynomial in A), there exists Ao € N, such that for all A > )\, we have

ITe[Exa(A)] — Tr[Exr(V)]] < 6(\). (2.10)

In this case, we write o ~ 7. If instead of 8, we have O(8) on the right-hand side of Eq. (2.10), we write

o é(; 7. If § can be chosen to be a negligible function of A, then we say that the two families of positive
operators are computationally indistinguishable (without qualification).

We sometimes write Eq. (2.10) in terms of an efficient family of algorithms Ay that output a bit b € {0,1}
corresponding to { Ex, 1— E\}. In this case, Tr[Ext()\)] is written as Pr(A, outputs 0 on input (). When
working with computational indistinguishability, we often make the dependence on A implicit and abuse
language by referring to states or POVMs instead of families of them.



2.4 Approximation lemmas

In this subsection, we prove various approximation lemmas that will be used in our soundness proof. These
lemmas will be used to bound how close an arbitrary device is to being honest by its failure probability. We
prove two types of approximation lemmas. The first consists of purely mathematical inequalities that hold
unconditionally. The second consists of mathematical inequalities involving states and operators that hold
assuming the states are computationally distinguishable with some advantage and the operators are efficient.

We first recall some facts about operators in £(#). These will be frequently used without further
comment.

1. For A € L(H), |Tt[A]] < ||All1 and if A > 0, Te[4] = |Tx[A]| = | Al|,.
2. For A,B,C € L(H) and p € [1,00], [|ABC||, < [|Alsol| Bl[p[|Cloo-

3. (Holder’s inequality for Schatten p-norms). For A, B € L(H) and p,q € [1,00] with 1/p+ 1/q = 1,
IAB|1 < ||A]lp||Bllq- Note: (i) this is stronger than a common form with |(A4, B)| on the left-hand
side, (ii) when p = ¢ = 2, this is also known as the Cauchy-Schwarz inequality for Schatten 2-norms.

We will use the following notions of approximation.
Definition 2.3. In the following, the notation left of “ <= " is defined on its right.
1. Complex vectors. For a,b € C™, we write

a~b < |la=0b1 <e and am b < |la—>b|1 <O(e). (2.11)

2. State distance. For ¢, € L(H), we write
~t <= [¢—9li<e and gy = [¢ -l <O(e). (2.12)

The use of this notation is usually reserved for when ¢, v are quantum states, i.e., elements of Pos(H),
hence the name “state distance”.

3. State-dependent operator distance.
For A, B € L(H) and ¢ € Pos(H), we write [|A|]7, = Tr[ATAy] = [|A\/9|3 and

Arey B < [|[A-BJ|;, <e and A=y B <= [|[A- B|3 < O(e). (2.13)

Note that ~ is “more precise” than ~. For example, if a,b € C, then a ~ b =— a ~ b. In these
preliminaries, we choose to use ~ instead of ~ to be more precise (all results still hold under changing ~ to
~2). This extra precision will occasionally be useful when proving our main results. However, we will usually
use ~ instead of ~ as ~ allows us to hide constant factors and is therefore more convenient.

The following lemma relates the state-dependent norm ||-||, to the operator norm ||-|| and the trace of 9.
It is a generalization of [MV21, Lemma 2.17].

Lemma 2.4. Let 1) € Pos(H) and A € L(H). Then
[Ally < [[Alloo - v/ Tr[¢)]. (2.14)

Proof. The lemma follows from Hoélder’s inequality:
|A]7 = Tr[ATAy] < | ATAp| < [|ATA]l - [l ]l: = [|A]1% - Te[y)]- (2.15)
O

The next lemma is similar to [MV21, Lemma 2.18(ii)] except that we do not require the n to be constant.

Lemma 2.5. Let ¢; € Pos(H) for alli € [n] and ¢ ==Y ;. Let e > 0. Let A,B € L(H). Then the

following are equivalent:
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1. There exists €1,...,6, > 0 with Y, €; < € such that A ~, 4, B for all i € [n].
2. A e B.
Proof. For 1 = 2, consider
Tr[(A — B) (A - B)y ZTr (A-=B)(A-B)¥] <> e < (2.16)
=1 =1

For 2 = 1, define ¢; :== |A — BJ|7, > 0 for i € [n], so that A ~, y, B by definition. Then

dei=> T T(A - B)y;] = Tr[(A — B)1 (A — B)y] <. (2.17)

i=1 i=1
O

The following replacement lemma will be frequently used in our analysis to replace the device’s operators
by their ideal counterparts at the cost of introducing some error. Its first and second parts are similar to
[MV21, Lemma 2.21] but strengthened to include the trace of the state v. Its third and fourth parts allow us
to replace states and operators in the presence of projective measurements. Importantly, we keep the error
independent of the number of projectors constituting the projective measurement. Intuitively, this should
be possible because Y, P* = 1 for {P'}; a projective measurement.

Lemma 2.6 (Replacement lemma).

1. Let ¢ € Pos(H) and A, B,C € L(H). If A~y B and ||C||« = ¢ for some constant c, then

2. Let ' € L(H) and A € L(H). If Y ~ ' and ||A||ec = ¢ for some constant c, then
Tr[AY] ~, /e Tr[Ay']. (2.19)

3. Let ¢ € Pos(H), and A, B € L(H) be Hermitian. Let {X1,...,Xn} be a set of mutually commuting
binary observables and let {Y1,...,Y,} be another such set. If A ~.,, B, then, for alli € [n],

ue{0,1}"

4. Let i, )" € L(H) be Hermitian, and {P"};c(,) be a projective measurement on H. If ¢ ~ /', then

> T [P — )| Z\Pw VPl < [l — 9|1 < Ve (2.21)

i=1

Proof. The first equation of the first part follows from
ITe[C(A = B)Y]| = (C,A = Bly| < [|Cllly - [|A = Blly < ev/Tr[¢]Ve, (2.22)

where, in the last inequality, we use Lemma 2.4 to bound ||CT||,, < ¢\/Tr[t)]. The second equation of the
first part can be shown analogously.

The second part follows from |Tr[A(¢) — ¥')]| < [|Alleo - |0 — ¥'|1-

Consider the third part. We first write P* := Xl(ul)X2(u2) LX) P Xl-(u")Xi(ﬁ“) X4 and

QY = Yi(ui)Yi(ﬁ“) Y™ for convenience. Note that (PY)T = (P*)? = P* by the commutativity of the

11



X;s. Similarly, (Q“)T = (Q%)? = Q" by the commutativity of the Y;s. Then, the third part follows from
> _ITe[(A — B)P Q"]
= Y HP"(A= B}V, P'Q /D) (P P* = PY)

< Z”P“(A — B)V4|2[|P*Q" /¢ l2 < Cauchy-Schwarz >

for Schatten 2-norms

= > VTx[P*(A = B)j(A — B)][\/Tr[P*Q"¢Q"] (P“)'P* = P“; A, B Hermitian) |
(2.23

< \/Z Tr[Pu(A — B)y(A — B)] - \/Z Tr[PuQupQv] (Cauchy-Schwarz)

= /Tr[(A = B)%] - Z Tr[PUQuyQ"] ( Z pt= Pu)

Uiy Uid-1y--5 Un UL yeeny Uq—1

< e Z Tr[Quyp Q4] = /Tr[¢)] - € (lemma conditions).

Finally, consider the fourth part. We write the Hermitian operator o := 1 — 1’ in terms of the decompo-
sition 0 = R — S where R, S are positive semi-definite operators with RS = 0, so that |c] = R+ S. Then,
the fourth part follows from

n

Z|Tr [Plo]| =) | Tr[PioP']| < Z |PioP||; < Z |P*RP|, + || P*SP|)
=1 =1

(2.24)
(T[P'RP'] + T[P'SP]) = TY[R + §] = T{lo]] = [|v — /| < V.

I

s
Il
-

O

The next lemma is elementary and states that the trace norm of a sum of orthogonal operators equals
the sum of their trace norms. We give a proof for completeness.

Lemma 2.7. Suppose A1, Ag, ..., A, € L(H) are Hermitian and A;A; =0 for all i # j, then

H 3
=1

Proof. 1t clearly suffices to prove the lemma for the case n = 2. In this case, let us write A == A; and
B = A,. First, note that AB = 0 = (AB)" = BfA" = BA so A and B commute. Therefore, we can
simultaneously diagonalize A and B and write A = Y . \;[i)(i| and B = >, p;|i)(i| for some A;, pu; € R
and {|i)}ic[dim(z)) an orthonormal basis of H. Now, AB = 0 implies ), \i;|i){(i] = 0 and so the sets
S = {il\; # 0} and T = {i|u; # 0} are disjoint. Therefore, the lemma follows from

|A+ Bl = ZI/\ + il = YN+ Yl = Al + (1B O

€S i€T

= |4l (2.25)
=1

The next lemma is similar to [MV21, Lemma 2.22] but also strengthened to include the trace of .

Lemma 2.8. Let A,B,C € L(H) with ||C|lec = ¢ for some constant ¢, and let ¢p € Pos(H). Then the
following holds:

Ay B = AYC ~pomypy BYC and CYAT = aqypy) CyBY. (2.26)
In particular, let P,Q € L(H) be such that | P|lcc, ||@lcc < 1, then
P e Q = PyP Z=4Tr[y)e QU)Q (227)
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Proof. The proof of Eq. (2.26) is the same as that of [MV21, Lemma 2.22] except we use the bound ||C||?, <
ATr[y] (Lemma 2.4). Eq. (2.27) follows from the first part via

— PyYP ~ Pl +1Ql)2 QYQ (triangle inequality)
= PYP ~yrypy)e QYQ (IPllse; Qoo < 1). O

The next lemma is used to bound the distance between post-measurement states when similar measure-
ments are applied to the same state or when the same measurement is applied to similar states.

Lemma 2.9 (Post-measurement approximation lemma).

1. Let 1; € Pos(H) for j € [n] and ¢ = 337_ ;. Let {P'}icim) and {Q"}icpm) be two projective
measurements on H. If ZmHPi - QZH?/J] <, then

i€[ml,j€n] i€[m],j€(n]

2. Let v, € Pos(H) for j € [n] and ) = Z?Zl Yy and Y’ = Z?:l V). Let {P'}icim) be a projective
measurement on H. If 3770, |lv; — ¥i|l1 < e, then

S PP eli )il e > PP @), . (2.29)
i€[m],j€([n] i€[m],j€n]

Proof. The first part of the lemma follows from:
|3 PiwsP el - 3 Qu@ @i ).l
4] i,j
= Z [ PP P* = Q"; Q" |1 (Lemma 2.7)

< Z [(P"— QY P|1 + | Q" (P" — Q)1 (triangle inequality)

for Schatten 2-norms

< SIE = QW UVEP s + IVEQ 1) ( Cauchy-Schwarz )
i,J

=D 1P = Q' (\/ Tr[Pig;] + \/ Tr[inj]) (definitions)

< \/ZHPl - Q% - <\/Z Tr[Piap;] + \/Z Tr(Qi;] ) (Cauchy-Schwarz)
4,J
< 2V/e/ T[] (lemma conditions).

The second part of the lemma follows from

|32 Pl Preli il = 3 PP i)l = YOI P = PPl < 3 Il —will < e (2:30)
2% 2% 0,J J

where we used Lemma 2.7 for the first equality, part 4 of the replacement lemma (Lemma 2.6) for the first

inequality, and the lemma condition for the second inequality. O

The next two lemmas are proved in [MV21]. We omit the proofs.
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Lemma 2.10 ([MV21, Lemma 2.23]). Let Hy and Hs be Hilbert spaces with dim(H,) < dim(Hs), V be an
isometry: Hi — Ha, and A and B be binary observables on H1 and Ho respectively. Then, the following
holds for all ¢ € Pos(H1):

VAV I ~ vyt B = A~ , VIBY,

A~y VIBV = VAV ~ 2 i B.

Lemma 2.11 ([MV21, Lemma 2.24]). Let Hy and Hz be Hilbert spaces with dim(Hy) < dim(Hs), V' be an
isometry: Hi — Ho, and A and B be binary observables on Hi and Hay respectively. Then, the following
holds for all ¢ € Pos(H1) and b € {0,1}:

(2.31)

A~y VIBY = A® ~_ , VIBOY,
(2.32)
B 2€)vat VAVT — B(b) 2€)vat VA(b)VT

The next lemma will be used to characterize the states of the quantum device given a characterization
of its observables. The i € [n] will index qubits.

Lemma 2.12. Let Py,..., P, € Pos(H) be projectors and A € L(H) be such that
||A - PlAH||1 S [ (233)

for alli € [n]. Then, writing Py., = PyPy---P,, we have
|A =Pl AP, |l1 <) e (2.34)
i=1

Proof. We argue by induction on n > 0. The base case, ||A — A||; = 0, clearly holds.
Now, for i € [n + 1], we write P41 == P;Ps -+ Ppt1. Then,

|A =P, 1 APinia |

< ||A - P2T:n+1AP2?71+1||1 + ||P2T:n+1AP2¢7l+1 - PlT:n-i-lAPlﬂH‘l ||1 (triangle inequahty)

n+1 . . .

ductive hypothesis

<N 6 +||P}, 1 APypi1 — Pl PIAP\ P, m
= ; % || 2:n+1 2:n+1 241141 1 2-77«Jr1||1 and Pl:n+1 — P1P2:n+1

n+1 n+1

PQ: +1 S 1 then

< Z cit+[A-PAP ] < Z € (HIenTmaHg?)nditions ’

i=2 i=1

which completes the proof. o

Unlike the preceding lemmas, all remaining lemmas of this subsection concern computational indistin-
guishability. In particular, this means they only hold with respect to efficient operations.

Lemma 2.13 (Triangle inequality for computational indistinguishability). Let {p; | i € [n]} C Pos(H) be
such that p; éei pit1 for all i € [n — 1], then

o ézg ., Pn- (2.35)
Proof. Let {E,1 — E} be an efficient POVM. The lemma follows from

n—1 n—1
I Tx[Ep1] — Tr[Epa]| < | Tx[Ep] — Tr[Epia]] < e O
i=1 =1

Lemma 2.14 (Partitioning property of computational indistinguishability). Let 0,7 € Pos(H). Let {II'};¢ ()

be an efficient projective measurement. If o é(; T, then there exists 0; > 0 such that
oIl ~;, 71T, (2.36)
for alli € [n], and Y"1 | 6; < 24.
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Proof. For i € [n], let
o; = max Tr[A(ITI'oTI* — II*711%)] and f; = max Tr[—B(IT'cII’ — II'71I%)], (2.37)

where the max is taken over all efficient POVM elements A and B. Because A and B can be zero, we see
a;, B; > 0. Let A; and B; be the corresponding maximizers.

By definition, §; :== max{ay, 3;} equals how computationally indistinguishable IT¢cTI’ is from IT*7TI¢. As
«;, B; > 0, we have §; < «a; + [3;, so it suffices to upper bound Z?Zl a; + G-

Consider the following efficient algorithm for distinguishing ¢ and 7:

1. Measure {II'}; on the input state and record the outcome.
2. If the outcome is ¢ then measure {A4;,1 — A;}.
3. Output 0 if the result corresponds to A; and 1 otherwise.

The probability that this algorithm outputs 0 on any input ¢ € Pos(H) is

é Tr[ITyIT] Tr [AZ- : %} - zj; Tr[ A, TTIT7). (2.38)
Therefore, by the definition of o s 7, we deduce
zn: o = Zn: Tr[A; (T oTl* — TI'7ITY)) < 6. (2.39)
i=1 i=1
We can similarly show that Y., 8; < §. Therefore, >, §; < 24 as required. O

We record the following lemma.

Lemma 2.15 ([MV21, Lemma 2.6]). Let Uy, Us be efficient unitaries on H. Then, (Uy + U)T(Uy + Us)
and (Uy — U)T(Uy — Us) are observables and there exists an efficient quantum algorithm that given a state
¥ € D(H) outputs a bit b with

Prlb = 0)¢)] = iTr[(Ul + U) (U + Ua)p]  and Pr[b=1g] = iTr[(Ul — UM Uy = D)), (2.40)

Remark. The proof in [MV21] uses a purification step that we do not know how to make efficient. However,
they could have worked directly with mixed states to derive the result (see the proof of Lemma 2.17).

We end this section with two lemmas that allow us to use the computational indistinguishability between
two states 1 and ¢’ to “lift” a true statement about v onto 1)’.

Lemma 2.16 (Lifting lemma, see [MV21, Lemma 2.25 (i-v)]). Let 1,9’ € D(H) be such that ¢ ~5 '
1. Let A be an efficient binary observable on H. Then, Tr[Ay)] ~a5 Tr[A/].
2. Let A, B be efficient binary observables on H. Then,

A e B — A 5te B. (241)

3. Let A, B be efficient binary observables on H. Then,

[A,B] e 0 = [A,B] 5 tenp 0. (2.42)

4. Let A, B be efficient binary observables on H. Then,

{A, B} e 0 = {A, B} Xste 0. (243)
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5. Let H' be another Hilbert space with dim(H') > dim(H), U an efficient unitary on H, B an efficient
binary observable on H', and V : H — H' an efficient isometry. Then

ReTr[VIBV U] ~95 Re Tr[VIBV Uy'] and ReTr[U VIBVY] g5 ReTr[U VIBVY/].  (2.44)

Proof. The first four parts of the lemma (and their proofs) correspond to [MV21, Lemma 2.25 (i-iv)] verba-
tim, except that we record the constant factors arising from their proof. The fifth part is implicit in [MV21,
Proof of Lemma 2.25(v)]. We present a full proof of the fifth part for completeness.

First, note that the second equation in Eq. (2.44) follows from the first by setting V to VUT, which is
efficient. Therefore, it suffices to prove the first equation in Eq. (2.44). Let W € L(H’) be an efficient unitary
such that V = W(1 ® |0),,,) where dim(H") = dim(H")/ dim(H). H" exists because we can add dimension
to H'. Since U ® 1y~ and WTBW are efficient unitaries, we can apply Lemma 2.15 to see that there exists
an efficient algorithm that outputs a bit b with

Prb=0y] = iTr[(U @ Ly — WIBW) (U @ Lyr — WIBW) (1) @ [0)(0]34)]. (2.45)

. C .
Since 1) ~s 9/, this means

Te[(U @ Lyn — WIBW)H(U @ Ly — WIBW) (4 @10)(0})]

(2.46)
s Te[(U @ Ly — WIBW)HU @ 1o — WIBW) (¢ @ [0)(0]34)].
On the other hand, we have
Te[(U @ 1w — WIBW)(U @ 1y — WIBW) (3 ®10)(0]3)] = 2 — 2Re Te[VIBVUY/], (2.47)
Te[(U @ Ly — WIBW)' (U @ Lyyr — WIBW)(¢ @ [0)(0]3)] = 2 — 2Re Te[VIBVU). (2.48)
Therefore,
Re Tr[VIBV U] ~o5 Re Te[VI BV U], (2.49)
as required. O

In our work, we will need a new type of lifting lemma for handling projective measurements.
Lemma 2.17 (Lifting-under-projections lemma). Let {II"},c(0,13» and {P"},c(0,13» be two efficient pro-
jective measurements on H. Let i,y € Pos(H) be such that 1 é(; ' for some § > 0. Then, there exists
Oy, Bu > 0 for u € {0,1}™ such that
(I 4+ PUYG(ITY + PY) 4, (IT + PU)/ (I + PY),
(I — PUyp(IT* — PY) 5, (I1* — P*)g/ (I — P*),
where Zue{o,l}" (o, + Bu) < 46.

Moreover, let {Q" }yeo,13m be another efficient projective measurement such that Q" commutes with IT*
for all w € {0,1}™ and u € {0,1}". Then, we have

(2.50)

> |Re Tr[QUII* P¥4p] — Re Tr[QUII* P¥']| < 26. (2.51)
we{0,1}™, ue{0,1}"

Proof. Let p = (TII* &+ P*)y(II* 4+ P%) and pif == (1T 4+ P¥)y/(II* + P%). Let

oy =max Tr[Au(py = pi1)] >0 and 8 = maxTx[Bu(p, — p, )] 20, (2.52)

where the max is taken over efficient POVM elements A, and B,,. Let A} and B} denote the respective
maximizers. By the linear combination of unitaries technique [CW12] (also see Lemma 2.15) and the fact
that {I1"},cq0,13» and {P"},eq0,13» are efficient, we see that the following isometry is efficient:

vi=s(ne Y mem+ryrme Y e - py). (2.53)
u€{0,1}n ue{0,1}"
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In addition, the POVM {T', 1 —T'} is efficient, where

r= Y wOued+ Y [LulueB. (2.54)
u€{0,1}" u€e{0,1}"

Therefore, there exists an efficient algorithm that, given any o € Pos(H), outputs 0 with probability

Te[TVoV!] = %( ST AL 4 PY)o(I 4 P 4 Te By (I — PY)o(IT — PY)]). (2.55)
ue{0,1}"

Therefore, by the definition of ¥ ~ ', we have Tr[['VpV'] — Tr[TVp/VT] < §. That is,

1
5 > (e +8hH <o (2.56)
u€{0,1}n
Now, let
a; = max —Tr[A,(pf —piF)] >0 and B, = max—Tr[B.(p, — pl )] >0, (2.57)

u u

where the maximization is again over efficient POVM elements A, and B,. We can similarly show that

% > (o +8.) <0 (2.58)

ue{0,1}n

But «a, = max{a;,a; } equals how computational indistinguishable p; and p/ are. Likewise 3, =
max{3;", 8 } equals how computational indistinguishable p;; and p/ are. Therefore, we obtain

1

N~

S (aHB)<s S (af +8F+ay + ;) <2 (2.59)

ue{0,1}n u€e{0,1}™

Hence the first part of the lemma.

Now consider the second, “moreover”, part of the lemma. Let pi , = Q(II* £ P“)y(II* £ P*)Q™
and p’ujfu = QU(II" £ P*)y'(TI"* & P*)Q™. Since {Q"}ye(o,13m is efficient, we can use the partitioning
property of computational indistinguishability (Lemma 2.14) to deduce that there exists cuy u, Buw,u > 0 for
u € {0,1}",w € {0,1}™ such that

C

_ C _
pl_},u :aw,u p—ui;_u a'nd pw,u :ﬂw,u pu,w’ (260)

where Zwe{o,l}m O < 201, and Ewe{o,l}m Bwwu < 2By
The second part of the lemma then follows from the first part by

> |Re Tr[QUII* PY4)] — Re Tr[QVII* Py
we{0,1}™, ue{0,1}"
=Y (g - T - () - T (2.61)

we{0,1}™, ue{0,1}"

< (w4 Pun) S5 3 (0t Bu) <25

we{0,1}m, uc{0,1}7 ue{0,1}n

RNy

where the first equality uses the fact that Q* commutes with IT* for all w € {0,1}" and u € {0, 1}". O

3 Completeness of self-testing protocol
In this section, we introduce our self-testing protocol in Fig. 2. We then prove Theorem 3.1 by describing

an efficient honest quantum device that passes our protocol with probability > 1 — 2N - negl(A) and noting
that the verification can be efficiently performed classically.
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1. Input: A € N. Set N = poly(A). Given a distribution x on {0,1}2". Sample 8 < [2N] U {0, o} uniformly
at random. Sample 2N key-trapdoor pairs (ki,tx,), ..., (kan, tk,y ) from an ENTCF according to 6 as follows:

6 € [2N]: the 6-th key-trapdoor pair is sampled from Genz(1*) and the remaining 2N — 1 pairs are all sampled
from Geng(1%).

6 = 0: all the key-trapdoor pairs are sampled from Geng(1*).
6 = o: all the key-trapdoor pairs are sampled from Genz(1%).

Send the keys k = (k1,. .., k2n) to the device.
2. Receive y = (y1,...,y2n) € Y*V from the device.
3. Sample round type “preimage” or “Hadamard” uniformly at random and send to the device.

Case “preimage”: receive
(b,x) = (b1,-.-,ban, @1, .-, TaN)
from the device, where b € {0,1}2" and z € {0,1}2Nv.
If CHK (k;, ys, b, ;) = 0 for all ¢ € [2N], accept, else reject.
Case “Hadamard”: receive
d=(di,....don) € {0,1}*N®
from the device.
4. With probability 1/2, sample q <y {0212V 0N 1V 1¥0N} uniformly at random, and with probability 1/2
sample ¢ <, {0, 1}2N according to the distribution . Send ¢ to the device.
Receive u € {0,1}2V from the device.
Case A. 0 =0 and
if ¢; =0 and lA)(kz,yL) # u; for some i € [2N], reject,
else accept.
Case B. 6 € [2N] and
if ¢; =0 and l;(kt,yb) # u; for some i # 6, reject,
if go =1 and 7L(k9,y97d9) &) l;(k9+N,y9+N) =+ uy, reject,
else accept.
Case C. 0§ = o and
if ¢;=0,qnv+i=1and u; ®uni; # fz(kN+i,yN+i,dN+i) for some i € [N], reject,
if ¢;=1,qn+i=0and u; ®uni; # fz(ki,yi,di) for some i € [N], reject,

else accept.

Figure 2: A protocol that self-tests EPR pairs of a computationally efficient device.
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Theorem 3.1. There exists a quantum device using 2N - poly(\) qubits and quantum gates that is accepted
by our self-testing protocol with probability > 1 — 2N -negl(\). Moreover, there exists a classical verifier that
runs in 2N - poly(X) time.

For the rest of this paper, given input security parameter A\ € N, we set N = poly(A) to be a fixed
polynomially bounded function of A, so that both the device and the verifier above are efficient and the
device passes the protocol with probability negligibly close to 1.

Proof. In the first round, for each ¢ € [2N], by the efficient range superposition property of ENTCFs
(Property (c)), the (honest quantum) device uses k; to prepare a state |¢]) that is negl(A)-close to

i) = W STV Fes@)@) b)) ) (3.1)

be{0,1} z€X ,yey

in trace distance which uses poly(A) qubits and quantum gates. Therefore, the device prepares the tensor
product ® 1 ) using 2N - poly(\) qubits and quantum gates.

We have || ® 1 i) — ®fivl [¥1) |1 < 2N - negl(X). Therefore, the output distributions arising from all
subsequent measurements made on ®12iv1 [yl) are the same as those made on ®fivl [t;) up to 2N - negl(\)
in total variation distance. Therefore, for the rest of this proof, we can assume that the device has actually
prepared |¢) == ®12ivl |t;) and reduce the lower bound on the success probability by 2N -negl(\) at the end.

Then, the device measures the (image) y register of |¢);) and sends the outcome to the verifier. By the
(disjoint) injective pair property of ENTCF's (Property (b)), after the y measurement, the state |¢;) collapses
to |¢i) lyi), where

1) = |b(Ki, yi)) |2(Ki, yi)) if k; € Kg, (3.2)
U 5 0) o (ki wa)) + 1) 21 (Kiy i) if ki € Kz '

In the following, we use the shorthand b; := b(k;,y;) € {0,1} and, for a € {0,1}, &4 = &(a, ki, y;) € X.

In the second round, there are two cases, “preimage” or “Hadamard”. In the “preimage” case, the device
measures the b and x registers of each |¢;) in the computational basis and sends the outcome to the device.
This will always be accepted by the device using the definition of CHK.

In the “Hadamard” case, the device measures the x register of each |¢;) in the Hadamard basis and sends
the outcome d = (dy,da,...,dan) to the verifier. After this measurement, |¢;) collapses to |a;) |d;), where,

if § € [2N], then
o |B7,> ifi#0,
0 {(|0> + (-1 A Boe®Bro) 1)) /\/2 i i = 0 Y

if 0 =0, then |oy) = |b;); and if 6 = o, then |041) = (|0) + (=1)%@os®214) 1)) /\/2.
In the following, we use the shorthand h; == d; - (Zo,; ® &1;) € {0,1} and

h o= (iLN+1, .. .,iLgN,]All,]Alg, .. .,iLN) S {0, 1}2N. (34)

For v € {0,1}2", we also define the state

1 X , .
W) = N g(ox)“ ® (o) N+ ([0); 1) ygs + 115 1=) ) (3.5)

which consists of N (locally-rotated) EPR pairs.

Then, the device applies N controlled-0Z gates between the i-th and (N + i)-th qubits of ®fivl |a;) for
all i € [N] (note that the controlled-0 gate is independent of which qubit is the control and which qubit is
the target). The device has now prepared the 2N-qubit state

b1, bo1) [(—)Po+x®ho) [by o, . bon) i 6 € [2N], 6 < N,
) = b1, bg—1) [(—=)P0-NER) bgia, ... o) if 6 € 2N], 0> N, (3.6)
“ ) by, ... bon) if 0 =0, '

") if 0 = o.
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In the “Hadamard” case, there is a third and final round where the verifier sends a bitstring ¢ € {0, 1}2V
to the device. The device performs the following ¢-dependent measurements. For ¢ € [2N], if ¢; = 0, measure
the ith qubit of |a) in the computational basis, otherwise, measure the ith qubit of |«) in the Hadamard basis.
The device finally sends the outcome u € {0, 1}V of these measurements to the verifier. The expressions
on the right-hand side of Eq. (3.6) imply that the device passes the last checks made by the verifier with
probability > 1—2N -negl()). (The only way the device fails these last checks is if d; = 0" for some i € [2N],
which happens with probability at most 2N - negl())).

The “moreover” part of the theorem follows directly from the efficient function generation and the efficient
decoding properties of ENTCFs (Properties (a) and (f)). O

4 Soundness of self-testing protocol

In this section, we show that our self-testing protocol achieves poly (N, €) soundness error. Unlike the proof
of completeness in Section 3, we use the adaptive hardcore bit and injective invariance properties of ENTCFs
to prove soundness in this section. Therefore, it is necessary for us to make the LWE hardness assumption
throughout this section.

We start with Section 4.1 where we mathematically model quantum devices. Essentially, a quantum
device is a four-tuple D = (S, M,II, P) where S is a set of states, M, II, and {P, | ¢ € {0,1}*} are the
measurements D performs to obtain the d, (b, z), and u given question g, respectively, as defined in our
protocol (Fig. 2). We use P, to define observables of the quantum device called X, ; and Z,; for i € [2N]
that should act as 0¥ and o7, respectively. (Recall that o is the Pauli X operator acting on qubit i and o7
is the Pauli Z operator acting on qubit i.) For different choices of (6, q,i) € ([2N]U{0,0}) x {0,1}2V x [2N],
our goal is to characterize the actions of the observables X, ; and Z,; on the state o, which is the post-M-
measurement state. Unlike in nonlocal self-testing, where we only need to characterize one state, here we
need to characterize multiple states and observables. Our strategy is to first decompose

ol ~ Z ¥, (4.1)

ve{0,1}2N

where 0% are (subnormalized) states that correspond to certain (y,d) measurement outcomes. We then

show that X, ; and Z,; act on 0% similarly to how 0¥ and o7 act on certain ideal states up to some error
that can be bounded by the probability that the device fails our protocol for a given (6, ¢). More specifically,
the ideal state corresponding to % is 7% as defined in Definition 4.34. In Table 1, we summarize which
(6, q) pairs are used to characterize which observables. For example, (0, ¢) = (0,02") is used to characterize
Zyzn ; for all i € [2N] while (6, q) = (0,0V1%) is used to characterize Zon~ ;- Xonin ;4 for all i € [N].

(Qia%—i-N) with i < N =0 96[2N] 0=o
(O, O) Zq,i and Zq,iJrN -
(1,1) - X0 if 60 € {i,i+ N} -
(07 1) - - Zq,i : Xq,i-l—N
(17 O) - - Xq,i : Zq,i—i—N

Table 1: Correspondence between the (6, ¢) used in our protocol and the observables tested.

Sampling 6 < [2N] U {0,¢} and ¢ as in our protocol allows us to effectively characterize the actions of
X, and Z,; on o for all (6, q,i) € (2N]U{0,0}) x {02V, 12V 0N 1N 1NN} x [2N] using the overall failure
probability of the device. If we naively sampled 6 < {0,1}2Y, we would not be able to effectively bound
the failure probability of the device given some 6 by the overall failure probability of the device since the
former probability can be smaller than the latter by a factor of 22V,

Then, in Proposition 4.14, we use the computational indistinguishability of elements in {¢? | § € [2N] U
{0,0}} to argue that, for all ¢ € {0, 1}?V, the observables X, ; and Z,; act on ¢/ similarly to how X; == X2~ ;
and Z; == Zyn ; act on o for all § € [2N] U {0,0}. This allows us to restrict attention for most of the
subsequent analysis to X; and Z; since results that hold for them automatically hold for X, ; and Z,; via
Proposition 4.14.
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For self-testing, we not only need to characterize the action of a single observable on ¢? as sketched
above but we also need to characterize the actions of products of observables. In Sections 4.3 and 4.4, we
establish the observables’ o?-state-dependent commutation and anti-commutation relations. These relations
involve products of two observables. Our proof generalizes and refines techniques used in [MV21, GV19]. In
particular, we need to define error parameters associated with each element in {o%? | v € {0,1}2NV}. We
then use these error parameters collectively to bound the overall approximation error associated with .

In Section 4.5, we prove observable-state commutation relations for certain pairs of observables and states.
These relations are necessary for showing that products of more than two observables, each being either X ;
or Zg;, satisfy the same state-dependent (anti-)commutation relations as oZ and oiX, respectively. Recall
that the previous (anti-)commutation relations only concern products of two observables. However, we also
want to show, for example,

Z1X5720% ~ X321 Zoc®, (4.2)

for some appropriate approximation error. Eq. (4.2) does not follow from the o3-state-dependent commuta-
tion relation between Z; and X3 because Z; and X3 are not directly next to o2 due to the obstructing Z.
However, Eq. (4.2) does follow once we first use an observable-state commutation relation to commute Zo
past 0. We view our use of observable-state commutation relations as one of the main technical contribu-
tions of this work. These techniques should be independently useful in any future work on computational
self-testing involving more than two qubits.

In Section 4.6, we give the formula of the swap isometry V and then describe an efficient quantum circuit
that implements it. Our swap isometry can be viewed as a special case of the swap isometry proposed in
[YN13, Figure 2] in the nonlocal setting. In particular, it is not the obvious generalization of the swap
isometry used in [MV21, Proof of Lemma 4.28] which is more difficult to analyze.

In Sections 4.7 and 4.8, we analyze the effect of the swap isometry on the observables and states of the
device. More specifically, in Section 4.7, we show that V maps the X, ; and Z, ; observables approximately to
oX and oZ. In Section 4.8, we show that V maps the state o>V of the device to a state of the form 7%?®a?f?,
where 7%% is the ideal state and o’ is some junk state such that o is close to being computationally
indistinguishable from a fixed state « for all § € [2N] U {0,¢} and v € {0, 1}V,

Lastly, in Section 4.9, we put everything together to give our main soundness result, Theorem 4.40.
The main task is to characterize the measurement operator P, = {P? | u € {0,1}*"}, where each P! is
;Z"). Recall that we have previously
characterized Z,; and X, ; individually in Section 4.7. To characterize the products of their corresponding
projectors, we use the operator-state commutation relation to sequentially replace each projector in the
product by its ideal counterpart.

The analysis in Sections 4.7 to 4.9 crucially relies on results in Sections 4.3 to 4.5 which allow us to bound

the soundness error in Theorem 4.40 by O(poly (N, €)). If we directly generalized the soundness analysis of
4

approximately a product of 2N binary projectors of the form Z ;Zi) and X

[MV21], we would obtain an extremely loose O(2¥¢/2") bound on the soundness error.

4.1 Quantum devices

In this subsection, we model a general quantum device that can be used by a device in our protocol specified
in Section 3. Our definition is based on the definition given in [MV21, Section 4.1].

Definition 4.1. A device D = (S, M, 11, P) is specified by Hilbert spaces named Hp, Hy, and Hg, with
dim(Hy) = |Y*V and dim(Hg) = 22V, and the following.

1. Aset S:={¢? |0 € [2N]U{0,0}} C D(Hp ® Hy) of states where each state ¢! is classical on Hy:

W= )" Wiyl (4.3)

yey2N

The state 1/)5 models the device’s state immediately after returning y € Y2V to the verifier if the verifier
initially sampled 6 € [2N] U {0,¢}. More precisely, 1/)3 (and hence 1?) is a function of the public keys

4See [GMP23, End of Section 1.3 (arXiv version v2)] for an explanation of why the technique in [MV21] would lead to such
a loose bound.
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k€ (KrUKg)?YN that the verifier sampled according to 6, as described in the protocol. We choose to
make the k-dependence implicit for notational convenience.

2. A projective measurement II for the preimage test on Hp ® Hy:

yeyQN

be{0,1}*N z € X2N}. (4.4)

The measurement outcome b, z is the device’s answer for the preimage test.

3. A projective measurement M on Hp ® Hy for the device’s first answer in the Hadamard test:

M = {Md = . Mio)l

yeyZN

d € {0, 1}2Nw}. (4.5)

We write o (D) for the classical-quantum state that results from measuring M on ? followed by
writing measurement outcome d into another classical register whose Hilbert space is denoted by Hrg.
That is,

o’ (D) = > ob (D)@ |y, d)(y,d| € Hp ® Hy ® Hr, (4.6)
yeY?N , de{0,1}2Nw

where az)d(D) = My M.

4. Projective measurements P, on Hp ® Hy ® Hg for the device’s second answer in the Hadamard test
when asked question ¢ € {0, 1}2V:

P, = {p; = > P a® ly.d)(y,d| | ue {0, 1}2N}. (4.7)

yeY2N de{0,1}2Nw
The measurement outcome v is the device’s answer for the question q.

Remark. We stress that the states wy‘g depend on the public keys k € (KxUKg)?" that the verifier sampled
according to #. In particular, all subsequent states of the device also depend on k. When we make a statement
about such k-dependent states labeled by 6, that statement is often understood as holding in expectation
over k sampled according to 6. The expectation over k is necessary when the statement is derived using the
adaptive hardcore bit or injective invariance properties of ENTCFs, which only hold in expectation over k.

Henceforth, unqualified sums over each of the symbols b, z,y, d always refer to sums over b € {0, 1}V,
x € XNy e Y?N and d € {0,1}2N% respectively, unless otherwise stated.
In this work, we focus on efficient quantum devices, which are defined below.

Definition 4.2. A device D = (S,1I1, M, P) is efficient if all the states in .S can be efficiently prepared and
all the measurements II, M, and P are efficient.

As in the nonlocal self-testing, we want to show that each projector P behaves like a tensor product of

projectors on 2N systems. Therefore, we define the marginal observables on each of those systems as done
in [MV21, Definition 4.4].

Definition 4.3 (Marginal observables). Let D = (5,11, M, P) be a device. For i € [2N] and ¢q € {0,1}2",
we define the binary observables

Zq,i(D) = Z(—l)vipg ifg; =0 and
. (4.8)

v

22



For i € [2N], y € Y*V, and d € {0,1}*N*, we also define the binary observables

Zq,i7y7d(D) = Z(—l)”i qv)y)d if =0 and
. | , (4.9)
Xgiya(D) = Z(_l)vl wy.d g =1

v

Note that Z, ;(D) commutes with X, x(D) for j # k according to these definitions.

In later parts of this section, we will repeatedly work with Zyen ;(D), Zpen ;0 4(D), Xq2n (D), and
Xi2n ;4 a(D), where i € [2N], y € Y?N, and d € {0,1}*N™. Therefore, we define the abbreviations

Zi(D) = Zyn ;(D), Ziya(D) = Zyn ;, 4(D),

Xi(D) i= Xyowa(D), XiyalD) i= Xyow 1 a(D). (410
We also define the abbreviations

Zi(D) == Zynin (D) for all i € [N],

%(D) = Zynyn (D) forallie {N+1,...,2N}, @11)

Xi(D) == Xngn (D) for all i € [N],

Xi(D) = Xonyn ;(D) forallie {N+1,...,2N}.

Our soundness analysis will characterize the states 0% in the following definition as the states that we
are self-testing. In the following definition, for ¢ € [2N], we write

i+N ifi<N,

. e (4.12)
i1— N ifi>N.

mod(i + N,2N) == {

Definition 4.4 (Hadamard round post-d-measurement states V). Let D be a device. For 8 € [2N]U{0,¢}
and v € {0,1}2, we define the state

o’'(D):= Y ol (D)@ y,d){y.d €Hp®Hy ®Hr, (4.13)
(y,d)ex(0,v)
where,
{(y, d) } l;(ki, y;) = v; for all i # 6 and ﬁ(kg,yg, dp) = veg ® Umod(9+N72N)} if 0 € [2N],
3(0,v) = ¢ {(y,d) b(ks,y;) = v; for all i} if 6 =0, (4.14)
{(y,d) | h(ks, i, di) = Vmod(i+ 2y for all i} if 0 = o.

In all cases, (y, d) ranges over Y2V x {0,1}2N% i ranges over [2N], and the state ¢%¥(D) implicitly depend
on keys k € (Kz U Kg)?" chosen according to # as described in the protocol.

Note that > ¢?(D) < 0(D) by definition because the X(6, v)s partition a subset of YV x {0, 1}2V.
In particular, taking traces on both sides gives > Tr[o??(D)] < 1. In the honest case,

2_2N|U1 .. Ug_l(—)”9v9+1 R ’U2N><U1 R Ug_l(—)”9v9+1 R ’U2N| for 6 € [2N],
Try rlo”"(D)] = { 272N [v)(v| for § =0,  (4.15)
272N ¥ (9 for 6 = o,

where |v) = |v1vs ... van) and we recall the definition of |¥) from Eq. (3.5).

In the soundness proof, we will use quantities called vp and vy to bound how far away the Z, ;(D), X, ;(D)
observables and ¥ states are from the self-tested observables and states. We define them below.

23



Definition 4.5 (yp and vg). Let D be a device. We define the following quantities that all relate to the
failure probabilities of D.

1. Preimage test. For 0 € [2N]U {0, ¢}, we define
WD) =Te[> Y W] = m 3 eyl (4.16)
Yy (b,x)EINV(k,y) y,b,z| CHK (k,y,b,z)=0

where an implicit expectation is taken over the keys k € (K UKg)*V that are sampled according to
# as described in the protocol, and

INV(0,y) = {(b,x) € {0,1}*" x XN |b; = b(ki, y:), x: = @by, ki, y;) for all i}. (4.17)

Note that the set INV(6,y) can be empty due to bor & returning | ; in that case, E(b 2)EINV(0,1) Hgvm
is taken to mean 0. We then define l

vp(D) =1 — min{te(D) | § € 2N] U {0,0}}. (4.18)

2. Hadamard test. For § € 2N]U {0}, ¢ € {0,1}*" and i € [2N], we define

oy ™ (2, 2500%] g =0 (419)
70,q.,i = ’ R .
/ 1 otherwise

$0,4,i(D) = (4.20)

1 otherwise .

{Tr [, x| g =1

For 6 = o and i € [N], we define

TI[ ZgiX, i (vi) O’U} if ¢; = 0 and i=1

r07q7i(D) = Zu ( q,ivq,N+ )o g . and gn+ , (4'21)
1 otherwise

2w Tr{(Xq,izq,NH)(”N“)UQ’”} if ¢ =1 and gn4i =0

(4.22)
1 otherwise

So,q,i(D) = {

We then define
YH,¢(D) =1 — min{min{rg 4., S6.4.i | 0 € 2N]U{0},7 € 2N]}, min{re g, S0,q: | ¢ € [N]}}. (4.23)

Since our soundness proof proceeds by first characterizing the operators X;(D), Z;(D), X;(D) and Z;(D)
(defined in Eqs. (4.10) and (4.11)), we write

i (D) = max{vw 4(D) | ¢ € {0*V, 12N N1V 1NN} (4.24)

Henceforth, we assume® that yp(D), vz (D) < 1 only for notational convenience so that we can simplify, for
example, O(vu (D) + v(D)") to O(y(D)") when 0 < r < 1. For the same reason, we assume N~y (D) is
non-negligible in A so that we can simplify, for example, O(Nvyg (D) + negl(A\)) to O(N~g (D)).

We define the following failure probabilities of a device, which can be estimated by running the protocol
multiple times.

Definition 4.6 (Failure probabilities). Let D be a device. For ¢ € {0,1}*", we define

ep(D) == Pr(D fails preimage test | case: preimage), (4.25)
€n,q(D) == Pr(D fails Hadamard test | case: Hadamard and question g). (4.26)

Then,
(D) = ep(D)/2+ ( > PO+ Y w@eng(D)/4 (427)

qe{02N 12N oN1N 1NN} qe{0,1}2N

is the average failure probability.

5This assumption holds when D fails our protocol with sufficiently small probability — see Proposition 4.7.
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Henceforth, when D is clear from the context, we mostly drop the D-dependence from the quantities
097 O'Z,du 0-91”7 Zi7 Xiu Zi7 Xi7 Zi,y,du Xi,y,d7 Zq,iu Xq,iu t97 T0,q,i»S0,q,i» YH,q» YH,€P,€H,q, €- (428)

While it is easier to bound the soundness error using vp, v, and v, they are not immediately observable
to the verifier. However, we can bound them by the observable failure probabilities, ep, €74, and ¢, as follows.

Proposition 4.7 (v bounded by failure probability €). Let D be a device. Then, for all ¢ € {0,1}?V,

vp < (2N 4 2)ep < 2(2N + 2)e, (4.29)
Yi.g < (2N + 2)ep . (4.30)

Moreover,
vi = max{ym 4 | ¢ € {0V, 12V 0N1N 1NN} <16(2N + 2)e. (4.31)

Proof. As tg <1 for all 0, Eq. (4.29) follows from

P
2N +2°

2N
1 1

=1—-—1 tg)] >1— ——(2N +1 in{tg | 0 € 2N = 4.32

€p 2N+2(0+§ 9)_ 2N—|—2( + 14+ min{te | 6 € [2N]U{0,0}}) (4.32)

For 6 € [2N]U{0,¢} and g € {0,1}*", let py , be the success probability of the device when the verifier
chooses 6 and asks question g. Since Pr(M;4;) < min;{Pr(A;)} for any events A;, we obtain

Po.g <min{roqq | i € 2N]}, (4.33)
Po.q < min{rg ¢, 560,40 | ¢ € 2N]} for § € 2N], (4.34)
Doq <min{re g, So.qi | €[N]}. (4.35)
Recall that
Vi, =1—min{min{re q:,50,: |0 €{0}U[2N],i € [2N]} min{re g, S0,q: |7 € [N]}} (4.36)
=1—min{pg, |0 €[2N]U{0,0}}. (4.37)
Then
1 2N +1 min{pg, |0 €[2N]U{0,0}}
1 — = - < )
‘Ha= 9N 12 D Poa=on 1o 2N +2 ’

0€[2N]U{0,0}

from which Eq. (4.30) follows.
Because in the Hadamard test, with probability 1/2, ¢ is chosen from { 0>
at random, we have

, 12N 0NN 1NN ) uniformly

1
1(6H702N + EH)12N +EH70N1N + EH,lNON) S 4e.

That is, for ¢ € {02V 12N N1V 1NN} ey, < 16¢. Then Eq. (4.31) follows from Eq. (4.30). O
Definition 4.8. For § € [2N]U {0}, ¢ € {0,1}?", i € [2N], and v € {0,1}?V, we define
C(0,9,8,) = [1Zgs = (=1)"I50.. if gi = 0, (4.38)
X(0,4,1,0) = [|Xqi = (=1)"" 170, if g; = 1. (4.39)
For ¢ € {0,1}?N, i € [2N], and v € {0,1}?", we define

Co(q,1,0) = [|ZgiXgnri — (1) ][50 if ¢ =0 and gn4i =1, (4.40)
Xo(q,4,v) = || XqiZg,N4i — (=1)"V 1

1200 if ¢ =1 and gy = 0. (4.41)

25



The values {¢, s, X, Xo | in the definition above can be viewed as being of order vy, /22" (see Lemma 4.10).
We will later bound the errors of various approximate operator-state relations by sums of 22V terms, where
each is of the form ¢, (s, X, or Xo.

For convenience, we say an equation involving ((0, q,,v), x(0,q,4,v), (s(q,%,v), or xo(g,%,v) holds for
all “appropriate” (6,q,%,v) to mean that the equation holds for all (6,¢,4,v) in the appropriate domain as
specified in Definition 4.8.

For later convenience, for all appropriate (6,4, v), we define

C(@, i, ’U) = C(eu 02N7 iu U)u X(97 U) = X(97 12N7 97“)7 (442)
Coliyv) = (0NN, i,0),  xol(i,v) = xo(1VON, i, 0). (4.43)

By the definition of ~, for all appropriate (g, 1,6, v), we have

Zqﬁi 2((9,q,i,v),aev” (_1)'01'1 and qui 2)((9,(1,72,11),0'9*” (—1)“[, (4 44)
Zq,in,N-l-i :Co(q,i,v),oovu (—1)1}1] and Xq,iZq,N—i-i :xO(q,i,v),oov”J (—1)UN+iI.
In addition, by elementary algebra, we can express
¢(0,0,,0)/4 = Trlo""] = Tx[ 20" =112 ~ 10%...
(0,001, 04 = Tog®] — T = X35 = 1.0, (4.45)
Colg,i,v) /4 = Tr[o*"] = Tr[(Zq iXq, N+1)(UZ) @ U] = [[(Zq,iXq, N+z) o) — ]1||g<> vy
Xo(q,3,v)/4 = Tr[o®"] — Tr[(Xy, Zq,N-H)( Nl ) = [[(Xq,s Zq,N+1)(UN+l - ]1||a<> v
The lemma below follows directly from Definitions 4.3 and 4.5.
Lemma 4.9. For § € 2N]U {0}, ¢ € {0,1}?Y, and i € [2N] such that ¢; = 0 and i # 0, we have
1= g <7000 = 3 T2 0% <3 Tr[o?] < Tr[o?) = 1. (4.46)
For § € [2N] and q € {0,1}*N such that g9 = 1, we have
1—7Hq<59q9—ZTr o 9”<ZTr [0%7] < Tr[o?] = 1. (4.47)
For q € {0,1}2N and i € [N] such that ¢; = 0 and qn1; = 1, we have
=Yg <Togi =Y Tr[(ZiXgn4i) 0> < Trjo?"] < Tr[o?] = 1. (4.48)
For q € {0,1}2N and i € [N] such that ¢; = 1 and qn1; = 0, we have
1= Vg < Soqi = Y Tr[(XgiZgn ) N 0% <> Tr[o??] < Trfo”] = 1. (4.49)

The following lemma bounds exponential sums of {(6,q,%,v), x(0,q,0,v), xo(q,%,v), and ((g,%,v) over
v € {0,1}2N using vm 4.

Lemma 4.10. For all appropriate (6,q,i,v) with i # 0, we have

ZC(97Q7iav) S 4’)/H,q- (450)

For all appropriate (0,q,1,v) with i = 0, we have

ZX(quaiav) < 4’}/If,q- (451)

v
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For all appropriate (q,i,v), we have
Z Colq,1,v) < 4ypq and Z Xo(q,1,v) < 4yp g (4.52)

In particular, we have

ZC(G,@',U) < Ay, Zx(H,v) <Ay, Zgo(i,v) <dvg, and Zxo(i,v) < Advy. (4.53)

Proof. Consider the first inequality. Fix 8 € [2N] U {0}, ¢ € {0,1}?", and i € [2N] with ¢; = 0 and i # 6.
Summing the expression for (6, q,i,v) in Eq. (4.45) over v € {0,1}?" and using Lemma 4.9, we obtain

D G0 i0) <44 THZ 0" < . (4.54)

The argument is analogous for the remaining three inequalities before the “in particular” part.
The “in particular” part follows from the definitions of ((8, 7, v), x(8,v), (s(i,v), and xo(i,v) in Eq. (4.42)
together with the definition of vy in Eq. (4.24). O

Note that the above lemmas control certain parameters of a device using its failure probability. But we
have yet to leverage our computational assumptions. The following lemma, which we will frequently use later
together with the lifting lemmas (Lemmas 2.16 and 2.17), allows us to use the injective invariance property
of ENTCFs (Property (e)) to further control the device.

Lemma 4.11 (Indistinguishability of {¢)?}g (vesp. {6%}4)). Any pair of states in {1’} ocianiufo,0}
(resp. {09}96[2N]U{070}) of an efficient device D are computationally indistinguishable.

Proof. For v € {0,1}2N let D(v) = (ki,ka,...,kan) be the distribution on 2N-tuples of public keys such
that each k; is independently distributed according to Geng(l)‘)key ifv,=0or Gen;(l’\)key if v; = 1.
For 6 € 2N]U {0, o}, let
D(str(9)) if 0 € [2N],
02Ny ifo =0, (4.55)

DY = )
(12NV)  ifg=o,

D
D
where str() € {0,1}2" is the 2N-bit string with a 1 at position 6 and 0s elsewhere.

The injective invariance property of ENTCFs (Property (e)) states that the distributions Geng(l)‘)key
and Genr(11)yey are computationally indistinguishable. Therefore, it is clear that for any u,v € {0,1}2V,
with u, v differing by exactly one bit, D(u) and D(v) are computationally indistinguishable. Therefore, any
pair of distributions in {DQ}QE[QN]U{O)Q} are computationally indistinguishable up to 2N negl(A) = negl())
by Lemma 2.13 and our setting N = A. This is because, for any 6,6’ € [2N] U {0}, str(6) and str(f’) differ
by at most 2 bits while str(6) and 12V differ by at most 2N bits. As D can prepare the state ¢ (resp. o?)
efficiently given keys drawn from DY, all pairs of states in {1/ }gcj2n]uf0,0} (resp. {07 }oe2n]uf0,0}) must be
computationally indistinguishable. O

In later parts of the soundness proof, we use vyp, vm,q and yg to characterize o%-dependent operator
relations. First, we show » o9 is yp-close to ¢ so that in later proofs we can replace o by Yo o,
which is easier to analyze—see Definition 4.8 and the lemmas following it.

Definition 4.12 (Valid y). Let y € Y?V and k € (K7 U Kg)?Y. We say y is valid (with respect to k) if

b(k;,y;) #L for all i € [2N]; equivalently,

yi € | J(Supp(fr,.0(x)) U Supp(fr,1(x))), for alli € [2N]. (4.56)

Otherwise, we say y is invalid.

Lemma 4.13. Let D be a device. For all § € [2N]U{0,0}, [0 =Y, 0%?|l1 < vp.
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Proof. We have

Hoe _ Zae,v
v

- H > > MigMi® Iy,d><y,d|H1

1

invalid y d
=] Y S MMl @y diy, d]| (4.57)
invalid y d
= Y T[] <1—ty <p,
invalid y
where the last two inequalities follow from the definitions of ¢y and vyp respectively. O

Lemmas 4.10, 4.11 and 4.13 imply that, on the state ¢, Zg,i 1s close to Z; == Zyen ; and X ; is close to
X; = Xy2~ ;. More precisely:

Proposition 4.14. For all ¢ € {0,1}2Y, § € [2N]U {0,0}, and i € [2N], we have

Zayi “syu g +8vm+avyp.o0 Zi U 4 =0,

_ (4.58)
Xq,i 0 Xz Zf q; = 1.

=8vm,q+8v+4vp,0

Proof. We first prove the equation involving Z. It suffices to prove this equation for § = 0 because of the
computational indistinguishability of the ¢%s (Lemma 4.11) and part 2 of the lifting lemma (Lemma 2.16).
Let ¢ € {0,1}?" and i € [2N] be such that ¢; = 0. Then, we have

1Zgi = Zill50.0 < (1240 = (=1)"Illgow + 1 Zi = (=1)" L[| 0.0)?

< 2¢(0,q,4,v) +2¢(0,0°N 4, v). (4.59)

Therefore, by Lemma 2.5 and the bounds on ¢ in Lemma 4.10, which is applicable because i # 0, we
obtain

Zq)i ZS’YH,q+8'YH,02Nva o0v Zi. (4.60)
Now, using Lemma 4.13, we obtain
T((Zgi — Z:)*0%) = Tx((Zgi = Z)* D 0%"]| < (1 Zgi = Zill% - vp < 4yp. (4.61)
Therefore, by Eq. (4.60), we have
Te{(Zg, — 20%0%] < To((Zgsi — Z0* 3" 0%) + dyp < 8711,0 + 89z v + A7, (4.62)

v

which, noting vy g2v < yg by definition, completes the proof of the first equation of the lemma.

Now consider the second equation of the lemma involving X. It again suffices to only consider § = i by
the reasoning at the start. The proof is then analogous to the proof of the first equation, except we use the
bounds on x in Lemma 4.10, which is applicable because § = i. We omit the details. o

4.2 Reduction to perfect device

In this subsection, we follow the strategy of [MV21, Lemma 4.13] by first showing that any efficient device
with yp(D) < 1 is close to a “perfect” efficient device. A perfect device is one that, for any 6 € 2N]U{0, ¢}
chosen by the verifier, can always pass the preimage test except with negl(\) small probability. Then, we
restrict attention to efficient perfect devices for the rest of the soundness proof before Section 4.9.

Definition 4.15 (Perfect device). Let D = (S,II, M, P) be an device. We say D is perfect if yp(D) =
negl(\).

Proposition 4.16. Let D = (S,1I, M, P) be an efficient device with yp(D) < 1 and S = {4 | § € 2N] U
{0,0}}. Then, there exists an efficient perfect device D = (S,II, M, P) which uses the same measurements
I, M, P as D and has states S = {1? | € 2N]U{0,0}} that satisfy: for all € 2N]U{0,¢},

19 — 4|1y < v/vp(D). (4.63)
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Proof. D can efficiently prepare each state J@ in S as follows. D first follows D to prepare ? using a given
set of public keys k € (Kx UKg)?" sampled according to # as described in the protocol. D then applies the
efficient unitary Uy associated with the efficient measurement II, as per Definition 2.1, to create the state

¢0 = UH(|O2N+2Nw><O2N+2Nw|anC & wG)Ul"rI = Z |y7 b7 £L'> <y7 blu :EI| ® Hg)wwzngl7w/' (464)

y,b,x,b" '

On this state, D evaluates the CHK function—which is efficient given only k£ and not the trapdoor t,
see the efficient decoding property of ENTCFs (Property (f))—on the classical register holding (y, b, x) to
create the state

> [CHK(k,y,b,x)) (CHK (k,y, b, 2")| @ |y, b, ) (y, b, 2’| @ T = g1, ", (4.65)

y,b,x,b !

D next measures the first (single-bit) register of the state in Eq. (4.65). The probability that the measurement
outcome is 0 is equal to Tr[A¢’], where we write A for the projector

A= > ly, b, z)(y, b, . (4.66)

Y b,x|CHK(k,b,z,y)=0

Note that Tr[A¢?] = t», where we recall ¢y from Definition 4.5.
If the measurement outcome is 0, D continues by applying U T to the post-measurement states, and then
traces out the anc register to output the state

Agb(’A
= Trane | Uy} 4.
But, using Eq. (4.64), we can write
¢0 = Tranc |:UEI¢GUH:| . (468)

Therefore, since the trace norm cannot increase under partial trace and is unitarily invariant, we obtain

190 — 9|1 < HW — gt H < 24/1—Te[A¢f] = VI— 1Ty < \/p. (4.69)

where we used the gentle measurement lemma in the second inequality, see, e.g., [Will7, Lemma 9.4.1 in
arXiv v8J.
Now, D might not obtain 0 when it measures the first register of the state in Eq. (4 65). In this case,

it repeats the above procedure up to (a fixed) poly()) times, stopping and outputting 1/19 the first time 0 is
measured and aborting if 0 is never measured within those poly()\) repeats. But, the probability of aborting

is (1 — t)Po V) < 4RO — pegl()\) as required. O

We finish this subsection by proving several lemmas that hold for efficient perfect devices. Lemmas 4.17
and 4.18 are used implicitly in [MV21]. The other Lemmas 4.19 and 4.20 are generalizations of explicit
lemmas in [MV21] and provide a precise reference in their proofs.

Lemma 4.17. Let D be a perfect device. For all 8 € [2N]U {0, ¢}, we have

0'0 negl(\) Z 0'97’0. (470)

Proof. The lemma follows from Lemma 4.13 and the definition of a perfect device (Definition 4.15). O

Lemma 4.18 (Collapsing property). Let D be an efficient perfect device. For all i € [2N] and 6 € 2N]U
{0,0}, we have

W gy Y 0TI

b,z
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Proof. For ¢ € {0,1}, let Vi . == {y; € V| b(ks,y;) = ¢}. Note that y € Y2V is valid (see Definition 4.12) if
and only if y; € Y, 0U Vi1 for all i € [2N].

We first prove the lemma in the case 8 = 0, so k € IC(QJN . As the device is perfect and § = 0, with
probability > 1 — negl(\), we have

o0 0 for all invalid y € Y2V, (4.71)
Uyt R o (R EEY) for all valid y € P2V, '
Therefore, with probability > 1 — negl(\), we have
DTN = IR @ [y) (y]
b,x b,x,y
— Z Hg(k,y),i(k,y)¢gng(k,y),i(k7y) @ |y) (|
valid y
= > eyl =Y ¢ eyl =~
valid y Yy
When 6 # 0, the computational indistinguishability of the 1%s (Lemma 4.11) implies
DI gy D O g 0 Seqion ¥ (4.72)

b,z b,x
The conclusion follows by the triangle inequality for computational indistinguishability (Lemma 2.13). O
Lemma 4.19. Let D be an efficient perfect device. For all 6 € [2N], we have
> (=1 Tr[o”"] ~egn) O- (4.73)

Proof. The proof is similar to [MV21, Lemma 4.15]. It suffices to prove the lemma for § = 1 as the proof for
other 6 is analogous. Assume for contradiction that Eq. (4.73) is not true. Then, there exists a non-negligible
function () such that, for infinitely many A € N, we have

’ Z Te[ol?] — Z Tr[o! ]

v|v1=0 v|vi=1

> (). (4.74)

We also assume that, for a fixed A, the term inside the absolute value sign in Eq. (4.74) is > 0. The proof
is analogous if otherwise.

Consider the following efficient algorithm 4 which breaks the adaptive hardcore bit property of ENTCFs
(Property (d)):

1. Input: a key k1 sampled from Geng(1*)key.

2. Independently sample 2N —1 keys ko, . . ., kan, each from Geng(lA)key. (Let D! denote the distribution
on the keys sampled in the first two steps of A.)

3. Prepare the state 1!, then make measurement obtaining v, then make preimage measurement obtaining
(b,x), and then make Hadamard measurement obtaining d.

4. Output: (y1,b1,21,d1) and print “fx, p, (z1) = y1 and il(kl,yl,dl) =0".
Because D is perfect, we have, with probability > 1 — negl(\),
fkl,bl (xl) =Y1- (475)

Let A’ be the same as A except that it does not make a preimage measurement and produces no output.
By the collapsing property (Lemma 4.18), the state of A immediately after the preimage measurement is
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computationally indistinguishable from its state just before. Therefore, by definition, the state of A after
the Hadamard measurement is computationally indistinguishable from the state of A’ after the Hadamard
measurement. But note that A’ behaves exactly like D up to when the Hadamard measurement is made
in the Hadamard case. Therefore, the state of A after the Hadamard measurement is computationally
indistinguishable from the state of D after the Hadamard measurement in the Hadamard case.

Now, using the definitions of 0¥ and 3(1,v) from Definition 4.4, we see that Eq. (4.74) means

Pryp1 D(( d) € Uy, —02(1, U)) > PrkNDl,D((yvd) € Uv|v1:12(1av)) + u(N). (4.76)
Then, as argued above, we can replace D by A by introducing a negligible term as follows
Prypr A(( d) € Uy, —02(1, U)) > Pryopr A(( d) € Uy, =1 3(1, U)) + u(A) + negl(A). (4.77)
Now, we can rewrite the probabilities appearing on the left- and right-hand sides to see that

Pr(h(kl7ylud1) =0 and m ( (kuyZ) € {0 1}))

(4.78)
> Pr(h(ki,y1,d1) = 1 and M2, (b(ki, i) € {0,1})) + (\) + negl(\).

But
Pr(ﬂ o (b(Ki, i) € {0, 1})) > 1 —negl(N), (4.79)

by the definition of b and the fact D is perfect. Therefore, as Pr(A N B) > Pr(A) + Pr(B) — 1 for any events
A and B, we have R .
Pr(h(ki,y1,d1) = 0) > Pr(h(k1,y1,d1) = 1) + p(N) + negl(A). (4.80)

Egs. (4.75) and (4.80) together contradict the adaptive hardcore bit property of ENTCFs (Property (d)). O

Lemma 4.20. Let D be an efficient perfect device. For all i,0 € [2N], we have

Tr[Xi0%] ~2 tneai(n) O- (4.81)

Proof. The proof is similar to [MV21, Corollary 4.16]. Because D is efficient, X; is an efficient binary
observable. Therefore, it suffices to consider = i by using the computational indistinguishability of the s
(Lemma 4.11) and part 1 of the lifting lemma (Lemma 2.16). Moreover, we only consider §# =i = 1 as the
argument is analogous otherwise. Then, the lemma follows from

Tr[X10'] ZTr X[ — 1ot = (- 1) Tr[oh] - %Z(—U“X(L”) ~oyy negl(X), (4.82)

v v

where the middle equality uses Eq. (4.45) and the last approximation uses Lemmas 4.10 and 4.19. O

4.3 Commutation relations

Proposition 4.21. Let D be an efficient perfect device. For all i,j,0 € [2N] with i # j, we have
[Zi, ZJ] = O, [Xi, XJ] = 0, and [ZZ,X ] ~ v +negl(N),0? 0. (483)

Our proof is similar to that of [MV21, Proposition 4.24] except it is more refined in that we use ¢, and
Xv to bound various ¢?*-dependent approximation errors instead of vz. For example, in Eq. (4.84), We
cannot use vy to bound the errors as it would lead to a O(22Y ) approximation error in Eq. (4.83) due to
Eq. (4.85) where a sum over v € {0,1}?" is taken.

Proof. The first two equations follow directly from Definition 4.3. Consider the last equation. Because D is
efficient, Z; and X are efficient binary observables. Therefore, by the computational indistinguishability of
the 0% (Lemma 4.11) and part 3 of the lifting lemma (Lemma 2.16), it suffices to prove the last equation
for @ = j. It also suffices to consider i = 1 and j = 6 = 2 as the proof is analogous for other i, j, 8 with i # j.
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For the purposes of this proof, we write (, for {(2,1,v) and yx, for x(2,v) for convenience. By definitions,
we have Z1 ~¢, 520 (1)1 and X3 =y, 520 (—1)”2I. Therefore,

Z1Xo my, g2 (1) Z1 &g, 2o (—1)2T &y s Xo (—1) &2, g2 XoZi. (4.84)
Therefore, by the triangle inequality, we have
Z1 X2 Ry 4c, 020 X221
By linearity of the trace we can sum the above equation up over v € {0,1}?" to deduce
71 X2 =y 16, o2 X221 (4.85)

Using >, X < 4yg and Y, ¢y < 4yg from Lemma 4.10, and using 02 ~,e01(0) >, 02" from Lemma 4.17,
which uses the perfectness of D, we obtain

Z1 X2 2y inegl(V),02 X221, (4.86)

which completes the proof. O

4.4 Anti-commutation relations

We prove Proposition 4.22 in this subsection. The results and their proofs in this subsection are generaliza-
tions of those in [MV21, Section 4.6]. More specifically, [MV21] deals with the two-qubit case and proves
results for o(?1:92) with (61,6,) € {0,1}2. The naive generalization to the 2N-qubit case would consider
(61,...,02n) € {0,1}2N. However, such generalization would not allow us to effectively control vy using

the failure probability € 4, since Proposition 4.7 would give the exponentially loose bound vy < 2*Vey. To
resolve this problem, we observe that it suffices to consider
(01,...,60on) € {z € {0,1}*" | Hamming weight of z is at most 1} U {12V}, (4.87)

to prove Proposition 4.22. This is why we choose 6 € [2N] U {0,¢}. Recall from Fig. 2 that our § = 0
corresponds to (61, ...,02n5) = 02N our § € [2N] corresponds to the string with 1 at index  and 0 everywhere
else, and our § = o corresponds to 12V,

Proposition 4.22. Let D be an efficient perfect device. For all i,6 € [2N], we have

{Z“XZ} "N‘\/'y_H-i-negl()\),ag 0. (488)
We need a few lemmas first.

Lemma 4.23. Let D be an efficient device. For all i,0 € [2N], we have
S X2 0% 2] % s negi(n) O- (4.89)

Proof. The proof generalizes that of [MV21, Lemma 4.18] and is more refined due to the use of (.

We prove the lemma for ¢ = 1 as the proof is analogous for other . Now, the statesin {}_, Z£a)09Z£a) |6 €
[2N]} are computationally indistinguishable because they can be efficiently prepared from o by measuring
7y (Z; is efficient because D is efficient) and the os are computationally indistinguishable (Lemma 4.11).
In addition, because D is efficient, X7 is an efficient binary observable. Therefore, by part 1 of the lifting
lemma (Lemma 2.16), it suffices to prove the current lemma for 6 = 2.

For a € {0,1}, we define

Z o’ and ((a Z ¢(2,1,v) (4.90)

v|lvi=a vlvi=a

Note that 6 = 0(0) + (1) by definition and ¢(0) + ¢(1) < 4y by Lemma 4.10.
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By Eq. (4.45), we have

¢(a)/4 = Trlo(a)] - Tx[Z{”o(a)], (4.91)
which can be re-expressed as ~
Zfa) Q“{(a),a(a) I, Zfa) %C(a),d(a) 0. (492)
Therefore, by Lemma 2.8, we have
Z0a(a) 2\ ey o(a), 2P 0(a) 2" () 0. (4.93)

Therefore, by the triangle inequality (recall that the definition of a for states involves a square), we have
Z(a) 2,vz(a) — Z(a) Z(a) 4.94
S 20 = LA 0+ oA = e, ey o (4.94)

Recalling ¢(0) + ¢(1) < 4yy by Lemma 4.10, the above equation means

S 20?02\~ o2, (4.95)

Finally, using the above equation and Lemma 4.20, we obtain

Y TxZ2V0?2{"] = Tx [Xl 32020 27| x sy Tr[X10%] &y 0, (4.96)

which completes the proof. o
To state and prove the next lemma, we need the following definition.

Definition 4.24. Let D be a device. For keys k € (Kx U Kg)?N, b € {0,1}2V, y € Y*V, we define

#(b, k,y) € X2V component-wise by 2 (b, k,y); = 2 (b;, ki, y;) for all i € [2N]. Then, we define

Y

I =150k and 11° = Zﬁz ® |y)(yl, (4.97)

which can be thought of as projectors onto the correct preimage answers. Note that if & (bs, ki, yi) =L for
some i € [2N], then II}, = 0. Moreover, for a € {0,1} and i € [2N], we define

o= "1t M= ey, and 2% = Z Z\ @ )y (4.98)
b\bi:a Yy
We also note that, by previous definitions, we have
z8) = > Pin,, and Z% = Z 74 @ |dy(d (4.99)
v|v,=a

Lemma 4.25. Let D be a device. Let 0 € [2N]U {0} and b,b" € {0,1}*N be such that b; # b for some
j € [2N] with j # 6. Then, TILySTY =0, for all y € Y?V.

Proof. This proof generalizes that of [MV21, Lemma 4.20]. We consider the following three cases, which
cover all possibilities:
1. I;(kj,yj) = bj. In this case, we have y; € Uzcx Supp(fi,p,(z)). Now, k; € Kg as j # 6. Therefore,
b; # b; implies y; ¢ Uzex Supp(fk%b;_ (2)). So x(b ki,y;) =L and HZ/ =0.

(w2}

2. b(kj,y;) = b;-. In this case, by an analogous argument, we obtain fIg =0.

3. b(kj,y;) =L. In this case, we have &(bj, kj,y;) = &0}, kj,yj) =L. So f[g = ﬁgl =0.
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In all cases, we see I ¢9Hb = 0. Hence the lemma. O

Lemma 4.26. Let D be an efficient perfect device. For all i,0 € [2N], we have

S IMTL = 215 M0 2y megin) O (4.100)
a,y,d

Proof. The proof of this lemma generalizes that of [MV21, Lemma 4.19].
We prove the lemma for ¢ = 1 as the proof for other ¢ is analogous. Expanding the left-hand side of
Eq. (4.100), we obtain

S I — 24 M,

a,y,d
_ 71l,a 3 rd d rr(a) dyrl,a (a) d
- Z e[ (ML, My = My 2z, ) (MyTL® — 217 M)y (4.101)
a,y,d
La jrdfil.a,),0 do(a) grd, 6 drp(a) prdfrla,,0 o111,a
= > T MTL 0] + > Tr[M2)°) Myl — > Te[My2y°) M3 9 + T ).
a,y,d a,y,d a,y,d

Since o0 = 37, 40 @ [y)(yl, M? = 0, M @ ly)(y], T = X2, T @ ly)(y] and 25 = X2, Z{) ;@ |y) (yl, we
can simplify the left hand side of Eq. (4.100) as

STt AT el + 3 T MAZE) M) S (24 M y? - yOThe) M), (4.102)
a,d a,d a,d

Because the device is perfect, according to Definition 4.6, the first term is
ST e mdrtey?) = 3 Tl“[ﬂl’a(z Md)ﬂlvwﬂ = 3 T[] = 1 - negl(\). (4.103)
a,d a d a

The second term is

Some [t (30 2 ) artut] =1 (4.104)
d a
For the third term, we first notice that
[0+ I8! — 12 =1 — Te[(ITH0 + T3] < negl(N), (4.105)
that is R R
80+ I8 a0 1 (4.106)

Then, we have
Z Tr KZ Mdengd) (ﬁl,awe i weﬁl,a)}
a d

Sty Y TeMOZ{ MO (I + T1}) + (I + 1)y /1) M)
a,d
_ 2ZTF MdHI awGHI aMd + ZTF Z(a)Md(Hl awGHI ,1—a 4 Hl 1-— awGHI a)Md]
a,d

(4.107)

where the first approximation follows from the replacement lemma, (Lemma 2.6) with Eq. (4.106), [|IT"*| s
1, and ||ZdeZ Md||Oo < 1. The last bound follows from 0 < ", MdZ( )Md <y Mi=1 wh1ch is

implied by 0 < Zl(fld) <1.
Now, the second term appearing on the last line Eq. (4.107) is zero, which follows from: ﬂl’aw‘gﬂl’l_“ +
1819114 is independent of a, Yo Zfi} =1, ,M%=1, and ot = o.
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We argue that the first term appearing on the last line Eq. (4.107) is close to 2. For 8 = 0, we have

Somdt eyt e My @ ldydl =SS YT METhelnY MY @ |y, d)(y.d] (4.108)
d ¥y d bb|bi=bj=a
=200 > MUY My @ ly,d)(y.d] (4.109)
Yy d b\blza
negl()) Z ZMijZ(k’y)wgﬂZ(k’y) Mj®|y,d><y,d| (4.110)
valid y|b(k1,y1)=a @
- > D MM @y, d){y.dl= Y o (4.111)
valid y|b(k1,y1)=a @ v|lvi=a

where we used Lemma 4.25 in the second equality, and 6 = 0 (so k € KZV) and the perfectness of D in the
third (approximate) equality.
Therefore, we have

S m(z ) Myt e nd) = 37 T Zi Y M ey e M @ [d) (d)]
a d

o (4.112)

:ncgl()\) Z TI’[ZY)I)O'O)U] 2 1- YH,

where the last inequality follows from Lemma 4.9.
But given any state ¢ of D, 3", , Tr[Zl(ad)MdﬁLaweﬁL“Md] can be estimated by the following efficient
algorithm that is independent of 6:

1. Measure Y using the efficient measurement 2 bs bon [101b2--b2n.2  t6 obtain outcome by € {0, 1}.

2. Measure M? to obtain outcome d € {0,1}2V.
3. Measure Z; 4 to obtain bit bj.
4. Output 1 if by = b} and 0 otherwise.

Because D is perfect, the state of the system after the first step is negligibly close to >, [Ihapf b in
trace distance. After the second step, the state becomes ), , M arrheqpf11e M4, Therefore, the probability

the algorithm outputs 1 is negligibly close to Y, , Tr[ZiagMdﬁlvaweﬁlvaMd].
Therefore, Eq. (4.112) and the computational indistinguishability of the 1/%s (Lemma 4.11) gives

ST [Z{) MU YOI M) > 1 — vy + negl(A). (4.113)

Overall, putting together the bounds we have derived for each of the three terms in Eq. (4.102), we obtain

S I, ~ Zf‘;)deng < 2y + negl()), (4.114)

a,y,d

which completes the proof. O

Lemma 4.27. Let D be an efficient perfect device. For all 6 € [2N] and c € {0,1}, we have

Z 'I‘r[X‘gZ(Sa)UG’”Ze(a)] ~ i +negl(A) 0- (4.115)

a,v|vg=c

Proof. The proof of this lemma generalizes that of [MV21, Lemma 4.18].
It suffices to prove the lemma for § = 1 as the argument is analogous for other #. Define

Ee= Y T[X:2{"" 7). (4.116)

a,v|lvi=c
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By Lemma 4.23, we have Ey + E1 = /A5 tnegi()) 0- Therefore, it suffices to show that Ey A Anegl(y) £
Using the definitions of 0¥ and X(1,v) from Definition 4.4, and using Definition 4.3, we have

Ee= Y Y mxizMivl M@y, d)(y,d 2"

alvi=c y,d€X1 »

YooY TNy M, MEZL) (4.117)

alvi=c Y,d€EX1 5

S MXlZ) MMz )
&Y dlh(k1,y1,d1)=c

Now, also define
For=Y" > Te[Xyya ML I M. (4.118)
@y d)h(ki,y1,d1)=c
By the technical Claim 4.28, deferred to after this proof, we have E. ~ =z F.. Therefore, to prove the

lemma, it suffices to prove Fy ~,c41(x) F1. To this end, we first substitute the definition f[zl/“ = Eb‘blza f[g
into the expression for F:

F.=)" > To[ X1,y a M T ME) +> > > Te[Xy o MITE T M),
by dlh(k1,y1,d1)=c Y dh(ki,y1,d1)=c b;z/b'
2 —a
(4.119)

But by Lemma 4.25, the second term is 0. Therefore,
Fo=Y" Y Tr[Xy, oMy T M), (4.120)
b9 d|h(ki,y1,d1)=c

With the above expression in hand, we prove Fyy ~ce1(x) F1 by contradiction. Assume that there exists a
non-negligible function p such that Fo — Fy > p(A) > 0 for some A (as in the proof of Lemma 4.19, the case
Fy — Fy > p(\) > 0 can be handled analogously). We can then construct the following efficient algorithm .4
which breaks the adaptive hardcore bit property of ENTCFs (Property (d)).

1. Input: a key ki sampled from Genf(l’\)key.
2. Independently sample 2N — 1 keys ks, ..., kan—1, each from Geng(1*)key-

3. Prepare the state 1!, then make measurement obtaining 3, then make preimage measurement obtaining
(b, x), then make Hadamard measurement obtaining d, and then measure X; obtaining (single-bit) h.

4. Output: (y1,b1,x1,d1, h) and print “fi, p, (z1) = y1 and B(kl,yl, di)=h".
Because D is perfect, we have, with probability > 1 — negl(}),
Frapr (1) = 1. (4.121)
Write h as shorthand for h(ki,y1,d;). Using Fp = Pra(h = 0,h = ¢) — Pra(h =1,h = ¢), we find
Pry(h=h)=Pra(h=h=0)+Pry(h=h=1)
=Pry(h=0,h=1)+Prah=1,h=0)+F, - F (4.122)
> Pra(h # h) + p(N).

Egs. (4.121) and (4.122) contradict the adaptive hardcore bit property of ENTCFs (Property (d)) as required.

O
Claim 4.28. Under the same setup as in the proof of Lemma 4.27, for any c € {0,1}, we have
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Proof. The proof of this claim generalizes that of [MV21, Lemma 4.22].
By simple algebra, we have

E.~F.=), > <X1;y;dz§fly),dM57 fol;dM; = MTL, %)y,
GY d|h(ky,y1,dr)=c (4.124)
+(2{%) M — MIIL, Xy g MITIL®) o

Therefore, by Cauchy-Schwarz, we have
|Be = Fel < D7 11X15.a2y) oMy lug - 1217 oMy = MTI |

1y,d""y
a,y,d (4.125)
+ 112 M — ML o - (| X1 a ML,

where we dropped the restriction on d, which only makes the upper bound looser.
Again by Cauchy-Schwarz, we have

a a ~l,a
|Ee = Fel < D0 1XugaZiy oM, - |30 121 oM — ML,
a,y,d a,y,d

2
[
(4.126)

rl, l,
+ 221 (M = M2 - Y X a ML,
a,y,d a,y,d

Now, we have }, . ||X1)y,dZ£fl;dMng% =land ), ||X1,y,deﬂ}/“H% ~hegl(n) 1, where the first
equality directly follows from definitions and the second equality follows as D is perfect.

Hence,
E,—F,|<?2 Z\ Md — MITIL |0 < 2 4127
|Ee — Fo| < 121 gaMy — ML lyy < 2y/7m, (4.127)
a,y,d
where the last inequality follows from Lemma 4.26. O

Using the last lemma, Lemma 4.27, we can now prove Proposition 4.22 as follows.

Proof of Proposition 4.22. The proof of this proposition generalizes that of [MV21, Proposition 4.17].

Because D is efficient, X; and Z; are efficient binary observables. Therefore, it suffices to prove the
proposition for # = i by the computational indistinguishability of the ¢%s (Lemma 4.11) and part 4 of the
lifting lemma (Lemma 2.16). Moreover, it suffices to only prove the proposition for § = i = 1 as the argument
is analogous otherwise.

{21, X120 = 4> (X, 20X, 2 + 2V X, 2(V X1]o™)

=4y (-2 X027 + 200X, 210" ) + O(VX(L ) - VTROT]) (198

A Ai+negl(y) 0+ O( Z Vx(1,v) - \/Tr[o-l,v])7

where the first equality is by simple algebra, the second equality is by Definition 4.8 and the replacement
lemma (note that |\Z£a)XlZl(a)||oo <1 for a € {0,1}), and the last approximation is by Lemma 4.27 with

6 =1 (which uses the perfectness of D). But, by Cauchy-Schwarz, we have

S VAL ) /Rl < \/ (3 x1.0) (X Tiot]) < v (4.120)

Therefore, Eq. (4.128) implies that

’I‘r[{Zl7X1}201] ~ /A +negl(\) 0, (4130)
which completes the proof. o
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4.5 Operator-state commutation

In this subsection, we prove Proposition 4.29 that shows the o states approximately commute with Z; and
X, for certain pairs of (6,1).

Proposition 4.29 (Operator-state commutation). Let D be an efficient perfect device. For all i,0 € [2N]
with © # 6, we have
Z; 0’0 Ry +negl(\) 0’0 Z; and Xg 09 Ny +negl(A) 09 X@, (4.131)

moreover, for all ¢ € {0,1}*N, we have

ZZ'U‘9 ~ ne UGZZ' if ¢; =0,
q, YH+7H,qFnegl(X) ai g (4.132)

0 0 ; _
Xq,OU ~Nyu+vm,q+negl(N) O Xq,@ Zf q0 = 1.

Proof. The equations in Eq. (4.132) follow from those in Eq. (4.131) by Proposition 4.14 and Lemma 2.8.
The proofs of the two equations in Eq. (4.131) are analogous. We prove the first in detail and comment on
the minor changes required to prove the second.

To prove the first equation, it suffices to prove it for i = 1 and # = 2 as the proof for other i # 6 is
analogous. By the triangle inequality and Lemma 4.17, we have

1210° 2y — 0®||y <Y 1 Z10%° Z1 — 0*" |1 + negl()). (4.133)

We bound each term in the sum. Recall the definition {(2,1,v) == ||Z1 — (_1)111]”‘52,1; from Definition 4.8.
Therefore, by Lemma 2.8, we have

1Z16%°Z) — 0*" ||y = | Z10%V Z) — (=1) 1o®? (1) 1|1 < 24/C(2,1,v) - /Tr[o2?]. (4.134)

Therefore, resuming Eq. (4.133):

1210° 2y — 0®||1 <2 \/C(2,1,0) - /Tr[o>*] + negl(A) < 4/7x + negl()), (4.135)

where the last inequality follows from Cauchy-Schwarz and bounds on ¢ (and x) in Lemma 4.10. Hence we
have proved the first equation.

To prove the second equation in Eq. (4.131), it suffices to prove it for § = 1. Then, we can exactly reuse
the above proof after changing the symbols {Z1, 02, 02", ((2,1,v)} to {X1,0', 07, x(1,v)}, respectively. [

Observe that Proposition 4.29 does not say Z,; and X,; commute with ¢ for all pairs (i,6). To
get around this problem, we use the computational indistinguishability of the ¢%s to argue that efficient
observables must act similarly on different os. For example,

Z1X5720% &~ X371 Zr0?, (4.136)

does not follow from Proposition 4.29, since Z; does not commute with o2. Nevertheless, by using the
computational indistinguishability of o and o, we can derive an “operational version” of Eq. (4.136). The
operational version allows us to interchange the left-hand and right-hand sides of Eq. (4.136) when they
appear inside traces (i.e., Tr). We can only derive such an operational version because the computational
indistinguishability of o2 and o3 only allows us to interchange o? and ¢ inside traces, see Lemmas 2.16
and 2.17. For a concrete example of how to use Proposition 4.29, see the long aligned equation in the proof
of Lemma 4.33.

4.6 The swap isometry

In this subsection, we define the swap isometry that we will show maps the observables and states of the
device onto the ideal ones.
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Definition 4.30. Let D be a device and let H = Hp ® Hy ® Hgr. The swap isometry is the map
V:H — C¥" @ defined by

v=Y |we ] x~ [] 2" (4.137)

u€e{0,1}2N i€[2N] JE[2N]

Note that by the commutation relations (Proposition 4.21) the ordering within each [, 5y does not matter.
Lemma 4.31. Let D be an efficient device. Then, V is efficient.
Proof. V can be implemented efficiently by the following circuit:

1. Initialize 2N ancilla qubits to |0).

2. Apply H®2N on the ancilla.

3. Apply 2N c-Z; gates where the control is by the i-th ancilla qubit for i = 1,...,2N.

4. Apply H®2N on the ancilla.

5. Apply 2N c-X; gates where the control is by the i-th ancilla qubit for s = 1,...,2N.

It can be verified by direct calculation that the above circuit indeed gives V.
We illustrate V when 2N = 4 in Fig. 3 below.

(10) {1} —9 ] )
0) q#] o (1] .

0) —{#] . 1] .

0 ] L] T

V) ———% [ Za [ 2 [ Za | X [H{ X [ X [ X |— |

Figure 3: Illustration of the swap isometry V when 2N = 4.

O
4.7 Observables under the swap isometry
To prove the results in this and the following subsections, we make extensive use of Proposition 4.29.
Lemma 4.32. Let D be an efficient perfect device. For all k € [2N] and 6 € 2N]U {0, ¢}, we have
Vi(eZ @ 1)V = Zy,
( M ) (4.138)
VT(O'k ® ]].)V zN\/’Y_H;UB Xk,
moreover, for all ¢ € {0,1}?, we have
VI(of @ 1)V 20y sy tmeglN) 00 Zak i ar =0, (4.139)
V(o @ )V Ry smsvmg.ot Xak if g = 1. (4.140)
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Proof. The last two equations follow immediately from the first two and Proposition 4.14 (note vp = negl(\)
as D is perfect). The first equation follows by direct calculation using the fact that, for all ¢ € [2N], we have

_ (a) _
X?=1and ¥, 0y 24" = 1.
Consider the second equation. For notational convenience, we write for i € [2N], k € [2N], and u =
(’UJi, . ,’UQN) € {O, 1}2N7i+1,
1. Z;(u) for the product of the 2N-th (from the left) operator down to the ith operator in the 2N-tuple
(qul), Zéw), e Z,(Cu’“), ey Zéifvw)). More precisely

Zi(u) =z glven ) L g, (4.141)

2. Zj,i(u) for the product of the 2N-th operator down to the ith operator in the 2N-tuple

(2, 28z )z g Z828)) More precisely

Zii(u) 2o T 2 itk <, (4.142)
kaiU) = .
ziven) gluan—) ) ) e g >
2N 2N—-1 k L = o

3

CEXERR}

We also write Zon41(u) =1, Zon+1(u) =1, and Xk,2N+1 = X for all k € [2N].
By direct calculation, we find that for ¢ € [2N + 1] and k € [2N],

3. Xk,i = Zu:(u. wan )€{0,1}2N —i+1 Zk,i(U)XkZi(u)-

Xkyi = V,i)i(aif ® 1)V, (4.143)
where Vy; is an isometry defined in the next paragraph. Eq. (4.143) allows us to deduce that
Xk illoo <1, (4.144)

which will be crucial in the following main argument when we use the replacement lemma (Lemma 2.6).
For i € [2N] and k € [2N], we define the isometry Vi ; according to whether k < i or k > 4. If k > 4, we
define V;, ; by the following circuit:

1. Initialize 2N ancilla qubits to |0).

2. Apply H®2N=i+1) on the i-to-2N-th ancilla qubits.

3. Apply (2N — i+ 1) c-Z; gates where the control is by the j-th ancilla qubit and j =1¢,...,2N.
4. Apply H®CN=i+1) op the i-to-2N-th ancilla qubits.

5. Apply a single c- X, gate where the control is by the k-th ancilla qubit.

If £ < 7, we define Vi ; by the same circuit except, in the second step, we additionally apply an H gate on
the k-th ancilla qubit. We also define Vj an+1 == 1 for all k € [2N].
We illustrate Vi ; when 2N =4, k =1, and ¢ = 3 below.

( )

=] [5]

g J

Figure 4: Illustration of Vj ; when 2N =4, k=1, and 7 = 3.
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We proceed with our main argument. By direct calculation, we have

Vi @)V = > Zui(w)XpZi(u). (4.145)
ue{0,1}2N

Note that Vi(op @ 1)V = V,Iyﬂa,f @1)Vi1 = Xp1.
By direct expansion, we have
V(o @ 1)V — Xi||20 = Tr[(VI (o4 @ 1)V — X)?0?)
=1+ TV (o @ YVVI(off @ 1)Vo?] — 2Re Tr[Vi (0o @ 1)V Xj 0?)
=1+ Te[(WV) (o @ 1)Vo'Vi(off @ 1)] — 2Re TtV (0ff @ 1)V X}, 07
<2-2ReTr[Vi(of @ 1)V X} 07,

(4.146)

where, in the last inequality, we used the fact that VVT is a projector (Hermitian and idempotent) and
(62 @ 1)Vo?VT(0Z ® 1) is a positive semi-definite operator.

We now show that the last term, ReTr[Vi(o ® 1)V X; 0%, is close to 1. By the lifting lemma
(Lemma 2.16, part 5) and the efficiency of V (Lemma 4.31), it suffices to consider the case when 6 = k. In
the following, the terms {commute, replace, o.s.-commute} are shorthand for {Proposition 4.21, Lemma 2.6,
Proposition 4.29} respectively (“o.s.” stands for “operator-state”). When using the replacement lemma, we
crucially use || Xp.illoo < 1 (Eq. (4.144)).

TV (o @ 1)V X, 0%]

= Tr[Xp1 Xy 0] (Xp1 = V(o @ 1)V)

= Tr[Zk1 (u) Xx 21 (u) Xio"] (Eq. (4.145))

~3 T [z@( 3 zk,Q(u)XkZQ(u))zf‘” Xkak} (definition of Zj,»(u), Z2(u))
a u=(uz,...,unN)

=Y T[Z{ X2 2{" Xio) (definition of Xj2)

(@) g1 (commute and replace)

~ Sy O T2 X XiZ
R frm Tmegl(n) ZTY[Z@XI@,Q XkUkaa)] (0.s.-commute and replace)

<trace is cyclic and)

= ZTr[Zfa)Xk,z X0 (Zfa))Q = Zfa)

= Tv[X)0 Xpo] (32 =1).

a

Therefore, we have Tr[)A(kJ Xy 0¥ N /7 fnegl(\) Tr[)A(kg Xo*]. Using the above reasoning another k — 2
times and the triangle inequality gives Tr[ X} 1 X o] Rk 7+ negl(\) Tr[ Xy Xpo¥], where we use k-negl(\) <
2N -negl(\) = negl(A). Then by the definitions of ka and Xk1k+1, and direct calculation, Tr[)A(kﬁk Xpok] =
> Tr[Z,ia)Xk’kHZ,ga) Xyo*]. Using Z,ga) = (14 (=1)*Z;)/2 to perform the sum over a gives

R 1 . .
Tr[ Xy Xpot] = 5(1&«[Xk,k+1xkak] — Tr[Z X g 1 Zu Xio™]). (4.147)

We approximate both terms using the reasoning above another 2N — k times and the triangle inequality
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(when handling the second term, we additionally use the commutativity of the Z;s):
1 A e 1 5 &
§TI‘[Xk7k+1XkO' ]— §TI‘[Zka1k+1ZkaO' ]

1 1 .
N (@N-k) /T +nesl(V) 5 ST [ Xpan 1 Xko"] — §Tr[Zka,2N+1ZkaUk]
: 2 (4.148)
= §Tr[Xkaa ] - 5Tr[ZkaZkaa’f]

1 1
- - ST Zk Xk Zp X o™,
2 2
where the second equation is by Xk72N+1 = X} and the last equation is by X,f =1.
Applying the triangle inequality to all of the above approximations and then taking the real part gives

1

1
ReTrV (07 ® 1)V Xi, 0] ®n 574 negl(n) 5~ —(Tx[Zp X Ze X o) + Tr[ X1 Zp X1 Zio¥)). (4.149)

4

By directly unpacking the definition of the anti-commutation relation { Xy, Zx} N 7 tnegl(A) ok 0 (Proposition 4.22),
we see that Tr[Z, Xy, Zp Xxo"]| + Tr[ X1 Z1 Xp Zpo*] N /v fnegl(h) —2 (no replacement lemma used). Hence

ReTr[Vi (o7 @ 1)V Xk 0*] ®n sm4negiy) 1- (4.150)

Lastly, recall from the comment below Definition 4.5 that we assume N~y is non-negligible in A\, so O(N /g +
negl(\)) = O(N,/7x). Hence the lemma. O

Lemma 4.33. Let D be an efficient perfect device. For k € [N] and 0 € 2N]U {0, ¢}, we have

VT(UI‘? ® UZ%Jrk ® 1)V %Nl/él'y}{/sﬂg XkZVN+k,

Z o X = = (4.151)
VT(U]C & UN—HC ® ]].)V '\NJNl/4v11LI/8,<79 ZkXN+k-
Proof. By Lemma 2.10 and Lemma 4.32, for all k£ € [2N] and 6 € [2N] U {0, ¢}, we have
VIV & rinegion voovt 0F @ 1,
VH+negl(A) (4.152)

v ~ z
VXkVT N\/N’Y}_I/4)VUQVT O'k X ]].
It suffices to prove the first equation for k¥ = 1 as the proof for other k is analogous. In the follow-

ing, the terms {indist., lift, o.s.-commute, replace} are shorthand for {Lemma 4.11, Lemma 2.16 (part 5),
Proposition 4.29, Lemma 2.6} respectively.

TI‘[(VT(O'f( ® U]%+1 ® L)Y - )~(1ZN+1)T(VT(Jf( ® U]%+1 ® 1)V - )~(1ZN+1)09]

=2-2ReTrVi (0 ® 0%, ® 1)VX1Zyn1107] (rearrange)

~hegl(n) 2 — 2Re TVl (o ®0f ® 1)VX1Zy 410 (indist. and lift)

~ rtnegl(n) 2 — 2Re TrVi(of ®0f @ VX106 Zy 4] (0.s.-commute and replace)
=2-2Re Tr[(VZN+1VT)(Uf( ®E 1 ® (VX VH(ve'vh) (trace is cyclic and VIV = 1)
R () 2~ 2Re Tr[(oFf ® 1y ® 1) (VX V) (Vo' V1)) (Eq. (4.152) and replace)
=2 - 2ReTrPi (0 © 1, ® 1)V X, 0! (trace is cyclic and VTV = 1)
N/ negl(n) 2 — 2 Re TV (0 ® 1, @ 1)Vo' X ] (0.s.-commute and replace)
=2 - 2ReTr[(VX V(05X @ 1, @ 1) (Vo' V)] (trace is cyclic and VTV = 1)
RN,/ 2 —2ReTr[(1, ® 1o @ 1)(Vo' V1)) (Eq. (4.152) and replace)

=0.
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Therefore, by the triangle inequality, we have
Vi(of @ 0% 1)V R 11318 g0 XeZN ks (4.153)

and hence the first equation of the lemma.
The proof for the second equation is similar. We may again only consider the case k = 1. Then, the
second equation follows from the same steps as above except we lift to 8 = N + 1 at the lifting step. o

4.8 States under the swap isometry

In this subsection, we show that the states %V of a device that passes our protocol with high probability
must be close to states that we call 7%V under the swap isometry. The states 77 are defined as follows.

Definition 4.34 (den31ty operators 79%). Let v € {0,1}2". For § € [2N] U {0, ¢}, we define the 2N-qubit
density operator 7% = |7%:?) (79| according to the following three cases.

1) @ @ |vg—1) @ |(—)") @ |vg41) @ -+ - @ |van) if 6 € [2N],
[77) = o) = [o1) @ - ® ) if =0, (4.154)
[9*) if 6 =o,
where |¢) is as defined in Eq. (3.5).

For convenience, we also define the following notation. For a € {0,1} and k € [2N], we define

@) (ol = 1547 @ Ja) a] 0 15N, (4.155)
e = 1757 @ () ()@ 17V |
For v € {0,1}2" and j € [2N], we define
Jvan)(vjan | =159 @ o) {vs] @ ... ® [aw ) (van], (1.156)
()22 (=)o | = 1597 @ (<) (=) @ ... @ (=) 2V ) (=)= . '
For i,0 € [2N] and v € {0,1}*", we define

X' (6,i,v) = || X; = V(e @ ]l)V||ge vy
Xo(i,v) = ||XiZN+i - V(o) ® 0% ® DV|20.0, (4.157)

Civ) = ZiXnyi — Vo @ oy @ 1)V 2,

so that, by definition,
Xi  Ru@aineoV (0 @ 1)V,

XiZn1i Ry (iy.000 VI0F @ 0% @ 1)V, (4.158)
Ziij-i-i R (iw),00 VT(UZ-Z ® UJ)V(-H ® ]].)V

Similarly to our use of x and ¢ introduced in Definition 4.8, we will use X', x4, and ¢/ to bound distances
between the output states of our swap isometry and the ideal states in Lemmas 4.35 and 4.37.
By Lemma 4.32 and Lemma 4.33, we see that, for all ¢,60 € [2N],

Zx'(@,i,v) O(N/vn), ZXO (i,v) N1/47}{/8), and Zgé(i,v) = O(N1/4711q/8). (4.159)

With the above definitions in place, we can prove the following lemma.

Lemma 4.35. Let D be an efficient perfect device. For all 0 € [2N]U {0} and v € {0,1}?N there exists a
positive semi-definite operator oV € Pos(H) such that

ST e vt — 2% @ ol < O(N32y Y. (4.160)
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Proof. Tt suffices to prove the lemma for § = 1 as the proof for other 6 is analogous (the proof for § = 0 is
also simpler). First, we prove the following claim using Lemma 4.32.

Claim 4.36. 1. There exists a positive semi-definite operator B¥ € Pos(H), such that

[Vor i — (- (=) | @ Bl < efo), (1161)

where €(v) = O((X(l,v) + /Tr[o ] (1,1, v))l/Q\/Tr[o-l,v]).
2. For all k € [2N] with k > 2, we have |||vg)(velx @ 1T = 1|3 100 = (1, k,v).

Proof of Claim 4.36. To prove the first part, consider

"N h et - llli‘}alm = Te[Vo V1] = T[(| (=)™ ){(=)" s © D)V VT]
Trfo™*] = TV (I(=)") ()" | © D)Vo]
4.162
< Tr[oh?] = Te[X "o ] + O(V/Tr[o ] - X' (1, 1, 0)) (4.162)

[o
x(1,v)/4 + O(/Tr[o1?] - X' (1,1,0)),

where the inequality uses the replacement lemma (Lemma 2.6) with the definition of x’(1, 1, v) in Eq. (4.157)
and Lemma 2.11, and the last equality is by Eq. (4.45).
Using Lemma 2.8 with the above equation, we obtain

Vo VT — (|(=)") (=) h @ Ve VI([(=)" /(=) 1 @ 1|11 < (), (4.163)
where
e(v) = O((X(l,v) + /T[] (1 1, v))l/z\/Tr[aL”]). (4.164)
But (|(=)")((—)"[1 @ 1)Va"*VI(|(=)"){((=)" | @ 1) is of the form |(=)"*)((=)"*| @ 5" for
8= ()", @ Ve VIi(|(-)™), @ 1). (4.165)

Hence the first part of the claim.
The second part is simpler. Using the first equation of Lemma 4.32 and Eq. (4.45) (k > 2), we see

o) (Wil © 1= Lgr.0pr = Trlo™] = TV (fu) (vl @ Vo] = Trlo*] = Tr[Z"o™*] = (1, k, v),
(4.166)
which completes the proof. O Proof of Claim 4.36.

We proceed to use the claim to establish the lemma. For all k& € [2N] with k& > 2, consider

(=" 1 @ B = (lor) (vl @ 1) ([(=)") (=) 1 @ B) (Jo)(vklr @ 1)
=N @ BY = Vo V| + Vo VT — (Jog) (vklr @ 1) Vo VT (Jor) (vkl @ D)1

+ 1 (jow) (vl ® 1) VoV (Jo)(orle © 1) = (Jor) (vl © 1) [(=)"H(=)"* |1 @ B° (Jow) (vle © 1) 13
<2[[(=)"H(=) @ B8° = Vo Vil + [Vo VT = (fvk) vkl @ 1) Vo' V! (for) (welr @ 1)l

using the first part of Claim 4.36 to bound the first term and the second part of Claim 4.36 with Lemma 2.8
to bound the second term:

< 2e(v) +24/C(1L, ,v) - T[VoloVi] = 26(v) +2y/C(1 b, 0) - T[],

That is, for all k € [2N] with k > 2, we have

(=) (=) 1 @ BY = (Jo) (ol @ 1) [(=)" (=) L @ B (vw) (ke @ D)1 < 2€(v) +2¢/Tr[o ] - ¢(1, K, ).
(4.167)

We then have

VoV — (vaan) (vzan| @ 1) (I(=)"){(=)"* 1 @ BY) (Jvzaw) (vzian| © 1)
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using the triangle inequality:
<[Vt VT = (I(=)")(=)" |l @ B9
F ()= @ 8Y) = (Jvzen ) (vaien [ @ 1) (1(=)") (=) [ @ B) (|vzian ) (va:an| @ D)2
using Claim 4.36:
< e() + (=) H(=)"h ©BY)
= (lv2ien) (v2en | @ 1) (|(=)"){(=)"" 1 ® B°) ([v2:en) (v2en | © 1) |1
using Lemma 2.12 with Eq. (4 167):

2N — 1) e(v) + 2 Trjo] - C(1, k, v).
< ( Z\/

Finally, using the properties of {x’, x,(} given in Eq. (4.159) and Lemma 4.10, the definition of €(v) in
Eq. (4.164), and the Cauchy-Schwarz inequality, we obtain

> VetV = (Juaan) (vaen| @ 1) ([(=)" (=) b @ B°) (Jvzen) (vaan| @ 1)

ve{0,1}2N
2N
< O(NZ )+ 33 VI (1L, v))
v v k=2

IN

O(N Az + N Y (x(Lv) + VI (L Lo)) Tl

IN

1/2
O(N' 7H+N(ZX(1’U)+ \/Tr[al’v] ~X’(1,1,U)) )
< O(N(ya + NA +negl V)2 + NyAw ) < O(N¥25}/").
Noting that (Jjua.an)(vaon| @ 1) (J(=)"){((=)"*]1 ® BY) (Jva:an) (va:an| @ 1) is of the form
HY @l = | (=) (=) | @ |v2) (va]| @ - - - @ |van ) (van| ® @, (4.168)
for some positive semi-definite operator a''?, establishes the lemma. O Proof of Lemma 4.35.

Lemma 4.35 characterizes the states % for § € {0} U [2N] . For = o, we have

Lemma 4.37. Let D be an efficient perfect device. For all v € {0,1}2N, there erists a positive semi-definite
operator a®v € Pos(H) such that

ST Vet Yt — 190 @ a%v |y < O(NVT/104,/%), (4.169)

Proof. The proof is similar to the proof of Lemma 4.35. We provide the details for completeness.
We will use the fact that, for all v € {0,1}?V, we have

N
[P )@ 1 = H(Uz‘Z ®ong © (0} @ ofy; @ 1)) (4.170)

i=1
For all i € [N], we have

(o7 ® 0% @ DN @ 1 = 13 oyt
= Tr[Vo® VI = Tr[(0] ® 0F; @ 1) +)Vo* )]
<o

[
= Tr[a“] TV (o @ 0%, @ 1)V +)Ygo] (4.171)
Te[o®") = Tr[(XiZn44) ¥ +)0° "] + O(\/Tr[0°*] - X4 (i, v))

= Xo (i, v) + O(V/ Tr[o**] - X4, (i, v)),

45



where the inequality uses the replacement lemma (Lemma 2.6) with the definition of x/ in Eq. (4.157) and
Lemma 2.11, and the last equality is by Eq. (4.45). Similarly, we have

I07 @ 0% @ )W @ 1= 13 ey < Golir0) + O(VIe™ - GG v)). (4.172)

Using Lemma 2.8 with Eqs. (4.171) and (4.172), we obtain

Hvao,vv’f _ (UX ® UJ%-H ® ]]_)(UN+i)V Q*UVT(U-X ® 0']%_"_, ® ]1)(vN+i) < e1(4,v), (4.173)
VooVt — (67 @ oX 1, ® 1) Ve Vi(6Z @ N ® 1))y < ea(i,v), '
where Lo
€1(i,v) == O((X<> i,v) + \/Tr[o®v] - x4 (i (i,v)) / \/Tr[aox”]),
s (4.174)
eali,) = O((Go(0.0) + Vo] G20 0) 2 VT ).
Using Eq. (4.170) and Lemma 2.12 with Eq. (4.173) gives
N
Voo VT — [0°) (0 Vo VI (0] [[h < D € (i, v) + ea(i, v). (4.175)
i=1

Therefore, summing over v gives

N
ST IVe V= [y @t Vo Wty @t < 303 eli,v) + ea(i,v) < O(NT/104,/%), (4.176)

=1 v

But [1V)(4? [Va® VT|v) (1h?] is of the form 7% ® a®v for some positive semi-definite operator a®v. Hence
the first part of the lemma.
(]

6,v

Lastly, we show there is not much information about € and v in a”¥. The proof is similar to that of
6

[GMP23, Proposition 4.32 (arXiv version v2)] but we include it for completeness®.

Lemma 4.38. Let D be an efficient perfect device. There exists a state o € Pos(H) such that the following
holds. For all 6 € [2N]U {0,0} and v € {0,1}2V, let a%? € Pos(H) be as defined in Lemmas 4.35 and 4.37.

Then, there exist numbers {5(v) > 0 | v € {0,1}2N} such that o ég( a/2?N for allv € {0,1}*N and

ST 5(v) < OV ™).

ve{0,1}2N

Proof. In this proof, we write

ﬁﬁ’imillvcf“v* 700 © 0’y < O(N*24™), (4.177)

where the inequality uses Lemmas 4.35 and 4.37.
For all § € [2N]U {0, ¢}, we have

Ve VT — ZTG’U ®a?|| < ZHVO’Q’UVT — 797 @ a%?|| + negl(\) < e+ negl(\), (4.178)

where the first inequality uses Lemma 4.17 and the second inequality uses the definition of e.
Let a® =3 a®". We first prove

Z TOW ® aoﬂ) é'2«=.+ncgl(>\) Z TO)U ® a0/22N (4179)

6In v1 of this paper, we provided an independent proof of this lemma (see Lemmas 4.37 and 4.39 in v1) but it gave a worse
bound. To be clear, we learned the main ideas of the current proof from [GMP23, Proposition 4.32 (arXiv version v2)].
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by contradiction. Suppose Eq. (4.179) does not hold. Then there exists an efficient POVM {A, 1 — A} such
that
Tr [A (Z 9% ® a®v — Z Y ® a°/22N” > 2e + pu(N) (4.180)

for some non-negligible function px(A) > 0. Since the two states on either side of Eq. (4.179) have a block-
diagonal structure, we can without-loss-of-generality assume that A has the same structure. That is,

A= Z %" ® A, for some A,. (4.181)

Hence, our assumption in Eq. (4.180) is equivalent to
S Tr[AU(aO’” - a<>/22N)} > 2¢ + (). (4.182)

Define a new POVM {I', 1 —T'} by

r=pt (Z v ® Av> Vv, (4.183)

which is efficient since V is efficient.
Then, we obtain a contradiction as follows:

negl(\) > Tr[['(0° — (0" = 0°)

(Z v @A ) (Va'Vt —voovt)

(trace is cyclic)

v

ZTOU Q@ A, ) <ZTO,U ®a0,v _ ZTo,u ®ao,u>]

v

— 2e — 2 negl(A (Eq. (4.178))
- O AN P Tr[r0vrov] = 1/22N
= Z Tr[Aya™’] 22N Z Tr [AU (Z a )] 2¢ — 2negl(\) <for all u,v € {0, 112N
= Z Tr[A, (@ — a®/22V)] — 2¢ — 2negl(\) (definition of )
> u(A) — 2negl() (Eq. (4.182)),

which implies 3negl(A) > p(A), a contradiction. Hence we have proved Eq. (4.179).
Now, for any 6 € [2N] U {0, ¢}, we have

ZT‘Q’U@)Oée’ e+ncg1()\ Vo VT ~negl(\) Vo VT e+ncgl()\ ZTOU®QQ/22N ZTHU®040/22N, (4 184)

where we used Eq. (4.178) in the first approximation, the computational indistinguishability of the o%s
(Lemma 4.11) in the second approximation, Eq. (4.179) in the third approximation, and the fact that
>, 77 =1 for all § € [2N] U {0, 0} in the last equality.

Setting a := a°, the lemma follows from Eq. (4.184), the triangle inequality for computational indistin-
guishability (Lemma 2.13), and noting that the computational distinguishability between > 9?®afv and
> v ®a® /22N can be expressed as the sum-over-v of the computational distinguishabilities between af
and a® /22" which we set as J(v). O

4.9 Soundness for states and measurements

We now put everything together to give our main theorem, Theorem 4.40.

First, we need to do some bookkeeping. In most of the preceding analysis, we have considered the device
as an efficient perfect device in the knowledge that the states 1)? of the actual device are equal to those of
a perfect device up to error /yp in trace distance, see Proposition 4.16. In fact, vp also controls how close
the states 0% of the actual device are to those of a perfect device:
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Lemma 4.39. Let D be an efficient device and D the perfect device associated with D according to Proposition 4.16.
Respectively, let a%v,5%7 € Pos(H) be the states prepared by D and D in the Hadamard round as defined in
Definition 4.4. Then, for all 6 € [2N]U{0,¢}, we have

> e =" < AP+ 27p. (4.185)
ve{0,1}2N

Proof. Since o? is obtained from 1? by a quantum channel, which cannot increase trace distance, Proposition 4.16
implies |0 —5%||; < /7p. As the operators in {o??—5%"|v € {0,1}2V} are Hermitian and pairwise multiply
to 0 by Definition 4.4, we have

Z ||0,97’U _ 6.9711”1 — H Z (0.9711 _ 5.9,1)) X < ||0,9 _ 5_9”1 + 27}3 < /—,YP + 27}37 (4186)
ve{0,1}2N ve{0,1}2N
where the first equality uses Lemma 2.7 and the first inequality uses Lemma 4.13. Hence the lemma. O

To state our theorem, we recall the definition of 7%V from Definition 4.34: 7%V := |79%)(7%?|, where

V1) ® -+ @ [vg—1) @ [(=)"") ® [vo41) ® -+~ @ |van) if 6 € [2N],
70 = Qo) = 1) @ -+ @ |van) if § = 0, (4.187)
[9) if 0 =o,

where |¢) is as defined in Eq. (3.5).
We also write, for all u € {0,1}*", and ¢ € {0,1}*N, |BY) for the 2N-qubit state
[Bg) = [Bg!) |Bgg) -+ 1By ) » (4.188)

92N

where [By') denotes the BB84 states as in Eq. (1.3).

Note that II% = |B¥)(By| for all ¢ € {0,1}*" and u € {0,1}*", where II¥ is as defined in Eq. (1.2). We
finally stress that the theorem holds under the LWE hardness assumption made throughout this work.
Theorem 4.40. Let D be an efficient device. Let H = Hp @ Hy ® Hpr be the Hilbert space of D. Let
V:iH = C¥" @H be the swap isometry defined in Definition 4.30. For § € [2N]U {0,0} and v € {0,1}2V,
let 0%V € Pos(H) be the states that D prepares after returning the first answer in the Hadamard round, as
defined in Definition 4.4. Let {{P;'}yeqo,132~ | g € {0, 132N} be the measurements D performs to return the
second answer in the Hadamard round when asked question q.

Suppose that D fails the protocol in Fig. 2 (with an input distribution u on {0,1}2N and N = poly()\) ) with
probability at most €. Then, there exist states {a%V |0 € [2N]U{0,0},v € {0,1}2N}, that are computationally
indistinguishable from a single state o € Pos(H) in the way specified in Lemma 4.38, such that

S eV =l @l < O(NT/?), (4.189)
ve{0,1}2N

Eqe o2y | Y. I[VPre" PV — (BY| 797 |BY) |BY)(By| @ o”"[1| < O(N?€/®),  (4.190)
w,we{0,1}2N
and, for all ¢ € {02V 12N N1V 1NN},

> P PrVT — (BY 77V [BY) |BY)(BY| @ o[l < O(N?€'/3). (4.191)
u,vef{0,1}2N

Proof. Let D be the perfect device associated with D according to Proposition 4.16. Let %V be the states
of D corresponding to 0% of D.
We first prove Eq. (4.189), which characterizes the pre-measurement states o%?. We have

S Ive Vi — 0 @af )y <Y Ve Vi = Vel Vil + > T [ve iVt — 0 @ o)
v v v (4.192)
<J7r +2”YP+O(N17/16”Y}{/32 +N3/2”y}{/4),
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where, in the last inequality, we used Lemma 4.39 to bound the first term and took the sum of the bounds
in Lemmas 4.35 and 4.37 to bound the second term in a way that is independent of 6.

To get a bound in terms of N and the failure probability, €, we can use Proposition 4.7, which says
~vp,va = O(Ne). Therefore, we obtain

D Ve VT — 19 @ ol < O(NT/4e/5), (4.193)

Hence the first equation of the theorem, Eq. (4.189).
We now proceed to prove the second and third equations of the theorem, Eqgs. (4.190) and (4.191), which
characterize the post-measurement states Po?V PV, We have

Z ||VP:UG’UP;VT _ <Bff| F0v |Bff> |B¢?><BZ;| ® ae,v”l
< S VPEI PRV VPIG T PRV VPG PRV — (BY| 70 [BY)|BY)(BY] @ o,
- ) -0 p ; (4.194)
< Z lo”" ="l + Z [VPrs"  Pev — (By |79 |BY) IBY)(BY| @ o"||y

< VAP + 29 + ) _I[VPET PRV — (BY 70V |BY) |BY) (B @ o,

uU,v

where the second inequality uses part 4 of the replacement lemma (Lemma 2.6) and the third inequality uses
Lemma 4.39.

Equation (4.194) allows us to assume that D is already perfect and add on \/p + 27p to the bound
we derive on the first expression in Eq. (4.194) only at the end. Henceforth, we assume D is perfect until
indicated otherwise.

To prove the second part of the theorem, it primarily remains to prove

U v pu u v u u u v 1/32 1/8
ST IVPE PV — (B 100 |BY) |BEWBE @ o’y < O(N* 2™ + VNY/S), (4.195)

uU,v

for all ¢ € {0,1}2N. In the following, we prove Eq. (4.195) for ¢ = 12V, After the proof, we explain how this
proof can be slightly modified to prove Eq. (4.195) for q # 12V,
Consider Eq. (4.195) for ¢ = 12V, For u € {0,1}2", we have

we =[] xi. (4.196)
1€[2N]

Now, Lemma 4.32 and Lemma 2.10 gives: for all i € [2N] and 6 € [2N] U {0,0}, VX, VT x5 501 0ff @ 1,
where

§ = (N2 (4.197)
Therefore, by Lemma 2.11, we have
VXV 5 poopr [(2))((=)"]: @ 1. (4.198)

We write
Xjlu) = X5V xfer) o x(9) = xx ) x e

(=) U= [N @ - @ [(=)"){(=) " |an,

and recall |(—)2V)((=)%2n | == 15V @ |(=)5) (=) | @ ... @ |(=)">~)((=)*>~| from Eq. (4.156).
Then, by direct calculation, we have

(4.199)

VX[Vt = (=) (=) @ L[S0y

4.200
= Tr[ X1 [u)o?] + Tr[(|(=)“H(=)"] ® 1Vo'VT] = 2Re Tr[(|(—)")((-)"| ® 1)V X1 [u]o"VT]. (4200
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We proceed to show that Eq. (4.200) summed over w is close to zero. We do this by showing that the vector

S ReTH](|(-)*) (=) ® DVX1 [u]o” V1] |u) (4.201)

is approximately equal to both
Yo TXa[ulo?]u) and Y Tr[(I(-)*)(—)"] @ Ve VT [u) (4.202)

in /1-norm distance.
In the following, we recall that, for vectors z,y € C", we defined = ~, y to mean ||z — y||1 < O(€), where
| - ||1 denotes the ¢1-norm. We give justifications for the steps below that do not involve an exact equality

afterwards. The exact equalities follow from VIV = 1, X;[u] = X» [u]Xl(ul), [(=)“ ) (=) - |(=)“){(=)¥] =
[(=) ) ((=)“]1 - [(=)"2:2N ) {(=)"22V |, and the cyclicity of the trace.

> ReTr[(|(—)")(—)"] ® DV X [u]o”VT] |u) (4.203)
jZReTr[<|<—>“><<—>“| @ 1)(VX[u] X[V (Vo V] u)

:ne:m Y ReTr[(|(—)")(=)"] @ (VX2 X"V (Vo' V)] [u)

N ZuReTr[<|<—>“><<—>“| @ 1) (VX [ulo X (" V)] u)

= ZRZTrKVXl(“”va<—>“><<—>“| 2 1) (VX [V (Vo V] u)

m S Re TH[(|(=)" (=)™ 1 @ D((-))H(=)"] © DV X [u]V) (Vo' V1] Ju)

= Z;eTr[u(—)w—)m 1@ 1)(|(=)"=2 ) (=)= | @ (VX [u]V) (Vo' V1] [u)

:ne;m S ReTH(|(=)" (=) 1 @ D)(|(=) =2V ) ()22 | @ (VX [u]VH) (Vo' V)] u)

= ;Re;w—)“x(—m @ 1)V Xo[ulo"V1] [u).

We justify the four steps above that do not involve an exact equality as follows:

1. In the third line, we used the “moreover” part of the lifting-under-projections lemma (Lemma 2.17)
with Q¥ = 1, IT* = |(=)"){(—)*| ® 1, P* = VX [u]VT, ¢ = VoV and o' = Vol V1.

2. In the fourth line, we used part 4 of the replacement lemma (Lemma 2.6) with P* = |(=)")((—)*|® 1,
1 u u
P = §V(X2[u]X1( ol 4 ot X" X, [u])VF,  and
1 u u
W = SV(Xafule! X{" + X[ o Xa[u V1.

Note that || — ¢'|l1 < O(/AH) by V] = [|X2[u]lloc = 1, and the operator-state commutation
relation (Proposition 4.29).

3. In the sixth line, we used part 3 of the replacement lemma (Lemma 2.6) with A = VXl(ul)VT, B =
() ) (=) h @1, XM = [(=)“)(—)“|; ® 1 for i € [2N], ¥; = VX“)V1 for i € {2,...,2N}, and
¥ = Vol VI, Importantly, we used A ~; . B from Eq. (4.198).
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4. In the second-to-last line, we again used the “moreover” part of the lifting-under-projections lemma
(Lemma 2.17), this time with Q* = [(=)"")((—)"'|y @ 1, II* = |(—)*=N)((—)">¥| @ 1, P =
VXo[ulVT, ¢ = Vol VT, and ¢ = Vol V1,

Comparing the expressions in the first and last lines (of the equations starting at Eq. (4.203)), we see
that we can continue in the same way another 2N — 1 times, such that o is replaced by o* by the lifting-
under-projections lemma (Lemma 2.17) at time k, to obtain

D ReTr[(|(=)"){(—)"] @ DV X1 [u]o? VT [u) ~ ZReTY (=) @ VeV |u), (4.204)
where
= N(V3 + A + negl(\)) < O(N3/441/5). (4.205)

But Re Tr[(|(=)“){(—)*| ® 1)Va?VT] = Tr[(|(=)“){(—)*| ® 1)Va?VT](> 0). Therefore,
Y ReTr[(|(=))(=)"| @ DY Xu[uloVT] |u) x5 Y Tr[([(=)*) (=) © D)V Vi [u). (4.206)

By an analogous argument, we can “merge” |(—)*){(—)%| into VX1[u]V' (instead of merging VX; [u]VT
into |(—)“){(—)*| as done above) to obtain

Y ReTr[(|(=))(=)"] @ DY Xu[u]oVT] |u) ~ Y Tr[X1[u]o”] |u) . (4.207)

Substituting Eqs. (4.206) and (4.207) into Eq. (4.200) gives

D IVX [V = (=) (=)] ® Lpept < OF). (4.208)
Then, applying Lemma 2.5 to Eq. (4.208) gives

SV VT = (<)) (=) © 130 < O). (4.200)

Therefore, we have

ZV 2N0' v 1“2NVT ® |u,v><u,v|
= Z(VXl [V (Vo VYV X1 [u]VT) @ fu, ) (u, 0] (Eq. (4.196) and VTV = 1)

~s (=) N © DV V(=) (=) © 1) @ fu, ), ] (Pavrfiti Tar (4209) '9)

U,v

u u v v u w Part 2 of Lemma 2.9
~am S8 D7 @ (N D8 ko] (i o o5t 157)

u,v

where
§" = N3/2yf* 4 N1T/165 152, (4.210)

Note that the above approximations are for operators and we recall that for two operators A and B, we
defined A =~ B to mean ||A — B||? < O(¢), where we stress the square on the Schatten 1-norm. Therefore,
also recalling B, j2v) = |(—)"), we can use the triangle inequality to obtain

Z ||VP1u2 o vP QNVT < %21\7 | 7_0,11 |B%2N> |B%2N><B%2N| ® ae,le
(4.211)

<OV +8") < O(NBy /10 4 NP2yt 4 NVT/1641052) < O(N3/2%2),
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where we substituted the definitions of ¢’ and ¢”, given in Egs. (4.205) and (4.210) respectively, in the second
inequality. This completes the proof of Eq. (4.195) for ¢ = 12V.
We now explain how the above proof of Eq. (4.195) for ¢ = 12V can be slightly modified to prove

Eq. (4.195) for ¢ # 12N. When ¢q # 12V, the third and second-to-last lines of the equations starting at
Eq. (4.203) require slight modification: to commute Z\" )

past o? (instead of moving X 1(u1 past o as done

(

q,t ) 8
above), we need to use the computational indistinguishability of ¢* with o7 for some j # i. This is due to
the conditions in the operator-state commutation lemma, Proposition 4.29. In addition, we need to redefine

the terms 6 and &’ appearing in the proof of Eq. (4.195) for ¢ = 12V by

6 == (N\AH + Ya.q +negl(N)Y?  and 6" = N(V3 + \/7u + 7.4 + negl(\)), (4.212)

while 6” can be left unchanged. These re-definitions are simply due to Lemma 4.32 and Proposition 4.29
giving different results for different Z,; and X, ;. With these modifications in place, we can use the first
inequality of Eq. (4.211) to obtain Eq. (4.195) for ¢ # 12V,

At this point, we drop the assumption that D is perfect. In this case, as explained at the start of proof
of Eq. (4.190), we obtain the bound

Y IvPia® PVt — (B 7% |By) |By)(By| @ oy
e (4.213)
SVAP + 21p + O(N?/% 4 Ney o) < O(VNe+ NW/P2e /% 4 NoSeyfl) < O(N?¢/%? 4 Ny,

where we also used Eq. (4.195) for the first inequality and Proposition 4.7 for the second inequality.
Therefore, we have

Ewow[ > IVRott R = (B By BBy @ oy

u,ve{0,1}2N
< 0( S ulg) (N2 4 Ne;,{f;)) (Eq. (4.213))
qe{o)l}QN
1/8
< O(N261/32 + N( Z ,u(q)eHﬁq) ) (Jensen’s inequality)
qe{0,1}2N
< O(N2€/32) (Definition 4.6).

Therefore, we have proved the second equation of the theorem, Eq. (4.190). The last equation of the theorem,
Eq. (4.191), follows by applying Definition 4.6 to Eq. (4.213). O

5 Applications

5.1 Device-independent quantum key distribution

In this section, we describe how to adapt the protocol for DIQKD under computational assumptions in
[MDCAF21] to use our self-testing protocol as its main component. The resulting DIQKD protocol operates
under the same setting and assumptions as in [MDCAF21] except we remove the IID assumption. In
particular, we highlight the fact that we retain the advantage of the generated key being information-
theoretically secure. For details about the setting and assumptions, we refer the reader to [MDCAF21], in
particular, its Figure 1. Our protocol will also make use of a “cut-and-choose” technique in [GMP23, Theorem
4.33 (arXiv version v2)]). Henceforth, DIQKD without qualification refers to DIQKD under computational
assumptions.

Recall that in our self-testing protocol there is a single verifier interacting with a single device. On
the other hand, in DIQKD, there are two verifiers, Alice and Bob, that each interact with their own (un-
trusted) device. In DIQKD wunder computational assumptions, the two devices are not assumed to be non-
communicating and are modeled as a single device with two components, one on Alice’s side, and one on
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1. Alice samples 6 <y [2N] U {0, ¢} uniformly at randomly, generates 2N key-trapdoor pairs (k1,t1), ...,
(kan, tan) according to 6, and sends k41, .. ., k2n to Bob. Note that Alice has all the trapdoors {t;}2%].
Then Alice sends ki, ..., ky to her component. Bob sends ky 41, ..., ken to his component.

2. Alice receives back (y1,...,yn) € YV and Bob receives back images (yni1,...,y2n) € YV.

3. Alice samples ¢ <y {preimage, Hadamard} uniformly at random, sends it to Bob, and they both send ¢
to their components.

Case ¢ = preimage. Alice receives (by,...by,21,...,2n5) € {0,1}¥+N% from her component and Bob
receives (byi1,...,baN, TN11,- -, Zan) € {0, 1}V from his component and sends it to Alice. Alice
verifies (b1,...,ban, 21, ...,2an) according to our self-testing protocol.

Case ¢ = Hadamard.
a) Alice receives (di,...,dy) € {0,1}¥* from her component and Bob receives (dy.i1,...,dan) €
+
{0,1}M* from his component.
(b) Alice samples a <y {0,1} uniformly at random.
— If a = 0, Alice samples ¢ +—¢ {02, 12V 0N 1V 1N0N} uniformly at random.
~ If a = 1, Alice sets ¢ = 10V,

Note that the resulting distribution on (g1, ...,qn) € {0,1}2" is the same as in Step 4 of our self-
testing protocol (Fig. 2) with u chosen as the distribution that always outputs 1VOV.

Alice sends gn4+1 to Bob. Alice sends qi,...,qn to her component. Bob sends gn1,...,qn+1
(= gN+1,---,q2n) to his component.
(c) Alice receives (uy,...,un) € {0,1}" from her component and Bob receives (un+1,...,uan) €

{0,1}" from his component. Alice sends “Test” to Bob. Bob sends {(y;,d;, u;)}? Yy, to Alice.
Alice verifies {(y;,d;,u;)}2Y, according to our self-testing protocol using the trapdoors that she
hOldS, (tl, “e ,tQN).

Figure 5: Test round for device-independent quantum key distribution (DIQKD) protocol.

Bob’s. At a high level, to resolve the difference in the number of verifiers, we will let Alice play the role of
the single verifier in our self-testing protocol while Bob will play a relaying role.

In Fig. 5, we describe a single test round of our DIQKD protocol. In Fig. 6, we describe how to modify
the test round to give a single generation round of our DIQKD protocol. Note that all communication
between Alice and Bob are via their public authenticated channel. Eve, who is computationally unbounded,
may compute any secret information hidden in this communication but we make the standard assumption
that she cannot send the secret information to the devices (e.g., see MDCAF21, Figure 1]).

We construct our overall DIQKD protocol by using multiple test rounds followed by a single generation
round. More specifically, at the start of the protocol, Alice selects m = poly;(N) € N and 0 < § =
1/poly,(N), where the poly;(N)’s are some polynomials in N that are sufficiently large relative to the
robustness bounds in Theorem 4.40 (see [GMP23, Proof of Corollary 4.35 (arXiv version v2)]). Then, Alice

Same as the test round (see Fig. 5) except with the following modifications.

At Step 1, Alice chooses 0 = o.

At the start of Step 3, Alice chooses ¢ = Hadamard.

At the start of Step 3(b), instead of sampling ¢, Alice sets ¢ = 1V0V.

Replace Step 3 (c) by the following. Alice receives (u1,...,uy) € {0,1}" from her component and Bob
receives (Un1,--.,uzn) € {0,1}Y from his component. Alice sends “Generation” to Bob.

Figure 6: Generation round for device-independent quantum key distribution (DIQKD) protocol.

53



samples s <y {0,...,m—1} and performs sm test rounds. Let B; = {(j—1)m+1,...,jm}forj=1,...,s.
If there exists some j € [s] such that the fraction of test rounds in B; that fail is > §, then Alice aborts the
protocol. Otherwise, Alice samples r < [m] and performs a further r — 1 test rounds followed by a generation
round. These steps are due to our use of the aforementioned “cut-and-choose” technique in [GMP23].

After the generation round, Alice and Bob proceed to key extraction, which is essentially the same as
that in [MDCAF21, Protocol 3]. More specifically, Alice calculates hi, ..., hy as defined above Eq. (3.4).
Then Alice sets @; = u; @ h; and Bob sets Un i = uni- Then (%;);eqn) and (in44)ie[n] are the raw shared
secret keys of Alice and Bob, respectively. Finally, Alice and Bob apply one-way error correction and privacy
amplification to these raw keys to obtain their final shared secret keys. This completes our description of
the protocol.

The completeness and soundness of this DIQKD protocol essentially follow from the completeness and
soundness of our self-testing protocol combined with the proofs of [MDCAF21, Theorem 1] and [GMP23,
Theorem 4.33 (arXiv version v2)]. We sketch the salient aspects below.

Completeness (sketch). Consider the case when the device is honest. By construction, an honest device
can pass the test rounds with > 1 — negl()\) probability due to the completeness of our self-testing protocol
(Theorem 3.1.) It is also clear from Eq. (3.6) (in the case 6 = o) that @; = @i for all i € I. The key rate”
of our protocol will be 1/poly(N) because Alice can implement up to m? = poly, (IV)? test rounds before a
generation round and poly;(N) is a high-degree polynomial in N.

We mention that our DIQKD protocol as described requires an honest device to use nonlocal controlled-Z
operations that act on both of its components. As discussed in [MDCAF21], it is preferable for the honest
device to be able to only use only local operations, i.e., operations that act on only one of its components.
However, as pointed out in [MDCAF21], it is straightforward to remove the need for the nonlocal controlled-
Z operation via gate teleportation. Doing this would require some small changes to the protocol and we
refer the reader to [MDCAF21, Appendix A] for details.

Soundness (sketch). First, to prove the soundness of this protocol, we need to assume that LWE is hard
even when a device has access to quantum advice, see [GMP23, Remark 4.3 (arXiv version v2)]. As pointed
out in [GMP23, Remark 4.3 (arXiv version v2)|, this assumption is used in [GV19, BCM*21, GMP23]. With
this assumption, the same argument in [GMP23, Proof of Theorem 4.33 (arXiv version v2)| implies that,
conditioned on the protocol not aborting, the failure probability of the device in the generation round is of
order V8. The physical state after the generation round is

Y (Pivon) a0 g (Pivon) ars @ [u){ulu, (5.1)

where A’ is the (quantum) register of Alice’s component of the device, B’ is the (quantum) register of Bob’s
component of the device, U is the register containing Alice and Bob’s measurement outcomes, and E contains
Eve’s quantum side information. By Theorem 4.40, after tracing out systems A’ and B’, the physical state
is m-close to the ideal state

p= > (Bixon| 7" |Binon) [u)(ulv @ ph, (5.2)
v,ue{0,1}2N

where n = V6 + (1 — V3)N25'/54 = 1/poly(N), and we recall that 7> and |BY) are defined in Eqs. (4.187)
and (4.188). After Alice and Bob changes u; to u; for ¢ € [N] and ¢ € {N +1,...,2N}, respectively, the
ideal state becomes

- 1 v
p= (2—N Z |a,a><a,a|U> ® ( Z pE).
ac{0,1}N ve{0,1}2N
That is, the register U becomes independent of Eve’s quantum side information, and

H(U|E); =N.

"In defence of our key rate, we note here that the first protocol for DIQKD in the nonlocal setting without IID assumptions
[RUV13] also had a key rate that tends to zero as N — oo.
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By the continuity bound of conditional entropy [Win16, Lemma 2], the entropy in the register U conditioned
on Eve’s side information on the physical state is at least

N —nN = O(nlog(1/n)) = N —1/poly(N). (5.3)

Hence, our DIQKD protocol is capable of generating (V) bits of shared key.

5.2 Dimension test

In this section, we present a protocol in Fig. 7 for testing the quantum dimension of an efficient device. This
protocol is a simplified version of the self-testing protocol in Fig. 2.

1. Set N = A Sample 0 «+y {0,1,...,N} uniformly at random. Sample N key-trapdoor pairs
(k1,tky)s - -5 (N, tiy ) from an ENTCF according to 6 as follows:

6 = 0: all pairs are sampled from Geng(1*)

6 > 0: the #-th key-trapdoor pair is sampled from Genz(1%) and the remaining N — 1 pairs are all sampled
from Geng(1*).

Send the keys k = (k1,...,ky) to the device.
2. Receive y = (y1,...,yn) € YV from the device.
3. Sample round type “preimage” or “Hadamard” uniformly at random and send to the device.

Case “preimage”: receive
(b,z) = (b1,...,bn,21,...,7N)

from the device, where b € {0,1}" and = € {0,1}Vv.
If CHK (k;, yi, bi, z;) = 0 for all ¢ € [N], accept, else reject.

Case “Hadamard”: receive
d=(dy,...,dy) € {0, 13N

from the device.
Sample g +—¢ {0V, 17} and send ¢ to the device.

Receive u € {0,1}" from the device.

Case A. =0 and

qg=0": if l;(ki,yi) # u; for some i € [N], reject, else accept.
g=1": accept.

Case B. 0 € [N] and
q=0N:if l;(k,,yl) =+ u; for some i # 0, reject, else accept.
g=1N:if ﬁ(kg,yg,dg) #+ ug, reject, else accept.

Figure 7: A protocol that tests the quantum dimension of a computationally efficient device.

There exists an efficient honest quantum device that is accepted by the dimension test with probability
> 1 —negl(A). The strategy of this device follows that described in the proof of Theorem 3.1, except it
is simpler because there is no need to apply controlled-oZ gates. In particular, when ¢ = 0V, the honest
device measures N qubits in the computational basis, and when ¢ = 1V, it measures N qubits in the
Hadamard basis. Moreover, there exists an efficient classical verifier, which again follows from the efficient
function generation and efficient decoding properties of ENTCFs (Properties (a) and (f)). We omit a formal
completeness proof.
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We first show in Theorem 5.4 that if the device can pass this protocol with high probability, it must have
N-approximate qubits following the definitions given in [Vid20]. We reproduce these definitions below for
completeness.

Definition 5.1. The Pauli group on n qubits, denoted by P, is the multiplicative group of order 2 - 4™
defined by
Py = {(-1)°c*(a)a?(b) | ¢ € {0,1},a € {0,1}",b € {0,1}"}, (5.4)

where 0¥ (a) == (05X)% -+ - (0:X)% and 0% (b) = (cZ)>1 -+ (¢Z)Pn.

Definition 5.2. We say a Hilbert space H has n d-approximate qubits if there are reflections (observables
that square to the identity) Xi,...,X, and Zi,...,Z, on H and a state p € D(H) such that for all
a,b,a’ b’ € {0,1}",

|X(@)Z0)X (@)Z(F) ~ (1) X(a e a)ZBo )|} <6 (5.5)

where X (a) = X ... X% Z(b) == Z" ... Zb» and @ denotes bit-wise XOR.

The motivation behind Definition 5.2 is the next theorem which is a version of [Vid20, Corollary 10.9]
that follows from [Vid20, Theorem 10.6] (attributed to Gowers and Hatami [GH17]).

Theorem 5.3. Suppose a Hilbert space H = C? has n §-approzimate qubits with respect to reflections
Xi,..., X, and Zy,...,Z, on H and a state p € D(H). Then there exists a d’ > d, an isometry V : C? —
C¥, and a representation g: P, — L{((Cd,) such that

ElX(a)2(b) - Vig(e™(a)o? )V 7 < O(9),

where the expectation is over uniformly random a < {0,1}" and b + {0,1}™.

Intuitively, the theorem says that the action of any product of the X;s and Z;s on p is approximately the
same as the action of the corresponding product of the 0Xs and 0Zs embedded in H via g and V. Since the
oXs and oZs specify n qubits in (C2)®", the X;s and Z;s specify n J-approximate qubits in H.

Theorem 5.4. Let D be an efficient device with Hilbert space H = Hp ® Hy ® Hr. If D passes the
dimension test of Fig. 7 with probability > 1 — ¢, then H has N §-approzimate qubits for 6 == O(NZ2e'/32).

Proof sketch. It suffices to show that the X; and Z; defined in Definition 4.3 satisfy the condition of
Definition 5.2 with p set to ¢°. This condition can be proved using techniques in the proof of Theorem 4.40,
in particular, those used in Eq. (4.203) to handle products of projectors (which can also handle products of
observables). O

While Theorem 5.3 suggests that a Hilbert space H having n J-approximate qubits should have a large
quantum dimension, it is not apriori obvious how this can be proved. In the rest of this section, we prove
that the soundness guarantee of our self-test (Theorem 4.40) implies that any device passing the dimension
test in Fig. 7 must have a large quantum dimension.

The intuition is that when the dimension test is passed with high probability, Theorem 4.40 guarantees
the existence of a quantum state p* on the quantum part of the device’s memory that is close to the maximally
mixed state up to some isometry. More specifically, p* comes from using Theorem 4.40 to force the device to
perform a Hadamard basis measurement on N qubits that are in the computational basis and discarding the
measurement results. Then, the main proposition of this section, Proposition 5.6, shows that the guarantee
on p* is strong enough for us to lower bound the rank of p*, which is also a lower bound on the quantum
dimension of the device’s memory. We proceed to give a formal proof of soundness and stress that we are
making the LWE hardness assumption throughout the rest of this section.

To prove Proposition 5.6, we use the vector-operator correspondence mapping, vec, as defined in [Wat18,
Chapter 1.1.2]. Let A € L(H). Informally, vec(A) € H ® H is the column vector formed by concatenating
the rows of A vertically. We will use the following properties of vec without further comment:

1. Suppose A is of the form 37, A;|v:)(vs| with A; > 0. Then, vec(v/A) = 3, VA |vi) [vi), where the

overline denotes element-wise complex conjugation.
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2. The ¢3-norm of vec(A) equals the Frobenius norm of A. In symbols, |[vec(A)|| = || 4| F.

3. If B,C € L(H), then (B ® C) vec(A) = vec(BACT), where T denotes the transpose. In particular, if
U € L(H) is unitary, then (U @ U) vec(A) = vec(UAUT).

We also need the following technical lemma.

Lemma 5.5 ([Watl8, Lemma 3.34]). Let Py, P> € Pos(H) be positive semi-definite operators. Then,

IVPr = /Pallp < V[P — Pafls. (5.6)
Proposition 5.6. Let p,oc € D(H) be density operators. If there exists a unitary U € L(C?" @ H) such that
1U(0)0]*" @ p)UT —27"L @ a1 <, (5.7)

then Rank(p) > (1 — €)2™.

Proof. Let us write the eigen-decompositions of p and « as p = Zﬁl Ai|vi){v;] and a = Zivzll k| wg) (ug
where A;, i, > 0. Note that Rank(p) = N; >, A\; = 1 because p is normalized; p; < 1 for all k € [N']
because « is normalized. We have

vec(1/]0) (08" @ p) = Z VA 10)2" Jui) @ [0) " Tor),
(5.8)
e VTTED) =3 Y VT ) ) & o) T

k=1zc{0,1}n

Therefore, the condition of the proposition, Eq. (5.7), implies that

HU@U(Zf 0" fux) @ [0)*" o) S Y VaElaok T

k=1ze{0,1}" (5.9)
= [U110)01>" © pIUT — 2721 @ Vallr < U[I0)(0]" @ p]Ut - 27" 1 @ el < Ve

The key observation of this proof is the following. Let |«), |3) be bipartite states on H/y ® H'z such that
|) is normalized and has Schmidt rank R, and the Schmidt coefficients of |3) are each at most b. Then,

[(alB)* < Rb?. (5.10)
To see this, write |a) = Zil a;le;) ®les) and |B) = Z;l:l bj|fj) @ |f}) in terms of their Schmidt decompo-
sitions, where d := min{dim H,dim H'}. Then, by using the Cauchy-Schwarz inequality twice,

R d
(adB) <Y aiy el f)ll(erl )]

i=1  j=1

Sb(zlj:a) ”(ii edsitesn) (5.11)
(S (relnr)” (Zl 1i2) ") <oV

I
-

3 Jj=1
To conclude the proof, we use the above observation as follows. Set

N’

N
@) =UT(Y VNI o) @ 0" o) and 18) =3 D Vi/2[e) [us) © la) ), (5.12)

k=1z€{0,1}n
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then,
[(alB)| > Re(alB) = %(IIIO&II2 + B = ey = 18)1%) > 1 —¢/2. (5.13)

Now, |a) is normalized (because ) . A\; = 1) and has Schmidt rank N, and the Schmidt coefficients of |3)
are each at most /py /2" < 2-"/2 Therefore, by the above observation,

N>(1-¢€/22/27%)2 > (1 —¢€2", (5.14)
which completes the proof. o

Remark. Some ideas behind our proof of Proposition 5.6 come from [JNVT22, Proof of Theorem 8.3].

We now use Proposition 5.6 to prove the main theorem of this section. Much of the proof is devoted to
bookkeeping to ensure that the (normalized) density operator condition in Proposition 5.6 is satisfied and
that we are bounding the quantum dimension.

Theorem 5.7. Let D be an efficient device with Hilbert space H = Hp @Hy ®Hpg. Let the classical-quantum
decomposition of H be Ho ® Hg, so that all states and observables of D on H are classical on Hc, i.e.,
block-diagonal in a fized basis {|c) | ¢ € [dim(Hc)]} of He. If D can pass the dimension test protocol of
Fig. 7 with probability > 1 — ¢, then the quantum dimension of D, dim(Hyg), is at least (1 — O(N?e!/32))2N

Proof. 1t suffices to assume ¢ = O(1/N®?), else the bound on dim(Hg) holds vacuously as N — oo. In this
proof, we use poly (N, €) to mean a polynomial of order O(N2e'/32) for convenience.

We model D in a way that is analogous to Section 4.1, which defines states 0/ € Hp ® Hy ® Hg and
projective measurements Pyv and P~ corresponding to the device’s second answer when asked questions

g = 0V, 1% respectively. By following the arguments in Section 4, we can prove the following analogue of
Eq. (4.191) in Theorem 4.40:

oo D IvPue® PR VT = 27N =) (= @ a1 < poly(N,e), (5.15)
ve{0,1}N we{0,1} NV

where |—4) == HON |u)(u| H®N.
In the following, for v € {0,1}", we write 0¥ == o
{0, 1}V | Tr[o?] > 0}. For v € S, we write 6° = o / (o

3 Trfo 3 Pt U) Vi NN e ea

veS ue{0,1}N ue{0,1}N

9% and a? = a¥? for convenience. Let S = {v €

Y] and &¥ := a”/Tr[o?]. Then,

< poly(N,e). (5.16)
1

Note that >, co yn [—*)(="[ = 1.
Let vmin be the v € S that minimizes V(3 c(0,13~ P 6P VT —27N1 @ a¥||y. Then, Lemma 4.13
gives

H ( Z UmlnPu )VT _ 2_N]]_ ® dvmin
ue{0,1}N

) < poly(N,e)/(1 —vp) < poly(N,e), (5.17)

where the last inequality holds by Proposition 4.7 and € = O(1/N).
Note that @"=i» is not necessarily normalized, but we can show Tr[@"==] is close to 1 as follows. To
simplify notation, let o := ¢¥mi» and @ := @"~i». Then,

-mia) =|v( X PaePs V| 12 Vi@ al|
u€e{0,1}N
gHV( 3 PfNanN)VT—szmazH < poly(N, e).
u€e{0,1}N !
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Now, let a := &/Tr[a]. Note that Tr[a] = Tr[o] = 1. Then,
V(> Prepn )V -2 M1ga|
uwe{0,1}

<v( X PePs)Vi-2 i@ Tda|| + 27V 1@ Trida — 27 V1@ ally < poly(N, ).
1
u€{0,1}N

(5.18)

Let p = ZuG{O 1}y PlyoP}y. From the definition of V in Fig. 3, we see that there exists a unitary

U € L(C* @ H) of the form
dim He

U= Y o) eU, (5.19)

c=1
where each U, € L(C?" ® Hg) is unitary, such that
1U(0) 01N & pUT — 27V @ afly < poly(N, ). (5.20)

Here, we used the fact that the controlled-Z; and controlled-X; gates appearing in V are both block-diagonal
in the {|c){c|}. basis because Z; and X; are observables of D on H.
We can also write p and « as

dim Hce dim He
p= 3 I @p. and a= 3 |ofd@a, (5.21)
c=1 c=1

where pc, a. € Pos(Hq) are such that > Trlp.| = Tr[a.] = 1.
Then, Eq. (5.20) implies

dim Hce
> IU([0)0]%N @ pe)US — 27V L @ a1 < poly(N, e). (5.22)

c=1

Analogously to how we handled the sum over v € {0,1}" in Eq. (5.15), we can use Eq. (5.22) to show that
there exists some ¢* € [dim H¢] and (normalized) density operators p* and a* on Hg such that

1T (10)(0]%N @ p*)UL =27V 1 @ o}y < poly(N,e). (5.23)

Finally, we apply Proposition 5.6 to obtain
dimHg > Rank(p*) > (1 — poly(N, €))2", (5.24)
which completes the proof. O

Remark. We allow the prover to prepare p by a procedure that includes measurements and resetting qubits.
These may introduce extra classical dimensions to the system but not extra quantum dimensions. Since in
our proof, we factor out all the possible classical dimensions (see Eq. (5.21)) the prover’s measurements and
resetting of qubits do not affect our lower bound on the quantum dimension.
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