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It has been an open question in deep learning if fault-tolerant computation is possible: can
arbitrarily reliable computation be achieved using only unreliable neurons? In the grid cells of the
mammalian cortex, analog error correction codes have been observed to protect states against neural
spiking noise, but their role in information processing is unclear. Here, we use these biological
error correction codes to develop a universal fault-tolerant neural network that achieves reliable
computation if the faultiness of each neuron lies below a sharp threshold; remarkably, we find that
noisy biological neurons fall below this threshold. The discovery of a phase transition from faulty
to fault-tolerant neural computation suggests a mechanism for reliable computation in the cortex
and opens a path towards understanding noisy analog systems relevant to artificial intelligence and

neuromorphic computing.

I. INTRODUCTION

Early in the development of computer science, it was
unknown if unreliable hardware would make the con-
struction of reliable computers impossible. Whenever a
component failed, the resulting error had to be corrected
by additional components that were themselves likely to
fail. Inspired by ideas from error correction, the notion of
fault-tolerant computation resolved this issue in standard
frameworks of classical and quantum computation [1-7].
In these settings, every computation is evaluated by a se-
quence of faulty components such as Boolean gates (e.g.,
AND, OR, NOT). If each component’s probability of failure
falls below a sharp threshold, a strict criterion defining
fault-tolerant computation is provably satisfied: compu-
tations of any length can be performed with arbitrarily
low error. It is also worth noting that the distinction be-
tween error correction and fault-tolerance is vital here:
while error correction uses noiseless gates to correct er-
rors on a state, fault-tolerant computation only has ac-
cess to faulty gates. We depict this distinction in Fig. 1.

In artificial intelligence, it is unresolved [8] if neural
networks exposed to noise can satisfy an analogous cri-
terion of fault-tolerance. That is, taking a noisy neuron
as the fundamental component of computation, can any
neural network be executed to arbitrary accuracy when
the noise strength falls below a threshold? A similar
question appears in neuroscience, where observations of
the mammalian brain have shown that neural represen-
tations are protected against noise by error correction
codes [9-11], yet it is unknown if such codes are power-
ful enough to protect computations to achieve arbitrarily
small error.

We resolve both open questions in artificial intelligence
and neuroscience by demonstrating fault-tolerant neural
computation via carefully constructed error correction
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FIG. 1. Schematic comparison of error correction and fault-
tolerance. While error correction uses noiseless gates to cor-
rect errors (red crosses), fault-tolerance must use faulty gates
to generate reliable output. Note that errors on states in the
fault-tolerant setup can be rewritten as errors on gates, i.e.,
faulty wires do not have to be directly considered.

codes. This success hinges on generalizations of tradi-
tional fault-tolerance in Boolean formulas, as well as a
modification of a biologically-observed error correction
code known as the grid code. Beyond the analytic results
proven here, we also provide a numerical estimate of the
fault-tolerance threshold and show that naturally exist-
ing noisy biological neurons lie within the fault-tolerant
regime.

Making the notion of fault-tolerance more precise, we
begin by examining von Neumann’s original result for
fault-tolerant Boolean formulas, which perform univer-
sal computation using formulas of Boolean gates [1]. In
this setting, one considers access to physical gates, which
are erroneous and fail (i.e., output the incorrect bit) with
some fixed probability p. In a fault-tolerant construction,
each gate in the original error-free formula is replaced by
a logical gate composed of many physical gates. The



logical gate is built with error correction such as the rep-
etition code: data is repeated in bundles of three and
majority voting determines the outcome. Despite the
voting itself being performed by faulty physical gates,
von Neumann showed via a recursive repetition code that
a fault-tolerant Boolean formula can be constructed if
the failure probability p falls below some threshold pg.
As Boolean gates suffer discrete errors, we will refer to
the fault-tolerance of Boolean formulas as digital fault-
tolerance, which is formally defined as follows:

Digital Fault-Tolerance. A Boolean for-
mula containing N (error-free) gates can be
simulated with probability of error at most €
using O(Npolylog(N/e)) faulty gates. Each
gate may fail with probability p for p < py,
where pg is independent of N and indepen-
dent of the noiseless formula depth.

In general, the value of py depends on the model of
computation under study [2-6]; for example, Ref. [4]
demonstrated a noise threshold for reliable computation
of pop = (3 —/7)/4 =~ 0.09 for Boolean formulas con-
structed from 2-input NAND formulas, which are sufficient
for universal computation.

The digital setting of traditional fault-tolerance
strongly contrasts the analog computation paradigm of
neuroscience and machine learning, where neurons oper-
ate using continuous rather than discrete values. Here,
we consider two biologically-motivated sources of error.
The first is (1) synaptic failure, where a connection be-
tween neurons is dropped [12, 13]; this may be modelled
by having the neuron output 0 with some fixed probabil-
ity p. This is in essence a discrete error (the connection
is either present or it is not) and may be satisfactorily
treated by an extension of von Neumann’s construction.
The second source of error is (2) analog noise afflicting
the output of a neuron [14]; this may be modelled as ad-
ditive Gaussian noise with standard deviation ¢. This
second type of error is more difficult to correct and will
require specialized treatment via the grid code mentioned
above.

To formalize the analog setting of computation, we
adopt the framework of artificial neural networks [15],
which are universal approximators of continuous func-
tions [16] and have experienced wide success in appli-
cations resembling cognitive tasks [17]. The resilience
of artificial neural networks to errors has been limited
primarily to demonstrations of robustness to weight per-
turbations or other noise, and hardware fault-tolerance
in neuromorphic computing [18-22], without consider-
ing biologically-motivated noise nor addressing the for-
mal notion of fault-tolerance analogous to digital fault-
tolerance defined above.

We will ultimately prove the following result by using
grid-code-based error-correcting mechanisms to achieve
fault-tolerant neural computation:

Neural Network Fault-Tolerance. A
Boolean formula of N (error-free) gates can

be simulated by a neural network with proba-
bility of error at most € using only faulty neu-
rons. Fach synapse entering a neuron fails
with probability p; the output of each neu-
ron is subject to additive Gaussian noise with
mean zero and standard deviation o; a neuron
admits at most a fixed number of synapses.
There exist nonzero thresholds pg and o such
that if p < pp and o < 0¢, simulating the for-
mula requires O(Npolylog(N/e)) faulty neu-
rons.

In the spirit of previous fault-tolerance results [4, 23, 24],
the core of our proof is the construction of a logical neu-
ron from a configuration of noisy physical neurons.

An outline of this work is as follows. In Section 11, we
first provide a brief review of digital fault-tolerance and
then demonstrate how this construction may be adapted
to design neural networks that are robust against synap-
tic failure. This is followed by the design of a neuron that
is robust to additive Gaussian noise by encoding data in
the grid code in Section III; here we also demonstrate
how error correction and computation may be achieved
using a noisy neural network. We then showcase our
fault-tolerant construction by designing a reliable circuit
using our logical neuron subject to both modes of noise
in Section IV, thereby proving our statement of neural
network fault-tolerance. Finally, we provide some con-
cluding remarks including a discussion of the biological
plausibility of our assumptions in Section V.

II. FAULT-TOLERANCE AGAINST DIGITAL
ERRORS

First, we provide a review of concatenated fault-
tolerance results in digital circuits (Section ITA). This
is followed by a demonstration of an analogous technique
for constructing neural networks that are robust against
synaptic failure (Section IIB).

A. Fault-tolerant Boolean circuits

The original construction of a fault-tolerant Boolean
gate was initially proposed in Ref. [1] and more rigor-
ously discussed in Ref. [25]. We begin by presenting an
adaptation of this construction via a recursive concatena-
tion of repetition codes. To best explain this scheme, let
us consider a Boolean gate B, with associated function
B(x) that accepts as input a string of bits = and outputs
a single bit (for instance, B(zg,21) = NAND(zg,21) =
—(zo V x1)). Let us also consider its faulty counterpart
B, that fails (i.e., outputs the incorrect bit) with prob-
ability p. We would like to construct a fault-tolerant
version of B, whose error can be decreased arbitrarily
for p < pg for some threhsold pg.

This is achieved by devising a recursive concatenation
scheme wherein a logical B gate is constructed from phys-
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FIG. 2. The recursive concatenation scheme, based on a ternary repetition code, used to construct a logical NAND gate at

concatenation level £ + 1 (denoted NANDZE,HU

NAND,,. The gates denoted MAJ;Z) indicate a majority voting operation built from NAND,

is illustrated in the inset.

ical B gates, these being the faulty B, gates. In partic-
ular, a logical B gate at concatenation level-¢, which we

denote by BI(,Z)7 is recursively defined by a mapping of

logical B gates at concatenation level £—1 (i.e., B,(;efl))7

with the base case Bz(,o) = B,. In this mapping, BI(,Z) is
defined as a repetition code acting on multiple outputs of
B,(,Z_l), such that the error suffered by B,(,Z) is less than

that of B,(,e_l) for p < pg. Thus, increasing ¢ decreases
the error arbitrarily.

In his seminal work on fault-tolerance [1], von Neu-
mann employed a ternary repetition code, in which a
logical bit is encoded as a bundle of physical bits. At
concatenation level £, each bundle consists of 3¢ physical
bits, and its corresponding logical bit may be decoded as
the majority of its physical bits. For instance, the bun-
dle 110 encodes the logical bit 1 at concatenation level
¢ = 1. In this manner, the inputs and outputs to B;,Z)(x)
are bundles of size 3¢, and the output is correct if its
physical bits decode to the correct logical bit.

The recursive mapping from B;(f) to B,(,Hl) is defined

by this ternary repetition code: the inputs to B},Hl)
are each linearly partitioned into three smaller bundles,

which are then copied and sent through nine BZ(,Z) gates
in parallel to generate nine independent outputs. To cor-
rect errors in these nine outputs, they are then split into
three groups of threes, each of which is passed through
a (faulty) majority voting gate, and the three resulting
outputs are recombined to represent the final output of

B;,Hl). The majority voting gate is constructed from

B}()e) gates, and hence is also imperfect; its explicit con-
struction depends on the Boolean gate of interest and
influences the fault-tolerance threshold. In general, the
fewer the gates in the majority gate, the larger the thresh-
old.

For clarity, we depict this fault-tolerance construction

) from logical NAND gates at concatenation level ¢, with the base case NAND

0) _
p =

() gates, whose explicit construction

applied to a NAND gate in Fig. 2. The specific arrange-
ment of the wires fed into the majority voting gates is
chosen is to prevent error propagation and produce a
nonzero threshold. Not all arrangements will yield a
nonzero threshold in the limit £ — oo; von Neumann’s
original presentation even suggests randomly permuting
these wires. Numerics indicate that this particular con-
struction produces a threshold py ~ 2.36%.

As the NAND gate is universal for Boolean computa-
tion, this construction enables arbitrarily accurate com-
putation of any Boolean function from faulty NAND gates
if the failure probability p lies below the threshold pg.
Moreover, for p < pg, the logical error suffered decreases
doubly-exponentially with increasing ¢, while the circuit
size grows only exponentially with ¢. Hence, achieving a
desired error € requires overhead O(polylog(1/¢)) by the
usual arguments for concatenation codes (see e.g. the
fault-tolerance threshold theorem of Ref. [26]).

For a circuit of N gates, an overall error of € could be
achieved by demanding individual gate errors ¢/N as per
the union bound. Inserting this desired error rate into
the above polylogarithmic overhead, we find a total gate
count O(Npolylog(N/e)), in accordance with the digital
fault-tolerance theorem discussed in Section I.

B. Fault-tolerant neural networks for synaptic
failure

The above fault tolerant construction may be adapted
to devise a fault-tolerant neural network that is robust
against synaptic failure, as this is in essence a discrete
error. To illustrate this, let us consider a neural network
constructed from rectified linear unit (ReLU) activation
functions, where ReLU(z) = max(0, z) on real inputs x.
In this case, synaptic failure may be modeled by replacing
each ReLU with a faulty ReLLU that fails with probability



p, i.e.,

ReLU(z)
0 with probability p.

with probability 1 —p

ReLU, () := { (1)

Like von Neumann’s error model for Boolean gates, the
output of this faulty ReLU is incorrect with some proba-
bility, and thus its errors may be corrected by employing
a concatenated repetition code.

The aim is to construct a fault-tolerant ReLU acti-
vation function, which is equivalent to a fault-tolerant
neuron. We will employ a concatenated ternary repe-
tition code analogous to that presented above, replac-
ing the logical Boolean gates with logical ReLU’s. How-
ever, there is one important distinction in our construc-
tion: as inputs and outputs are now analog instead of
binary, we will interpret the logical value carried by a
bundle as the median of its values rather than the ma-
jority. Accordingly, the majority voting gate in the orig-
inal repetition code is replaced by a median gate, which
will appropriately correct errors that occur in a bundle.
With this modification noted, we illustrate the complete
recursive scheme in Fig. 3a; here, it is shown how to
construct a logical ReLLU at concatenation level ¢ + 1
(denoted ReLUI(f'H)) from logical ReLU’s at concatena-
tion level ¢ (denoted ReLUI(f)), with the usual base case
ReLU(”) = ReLU,,.

What remains is to construct the median operation out
of ReLU’s. At concatenation level ¢, we are interested
in computing the median of three bundles, each of size
3. Denoting this quantity as m = Medg)(a, b, ¢), where
a, b, c represent each bundle, it may be computed with
the following network of depth three:

o = ReLU (a — b)

(
Y= ReLU](f)(fa +c+x) @
z=ReLUY (b —c+ )

)

p
m:ReLUg (a+b—c+y—2).

While the final ReLLU is not strictly necessary for the
computation of the median, it is included to prevent er-
ror propagation and achieve fault-tolerance. As a result,
this median works only on positive inputs, but this is ad-
missible as the output of ReLUé (which is input into the
median) is necessarily non-negative. We also note that
expressing this median construction as a neural network
requires skip connections to perform its computation.
We visualize the performance of this fault-tolerance
construction in Fig. 3 by plotting the pseudothresholds:
where the error probability at concatenation level ¢ in-
tersects that of / = 0. Plotting these for increasing
levels of concatenation indicates a convergence to the
threshold pg ~ 3.72%. Therefore, this construction ul-
timately produces a fault-tolerant ReLLU neuron, pro-
tected against synaptic failure for p < pg. And by
an argument analogous to the digital fault-tolerance of
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FIG. 3. (A) The recursive concatenation scheme of digital
fault-tolerance is extended to construct a logical ReLU at
concatenation level £ + 1 from logical ReLLUs at level /. Note
how the fault-tolerant ReLU is a generalization of the fault
tolerant NAND gate in Fig. 2. The gates denoted Medg)

indicate a median operation that is composed of ReLUff)’s
and used to correct errors; its explicit construction is pre-
sented in Eq. (2). This construction ultimately generates a
logical neuron for a fault-tolerant neural network in the pres-
ence of synaptic failure. (B) The logical error probability of
ReLUg) (z) on random inputs z € [—1,1] as determined by
numerical simulation. The pseudothresholds (red crosses) oc-
cur when the error probability intersects that of £ = 0; they
converge exponentially to the threshold po ~ 3.72% (vertical
black line) with increasing ¢.

Boolean circuits, achieving a desired error € requires over-
head O(polylog(1/e)). Using the argument presented at
the end of Section ITA, this translates to an overhead
O(Npolylog(N/e)) for a circuit of N gates, thus achiev-
ing neural-network fault-tolerance (excluding Gaussian
noise) as presented in Section I.



III. FAULT-TOLERANCE AGAINST ANALOG
ERRORS

While a simple adaptation of fault-tolerant construc-
tions on noisy Boolean circuits yields a neural network
that is robust to synaptic failure, the treatment of ad-
ditive Gaussian noise proves more difficult. In particu-
lar, the repetition-based scheme of von Neumann fails for
Gaussian noise with nonzero standard deviation o: un-
like the exponential suppression found for digital errors,
repeating N neurons in the presence of analog noise only
reduces analog noise to o/ V/N. Hence the requisite cir-
cuit size scales as O(1/e?), which does not achieve the
O(polylog(1/e€)) performance desired by the neural net-
work fault-tolerance theorem.

Instead, we turn to an analog error correction code:
the grid code. Unlike the repetition code, the grid
code achieves exponentially small error at asymptoti-
cally finite information rates, saturating the Shannon
bound [27] and allowing effective error correction against
Gaussian neural spiking noise [11] (see Appendix A for a
more detailed discussion).

We start with a brief overview of the grid code and its
properties in Section IIT A. Next, we detail the construc-
tion of an error correcting procedure using noisy neurons
in Section III B. Finally, we describe in Section IIT C how
the logical signal may be manipulated in a manner that
allows for universal approximation and analyze its er-
ror threshold assuming a distribution of logical neural
weights.

A. Overview of the grid code

We first provide a brief, self-contained exposition of the
original grid code results of Refs. [9-11]. These works
study the entorhinal cortex in mammals and show that
lattice neural firing patterns may correspond to a special
encoding of the mammal’s position (in 2D space), known
as the grid code. In the grid code, a particular coordinate
(say x or y in 2D space) takes values from a discrete set
{z1} of S possible values that lie within a fixed interval
[0, X).

The encoding of each possible value zj, is modeled by
a set of phases

Enc [z4] := {efj’@) mod 1}?11 : (3)

which is defined over M relatively prime integers {\; }jsz

referred to as moduli [9, 10], and a function e(z) re-
ferred to as the encoding function. The choice of rela-
tively prime moduli ensures, by consequence of the Chi-
nese Remainder Theorem, that all x € [0, Hj‘il Aj) are
encoded into distinct codewords. Restricting our domain
as above, with X <« Hjle A;, allows the remaining phase
space to be used for error correction. Moreover, in the
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FIG. 4. (A) Biological setting of the grid code. Neuron fir-
ings form a hexagonal lattice with different spacings \;, with
lattice sites corresponding to physical locations of an animal
in the lab. (B) Example encoding performed by the grid code
over M = 15 moduli {\1, ..., A\15}. Observe that these phases
are well-approximated as being drawn uniformly at random,
in accordance with the formalism of the grid code. (C) Ex-
ample decoding of phases representing z = 0.5. The possible
decodings allowed by a given phase (indicated by a unique
color for each A;) are periodic. Each decoded phase is sub-
ject to Gaussian noise (inset). Since the phases constructively
add at the true decoded value, maximum likelihood estima-
tion selects the value with the highest signal.

original grid code, the encoding function e(z) is chosen
to be the identity. Here, we will instead perform neu-
ral network computations by selecting e(z) to implement
an activation function; we will let e(z) be an arbitrary
function for now, and specify it later. In general, we de-
note the vector of M phases produced by the encoder as
¢ = Enclzi] = {¢;}. An example of a firing pattern
of the grid code, as well as its moduli, is illustrated in
Fig. 4a.

To maintain the favorable error-correcting properties
of the grid code, the z}’s are chosen to satisfy zj < X,
and the minimum spacing between codewords Az :=
ming; |z — ;| is chosen such that max; \; < Azx.
More generally, when the encoding function e(z) is not



the identity function, the same condition must be up-
held for Az given by min;; |e(z;) — e(z;)| such that
e(zi) # e(z;).

In the limit max; \; < X for X <« Hﬁl Aj, the code-
word ¢ encoding a randomly sampled g+ € {2} is well-
approximated as being drawn from a uniform distribution
(¢p; ~U(0,1)) [11]. We visualize this fact in Fig. 4b by
plotting the phases of an example grid code. This prop-
erty provides a sensitive encoding that changes signifi-
cantly if the input is slightly perturbed. Since each code-
word consists of a vector of phases {¢;} with the period
of each ¢; determined by A;, decoding corresponds to the
constructive interference of summed phases to yield the
correct decoded position, as depicted in Fig. 4c.

An ideal decoder Dec [¢p] would perform maximum like-
lihood estimation (MLE) to recover the most probable
value xy« given a codeword ¢. For ease of presenta-
tion, we modify the original biologically inspired neural
decoder that approximates MLE [11] to a simpler but
functionally equivalent form; this form will be more eas-
ily implemented by a neural network later in this work.
Given phases ¢ = {¢;}, we will recover the true position
zi+ by the MLE decoder

Dec[¢] := argxmaxi cos [277 (”;’; - @-ﬂ L)

k j=1

To see that this procedure is indeed performing maxi-
mum likelihood estimation, observe that if -+ is known
to belong to a discrete set of values {zy}, then the esti-
mated decoding Z is given by maximizing the conditional
probability

& = argmax Pr(¢|zy). (5)

Tk

Assuming that the encoding Enc [z] is distributed in the
codespace according to a spherical Gaussian with vari-
ance s2, the likelihood function is a wrapped normal dis-
tribution

M
Pr(olen) x [[exw (~gzlBnclanl, ~ o:1) . (0)
j=1

where ||¢]| := min{|¢|,1 — |¢|} denotes the distance
between phases. In the limit of s < 1 and taking
e(ry) = xx, the likelihood function is well approximated
by the more tractable circular normal function

Pr(|zr) f[lexp (27152 cos [27r (i\j’; - qu)]) . (7)

Comparing Eq. (7) to Eq. (4), we see that the decoding
scheme of Eq. (4) is indeed maximizing the likelihood.
Lastly, to more intuitively understand the grid code,
note that because the M phases ¢; fall between 0 and
1, the coding space is the unit hypercube [0,1]™; due

to the unit modulo, the coding space satisfies periodic
boundary conditions and thus corresponds to the M-
torus. The coding line [0, X) is thus a set of parallel
line segments in the hypercube. In general, error correc-
tion codes may be described as a hypersphere packing
problem: each codeword corresponds to an origin of a
sphere in a high-dimensional space, and errors that fall
within the radius of the sphere are correctable to the true
codeword. Here, the grid code is a hypersphere packing
problem in the M —1 dimensional hyperplane perpendic-
ular to the coding line segments. Under this formalism,
we arrive at a scaling of the minimum distance between
line segments with the number of phases for fixed X of
Aonin = @(\/M ) [11], denoting an asymptotic bound on
dmin from both above and below. Our choice of A < Ax
ensures that each Enc [z;] lies within a different line seg-
ment and is therefore also separated by at least dpipn,
and consequently any perturbation in the phase space
less than dpin/2 is correctable using the maximum like-
lihood decoder.

B. The fault-tolerant logical neuron

Let us now use the grid code to present and analyze the
construction of a fault-tolerant neuron. We assume an er-
ror model where Gaussian noise £ ~ N (0,0) is added to
the output of each neuron, representing the noise associ-
ated with neural spikes in a biological setting. We note
that we do not account for synaptic failures at this stage,
as the grid code is only tailored to analog noise; later in
Section IV B, we address both additive Gaussian noise
and synaptic failure.

Focusing on a single neuron in a larger neural network,
we take the number of neurons connected from the pre-
vious layer to be mg. As in the presentation of the grid
code, each neuron carries a value that is guaranteed to
belong to a discrete set of S values, which we parameter-
ize here as {z; = kAz} for k = 0,...,5 — 1, such that
(8§ —1)Az < X for some X. The M relatively prime
moduli must satisfy \; < X < H]Vil Aj, and thus the
codewords are uniformly distributeof for random xpx.

We however introduce the following modification to the
underlying grid code. While the typical grid code as-
sumes a range of values zy € [0,X), here we will take
advantage of the periodicity of the grid code due to the
periodicity of the phases (as these are evaluated mod-
ulo 1), and introduce a smaller range of values [0, X') to
which the encoding function e(x) may output. That is,
the encoding function e(z) is chosen such that encoded
values e(zy) exist in a condensed space [0, X’) for some
X' < X, while fully decoded values zj can still exist
in the larger space [0, X). A vanilla grid code with an
identity encoding function e(xy) = x has X’ = X; here,
we will select e(zy) to be a non-identity function with
X' < X, which will assist in building logical activation
functions and thus performing neural network computa-
tion. Moreover, to remain consistent with the usual re-



quirement that \; < X < vail
N <X <L A

Turning now to the construction of our fault-tolerant
neuron, we incorporate the traditional principles of fault
tolerance: we perform computations in the codespace to
protect against errors, and interleave each computation
between encoding and decoding steps that correct errors
and ensure that computation remains in the protected
codespace. In the language of the grid code, this means
performing computations on the phases ¢, these compu-
tations corresponding to the application of weights and
biases followed by an activation function. Note that the
result of our decoding step is a one-hot encoding of xy,
rather than zj itself, and therefore the decoded signal
remains redundantly encoded and protected from noise;
this is in line with traditional fault-tolerant constructions
where the signal is maintained redundantly throughout
computation and error correction.

The general construction of the logical neuron is pre-
sented in Fig. ba. This depicts a logical neuron decom-
posed into physical neurons, with time advancing to the
right. The number of inputs to the physical neurons
is unrestricted, and hence this construction has an un-
bounded fan-in.

In the illustration, a previous layer of logical neurons
passes to the logical neuron a set of encoded phase vec-

tors, which we denote as 8 = [6{”, ... 6] for the M-
dimensional phase vector of the ith logical input neuron.
Assuming that inputs to the network are all encoded in
the same grid code, each input phase vector ) encodes
a quantity that lies in [0, X') in the decoded space.

The logical neuron itself consists of three stages: (1)
the logical weights, (2) the decoder, and (3) the encoder.
First, (1) the logical weights correspond to the weights of
the error-free neuron that one seeks to apply; we denote
these by {a;};% for each of the mg (logical) neurons of
the previous layer As depicted in the figure, the logical
weights are each repeated M times and then applied to
the inputs 0", mapping directly from grid code phases
to grid code phases.

Second, (2) the decoder performs error correction via
maximum likelihood estimation (MLE) as described in
Section IIT A. The key observation is that the structure
of the grid code allows MLE to be approximated by a
neural network. This is achieved using sine and cosine
activation functions with appropriately chosen weights,
the combination of which implements the MLE decod-
ing scheme of Eq. (4) and also imposes the periodicity
of the resulting phase encoding. The particular choice of
weights, denoted f,i“ and W%, is explained and jus-
tified in the following section. Moreover, the decoder
does not return to the original [0, X') space; instead, it
outputs a value in the larger space [0, X), allowing the
application of logical weights to decode to valid values.
At the end of the decoding step, we are left with one-hot
encoding representing the correct value x € [0, X) with
high probability due to the robustness of the maximum
likelihood estimate.

Aj, we will also demand
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FIG. 5. (A) Logical neuron decomposed into physical neu-
rons to achieve fault-tolerance in the presence of analog noise.
The neuron receives encoded neural outputs from the previ-
ous layer and performs a computation with time advancing to
the right. The logical weights a; are applied in the codespace,
and the decoder recovers z, by performing error correction.
The encoder (red) performs a logical activation function (e.g.,
ReLU) using appropriate weights and encodes back to the
codespace. (B) The logical ReLU encoding function e(z;)
used in the encoder (Eq. (13)) for X’ = X/2. This function
is a ReLU repeated over X/X' = 2 periods; the construc-
tion allows the fault-tolerant neural network to implement
the standard ReLU activation function.

Lastly, (3) the encoder serves two roles: it re-encodes
back into the codespace, and it also performs the com-
putation via the application of a logical activation func-
tion (e.g., ReLU). Explicitly, the weights WP are chosen
such that this stage projects the one-hot representation
of some x; back to its appropriate codeword. The spe-
cific choice of weights also applies the logical activation
function through a chosen encoding function e(xy), ul-
timately returning to the space [0, X’). The choice of
weights W2 and encoding function e(z) for various ac-
tivation functions are presented in the following sections.

C. Neural network implementation of reliable
computation

Let us now analyze the performance of the logical neu-
ron in the fault-tolerant setting, where every physical



neuron is subjected to noise. We will ultimately derive
an analytical expression for the number of physical neu-
rons needed to build a logical neuron with logical error
at most e.

To streamline our presentation, we begin by looking
at the encoder stage. Accounting now for the additive
Gaussian noise £ ~ N(0, o) suffered by the physical neu-
rons, the encoder of Eq. (3) becomes

Bl = {5 = S emoanf,

for i.i.d. £ ~ N(0,0) sampled for each phase qgj. The
decoder in the logical neuron uses only two layers (see
Fig. 5a). The first layer multiplies each phase ¢; by a
weight 27; the second layer uses sine and cosine activa-
tion functions to compute sin(2m¢;) and cos(2m¢;), and
then multiplies them by weights W]S}Cn and WJ.C,SS, respec-

tively. We select these weights to be W;,icn = sin (2773—’;)
and Wi® = cos (27r§—’;)

Upon applying a decoding, any error is ‘reset’ if the de-
coding Dec {J)} is successful, such that the logical neuron

will not propagate any additional error into future com-
putations. Evaluating all noise contributions, we have

Dec {({b} = arg;nax fk), 9)

M
fR) =€+ (AU + 05, 0)],  (10)
j=1

where

£10j, k) = sin <27r“§’;> [Sin (zm?sj) + g] : (11)

f2(j, k) = cos <27r?) [cos (27rq~5j) + E] , (12)

J

and as usual each & is sampled i.i.d.

Suppose that the correct neuron value corresponds to
k = k*, i.e., the value xp+ is encoded in the phases. For
the decoder to identify the correct neuron via a threshold
cutoff, we require f(k = k*) > f(k # k*) for all k. If
the mean of the correct neuron is greater than the mean
of each incorrect neuron, a threshold will exist to dis-
tinguish the correct decoding from incorrect decodings
in expectation. We use this insight to gain an analyti-
cal scaling for the number of physical neurons needed to
construct a logical neuron with logical error e.

The key observation is that in the noiseless limit, the
phases ¢; are given by ¢; = x3-/A; mod 1. At k = k¥,
the elements in the sum of Eq. (9) constructively add as
f1(4, E*)+ f2(J, k*) ~ 1 for each j and thus f(k = k*) has
a non-zero mean. On the other hand, for all k # k*, the
neural network weights are sine or cosine of a uniformly
distributed random variable and the terms in the sum

destructively interfere leaving f(k # k*) ~ 0 on average.

To make the scaling argument precise for computa-
tion, we need to characterize the noise in Eq. (9), which
requires assumptions to be made about the statistical
properties of the noise and logical weights. With this
in mind, we make the following assumptions. In order
to maintain properties of modular arithmetic, we restrict
the logical weights to integer values a; € Z such that
> lail < X/X'. We also assume that the logical weights
a; are approximately normally distributed from a Gaus-
sian distribution with standard deviation «. Addition-
ally, we take both the number of moduli M and the
number of neurons mg connected from the previous layer
to be much larger than one, allowing application of the
central limit theorem.

As an example, we will select ReLLU as the logical ac-
tivation function of the logical neuron; other activation
functions may be implemented analogously. A ReLU ac-
tivation function may be implemented by the encoding
function

(x; mod X') < X'/2
(x; mod X') > X'/2,

(13)
which behaves like a periodic ReLU. We depict this en-
coding function in Fig. 5b. This function corresponds
to choosing weights on the physical neurons Wi =
%z;) mod 1.

The above analysis can now be made explicit to
demonstrate the fault-tolerant properties of the log-
ical neuron. Looking at the logical weights stage,
the mg logical neurons from the previous layer con-
nected to the logical neuron are represented by code-
words Enc [z(M] ..., Enc [2(™0)], ie., Enc [z(V] = 8,
Therefore, the application of the logical weights must
map from the mg x M neurons in {Enc[z;]} to a single
set of phases {¢,} such that our activation function is
applied after decoding and re-encoding, as per the order
of operations in the logical neuron. By assigning weights
Wi = a; from 9§-1) to ¢; (as illustrated in the ‘Logical
weights’ layer in Fig. 5a) with a linear activation function
and bias —f—; Zz‘:a,; <0 @i, we obtain the following phases
in the absence of noise:

0 X' S
i=1 J i:a;<0

We proceed to include noise in the analysis. Let us

0
e(es) = {(xz — X’/2) mod X’

denote a noisy encoding by phases éj(z) Each of the S
neurons over the discretized decoded space have noise
&, and each is multiplied by approximately uniformly

distributed weights due to the phases over the mod-

uli. Applying the central limit theorem to Zle u for
u ~ U(0,1), we find this equivalent to noise with mean
zero noise and variance o2 - S/3. Adding this noise of the

codespace neuron to the noise acquired from the physical



neuron, we find éﬁz) = 9§i) + &+ for ¢ ~N(0,04/5/3).
Inserting noise in Eq. (14), we have
ai) +¢

s IS 0] (X
b= a5 2
i=1
Applying the central limit theorem to the last term

i:a; <0
Yo ai(€+¢), we ﬁnd that its mean vanishes while its
variance is gSm0a2 in the large-S limit (having al-
ready applied the central limit theorem to S).

(15)

¢ +E+ Y ail&+Q).
=1

We can now formalize the above argument that cor-
rect decoding requires f(k = k*) > f(k # k*). To sim-
plify notation, we introduce the variable 8 := 47%(1 +
Smoa?/3). By applying the error correction analysis
(Eq. (9)) to the phases after a step of computation
(Eq. (14)) again in large M regime, we find that the
true decoding after application of the logical neuron is
distributed as

Fll=k*) ~ N<M5502/2,

(s

while the incorrect decoding is centered at zero:

( \/M +02 +02>, (17)

where both distributions are seen to have standard devi-
ations O(v/M). Upper-bounding the maximum element
drawn from the distribution of f(k # k*) out of S draws
using Jensen’s inequality and a union bound, we find that

*6_250 —e —Bo? +J)+02>7

(16)

f(k#E)

Jmax(k # k) : = E[max draw of f(k # k)]
< VM

Finally, to determine if argmax; returns a value other
than k*, we compute the probability that this exceeds

flk=Fk"):

Pr[logical neuron fails]

(14 202) +202]log S.

= Pr[f(k = k*) < fmaX(k 7é k*)]

< 1 erfec l e=Bot /2 — VIM (1 +202) + 202 log S

a \/M 1+e- 2ﬂ02726 5"2+2J)+202
(19)

This error probability is the logical error, which we seek

to upper bound by €. Expanding in small € and taking
M, Bo? > 1, we find that the number of moduli required

to bound the logical error by € scales is
(1+20%) +e P —2

O(eP7 log(1/e)),

(20)
where [ is the aforementioned constant independent of
the noise or error correction overhead. The O(e#7”) de-
pendence on ¢ originates from the constructive interfer-
ence of the grid code: noisy phases for the true decoding
contribute to a neuron with mean activation Me=57"/ 2,
while the incorrect decoding yields a mean activation of
zero. Although the noise produces neural activations of
variance O(ov/M), there always exists sufficiently large
M to identify the correct decoding.

Note that the number of physical neurons in the logical
neuron scales linearly in the number of moduli, as per its
structure in Fig. 5a). Hence, a fault-tolerant neural net-
work can be constructed under the presence of arbitrar-

M (€) ~ log(1/€) |57

~ P (1 + 20%) log (1/¢) =

ily large additive Gaussian noise using O(eﬁ"2 log(1/€))
physical neurons for a constant 5. For a network of N
neurons, this translates to 0(65"2 Npolylog(N/e)) physi-
cal neurons as per the argument of Section II. This result
is in agreement with the neural network fault-tolerance
theorem of Section I (excluding synaptic failure, which
we address in Section IV B), and also mirrors known re-
sults in digital fault-tolerance [24].

IV. RELIABLE CIRCUITS FROM THE
FAULT-TOLERANT NEURON

The fault-tolerant neural network presented above is
a universal approximator of continuous functions due to
the use of a ReLLU activation function. In this section,
we demonstrate the flexibility of the fault-tolerant neural
network construction by building Boolean circuits from
fault-tolerant neural networks and providing evidence of
their reliability. In Section IV A, we numerically verify
the predictions of Section III by simulating the code size
requirement to implement a two-bit Boolean multiplica-
tion circuit constructed from neurons subject to additive
Gaussian noise. In Section IV B, we combine the con-
structions of Section IT and Section III to provide analytic
and numerical evidence of the robustness of our fault-
tolerant neural network against both additive Gaussian
noise and synaptic failure. Finally, in Section IV C, we
move towards more biological code parameters by study-
ing the more biologically realistic scenario where moduli
are encoded redundantly.

A. Reliability in the presence of Gaussian noise

Building on the fault-tolerant neural network of Sec-
tion I, a natural extension of this framework to Boolean
gates emerges if additional encoding functions are intro-
duced. In particular, as computations are done in the en-



coding step of the fault-tolerant neuron in Section III B,
special encoding functions can be used to implement
AND, OR, NOT, XOR, and NAND operations, among other
Boolean gates. We illustrate these encoding functions in
Fig. 6a, whose specific construction we discuss next. Af-
terwards, we will use these Boolean gate constructions to
enable a fault-tolerant neural implementation of a mul-
tiplier circuit. Because these constructions use the fault-
tolerant neuron of Section III B, they are robust against
Gaussian noise only; we account both Gaussian noise and
synaptic failure in Section IV B.

To formalize this construction, define two logical input
bits A, B € {0, a}, interpreting 0 as False and a as True.
Letting Az = a, the decoder Dec [¢] will only decode
to the set of variables {x; = 0,29 = a,23 = 2a}. For
notational convenience, we define codeword vectors

Gy = {d)j = % mod 1} , (21)
J

¢o = {¢j = )\g mod 1} . (22)
¥

Beginning with a NOT gate, define the NOT encoder
Enc” [z1] = ¢, and Enc” [x9] = Enc [z3] = ¢o.
As before, this corresponds to a neural network with
weights given by the codeword vectors. To compute
—A, we simply compute Enc™ [Dec[A]], which applies er-
ror correction and re-encode into the codespace with a
NOTcomputation.

To implement AND and OR gates, we require an ad-
ditional layer of unity weights, producing the value
¢; = GZ-A + 6B for input phases corresponding to bits
A and B. Applying the decoder will give either 0,a or
2a based on the cases (4,B) € {(0,0)}, {(a,0),(0,a)}
or {(a,a)} respectively. The AND encoder is given by
Enc” [z1] = Enc” [13] = ¢p9 and Enc” [23] = ¢, and the
OR encoder is given by Enc” [z1] = ¢ and Enc” [x5] =
Enc” [13] = ¢a.

Likewise the XOR encoder is given by Enc® [z;] =
Enc® [z3] = ¢ and Enc® [z5] = ¢,, and the NAND en-
coder by Enc[z;] = Enc’[x5] = ¢, and Enc’[x3] = ¢.
These Boolean gates furnish a universal gate set, from
which arbitrary Boolean circuits, and thus arbitrary com-
putations, may be achieved in a fault-tolerant manner.
As per the results of Section III C, a fault-tolerant neural
network assembled of these meural-Boolean gates satis-
fies the neural network fault-tolerance theorem (exclud-
ing synaptic failure) with O (eo(”2)log(1/e)> physical
neurons.

As an application of these neural-Boolean gates, we
use them to implement a fault-tolerant two-bit multiplier.
In this construction, the individual Boolean gates of the
two-bit multiplier circuit are replaced with their corre-
sponding neural-Boolean gates. We depict this circuit in
Fig. 6b. Here, the neural network takes in two 2-bit bi-
nary numbers bob; and bjb] and outputs their product,
suffering an error that can be decreased arbitrarily error
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by increasing the number of moduli. For this neural two-
bit multiplier, we numerically estimate the circuit size
required to achieve a logical error rate € with respect to
the Gaussian noise strength o?. The results are shown
in Fig. 6¢c and are in good agreement with the analytic
prediction of Eq. (20).

B. Reliability in the presence of Gaussian noise
and synaptic failure

Next, we study fault-tolerance with respect to both
modes of noise: synaptic failure and additive Gaus-
sian noise. Here, we consider a fault-tolerant neural
NAND gate, which simplifies analysis as it is alone suffi-
cient for universal Boolean computation. By comparing
the NAND encoding function of Fig. 6a and the ReLU en-
coding function of Fig. 5b, we see that the NAND encoding
function is the opposite of the ReLU encoding function.
Hence, we can transfer over the Gaussian noise analysis
of Section IIIC to the setting of the neural NAND gate,
with the modification that we choose 0 to correspond to
the True state and a to the False state. This makes the
ReLU encoding function equivalent to the direct imple-
mentation of a NAND gate.

Repeating the noisy logical neuron analysis of Eq. (16),
but now with logical weights a; = 1 and three decoder
neurons, i.e., S = 3, as per the neural NAND gate con-
struction, we find

—6720? 6 \/ﬁ
Jyano (K7) NN<M' - 2967;0(6 mj)a
1
W (3+¢) *)
. (23)
or

e—12m%0% opfl12 (\/5#0) — 43 g6e—24m%0” o f0 (2\@71’0)
¢= 91876, 12 :
(24)

However, Eq. (17) remains unchanged, i.e.

fuao(k # E*) ~ N (0, \/M (; +02> +02> . (25)

Repeating a similar analysis to estimate Pr|fyann(k*) <
fxann (k # k*)] yields the number of moduli

2187T6€127r2020_12 (402 + 1) log (%)
erf1? (\/imy)
o (6’8‘72 log(1 /e)) , (27)

M(e) =~

consistent with the results of Section III C.
To also account for synaptic failure with probability p,
we must modify Egs. (23) and (25) to include the possi-
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FIG.6. (A) Encoding functions e(xy) that induce appropriate logical activation functions to implement common Boolean gates.

All logical weights {a;} are set to unity when implementing a Boolean gate. (B) Fault-tolerant neural network implementation
of the two-bit multiplication circuit. In the inset, we illustrate the two-bit multiplication circuit decomposed into six AND gates
(orange) and two XOR gates (green). In the neural network implementation thereof, two 2-bit binary numbers bobs and bjb]
(using the 0 index to denote the least significant bit) are one-hot encoded (as per Egs. (21) and (22)) as input to the noisy neural
network. The output cpcicacs yields the product of the two numbers, and can achieve arbitrarily small error by increasing
the number of moduli (M = 5 moduli illustrated). The grid code corrects Gaussian noise via the decoder (blue lines); neural
encoders evaluate AND gates (orange outline) and XOR gates (green outline) to perform computation using appropriate encoder
activation functions (shown in A); additional decoders and encoders are used to generate error-corrected copies of neural states
(black). (C) Numerical simulation of the number of neurons required to perform two-bit multiplication with logical error

probability € in the presence of Gaussian noise of variance o2. The fit confirms the analytic scaling O(ea°2N log(N/e)) of

Eq. (20).

bility of this discrete mode of noise. While a functional
synapse with additive Gaussian noise returns value y+¢,
a synaptic failure returns value 0. A careful treatment
of synaptic failure is provided in Appendix B, the re-
sult of which is a new set of distributions f{,.,(k # k*)
and fl,p(k = k*) which depend on both the strength
of Gaussian errors ¢ and on the probability of synaptic
failures p. As with Eqgs. (23) and (25), fip(k # k) is
centered at zero with standard deviation O(v/M), and
Siann (k= k*) is centered at O(M) with standard devia-

tion O(vVM).

In order to proceed, we must take a more careful treat-
ment of the activation function required for the error
correction step of the logical neuron. In a biological dis-
cussion of the grid code, winner-take-all dynamics are
often used to describe the decoding process [11], i.e., it
is assumed that the only neuron activated is that rep-
resenting the decoded value with the largest signal, as
per maximum likelihood decoding approach discussed
in Section IITA. This decoding approach implicitly as-
sumes communication between the decoding neurons,
e.g. through an argmax-type non-linearity. However, for
transparency in the treatment of noise, we demonstrate
how a local step activation function, parameterized by
a cutoff ¢, can replace winner-take-all dynamics with a
simpler decoder.

Because the separation of means of the correct and in-
correct decoding distributions scales as O(M) compared

to their standard deviations which scale as O(v/M), an
appropriate choice of threshold c¢ is sufficient to distin-
guish between the two distributions with high probability
(for large M). Since there are three decoding neurons,
a correct decoding requires the correct neuron sampled
from f],\p(k = k*) to exceed ¢ and the two incorrect neu-
rons sampled from f}, ., (k # k*) to lie below c. Evaluat-
ing such probabilities is straightforward due to f{,, (k)
being normally distributed in both cases. The proba-
bility that the logical NAND neuron succeeds is given by
1 — €(o,p), where €(o,p) is an error rate that depends
on both the strength of Gaussian errors ¢ and the prob-
ability of synaptic failures p. A more detailed analysis
of €(o,p), including its explicit expression, is provided in
Appendix B.

To obtain a fault-tolerance threshold from this quan-
tity, we apply the result of Evans and Pippenger [4] for
fault-tolerant Boolean formulas built from NAND gates.
Evans and Pippenger present a construction for that
Boolean formulas built from NAND gates that achieves
fault-tolerance if and only if the NAND probability of fail-
ure is below ey = (3 — v/7)/4. We appeal to this bound
to prove fault tolerance of neural NAND gates, which is
equivalent to placing the grid code inside the code of
Evans and Pippenger. While their NAND construction
only considers errors as bit flips —i.e., an error is triggered
if a gate that should return 0 returns a 1, and vice versa
— errors in the neural NAND gate are biased. This oc-



curs because synaptic failures bias neurons towards zero
output; if all neurons fail, the neural NAND defaults to
0. However, biased errors are strictly easier to correct
than unbiased errors, and thus the threshold of Evans
and Pippenger serves as an appropriate lower bound. To
ensure the lower bound is applied correctly, we report the
error rate of the neural NAND in a manner that counts
zero output forced by synaptic failure as an error.

We use both this bound and the expression for e(o, p)
(see Appendix B) to analytically determine a fault-
tolerance threshold for p and ¢ at M = 10° moduli.
We analytically plot the neural NAND failure probabil-
ity €(o,p) in Fig. 7a, as well as a contour (the dashed
line) corresponding to the logical error being equal to
the aforementioned threshold ¢y = (3 —+/7)/4. This plot
indicates a region of o,p with logical error €(o,p) < €g,
within which fault-tolerant computation is achievable,
and a sharp transition to a region with €(o,p) > ¢ in
which this fault-tolerant construction does not hold. In
aggregate then, by appealing to the universality of the
NAND gate, we have that for sufficiently small o < oy
and p < pg (where op and py may be determined by
the contour of Fig. 7a), our fault-tolerant neuron may
achieve fault-tolerant computation with polylogarithmic
overhead, thus achieving neural network fault-tolerance
as introduced in Section I.

C. Concatenating grid code on top of repetition
code

Above, we constructed a neural NAND that uses M
moduli, where each modulus is stored without redun-
dancy. While our constructions above have assumed
M = 105, the grid cells in the mammalian cortex con-
tain far fewer moduli, i.e., M ~ 10 [10]. However, in the
biological setting, each modulus is itself encoded redun-
dantly, with R ~ 10% to 10* repetitions of each modu-
lus [10]. This effectively concatenates the grid code on
top of a repetition code, which provides another means
by which to decrease the strength of the additive Gaus-
sian noise. Roughly speaking, the central limit theorem
reduces the variance o2 to 02/R, which can drastically
reduce the number of moduli required to suppress noise
(Fig. 6¢). To move towards a more biologically feasible
setting, we examine a concatenation of the grid code on
top of a repetition code.

Considering the logical neuron in Fig. 5a, the main
modification is to replace each phase with R copies of
the phase. Each successive layer then averages over the
repetitions of the previous layer, correcting for the synap-
tic failure probability. For example, consider the neural

NAND gate with R copies of the first phase {0513 R, and
R copies of the second phase {6;22 £ . In the absence
of the repetition code, the phase ¢; would be computed

as ¢ = 09) + Hél) as the neural NAND gate uses logi-
cal weights equal to 1. With the repetition code and a
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FIG. 7. (A) The logical error of a neural NAND gate us-
ing only the grid code. Also plotted is an analytical fault-
tolerance threshold corresponding to NAND error probability
€0 ~ 0.09 required to achieve an arbitrarily low logical er-
ror using the optimal NAND fault-tolerance construction of
Ref. [4]. The region in blue supports fault-tolerant computa-
tion, while the region in red suffers faulty computation. (B)
Logical error of a neural implementation of the NAND gate
using the grid code (M = 10 moduli) concatenated with a
repetition code (R = 3000 repetitions). Notably, the fault-
tolerant regime where the error falls below ep ~ 0.09 (blue)
encompasses biological error rates (white cross).

synaptic failure probability p, we instead choose

R
1 1 1), @
¢1,5 = TR 1—p ;91,1‘ +057; (28)

1
X1
where the factor ﬁ accommodates for synaptic failure.

which may be implemented by selecting weights %

This ensures that i.i.d. sampling of the Gaussian noise
over R repetitions will reduce the variance from o2 to
2
o°/R.
The only remaining modification is to use a step func-



tion in the encoder to perform a majority vote over rep-
etitions in the final layer. The goal is to ensure that the
character of the noise remains the same after decoding,
i.e., the noise after error correction should be describ-
able as a combination of logical bit flips and continuous
Gaussian noise. As in Section IV A, consider a set of
three codewords x; = 0, 2 = a, and x3 = 2a, inter-
preting x; as False and x5 as True. In the previously
studied construction where R = 1, the outputs of the er-
ror corrected NAND gate corresponding to ¢; are simply
multiplied by weights 1/X;, 1/A;, and 0 respectively (see
Egs. (21) and (22) and Fig. 6a). In addition to rescal-
ing by ﬁ to account for synaptic failures, we include
an extra discretization step in the encoding stage of er-
ror correction (as in Fig. 5a). This is accomplished by
choosing e(x) to be a step function in the encoder of
Eq. (8). If 2 is recovered by the decoder, we re-encode
e(z1) = 0; and if x5 is recovered by the decoder, we re-
encode e(z2) = a/(1 — p). Since the weight associated
with x3 is zero, the decoding neuron corresponding to xg
is not connected to the following layer of neurons.

We conduct numerical experiments on this neural
NAND gate with redundantly encoded moduli, using M =
10 moduli and R = 3 x 10° repetitions to remain in
the biologically relevant regime. As before, errors are
biased due to synaptic failure setting neurons to zero;
hence, the threshold of Evans and Pippenger places a
lower bound on the true threshold of the neural NAND,
where zero output incurred by synaptic failure is appro-
priately counted as a logical error. Since the central limit
theorem performs poorly on the small number of mod-
uli M = 10 here, an analytic expression like that for
e(o,p) (Eq. (B5)) is a poor approximation. Instead, we
numerically estimate the threshold as the contour where
the logical NAND error crosses the Evans and Pippenger
threshold ey = (3 — v/7)/4 ~ 0.09. We show results in
Fig. 7b, with the threshold contour depicted as the white
boundary separating the blue region (which represents
fault-tolerant computation) and the red region (which
represents faulty computation). This indicates approx-
imate thresholds o9 ~ 1.4 and pg =~ 0.7. Notably, the
fault-tolerant regime encompasses the observed biologi-
cal error rates (depicted as a white cross) of o =~ 0.5
(given a mean of approximately 0.5, due to random out-
puts in [0,1]) and p ~ 0.5 [12-14], thus suggesting that
the grid code augmented with a repetition code suffices
to enable reliable computation in faulty organisms.

V. CONCLUDING REMARKS

In this work, we have demonstrated fault-tolerant con-
structions for neural networks subject to synaptic failure
(Section II) and additive Gaussian noise (Section IIT).
While synaptic failure is a digital error and may be
treated with a traditional repetition code, Gaussian noise
represents an analog error, which we treat using the more
sophisticated grid code that emerged from studies of the
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mammalian cortex. We have further used these construc-
tions to build neural networks that can reliably imple-
ment any Boolean formula in the presence of both er-
rors modes (Section IV). In particular, for sufficiently
small synaptic failure probability p < py and Gaussian
noise standard deviation o < og, our construction en-
ables the computation of arbitrary Boolean formulas (and
thus arbitrary computation) with only polylogarithmic
overhead, thus achieving neural network fault-tolerance
as introduced in Section I. These results ultimately de-
scribe a phase transition from faulty neural computation
into fault-tolerant neural computation.

Our analyses only place a lower bound on the fault-
tolerance threshold of neural computation; a more effec-
tive neural fault-tolerant construction may be exist. In
particular, while the neural network fault-tolerance the-
orem is phrased in terms of digital Boolean gates com-
posed of analog neurons, the fault-tolerant neural net-
work size requirement of Section III C (Eq. (20)) holds for
a general construction of neural networks with Gaussian-
distributed weights. This standard form of artificial neu-
ral networks provides a more direct analog approach to
computation without introducing logical digital gates,
and it may ultimately realize a more efficient path to-
wards a threshold for the fault-tolerant phase of neural
computation.

Framed against the slowing pace of Moore’s Law
and increasingly prohibitive energy costs of deep learn-
ing [28, 29], the remarkable efficiency of biological compu-
tation places central importance on a deep understanding
of noisy analog systems. The brain is a canonical exam-
ple of a noisy analog system that is more energy-efficient
than traditional faultless computation. By demonstrat-
ing the existence of fault-tolerant neural networks, our
work provides a concrete path towards leveraging the fa-
vorable properties of such analog neural networks in a
neuromorphic setting [30-32]. These results may also
find use in novel hardware for machine learning accel-
eration, such as optical computing [33] and thermody-
namic computing [34], which may achieve more resource-
efficient computations at the expense of increased error.
Our findings are suggestive of the power of naturally oc-
curring error-correcting mechanisms: while the presence
of fault-tolerant computation in the brain remains uncer-
tain without experimental verification, we conclude that
observed neural error correction codes are theoretically
capable of achieving arbitrarily reliable computation.
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Appendix A: Comparison of repetition for discrete
versus analog fault-tolerance

While the repetition code is sufficient to arrive at dig-
ital fault-tolerance when subject to digital errors, such
as bit flips or synaptic failure, it is insufficient for analog
computation in the presence of additive Gaussian noise.
Key to this is the O(polylog(1/¢)) scaling with respect to
the desired output error rate € in the definition of fault-
tolerance. For Boolean (and more generally discrete) ran-
dom variables, suffering from i.i.d. bit-flip errors at a rate
p < 1/2, a repetition code of size M reduces errors ex-
ponentially as ~ pM. Given a target error rate e, it is
sufficient to choose

log %

M ~ (A1)

log%'

For a circuit of N gates, an overall error of € could be
achieved by demanding individual gate errors ¢/N as per
the union bound. Inserting this desired error rate into
Eq. (A1), and using results of the concatenation scheme
described in Section IT A, we find that this translates to
the desired O(Npolylog(N/¢)) scaling in the definition
of fault-tolerance, so long as the error rate is below a
threshold pg that is dependent on the details of the error
correcting circuit.

For analog variables, the repetition code does not sup-
press errors strongly enough to achieve this scaling. For
additive Gaussian noise with standard deviation o, a rep-
etition code of size M suppresses errors not exponentially
in M, but only as ~ ¢/v/M. For a target standard devi-
ation €, the code size is required to scale as

2
M~ () (A2)
€
Analog computation using the repetition code would re-
quire an asymptotic lower bound of Q(poly(1/€)) re-
sources, and thus does not meet our definition of fault-
tolerance. In order to achieve analog fault-tolerance, we
must make use of a stronger error correction code, such
as the grid code utillzed in this work.

Appendix B: Detailed analysis of reliability in the
presence of Gaussian noise and synaptic failure

In this Appendix, we expand on the analysis in Sec-
tion I'V B for the fully general case that takes into account
both Gaussian errors and synaptic failure.

With the analysis for Gaussian failures worked out in
Section IV A, we proceed to consider the effect of synaptic
failure for each possible type of synapse in the logical
neuron of Fig. 5a. The goal is to find an upper bound on
the probability that the logical NAND fails, corresponding
to a lower bound on the threshold for synaptic failure.

First, considering the synapses from the decoder neu-
rons x; to the new logical phases (;5;» (i.e., the final layer of
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Fig. 5a), a failed synapse may originate from the correct
decoder neuron or an incorrect decoder neuron. We ig-
nore the failed synapse from an incorrect decoding, con-
sistent with upper-bounding the failure probability. If
the correct decoding fails, the encoded phase may not
fire. In the application of logical weights to the logical
phase of the next neuron (i.e., the first layer of Fig. 5a),
the synapse with a logical weight a; may similarly fail.
The two phenomena of a correct decoder synapse failing
and a logical weight synapse failing produce the same

2)

outcome: an input phase (‘)El’ may fail. The effect of

only a single input phase (e.g. 01(1)) failing is different
from the effect of both input phases failing (i.e., t‘)gl) and
01(2)). If one input phase fails, the logical phase ¢; as-
sumes a uniformly random value from 0 to 1. This has
no impact on fyanp(k # k*), but it reduces the mean of
fxann (k = k*) by removing one of the moduli and requires
adjustment of the standard deviation by the inclusion of
a random phase. If both input phases fail, the logical
phase does not fire. Hence, one of the moduli is removed
from both fuap(k # k*) and fyanp(kE = k*). In total,
4Mp(1 — p) single input phases are expected to fail and
2Mp? double input phases are expected to fail.

Next, consider the synapses into and out of the sin 27 ¢;
and cos27¢; neurons. Here, we also find two cases: if
there is a failure of a single sine or cosine, the original
distribution must be compensated by the remaining sine
or cosine of the phase; if there is a failure of both, the
modulus is removed entirely. In expectation, 2Mp(1 — p)
failures are expected for the former effect (for each of
sine and cosine), and 2Mp? failures are expected for the
latter. By adding each of the failure modes indepen-
dently, we place an upper bound on logical failure due to
double-counting failures that happen sequentially in the
network.

To obtain f{,,(k # k*) and f,,(k = k*), we repeat
the noisy logical neuron analysis of Eqs. (16) and (17)
for the neural NAND construction including possibility
of synaptic failure detailed above. We make the same
assumptions as for Egs. (23) and (25), namely logical
weights a; = 1 and S = 3 decoder neurons as per the
neural NAND gate construction. Assuming a large num-
ber of moduli M > 1 and applying the central limit
theorem, we obtain

flilAND(k = k*) =
e 670" orf (\/iwo)ﬁ
297356
\/02 - %M(@p(p +1)-1)(20° +1) - C’)>,
(B1)

/\/(M- -(2(p—3)p+1),




where

¢ = 9—18,—6 —12 [(p(?)p —7)+ 1)67247&;2 «

(612”2"2 erf (\/571'0') v 4305 erf (2\@7TU)6> ] 5

(B2)
and

fI:IAND(k # k*) = N<07

\/02 - %M(Qp(p +1)—1) (202 + 1))
(B3)

Given Egs. (B1) and (B3), we may evaluate the prob-
ability of successful decoding. As explained in Sec-
tion IV B, we use a threshold non-linearity for decoding
which is more biologically plausible than the alternative
winner-take-all dynamics due to its locality. Choosing a
threshold value of ¢, a correct decoding then requires the
correct neuron sampled from f/,.,(k = k*) (Eq. (B1))
to exceed ¢ and the two incorrect neurons sampled from
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Fiann(k # k%) (Eq. (B3)) to lie below ¢, i.e.

1—€(c;0,p) ==

Pr[fl(‘AND(k = k*) > C] X Pr[fl:IAND(k # k*) < 6}2'
(B4)
Evaluated explicitly, we have

1—¢€(c;o,p) =
1

8 (erf <\/202 — M (2p(p i 1) 1) (202 + 1)) - 1) 8
erfc{(297r3ca6 - 6_6”2‘72M(2(p —3)p+1)erf (\/5770)6>
/[ - <2M(p(3p -7+ 1)6724%202 <612”2"2 X

erf (\/iwa) v 47350 erf (2\/5770) ’ ))

1/2
— 28702 (M(2p(p+1) — 1) (20 + 1) — 207) } ,

(B5)
where the decoding step activation function cutoff ¢ is
obtained by maximizing the probability of success over
all possible values of ¢. This results in the logical error
rate €(co, p) := min. e(c; o, p).
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