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Abstract

Quantum statistical queries provide a theoretical framework for investigating the com-
putational power of a learner with limited quantum resources. This model is particularly
relevant in the current context, where available quantum devices are subject to severe noise
and have limited quantum memory. On the other hand, the framework of quantum differ-
ential privacy demonstrates that noise can, in some cases, benefit the computation, enhanc-
ing robustness and statistical security. In this work, we establish an equivalence between
quantum statistical queries and quantum differential privacy in the local model, extending a
celebrated classical result to the quantum setting. Furthermore, we derive strong data pro-
cessing inequalities for the quantum relative entropy under local differential privacy and
apply this result to the task of asymmetric hypothesis testing with restricted measurements.
Finally, we consider the task of quantum multi-party computation under local differential
privacy. As a proof of principle, we demonstrate that the parity function is efficiently learn-
able in this model, whereas the corresponding classical task requires exponentially many
samples.

Keywords: Quantum information, differential privacy, statistical query learning, hypothesis
testing

1 Introduction

Quantum technology has the potential to revolutionize various scientific fields by providing
new tools for efficient processing of quantum and classical information. Some of the most
promising applications include quantum simulation [1], cryptanalysis [2], combinatorial opti-
mization [3], and topological data analysis [4]. However, the implementation of many quantum
algorithms requires a fault-tolerant quantum computer, which is unlikely to be available in the
near future. Therefore, it is crucial to develop realistic models of quantum computation that
account for the limitations of near-term hardware [5]. Recent research has revealed that noise
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can prevent quantum advantage for specific tasks [6, 7, 8], or even allow classical computers to
efficiently sample from the output distribution of a quantum circuit measured in the computa-
tional basis [9]. Error mitigation techniques can improve near-term devices in practical settings,
although the recent work of Quek et al. [10] shows that mitigating noise is hard even at a depth
of polyloglog(n) in the worst-case. Additionally, many quantum algorithms require quantum
data as input [11, 12, 13, 14], which may also be corrupted by noise, making a thorough un-
derstanding of quantum noise fundamental, even in the presence of fault-tolerant quantum
computers. Motivated by the aforementioned limitations, Arunachalam et al. [15, 16] intro-
duced the model of quantum statistical query (QSQ) learning, where a learner can estimate the
expectation values of poly(n)-many efficiently implementable noisy measurements on (fresh)
copies of an unknown input state p. Interestingly, the concept classes of parities, juntas, DNF
formulae are efficiently learnable in the QSQ model, whereas they require exponentially many
samples in the (classical) statistical query model. Besides, an exponential separation between
QSQ learning and learning with quantum examples under classification noise was provided in
[16]. Quantum statistical queries also found applications in classical verification of quantum
learning [17], as well as in the analysis of quantum error mitigation models [10, 16] and quan-
tum neural networks [18]. Alternative notions of quantum statistical queries were also adopted
in [19, 20, 21].

Shifting the focus, a vast body of literature suggests that noise can offer notable benefits for
specific computational tasks. Particularly, noise holds the potential to ensure diverse notions
of statistical security, thereby enhancing adversarial robustness and generalization in various
settings [22, 23, 24, 25]. In this context, the comprehensive framework of differential privacy
emerges as a unifying approach for understanding the role of noise in machine learning and
statistics [26, 27, 28]. Differential privacy comes in several flavors. Particularly, a distinction
arises between standard differential privacy and local differential privacy. Notably, the latter
model offers a more robust notion of security, as it treats even the curator (i.e., the analyst who
accesses the raw input data) as untrusted [29, 30, 31]. Interestingly, statistical queries and dif-
ferential privacy are intimately connected: Kasiviswanathan et al. [29] showed that a concept
class is learnable under (classical) local differential privacy if and only if it is learnable with
(classical) statistical queries. Recently, several works explored various notions of quantum dif-
ferential privacy [32, 33, 34, 35], finding applications in shadow tomography [32], adversarial
classification [18] and quantum online learning [36]. Quantum mechanisms for ensuring local
differential privacy of classical data were investigated in [37, 38]. Locally differentially private
(LDP) measurements were introduced in [32] and referred as nearly trivial measurements. In-
formally, the output of a LDP measurement weakly depends on the input state, and this is often
ensured by the injection of noise. This comes with desirable privacy guarantees, along with an
increased sample complexity for many computational tasks. Throughout this paper we will
argue that certain computational tasks are unfeasible under this strict notion of privacy, while
others can be efficiently performed. Crucially, we will demonstrate that local differential pri-
vacy is compatible with exponential quantum speed-up for specific tasks.

Our contribution. Our first set of contributions consists in several entropic inequalities for
locally differentially private channels (Section 3). In particular, we provide a strong data pro-
cessing inequality for the quantum relative entropy under locally differentially private mea-
surements. In Section 4, we provide quantum generalization of the equivalence between learn-
ing under local differential privacy and statistical query learning, answering an open question



posed by Arunachalam et al. [36]. As a corollary, we also obtain an exponential separation
between learning under quantum local differential privacy and learning with separable mea-
surements, resolving an open question posed by Aaronson and Rothblum [32]. Furthermore,
in Section 5.1, we provide an application of the aforementioned entropic inequalities to the task
of asymmetric hypothesis testing with restricted measurements. Our result is a quantum ana-
log of the private Stein’s lemma ([31], Corollary 4). Finally, in Section 5.2 we investigate the
problem of learning from quantum data in a distributed setting under local differential pri-
vacy. We demonstrate that parity functions are efficiently learnable in this model, whereas the
corresponding classical task requires exponentially many samples [29].

Related work. The task of quantum hypothesis testing under local differential privacy has
also been recently explored in [39]. We emphasize that Theorem 5.1 provides a quadratic im-
provement over ([39], Corollary 5.14) for small values of the privacy level e. It is also worth
noting that the results in [39] extend beyond measurements to encompass private quantum
channels.

2 Preliminaries

We start by introducing some preliminary notions of quantum information theory, as well as
the basic notions of quantum local differential privacy, quantum statistical queries and Fourier
analysis of Boolean functions. Throughout the paper, we let [n] = {1,...,n} and for s € {0,1}",
we define supp(s) = {i € [n] : s; = 1}. We denote by conv(X) the convex hull of the set X, i.e.
the set of all convex combinations of the elements in X.

2.1 Quantum information theory

We briefly review the basic concepts in quantum information theory. We define |0) := (1 0)T
and [1) := (0 1)T as the canonical basis for C2. An n-qubit pure quantum state | is a unit
vector in C2" and can be expressed as [¢) = Dixefo,1yr ¥x |x) where ax € Cand 3, o> = 1
We denote by (| as the conjugate transpose of the quantum state ). In general, we may
also have classical probability distributions over pure states. This scenario is captured by mixed
states, the most general kind of states in quantum mechanics. Mixed states are described by
density matrices. Formally, a d-dimensional mixed state p is a d x d positive semidefinite ma-
trix that satisfies Tr(p) = 1. A quantum channel C is a completely positive and trace-preserving
linear map, which maps a mixed state p to the mixed state C(p) = Zle Bl-pBl.T, where By, ..., By
can be any matrices satisfying Zile BZTBi = 1. The most general class of measurements that we
can perform on mixed states are the POVM (Positive Operator Valued Measure) measurements.
Although they can be represented as channels, it's convenient to define them separately. In the
POVM formalism, a measurement M is given by a list of d x d positive semidefinite matrices
(Mjy,..., My), which satisfy Zle M; = 1. Each M; is called POVM element. The measure-
ment rule is:
Pr[M returns outcome i on input p| = Tr(M;p).

We'll denote as M (p) the distribution over [k] induced by performing M on the state p. Thus
we have E[M(p)] = Zle i-Tr(M;p). Given a Hermitian matrix A with eigenvalues A,..., Ay,
its trace norm is defined as |Ay = Tr|A| = 3 Zfl:l A;. Moreover, the trace distance between



two mixed states p and ¢ is defined as |p — |t It’s convenient to write the following spectral
decomposition

p—0o=> Ayl =X -X",
i
where X and X~ denote respectively the positive part and the negative part of p — 0, i.e.

X*i= Y MGl X7 = ) Aliddil.

)\,’>0 )\,‘<O
In particular, the following identities can be easily verified:

lo =0l = 3TH(X ") = 2T(XO). 9

We also introduce several quantum divergences. For two states p, o such that the support of p
is included in the support of o, the quantum relative entropy is defined as

D(plo) = Tr[p(log p —log 7)]-

The quantum relative entropy can be lower bounded by the measured relative entropy, defined
as follows:

Dum(ollo) = sup D(M(p)|M(2)),

where the supremum is taken over all POVM measurements. Under the same assumption on
the supports of p and o, the quantum max-relative entropy [40] is defined as

Dmax(p]lo) = inf{A : p < e*o}.

The quantum smooth max-relative entropy [34] is a relaxation of the quantum max-relative
entropy defined as follows:

Dfnax(PHU) = _inf Dmax(p|0),
peBs(p)

where B’(p) = {p: o' =9 = 0 A |0 —p|1 < 26}. We will also need the quantum hockey stick
divergence of order v > 1 [41], which is defined as

Ey(plo) = Tr(p —yo) ™.

We remark that E1(p|0) := |p — 0|

2.2 Quantum local differential privacy

A quantum channel NV is (g, §)-locally differentially private (LDP) if for every POVM measure-
ment M = { My},cx and for all pairs of states p, o,

Vx e X : TEM N (0)] < ETe[M N (0)] + 6. @)

As shown in [34], quantum differential privacy can be equivalently expressed in terms of
the quantum hockey-stick divergence and the quantum smooth max-relative entropy:

N is (£,0)-LDP <= Vp,0 : Dy, (N (0)IN(0)) <& <= Vp,0: E«(N(p)|N (7)) < 6.
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The special case where 6 = 0 is usually referred as pure local differential privacy, while the
most general case is referred as approximate local differential privacy. When é = 0, we will write
e-LDP instead of (¢, 0)-LDP. For the special case of quantum-to-classical channel, i.e. POVM
measurements, local differential privacy is also referred as near triviality [32]. In particular, we
say that a POVM measurement M = { M} cx is (¢,0)-LDP — or (g, J)-trivial — if for all states
p,cand forall F < X,

Pr[M(p) € F| < e Pr[M(c) € F] + 9.

It’s easy to see that if N is an (¢, 6)-LDP channel, then for all measurement M, the measurement
M(N (")) is also (g, 6)-LDP. This can be proven by invoking the monotonicity of the quantum
hockey-stick divergence. As shown in [32], all e&-LDP measurements admit a e-gentle imple-
mentation, i.e. an implementation that produces a post-measurement state which is O(e)-close
in trace distance to the input state. We also remark that the notion of local differential pri-
vacy can be relaxed to (standard) differential privacy, by requiring the inequalities in Eq. (2)
only if p and ¢ satisfy some suitable “neighboring relationship”. However, an introduction to
differential privacy beyond the local model exceeds the scope of this paper, hence we refer to
[33, 32, 34, 35] for more details. We will now present two mechanisms mapping any measure-
ment to a suitable LDP measurement.

Quantum randomized response. We introduce a quantum version of the randomized response
mechanism, which is widely used in (classical) local differential privacy [42, 43]. Given an arbi-
trary POVM measurement M = (My, M, ..., M}), we define MRR¢ = (MlRR’g, M;R’g, o, MER’S)

as follows: e q .
RR,¢ € —
et =~ M+ — 1.
M, e€—1+kMZ+e<°-—1+k

It’s easy to verify that MRR€ satisfies e-local differential privacy. For an arbitrary state p, we

have .

et —11 +k < Tr[MfR’Sp] < et —61 +k
and thus for all states p, o,
TeM™ 0] _
Te[MRREg]
In expectation, the quantum randomized response yields:
et —1 k

E [MRR,s(p)] _ mlE [M(P)] + m’

so MRRE(p) is a biased estimator for IE [M (p)].

Quantum Laplace measurement. We now recall the definition of the Laplace measurement, in-
troduced in [32] and inspired by the classical Laplace mechanism [26, 27]. Given an input state
p and an arbitrary k-ary POVM measurement M = {M1, My, ..., Mj}, the Laplace measure-
ment M2P¢ associated to M can be implemented by sampling y ~ M p) and then releasing
y + 11, where 5 is sampled from the Laplace distribution centered in 0 and with scale parameter

(k—1)/e:

£ ex —LH
T~20— )P\ k1)
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Note that the Laplace measurement has range R, even if the underlying measurement M has
discrete range. Let ji = y + 7 the output of the Laplace measurement. It’s easy to see that
Pr[fi oninput p] < e Pr[fi on input o] for all states p and ¢, and hence the Laplace measure-
ment satisfies e-local differential privacy. Moreover, Eji = [E[M(p)], so fi is an unbiased esti-
mator for E[M(p)].

2.3 Quantum statistical queries

Quantum statistical queries (QSQs) [15] are a quantum extension of classical statistical queries,
introduced in [44]. In the QSQ model, a learner - that is still a classical randomized algorithm
— can query an oracle to obtain statistics about an unknown quantum state. This framework
is motivated by the practical constraints encountered on near-term devices, which are severely
affected by noise and dispose of limited quantum memory. We now give the definition of
quantum statistical query provided in [16].

Definition 2.1 (QSQ oracle). Let p an unknown (mixed) quantum state. A quantum statistical query
oracle QStat, (T, M), receives as input an operator M, satisfying | M| < 1, and a tolerance parameter
T > 0, and outputs a T-approximation of Tr(Mp),

QStat, : (M, T) = a € [Tr(Mp) — 7, Tr(Mp) + T].

A case of particular interest is when p is a quantum example [45], i.e. p = |Psp) (Y5
is a quantum encoding of a classical Boolean function f : {0,1}" — {0,1} with respect to a
distribution D : {0,1}* — [0, 1],
o) = 2, VD) R If(x))-
xe{0,1}"
Quantum examples are the building blocks of quantum probably approximately correct (PAC)
learning , where a learner is given as input m copies of a state |y .0 ) (P f,D’ and whose goal is

to output a function f satisfying

~

E,-p|f(x) — f(x)| < & with probability at least 1 — §,

for some parameters ¢, € [0, 1].

2.4 Fourier analysis

We now introduce some basic notions of Fourier analysis on the Boolean cube. For a com-
prehensive introduction to the topic, we refer to [46]. For S € {0,1}", we define the character
function xs : {0,1}" — {=1,1}" as xs = (—1)5*, where S-x = Y.;s; - x; mod 2. Notably,
Boolean functions can be decomposed in terms of character functions, weighted according to
their associated Fourier coefficients, which are defined as

f(S) = Eyeqo iy [f (%) - xs(x)],
where the expectation is taken over x sampled uniformly at random from {0, 1}"*. Then every
function f : {0,1}" — R can be uniquely written as f(x) = >Jsc(0,130 f(S)xs(x). Foralli € [n],
we define the i-th influence of f as
nfi(f)= ) fS)%
}

Se{0,1}":
S;i=1



3 Entropic inequalities under local privacy

A crucial fact in quantum information theory is that many physical quantities are monotone
under the application of a quantum channel. For instance, the quantum relative entropy satis-
fies the following data-processing inequality (DPI), for all states p, o and for every channel N:

D(N (p)IN (@) < D(plo)-

Furthermore, the same property is shared by the hockey-stick divergences, and in particular
by the trace distance. When the inequality is strict, we say that a given divergence satisfies a
strong data-processing inequality (SDPI) with respect to the channel A/. We can also consider
the following contraction coefficients, previously considered in [47, 48, 49, 34].

_ L DWNQIN@) o EWEINE)
TN)i=sup =y A W)= sup = e

where 7 > 1. Recall that E1(p[lc) = |p — o]« and hence #1(N) is the contraction coefficient
for the trace distance. If \ satisfies (g, §)-LDP, then its contraction coefficient 7, can be upper
bounded as follows ([34], Theorem II.2 and Corollary V.1):

Te(N) <6 and 17, (V) < 9(e,), ®

where ¢(¢,0) := 1 —e7¢(1 — J). More broadly, we can also consider inequalities involving two
distinct divergences. For instance, every e-LDP channel \ satisfies:

DuN ()N (0)) < 2¢|N (p) = N (0)er < 2¢(1 =)o — 0 er, 4)

where the first inequality is due to ([34], Lemma III.6) and the second inequality follows from
Eqg. (3). We will now prove an analogous result, where the measured relative entropy is re-
placed by the quantum relative entropy.

Proposition 3.1. For all states p, o we have

D (plo) + D (v]lp) < [Dmax(pll) + Dmax(])]lp —

Proof. Recall that we can write the decomposition p —c = X* — X~, where Xt and X~ de-
note respectively the positive part and the negative part of p — 0. We start by rearranging the
expression of the quantum relative entropy as follows

D (pllo) + D (cllo) = Tr[p (log p —log )] + Tr [0 (log o —log )]
=Tr[(p—0) (logp —logo)] = Tr [(X* — X7) (logp —log )]
=Tr[X" (logp —logo)] + Tr[X™ (logo —logp)],

By definition of max-relative entropy, p < ePmx(¢l?)¢. Since the logarithm is an operator mono-
tone function, we have that logp < log (eDmax(P””)U) = Dmax(p|o)1 + logo. Similarly, we also
have log 0 < Dmax (o)1 + log p. Putting all together, we obtain

D (plle) + D (cllp) < Dmax(ple)Tr [XJr] + Dimax(c|p) Tr [Xi]
= [Dmax(p[o) + Dmax(c])]llo — o]t

where the equality follows from Tr [X ] = Tr [X ]| = [|p — 0 &- O
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We remark that an analogous result has also been recently presented in ([39], Egs. 5.25-27).
However, in [39] the sum D (p|o) + D (c|p) is replaced by D (p||c). Thus, our result is tighter
of a factor 2 when the goal is to upper bound the sum D (p|jc) + D (c||p). A simple application
of Eq. (3) to Proposition 3.1 yields the following corollary, which generalizes Eq. (4).

Corollary 3.1. Let N an e-LDP channel. Then for all states p, o we have
D (N (p)|N(0)) + D (N ()N (p)) < 2¢(1 =)o — o

We now derive yet another improved version of Eq. (4), by generalizing Lemma 1 in [30] to
the quantum setting.

Lemma 3.1. Let M = { M} ex be an e-LDP POVM measurement. Then for all states p, o we have
D (M(p)| M (@) + D (M(0)[M(p) < (1 —e™)?|jo — o]z
Moreover, for every e-LDP channel N and for all states p, o,
Dy (N (p)IN(0)) < e¥(1 —e™)?|o — o,
where Dp(-|-) is the measured relative entropy.
Proof. Let py = Tr(M,p) and g, = Tr(M,0).
D(M(p)[M()) + D(M(0)| M(p))
=D P IOg% +,4xlog % = D (px —4x)log Z’“

X

We want to upper bound [py — gx| = [Tr(My(p —0))|. Letp —0 = Xt — X~, where X* and
X~ denote respectively the positive part and the negative part of p — o. We can also write the
spectral decompositions X+ = 2yey My ly)yland X™ = > > T |2) (z]. First, we upper bound
px — qx = Te(Mx(p — o))

Te(M (Xt — X)) =Tr (Mx (2 Ay y><y)) —Tr (Mx (Z T |z><z\>>
yey zeZ
maxTr (M |y <yl) (Z A ) mmTr (My |2){(z|) (Z TZ>

yey zeZ
= lp—0ole (max Tr(Me ly) <yl) —min Te(M [z) (z)
<lp— UHtrmaxTr(M y<yHA—e™),

where the second equality follows from the identities Tr[X "] = 2yeydy = [p = 0fe and

Tr[X™7] = >,c2 Tz = |p — 0|, and the last inequality follows from e-LDP. Proceeding in an
analogous way, we derive the following lower bound.

Te(M(XT — X)) >m1nTr (Mq [y y)) (ZA) max Tr(M |2)(z) <Z TZ>

ye)y zeZ

= lo—0le (min Tr(M |y) (y]) — max Tr(M |z) <Z|)>
yey zeZ
> |p — e max Tr(M [2) (zl) (e — 1),



where we applied again the identities Tr[X"]| = Tr[X~] = ||p — 0|« and e-LDP. We can now
provide an upper bound for |Tr(My(p — 0))|:

ITr(My(p — 0))| = [Tr(My(Xt — X7)| = max{Tr(M (Xt — X7), Tr(M (X~ — XT)}
<[p—0ofe(l—e™) JBax Tr(M |y) yl),

Recall that, for a,b € R, ([30], Lemma 4)

log 2 < _la—bl
8y S min{a, b}

Thus,

log& < |Px — 4| _ [Te(Mx(p —0))|
gx  min{py,q,} min{Tr(Myp), Tr(M0)}
_ o= 0ole(l —e™*) maxyeyo s Tr(M |y) <))
h min{Tr(Mp), Tr(M,0)}

<e(1-e)p—0lu,

where we applied e-LDP in the last inequality. Putting all together,
D(M(p)|M(e)) + D(M(a)|M(p))
(1= )lp = ol (lp = elul1 = ™) oy Te(M 1)) )
yeYyuZz
<e(1=e)Po — o,

where the last inequality follows from max,cy z Tr(My [y) (y|) < 1. We proved the first part of
the lemma. As for the second part, let M the measurement that maximizes D (N (/ﬁ () IN (M(0))).

Then the desired result follow from the definition of measured relative entropy.
Du(N (o) IV (@) = DIV (M(p)) N (M(@)))
< D (M()IN (M(0))) + DN (M(0))IN (M(p)))
<e(1—e ) ool

O

We observe that, for small values of ¢, Lemma 3.1 is quadratically tighter in |p — o with
respect to Eq. (4). A simple application of the “measured” Pinsker’s inequality (Lemma A.1) to
Lemma 3.1 yields the following corollary.

Corollary 3.2. Let M = { M} yex be an e-LDP POV M measurement. Then for all states p, o we have

)

D (M(p)|M(e)) + D (M(0)| M(p)) < %(1 —e )’ Du(p]o),

where Dy (+|-) is the measured relative entropy. Moreover, for every e-LDP channel N and for all states
0,0,

Dy (N (p)IN(0)) < (1) Dum(pl).-

N|“



4 Learning under local privacy is equivalent to QSQ learning

In this section we show an equivalence between locally differentially private measurements
and quantum statistical queries, answering an open question posed in ([36], Question 7). In
particular, we will prove that quantum statistical queries can be efficiently simulated by dif-
ferentially private measurements, and vice versa, differentially private measurements can be
efficiently simulated by quantum statistical queries. The latter result is less intuitive and relies
on a rejection-sampling argument. The classical analog of the equivalence was proven in the
seminal paper of Kasiviswanathan et al. [29]. Interestingly, this result readily implies an ex-
ponential separation between learning under quantum local differential privacy and learning
with separable measurements, answering an open question posed in ([32], Question 4).

4.1 Simulation of QStat queries with locally differentially private measurements

We first show that quantum statistical queries can be simulated efficiently with LDP measure-
ments. The result follows by iterating the Laplace measurement defined in Section 2.2 and
using concentration of measure.

Theorem 4.1. If m > c- % for a sufficiently large constant c, then Apqe (Algorithm (4.1))
approximates u = [E[M(p)| within additive error =T with probability at least 1 — B. Moreover, each
measurement performed by A e satisfies e-local differential privacy.

Proof. The proof closely follows the one of Lemma 5.6 in [29]. Algorithm (4.1) implements the
Laplace measurement MU on each copy of p and then averages the results. We first show
that % >.; yi is concentrated around u := E[M(p)]. By the Chernoff-Hoeffding bound for real-

valued variables,
mi3 N 2| P 2k2 )

The contribution of the Laplace noise can also be bounded via a standard tail inequality. By

Lemma A.3in [29],
m Z I

i=1
. °m 262m 22m
Pl = 1 <20 (-5 ) o (T ) <20 ("),

L _T2€2m
Z 2| SEP\ T e

And thus by union bound,

where fi := L 3" (y; + ;). This implies that O (kygg#) samples are sufficient to ensure
that /i approximates p within additive error +7 with probability at least 1 — 8. Moreover, each
Laplace measurement M3 satisfies e-local differential privacy. O

Theorem 4.1 can be easily extended to the case where an algorithm B makes t queries to a
QSQ oracle QStat,. In order to simulate 5, it’s sufficient to simulate each QStat query (M, 7)

by running A, with parameters g’ = B/t and m’ = c- % on m’ (unused) copies of p.
Then the simulation requires m’ - t copies and produces the same output as B with probability
atleast1 — B.
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The above result generalizes Theorem 6.5 in [15], as this previous result shows the quan-
tum statistical queries can be simulated by (standard) differentially private measurements. Our
result holds under local differential privacy, which provides stronger security guarantees, and
thus implies the result of [15]. From a practical standpoint, the two results differ as we random-
ize each outcome y;, while in [15] only the final average is randomized by a single injection of
Laplace noise.

Algorithm 1 A quantum e-LDP algorithm Ay, . that simulates QStat,

Input p®™", a k-ary POVM M.
Output An estimate of [E[ M (p)] up to additive error 7.

1. Perform the (non-private) measurement M on each copy of p and let y1, >, ...,y be the
outcomes.

2. Sample 11,12, .1, 1.i.d. from the Laplace distribution centered in 0 and with scale pa-
rameter (k — 1) /e.

3. Return fi := % it (yi + 11).

Combined with the upper bounds provided in [15] and [16], Theorem 4.1 readily implies
that a wide family of concepts is learnable from quantum examples under local differential
privacy, including parities, k-juntas, DNF functions and of n-qubit trivial states, i.e. the states
obtained by applying an arbitrary constant depth circuit to the initial state |0").

4.2 Simulation of locally differentially private measurements with QStat queries

It remains to show that locally differentially private measurements can be simulated efficiently
with quantum statistical queries. We will prove it using a rejection-sampling algorithm, along
the lines of Lemma 5.8 in [29].

Theorem 4.2. Let M be an e-LDP measurement. Then B, (Algorithm (4.2)) in expectation makes
O(e) queries to QStat, with accuracy T = ©(B/e*) and the total variation distance between B's
output distribution and M (p) is at most p.

Proof. We want to sample from a distribution p that is within a small total variation distance of
p := M(p). To this end, we will ensure that, for all w € [k], p(w) is a multiplicative approxima-
tion of p(w). In particular, we show that:

pw) e (1 £ 9)p(w) where ¢=E 6)

Let M’, g(w) and 7 as in Algorithm (4.2). Observe the following:

! o 1 _q(w q(w
E[M'(p)] = a(w)(e —e ) p(w) — W(l - p(w)) (6)
_ A —gq())p(w) —q(w)(1 —p(w)) _ pw)—q(w) @)
g(w)(ef —e™*) q(w)(ef —e®)
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Thus,

~ P aw) o e
= + —

pe) = pteo) (1 3 ke =) ©)

By e-local differential privacy,

e @) _

et << <t 10
pw) i

Putting all together we obtain
p(w) = p(w) (1 + g) : (11)

Having established Eq. (5), we can show that the algorithm works as desired. First, we
notice that the probability on Step 4 is well defined, as Eq. (5) and e-local differential privacy

—®) __ 5 at most 1. Remark that p(w) is not a fixed function of w: it depends
a(w)(1+5)

on the QSQ oracle and may vary, for the same w, from iteration to iteration. Yet, p is fixed for

any given iteration of the algorithm. In the given iteration, any particular element w gets output
p(w) p(w)

guarantee that

with probability g(w) - @ TPE = Trg)e The probability that the given iteration terminates
(i.e., outputs some w) is then prerminate = Xy ﬂ;‘; =+ By Eq. (5), this probability is in T ;;
Thus, conditioned on the iteration terminating, element w is output with probability
p(w) 1+¢
€ w). 12
(1 + ¢)egpterminate 1+ (PP( ) ( )

Since ¢ < 1/3, we can simplify this to get

Pr[w output in a given iteration | iteration produces output]| € (1 &+ 3¢)p(w). (13)

This implies that no matter which iteration produces output, the total variation distance be-
tween the distribution of w and p(-) will be at most 3¢ = f3, as desired. Moreover, since each it-

eration terminates with probability at least 5 +£ e~ ¢, the expected number of iterations is at most
1+£ < 2¢°. Thus, the total expected QSQ query complexity of the simulation is O(e®). O

As for the other direction of the equivalence, also Theorem 4.2 can be extended to the
case where an algorithm 4 accesses t (unused) copies of a state p via e-LDP measurements
MO, M), MB. In order to simulate A4, it’s sufficient to simulate each e-LDP measure-
ment M () by running B.(M®) with parameters g’ = B/t. Then the output distribution of the
simulation and the output distribution of A are within a total variation distance at most . In
the classical counterpart of this result [29], the authors provide separate proofs for the adaptive
and non-adaptive cases, as they assume that the algorithm A might reuse some portions of the
input dataset. However in our proof we don’t need to treat the two cases separately, as we
assumed that each measurement is performed on a new copy of the input state p.

Theorem 4.2 enables the transfer of lower bounds from the QSQ model to quantum local
differential privacy. In particular, ([16], Theorem 17) shows that learning the following class in

12



Algorithm 2 A QSQ algorithm B (B, QStat,) that simulates an e-LDP measurement M

Input Oracle access to QStat,, ¢ = 0, B > 0, an e-LDP measurement M = (M, My, ..., M)
with outcomes in [k].
Output A number w ~ p, such that p(w) € (1 + B/3)p(w).

1. Apply M to a fixed input, for instance the all-zeros state |0) := |00...0). Let w ~ E(]|0)<0|)
be the outcome.

2. Define q(w) := Tr{M[0){0|} and M' = (M[, M), where M{ := My and M| :=

1 — My. Mj, corresponds to the outcome q(u})_(gi% %
Lett = &

3e2¢ *

3. Query the oracle QStat,(M’, T) to compute v € E[M(p)] + 7. Define the probability:

and M to the outcome —

vq(w)(e —e) + q(w).

p(w)

4. Output v with probability
plw)
g(w) (1 + g) ef

5. With the remaining probability, repeat from Step 1.

the QSQ model requires exponentially many samples,

C{¢A>\/127 Z ‘x,(xTAx) modZ:AelFE’X”>}.

xe{0,1}"

On the other hand, this class is efficiently learnable using separable measurements [50] and
entangled measurements with classification noise [16]. Specifically, this immediately implies an
exponential separation between learning under quantum local differential privacy and learning
with separable measurements, resolving an open question in ([32], Question 4).

5 Testing and learning quantum states under local privacy

We will now explore the effect of local differential privacy in the settings of quantum hypothesis
testing and quantum multi-party learning. Intuitively, as local differential privacy is ensured
by the injection of noise, this will increase the sample complexity in a testing or learning task.
We confirm this intuition by providing a converse bound on the achievable rate for quantum
hypothesis testing under local differential privacy. On the other hand, we also demonstrate
that quantum local differential privacy is compatible with exponential quantum advantage. As
a proof of principle, we prove that parity functions can be learned from quantum examples
under local differential privacy.
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5.1 Private hypothesis testing

Here we demonstrate an application of the informatic-theoretic results of Section 3 to the rich
field of quantum hypothesis testing. We study the distinguishability of two quantum states
p and ¢ using a restricted class of measurements, i.e. locally differentially private measure-
ments performed on a single copy of the input state. In particular, we’ll consider the task of
asymmetric hypothesis testing, where one wants to minimize the rate of false positives (type-1
error) subject to a constraint on the rate of false negatives (type-2 error). We will adopt the
framework developed by Brandao et al. [51], which extends hypothesis testing to the setting of
restricted measurements. Our result can also be regarded as a quantum version of the “private
Chernoff-Stein lemma” provided in [52].

Let p and ¢ be two quantum states acting on some Hilbert space H. Given either n copies
of p or n copies of ¢, we want to design a test which distinguishes the two possibilities. For an
acceptance operator M" (i.e. a POVM element acting on n copies of the input state), we define
the error probabilities as follows

wy (M) := Tr((I — M™)p®")  (type-2 error),
Bu(M™) :=Tr(M"d®")  (type-1 error).

Then for 0 < T < 1, define

P = If{Bn (M) : 2 (M") < 7} (14)
and the asymptotic optimal error exponent
T log B,
E(p,0) = lim lim ——>"*. (15)

The quantum Stein’s lemma [53] says that
D(plle) = E(p, o). (16)

As shown by Ogawa and Nagaoka [54], the “strong converse” Eq. (16) also holds. This can
be thought of as showing that Eq. (16) is satisfied also when the limit of T — 0 in Eq. (14) is
replaced by any fixed 7 € (0, 1). To deal with the restricted case where only single-copy e-LDP
measurements are allowed, we’ll need to define the following quantities, introduced in [51].
Consider the infinite set S = (Sl, 2 ...,5" ... ), where each S" is a set of measurements over

H®" We define: DM M (0®"
D (plo) := sup ZHETIMIET) 1)
MeSt n

Ds(pfe) := lim Ds:(p]o). (18)
In analogy with Eq. (14) and Eq. (15), we have
By (S) := inf {B,(M) :a, < T},

MeS?
log B5,(S)
—

Folp,0) = Jim, i, ~

We are now ready to upper bound Eg(p, o) for the case of locally differentially private mea-
surements.
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Theorem 5.1 (Private quantum Stein’s lemma). Let p and o be two quantum states acting on some
Hilbert space H. Let S¢ be a set of e-LDP measurements over H. Moreover, for every n > 1, define the
following convex hull

T =conv{iTi® - ®Ty:T1,...,Tn €Se},
and thus let T = (Tl,TZ, ..., T, ...). The following inequality holds:

et _
Ex(p,0) < (1 - Du(plo)

where D (-|-) denotes the measured relative entropy.

Proof. The theorem follows combining the results of Brandao et al. [51] with Corollary 3.2. In
particular, ([51], Theorem 16) implies that

Er(p,0) = Dr(pllo).

Recall that
D(M(p®") | M(c®")) ‘

n=90 petn n

(19)
Observe that M = ", /\i(/\/lgi) ® - Q® M,(f)) for some non-negative coefficients such that

>iAi =1land Mgi), ..., M e s,. Recall that the quantum relative entropy enjoys joint con-
vexity and additivity with respect to product states. Thus,

D(M (p®")|M(@®")) = D (i MMP @@ MP) (0"
i=1

S aimy @---@M%(a@”))

i=1

<Y AD (M](.i) (p)HM]@ (a)> < max D (M](.i) (p)HM](.” (a)>
i,j 5

<n- 50— Dulplo),
0)

where the last inequality follows directly from Corollary 3.2. Finally, combining Eq. (19) and
Eq. (20) yields

. n € e e e
Dr(po) < lim - (1~ *Dau(po) = 5 (1 - e Dua(pl),

n—oo 1

and hence the theorem follows.

5.2 Private multi-party learning from quantum data

We will now discuss the applications of quantum local differential privacy to the setting of
multi-party computation (MPC). In many real-world scenarios, multiple parties share their
data to collectively compute a function. The goal is then to achieve the best possible accuracy
under some security constraints. One way to formulate the security requirement is to ask that
each party learns nothing more about the other parties” data than can be learned from the out-
put of the function computed. This approach is adopted by the framework of secure multi-party
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computation (SMPC), both in the classical [55, 56] and in the quantum setting [57, 58]. The main
shortcoming of SMPC is that the security guarantees are dependent on the auxiliary informa-
tion disposed by the adversary. For instance, if k parties collectively compute an average, k — 1
malicious parties can collaborate to infer the data of the remaining party.

To overcome these limitations, we can adopt the framework of secure multi-party differential
privacy, defined in [59]. In particular, we will consider a model where the input state p; ® p» ®
-+ ® py is distributed among k quantum parties Py, P», . . ., Py, such that the i-th party P; holds
the state p; and disposes of a quantum computer. The parties are allowed to share classical
information. In order to protect the private information contained in p;, we require that the
each P; accesses the state p; through an e-local differentially private measurement M, for some
suitable € > 0. Thus, for all , for any possible output y, and for all input states p;, 7;, we have

Pr[M;(pi) = y] < € Pr[M;(o;) = y].

One potential concern with this setting is that the injection of noise can severely limit the
usefulness of the computation, hence it is no clear a priori whether a quantum speed-up can
be achieved under these constraints. To address this issue, we show that that parity functions
can be efficiently learned from quantum examples in a multi-party setting under local differen-
tial privacy. Classically, learning parity under local differential privacy requires exponentially
many samples [29].

For s € {0,1}", the corresponding parity function ¢ : {0,1}" — {—1,1} is defined ¢(x) =
(=1)>*. Letb!,..., b* random binary strings in {+1}", such that each b, equals 1 with probabil-
ity 9/10 and —1 with probability 1/10. Each party P; holds the following quantum state:

i) = \E > et ). (21)
xe{0,1}"

We remark that this definition slightly differs from the one considered in ([15], Lemma 4.2),
as their definition doesn’t involve the random vector b;. Instead, in our model each party
holds a different input state. The vector b’ can be either regarded as classification noise or as
some sensitive information regarding the i-th party. In the latter case, the adoption of local
differential privacy is extremely natural, as it significantly limits the information about b’ that
can be inferred by a malicious adversary, even disposing of auxiliary information.

Proposition 5.1. Let s € {0,1}" and |1),|P2), ..., [Pk, as defined above and assume that the parties
Pi’s can communicate via a classical channel. Provided that k > c¢ - ne=>log(1/B) for a sufficiently
large constant c, there is an efficient quantum algorithm A that computes the string s with probability
at least 1 — B. A consists solely in e-LDP measurements on the states |;)’s, classical communication
and classical post-processing.

Proof. The proof is similar to the one of ([15], Lemma 4.2). It is not hard to see that Inf;(c) = 1
for all j € supp(s) and Infj(c) = 0 otherwise. As shown in [15], there is a quantum measurement
M; implementable in poly(n) gates such that

@ M; |y = Infj(c),

where |ip) = 217 2ixefo,1yr | X, €(x)). Moreover, the expected trace distance between [¢) and [¢;)
can be bounded as follows:

ol 191~ 190 il = B, | 1=l = 1 -VI= 170 < 5,
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where we took the expectation over the randomness of the string b;. By the property of the
trace distance,

W~ =

|Ey, (il Mj iy — Infj(c)| <

Then the algorithm A estimates Inf;(c) by asking m > 64 - ¢ 2log(3/p) parties to perform a

Laplace measurement M]-Lap’8 on their state |i;) and averaging the outcomes #1, 72, . .., J. We

denote their average by f = 13", 9;. We can write §; = y; + 1, where y; ~ E;, (pi| M [9;)
and 77 ~ Lap(1/e). Proceeding as in the proof of Theorem 4.1, we can show by concentration of
measure that

fi = Ep, il M [9i) =1/4,

with probability at least 1 — . Then the outcome fI is in the interval (1/2,3/2) if j € supp(s),
otherwise is in (—1/2,1/2). Thus we can determine whether j € supp(s). Repeating the proce-
dure for all j € [n] on m unused states |if;)’s, we can determine the string s. This requires k to
scale as O(ne~21og(1/B)).

O
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A The measured Pinsker’s inequality

We provide an alternative version of the popular Pinsker’s inequality [60], where the quantum
relative entropy is replaced by the measured relative entropy. As the proof is almost identical
to the one of the (standard) quantum Pinsker’s inequality, this can be regarded as a folklore
result. We include it here since we were unable to find an appropriate reference.
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Lemma A.1 (Measured Pinsker’s inequality). For p,o quantum states, the following inequality
holds:

1
lo = el < 5Dmlele),
where D (p||o) is the measured relative entropy.

Proof. Recall the variational interpretation of the trace distance as a probability difference:

I~ ol = max TelA(p— )] = [Mp) = M@,

where M = (A*,1— A*) and A* = argmaxo<a<1 Tr[A(p — 0)]. The classical Pinsker’s inequal-
ity yields:
1 1
[(M(p) = M(@)fy < 5D(M(p)|M(9)) < 5Dmlpllo),

where the second inequality follows from the definition of measured relative entropy. This
proves the lemma. O

The standard inequality can be deduced by noting that Dy;(p|c) < D(p||o).
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