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Digital synchronization for continuous-variable quantum key distribution
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Continuous variable quantum key distribution (CV-QKD) is a promising emerging technology
for the distribution of secure keys for symmetric encryption. It can be readily implemented using
commercial off-the-shelf optical telecommunications components. A key requirement of the CV-
QKD receiver is the ability to measure the quantum states at the correct time instance and rate
using the correct orthogonal observables, referred to as synchronization. We propose a digital
synchronization procedure for a modern CV-QKD system with locally generated local oscillator for
coherent reception. Our proposed method is modulation format independent allowing it to be used
in a variety of CV-QKD systems. We experimentally investigate its performance with a Gaussian
modulated CV-QKD system operating over a 10-20 km span of standard single mode fibre. Since the
procedure does not require hardware modifications it paves the way for cost-effective QKD solutions
that can adapt rapidly to changing environmental conditions.

I. INTRODUCTION

Quantum key distribution (QKD) is a future proof in-
formation theoretically secure method of generating and
distributing cryptographic keys over a communication
link, assumed to be fully under the control of an eaves-
dropper (Eve) [Il 2]. First proposed in [3], it relies on
fundamental laws of physics to enable data encryption
with information theoretic security. Quantum informa-
tion is often encoded onto quadrature amplitudes of light

70 5 0.08
a
a
X
40.07
60 - o o
X
x 4006 =
50 % o o 3
X £
y 1005 &
=40 o X 2
2 x o S,
o x 40.04 ¢
£ X Re]
< 30 X T(é
x 40.03 =
[u] x >
2 | o x 2
x x 40.02 ©
X y x g
X
10 - X X 10.01
a
0 1 | L L 1 0
15 10 5 0 5 10 15
Delay [ns]

FIG. 1. Impact of forced erroneous synchronization on excess
noise and secret key fraction in a clock synchronous system
transmitting at 20 MSymbols per second over 20km fibre.
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which are then detected by a coherent receiver to yield
continuously varying outcomes. QKD based on those
quadrature amplitudes is known as continuous-variable
(CV) QKD [], and has been successfully demonstrated
both in laboratory conditions [5H9] and field trials [10-
12].

Any CV quantum communication system must con-
tend with synchronization. In essence, this involves en-
suring that the recipient (Bob) is looking at what the
sender (Alice) is transmitting such that in the ideal sce-
nario Bob’s information only differs from Alice’s by the
fundamental quantum noise. Any imperfections in the
synchronization process will however create additional
noise, so-called ezcess noise, which must be attributed to
Eve. Since excess noise reduces the secret key length un-
til key generation eventually fails, it is desirable to reduce
noise from imperfect synchronization as much as possible.
Figure [I] shows an example of the effect of forced incor-
rect time delay synchronization on excess noise and re-
spective secret key fraction in an experimental CV-QKD
measurement. Here, a compensation of the synchroniza-
tion delay that is off the true value by more than about
1/10 of the symbol duration prevents secret key genera-
tion. This example gives an idea of the tight margin in
which the QKD system has to operate in.

Traditionally, CV-QKD systems transmit the local os-
cillator (LO) through the same fiber as the encoded quan-
tum states by using time and polarization multiplexed
optical pulses. Such systems tap off a small fraction of
the (powerful) LO for clock synchronization at the re-
ceiver [7 1T, 13]. With the LO generated by a separate
laser at the receiver, this is no longer an option. Instead,
a convenient method for Alice and Bob to perform clock
synchronization is to transmit and detect, together with
the quantum information at 1550 nm, a clock tone on a
significantly different wavelength, such as 1300 nm [I4].
The disadvantage of this method is of course requiring
another transmitter (Tx) and receiver (Rx) at this wave-
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length. Many proof-of-principle experiments in the lab
therefore resort to electrical synchronization of the wave-
form generator and the data acquisition device [9], T5HIS].

Here, we propose to perform digital synchronization
with the aid of classical pilot tones and a quadrature
phase shift keying (QPSK) signal. These are frequency
multiplexed to the coherent states of the quantum signal
and can be generated by the same waveform generator.
Thus, our method does not require additional hardware.
It is furthermore designed such that it does not require
pre-calibration [19] and is independent of the modulation
format [20] and modulation variance, i.e. it is suitable for
low-order quadrature amplitude modulation [21I], Gaus-
sian modulation [22] and also for measurement-device in-
dependent systems [23]. Such pilot tones are already of-
ten used for phase noise compensation [9) 19, 24].

We implement such a procedure experimentally and
examine its performance using a CV-QKD setup. We
show that it allows a realistic free-running configuration
to achieve similar performance to an externally synchro-
nized one, over both a 10 km and a 20 km optical fibre as
the quantum channel connecting Alice and Bob.

A. Synchronization

Synchronization is a quintessential component of any
communication system. In an optical quantum commu-
nication system, we distinguish between three effects that
must be compensated for, to achieve synchronization.
First, is of course the signal propagation through the
channel, which produces a delay between the transmis-
sion and reception. Second, is the difference in signal
period, i.e. what each party defines as one hertz and last
is the drift in the optical phase, typically dominated by
laser phase noise.

In telecommunications, before the advent of the dig-
ital coherent receiver, signal synchronization was per-
formed in hardware with devices such as phase locked
loops which corrected the timing, phase and frequency
offset between the transmitter and receiver clocks. A
timing error signal is generated from the sampled sig-
nal which then feeds into a voltage controlled oscillator
(VCO) sampling the received signal. The introduction of
the digital coherent receiver meant that it was possible
to perform clock recovery in the digital domain, allow-
ing for digital generation of the timing error signal and
replacing the VCO with digital interpolation.

Typical digital telecommunication synchronization
schemes first compensate for the relative difference in
sampling period, then frequency and phase error, and
lastly for the channel delay. The first is fixed by timing
error detectors [25] [26] which estimate how incorrect a
sampling point is, and generate an error signal. From
this, the receiver can converge towards an optimum sam-
pling point. This process is called re-timing or clock re-
covery. Frequency offset compensation requires simply to
find the highest power within the signal bandwidth and

then frequency downshifting it to baseband. Next, phase
noise compensation is performed through estimation of
the phase noise using digital signal processing (DSP) such
as the M*" power algorithm [27] or pilot tones [9]. The
channel delay then becomes a matter of finding the start
of the transmitted signal which can be done with cross
correlation of a known sequence.

These methods are (see [25H27]) usually performed on
the received signal itself with minimum additional over-
head in frequency or time. Performing digital synchro-
nization for a CV-QKD system poses unique challenges
to these schemes. Firstly, the above mentioned methods
require a discrete modulation format with well defined
temporal features, however the CV-QKD system may not
be using such a discrete modulation format as required
by the implemented security proof [22]. Secondly, the
typical signal to noise ratio (SNR) of a quantum signal
at the receiver is less than 0 dB [28] 29] restricting the
accuracy of those methods. These are fundamental lim-
itations, negating the possibility of using a timing error
detector to determine the optimum sampling point. To
solve these challenges we resort to auxiliary signals with
higher power as we will see in the following.

II. DIGITAL SYNCHRONIZATION
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FIG. 2. Various spectra obtained from the CV-QKD system
operating over a 20km long quantum channel. The center of
the quantum signal lies at approximately 105 MHz, and the
center of the QPSK signal at 185 MHz.

Before we discuss the DSP synchronization algorithm,
let us describe the involved frequency multiplexed sig-
nals. Figure 2] shows an exemplary power spectrum of
the sampled output of the balanced receiver used for het-
erodyne detection with a local oscillator whose frequency
is shifted with respect to the transmitter laser by about
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FIG. 3. DSP chain for our CV-QKD receiver.

2656 MHz. All involved signals are generated as optical
single sidebands of the transmitter laser.

The quantum signal, located at roughly 105 MHz in
the modulated spectrum in Fig. |2| contains root-raised-
cosine pulse shaped coherent states with random quadra-
ture amplitudes sampled from, in our case, a complex
Gaussian distribution. As the proposed synchronization
method works independently of the chosen modulation
format, it could however be from any other distribution.
The outcomes of in-phase and quadrature (amplitude and
phase quadrature) measurements of the coherent states
at the receiver constitute the raw key which is distilled
into the secret key by the data processing phase of the
QKD protocol. The power of the quantum signal must
be optimized with respect to the channel loss and QKD
protocol parameters to maximize the secret key yield and
has a typical SNR below 0 dB at the receiver.

For digital synchronization we temporally multiplex
some coherent states with known complex amplitude
as reference symbols using a constant-amplitude-zero-
autocorrelation (CAZAC) sequence. Furthermore, in the
frequency domain, the quantum signal accompanies two
pilot tones and a quadrature phase shift keying (QPSK)
signal of higher power than the quantum signal. The
QPSK signal contains a sequence of known symbols as
well as an ID number for the frame.

Equipped with these four signals, the digital signal syn-
chronization procedure performed at the receiver is as
shown in Fig.[3] If the transmitter and receiver share the
same clock, the pilot signal position relative to the quan-
tum signal is known exactly, thus freq e = freqfee-
When the clocks are free-running however, the immediate
effect is that the frequency location of the quantum sig-
nal with respect to the pilot at the receiver is not exactly
as modulated at the transmitter, i.e. freq ... ~ freq et
since Alice and Bob’s truth of what is one hertz is differ-
ent. The requirement is to align Bob’s measured signal
in frequency and phase. To do this, we must first esti-
mate the change in frequency offset per hertz caused by
the free-running nature of the system. For this, we use
both pilot tones to estimate

1 2
fpilot - fpilot
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where féilot are estimated pilot tone frequencies at the

. 1,2
receiver and Af )

pilots 18 the frequency difference as mod-
ulated by the transmitter by filtering them in block 2
of Fig. This modifier is then applied to the trans-
mitted frequency offset freq®,., to calculate the received
quantum and QPSK signal offsets from the pilot tone.
We note that the beat between transmitter and receiver
lasers may be used in lieu of a pilot tone, however we ex-
perienced occasional inconsistency and therefore opted to
simply insert a second pilot tone.

Next, we compensate for optical phase noise from the
transmitter and receiver lasers Fig. 3). The phase of
the received signal is estimated using a machine learn-
ing framework implementing unscented Kalman filtering
(UKF), from one of the pilot tones [9] and then used to
compensate all detected signals using an exp(—j¢) oper-
ation Fig. [3{(4).

Since there is a large degree of oversampling in our
system as is typical for a heterodyne CV-QKD imple-
mentation, the optimum sample per measurement frame
is calculated by picking the sampling point with max-
imum power in the QPSK signal after downconversion
to baseband Fig. [[5) and (6). This maximizes the mu-
tual information of the QPSK signal, and therefore of
the quantum signal since both signals are simultaneously
generated at the transmitter.

The QPSK symbols are then extracted Fig. 7) after
being match filtered i.e. the same anti-aliasing filter is
used for the downsampling operation from the sampling
rate of the receiver to symbol rate, as was used for signal
upsampling at the transmitter from symbol to the sample
rate of our arbitrary waveform generator. An M" power
algorithm [30] is applied to remove residual phase errors,

1 N-1
Ok = 7018 (Z (xin(n))M> : (2)

n=0

where M in this case is 4 due to QPSK and z;, are the
received symbols, IV is the window length over which the
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FIG. 4. Experimental setup modulating Gaussian coherent states using an in-phase and quadrature (IQ) electro-optic modulator
onto a continuous wave (CW) laser. A variable optical attenuator (VATT) reduces the mean photon number of the coherent
state ensemble in the quantum signal to the order of 1 photon. Transmitter and LO lasers are specified to be sub 100 Hz
linewidth. A 1 GSample/s arbitrary waveform generator (AWG) and data acquisition (DAQ) perform respectively signal
generation and digitization at the transmitter and receiver. Digital signal processing (DSP) performs digital synchronization
and raw key generation as described in the main text. The processing is performed offline. Channel parameter estimation is
performed on the data and estimates excess noise and channel transmission. Secret key generation distills the secret key from

the raw key.

phase error is calculated and n is the current symbol.
A known QPSK sequence of symbols is cross correlated
with the extracted symbols to acquire the required syn-
chronization delay Fig. 8). The quantum signal is then
synchronized in sample space using the combination of
this delay (converted to samples) and the previously ob-
tained optimum sample.

We note that the M** power algorithm is used in op-
tical telecommunications for frequency offset estimation
as well, using the change in phase between symbols af-
ter removing the modulation [27]. We instead use pilot
tones for ease of estimation since it can be done prior to
demodulation.

Next, the quantum signal is frequency shifted to base-
band and downsampled to symbols with matched filter-
ing Fig. 9). The phase output of the M power al-
gorithm is applied to the symbols as well. Lastly, the
CAZAC symbols in the quantum signal are used to cor-
rect for residual bulk phase rotation Fig. 10).

A. Experimental Setup

To verify our digital synchronization scheme experi-
mentally, we used a CV-QKD setup as shown in Fig.
Initial testing was performed over 20 km of standard sin-
gle mode fibre (SMF-28) with the data acquisition (DAQ)
in the receiver being externally triggered by the trans-
mitter. Another measurement for confirmation was per-
formed over 10km SMF, but this time without any ex-
ternal trigger; instead we used the DAQ channel itself
as a trigger source [31]. Alice modulates symbols drawn
at random from a Gaussian distribution at 20 Mbaud.
These digital symbols were upsampled to the 1 GSam-
ple/s sampling rate of the arbitrary waveform genera-
tor (AWG), with a root raised cosine anti-aliasing filter
(roll-off = 0.2) after which they were frequency shifted by
fq = 160 MHz, i.e. multiplied with exp(j2 f,t), for single
sideband modulation. Two reference pilot tones were fre-
quency multiplexed at f;ilot = 120 MHz and flfilot =25

MHz to the quantum signal. An additional 20 Mbaud
QPSK signal was inserted at fqpsk = 80 MHz. This
radio frequency signal and a 7/2-phase shifted version
thereof drove the two arms of an in-phase and quadrature
(IQ) electro-optical modulator to simultaneously modu-
late the signal in both quadratures onto the output of
a laser centered at 1550.13 nm. The optical signal was
then attenuated such that the mean photon number from
only the quantum signal (i.e. excluding the pilot tones
and QPSK signal) was ~ 1.45 at the quantum channel
input to the 20km and 3.5 for the 10 km measurement.

At the channel output, the transmitted optical signal
was detected using a balanced heterodyne coherent re-
ceiver with a free-running LO generated by a laser sep-
arate from the transmitter with an offset frequency =~
280 MHz. The output of the balanced receiver was
sampled at 1 GSample/s giving a spectrum similar to
Fig. The transceiver setup was synchronized with a
10 MHz clock reference for benchmarking purposes be-
fore being operated in a free-running configuration. The
optical efficiency of the balanced receiver (due to the non-
unity quantum efficiency of the photodiodes and optical
loss from connectors) was measured to be &~ 0.69. The
10 km measurement was performed using a similar sys-
tem though the optical efficiency was instead ~ 0.5.

The measurement time was divided into frames, each
consisting of 10k Gaussian distributed complex values,
or the ‘quantum symbols’. Transmitting in parallel, the
first 2000 QPSK symbols were used for clock recovery
and synchronisation in addition to 2000 reference sym-
bols time multiplexed in the quantum signal. The QPSK
symbols were transmitted at =~ 7 dB higher power than
the quantum signal. The reference symbols that were
time multiplexed with the quantum signal maintained
the same power as the key symbols. Approximately 2000
data frames were detected. Additionally for the 10km
measurement, the QPSK signal included frame ID data
after the header sequence.

Initial calibration of the CV-QKD system was per-
formed by measuring the electronic noise of the receiver



FIG. 5. After applying phase compensation using UKF, QPSK constellation with (a) shared reference clock, (b) internal

(separate) clocks and (c) after digital synchronization procedure.
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FIG. 6. Excess noise (in mPNU) per frame for externally
synchronized clock (which entails a shared reference clock be-
tween transmitter and receiver) and free-running systems.

by turning transmitter and receiver lasers off. The com-
bined vacuum noise and electronic noise was then mea-
sured after turning on the LO, allowing for the normal-
ization of the covariance matrix. Finally, the modula-
tion variance was calibrated using the transmitter and
receiver connected in a back to back configuration.

B. Results

First, to establish a baseline performance, we per-
formed the exact same DSP process on a measurement set
recorded with the QKD system which was synchronized
using an external 10 MHz reference clock and an external
trigger input to the receiver (first column in Table[l)). The
measurement was performed over 20 km fiber. The aux-
iliary QPSK signal after phase noise compensation using
the UKF had a constellation as shown in Fig. fh. The
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FIG. 7. Excess noise measured in the quantum signal versus
respective bit error rate of the QPSK signal for the frames
transmitted and detected over a 20km long quantum channel.

residual rotation of the constellation is due to a phase
offset between the pilot tone used for phase estimation
and the QPSK signal. Next, we used a set of measure-
ments from the free-running system (with the acquisition
system being externally triggered). Using just the pilot
tone for frequency offset estimation and phase compen-
sation, as in Fig. [Bh, leads to the constellation in Fig. [Bb.
Clearly, the QPSK constellation could not be recovered
which is due to residual frequency offset error and clock
run off. This is compensated by running the full DSP
chain and the resulting constellation is shown in Fig. [B.
The constellation is perfectly recovered and does also not
show a residual phase rotation.

As a performance metric we use the excess noise ¢, or
the thermalization of the coherent states at the output
of the channel. The thermalization is characterized by
the mean photon number of the thermal state and spec-



Measurement 1 2 3
Quantum Channel Length [km] 20 20 10
Shared Clock Reference Yes No No
Trigger Source, DAQ Ext. | Ext. | Chan.
Modulation Strength [PNU] 1.45 | 1.45 | 3.50
Excess Noise [mPNU] 4.5 4.0 2.4
Secret Key Fraction [bits/symbol]|0.0416|0.0466 |0.0740

TABLE I. Summary of results from the three measurement
sets. Ext.: Using external trigger input on the DAQ, Chan.:
Using DAQ channel itself as the source of trigger.

ified in photon number units (PNU) in the following [9].
The results for the externally synchronized and the free-
running systems are shown in Fig. [6|over 20 km. Over the
~ 1.9 x 107 symbols recovered, the average (channel out-
put related) excess noise was ~ 4.5 mPNU with typical
channel delay equivalent to &~ 101.4 ps for the externally
synchronized system. For the free-running system, we
achieved an average excess noise of 4.0 mPNU. The syn-
chronized measurements had a standard deviation of ~
10.7 mPNU, putting the free-running results well within
expected variation.

Assuming an information reconciliation efficiency of
B = 0.95 we calculated the secret key fraction per quan-
tum symbol in the asymptotic regime as per

BI(A:B)—x(B:E),

where I(A : B) is the mutual information between Alice
(A) and Bob (B), and x(B : E) is the Holevo information
between Bob and the eavesdropper E. For the externally
synchronized measurement and the free-running one we
achieved a secret key fraction of 0.0416 and 0.0466 bits
per symbol, respectively.

A further measurement set was taken on our semi-
autonomous CV-QKD system [31] for a demonstration
with a free-running system with a channel triggered re-
ceiver instead of an externally triggered one. The mea-
surement was performed over 10 km of SMF and yielded
~ 2.4 mPNU excess noise for a secret key fraction of
roughly 0.0740 bits/symbol over 9 x 10° symbols with a
modulation variance = 3.5, assuming the same reconcil-
iation efficiency of 0.95. In a typical run of the QKD
protocol, parameter estimation would be performed on
10® or preferably a greater number of symbols and con-
fidence intervals would ensure e-security by using worst-
case bounds as per [I8§].

We show the bit error rate (BER) achieved by the
QPSK signal with respect to the excess noise in Fig. [7}
It is easy to see that using the BER allows Bob to de-
termine which frames he successfully detected and pro-
cessed. This information can then be sent back to Alice
allowing her to reconcile her key without the need to
perform information reconciliation on those frames that
would obviously not pass this step given the code rate was
optimized for successfully processed frames. Out of the
2000 transmitted frames only very few failed after suc-
cessful detection, showing the reliability of our method.

C. Conclusion

In conclusion, we demonstrated a set of DSP steps
that allows digital synchronization of a CV-QKD system
whose local oscillator is not transmitted through the fiber
but generated locally at the receiver by a free-running
laser. We have experimentally shown that our proposed
digital synchronization method has no penalty in terms of
performance in comparison with external hardware syn-
chronization. Our method is modulation format free al-
lowing it to be applied to a variety of CV-QKD systems.
Making use of auxiliary signals that can be generated by
the same arbitrary waveform generator as the quantum
states and detected by the same receiver, no additional
hardware is required, thereby obsoleting sophisticated
analog synchronization. As the performance of CV-QKD
systems in terms of secret key rate is usually limited by
the throughput of information reconciliation [32] and not
by the symbol rate of the quantum signal, the additional
bandwidth requirement of our method is of no harm.
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