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Abstract—This article provides a tool for analyzing
mechanisms that aim to achieve resilience against stealthy,
or undetectable, attacks on cyber-physical systems (CPSs).
We consider attackers who are able to corrupt all of the
inputs and outputs of the system. To counter such attack-
ers, a response scheme must be implemented that keeps
the attacker from corrupting the inputs and outputs of the
system for certain periods of time. To aid in the design
of such a response scheme, our tool provides sufficient
lengths for these periods of time in order to ensure safety
with a particular probability. We provide a conservative
upper bound on how long the system can remain under
stealthy attack before the safety constraints are violated.
Furthermore, we show how a detector limits the set of
biases an attacker can exert on the system while still
remaining stealthy, aiding a system operator in the design
of the detector. Our contributions are demonstrated with an
illustrative example.

Index Terms— Fault tolerant systems, robust control,
fault detection, cyber-physical systems.

[. INTRODUCTION

Securing cyber-physical systems, engineered systems which
include sensing, processing, control, and communication in
physical spaces, is essential in today’s society. CPSs are
ubiquitous in modern critical infrastructures including manu-
facturing, transportation systems, energy delivery, health care,
water management, and the smart grid. The presence of het-
erogeneous components and devices creates numerous attack
surfaces in these large scale, highly connected systems. Con-
sequently, these systems are attractive targets for adversaries
and are essential to protect.

Due to the strong coupling between cyber and physical
domains, the tools and methodologies developed to ensure
security in the cyber domain alone are insufficient to secure
CPSs. Techniques within cyber security such as authenticated
encryption, message authentication codes, and digital signa-
tures are often computationally expensive to implement and
fail to recognize purely physical attacks. For example, the
integrity of sensor measurements can be modified by changing
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a sensor’s local environment while control inputs can be
changed by directly manipulating system actuators. In such
a scenario, message authentication codes or digital signatures
fail to recognize an attack.

CPS vulnerabilities have culminated in several effective at-
tacks from highly resourceful and knowledgeable adversaries.
In the Maroochy Shire incident [1], a malicious insider was
able to utilize detailed system knowledge to attack a waste
management system in Queensland, Australia, resulting in the
leakage of millions of liters of sewage. With the Stuxnet
attack [2], a nation state adversary was able to compromise a
uranium enrichment facility in Iran, leading to the destruction
of a thousand centrifuges. In 2015, hackers were able to re-
motely compromise a supervisory control and data acquisition
(SCADA) system in Ukraine [3], allowing them to cause
widespread blackouts.

Motivated by the threat of such sophisticated attackers, we
aim to design resilient CPSs by providing a set of mechanisms
and tools that can be used to preserve safety while function-
ality is restored in the presence of attacks. In this work, we
present a tool that provides a conservative upper bound on the
amount of time a system can be under stealthy attack while still
remaining probabilistically safe. This tool is general enough
that it can be used in the design and analysis of any resilience
mechanisms.

The rest of this article is organized as follows. Section II
surveys a variety of mechanisms used to achieve resilience,
specifically those used for detection and response. Section
II introduces the system model used in analyzing these
response mechanisms, along with the control, estimation, and
detection schemes. Section IV describes stealthy adversaries,
analyzing the set of biases they are able to exert on the
system without being detected. Section V provides sufficient
conditions for ensuring the probabilistic safety of the overall
system, describing how the length of time under which the
components can be trusted directly affects whether or not these
conditions are satisfied. Section VI includes results from an
example illustration, and Section VII concludes the article.

Il. PREVIOUS WORK

Two necessary components in designing resilient CPSs
include detection and response. The recognition and detection
of attacks is the first and foremost step in achieving resilience.
Once an attack is detected, a number of forms of active
response can be implemented to ensure system resilience.
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A. Detection

There are two main forms of detection: passive and active.
Passive detection techniques process the defender’s informa-
tion to make a binary decision about the system, outputting
either the null hypothesis (normal system operation) or the
alternative hypothesis (the system is under attack). While
passive detection techniques are effective against benign faults,
bad data detectors can oftentimes be bypassed by powerful
adversaries who leverage access to system channels and/or
model knowledge to construct attacks so that the outputs
received by a system operator are statistically consistent with
expected output behavior. Since passive detection techniques
provably fail in these instances, active detection techniques
must be used to detect malicious attacks, where a defender
intelligently changes the policy online by adding perturbations
to the system [4], [5].

Figure [I] categorizes two types of active detection according
to which part of the control infrastructure is being attacked.
When the physical sensors and/or the sensor communication
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Fig. 1. Active detection mechanism for attacks on (a) the sensor
measurements and (b) the control inputs and sensor measurements.

channels are being attacked (Figure [Ta), physical watermark-
ing can be used for detection. When the physical actuators
and sensors and/or the actuator and sensor communication
channels are being attacked (Figure [Ib), the moving target
defense can be used for detection. In this way, the moving
target defense is effective in detecting a broader range of
attacks.

Motivated by the use of nonces in cyber security, a physical
watermark is a secret noisy (random) control input inserted
in addition to or in place of an intended control input to
authenticate the system [6]-[12]. In particular, the control
input serves as a secret and the watermark acts as a cyber-
physical nonce. Under normal conditions, the watermark will
be embedded in the sensor outputs due to the system dynamics.
However, under replay attack, the measurements will contain
physical responses to an earlier sequence of watermarks.
By designing a detector that recognizes the presence of the
watermark in the sensor outputs, a defender is able to verify
the freshness of the received sensor measurements.

Motivated by the use of message authentication codes
(MAGCs) in cyber security, the moving target defense keeps an
adversary unaware of the full system model by changing the
parameters of the system’s physical dynamics (hybrid moving

target defense) or by changing the parameters of an authen-
ticating subsystem’s physical dynamics (extended/nonlinear
moving target defense) [13]-[20]. The time-varying sequence
of parameters is kept hidden from the adversary, functioning as
a moving target so that the adversary is kept from identifying
the physical dynamics. This forces an attacker to leverage
imperfect system information when constructing an attack,
which in turn can reveal the attacker’s malicious behavior.

B. Response

While the recognition and detection of attacks is crucial,
it is not sufficient for guaranteeing the safety and security of
the CPS when under attack. Consequently, it is necessary to
develop mechanisms and strategies that can be implemented to
ensure resilience against attacks. Figure 2] categorizes a variety
of response mechanisms according to which part of the control
infrastructure is being attacked. When the control software
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Fig. 2. Response mechanisms for attacks on the (a) computational, (b)
communication, and (c) physical infrastructure.

is being attacked (Figure [2a), software rejuvenation can be
used to achieve resilience. When the communication network
is being attacked (Figure 2b), overlay networks can be used to
achieve resilience. When the physical actuators and/or the ac-
tuator communication channels are being attacked (Figure [2d),
reconfigurable control can be used to achieve resilience, and
when the physical sensors and/or the sensor communication
channels are being attacked (Figure [2¢)), resilient estimation
can be used to achieve resilience.

Software rejuvenation is an established method for dealing
with so-called software aging in traditional computing sys-
tems, or failures that occur when a running program encoun-
ters a state that was not anticipated when the software was
designed [21], [22]. In CPSs, software rejuvenation consists
of periodically refreshing the run-time system with a secure
and trusted copy of the control software, recovering the system
from attacks during time periods called secure execution
intervals when the control software can be trusted [23]-[26].
The inertia in the physical dynamics of the system can be
leveraged to keep the system safe while the control software
is being refreshed, using tools from system theory to decide
when the software should be refreshed [27]-[32].

Overlay networks can be used to ensure CPS resilience
against man-in-the-middle attacks and denial of service (DoS)
attacks [33]-[38]. This is accomplished by routing around
malicious nodes and links in a network, specifying the pathway
that is used each time data is sent between the controller



and the plant. This functionality can also be achieved using
software defined networking or source routing. Reachability
analysis can be used to ensure that the safety constraints are
not violated, even when a large portion of the pathways across
the network have been compromised by adversaries [39].

Reconfigurable control [40], [41] and resilient estimation
[42], [43] utilize functional redundancy in the system, ensuring
resilience when up to a particular subset of actuator commands
and sensor measurements are compromised. Reconfigurable
control adapts the control policy to use those actuators that
have not been compromised to preserve functionality, while
resilient estimation constructs an accurate state estimate from
those sensor measurements that have not yet been compro-
mised.

C. Trustand Time

Each of these detection and response mechanisms leverage
two important degrees of freedom in securing CPSs: trust
and time. First, there must exist a component of the system
that serves as the root of trust. For physical watermarking
and the moving target defense this component is the pseudo-
random number generator, for software rejuvenation this is
the secure hypervisor, for overlay networks this is the set of
uncompromised pathways, and for reconfigurable control and
resilient estimation this is the set of uncompromised actuators
or sensors. Second, the time periods where certain components
and information may be trusted need to be identified and used
to the defender’s advantage. For software rejuvenation this
time period corresponds to the secure execution interval when
the software can be trusted, for overlay networks this is the set
of times where data is sent over uncompromised pathways, and
for reconfigurable control and resilient estimation this is the
set of times where a subset of the actuators or sensors can be
trusted. Some approaches have leveraged decentralized event-
triggered control to design protocols that minimize the amount
of time components are untrusted or potentially compromised
[44], [45].

In designing resilient detection and response mechanisms,
we want to create time periods where we can trust certain
components and information and use those components and
information to recover the system from any potential attacks.
Consequently, this article seeks to analyze those periods of
time, investigating how long the components need to be
restored to full functionality to ensure safety against stealthy
attacks. We investigate how long the system can tolerate all the
components malfunctioning or being manipulated by a stealthy
adversary before restoration of those components must take
place. This analysis will aid system operators as they design
particular response strategies, no matter what the response
strategy is. We provide sufficient conditions that the response
strategy should meet in order to ensure the probabilistic safety
of the overall system against stealthy attacks.

In summary, then, this article answers the following ques-
tion: for a system designer who wants to ensure that the
state remains within the safety constraints with a particular
probability, what is a conservative estimate of the maximum
amount of time the system can handle being under a stealthy

attack? The response strategy should then be designed to
ensure that the system can never be under stealthy attack for
any longer than this amount of time.

I1l. PROBLEM FORMULATION
A. System Model

To begin, we introduce the model for the system under
consideration. We model the CPS as a discrete time linear
time invariant system where the system dynamics are given
by

Axy, + Buy + wy,
Axy, + B(ug + ul) + wy

normal operation,
attack,

)

Tk4+1

B Cxyp + vg normal operation, @)
Yk Cxy, 4y + v, attack,

where normal operation is guaranteed when the system op-
erates securely, free from attacks. Here x;, € R™ represents
the system state at time step k, yr € R denotes the sensor
measurements, and u; € R’ is the control input vector. To
capture uncertainty we consider independent and identically
distributed (i.i.d.) Gaussian process noise wy ~ N (0, Q) and
i.i.d. Gaussian sensor noise v; ~ N(0, R). We assume that
(A, B) and (A, Q?) are stabilizable, (A, C) is detectable, and
R > 0.

In this article, we consider an adversary who can perform
integrity attacks, where the attacker is able to corrupt all of the
inputs and outputs, denoted by adding a bias of uj; and y; to
the control inputs and sensor measurements, respectively [46],
[47]. Without loss of generality, an attack is assumed to begin
at time step k = 0. This can be carried out for example through
a memory corruption attack where the adversary corrupts the
control software and injects malicious code [48]. Alternatively,
this can be carried out through a man-in-the-middle attack
where the adversary intercepts and modifies the data passing
over the network. This can also be carried out by modifying the
physical actuators and sensors themselves, where an adversary
may change the settings of the actuators or the environment
surrounding the system sensors. Motivated by the potential
resources of sophisticated malicious adversaries, we consider
an attacker who can modify all the inputs and outputs.

Remark 1: In the case where an adversary carries out a
memory corruption attack, the results presented in this article
are only applicable when the state estimator and detector are
not corrupted under attack. This can be obtained, for instance,
by implementing them within a secure hypervisor. However,
no such qualification needs to be made if the adversary
carries out the attack through other means, including man-in-
the-middle attacks and attacks on the physical actuators and
sensors themselves.

We will also consider the possibility that an attacker has
detailed system knowledge, including knowledge of the plant
as well as the ability to read all of the inputs and outputs.
This can be obtained through knowledge of the first principles
which govern the dynamics or through system identification
stemming from passive observation of the inputs and outputs.
This knowledge, when combined with the ability to corrupt



all the inputs and outputs, can lead to powerful undetectable
attacks [49]. For example, an attacker can subtract his or
her effect on the system dynamics by choosing an arbitrary
sequence of attack inputs {u{} and then constructing the
sensor measurement bias according to

yp = —Cxy, 2%, = Az} + Bug, x5=0. (3)

In this way, an attacker can arbitrarily perturb the system
along the controllable subspace (A, B). Due to the linearity
of the system, the probability distribution of the outputs under
such an attack is identical to the probability distribution of
the outputs under normal operation. Consequently, no standard
bad data detector can recognize this adversarial behavior, and
as a result this behavior is perfectly stealthy. In this article, we
will analyze how resilient a system is to these stealthy attacks.

B. State Estimation

A Kalman filter is a linear estimator which can be used
to compute the minimum mean squared error state estimate
Ty, given the set of previous measurements up through .
We assume that the system has been running for a long time
so that the Kalman filter has converged to a fixed gain linear
estimator given by

Tpy1p = Alge + Buy, )
Tgik = Thpp—1 + K(yp — Cogp—1), )
where Ty, is the a priori state estimate and Ty, is the

a posteriori state estimate. The Kalman gain K and error
covariance matrix P are given by

K =pcT(cpct + R)™!, (6)
P=APAT — APCT(CPCT + R)"'CPAT +Q. (1)

The control input is given by uyp = LIy, where L is
the control gain matrix. If the operator wants to minimize a
quadratic function of the states and inputs according to

T

1
J=lim ——F Y a{ Wz, +uf Vue|, (8
k=0

Tooo T +1

where W and V are positive definite matrices that respectively
denote the relative cost of each state and control input, then
the optimal L is given by

L=—(B"SB+V)'BTSA, )

S=ATSA+W — ATSB(BTSB+ V) 'BTSA, (10
where S satisfies the Riccati equation in (I0) [50].

The residue zy, is a function of the a priori state estimate and

represents the difference between the observed and expected
value of the sensor measurements, given by

(1)

Depending on whether or not the system is under attack, the
residue takes on different values, given by

A ~
2k = Y — Clgp—1-

(12)

2y normal operation,
Zk =
zp + Az, attack,

where 2}’ represents the residue under normal operation which
follows a normal distribution according to z} ~ N(0,X)
with ¥ £ CPCT + R. When the system is under attack,
the cumulative set of input and output biases {ud., _;,y5..}
results in the attacker exerting a bias Az on the residue, given
by
k—1
Azg = yp+ Y C(A(I - KC)* '/ (Buf — AKyS). (13)
§=0

According to the system model in (I)-(2) and the Kalman
filter in (@)-(3)), the error dynamics are given by

Aegp +wr, — Kzjy

Ch+1lk+1 = n o

Aegi +wy — K(231 1 + Azgy1) + Bug attack,

(14

where ey, L g — Zy|x is the a posteriori state estimation
error. The overall system dynamics are then given by

normal operation,

_ Az + Twy, + Kzp! 1 normal operation,
X =
bt AZy, + Twy, + IC(Z,?Jrl + Azpy1) + Buf, attack,

., (15)
where T £ {xf eglk] s

s |A+BL —-BL a |4 al 0 A |B
as [V Rz ] e[ 52 [B)

C. Detection

To detect attacks on the CPS, a residue-based detector called
the x2 detector is utilized and is given by

k Ta—] Ha
i=k—T+1 Ho

9(Zh—Ty1:k) = (16)

where T represents the detector window that considers past
measurements, and the detection statistic ¢ follows a x2 dis-
tribution with mT" degrees of freedom under normal operation.
The x? detector attempts to exploit this fact by testing to
see if the residues follow the correct distribution. Here, 7
represents the threshold of the bad data detector, Hg is the
null hypothesis that represents normal system operation, and
‘H, is the alternative hypothesis that denotes that the system
has deviated from normal operation. Measurements that are in
close agreement with expected values generate small detection
statistics and thus raise no alarm. Large deviations between
measured and expected behavior will lead to a large detection
statistic, thus causing an alarm.

When the system is under attack, the detection statistic g
follows a noncentral y? distribution, as shown in Lemmas
and 21

Lemma I: Let a € R™ ~ N(p,9). Then a’Q t'a ~
X2 (na, p7 Q1 p1), where n,, represents the degrees of freedom
and ;7 Q 1y is the noncentrality parameter.

Proof: Let b 2 Y ~la, where a € R ~ N(u, ) and
YYT =Q. Then b ~ N (Y 1y, I), and

a"Q e =b"b=> b
1=1



is distributed according to the noncentral x? distribution with

n, degrees of freedom and a noncentrality parameter given by

urQ 1. ]
Lemma 2: When the system is under attack,

k
9(zk-rs18) ~ X (mT > AziTElAzi>, (17)

i=k—T+1
k
E[g(zk,TJrl;k)] =mT + Z AZZ'TE_IAZI‘, (18)
i=k—T+1
where mT represents the degrees of freedom and

S 41 Az 571 Az is the noncentrality parameter.
Proof: ~ When the system is under attack, zp ~
N (Azg,X). Then

2N ~ P (m, AzFy 'Azy)

according to Lemma [I] Extending the result of Lemma [I] to
Zk r DI 0 -1 Zk

9(zk—rr1:) = : : : :

Z—T+1 o --- X Zk—T+1

yields that g(zx_741.%) is distributed according to the non-
central x? distribution with m7T degrees of freedom and a
noncentrality parameter given by Zf:k—T 41 AzIS 1Az
The expected value then follows directly from the properties
of the noncentral x? distribution. ]

D. Saturation Limits

Due to the physical saturation limits of the actuators, the
vector of applied control inputs u; will lie within the region
U € U, given by

U = {a|u)Uny, < 1}, (19)
where U > 0 and
G 2 U normal operation, 20)
up +ug  attack.

We assume that under normal operation the probability of
the designed control inputs uy = LIy lying outside these
saturation limits is negligible so that the system operates
within the region Zj; € X, given by

iy L"ULzy, < 1}, (21)

where L £ [L  —L]. When the system is under attack, these
saturation limits will constrain the set of possible control input
biases an attacker can exert on the system so that uf will lie
within the region u{ € U*(Zy), given by

U (zr) = {uf|(ug + Lzp)"U(uf + Lzy) < 1}.

IV. STEALTHY ADVERSARIES

We would like to ensure resilience against stealthy adver-
saries, which we define as adversaries that can bypass the 2
detector. This definition is expressed as follows.

Definition 1: A (pg, k')-stealthy adversary designs Azg.g/
such that p(g(zx—7+1:%) > n|H1) < pa VEk € {0,--- K’}

In other words, a (pg, k')-stealthy adversary designs the biases
on the residues such that the probability of detection is less
than or equal to pg through time step &'.

(22)

A. (p4q,k’)-Stealthy Bias Set

To analyze the resilience of the system against stealthy
adversaries, we first quantify the set of biases an adversary
can exert on the residues that bypass the x? detector. Theorem
[l describes this set.

Theorem 1: The full set of biases Az, that are (pg, k')-
stealthy is given by

k/
ZO:k’ = ﬂ {AZO:k’

k=0

k
> AziTElAzig)\}, (23)

i=k—T+1

where
= m):%\xx)\ s.t. Q%mT (\f)\, \/ﬁ) < pa,

and Q%mT(\ﬂ, /1) is the generalized Marcum Q-function,
given by

N S (B f%n pEmT+i—1,—t g
leT(\f V) =1—e zAZ 2J‘ f;oo ey . p———
(25)
Proof: Lemma [2| states that when the system is under
attack, the detection statistic follows a noncentral x2 distribu-
tion with a noncentrality parameter that is a quadratic function
of the set of biases Azy_711.5. Consequently, the full set of
biases that are (pg, k')-stealthy is given by maximizing the
noncentrality parameter subject to the conditions of (pg, k')-
stealthiness provided in Definition [I} These conditions are
set forth in the constraint of (24) and the intersection of the
sets in (23), where the relationship between the generalized
Marcum Q-function and the cumulative distribution function
of the noncentral x? distribution is given by

Qpur (VA = p(g(an-r11) > nlHa).

Letting A represent the noncentrality parameter, (24) maxi-
mizes this parameter and uses this maximum value to define
the set in 23). |

Lemmas [3] and [ show that the optimization problem in
[@4) can be solved with a unique solution for )\, allowing us
to quantify the full set of (pg, k’)-stealthy biases Zo.x/.

Lemma 3 ( [51]): The generalized Marcum Q-function
Q%mT(\A7 V/7) is strictly increasing in 2mT and v/A for
all VA >0, />0, and %mT > 0. It is strictly decreasing
in \/7 for all VA >0, /5 >0, and imT > 0.

Lemma 4: The solution to the optimization problem in (24)
is

(24)

Jj=0

X220 st Quur (VA V) = pa (26)
Proof: Follows directly from the fact that according to
Lemma [3] the constraint in (24), given by the generalized
Marcum @)-function, is strictly increasing in A for all A > 0,
n >0, and mT" > 0. |
In other words, Lemma [ allows us to compute an exact value
for A by successively increasing A until Q LT (ﬁ’ \m) =
Pd-

Having now exactly quantified the set of (pg, k’)-stealthy
biases Zj.p:, Theorem E] projects this set onto Az to de-
couple the correlation of the biases over time, in turn over-
approximating the set of (pq, k)-stealthy biases.



Theorem 2: If an adversary remains (pg, k’)-stealthy, then
Vi € {0,--- ,k'}, Az will lie within the region Az, € Z,
given by

Z 2 Az |Azf ST Az < A} (27)
Proof: Follows directly from projecting the set Zy.;s onto
Azy. Projecting {Azo.pr | Y1_; 14 AzI'Y~1Az; < A} onto
Azy yields Az € Z2Vj ={k,--- ,k+T—1} and Az, € R™
otherwise. Taking the intersection of all these projections over
j=A10,--- ,k'} yields Z. [ |
Remark 2: Note that Theorem 2| states that for a (pg, k')-
stealthy adversary, Az, € Z Vk € {0,---,k'}. Since Z
is time-invariant, Az, will still lie within this region as the
attacker’s stealthy time horizon k' — oo. Consequently, the
region Z is an over-approximation of the set of biases that are
pa-stealthy, where p4-stealthiness is defined as follows.

Definition 2: A py-stealthy adversary designs Azg.xs such
that p(g(zx—71+1.x) > n|H1) < pa Vk.
In other words, a pg4-stealthy adversary designs the biases on
the residues such that the probability of detection is less than
or equal to py for all time.

B. Alternate (p4, k')-Stealthy Bias Set

We can quantify an alternate set of biases that bypass the
x? detector. While the relationship between the stealthy set of
biases and the parameters p4, n, and T is not directly seen in
(23), this alternate stealthy bias set more directly depicts this
relationship. Lemma [5] and Theorem [3] describe this set.

Lemma 5: The probability of detection is upper bounded
according to

k
1
p(g(zk—T+1;k)Z77|7'l1)§n(mT+ Z Azl S Az

i=k—T+1
(28)
Proof: According to the Markov inequality and the
expected value of the noncentral x? distribution given in (T8),

p(9(zp—T31:6) > nH1) <Elg

( T+ Z AZTZ 1Azz>.

i=k—T+1

(zk— T+1 &) H1] /n

d\'—‘

Theorem 3: If an adversary designs Az, so that they lie
within the set

&
m {AZO:k’

k=0

k
Z Az?E_lAzi < npq — mT} , (29)
i=k—T+1

then the adversary will remain (pg4, k')-stealthy.

Proof:
K k
ﬂ {AZOzk/ Z AziTEIAzi<77pd—mT}
k=0 i=k—T+1
K 1 k
- ﬂ { {AZ():]C/ P> — (mT+ Z AZ;TEIA21> }
k=0 g i=k—T+1

P(9(zh—141:6) >0 H1) <pa A

® {AZO:k'

k
pd<1 (mT+ Z AziTElAz7;> }}
N i=k—T+1
Y
-
k=0

k

1

de* (mT+ Z AZ;TZlAZL> A

" i=k—T+1
1 k

p(9(zk—r41:6) =0 H1) < = (mT-i- Z AziTE_lAZJ }
g i=k—T+1

®{A20:k’

k
1
Pa<— (mT—i— E Az?E_lAzZ-) }}
n

i=k—T+1
X
= m {AZ():k' p(y(
k=0
1 k
min <pd, (mT+ Z AziTZ_lAzZ)) }
n i=k—T+1
&
= m {AZO:IC’ p(g(
k=0

k
1 Ty -1
p(g(zk_ﬂl;k)znml)sn<mT+ > AYw AZZ)}

i=k—T+1

P(g(Zk—r1:6) >N H1) <pa A

Zh—r41:6) >N H1) <

Zh—141:k) 20| H1) <pa A

y
= () {Az0:r|p (g

k=0
={Az0.x|p(9(zh—111:1) >n|H1) <pa Yk€{0,--- k'}},

where the first and fourth equalities follow directly from
Lemma [ |
Theorem [3] sets forth a subset of the full set of (py, k’)-stealthy
biases in @), showing how this set constricts with increases
in the time window T of the detector and grows with increases
in pg and the threshold 7 of the detector. Consequently, this
knowledge can be used when designing the detector to choose
appropriate values for 77 and 7' that restrict the set of stealthy
biases.

Zh—T+1:6) 20| H1) <pa}

V. SAFETY

We now investigate the amount of time the overall system
can be under stealthy attack and still remain safe with a
particular probability. For the ease of analysis, we divide up
the dynamics in (I3)) according to the bounded uncertainties
{Azk41,uf} and the stochastic uncertainties {wy, 2}, | }. Let-
ting 7. and Z2 be defined such that Z}. + 72 £ Z;, the overall



dynamics in (T3) can be represented as

- A?,} normal operation, 30)
Az + KAz, + Bu}  attack,
T =Az,+ [T K] Lkﬂ] . (31)
K N——

W

In the next two subsections, we provide sufficient conditions
for ensuring that Z;, and Z7 respectively remain within partic-
ular ellipsoidal sets when under normal operation and attack.

A. Bounded Uncertainties

Theorems M) and [5] quantify how quickly the Lyapunov
function Z}, Plxi associated with the bounded uncertainties
system in (30) either decreases or increases when the system
is under normal operation or attack.

Theorem 4: For the system in (30) under normal operation,

VP = ATPLA = 0 < T4 Pizh,, <EL Piip, (32)

where v > 0 and P; is a symmetric positive definite Lyapunov
matrix.
Proof:
T T
7y ATPi Az < Ik Pi)

17 Pzl < —1T73 —1
L1 1T41 S VT P12

AP —ATPIA-0 —
—

|
Theorem [ provides the condition guaranteeing that the Lya-
punov function associated with the bounded uncertainties sys-
tem in (30) will change at a rate upper bounded by -y when the
system is under normal operation. To ensure that the system
state converges towards the origin under normal operation,
vP; — ATP; A = 0 should be satisfied with v € [0,1) so
that the Lyapunov function decreases over time.

Theorem 5: If da; > 0 such that

' T2
=0, 33
[1"{2 F22:| (33)
where
T A -(,Ya - 2061)7)1 - -flT/Pl.A + OélszUI_/ OélI:/TUI:/
e i a; LTUL o LTUL|"’
r N _—AT’PﬂC all_/TU - AT'PIB
12 o a LTU )
I, & 71 —KTPK —KTPB
2 —BT7>1/C U — BTPB|

then Vu§ € U%(Zy) and YAz € Z,
1T -1 -17 ~1 1T -1
Ty P12 1 = Zp 1 P1Tpyq < VaZp P17g (34)

for system in (30) when under attack, where v, > 0 and P
is a symmetric positive definite Lyapunov matrix.

Proof: By using the S-procedure [52], (33) is equivalent

to
—op,+LTUuL LTUuL o LTU
LTUL LTUL 0 LT
T
fk 07 07 %271 0 gk § 0 =
UL UL 0 U
ATplA—’Yapl 0 .ATP1K: ATP1B
T 0 0 0 0
S| ktpa 0 kTP KTpB| =Y
BTP, A 0 BTP.K BT'PB
T

A T _oT
where &, = [ac}ﬂ T3

equivalent to

Azl uzT . This in turn is
175 -1 v la
— ka Pll’k + Azk+1 XZ AZk+1
+ (ul 4 Lzt + La)TU g + Lzl + La2) <o 3S)
T T
— T3 P1iZhy < VaTp PiT
for system in (30) when under attack. Note that
Pk >1
AL S Az <2
(u@ + Lzg)TU (u¢ + Lzy,) < 1

=

1 (36)
T
— 2%} P17} + AszHiE—lAzkH

+ (u§ + Lzt + La2)TU (uf + Lzl + Lz?) < 0.

Taking (33) and (36) in conjunction with one another yields
that Vui € U*(Zy) and YAz € Z,

1T =1 > 17 =l < —1T5 -1
T, Piz 21 = T PiZig < 7aZy Py

for system in (30) when under attack. ]
Theorem 5 provides a sufficient condition guaranteeing that the
Lyapunov function associated with the bounded uncertainties
system in (30) will decrease at a rate of at least v, if v, €
[0,1) or will increase at a rate of at most v, if v, > 1 when the
system is under pgy-stealthy attack, where the adversary exerts
biases uf and Az,4; within the saturation and stealthiness
limits of U%(Zy) and Z, respectively.

Having now quantified the rate at which the Lyapunov func-
tion decreases or increases for the system in @ Theorem |§|
quantifies the size of the ellipsoid in which Z} is guaranteed
to lie. The size of this ellipsoid is a function of the Lyapunov
rate parameters v and 7, as well as the amount of time the
system has been vulnerable to attacks.

Theorem 6: If vP; — ATP1A = 0, if Jay > 0 such that
(33) is satisfied, and if Z§ € £1(0,0), then

f,ﬁeel(k,Ta)é{fi‘ff?@,ﬁgmx(l AT T)} 37)

where T, represents the total number of time steps the system
has been under pg-stealthy attack.

Proof: If yP; — ATP; A = 0 and if Jo; > 0 such that
(33) is satisfied, then it follows directly from Theorems ] and
that

T .
fy::‘:,lC Plf,le normal operatlon

=17 =1
Ty P1Tp,, < T
TR {%x,ﬁ Pzl attack when zL P,z > 1



for the system in (30). Consequently,
56;1;73156%3 < max (l,yk_T""yg"'a?(l)Tpljé) .
If 7 € £(0,0), then max, 7§ P17y = 1, implying that
:E,lcTP@i < max (177’“_%75“) .

|
Theorem |§| shows that when v € [0,1) and 7, > 1, the
ellipsoid &;(k,T,) grows by a factor of 7, each time step
the system is under attack and shrinks by a factor of ~ each
time step the system is not under attack. Corollary [I] describes
the volume of this ellipsoid with respect to v, v, k, and T,.

Corollary 1: When v*~TenTa > 1, the volume of &; (k, T,,)
o grows logarithmically with v and ~,.
« is inversely proportional to k if v € (0, 1).
e is proportional to Ty, if v, > 7.
When v*~TenTa < 1, the volume of & (k,T,) is not depen-
dent on 7, 7, k, or Ty,.
Proof: The volume of & (k,T,) is proportional to

1
— log det P
& (max(lxy’“Taﬂ“) 1)

1
o det(P
& (maX(L,yk—Ta,yaTa)zn ( 1)>

= 2nlog (max(1,7*~TeyT*)) —log det(P)
2n ((k — Ta)log(7) + Talog(7a)) — log det(Py)

= if Yo~ TayTa > 1
—log det(Py) if yo—TaqTa <1
2n (k log(vy) + T, log (77@)) — log det(P1)

= if i~ Tayla > 1
—log det(Py) if ryk_Ta/yga <1.

|

B. Stochastic Uncertainties

Having quantified the size of the ellipsoid in which Z, lies,
we now quantify the ellipsoid in which z3 lies with at least
probability p for the stochastic uncertainties system in (3T).
To do so, we leverage the notions of quadratic boundedness,
robust positive invariance, and probabilistic positive invariance
which are described in Definitions 3} [ and [5} These defini-
tions, along with Lemmas |§| and [/, have been modified and
adapted from [53], [54] in order to arrive at the result presented
in Theorem [7]

Definition 3 ( [53]): Let s € R™ and dj € R™¢ represent
state and disturbance vectors, respectively, and let D be a

compact set. A system of the form
Sk+1 = AS}C + Bdk (38)

is quadratically bounded with symmetric positive definite
Lyapunov matrix P if and only if

spPsp > 1 = s{,1Pspp1 < siPsp Vd € D.  (39)

Definition 4 ( [53]): The set S is a robustly positively
invariant set for (38) if and only if s; € S implies that
Sk4+1 € S Vdy € D.

Definition 5 ( [54]): Let dj ~ 04 indicate that dj is a
random variable of distribution Q%. The set S is a probabilistic
positively invariant set of probability level p for (38) with
dy ~ Q% if and only if s € S implies that Pr(s; € S) > p
vk > 0.

Given these definitions, Lemma [f] provides a condition
that is equivalent to robust positive invariance, Lemma [7]
shows the correspondence between robust positive invariance
and probabilistic positive invariance, and Lemma [§] combines
these results to provide a sufficient condition for probabilistic
positive invariance.

Lemma 6 ( [53]): Let dg S D =
{dp|dIDdr <1, D=0} S £ {si|sfPsp <1} is
a robustly positively invariant set for (38) and the system in
(38) is quadratically bounded with symmetric positive definite
Lyapunov matrix P if and only if Ja > 0 such that

(a- 1P+ ATPA  ATPB 40
BTPA BTPB — oD 40
Lemma 7 ( [54]): If S is a robustly positively invariant set

for (38) with

dy, € D = {di|dE D d), < na/(1—p)},

=0

(41)

then S is also a probabilistic positively invariant set of
probability level p for (38) with dy ~ Q% E[dy] = 0, and
Cov(dy) = D.

Lemma 8: Let dj, ~ Q%, E[dy] = 0, and Cov(dy) = D. If
Jda > 0, P > 0 such that

(a—1)P+ATPA ATPB
BTPA BTPA — cu-pp-1| 20, (42)
nd

then S £ {sk |s£77$k < 1} is a probabilistic positively invari-
ant set of probability level p for (38).
Proof: Follows directly from Lemmas [6] and [7] [

Given these Lemmas, Theorem |Z| sets forth the ellipsoid in
which Z7 lies with at least probability p for the system in
(1), and Corollary [2] describes the volume of this ellipsoid
with respect to p.

Theorem 7: Let R = BlkDiag(Q,Y) so that w, €
R™™™ ~ N(0,R). If Jag > 0, P2 = 0 such that

(042 — 12792 + ATPQA ~ ATPQIC
KTPy A KTPylC — 22

n+m

Rl] <0, @3)

then -
&(p) 2 (|5 Paat < 1/(1-p)}

is a probabilistic positively invariant set of probability level p

for (31).

 Proof: Applying Lemma(8to (3T) yields that if 3o > 0,
P > 0 such that

{(ag —1)P + ATPA

(44)

ATPK
KTPA KTPK — 221 =,
then & (p) = {iz‘izTﬁziﬁ < 1} is a probabilistic positively

invariant set of probability level p for (3T). Letting P = (1 —
p)P2 yields the desired result. [ |



Corollary 2: The volume of &;(p) grows logarithmically
with p.
Proof: The volume of & (p) is proportional to
—logdet (1 —p)P2) = —log ((1 —p)?" det(Pg))
—2nlog(1 — p) — log det(Ps).

C. Safety Set

We have now quantified the ellipsoid &; (k, T},) in which Z},
is guaranteed to lie as well as the ellipsoid £ (p) in which Z7
lies with at least probability p. Theorem [§] uses these results
to quantify the region within which the overall state Zj lies,
and this region can be used to determine whether or not the
safety constraints have been violated.

Theorem 8: If g € {£1(0,0) @ &(p)} and if
o, a2,v,7v, > 0and Pp, Py > 0 such that yP; — ATP; A =
0, (33), and @3) are satisfied, then

Pr(zn € {61k, To) © &M >pVE>0  (45)

when a pg-stealthy adversary attacks the system for a total of
T, time steps.

Proof: If Ty € {£1(0,0)®E2(p)} and if oy, o, 7y, Ya >
0 and Py, P2 = 0 such that vP; — AT P A = 0, (33), and
are satisfied, then it follows directly from Theorems [6] and
that

T € & (k,T,), Pr (:Ei € &(p)) = p Vk > 0.

Since T, = Z1+73, T, € {E1(k, T,)®E(p)} with probability
greater than or equal to p Vk > 0. ]
Given a set of safe state constraints, Theorem [§] can be used
to provide a conservative estimate of how long the system
can remain under pg4-stealthy attack before the safe state
constraints are violated. It provides a tool to analyze the
response mechanism being used, providing the probability of
safety given the number of time steps the system has been
vulnerable to attack.

In executing this analysis, the variables v, 7,, P1, and Po
are all parameters that can be chosen by the system operator
as long as vP; — ATP1A = 0, (33), and are satisfied.
The meanings of these parameters are presented as follows:

o 7v: The rate at which the Lyapunov function decreases
(y € [0,1)) or increases (y > 1) under normal operation
for the system in (30).

e 7, The rate at which the Lyapunov function decreases
(v € [0,1)) or increases (7, > 1) under attack for the
system in (30).

e P;: The shape matrix for & (k,Ty).

e Py: The shape matrix for E3(p).

To minimize the rate parameters v and v, as well as minimize
the volume of the shape matrix for the ellipsoid &; (k, T,), the
parameters vy, 74, and P; can be designed according to the
following optimization problem:

s.t. P; >0,
(46)

argmin wy7y + way, — w3 log det Py
@1,Y,Ya,P1

a1,% % =0, yP1 — A"P1A = 0, is satisfied,

where wi, wy, and w3 are nonnegative constants weight-
ing the rate at which the Lyapunov function for (30) de-
creases/increases under normal operation, the the rate at which
the Lyapunov function for (30) decreases/increases under
attack, and the volume of the shape matrix for & (k,T,),
respectively. To minimize the volume of the ellipsoid & (p),
the parameter Py can be designed according to the following
optimization problem:

argmaxlogdet Py s.t. Py =0, sy >0, (43) is satisfied.
as,P
2 2 (47)

VI. EXAMPLE

To demonstrate the effectiveness of this analysis for under-
standing resilience against stealthy attacks, we consider the
quadruple tank process, a multivariate laboratory process that
consists of four interconnected water tanks [55]. This process
is an example of a CPS that can be subject to stealthy attacks
where an adversary corrupts the inputs and outputs through a
memory corruption attack, a man-in-the-middle attack, or an
attack on the physical actuators and sensors. The objective of
the quadruple tank process is to control the water level of the
first two tanks using two pumps. The system has four states
(water level for each tank), two inputs (voltages applied to the
pumps), and two outputs (voltages from level measurement
devices for the first two tanks).

We use the system model in [55] at the minimum-phase
operating point with a 1.5 cm? cross-section for each tank’s
outlet hole. We discretize the system with a sampling rate of
2 seconds and use an LQG controller with weights W = I
and V = 100/. To ensure an appropriate noise magnitude,
Q@ and R are created by generating a matrix from a uniform
distribution, multiplying it by its transpose, and dividing by
100. The saturation limits for the actuators are given by
U = BlkDiag(1/9?,1/99)? so that |v; — 09| < |09, where
v; represents the voltage applied to pump i and o) represents
the operating point of pump i. A window size of T" = 10 is
used for the x2 detector, and the threshold 7 is chosen so that
the desired false alarm rate is 1%. This system enters an unsafe
region of operation when the tanks overflow, so the set of safe
states is given by |h; — h?| < 30 cm, where h; represents the
water level of tank i and h) represents the operating point of
tank 1.

We solve for the maximum noncentrality parameter \ ac-
cording to for a pg-stealthy adversary with pg = 99%.
Since the optimization problem in is not convex, we
design the parameters -y, 7y,, and P; in a suboptimal manner
by first finding a P; that satisfies P; — ATP; A = 0 and
then finding the minimal nonnegative value for - such that
vP1 — ATP1A = 0 is satisfied. After that, we solve for a;
and ~, by minimizing ~, subject to (33). Since minimizing
Es(p) jointly over ay and Py in is not convex, we find a
suboptimal solution for ap and P, by restricting the possible
values of ap to a finite set and maximizing maxp, log det Po
subject to (#3) over that finite set.

Figures and [5| depict the volume of & (k,T,), the
ellipsoid in which 7} lies. As stated in Corollary 1} Figure



shows that the volume of & (k,T,) is proportional to T,
growing linearly with the total amount of time the system
has been under py-stealthy attack. Figure [ also confirms the
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Fig. 3. Volume of €1 (k, T,) as a function of the total number of time
steps T, under pg-stealthy attack.

results of Corollary (I} showing that the volume of & (k, T,) is
inversely proportional to k, decreasing linearly with the total
amount of time the system has been under normal operation.
Figure [3| similarly shows how the volume of & (k,T,) grows
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Fig. 4. Volume of €1 (k, T,) as a function of the total number of time
steps k.

linearly with the percentage of time the system is under pg-
stealthy attack. In Figures 3] ] and [j] it can be seen that
there is a minimal volume for & (k,T,) which is due to the
appearance of the term max(1,7*~Za~1) in the definition of
51 (k‘, Ta) in .

Figure [6] depicts the volume of £;(p), the ellipsoid in which
77 lies with at least probability p. As stated in Corollary
Figure |§| shows that the volume of &> (p) grows logarithmically
with p, indicating that larger ellipsoids are associated with
greater confidence regions.

Figures[7]and [§]leverage the safety set presented in Theorem
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Fig. 5. Volume of €1(k, Ta) as a function of the percentage of time

under pg-stealthy attack.
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[B]to indicate whether or not specific response mechanisms will
result in maintaining resilience against stealthy adversaries.
Figure [7] shows the conservative upper bound on the total
number of time steps 7, under pg-stealthy attack that the
system can remain safe with at least 99% probability. This
number of time steps is proportional to the total number of
time steps, indicating that the system can handle being under
pg-stealthy attack for more time when it has been under normal
operation for a larger amount of time. Let 7 represent the total
number of time steps the response mechanism has allowed
the system to be vulnerable to attacks at time step k. Any
response mechanism that ensures 7; lies below this upper
bound will guarantee that the system remains safe against
pa-stealthy attacks with at least 99% probability. Figure
compares 75 for two response mechanisms to this upper
bound. Response mechanism 1 ensures that every 4 time steps,
the system is not under attack for the first 2 time steps but
then is vulnerable to attacks for the next 2 time steps. This
may be achieved, for example, through software rejuvenation
[27]. Response mechanism 2 ensures that every 10 time steps,
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conservative upper bound on the total amount of time the system can
remain probabilistically safe under pq4-stealthy attack in terms of time
steps.

the system is not under attack for the first 2 time steps but
then is vulnerable to attacks for the next 8 time steps. As
seen in Figure |Z], T for response mechanism 1 lies below
the conservative upper bound for safety, guaranteeing that the
system will remain safe against pg-stealthy adversaries with at
least 99% probability. However, safety cannot be guaranteed
when response mechanism 2 is implemented since 7 lies
above the conservative upper bound for safety. The exact same
results are shown in Figure [ except that the y-axis depicts the
percentage of time under pg-stealthy attack instead of the total
number of time steps T, under pg-stealthy attack.
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Fig. 8. Comparison of two different response mechanisms to a conser-
vative upper bound on the total amount of time the system can remain
probabilistically safe under p4-stealthy attack in terms of percentages.

We simulated the quadruple tank process over 1000 trials
for a period of 100 time steps, allowing the system to be under
pq-stealthy attack for the maximum number of time steps
according to the conservative upper bound in Figure [} Over
these 1000 trials, the tanks never overflowed, demonstrating

that the conservative upper bound in Figure [/| ensures that
system remains safe against py-stealthy adversaries with at
least 99% probability.

VIl. CONCLUSION

In this article, we have shown that when analyzing attacks
on CPSs and designing associated response countermeasures,
particular attention must be given to how long the system can
remain under attack and still remain safe. We show how a
detector limits the set of stealthy biases an adversary can exert
on the system, and we use this fact to produce a conservative
upper bound on the amount of time the system can be under
stealthy attack without violating the safety constraints. This
timing analysis can then be used in the design of the response
mechanism to thwart adversaries. We illustrate our results with
the example of the quadruple tanks process. While this work
demonstrates that response mechanisms can be developed to
prevent stealthy attacks from violating the safety constraints,
future work includes ensuring resilience against attacks that
are not stealthy, particularly when there may be missed detec-
tions as well as a non-negligible time to detection that causes
a delay in initiating the response mechanism. Furthermore,
future work includes leveraging online information from the
sensor measurements to produce a less conservative upper
bound on the amount of time that the system can remain
resilient against stealthy attacks.
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