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Abstract—Trust is a fundamental concept in large-scale dis-
tributed systems like the Internet of Things (IoT). Trust helps
to resolve choices into a decision. However, the trust calculation
depends on the amount of uncertainty present in data sources.
Trust in an IoT network is proportional to the amount of
uncertainty generated by such sources as hardware malfunctions,
network stability, adversarial issues, and the nature of data
exchanged between the entities. The relationship between trust
and uncertainty warrants approaches designed to maximize the
former quality whilst minimizing the latter. Unfortunately, there
is no consensus on an approach to ensure the trustworthiness
of IoT networks, in particular, addressing the uncertainty issues
in a fine-grained way. This paper aims to explore a generalized
framework designed to manage trust in IoT networks of varying
scales. In the proposed framework, several sources of uncertainty
are expressed as quantities, trust ratings are calculated for
individual entities in an IoT network, and a network model
capable of effectively distributing workloads to trustworthy nodes
is proposed. We consider a practical use case of smart vehicular
networks. By realizing this paper, a standardized approach to
building trustworthy IoT networks can be established, which can
further guide subsequent works in the field of trust management
under uncertainty.

Index Terms—Internet of Things, Uncertainty, Trust manage-
ment framework, Smart vehicular networks.

I. INTRODUCTION

Internet of Things (IoT) applications and services are in-
creasing in everyday living spaces, public and private utilities,
and workplaces alike due to their potential for enabling sys-
tematic problem-solving abilities by automating and managing
repetitive tasks in a faster way [1]. The prevalence of such net-
works has been made possible by a contemporary movement
in society that emphasizes a pervasive inter-connectivity of
smart electronic devices (also referred to as things) through
the Internet [2]. In the IoT, users and devices must interact
with one another, often in uncertain circumstances, which
leads to uncertainty in the system. Sharing information under
such uncertainty further introduces security, privacy and trust
challenges due to the nature of the IoT systems (e.g., resource
limitation, network and device heterogeneity, etc) [3] [4].

The concept of uncertainty comprises multiple perspectives
and interests in different scientific disciplines. The impact of
uncertainty is significant to the performance of a system. If the
outcomes of a process are known (i.e., in a certain state), there
is a high confidence level for decision making. Likewise, the
confidence levels decrease with increasing uncertainty in the

outcomes. The certain and uncertain states denote the degree of
uncertainty (i.e., the quality and the usefulness of information)
present in the system, and the value of confidence can help to
measure a system’s performance [5].

Trust can be represented as a subjective belief of an entity
to another in a particular context. Trust assists in resolving
choices into decisions [6]. These are coupled with the notion
of uncertainty. Therefore, to allow for decision making, it
is crucial to consider two issues, (i) a representation of
uncertainty, and (ii) a representation describing the impact of
uncertainty associated with a particular task. In Fig. 1, we
illustrate a simplistic association of uncertainty with decision
making.

Consequently, diverse research has been conducted to ex-
amine the sources and implications of uncertainties in various
multidisciplinary areas, including computing and social sci-
ences. However, a study on uncertainty containing a detailed
discussion of sources and types of uncertainty to see its impact
on smart vehicular networks is lacking in the present literature.
In this paper, we intend to observe uncertainty from the
confidence of outcomes that determine information quality (in
a decision) and look deeply into the impact of uncertainty in
smart vehicular networks as a use case. Note, we refer to smart
vehicular networks as IoT-enabled smart systems. We present
different uncertainties and their various sources considering
an IoT system. We further show how these various sources of
uncertainty propagate in an IoT system and their associations
with trust-related issues in smart vehicular networks. Note, we
consider two well-known uncertainty types, namely aleatoric
(i.e., uncertainty arising from noise or randomness) and epis-
temic (i.e., uncertainty arises from a lack of knowledge in
systems) uncertainty [7].

With the increased automation based on IoT, the underlying
uncertainty reduces utility and increases automation risks to
a greater extent [8] [9]. The risks are even crucial given the
particular nature of the system, e.g., resource limitation, device
portability, heterogeneity in networks, and high mobility of the
system. For example, consider a smart vehicular network that
deals with a massive number of connected vehicles, traffic
management systems, and cross-domain authentication issues
to provide a more efficient transportation facility. In such a
system, failure to identify and comprehend uncertainty can
significantly impact the system’s performance [10].
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Fig. 1. Impact of decision making in uncertain and certain states.

The motivation of this study is to couple uncertainty man-
agement with the notion of smart vehicular networks as a use
case. This encompasses the significance of mining, integration,
and aggregation of uncertain data coming from different
sources. We also introduce a conceptual framework that serves
as a reference for future attempts at constructing secure,
reliable, and trustworthy IoT networks. The contributions of
the paper can be summarized as follows:
• We provide a detailed quantification or qualification of

various uncertainties derived from the different sources.
• We design a conceptual trust management framework

to measure the trustworthiness of individual nodes in a
large-scale IoT network (e.g., smart vehicular networks).

• Our study shows that the proposed design allows for
distributed information sharing in a trustworthy manner
under uncertainty.

The rest of the paper is organized as follows. Section II
presents the background and related work on trust and uncer-
tainty. In Section III, we introduce the proposed framework.
Section IV, provides an evaluation of the framework. Finally,
in Section V, we conclude the paper with future work.

II. BACKGROUND AND RELATED WORK

In this section, we present a short background and related
work on trust and uncertainty.

A. Defining Uncertainty

Uncertainty can be seen as a lack of quantifiable knowledge
about some occurrences [11]. The presence of uncertainty
indicates deviation(s) in the expected state(s) of a system.
Uncertainty is also seen as a lack of the necessary information
to make decisions in a system. It leads to the decision-maker
synthesizing the necessary information using subjective and
relatively limited evaluations. Furthermore, uncertainty can
occur when it is not possible to foresee the complete set of

consequences of acting. It leads to a decision-maker potentially
deciding based on incomplete or unsound information [12]. We
consider uncertainty as a probability distribution for further
computation in the model.

B. Sources of Uncertainty

As stated earlier, in this paper, we consider two types of
uncertainty, namely, aleatoric and epistemic. In Table I, we list
the various sources of uncertainties. We observe that the most
frequent uncertainty source involves the hardware limitations
of the devices. Other notable sources of uncertainty include
the specific data management processes, network design and
network stability, as well as device heterogeneity.

C. Uncertainty and Notion of Trust

Trust can be seen as an extent of confidence with which
an entity can ensure to other entities specific services tailored
for given contexts and quality [13]. In the context of an IoT
system, the ideas of trust and uncertainty are linked by their
proportional nature. That said, overall trust in a system can be
maximized with minimized uncertainty.

D. Uncertainty and Trust for Smart Vehicular Networks

There are several works that consider uncertainty and trust-
building together for dynamic systems [21]. In addition, many
other works propose a trust management framework for smart
vehicular networks. But the issue of trust management under
uncertainty when considering the smart vehicular networks
are lacking in the present literature. For instance, proposals
[22] and [23] discuss uncertainty issues in cyber physical
systems (CPS). In these proposals, uncertainties are identified
on the application, infrastructure, and integration levels of
the CPS. Unlike our motivation, they do not discuss trust
management under uncertainty. Proposal [14] discusses the
concept of uncertainty in a practical context of smart buildings.
Uncertainties are considered using subjective logic. Proposal
[15] discusses the challenges of uncertainties in an IoT system.
It emphasises the impact of uncertainty on the quality of data
transmission in the IoT pipeline. But these proposals do not
consider how uncertainty impacts in distributed trust building.

Fernandez-Gago et al. [24] design a trust management
framework for an IoT network that relies on trust, privacy, and
identity requirements. Maddar et al. [17] offer an intrusion
detection model for an IoT network composed of wireless
sensor networks (WSN). Abera et al. [18] employ the process
of remote attestation, to monitor sparsely distributed nodes in
an IoT network. Pal et al. [25] propose a trust management
system for large-scale IoT networks focused on improving
access control mechanisms for resource-constrained edge de-
vices. Ruan et al. [26] discuss a general trust management
framework for IoT networks. The proposed trust management
model utilizes the overall trustworthiness of a node and the
measure of confidence in its own evaluation of trustworthiness
as metrics to manage trust in the system. While these proposals
discuss the notion of trust in IoT systems, they do not consider
the impact of uncertainty within the model.



TABLE I
COMMON SOURCES OF UNCERTAINTIES LISTED IN THE EXISTING LITERATURE.

Uncertainty Magruk et al. Tissaoui et al. Kiureghian Maddar et al. Abera et al. Ismail et al. Hussain et al.
Sources [14] [15] [16] [17] [18] [19] [20]
Devices Heterogeneity X X 7 7 7 X 7

Data Quality 7 X 7 7 X 7 X
Data Management X 7 7 X 7 X X
Network Design 7 X X 7 7 X X
Network Scalability X X 7 X 7 7 7

Network Stability 7 7 X X 7 X X
Privacy Protection X X 7 7 X 7 7

Hardware Malfunctions X X X X X X X
Quality of Service 7 X 7 7 X 7 7

Geographical Dispersal 7 7 X 7 7 X 7

Environmental Effects 7 7 7 X 7 X 7

Proposal [27] presents a trust management framework for
smart vehicular networks. In this framework, vehicles can
detect a compromised vehicle (e.g., attacked by a malicious
agent for performing malicious activities) in proximity and
ignore communications with them. In [28], a machine learning
approach is used to build trust management for vehicular
networks. In this approach, a trust model is devised based
on the behaviour of nodes located in proximity for forwarding
packets. Other proposals, e.g., [29], [30], and [31], use fog
computing and blockchain-based solutions for trust manage-
ment in smart vehicular networks. However, these proposals
do not consider the uncertainty issue in the model during trust-
building. Therefore, no organized and shared approach lists the
various implications of uncertainty and how it can impact the
overall performance of an IoT-enabled system, e.g., a smart
vehicular network when considering distributed trust.

III. PROPOSED FRAMEWORK

In this section, we discuss the proposed trust management
framework. The objective of the framework is to: (i) determine
procedures for quantifying uncertainties, and (ii) derive trust
ratings from the quantities. In addition, we have designed a
network model to enable a sufficiently large-scale IoT system.

A. Assumptions

We make the following assumptions:
• Trust in the network is maximized by minimizing the

impact of uncertainties: under this assumption, the pro-
posed framework is designed to allocate decision-making
workloads to only the most trustworthy nodes in the
network.

• A node cannot act unless sufficiently trustworthy: under
this assumption, the proposed framework requires nodes
to continuously update their trust ratings so that the
system can be sufficiently trustworthy by maintaining
updated information.

It is also presumed that all nodes in the system are pro-
visioned with the appropriate hardware and software imple-
ments to measure characteristics of uncertainties and perform

decision making computations. To simplify discourse, it is
assumed that each node in the network is equipped to handle
the required decision making processes because discussions
on specific hardware and software solutions are not within the
scope of this research.

B. Design Considerations

In this section, we introduce the general composition of the
proposed framework.
• The framework categorizes uncertainties into aleatoric

and epistemic uncertainties.
The proposed framework considers aleatoric and epistemic

uncertainties. These two categories are chosen because they
can be applied to specific IoT contexts while remaining
abstract enough to warrant their inclusion in a conceptual
framework. It is expected that epistemic uncertainty can be
expressed in qualitative terms (e.g., High, Medium, and Low)
while aleatoric uncertainty is expressed in quantitative terms
(numerical values) [16].
• The framework employs fuzzy logic to convert epistemic

uncertainties into numerical data.
The framework anticipates difficulties quantifying epistemic

uncertainties due to the challenges in expressing the lack of
knowledge in certain phenomena. To address this, we employ
fuzzy logic to convert epistemic uncertainties into numerical
values that can enable the trust management process. Fuzzy
logic allows for the computation of linguistic descriptors like
High and Low, which are lacking in numerical definition. Em-
ploying fuzzy logic involves the conversion of such subjective
uncertainty quantities into objective numerical values through
the process of fuzzification, inference and defuzzification.
• The framework follows a network architecture inspired

by Directed Acyclic Graphs (DAG).
A key aspect of the proposed framework’s trust management

is the propagation of trust values across the network. There-
fore, the framework is expected to offer nodes in the network
knowledge of the extent of trustworthiness of neighbouring



nodes. By publishing these trust ratings, nodes are empow-
ered to carry out decision-making processes with only the
most trustworthy nodes, thereby simultaneously distributing
workloads and maximizing the trustworthiness of the result.
To facilitate this behaviour, the framework follows a network
architecture based on DAGs, as utilized in the IoTA cryptocur-
rency [32].

IV. FRAMEWORK EVALUATION

The evaluation revolves around the design of the proposed
framework, which is composed of procedures for trust calcula-
tion and a network model that allows for scalable distribution
of workloads under uncertainty.

A. Prioritized the Sources of Uncertainty

Table II lists four types of priority and severity that we use
in our framework. These sources are derived from Table I.
Sources that are cited equally in the existing literature fre-
quently are prioritized equivalently.

TABLE II
SOURCES OF UNCERTAINTY AND PRIORITY.

Priority/Severity Uncertainty Sources

1 Hardware Malfunctions
2 Data Management

Network Design
Network Stability

3 Devices Heterogeneity
Data Quality
Network Scalability
Privacy Protection

4 Quality of Service
Geographical Dispersal
Environmental Effects

In Table III, the sources of uncertainty are categorized
into epistemic, aleatoric or both to guide in designing the
appropriate data collection procedures for each uncertainty.
As mentioned earlier, it is expected that nodes in the network
measure epistemic uncertainties qualitatively and aleatoric
uncertainties quantitatively.

B. Calculation of Trust Rating

Fig. 2 illustrates the process of transforming uncertain data
obtained from nodes to a trust rating for the node.

Once a list of uncertainties and the means to measure them
have been identified, the framework defines each uncertainty
as a variable ui such that each uncertainty is a part of the set
U of size n. This is expressed as follows,

U = {u1, u2, u3, . . . , un} (1)
|U | = n (2)

Given the existence of both aleatoric and epistemic uncer-
tainties, it is expected that U will be the union of the subsets
UA and UE defined below, where UA represents the subset of

TABLE III
CATEGORIZED SOURCES OF UNCERTAINTIES BASED ON TYPES.

Category (Epistemic/Aleatoric/Both) Uncertainty Sources

Both Hardware Malfunctions
Aleatoric Data Management
Both Network Design
Both Network Stability
Both Devices Heterogeneity
Aleatoric Data Quality
Epistemic Network Scalability
Both Privacy Protection
Aleatoric Quality of Service
Aleatoric Geographical Dispersal
Both Environmental Effects
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Fig. 2. An outline of the computation of trust rating.

all aleatoric uncertainties and UE represents the subset of all
epistemic uncertainties.

UA = {uA1, uA2, uA3, . . . , uAj} (3)
UE = {uE1, uE2, uE3, . . . , uEk} (4)

UA has j elements and UE has k elements, and the sum of
elements in both sets should be equivalent to the number of
elements in set U. In other words, the framework considers
all possible uncertainties to be either aleatoric or epistemic.

|UA| = j (5)
|UE | = k (6)

UA ∪ UE = U (7)
Since Table III offers sources of uncertainty that can be

considered both aleatoric and epistemic in nature, it is expected
that adopters of this framework decompose the provided
sources of uncertainty in a manner that limits the catego-
rization of individual uncertainties to either the aleatoric or
epistemic types.

The proposed framework computes aleatoric and epistemic
uncertainties using different approaches, as outlined earlier.
The complete set U is the input required by Black Box 1,
which is represented by B1(U), and is expected to output a set
Q. A discussion of Black Box 1 and 2 are given below.



1) Black Box 1: It is responsible for taking a set of
uncertainties U and quantifying or approximating them ap-
propriately, thereby offering an output of Q, which is the set
of numerical uncertainties with n elements.

Q = {q1, q2, q3, . . . , qn} (8)
|Q| = n (9)

Each element qi in Q is derived by applying Black Box 1
to the corresponding variable ui in U. Thus,

qi = B1(ui) (10)
Similar to U, Q is the union of the aleatoric and epistemic
subsets QA and QE. QA is of size j and QE is of size k. Thus,

QA ∪QE = Q (11)
|QA| = j (12)
|QE | = k (13)

QA is subjected to ‘Monte Carlo’ experiments, which utilize
random sampling methods to obtain numerical values. This
approach was used by [33] to quantify the reliability of IoT
networks. Using the input uAi, Black Box 1 runs a simulation
to estimate the extent of uncertainty represented by the input.

B1(UA) = QA (14)
The corresponding output qAi is a numerical quantity of

aleatoric uncertainty, and the resultant set QA can be processed
further by Black Box 2 to obtain the trust rating for a node.
QE, meanwhile, is subjected to the ‘Mamdani Fuzzy Inference
System’ used by [34], which is a fuzzy logic system consisting
of the following three stages [34].
• Fuzzification of the input uEi, which involves converting

the input into linguistic fuzzy logic variables, e.g., High,
Medium, and Low.

• Fuzzy Inferencing, which is the process of operating on
linguistic variables using a set of fuzzy rules.

• Defuzzification, which is the process of converting the
inferred results into a numerical output qEi.

Using the input uEi, Black Box 1 translates non-numerical
descriptors to numerical values.

B1(UE) = QE (15)
The output qEi is a numerical quantity of epistemic uncertainty,
and the resultant set QE can be processed further by Black
Box 2 to obtain the required trust rating for a node. Fig. 3
summarizes the logic flow of Black Box 1.
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2) Black Box 2: To evaluate a trust rating, it is necessary
to apply weights to the set Q, as Table II prioritizes certain
sources of uncertainty over others. Thus, the framework ex-
pects a set of weights W of size n to be defined [22].

W = {w1, w2, w3, . . . , wn} (16)
|W | = n (17)

It is expected that the quantified uncertainty variable qi will
have a corresponding weight wi. The steps to obtain the
required trust rating are as follows:
• Multiply variable qi with its corresponding weight wi.
• Sum the resultant weighted uncertainty variables.
• Divide the result by the sum of all weights wi in W.
Equation 18 summarizes the steps required to compute the

trust rating T, which is expected to exist in the range of [0, 1].
Where, 0 represents absolute distrust, and 1 represents absolute
trust. ∑n

i=0 Qi ∗Wi∑n
i=0 Wi

= T (18)

The value T is the resultant trust rating of the node in
question, and it will be used to determine the suitability of
a node to carry out a task. A node with a value T closer to 1
is more likely to contribute to a decision-making process than
a node with a value T closer to 0. Fig. 4 summarizes the logic
flow of Black Box 2.
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C. Network Model

It is necessary to define a network model that allows for
distributed trust sharing and decision-making whilst being
resistant to the issues associated with network scalability.
Thus, it is recommended that a network model inspired by
DAGs be implemented in the proposed framework. Proposal
[35] considers improving the linear blockchain-based approach
with a DAG, which stabilizes network performance as the
network grows. In the proposed framework, modelling the
network after DAGs would satisfy two functions: firstly,
it would enable the provision of a distributed trust ledger
detailing the trust values of all the nodes in the network,
and secondly, it would allow nodes to share the workload
of decision-making with other suitably trustworthy nodes,
thereby ensuring a distributed system where trustworthiness
is maximized by minimizing uncertainty.
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1) Composition of the Network: In the model, nodes that
are geographically close to each other are considered a part of
the same cluster. Within such clusters, nodes are arranged in a
peer-to-peer manner, which allows each node to communicate
directly with any other node without any impositions of
hierarchy. It is expected that several such clusters are merged
to form a DAG of clusters. Fig. 5 shows a DAG comprised of
clusters H1, H2, H3 and H4.

2) Distributed Trust Ledger: The proposed framework
maintains a Trust Ledger, which contains the trust ratings
of all the nodes in the network. By using the distributed
ledger approach employed by cryptocurrency systems [36], it
is possible to host this Trust Ledger in a distributed fashion
across all the clusters in the network, thereby not relying on
centralized storage space.

When two nodes N1 and N2 within a cluster complete a
round of communication with each other, N1 evaluates the trust
rating of N2, and N2 does the same for N1. These new trust
ratings are added to the Trust Ledger, where the trust rating
of each node is maintained as a rolling average value. By
maintaining rolling average values, the framework prioritizes
nodes that have historically maintained high trust ratings over
an extended period of time.

3) Coordinators: When nodes are tasked with carrying
out an action, the framework ensures that the workload is
distributed among only the nodes with the highest trust ratings.
This ensures that the amount of uncertainty in the result of
the action is minimal. The distribution of workloads is the
responsibility of the coordinator node: should a cluster H1 need
to collaborate on a decision-making task with another cluster
H2, the coordinator nodes CH1 and CH2 act as representatives
of their corresponding clusters.

The coordinator node of a cluster is the node with the
highest trust rating maintained over an extended period of
time. Since trust ratings are updated upon the completion of
each round of communication, the duties of the coordinator are
assumed by different nodes over time. This approach elimi-
nates the need for a centralized coordinator. Fig. 6 displays
the peer-to-peer setup of a hypothetical cluster along with its
coordinator, with Table IV displaying trust ratings of nodes in
the cluster. It must be noted that the trust ratings in Table IV
were randomly generated to serve as an example.

TABLE IV
HYPOTHETICAL TRUST RATINGS OF NODES IN A CLUSTER.

Node Trust Rating Coordinator

N1 0.54 No
N2 0.79 No
N3 0.86 No
N4 0.91 Yes
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Fig. 6. The peer-to-peer cluster with the node N4 serving as the coordinator.

D. Discussion

In this section, we provide some significant findings and
address some points of consideration when implementing the
framework given its choice of components. The proposed
model is helpful for smart vehicular networks in many differ-
ent aspects. The framework can gather a collection of different
sources of uncertainties for distributed trust-building. It sig-
nificantly helps multiple applications, including self-driving,
post-accident processing, and automatic driving monitoring in
a smart city environment. Black Boxes 1 and 2 provide a
computational foundation for the quantification of trust ratings
but does not offer specific parameters with which to generate
the required ratings. This is by design, as the framework is
intended to be a conceptual one that can be extended to cater
to specific contexts.

Although the network model proposed as part of the frame-
work addresses the requirement of a distributed system and
the issue of network scalability, it contributes to some issues.
For instance, under the proposed framework, most of the
computational burden will be on the nodes in the network.
This is a consequence of distributed computing, and a solution
is to ensure that the individual nodes in the system can with-
stand the increased workloads. Indeed, for the framework to be
successfully implemented, all nodes must be equally capable
in terms of processing power.

Since decision-making processes are to be assigned to nodes
with the highest trust ratings over an extended period of time,
it will take the nodes in the network an amount of time to
reach ‘maturity’ and therefore be considered trustworthy. In
the meantime, the framework may not necessarily distribute
workloads effectively due to a lack of adequate information on
the trustworthiness of nodes. This problem has been addressed
in the context of cryptocurrencies, where distributed ledger



systems are supplemented by a temporary centralized coordi-
nator that handles the distribution of data [37] [38]. Should
such a solution be deployed, it is important that adopters of
the framework be prepared to handle the risks associated with
relying on a centralized authority to distribute workloads as
encountered in blockchain technology.

Moreover, the clusters in the network must contain similar
numbers of nodes to enable the equal distribution of work-
loads. Should there be a large variance in sizes among dif-
ferent clusters, issues related to hardware failure and network
performance may arise. This is especially important if adopters
wish to extend the network rapidly in size: it is recommended
that new clusters be added to the existing network, or existing
clusters be expanded uniformly.

V. CONCLUSION AND FUTURE WORK

In this paper, we have proposed a framework that ac-
complished the challenge of ensuring trust in a distributed
IoT network by identifying its sources of uncertainty and
quantifying them. It offers mechanisms to monitor individual
uncertainties, calculate trust ratings for nodes in the network,
and a network model that enables decision-making within the
network in a distributed manner. The framework can maximize
the trust value in the system while minimizing the impact of
uncertainties. Since the framework is meant to serve as a foun-
dation for more context-specific implementations, adopters of
the framework are encouraged to use the provided sources of
uncertainty as a foundation for more rigorous definitions of
uncertainty relevant to specific contexts. In future, we intend
to conduct practical case studies using the proposed network
model in various identified uncertainty sources to demonstrate
the suitability of the proposed framework at scale.

ACKNOWLEDGMENT

The authors acknowledge the support of the Commonwealth
of Australia and Cybersecurity Research Centre Limited.

REFERENCES

[1] P. Cofta, K. Karatzas, and C. Orłowski, “A conceptual model of
measurement uncertainty in iot sensor networks,” Sensors, 21 (5), 2021.

[2] T. Rabehaja, S. Pal, and M. Hitchens, “Design and implementation of
a secure and flexible access-right delegation for resource constrained
environments,” Future Generation Comp. Sys., (99), pp. 593–608, 2019.

[3] S. Pal, M. Hitchens, V. Varadharajan, and T. Rabehaja, “Fine-grained
access control for smart healthcare systems in the internet of things,”
EAI Trans. on Industrial Networks and Intelligent Systems, 4 (13), 2018.

[4] S. Pal, M. Hitchens, V. Varadharajan, and T. Rabehaja, “Policy-based
access control for constrained healthcare resources,” in IEEE 19th
international WoWMoM Conference, pp. 588–599, 2018.

[5] M. Frederiksen, “Trust in the face of uncertainty: A qualitative study
of intersubjective trust and risk,” International Review of Sociology, 14
(1), pp. 130–144, 2014.

[6] S. Sicari, et al., “Security, privacy and trust in internet of things: The
road ahead,” Computer networks, (76), pp. 146–164, 2015.

[7] A. Magruk et al., “Uncertainty in the sphere of the industry 4.0–potential
areas to research,” Business, Management and Education, 14 (2), pp.
275–291, 2016.

[8] D. Schatz and R. Bashroush, “Security predictions—a way to reduce
uncertainty,” Journal of information security and applications, (45), pp.
107–116, 2019.

[9] S. Pal and Z. Jadidi, “Analysis of security issues and countermeasures
for the industrial internet of things,” Appl. Sci., 11 (20), 2021.

[10] J. Jeong, et al., “A comprehensive survey on vehicular networks for
smart roads: A focus on ip-based approaches,” Vehicular Comm., 2021.

[11] H. Knight Frank, “Risk, uncertainty and profit,” 1921.
[12] R. Bradley and M. Drechsler, “Types of uncertainty,” Erkenntnis, 79 (6),

pp. 1225–1248, 2014.
[13] R. Neisse, M. Wegdam, and M. Sinderen, “Trust management sup-

port for context-aware service platforms,” in User-Centric Networking,
Springer, pp. 75–106, 2014.

[14] A. Magruk, “The most important aspects of uncertainty in the internet
of things field–context of smart buildings,” Procedia Engineering, (122),
pp. 220–227, 2015.

[15] A. Tissaoui and M. Saidi, “Uncertainty in iot for smart healthcare:
Challenges, and opportunities,” in International Conference on Smart
Homes and Health Telematics, Springer, pp. 232–239, 2020.

[16] A. Kiureghian and O. Ditlevsen, “Aleatory or epistemic? does it matter?”
Structural Safety, 31 (2), pp. 105–112, 2009.

[17] H. Maddar, W. Kammoun, and H. Youssef, “Effective distributed trust
management model for internet of things,” Procedia Computer Science,
(126), pp. 321–334, 2018.

[18] T. Abera, et al., “Invited-things, trouble, trust,” in the 53rd Annual
Design Automation Conference, 16 (3), pp. 1–6, 2016.

[19] S. Ismail, et al., “Toward management of uncertainty in self-adaptive
software systems: IoT case study,” Computers, 10 (3), 2021.

[20] T. Hussain, C. Nugent, A. Moore, J. Liu, and A. Beard, “A risk-based
iot decision-making framework based on literature review with human
activity recognition case studies,” Sensors, 21 (13), 2021.

[21] S. Siddiqui, et al., “A survey of trust management in the internet of
vehicles,” Electronics, 10 (18), 2021.

[22] J. Bilcke, et al., “Accounting for methodological, structural, and param-
eter uncertainty in decision-analytic models: a practical guide,” Medical
Decision Making, 31 (4), pp. 675–692, 2011.

[23] A. Chatterjee and H. Reza, “Toward modeling and verification of
uncertainty in cyber-physical systems,” in the International Conference
on Electro Information Technology (EIT), IEEE, pp. 568–576, 2020.

[24] C. Fernandez-Gago, F. Moyano, and J. Lopez, “Modelling trust dynam-
ics in the internet of things,” Information Sci., (396), pp. 72–82, 2017.

[25] S. Pal, M. Hitchens, and V. Varadharajan, “Towards the design of a trust
management framework for the internet of things,” in 13th International
Conference on Sensing Technology, IEEE, pp. 1–7, 2019.

[26] Y. Ruan, A. Durresi, and L. Alfantoukh, “Trust management framework
for internet of things,” in IEEE AINA Conference, pp. 1013–1019, 2016.

[27] I. Garcı́a-Magariño, et al., “Security in vehicles with iot by prioritization
rules, vehicle certificates, and trust management,” IEEE IoT Journal, 6
(4), pp. 5927–5934, 2018.

[28] D. Zhang, F. Yu, and R. Yang, “A machine learning approach for
software-defined vehicular ad hoc networks with trust management,”
in IEEE GLOBECOM Conference, pp. 1–6, 2018.

[29] C. Huang, R. Lu, and K. Choo, “Vehicular fog computing: architecture,
use case, and security and forensic challenges,” IEEE Communications
Magazine, 55 (11), pp. 105–111, 2017.

[30] N. Padmapriya, et al., “Secure vehicular communication using
blockchain technology,” in Blockchain, Artificial Intelligence, and the
Internet of Things, Springer, pp. 141–162, 2022.

[31] S. Ayobi, et al., “A lightweight blockchain-based trust model for smart
vehicles in vanets,” in Int. Conf. on Security, Privacy and Anonymity in
Computation, Comm. and Storage, Springer, pp. 276–289, 2020.

[32] R. Nakanishi, et al., “Iota-based access control framework for the
internet of things,” in IEEE BRAINS Workshop, pp. 87–95, 2020.

[33] B. Appasani and D. Mohanta, “Monte-carlo simulation models for
reliability analysis of low-cost iot communication networks in smart
grid,” in Real-time data analytics for large scale sensor data, pp. 73–
96, 2020.

[34] S. Javanmardi, et al., “Fr trust: a fuzzy reputation–based model for
trust management in semantic p2p grids,” Journal of Grid and Utility
Computing, 6 (1), pp. 57–66, 2015.

[35] Q. Wang, “Improving the scalability of blockchain through dag,” in
Middleware Conference Doctoral Symposium, pp. 34–35, 2019.

[36] Z. Yan, P. Zhang, and A. Vasilakos, “A survey on trust management for
internet of things,” Journal of network and computer applications, (42),
pp. 120–134, 2014.

[37] A. Tekeoglu and N. Ahmed, “Tangochain: A lightweight distributed
ledger for internet of things devices in smart cities,” in IEEE Inter-
national Smart Cities Conference, pp. 18–21, 2019.

[38] S. Popov, “The tangle,” White Paper, 1 (3), 2018.


	I Introduction
	II Background and Related Work
	II-A Defining Uncertainty
	II-B Sources of Uncertainty
	II-C Uncertainty and Notion of Trust
	II-D Uncertainty and Trust for Smart Vehicular Networks

	III Proposed Framework
	III-A Assumptions
	III-B Design Considerations

	IV Framework Evaluation
	IV-A Prioritized the Sources of Uncertainty
	IV-B Calculation of Trust Rating
	IV-B1 Black Box 1
	IV-B2 Black Box 2

	IV-C Network Model
	IV-C1 Composition of the Network
	IV-C2 Distributed Trust Ledger
	IV-C3 Coordinators

	IV-D Discussion

	V Conclusion and Future Work
	References

