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Foreword to the Consultation Draft

Thank you for picking up Data Justice in Practice: A Guide for Developers.
We are publishing this guide as a consultation draft in hopes of gathering
feedback that will enable us to improve its content and presentation. This
draft is therefore offered as a living document, and we appeal to you, the
reader, for help in making it as useable, accessible, and actionable as
possible. Please visit our project website at www.advancingdatajustice.org

for details of how to submit feedback to our research team. Many thanks in
advance!

Introduction

The Advancing Data Justice Research and Practice project aims to broaden
understanding of the social, historical, cultural, political, and economic
forces that contribute to discrimination and inequity in contemporary
ecologies of data collection, governance, and use. This guide for developers
and organisations which are producing, procuring, or using data-intensive
technologies, offers practical guidance to support responsible and equitable
data innovation. As discussed in our Integrated Literature Review and
Annotated Bibliography, the nascent field of data justice has, in its brief
existence, done important work to illuminate how historically rooted
conditions of power asymmetry, inequality, discrimination, and exploitation
are drawn into processes of data production, extraction, and use. The
Advancing Data Justice Research and Practice project offers conceptual
framing and guidance to expand this area of scholarship and practice.

What 6s i n this Gui de

This guide provides actionable information for developers who wish to
implement the principles and priorities of data justice in their data practices
and within their data innovation ecosystems. In this section we present the
intended audience and the context of the Advancing Data Justice Research
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and Practice project. In the following section, we introduce the nascent field
of data justice, from its early discussions to more recent intentions to
relocate our understanding of what data justice means. This section
includes an account of the outreach we conducted with stakeholders
throughout the world in developing a nuanced and pluralistic conception of
data justice and concludes with a description of the six pillars of data justice
around which this guidance revolves. Following this section, we offer some
examples of how these six pillars of data justice are being put into practice
by organisations across the world.

Next, to support developers in designing, developing, and deploying
responsible and equitable data-intensive and Al/ML systems, we outline the
AI/ML project lifecycle through a sociotechnical lens, walking the reader
through each phase and noting the ethics and governance considerations
that should occur at each step of the way. This portion of the guide is
intended to provide a background picture of the different stages of the
lifecycle and to show how the data justice pillars can be woven into the
stages and their respective sociotechnical considerations. We conclude by
presenting some illustrative touchpoints between pillars and the lifecycle.

It is important to note here that, while much of our discussion focuses on
projects that involve AI/ML to some degree, the questions and
considerations raised are relevant for data-driven systems in general. This
is crucial given that data justice issues are pertinent for and can manifest
within and from technical systems which do not include models.

To support the operationalisation data justice throughout the entirety of the
AI/ML lifecycle and within data innovation ecosystems, we then present five
overarching principles of responsible, equitable, and trustworthy data
research and innovation practices, the SAFE-D principlesd Safety,
Accountability, Fairness, Explainability, and Data Quality, Integrity,
Protection, and Privacy. These principles support and underwrite the
advancement of data justice within research and innovation practices. We
elaborate upon them as high-level goals that are then followed by further
specification through the presentation of additional properties, which are to
be established in either the project or the system to ensure these goals are
reached.

Data Justicén Practice: A Guide for Develop
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Depending on their contexts, potential impacts, and scale, data innovation
activities should be carried out in a way that involves different degrees of
stakeholder engagement. To facilitate this process, the next section
provides an explainer of the Stakeholder Engagement Process and the
steps it includesd preliminary horizon scanning, project scoping and
stakeholder analysis, positionality reflection, and stakeholder engagement
objectives and methods.

Finally, the last section presents guiding questions that will help developers
both address data justice issues throughout the AI/ML lifecycle and engage
in reflective innovation practices that ensure the design, development, and
deployment of responsible and equitable data-intensive and Al/ML systems.
This is done by presenting questions related to both the six pillars of data
justice and the SAFE-D principles introduced previously.

There are four Annexes in this document. The first Annex outlines 12
Principles and Priorities of responsible innovation to provide developers and
organisations producing, procuring, or using AlI/ML or other data-driven
technologies with a means of accessing and understanding some of the
existing human rights, fundamental freedoms, and value priorities that could
be impacted by the use of Al and data-driven technologies. This table draws
on various charters, declarations, and conventions to help spur critical
reflection on which salient rights, freedoms, and values could be affected by
your project. The second Annex provides, for your reference, the list of
Sustainable Development Goals (SDGs), as equitable implementation of
data systems that furthers data justice should also serve to forward the
SDGs (a set of general prompts about this is included in the Guiding
Questions). The third Annex covers some of the insights we have gained
about this project and the data justice pillars from the excellent reports that
have been prepared by our Policy Pilot Partners. We have also included, as
the fourth Annex, the positionality statement prepared by the Advancing
Data Justice Research and Practice team as we started on our journey in
this project.

Intended Audience

This guide is designed for developers and organisations which are
producing, procuring, or using Al/ML or other data-driven technologies in a

Ii

variety of data innovation contexts. It is intended to support the responsible
and equitable innovation practices of those who seek to integrate an
understanding of data justice into their collection and use of data. Herein
you will find practical guidance, background, and conceptual framings that
are meant to help you appreciate and address many of the complex issues
presented by contemporary networked societies. The concepts and
activities in this guide are intended to support developers in promoting
equitable, freedom-promoting, and rights-sustaining practices throughout
the entirety of the Al/ML project lifecycle and throughout the data innovation
ecosystem.

Project Context

The Advancing Data Justice Research and Practice project seeks to initiate
a new wave of data justice scholarship and practice. We utilise a decolonial
lens that embraces a plurality of perspectives and situated knowledge,
aiming to move beyond Anglo-European framings and recognising how
existingrelatons of power among and withi
inevitable. While recent, the data justice movement, and the transformative
practices that are described in this guide, draw from an extensive history of
critical insights and the energies of adjacent social justice movements from
around the world. The application of an enlarged, inclusive, and decolonial
approach to data justice research and practice is essential as we turn to
address the manifold risks, harms, and opportunities presented by planetary
scale datafication.

Data Justicén Practice: A Guide for Develop 6



Key Concepts: Data Justice

In this section we provide the reader with a portrayal of the emergent and
evolving concept of data justice. We begin by describing the concept of data
justice and present a brief history. We then expand on this concept with a

set of firel ocationso that shift our

and understandings of data justice to a more broadly inclusive concept.

From there, we present six fApillarso

priorities for this project, and which are informed by our efforts to connect
with stakeholders from across the world. A goal for this section is to deepen
the awareness of AI/ML developers about the role of data-driven
technologies in the wo r | thdng economic and political dramas.

What is data justice?

Before the advent of contemporary data justice research, prevailing
approaches to data ethics and governance tended to frame issues
surrounding the societal impacts of datafication and the increasing
pervasiveness of data-intensive technologies in terms of data protection,
individual rights, privacy, efficiency, and security.! They likewise tended to
focus on building technical solutions to potential harms rather than on
interrogating the social structures, human choices, and sociotechnical
practices that lie behind the myriad predicaments arising out of an ever more
fdat afi ed societyo. The first wave
beyond these limitations by situating the ethical challenges posed by
datafication in the wider context of social justice concerns.

Beginning in 2014, several distinct strands of data justice research emerged
in Western scholarship based in the varying but distinct implications of
datafication.? In 2017, these strands were brought together by Linnet Taylor
to create a data justice framework with three core pillars (Figure 1 below).
Through these three pillars, data justice came to be understood as a
conceptual framework based on dairness in the way people are made
visible, represented, and treated as a result of their production of digital

1 Dencik et al., 2016

Ii

Key Term: Social Justice

Social justice is a commitment to the achievement of a
society that is equitable, fair, and capable of confronting
the root causes of injustice. In an equitable and fair
society, all individuals are recognised as worthy of equal
moral standing and are able to realise the full assemblage
of fundamental rights, opportunities, and positions.

In a socially just world, every person has access to the
material means needed to participate fully in work life,
social life, and creative life through the provision of proper
education, adequate living and working conditions,
general safety, social security, and other means of
realising maximal health and well-being.

Social justice also entails the advancement of diversity
and participatory parity and a pluralistically informed
recognition of identity and cultural difference. Struggles for
social justice typically include accounting for historical and
structural injustice coupled to demands for reparations and
other means of restoring rights, opportunities, and
resources to those who have been denied them or
otherwise harmed.

2 Dencik et al., 2016; Heeks & Renken, 2016; Johnson, 2014

Data Justicén Practice: A Guide for Develop 7



dat®dayl oro6s work also calls for i nt e gndadandngs ot Hamnuestice will coftinue hoeinfoonc thip ewdrki whilet i e s
approachd of soci al justice, b or r owe @dddifionabperspéectives, callectedkthrongh ouARuley Pilog Rartn& s our datan d
Martha Nussbaum, which centres human flourishing and the creation of the justice survey, and our accompanying literature review broaden this
material conditions necessary to enable people to realise their full potential definition even further.

and live freely.*

Key Term: Community

Tayl orés Three Pillars . .
I n this guide we frequently refe
- e twith Non-discriminati to clarify what we mean by this. The term community relates to a group
Visibility ter::?w?w%%ngeyn wi on-aiscriminaton of people with some shared characteristics. This might be a

icommuni t o agrbup pf pemaeavdo live or work in the same

LD EEE geographicaread or a fAcommunity of inte

Access to representation

hare i n diastads P P
through data benefits people through shared activities, identities, interests, or concerns. As
_ _ Preventing such, while some communities are located in a particular place, others
Informational privacy Autonomy in discrimination are geographically dispersed (i.e., where people who share activities,

technology choices identities, interests, or concerns live in different places).

It is also important to note that individuals typically belong to more than

one community (e.g., someone might belong to a local community
Taylor, 2017 related to the place in which they live as well as communities formed
™ around interests, identity characteristics, or hobbies). Moreover,
communities are rarely homogeneous in their interests and
experiences and so it is important to pay attention to power dynamics
and inequalities within communities, noting that individual community
members will have a range of experiences, interests, and perspectives.

Figurel: Taylor's Three Pillars of Data Justi

Since the publ i cat i qusticedrimewoskythediterdtise 2 0
has expanded. Dedicated institutions including the Data Justice Lab at
Cardiff University and the Global Data Justice Project at the Tilburg Institute \-.
for Law, Technology, and Society have been established.® The concept of

data justice has been interrogated in a range of specific global contexts such

as policing in Iran, activism in South Africa, indigenous agriculture in Africa,
humanitarian work in post-earthquake Nepal, and more.® These academic

3 Taylor, 2017, p. 1 6 Akbari, 2019; Cinnamon, 2019; Dagne, 2020; Kennedy et al., 2019; Kidd, 2019;
4 Nussbaum, 2006; Sen, 1999; Taylor, 2019 Mulder, 2020; Punathambekar & Mohan, 2019
5 https://datajusticelab.org; https://globaldatajustice.org

r. Data Justicén Practice: A Guide for Develop 8
wall


https://datajusticelab.org/
https://globaldatajustice.org/

Timeline of Data Justice Literature 2014 to the Present

202006 Global Partnership on Artificial Intelligence

Johnson identifies power Heeks and Renken propose that a Linnet Taylor defines Data Global Data Justice Project . . P -
asymmetries in the governance framework of data justice is needed Justice as dairness in the launched at Tilburg Institute E,%ml: tﬁse?blisgd.r:ztﬁ:?c:i i? E mi%e tr;?ti%ap
and administrative functions of to account for local and global way people are made visible,  for Law, Technology, and ttina-edae rrgsearcﬁ and apolied aztivit?gs on %I-
data which can lead to variations in how datafication represented and treated as a  Society. ‘r:(;]late% ri?)ritiesé GP A Ip pﬁ s 15 foundin me m
normatively coercive data impacts individuals and result of their production of Australiz Canada. France. Germanv. India. Ital 9
structures and forms of communities. While data justice digital datad Japan M'exico Néw Zealaln d. the R)é’ ublic,of K)grea
extraction. He argues in favour of needs to be applied differently in Sir?ga;;ore Slo,venia the Unité d Kinggom the United
Aii nformati on j ust differentcontexts, human rights and ’ ’ . U
) States, and the European Union. They were joined by

of open data as a framework to fundamental freedoms are important Brazil, the Netherlands, Poland, and Spain in
address these power dynamics. guideposts. Heeks and Renken Decer’nber 2020 ’ '

argue such a global approach is )

lacking.

World leaders adopt 17 Dencik et al. propose a data justice Data Justice Lab officially Data Justice literature takes on
Sustainable Development framework is needed to broaden the launched at Cardiff increasingly globally oriented and
Goals (SDGs) at a UN conversation around datafication to Uni versityds School finterultural approaches as authors
Summit. These goals account for concerns beyond Journalism, Media, and explore local and contextual
provide an important framing security, privacy, and data Cultural Studies. understandings of how social

for the responsible adoption protection. They argue that the justice intersects with datafication.
of Al. pursuit of data justice must include

the involvement of activists and
advocates in civil society.

r. Data Justicén Practice: A Guide for Develop 9



Relocating Data Justice

A central aim of this guide is to shift understandings of data justice away
from the predominance of Eurocentri
towards a more inclusive vision i one which may nudge and Al/ML
developers beyond their existing viewpoints. This relocation operates
among three dimensions: spatial, temporal, and vocational.

To relocate data justice spatialymeans t o shift the
away from practical approaches and research perspectives that emerge
from current centres of social and economic power. This relocation
attempts to account for meanings and values from outside the Global
North as well as from marginalised voices within Global North societies. In
so doing, data justice research and practice is enriched by frames of
socio-cultural knowledge that are frequently overlooked by Western
scholars and practitioners. Relocating data justice spatially is intended to
promote greater cross-fertilisation of insights and experience in data
justice research and practice, which are of particular importance in light of
the ongoing failure of prevailing approaches to remediate the significant
ecological and distributional challenges facing the world. Our goal here is
to create conditions for participatory parity, so that crucial insights that
have largely been excluded up to the present can now be centred.

The temporal relocation of data justice research and practice addresses the
6whend of data justice, accounting
including those whose relationship to data and digital infrastructures may
not be immediately obvious. Data injustice is not an entirely new
phenomena exclusively associated with the technological expansion of
recent decades. Rather, it can be found in longstanding cultural, political,
and socio-economic patterns of inequity and discrimination that find
expression in contemporary networked society. These patterns are reflected
in both the construction of data and its interpretationd given that the
production of data is shaped by those with the power to collect it at scale
and the degree of acceptance of the authority of the research products and
practices informed by that data. A goal of this project is to urge researchers

7 Haraway, 1988
8 https://advancingdatajustice.org; https://gpai.ai/projects/data-governance/data-
justice/advancing-data-justice-research-and-practice-interim-report. pdf

Ii

6 wh &bp&i Bubif:

and practitioners to recognise the deep history of datafication and to bring
an appropriately critical lens to the data innovation infrastructures and
practices of the present.

®To %Iacgte dgtgjbsﬁcg l%éearcﬁ'z%é [5ra|3t|%e V&£i6n§”9 i§ 16 énliarlﬁeetﬁ‘e

Awhoo of data justice, transcending fixe
value the lived experi enofempastaddersossi t uat ed
and communities, drawing from data advocacy and policymaking

knowledge

aEd fr[ﬁm data justice adjacent activism (e.g., climate justice,
eal J%&ic%). ¥ eﬁqlrarbeﬁ ﬁembership should be extended
especially to those who have been historically discriminated against,
disempowered, and marginalised. As such, this project embraces and
promotes a constitutive plurality of knowledges to give an appropriate parity
of voice to the academic articles and books, policymaking outputs, and
activist papers, statements, and declarations that can contribute to
conceptual and policy innovation.

For more information on the project, you can find further reading on the
project website and our interim report.®

Policy Pilot Partner Collaboration

A key element in our strategy to broaden our understanding of data justice
is our ongoing partnership with twelve Policy Pilot Partner organisations

f rearuitepl from acioss the worldj Thesewrganisagians were selecied fertheiri st or i e
advocacy and activist work with local communities on topics related to
media and technology adoption as well as experience researching topics
surrounding datafication and human rights in distinct global contexts. From
over 40 applicants across the globe, 12 partners across Africa, the
Americas, Asia, and Oceania were selected and have provided invaluable
local perspectives. Their critical assessments of the data justice pillars and
of reflective questions for policymakers, developers, and impacted
communities have shaped our work and will continue to guide subsequent
editions of these guidelines. Please see Annex 3 for more information on
the important insights of our PPPs about the project.

10
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Decidim Analysis

As part of the research that informs this guide, we developed an online
participatory engagement platform using the decidim digital interface® to
enable individuals and communities to provide insights and ground our work
in developing an inclusive and actionable conception of data justice. Our
Policy Pilot Partners also contributed responses. Prompts and questions
included prompts about defining and situating the concept of data justice.

Among the insights gained from this outreach, we identified gaps in existing
portrayals of data justice that reveal tensions between individual and
collective justice. Respondents highlighted the need to include the role of
colonialism in entrenching historical inequalities between and within
countries and entities. Additionally, we found that existing definitions of data
justice adequately address neither the underlying historical, cultural, and
economic patterns of discrimination that have cascading effects on data
collection, processing, and use, nor how inequality and the exclusion of
individuals and groups may be replicated, automated, or created through
data-driven processes and tools. Respondents also indicated that data
justice should include concepts of access, understanding, and consent to
data collection processes.

The Six Pillars of Data Justice Research
and Practice

Taken together, our analysis of the decidim survey results, our critical
exploration of the important conceptual work carried out in the first years of
the academic data justice literature, our interactions with our Policy Pilot
Partners, and our other desk-based research have led us to propose six
pillars of data justice research and practice. These are the guiding priorities
of power, equity, access, identity, participation, and knowledge.

9 https://decidim.org/

s

While such pillars build on and expand previous attempts to specify the
meaning of the term fidata justice
definition per se. Key to the re-orientation of data justice undertaken in this
guide is the idea that it is contextually determined. It should be seen as a
set of critical practices and procedures that respond tod and enable the
transformation ofd existing power asymmetries and inequitable or
discriminatory social structures rather than as a collection of abstract
principles or prescriptions. Consequently, instead of answering the question
fiwhat i s data justiceodo directly, t
critical reflection and for generating constructive insights into how to
transform data justice practice to redress the data inequities of the past and
present in the ends of building more just societal and biospheric futures.

ACCESS PARTICIPATION

Figure2: The six pillars of dafastice
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The six pillars shape this guide and our related research:

il

The pillar of power demonstrates the importance of understanding
the levels at which power operates and how power manifests in the
collection and use of data in the world. The articulation of this pillar
provides a basis from which to question power at its sources and to
raise critical awareness of its presence and influence.

The pillar of equity addresses the need to confront the root causes
of data injustices as well as to interrogate choices about the
acquisition and use of data, particularly where the goal or purpose
is to target and intervene in the lives of historically marginalised or
vulnerable populations.

The pillar of access illuminates how a lack of access to the benefits
of data processing is a starting point for reflection on the impacts
and prospects of technological interventions. The beginning of any
and all attempts to protect the interests of the vulnerable through
the mobilization of data innovation should be anchored in reflection
on the concrete, bottom-up circumstances of justice and the real-
world problems at the roots of lived injustice.

The pillar of identity addresses the social character of data and
problematises its construction and categorisation, which is shaped
by the sociocultural conditions and historical contexts from which it
is derived.

The pillar of participation promotes the democratisation of data
scientific research and data innovation practices and the need to
involve members of impacted communities, policymakers,
practitioners, and developers together to collaboratively articulate
shared visions for the direction that data innovation agendas should
take.

The pillar of knowledge involves recognising that diverse forms of
knowledge and understanding can add valuable insights to the
aspirations, purposes, and justifications of data used including on
the local or context-specific impacts of data-intensive innovation.
Inclusion of diverse knowledges and ways of being can open
unforeseen paths to societal and biospheric benefits and maximise
the value and utility of data use across society in ways which take
account of the needs, interests, and concerns of all affected
communities.

Data Justice Pillars in Focus

Power

1. Interrogate and critique power: Power dynamics can be present in
many different places and in several different ways. It is therefore important

to:

Understand where power operates in datainnovation ecosystems. This
can include

f

The geopolitical level. For example, high-income nation-states
and transnational corporate actors can control access to
technological capabilities and pursue their own interests on the
global stage. In doing this, they can exercise significant influence
on which countries or regions are able to develop digital and data
processing capacities.

The level of economy and infrastructure. For example, large tech
companies can decide which impacted communities, domestically
and globally, are able to access the benefits of connectivity and data
innovation, and they can control the provision of essential digital
goods and services that directly affect the public interest.

The legal, policy, and regulatory levels. For example, large
international standards bodies, transnational corporations, trade
associations, and nation states, can exercise disproportionate
amounts of influence in setting international policies, standards, and
regulation related to the governance of digital goods and services
and data innovation.

The organisational and political levels. For example,
governments and companies can control data collection and use in
intrusive and involuntary waysd especially where the public have
no choice but to utilise the services they provide or must work in the
environments they manage and administer.
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The cultural level. For example, power can operate through the
way that large tech companies use relevance-ranking, popularity-
sorting, and trend-predicting algorithms to sort users into different,
and potentially polarising, digital publics or groups.

The psychological level. For example, tech companies can use
algorithmically personalised services to curate the desires of
targeted data subjects. This can allow for the control or
manipulation of consumer behaviour but also play an active and
sometimes damaging role in identity formation, mental well-being,
and personal development.

Understand how power manifests and materialises in the collection
and use of data in the world. Power can surface in everyday life in several
different ways. These include:

g
a

v
b

il

Decision-making power. Here, an individual or organisational
actor A has power over B to the extent that A can get B to do
something that they would not otherwise do. Decision-making
power is seen, for instance, in the way that government agencies
collect and use data to build predictive risk models about citizens
and data subjects or to allocate the provision of social services (and
then act on the corresponding algorithmic outputs).

Agenda-setting power. Here, an individual or organisational actor Agenda-
A has power over B to the extent that A sets the agenda that B then setting
mu s t fall in |line with by virtue-)_r t b power
engagement that set practical opti e of

and interest. Agenda-setting power means that A can shoehorn the
behaviour of B into a range of possibilities that is to A acceptable,
tolerable, or desired. This kind of power is explicit, for example, in
practices of regulatory capture, where large tech corporations
secure light touch regulation through robust lobbying and legal
intervention.

Ideological power. Thi s kind of power is
perceptions, understandings, and preferences are shaped by a
system of ideas or beliefs in a way which leads themd frequently
against their own interestsd to accept or even welcome their place
in the existing social order and power hierarchy. For example, the
priorities of fAatteshimenmaapmu
are pursued by certain social media and internet platforms, can
groom users within the growing ecosystem of compulsion-forming

Cultural level

exerci

reputational platforms to embrace the algorithmically manufactured
comforts of life-logging, status-updating, and influencer-watching all
while avoiding confrontation with realities of expanding inequality
and social stagnation.

Normalising power. Normalising power manifests in the way that
the ensemble of dominant knowledge structures, scientifically
authoritative institutions, administrative techniques, and regulatory
decisions work in tandem to mai
quo of power relations. Where tools of data science and statistical
expertise come to be used as techniques of knowledge production
that claim to yield a scientific grasp on the inner states or properties
of observed individuals, forms of normalising or disciplinary power
can arise. Data subjects who are treated merely as objects of
prediction or classification and who are therefore subjugated as
objects of authoritative knowledge become sitting targets of
disciplinary control and scientific management.

Psychological o
Normalising

power /

sed wher e nenonl efA <

nt ai

Figure3: Understanding the levels at which power operates in the collectio

use of data, and how it manifests

Use this understanding to question power at its sources and to raise
5 @b caimadawérénbsa éféetmpresence and influence. Interrogations of where
and how power operates are first steps in a longer journey of questioning
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and critical analysis. An active awareness of power dynamics in data
innovation ecosystems should also lead to further questions:
1 What are the interests of those who wield power or benefit from
existing social hierarchy?
1 How do these interests differ from other stakeholders who are
impacted by or impact data practices and their governance?

at all: Data equity is only partially served by seeking to improve data and
data practices, such as by pursuing data quality, or increasing its
representativeness and accuracy. While errors and incompleteness are
obstacles to data equity, the choice to acquire and use data can itself be a
question of justice, particularly where the goal or purpose of a data practice
is to target and intervene in the lives of historically marginalised or

1 How do power imbalances shape the differing distribution of vulnerable populations. Here, the question may notbe 6how can we 1 ey
benefits and risks among different groups who possess varying an imperfect system or make it more effec
levels of power? use or appropriation of data enabl e or ¢

1 How do power imbalances result in potentially unjust outcomes for preserve or combat harmful relations of

marginalised, vulnerable, or historically discriminated against
groups?

2. Challenge Power: Mobilise to push back against societally and
historically entrenched power structures and to work toward more just and
equitable futures. While the questioning and critiquing of power are essential
dimensions of data justice, its purpose of achieving a more just society
demands that unequal power dynamics that harm or marginalise impacted
individuals and communities must be challenged and transformed.

3. Empower People: People must be empowered to draw on democratic
agency and collective will to pursue social solidarity, political equity, and
liberation. When people and communities come together in the shared
pursuit of social justice through mutually respectful practices of deliberation,
collaboration, dialogue, and resistance, power becomes empowerment. It
becomes constructive and opens transformative possibilities for the
advancement of data justice, social solidarity, and political equity.

Equity

1. Consideration of equity issues should begin before any data are
collected or used. Issues of equity should be confronted by
developers and organisations at the earliest stage of project planning
and should inform whether data innovation practices are engaged in

Ii

system employed by an oppressive regime (either governmental or
commercial) can facilitate and potentially amplify data injustice.

2. The purpose of the pursuit of data equity should be to transform
historically rooted patterns of domination and entrenched power
differentials: Concerns with elements of data innovation practices like data
security, data protection, algorithmic bias, and privacy are an important
subset of data equity considerations, but the transformative potential of data
equity to advance social justice comes in a step earlier and digs a layer
deeper: It starts with questions of how longer-term patterns of inequality,
coloniality, and discrimination penetrate data innovation practices and their
governance. Data equity, in this deeper context, is about overhauling power
imbalances and forms of oppression that manifest in harmful, unjust, or
discriminatory data practices. To realise this sort of equity, those with power
and privilege must be compelled to respond to and accommodate the claims
of people and groups who have been marginalised by existing political and
socioeconomic structures.

3. Combat any discriminatory forms of data collection and use that
centre on disadvantage and negative characterisation: Data equity
involves confronting and combating statistical representations of
marginalised, vulnerable, and historically discriminated against social
groups that focus mainly or entirely on measurements of dlisparity,
deprivation, di sadvantage,
Approaches to statistical measurement and analysis that centre on
disadvantage and negative characterisation produce feedforward effects
which further entrench and amplify existing structures of inequity,
discrimination, and domination.
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Disparity
Deprivation
Disadvantage
Dysfunction

_— Difference

Figured: Single axis modes of statistical representation; adopted fr
0KS p 504 LINBaSyatSR o0& Yd

4. Pursue measurement justice and statistical equity: Measurement
justice and statistical equity involve focusing on collecting and using data
about marginalised, vulnerable, and historically discriminated against
communities in a way that:

1 Advances social justice.

91 Draws on their strengths rather than on perceived weaknesses.

1 Approaches analytics constructively with community-defined goals
that are positive and progressive rather than negative, regressive,
and punitive.

This constructive approach necessitates a focus on socially licenced data
collection and statistical analysis, on individual- and community-advancing
outcomes, and strengths-based approaches.

s

Access

1. Confronting questions of equitable access involves starting from
real-world problems of material inequality and structural injustice.
Access is about providing people tangible paths to data justice by
addressing the root causes of social, political, and economic injustice:
Existing sociohistorical, economic, and political patterns of disadvantage
must be taken as the starting point for reflection on the equitable access,
because these create material conditions of injustice and a lack of access
to the benefits of data processing. The beginning of any and all attempts to
expand equitable access should be anchored in reflection on the concrete,
bottom-up circumstances of justice, in its historical and material
preconditions. Combatting the real-world problems at the roots of lived
injustice should be a first priority.

2. Equitably open access to data through responsible data sharing:
Calls for @ pen datad someti mes run t he
appropriation by market forces which could end up curtailing equitable
access. Theconceptof@ pen datad itself
all times, those who share data ought to remain critically aware of the moral
claims and rights of the individuals and communities where the data came
from, of the real-world impacts of data sharing on those individuals and
communities, and of the practical barriers and enablers of equitable and
inclusive research. There is also a need to consider the right of communities
to access and benefit from the use of their data. Building on this, community-
rights based approaches to data access and data sharing should include a
strong participatory component. Here equitably opening access to
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community data entails the democratic governance of data collection and
use as well as robust regimes of social license and public consent.

3. Equitably advance access to research and innovation capacity:
Long-standing dynamics of global inequality may undermine reciprocal
sharing between research collaborators from high-income countries (HICs)
and those from low-/middle-income countries (LMICs). Given asymmetries
in resources, infrastructure, and research capabilities, data sharing
between LMICs and HICs, and the transnational opening of data, can lead
to inequity and exploitation. Moreover, data originators from LMICs may
generate valuable datasets that they are then unable to independently and
expeditiously utilise for needed research, because they lack the aptitudes
possessed by scientists from HICs, who are the beneficiaries of arbitrary
asymmetries in education, training, and research capacitation. In
redressing these access barriers,
and material conditions under which data can be made useable, and the
multiplicity of conversion factors required for researchers to engage with
dat ab. E g u aHow sandnagpabiity aiswa vital counterpart to
equalising access to resources, and both together are necessary
preconditions of just data sharing. Data scientists and developers engaging
in international research collaborations should focus on forming
substantively reciprocal partnerships where capacity-building and
asymmetry-aware practices of cooperative innovation enable participatory
parity and thus greater research access and equity. Restorative and
Reparational Justice

Capabilities-Centred
Social Justice

N

be nto= "~ e 3 .~ 0 ] Interrogates real-world
Four-dimensional contextual factors that need
approach to to change for the universal
equitable access realisation of the potential for
human flourishing and
reciprocal moral regard to
become possible.

4. Equitably advance access to the capabilities of individuals,

communities, and the biosphere to flourish: This involves prioritising Focuses on the need to

individual, social, and planetary well-being as well as an understanding that right the wrongs of the

the attainment of well-being necessitates the stewardship of the human past by instituting

capabilities that are needed for all to freely realise a life well-lived. A processes and

capabilities- and flourishing-centred approach to just access demands that mechanisms for

data collection and use be considered in terms of the affordances they reconciliation and

provide for the ascertainment of well-being, flourishing, and the resumuon.

actualisation of individual and communal potential for these. It demands a

starting point in ensuring that Opractices o Figure5: Fourdimensional approachto har ed pur su
of the fullness, creativity, harmony, and flourishing of human and biospheric equitable access

life (what Abya Yala Indigenous traditions of Bolivia and Ecuador have

call ed ol isunakkgvsay i Queéhuapsuma gamafa in Aymara, 5. Confronting questions of equitable access involves four dimensions
or buen vivir in Spanish). of data justice: Concerns with equitable access should:
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(1) Concentrate on the equitable distribution of the risks and
benefits of data use. This is the dimension of distributive justice.
(2) Examine the material preconditions necessary for the universal
realisation of justice. This is the dimension of capabilities-centred
social justice.

(3) Rectify the identity claims of those who have faced
representational injury. This is the dimension of representational
and recognitional justice.

(4) Right the wrongs of the past so that justice can operate as a
corrective dynamic in the present. This is the dimension of
restorative and reparational justice.

This four-dimensional approach to data justice should use the ethical tools
provided by the principles of social justice to assess the equity of existing
social institutions, while also interrogating the real-world contextual factors
that need to change for the universal realisation of the potential for human
flourishing and reciprocal moral regard to become possible. It should
likewise enable the reparation of historical injustices by instituting processes
and mechanisms for reconciliation and restitution. While the first three of
these facets remain integral to the advancement of access as it relates to
data justice research and practice, they tend to focus primarily on
addressing present harms and making course corrections oriented to a
more just future. Restorative justice reorients this vision of the time horizons
of justice. It takes aim at righting the wrongs of the past as a redeeming
force in the present.

6. Promote the airing and sharing of data injustices across
communities through data witnessing: Datafication makes possible the
greater visibility of everyday life. Despite the ways increasing visibility may
expose some to harm or exploitation, it can also be harnessed in positive
ways to promote liberating transformation by exposing lived injustices,
historical abuses, and moral harms. The growth of a networked and
connected global society multiplies the transformative power of observation
and communication. It enables the far-reaching airing and sharing of
previously hidden inequities and mistreatment. This witnessing of injustice
can occur both through the exposure of harms that are present in proximate
data work and through the employment of digital media at-a-distance to
observe harms that present in remote locations. Data withessing should be

Ii

marshalled as a force for change and as an opportunity to expand justice by
means of transparency and voice.

7. Promote the airing and sharing of data injustices across
communities through transparency: The role of transparency in the airing
and sharing of potentially unjust data practices must also be centred.
Transparency extends both to outcomes of the use of data systems and to
the processes behind their design, development, and implementation.

M

@
.V

Process Professional and
Transparency Institutional
Transparency

. £ § § 4
RN

Outcome
Transparency

Figure6: Different types of transparenc

1 Process transparency requires that the design, development, and
implementation processes underlying the decisions or behaviours
of data systems are accessible for oversight and review so that
justified public trust and public consent can be ascertained.
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1 Professional and institutional transparency requires that, at
every stage of the design and implementation of a project,
responsible team members should be identified and held to rigorous
standards of conduct that secure and maintain professionalism and
institutional transparency. These standards should include the core,
justice-promoting values of integrity, honesty, and sincerity as well
as positionality-aware modes of neutrality, objectivity, and
impartiality. All  professionals involved in the research,
development, production, and implementation of data-intensive
technologies are, first and foremost, acting as fiduciaries of the
public interest and must, in keeping with these core justice-
promoting values, put the obligations to serve that interest above
any other concerns.

1 Outcome transparency demands that stakeholders are informed
of where data systems are being used and how and why such
systems performed the way they did in specific contexts. Outcome
transparency therefore requires that impacted individuals can
understand the rationale behind the decisions or behaviours of
these systems, so that they can contest objectionable results and
seek effective remedy. Such information should be provided in a
plain, understandable, non-specialist language and in a manner
relevant and meaningful to those affected.

ldentity

1. Interrogate, understand, and critique harmful categorisations: The
construction and categorisation of data, particularly when it is about people,
is a fundamentally social activity that is undertaken by humans whose views
of the world are, in part, the product of cultural contexts and historical
contingencies. As such, the construction and categorisation of data is
shaped by the sociocultural conditions and historical contexts from which it
is derived. The social character of data coupled with the sorting and
clustering that proceeds from its cleaning and pre-processing can lead to
categorisations that are racialised, misgendered, or otherwise
discriminatory. This can involve the employment of binary categorisations
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and constructionsd for example, gender binaries (male/female) or racial
binaries (white/non-white)d that are oriented to dominant groups and that
ought to be critically scrutinised and questioned. Data justice calls for
examining, exposing, and critiquing histories of racialisation and
discriminatory systems of categorisation reflected in the way data is
classified and the social contexts underlying the production of these
classifications.

2. Challenge the reification of identities by resisting the imposition of
data categories as a convenience of computational sorting and
optimisation: In the construction and categorisation of data, system
designers and developers can mistakenly treat socially constructed,
contested, and negotiated categories of identity as fixed and natural
classes. When this happens, the way that these designers and developers
categorise identities can become naturalised and reified. This can lead to
the inequitable imposition of fixed attributes to classify people who do
ascribe to these categorisations or who view them as fluid and inapplicable
to the way they identify or regard their themselves.

3. Challenge the erasure of identities by contesting the deletion or
omission of identity characteristics: Where designers and developers
miss, exclude, or group together categories or classes of data that pertain
to self-ascribed identity characteristics (like race, gender, or religious
affiliation), they run the risk of erasing or rendering invisible the identities of
those who value or claim the identity characteristics that have been
excluded or subsumed. For instance, the designers of a data system may
group together a variety of non-majority racial identities under the category
of Awhont ed an dtentidilyeerasela yarigiy of distinctive identity
claims, or they may record gender only in terms of binary classification
(male/female) and, in turn, erase the identity claims of non-binary and trans
people.
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Implicit practice of erasure
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Corrective practices of inclusion

Gender:

Prefer not to say
Is your gender the same §

the sex you were assigne
at birth?
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DNo

D Prefer not to say

Figure7: Practices of erasure that take place during
project lifecycle

4. Challenge the erasure of intersectional identity characteristics:
Intersectional discrimination occurs where protected characteristics like
race and gender overlap in ways that compound or magnify discriminatory
harms. Designers and developers can produce and use data systems that
disparately injure people who possess unacknowledged intersectional
characteristics of identity which render them vulnerable to harm, but which
are not recognised in the bias mitigation and performance testing measures
taken by development teams. For instance, a facial recognition system
could be trained on a dataset that is primarily populated by images of white
males, thereby causing the trained system to systematically perform poorly
for darker skinned females. If the designers of this system have not taken
into account the vulnerable intersectional identity (in this case, darker
skinned females) in their bias mitigation and performance testing activities,
this identity group becomes invisible and so too do injuries done to its
members.

s

Participation

1. Democratise data and data work: Prioritise meaningful and
representative stakeholder participation, engagement, and involvement
from the earliest stages of the data innovation lifecycle to ensure social
licence, public consent, and justified public trust. The democratisation of
data scientific research and data innovation practices involves bringing
members of impacted communities, policymakers, practitioners, and
developers together to collaboratively articulate shared visions for the
direction that data innovation agendas should take. This entails the
collective and democratically based determination of what acceptable and
unacceptable uses of data research and innovation are, how data research
and innovation should be governed, and how to integrate the priorities of
social justice, non-discrimination, and equality into practices of data
collection, processing, and use.

2. Challenge existing, domination-preserving modes of participation:
Where current justifications and dynamics of data practices reinforce or
institutionalise prevailing power structures and hierarchies, the choice to
participate in such practices can be counterproductive or even harmful.
When options for a communityds par
and their governance operate to normalise or support existing power
imbalances and the unjust data practices that could follow from them, these
options for involvement should be approached critically. A critical refusal to
participate is a form of critical participation and should remain a practical
alternative where extant modes of participation normalise harmful data
practices and the exploitation of vulnerability.

3. Ensure transformational inclusiveness rather than power-
preserving inclusion: Incorporating the priority of inclusion into
sociotechnical processes of data innovation can be detrimental where
existing power hierarchies are sustained or left unaddressed. Where
mechanisms of inclusion normalise or support existing power imbalances in
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ways that could perpetuate data injustices and fortify unequal relationships,
these should be critically avoided. Transformational inclusiveness
demands participatory parity so that the terms of engagement, modes of
involvement, and communicative relationships between the includers and
the included are equitable, symmetrical, egalitarian, and reciprocal.

- b o a

Figure8: Moving towards transformational
inclusiveness

Knowledge

1. Embrace the pluralism of knowledges: Different communities and
sociocultural groups possess unique ways of seeing, understanding, and
being in the world. This plurality of knowledges, and of lived experience,
should inform and be respected in practices of data collection, processing,
and use as well as in the policymaking practices surrounding the
governance of data technologies. Embracing the pluralism of knowledges
involves recognising that diverse forms of knowledge, and ways of knowing
and understanding, can add valuable insights to the aspirations, purposes,
and justifications of data used including on the local or context-specific
impacts of data-intensive innovation. Moreover, inclusion of diverse
knowledges and ways of being can open unforeseen paths to societal and
biospheric benefits and maximise the value and utility of data use across
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society in ways which take account of the needs, interests, and concerns of
all affected communities.

2. Challenge the assumed or unquestioned authority of technical,
professional, or
structures: Processes of knowledge creation in data science and
innovation are social processes which require scrutiny and wider public
engagement to hold those with fex
data science and innovation progress in ways which align with wider societal
values. This means that data technology producers and users have a
responsibility to communicate plainly, equitably, and to as wide an audience
as possible: Clear and accessible public communication of research and
innovation purposes/goals and data analytic and scientific results, should
enable the public to interrogate the claims and arguments being put forward
to justify data-driven decision-making and data innovation agendas. This
also means that members of the public have a corollary responsibility to
listend i.e., to pay attention to, engage with, and critically assess the
scientifically authoritative knowledge claims and technological systems that
impact them.

3. Prioritise interdisciplinarity: Approach the pursuit of understanding of
data innovation environmentsd and the sociotechnical processes and
practices behind themd through a holistically informed plurality of methods.
This involves placing a wide range of academic disciplines and specialised
knowledges conceptually on par, enabling an appreciation and integration
of a wide range of insights, framings, and understandings. Ways of knowing
that cannot (or are not willing to) accommodate a disciplinary plurality of
knowledgeable voices that may contribute to richer comprehensions of any
given problem cease to be knowledgeable per se.

4. Pursue a reflexive and positionally aware objectivity that amplifies
marginalised voices: A robust approach to objectivity demands that
knowers have positional self-awareness, which acknowledges the limits of
everyonebs personal, historical,
knowers carry out critical and systematic self-interrogation to better
understand these limitations. This launching point in reflexive and
positionally aware objectivity can end up leading to more objective and more
universalistic understandings than modes of scientific or technical objectivity
which stake a claim to unobstructed neutrality and value-free knowledge
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that evades self-interrogation about the limits of standpoint and positionality.
One reason for this has to do with power dynamics. Reflexive and
positionally aware objectivity starts from a reflective recognition of how
differential relations of power and social domination can skew the objectivity
of deliberations by biasing the balance of voices that are represented in
those deliberations. It then actively tries to include and amplify marginalised
voices in the community of inquiry to transform situations of social
disadvantage where important perspectives and insights are muted,
silenced, and excluded into situations that are scientifically richer and more
advantaged. Such richer and more inclusive ecologies of understanding end
up producing more comprehensive knowledge and more just and coherent
practical and societal outcomes. Reflexive and positionally aware objectivity
amplifies the voices of the marginalised, vulnerable, and oppressed as a
way to overcome claims of objectivity, impartiality, and neutrality that mask
unguestioned privileges.

Data Justice Pillars in Action

To help orient the reader to how the six data justice pillars could be applied
in practice, we offer in this section concrete instances that illustrate the ways
developers, producers of technologies, and civil society organisations with
a focus on data-driven technologies have been able to engage in
transformative practices that have advanced data justice. One example is
offered for each pillar.

POWER:

GobLab UAI, based at the School of Government at Adolfo Ibafez
University in Chile, is a public innovation lab that has worked with public
agencies to develop decision-support algorithms that incorporate ethical
standards. The lab provides research and assistance for developers to
integrate ethical requirements like transparency, equity, privacy,
explainability, and responsibility during the tender, procurement, and
implementation processes while assisting public and private companies in
the provision of social services. With their commitment to ethical data
research and innovation, GobLab UAI challenges the tendencies of
entrenched forms of political and administrative power to pursue technology
development in purely strategic and instrumental ways.

Ii

Figure9: Data justice is about social licence al
democratic governance

ACCESS:
Founded as a potential sol ut i,dermstofo
Service; Didnoét R e a daccés3 websitdDtRat provides a n

brief overviews of complex terms of service and privacy policies of various
organisations to individuals who may overlook the fine print of data
processing and utilisation when they accept T o S. @lrough peer reviews
and multiple rounds of grading, the website allows users to share their

Data Justicén Practice: A Guide for Develop 21

the Ol

oper



perspectives on data privacy, processing, and utilisation policies that are
often inundated with legal jargon that can obfuscate large-scale data
extraction and potential privacy violations.

EQUITY:

A coll aboration between MIT6s Sen
City Planning Commissioner, Favelas 4D is a project that aims to make
visible the unmapped, unplanned, irregular, and complex sections of
Rocinha, the largest favela (an urban area of informal settlements affected
by socio-economic deprivation) in Rio de Janeiro. The project makes use of
LiDAR (Light Detection and Ranging) for terrestrial scanning that attempts
to fill gaps in spatial data. This is invaluable data, not present even in global
mapping applications like Street View, that can assist urban designers while
informing policies for public services.

PARTICIPATION:

Women in Machine Learning and Data Science (WIMLDS) aims to
overcome the long-standing gender gap in STEM fields through the
organisation of the Scikit Open-Source Sprints that look to increase the
contributions of women and gender minorities on GitHub. Currently gender
minorities comprise only 11% of the contributions on the open-source
community for software development. The sprints also serve as training
platforms for participants to hone their skills in pull requests, virtual
environments, and tests like flake8 and pytest. The website for WiMLDS
provides networking options and posts employment opportunities for gender
minorities to further their professional growth in STEM.

KNOWLEDGE:

Following numerous instances of algorithmic bots working within
coordinated disinformation campaigns across South America, the Institute
for Technology & Society (ITS Rio) in collaboration with the National
Democratic Institute for International Affairs launched Atrapabot, a tool
providing a rating on the probability that an account is a bot. Complementary
research and literature have also been released by ITS Rio on Atrapabot so
that other researchers and organisations can strengthen their attempts to
mitigate the spread of disinformation in the digital sphere. | T S

interdisciplinary approach to addressing the automated spread of
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disinformation is an example of how enriched knowledge can contribute to
the advancement of data justice.

seabl e Ci

FigurelO: Many voices should inform the design proc

Ri o 6IDENTITY:

Coding Rights, an intersectional feminist organisation in Brazil, is
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developing notmy.ai, a feminist toolkit which can support anti-colonial and
feminist movements in understanding and questioning algorithmic systems.
The toolkit not only maps out those public projects in South America that
may cause harms unique to the intersection of gender with race, class,
sexuality, age, and territory but also subsequently conducts impact
assessments. They have also proposed frameworks moulded by feminist
theories of consent that can assist in negotiating or rejecting terms of service
policies of digital platforms.

Putting the Pillars into Practice I:
Developing Shared Understandings of Data
Justice

As our Policy Pilot Partner collaborations and research have shown, it is
important to recognise that the idea of data justice is contextually bounded.
It can mean something different to different people, depending on their
varying histories, social and cultural backgrounds, needs, and
circumstances. Variations in how communities understand data justice are
rooted in differences in the shared values, languages, and lived experiences
of the communities and groups who take it up and use it.

A durable concept of data justice should therefore be able to accommodate
multiple understandings of justice and equity.'® Moreover, it should remain
open to revision. It should be able to evolve through continuous dialogue
and re-evaluation so that it can stay responsive to diverse and changing
realities of power, culture, and datafication.

It may be useful, along these lines, to carry out a reflective and deliberative
process in developing the shared understandings of data justice that will
animate the way you, and your community, approach putting the idea into
practice. This will allow you to shape your data justice practices in
accordance with your own values, goals, and purposes and, where helpful,
to tailor the data justice pillars to your unique perspectives and vision.

101n undertaking this research, our team wanted to reflect on and recognise how our
own positionality could shape the way we were approached our research on data
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Here are some prompts to support this process of reflection:

Developing a Shared Understanding of Data Justice

Reflection Questions

T

What comes to mind when you think
you understand these words as having to do with ethics or the legal sphere,
or both? If you think of justice and equity as ethical or moral ideas, what are
their main properties?

Are there any other words that you
or that you feel are better suidand
cultural background, and the lived experience of its members?

What comes to mind when you think

How, if at all, do these understandings enrich the way you think of the
meani ngs of ffequusittiycoe?d0 and

Before engaging in this guide, were you familiar with the idea of social justice?
If so, what did this concept mean to you?

Refer to the Key Term: Social Justice box above. How does this description
of social justice align with your own understanding? How does it differ?

How would you apply your understandings of justice, equity, and social justice
in contexts of data collection and use? Do the data justice pillars outlined
above (power, access, equity, participation, identity, and knowledge) align
with these understandings?

If the pillars differ from your understandings in significant ways, what, if any,
resonance and harmonies do you feel are possible between your
understandings and the pillars? What other pillars or guiding priorities can be
included in your own approach to data justice?

justice. We have attached our positionality statement as Annex 4. Details on the
process of engaging in positionality reflection are explored below.
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