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Information-Theoretically Private Matrix
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Abstract—We study two problems of private matrix multiplica-
tion, over a distributed computing system consisting of a master
node, and multiple servers that collectively store a family of pub-
lic matrices using Maximum-Distance-Separable (MDS) codes.
In the first problem of Private and Secure Matrix Multiplication
(PSMM) from colluding servers, the master intends to compute
the product of its confidential matrix A with a target matrix
stored on the servers, without revealing any information about
A and the index of target matrix to some colluding servers.
In the second problem of Fully Private Matrix Multiplication
(FPMM) from colluding servers, the matrix A is also selected
from another family of public matrices stored at the servers in
MDS form. In this case, the indices of the two target matrices
should both be kept private from colluding servers.

We develop novel strategies for the two PSMM and FPMM
problems, which simultaneously guarantee information-theoretic
data/index privacy and computation correctness. We compare
the proposed PSMM strategy with a previous PSMM strategy
with a weaker privacy guarantee (non-colluding servers), and
demonstrate substantial improvements over the previous strategy
in terms of communication and computation overheads. More-
over, compared with a baseline FPMM strategy that uses the
idea of Private Information Retrieval (PIR) to directly retrieve
the desired matrix multiplication, the proposed FPMM strategy
significantly reduces storage overhead, but slightly incurs large
communication and computation overheads.

Index Terms—Distributed matrix multiplication, Data and
index privacy, MDS-coded storage, Colluding servers, and Poly-
nomial secret sharing.

I. INTRODUCTION

Distributed computing has emerged as a natural approach to
overcome computation and storage barriers when performing
computationally intensive tasks over a massive amount of data,
via dispersing the computation across many distributed servers
that operate in parallel. While distributed computing provides
significant flexibility and high computation speed, it also raises
privacy concerns about sharing raw data with external servers,
as these data may contain highly sensitive information such as
medical records or financial transactions. Thus, it is of vital
importance to design efficient distributed computing protocols
that at the same time preserve data privacy.
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Matrix multiplication is a core building block underlying
many signal processing and machine learning applications,
including collaborative filtering, recommender system, and ob-
ject recognition. In this paper, we focus on two private matrix
multiplication problems, where a master node would like to
privately compute the product of two matrices, which are
stored on a distributed file system using Maximum-Distance-
Separable (MDS) codes (e.g., Reed-Solomon codes). For the
first problem of Private and Secure Matrix Multiplication
(PSMM) from MDS-coded storage with colluding servers, as
illustrated in Fig. [I] there is a library of V' public matrices
BW . B® .. BW) stored across N servers following an
(N, K) MDS code, and the master owns a confidential matrix
A and wishes to compute the product AB(® for some
0 =1,2,...,V, while keeping the matrix A and the index
0 private from any S and 7' colluding servers respectively.
In the second problem of Fully Private Matrix Multiplication
(FPMM) from MDS-coded storage with colluding servers, as
shown in Fig. 2] there is another library of R public matrices
AWM A that are also stored across the N servers
in MDS form. The master wants to compute A(?a)B(B)
from the distributed system for some 6o = 1,2,..., R and
0 = 1,2,...,V, while keeping the desired indices 6o and
fp private from any T's and Ty colluding servers, where T'a
and Tp are the privacy parameters for the indices 65 and 6y
of the desired computation, respectively.
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Fig. 1. System model for private and secure matrix multiplication from MDS-
coded storage with colluding servers. There is a library £B that is distributedly
stored across N servers in an (N, K) MDS-coded form. The master shares
an encoding version A; of its input matrix A and a query Qge) with each
server ¢ = 1,2,..., N, without revealing any information about the matrix
A and the index 0 to any S and T colluding servers respectively. Server
i uses A;, Qgg) and its stored data ng to compute a response Yge). The
master must be able to recover the product AB®) from the server responses.
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Fig. 2. System model for fully private matrix multiplication from MDS-
coded storage with colluding servers. There are two libraries £ and £B that
are distributedly stored across N servers in (N, K') MDS-coded forms. The

master sends two queries QEHA) and QieB) to each server i = 1,2,..., N,
while keeping the indices 6 and Og private from any T'a and Ty colluding

servers respectively. Server ¢ uses QEOA), QEGB) and its stored data SZA and
SZ-B to compute a response YEQA’GB). The master must be able to recover
the product A(®A)B(?B) from the server responses.

As a motivating application, we consider the scenario of ma-
chine learning model inference in medical big data, where the
prediction for a certain disease is achieved by computing the
product of two matrices. Specifically, in a hospital, there are
medical data of R patients and the machine learning models
for V distinct diseases, e.g., diabetes, leukemia, heart disease,
and so on. The data of R patients are denoted by the matrices
AWM AU and the models for V diseases are denoted
by the matrices B®, ... .BV). Moreover, for the sake of
higher fault tolerance and storage efficiency, these data are
often stored on distributed servers in a file system (locally or
on the cloud), using MDS codes (see, e.g., [[1]-[4]]). There is a
patient (i.e., the master) who wishes to predict whether he/she
suffers from some disease while keeping the identity/data of
the patient private. Depending on whether the hospital has
the data of the patient, the PSMM and FPMM problems are
respectively considered. The FPMM problem corresponds to
the case that one of the R patients wishes to predict some
disease, and the PSMM problem corresponds to the case that
the hospital does not have the patient’s medical data. We note
that while serving the patients’ prediction queries, the hospital
may be interested in collecting the patients’ data to further
improve the model performance. At the same time, the hospital
would like to maintain a highly reliable and accurate prediction
service, with an emphasis on protecting the servers from
malicious attacks. Consequently, in this paper, we consider the
setting that the servers are honest but curiousﬂ which means
that each server follows the protocol and correctly reports any
calculations, yet a certain number of servers may be curious
about the input data and potentially collude to gain information
about it.

The main contribution of this paper is to develop novel
strategies for the two problems of PSMM and FPMM from

'The PSMM and FPMM strategies proposed in this paper are also robust
against malicious servers who return arbitrarily erroneous results (see Remark
[2] for more detailed discussion).

MDS-coded storage with colluding servers, which provide
information-theoretic privacy guarantees for the matrix A and
the indices of desired computations, as well as correctness
guarantees for the computation results. Our constructions are
based on developing novel perfectly secure secret shares of
the matrix A and the desired indices, which are tailored
for multiplications with matrices encoded in MDS forms.
Specifically, the secret shares are generated as evaluations
of carefully designed polynomials, such that the computed
response of each server, using the secret shares and its local
Reed-Solomon (RS)-coded storage, resembles the evaluation
of another composite polynomial at a particular point. Hence,
having collected responses from a sufficient number of servers,
the master can interpolate the polynomial, whose coefficients
are designed to constitute the intended computation results.
Moreover, we analyze the communication and computation
complexities of the proposed PSMM and FPMM strategies,
including the upload communication cost to the servers, the
download communication cost to retrieve results from the
servers, the encoding and decoding complexities at the master,
and the computation complexities at the servers.

We also carry out detailed comparisons with related works
in Section E As the most closely related work, reference [3]]
considers a PSMM problem with MDS-coded storage and
non-colluding servers that is a special case of our PSMM
problem (i.e., S = T = 1). While the proposed PSMM
strategy provides a stronger privacy guarantee by tolerating
colluding servers, it also offers substantial advantages in
communication and computation efficiencies over [5]]. For the
FPMM problem, we present a baseline strategy, where each
server first computes and stores the product of each pair of
encoding sub-matrices stored, and then the master uses the
idea of Private Information Retrieval (PIR) [6] to directly
retrieve the desired matrix multiplication from the results
stored at servers. Compared with the baseline strategy, the
proposed FPMM strategy brings a substantial advantage over
storage overhead, but slightly incurs large communication and
computation overheads.

A. Related Work

Cryptography community has been investigating on address-
ing privacy and secrecy concerns in outsourcing the compu-
tation of matrix multiplication to an untrusted computation
environment in recent years. There are some major lines of
research, namely secure multiparty computation [7]-[9], i.e.,
protocols that facilitate the computation of an arbitrary poly-
nomial function on input matrices, homomorphic encryption
[10]-[12] that allows performing computations on encrypted
matrices without first decrypting it, verifiable matrix multipli-
cation [[13]], [14] that verifies whether the computation result is
correct or not, and hardware-based matrix multiplication [15]-
[19] that accelerates the execution time of matrix computation.

These works focus on improving the computation efficiency
of matrix multiplication, without leaking any information
about input matrices in a computational sense with the ex-
ception of secure multiparty computation. While secure mul-
tiparty computation can provide information-theoretic privacy



on input matrices in a distributed manner, it requires additional
communication among all the servers for completing matrix
computation. Moreover, these works mainly put emphasis on
computing two specific matrices. For the setting of multiple
matrices considered in this paper, it remains an open problem
to generalize these works to provide information-theoretic
privacy protection about the indices of computation matrices.
The PSMM and FPMM problems in this paper are different
from the above works in the following two points: 1) the input
matrices are selected from the libraries consisting of multiple
massive matrices, and particularly the indices of the chosen
matrices need to be protected in an information-theoretic
sense; 2) the libraries are stored at a distributed system in
the form of MDS codes, and the computation of matrix
multiplication is completed over the distributed system, where
the communication links among the servers are not required
for completing matrix computation. The problem of protecting
the privacy of desired indices is related to the PIR problem
[20]. The privacy of the PIR problem can also be guaran-
teed in a cryptographical manner [21]]-[24] or information-
theoretic manner [25]]-[28]]. However, the PIR problem aims at
retrieving the original files, not some functions computed from
these files. In this paper, the objective is to design information-
theoretically private computation strategies for the PSMM and
FPMM problems.

Secure Matrix Multiplication (SMM) focuses on computing
the product of two data matrices over a distributed computing
system while keeping the data matrices secure from servers
[29]. Extensive efforts at SMM have been dedicated to using
the idea of coding theory to improve the efficiency of dis-
tributed computing [30]—[37]. Recently, the problem of private
matrix multiplication was considered in [38]] as an extension
of SMM on the PIR setting.

Private and Secure Matrix Multiplication: In the traditional
problem of PSMM, the library of matrices is stored across
non-colluding servers in a replicated form. In [39], a PSMM
strategy is constructed employing the ideas of non-colluding
PIR scheme [40|] to create private queries and polynomial
codes [41] to complete distributed computing. Subsequently
in [42], the authors exploit the MDS-coded PIR scheme in
[27] to construct PSMM strategies, and characterize a tradeoff
for upload and download cost, which then is improved in [6].
Furthermore, establishing the general tradeoff between system
performance for the PSMM problem has been considered
in 5], [35], [36]. The problem of PSMM with T-colluding
privacy constraints was studied in [43]], [44], and particularly
the authors in [44] present a systematic approach toward
designing efficient strategies.

Fully Private Matrix Multiplication: The problem of
FPMM with replicated storage and non-colluding constraint
was introduced in [36] and a computation strategy is con-
structed based on Lagrange codes [45]. Later, the problem
of FPMM with T'-colluding privacy constraint was studied in
[44], [46], and the strategy in [44] creates a more flexible
tradeoff between system performance.

We note that the PSMM and FPMM problems considered
in this paper admit a general setting for private matrix multi-
plication, in the sense that they include the above mentioned

previous works as special cases. Specifically, the PSMM prob-
lem considered in this paper reduces to the PSMM problem
in [35], [39], [42]], by setting K = 1 and S = T = 1; the
PSMM problem with colluding constraints in [43]], [44], by
setting K = 1 and S = T'; as well as the PSMM problem with
MDS-coded storage in [5]], by setting S = T' = 1. The FPMM
problem considered in this paper includes FPMM in [36]] and
FPMM with colluding constraint in [44]], [46] as special cases
by setting K = 1,7a =1 = 1 and K = 1,TA = T,
respectively. More additional comparisons are presented in
Section [V]

Notation: The following notation is used throughout this
paper. Let boldface and cursive capital letters represent ma-
trices and sets, respectively, e.g., A and K. For a finite set
K, |K| denotes its cardinality. Denote Z™T the set of positive
integers. For nonnegative integers m,n with m < n, [m : n]
and [n] denote the sets {m,m + 1,...,n} and {1,2,... n},
respectively. Define Ax as {Ag,,...,Ag, } for any subset
K={k1,....,kn} C[n]

II. PROBLEM FORMULATIONS

Consider a distributed computing system including one
master node and N server nodes, where all of the servers
are connected to the master through error-free and orthogonal
communication links. We assume that all the servers are
honest but curious, which means that they honestly follow
the prescribed protocol, yet a certain number of servers may
collude to try to deduce information about private data. We
consider two private distributed matrix computation problems
of private and secure matrix multiplication and fully private
matrix multiplication from MDS-coded storage with colluding
servers. In the following, we describe the general formulations
of these two problems respectively.

A. Private and Secure Matrix Multiplication

We start with the problem of Private and Secure Ma-
trix Multiplication from MDS-coded storage with colluding
servers, also referred to as PSMM problem for simplicity. As
illustrated in Fig. [T} the master owns a confidential matrix
A € FM*“ and there is a library £B of V public matrices
BW B® . BW) cF*" that are distributedly stored across
the N servers by using a fixed (N, K') MDS code over F, for
some \,w,vy € ZT and a sufficiently large finite field F.

Denote the encoded data of the library £B stored at server
i by EB for any i € [N]. The distributed system must satisfy
the following storage constraint.

e« MDS Property: The library can be reconstructed by
connecting to at least K servers to tolerate up to N — K
server failures, i.e., the conditional entropy

HBWY B® . BMIEE) =0, vKC[N], K| > K.

The master privately selects an index 6 from [V] and wishes
to compute the product AB(®) from the coded distributed
system, while keeping its own matrix A secure from any
colluding subset of up to S out of the N servers, and its
desired index 6 private from any 7" colluding servers. For this



purpose, the master employs a computation strategy operating
in the following three phases:

« Sharing: To provide secrecy guarantee, the master locally
generates private randomness, denoted by Z#, and then
encodes the matrix A according to encoding functions
f=(f1,--., fn), where f; corresponds to server i. De-
note the encoded version of matrix A for server i by A;
which is a function of A and Z4, ie., A; = f;(A, Z4)
for all i € [N].

Furthermore, to privately complete computation, the mas-
ter also generates N queries QéN] using the index # and
another private randomness Z° generated locally at the
master. Then the encoded matrix A; and the query Q
are shared with server i € [N].

o Computation: Upon receiving 111 and QEG), server
1 generates a response Y(Q), which is a determinis-
tic function of ;&i, Ql(-o and the stored data EB,

H(Y?|A;, Q' B) = 0 for all i € [N]. Then server
1 sends the response back to the master.

« Reconstruction: Due to the limits of computation and
communication resources, some servers may fail to re-
spond or respond after the master recovers the final
product, who are referred to as stragglers [47]]. For some
design parameter P < N, the master only waits for the
responses from the fastest P servers, and then recovers
the desired product AB(?) from their responses. This
allows the computation strategy to tolerate any subset of
up to N — P stragglers.

The following information-theoretical constraints need to be
satisfied for a valid PSMM strategy.

o Privacy Constraint: To ensure privacy constraint, the
index € of the desired product must be hidden from all
the information available to any 7' colluding servers, i.e.,
the mutual information

16; 9% A7, €8 YP) = 0. (1)

o Secrecy Constraint: Any S colluding servers must not
learn any information about the confidential matrix A,
ie., for all S C [N],|S| =S

I(A; Q¥ As, 8. YY) =0 )

e Correctness Constraint: The desired product should be
correctly reconstructed from the collection of responses
of any fastest P servers, i.e., H(AB(9)|Y§,9)) = 0 for all
P C[N],|P|=P

The performance of a PSMM strategy can be measured

using the following metrics:

1. The recovery threshold P, which is the minimum num-
ber of servers that the master needs to wait for in order
to recover the desired product AB(®).

2. The communication costE] which is comprised of the

%In the current big data applications where matrix dimensions are extremely
large, the upload cost for queries is negligible compared to the upload cost for
matrix A and the download cost, as it does not scale with matrix dimensions.
Similarly, in the following, the computation complexity for queries is also
neglected.

upload cost for matrix A and download cost from
servers, defined as

T PPC[N]L|P|=P

N
U2NH(A), D2 max  H(YY). ()

3. The computation complexity, which includes the com-
plexities of encoding, server computation, and decoding.
The encoding complexity C'a at the master is defined as
the order of the number of arithmetic operations required
to compute the encoding functions f. The complexity
of server computation C; is defined to be the order of
the number of arithmetic operations required to compute
the response YEQ), maximized over ¢ € [N]. Finally, the
decoding complexity C, at the master is defined as the
order of the number of arithmetic operations required to
decode the desired product AB(?) from the responses
of the fastest servers in P, maximized over P C [N]
with |P| =

B. Fully Private Matrix Multiplication

We next describe the problem of Fully Private Matrix Mul-
tiplication from MDS-coded storage with colluding servers,
also referred to as FPMM problem for simplicity. Similar
to the PSMM problem above, there is a library £B of V/
public matrices B B®) .. BY) ¢ F«*7 distributedly
stored across the N servers using an (N, K) MDS code
over IF. However, in the FPMM problem, as illustrated in
Fig. there is another library £A of R public matrices
AWM AR AR ¢ FAX@ that are also stored across the
N servers in the form of (N, K) MDS codes.

Denote the encoded data of the libraries £4 and LB stored
at server i by A and EP, respectively. The storage system
should satisfy

o Fully MDS Property: Each of the two libraries can
be reconstructed by connecting to at least K servers
to tolerate up to N — K server failures, i.e., for all
K C [N] with |K| > K, HAW, ..., AB|EA) = 0
and H(BW, ... BV)EE) =0.

The master wants to compute the product A(?A)B(8) by
utilizing the distributed computing system, while keeping the
index 0 (resp. Op) private from any T'a (resp. 1) colluding
servers from the information-theoretical perspective, for some
Oa € [R] and fg € [V]. A computation strategy for the FPMM
problem operates in the following three phases:

« Sharing: To ensure prlvacy, the master generates the
queries Q ) (resp. Q ) using the desired index 6
(resp. OB) and locally generated prlvate randomness Z%A
(resp. Z98). Then the two queries Q( 2) and 9, (%) ar,
shared with server i € [N].

o Computation: Upon receiving QEQA) and QEGB)

1 computes a response YEGA’GB) for the master according
to the received queries Q,; 0A)7 Ql(- and the stored data
EA EB i H(Y A"l Q%) A £B) —  for
all ¢ € [N].

o Reconstruction: The master recovers the desired product
A92)B(8) from the responses of any fastest P servers.

, Server



A valid FPMM strategy must satisfy the following

information-theoretical constraints.

o Fully Privacy Constraint: The desired indices 4 and
fg must be hidden from all the information available to
any 1o and T colluding servers, respectively, i.e., for
all 7o C [N] with |Ta| = Ta and 7 C [N] with
| 78| = TB, the mutual information term

I(0a; QY2 QR ep [ eB yPafe)y —q ()
I(0m; QY. QYn) eA B yiats)y —o. (5)

o Correctness Constraint: The desired product must be
recoverable from responses of any fastest P servers, i.e.,
H(ACBO) [y 4%8)y — ( for all P C [N],|P| = P.

Similar to the PSMM problem, the performance of an

FPMM strategy is evaluated by the following key quantities: 1)
the recovery threshold P, 2) the download cost D, and 3) the
computation complexities consisting of generating response at
each server Cs and decoding desired product at the master Cj.

III. COMPUTATION STRATEGY FOR PSMM

In this section, we present our construction to solve the
PSMM problem, based on novel designs of matrix and query
shares. We prove that our construction achieves information-
theoretic secrecy for the matrix A and information-theoretic
privacy for the index 6. We also analyze the computation and
communication overheads of the proposed strategy.

A. MDS-Coded Storage for PSMM

Here we explicitly describe the coded storage system for
the PSMM problem, where the library £B is stored across N
distributed servers in an (N, K') MDS-coded form.

First, we horizontally partition each matrix in the library
LB into K equal-sized blocks as follows.

B
: , YvelVl]. (6)
By

B —

Then, for each v € [V], we construct the Reed-Solomon (RS)

polynomial e (z) of B B{"), ..., Bg) as
K
e(x) =Y B ek k. (7)
k=1

Let a1, aq9,...,any be N pairwise distinct non-zero ele-
ments in F. Then the evaluations of {e(*)(z)},ev] at point
r = o are distributedly stored at server i, i.e.,

€8 = {e(”)(ai) ve [V]}. ®)

Apparently, (e (a1),e™ (az),...,e")(ay)) forms an
(N,K) RS codeword for any v € [V], thus such storage
codes satisfy (N, K) MDS property.

3Notably, for the FPMM problem considered in this paper, the privacy
parameters 7' and Ty are allowed to be unequal. We consider the privacy
constraints @)-@) on 64 and Op separately for convenience.

B. General Construction for PSMM

For some design parameters L, M € Z%, we partition
matrix A into LK sub-matrices, and each block B;CU) in @)
into M sub-matrices such that

Ay ... Ak B{") ... B"),
A=| 0 o |, BU= s 9)
Ari ... ALk B(K”))1 ) ng))M

for all v € [V]. Here Agy € F£*%, and B{") € F#*3r.

k,m

Then the desired product C(®) = AB(®) is given by

0 0
ct’) ct’)
C?®=AB" = | : : (10)
0 0
c) cy

with C{") = S Ay kB for any ( € [L],m € [M].
Accordingly, the encoded block e(*)(a;) in (@)-(8) can
be viewed as a collection of M encoded sub-matrices, i.e.,

e (ay) = (egv)(ai),eé”)(ai), ...,eg\? (a;)), where
K
e (x) = BY) aK7F vm e [M]. (11)
k=1

Thus the storage (8] at server ¢ can be equivalently written as

£B = {65:;)(%) m e [M],v e [V]}. (12)

To present a general strategy for the PSMM problem, we
introduce a collection of positive integers {bg,d,, : ¢ €
[L+1],m € [M+1]}, which will be used as degree parameters
for the encoding functions f(x) and h(z) of matrices A and
B respectively. Subsequently, the encoding function f(z)
of A is exploited to create secret shares of the confidential
matrix A, and the encoding function h(z) of B(%) is exploited
to create secret shares of the private index 6, such that the
responses at servers can be viewed as the evaluations of the
product polynomial g(z) £ f(x) - h(z) at distinct points and
the desired matrix multiplication AB() can be completed
by interpolating g(z) from server responses. Naturally, this
requires that the coefficients of the product polynomial g(x)
include the desired computation for correctness guarantee,
and the strategy achieves a recovery threshold of K =
deg(g(x)) + 1. In general, the group of degree parameters
{be,dp, : £ € [L+1],m € [M + 1]} is associated with a
PSMM strategy with recovery threshold K = deg(g(x)) + 1
by carefully designing the encoding functions f(x) and h(x)
of A and B and then using these encoding functions to
create secret shares of the matrix A and the index 6.

More specifically, we first use {bs,d,, : £ € [L + 1],m €
[M + 1]} as degree parameters to construct the following
encoding polynomials of matrices A and B(?).

L S
(13)
/=

K
f<w>=Z<Z A) £y B,
k=1

1 t=1

4We assume that the dimensions of data matrices are sufficiently large such
that L|\, K |w, M|v.



M /K K+T-1
h(z)=>" (Z B,(fzna:K_k> w4 3" ZPae ol (1)
m=1\k=1 t=1

Here ZA,t € [S] and ZB,t € [K + T — 1] are matrices over
F with the same dimensions as A, ; and B( LL respectively,
whose forms will be specified later. The product of the two
encoding polynomials is given by

0
x) = Z G,z" = f(z) - h(x)
r=0

5)

with a degree

d=max{by+ K —1,bp41+S—1:¢€[L]}
+max{d,+K—-1,dy1+K+T—-2:m € [M]}.

Definition 1 (Achievable Degree Parameters for PSMM). The
degree parameters {by,d, : ¢ € [L+1],m € [M+1]} are said
to be §-achievable for the PSMM problem if the coeﬁ‘iczents
of g(x) contain all sub-matrices of C9) in (T0), i.e., c!
{G,:7€[0:0]} forall £ € [L],m € [M].

f m

Next, we continue to describe the proposed PSMM strategy,
using the constructed encoding polynomials with d-achievable
degree parameters. First, we provide a simple example to
illustrate the key ideas.

Example 1. Consider the PSMM problem with parameters

V=K=L=M=S5 =T = 2. The matrices A and
B B®) are partitioned as follows.
] g BB [0
Az A B B’ B’ BY)
The data stored at server ¢ is glven by
(1)( ) = 21 +Bgli i,
giB _ (0‘1) = B 2 + B:% is
m(‘“) B
ey () = B2,2 +Biso
Assume that the master wishes to compute C) = AB(1),

while keeping the matrix A secure from S = 2 colluding
servers and the intended matrix index § = 1 private from
T = 2 colluding servers.

The desired computation has the form of

1 1
iy Ciy

c = 1 1
cy i)

Utilizing the degree parameters by = 0,by = 7,b3 =
11,d; = 0,d2 = 2 and d3 = 4, we construct the encoding
polynomials of A and BM) as

f( )* (A1 1+A1 21’) (A271+A2 2$)I’7+ZALL‘11+ZQAI’12,
h(x)=(BS) +Bix) + (BY) + B ja)s?
+ZBx* + 2825 + Z82°,  (16)

where Zf Z4 and ZP ZB ZP are the matrices with cor-
responding dimensions that will be specified later. Here the

selected degree parameters are 18-achievable as the sub-
matrices of C(1) are coefﬁcients of the product polynomial
g(x) = f(z) - h(x) = ZT o Gra” of degree § = 18, i.e.,

G =C{), Gg=cl), Gs=C}], Giry=C). (a7

The master creates the encoding polynomial f(x) locally,
using matrix A and two masking matrices Z£* and Z4* whose
entities are independently and uniformly sampled from [F.
Then, for each i € [N], master selects a distinct point a; € T,
and sends a secret share A; = f(a;) of A to server i. To
privately retrieve the computation result C1), along with A,
the master also sends the following query Q(l to server i.

qgl)(al) 14 zgl)a + zglz)ozz ,
Q(-l) _ q%:(al) a + (Z()l)Oé + Zél) 5
! q () = 0+z1 4+z§22)al, ’
q§2) () =0+ zéQI)a + zé@a

where {z§11)7z§12), éll),zég,zg 1),z§2), ézl),zézg} are random

masks independently and umformly sampled from T, to protect
6 = 1 from being inferred by 7" = 2 colluding servers.

Having received the query le) from the master, server i
encodes its stored data £P as

B; = ¢{"(a;)-ef" (i) 5" (i) el (o)
gt ()¢ () +48 (i) -8 ()
= (B) +B )+ (B +B{hay)a?

+ZBat + 280l +Z8af.

Here we have ZP = E 1)B512+ él)B(lg—i— ﬂBg i—i— (Q)Bg
7B — §11)B(1) (1)B(1) (1) (1) (1)B(1% + 2z (2) ( )

(2)B(2)+ (2)B(2)+ 522)]35 %’ nd ZB _ EQ)B§12+ (1) (
z(Q)B( )+ %Bg %, which are constant for all the servers along
the d1men51ons correspondlng to 2%, x°, and 2°. We note
that the B; is exactly the evaluation of the designed encoding
polynomial h(z) in (T6) at the point ;.

Next, server ¢ computes the product YEG) = 1?”]~3Z = f(ay)-
h(a;) as a response for the master, which is equivalent to
evaluating of the polynomial g(x) = f(x) - h(z) at point x =
;. The master can interpolate g(x) from the responses of any
P =deg(g(z)) +1 =6 + 1 = 19 servers, and then recovers
the sub-matrices of C(!) from the coefficients of g(z) as in
(7). This demonstrates that our PSMM strategy achieves a
recovery threshold of 19.

)
29
+
1)

For the general construction of our PSMM strategy, to keep
matrix A secure from any S servers, the master samples S
masking matrices Z# Z? in the encoding polynornlal of
A (13), 1ndependently and uniformly from Fz*#. To keep
the index O private from any T servers, the master chooses
VMT random masks {zmt ct € [T],m € [M],v € [V]}
independently and uniformly from F. Then based on the struc-
ture of the encoding pol nom1a1 in (T4), the master constructs
the query polynomial qm x) for all m € [M],v € [V] as

d .
a1t zim,  ifv=20
Qm sz, + {O, ifo#£60 ° (1%)



The query polynomial q,(rff) () will be used as the encoding

coefficient of the storage polynomial e,(f{) (x) to encode the data
matrices stored at servers, see . Specifically, when v = 0,
the encoding data matrix generated by the storage polynomial
eiﬁf)(x) is desired to be computed, and the coefficient 2% is
used to encode the desired data matrix for all m € [M]. When
v # 6, the coefficient 0 is used to eliminate the interference
from the remaining undesired data matrices for all m € [M].
Particularly, the masking term 3, z#:?tmdM +1+t=1 protects
the privacy of the desired index.
The master shares the evaluations of f(x) and {q(v)( ) :

m € [M],v € [V]} at point z = a; with server i, i.e.,

Ki_f(az)
" = {4\ () : m € [M],v € [V]}.

19)
(20)

After receiving the query Qie
stored data EP into

B —ZZe(”) ;)

v=1m=1

By (TI), (18) and (14), we can denote the encoding function
of £B by

, server ¢ first encodes its

W (). 21

mzl <Z B(G) >
+2V:§:<i]3 v )(Z o) de+1+t—1> 22)
-3 (St

K+T-1
k) l,dm, + Z ZthdMﬁ»lthfl (23)

t=1
(24)

where ZP, ..., Z} ., are linear combinations of the par-
titioning sub-matrices B,(C ,)n,k € [K],m € [M],v € [M]

that can be obtained exphcltly by expanding the second term
in (22), but whose exact forms are irrelevant. Note that
Z3,..., 2% _, are identical across all the servers.

Each server ¢ responds to the master with the product

YY" = A;B;, (25)

which is equivalent to evaluating of the polynomial g(z) =
f(z)-h(z) at point x = «; by (13), (19), I) and (24). Finally,
the master can interpolate g(x) from the responses of any
P = deg(g(x))+1 = d+1 servers. Then by the §-achievability
of the selected degree parameters for the PSMM problem, the
master recovers the desired computation C(¥) = AB(®) from
the coefficients of g(z).

In general, for any J§-achievable degree parameters, our
PSMM strategy achieves a recovery threshold of P = § + 1.
In other words, constructing a PSMM strategy can be done
by constructing d-achievable degree parameters. The following
lemma provides a guide on how to construct achievable degree
parameters.

dpm 0 €
|} is d-achievable with 6 = max{b; +

Lemma 1. The group of degree parameters {by,
[L+1],m e [M+1

K-1,bp1+S-1:4¢ [L}}-l—max{dm-i—K— 1,darr +
K+T-2:m € [M]} for the PSMM problem if the following
conditions hold.
o The values K —1+by+d,y, for all £ € [L],m € [M] are
pairwise distinct, i.e., for all £,¢' € [L] and m,m’ € [M]
with (€, m) # (£';m’),

K—1+by+dn#K—1+by+dm. (26

e For any given £ € [L],m € [M],

K—-1+4+b+dn,¢
{i+be+dp,:Le[L],me[M],ic[0: K—2]}

U{2K —2—i+bs+d,:L€[L],me[M],i€[0: K—2|}
U{k+bs+dpr1+t—2:L€[L],t e [K+T-1],k € [K]}
U{K—k+dn+bri1+t—1:me[M],te[S],ke[K]}
U{br+1+dpr1+t+t' —2:t€[S),t' e [K+T—1]}. (27)

Proof: From Definition [I] it is enough to show that
the coefficients of the product polynomial g(z) = f(x) -
h(zx) in contain all the desired sub-matrices {CgezT =
S Ae,kBEf,L 0 [L],m e [M]}.

By (13) and (T4), the polynomial g(z) = f(z) - h(z) is
exactly expanded in (28), where the des1red terms include
the desired sub-matrix Céi)n Z 1A, kB() for all
¢ € [L],m € [M]}. Since the degree parameters satisfy
the constraint in @]) there is no interference between all
the desired terms in (2Z8). Moreover, the constraint in
means that the desired terms are independent of the remaining
interference terms. Thus the coefficients of g(z) contain all the
desired sub-matrices {Cgi)n : ¢ € [L],m € [M]}. [ |

In the following lemma, we present three explicit choices
of degree parameters that have been proposed in [32], [33]].
It is also easy to verify that they satisfy the achievability
requirements in Lemma [I]

Lemma 2. The following three explicit choices of degree
parameters are achievable for the PSMM problem.

e 01 =(L+1)EKM+K+T-1H)+S-K-T-1
by setting by=( — 1)(KM + K +T —1),bpy1=(L —
DWEM+K+T-1)+KM,d,,=(m-1)K,dypn=KM
for all L€ [L],me[M];

o bo=(M+1)(LK+S)+K+T—S—3 by setting by =
(6— I)K, bL+1 = LK, dm = (m— 1)(LK+S),d]u+1 =
(M —1) (LK 4+ S) + LK for all { € [L],m € [M];

o and 63 =2LKM + K+ 5+ T — 3 by setting by =
1)MK, bL+1 = LKM7dm = (m—l)K, dM+1 =
for all ¢ € [L],m € [M].

(£~
LKM

Consequently, using the achievable degree parameters in
Lemma 2] the proposed PSMM strategy achieves a recovery
threshold of P = min{d; + 1,82 + 1,03 + 1}.

C. Secrecy and Privacy Analysis
In this subsection, we provide secrecy and privacy proofs
of the proposed PSMM strategy.

Lemma 3 (Generalized Secret Sharing [33]], [48]). For any
parameters X, S, k,7 € ZT, let W1,..., Wx € FFX7 pbe X



0
Al»j+1B§'4-)1,m

:L.K* 1+b£ +d'rn +

A
E 0) z+be+dm
Ag J+1BK+j i,m
7=0

Desired Terms

L M K-2
DD
=0

=1 m=1 i=

%

Z AZ:K*sz(‘i)j—&-l,m
j=0

Interference Terms

L K+T-1 K

x2K—2—i+bg+dm + E E E A£$kz?xk}+bg+d1\/1+1+t—2

(=1 t=1 k=1

Interference Terms

P%

M S
22
m=1t=1 k=1

Ba) ZA K—k+dm+bry1+t— 1_|_§ E ZtAZ?xbL+1+dl\l+1+t+t/—2.
t=1

S K4+T-1
(28)

t'=1

Interference Terms

secrets, and 2, . .., Zg be S random matrices with the same
dimensions as the secrets and all the entries being indepen-
dently and uniformly distributed on F. Let oy, a,...,an be
N pairwise distinct elements in . Define a function as

y(x)leul ($)—|— . .+WXuX(x)+Z1v1(a:)+. . .—|—ZS’U5($),

where uy(z),...,ux(z),v1(x),...,vs(x) € Flz] are arbi-
trary deterministic functions of x. If the matrix

(o, ) vs (v, )
V= : :
v1 (i) vs(tis) | gys
is non-singular over F for any S = {i1,...,is} C [N] with
|S| =S, then the S values y(ou,), ..., y(aiy) can not reveal
any information about the secrets W1,..., Wy, ie.,
I(Wq,...,Wx;y(a,),...,ylaig)) = 0.

Theorem 1. The proposed PSMM strategy provides an
information-theoretical secrecy guarantee for the matrix A
even if any group of up to S servers collude, and provides an
information-theoretical privacy guarantee for the index 0 even
if any group of up to T servers collude.

Proof: 1t is sufficient to show that the proposed PSMM
strategy satisfies the secrecy constraint in and the privacy
constraint in ().

secrecy: For any subset S C [N] of size S, we have the
mutual information

1(A; 00, As, B, YY)
WraAg+1(4;00), cB|Ag+1(AYY)|As, 00, £B)

Ora;As) 2 o.

—~
=

Here (a) is by applying the chain rule of mutual infor-
mation; (b) is due to the fact that the queries Qfse) (20)
and the stored data £5 (12) are generated independently of
the matrix A and the encoded matrlces As (M9) such that
0=1I(A, AS,QS LEB) > I(A; Qs ,EB \AS) > 0, and the
responses Yg) are the deterministic function of Q %) Ag and
EB by 1) and @3) such that I(A,Y(9)|A5, Q ,EB)Y =0;
(c) follows by @]) and Lemma
Thus the secrecy of the proposed strategy follows by (2).

Privacy: We next prove that the index 6 of the desired
computation AB® jg private for any 7' colluding servers.
For any subset 7 C [N] of size T, we have

1(6: Q7 A7, €2, YY)
0:00)+1(0:A7.E8 Q)+ 1(0;YV| QY Ar B
0; Q') (29)
0; {a\) (o) : i € Thmeppnyven)) 2N

Here (a) is due to the fact that the encoded data A
(19) and the stored data 57— @]) are generated indepen-
dently of the queries QT and the index 6, and the
responses Y(T) are the functlon of QT ,A7~ and ST, such
that 0 = 1(0, QY); A7, €B) > 1(6; Ar,€R|QY)) > 0 and
100; Y19, A, €B) = 0; (b) follows by [20); (¢) holds
by Lemma and the fact that the query elements {qm) () :
i € T} are protected by T random noises z,,’, ...,zfn)T
by (I8) and (20), and all the noises zfn)h e ,z( )T are i.i.d.
uniformly distributed on F across all m € [M],v € [V].
Thus, privacy follows by (). ]
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D. Complexity Analysis

In this subsection, the system performance of the proposed
PSMM strategy is analyzed.

Lemma 4 (Corollaries 10.8 and 10.12 in [49]). The eval-
uations of a degree-k polynomial at k + 1 arbitrary points
can be done in O(k(logk)?loglogk) arithmetic operations,
and consequently, its dual problem, interpolation of a degree-
k polynomial from k + 1 arbitrary points can be performed
using O(k(log k)?loglog k) arithmetic operations.

Theorem 2. For the PSMM problem with (N, K) MDS-coded

storage and colluding parameters S, T, let L, M be arbitrary

partitioning parameters, then the proposed PSMM strategy can

achieve

Recovery Threshold:

P:min{(L—l—1)([(M—&-K-&-T—1)—|—S—K—T7
(M+1)(LK+S)+K+T-5-2,
2LKM + K +S+T — 2},



AN \yP
Upload and Download Cost: (U, D) = ( Lw K’ Lf;W)
AwN (log N)? log log N
Encoding Complexity: Ca = O wNllog N)log log ’
LK
- Vwry Awy
Server Computation: Cgs = O < i74 LKM) ’
MyP(log P)?loglog P
Decoding Complexlly Cd =0 ( 2 ( 0g LJ)W 0g 108 ) .

Proof: We know from Section that our PSMM
strategy achieves the recovery threshold.

The master uploads an encoding sub-matrix with the di-
mension of x # to each server by (19), and downloads a
matrix with the dimenswn of 2 2 x 47 from each of responsive
servers by (235). Thus, according to (3), the strategy achieves
the upload cost U = Ai";(v and the download cost D = %.

In terms of encoding complexity and decoding complexity,
the encoding process for matrix A can be viewed as evaluating
a polynomial of degree less than N at N points for L‘*’ times
by (13) and (19), and decoding requires interpolating a polyno-
mial of degree P —1 from any P responses for L’\M times. By

Lemmafd] the encodmg and decoding achieve the complexities
O( AwN (log Igf) log log N ) and O( Ay P(log P) log log P )

, respec-
tively. The computation at each server 1r1volves generating a
linear combination of VM sub-matrices with the dimension

X 17 (21), and multiplying two coded sub-matrices with
5126‘5 of £ >§\ % and 4 x 5, which require a complexity of
O(F2 + 7457) w1th straightforward matrix multiplication

algorithms ]

Remark 1. For the proposed PSMM strategy, when the system
parameters K, N, V, S, T are fixed, the partitioning parameters
L, M control the recovery threshold, the communication cost,
and the computation cost. The optimal recovery threshold
achieved by our PSMM strategy is 3K +7+ S — 2 at the case
of L = M =1, and the upload cost and encoding complexity
are optimal at the case of M =1 and L = | X=E5=T42
The server computation complexity is optimal in the case that
LM takes the maximum value satisfying P < N. The optimal
parameters for download cost can be obtained by optimizing
argminy, p 757 such that P < N, similar for decoding
complexity. In practice, one can optimize L, M according to
the system resources, including the number of servers, and
the computation and communication capabilities, to minimize
the overall computation time. For example, assume that the
number of available servers is N, the communication speed
is s; and the computation speed is so, then one can obtain
the optimal parameters L, M by using numerical methods to
minimize the overall time as follows.
U+D Ca+Cs+Cy
arg min + ,
L,M S1 So
s.t. P < N.

For any given L, M, it is better to make the recovery threshold
as low as possible. Here we present three groups of achievable
degree parameters for achieving low recovery threshold as
much as possible. How to choose the three groups of degree
parameters depends on which group achieves a lower recovery

threshold for any given M, L. The following FPMM strategy
follows similar arguments.

Remark 2. In the PSMM strategy and the following FPMM
strategy proposed in this paper, all the server responses can
be viewed as evaluations of a polynomial and the master
can recover its desired computation through interpolating the
polynomial. Thus all the server responses form an MDS
codeword. According to the property of MDS codes, the two
strategies can further provide robustness against malicious
servers. More specifically, if there are up to E malicious
servers with unknown identities who may return arbitrarily
erroneous results, the master only needs to wait for responses
from 2FE additional servers in order to correctly reconstruct
the final result.

IV. COMPUTATION STRATEGY FOR FPMM

In this section, we present an FPMM strategy. For the
FPMM problem illustrated in Fig. [2] the goal of the master is
to compute the product A (?4)B(?B) from the coded distributed
computing system, without revealing any information about
the indices fa and g to any Ta and Ty colluding servers
respectively, for any 6a € [R] and 0g € [V].

A. MDS-Coded Storage for FPMM

Each matrix in the library £ is vertically divided into
K equal-sized blocks, and each matrix in the library £B is
horizontally divided into K equal-sized blocks, for any fixed
MDS-coded parameter K, i.e., for all r € [R],v € [V],

B
A = |2 _“A%)} , B®=| : (30)
B\

The RS-coded encoding functions of A and B(") are
constructed as

K
e (x) = ZA,(:)xk_l (”) ZB (v) K=k
k=1

Then the evaluations of these encoding functions at point x =
o; are stored at server .

EA= { ™) (@ Z):TG[R]}, EF:{e(”)(ai):UE[V]}, (32)

where aq,...,ay are N non-zero evaluation points from .
Apparently, such storage codes satisfy (N, K') MDS property.

€1y

B. General Construction for FPMM

To establish the tradeoff between system performance, we
divide each block of the matrices A(") into L sub-matrices,
and each block of B(*) into M sub-matrices, for some design
parameters L, M € Z™, such that for all r € [R],v € [V],

Al AT B{") ... B,
A= o 0 BW=| , (33)
A LAY, By ...BY,,

)



where A% € Fi*% and B(”zn € F&*a for any ( €
[L],k € [K],m € [M]. The desired product C(?a.08) —

A2)BUB) js given by

i . oy
C0a.0B) _ A (0A)B(9B) — (34)
oyt . oy

with C@?T‘;’HB) KA GA)B(GB) for any ¢€[L], me[M].
Then the storage 1i at server i can be equivalently
represented as

er ={& () eelrlre (R}, (35)
Eﬁz{eg)(ai):mE[M],UE [V]}, (36)

where éy) (x) and eSfL)(a:) are the encoding functions of the

sub-matrices in the /-th row of the partitioning matrix A (") and
the m-th column of the partitioning matrix B(*), respectively,
given by

~(r) K-k

Z Aélexk 1’ ) Z Bl(:'Zn

Using a collection of positive integers {bg, m L€ [L+
1], m € [M+1]} as degree parameters for the FPMM problem,
we construct the encoding polynomials of matrices A (?A) and

BB) (@3) as
L
:Z<ZA%%“>

(37

(=1 \k=1
K+TaA—1
+ Y Zpatrettl o (38)
t=1
M K
HOEDY (ZB,S’:?RxK ’“) o
m k=1
K+Tg—1
+ Y Zpatvetttl o (39)

t=1

where Z&,t € [K +Ta — 1] and ZB,t € [K + T — 1] are
matrices over I with the same dimensions as Ag?,f) and B,i?fn)
respectively, whose forms will be specified later. The product

of the two polynomials f/(x) and h/(z) is given by

5/
(@)= Gra" = ['(2) W () (40)
r=0
with a degree
8 =max{by+K—1,bp 41+ K+Ta—2:L€[L]}
+max{d,+K—1,dy1+K+Tp—2: me[M]}. (41)

The degree parameters {bs, d, : £ € [L+1],m € [M +1]} are
said to be §’-achievable for the FPMM problem if the product
polynomial ¢/(x) contains all the sub-matrices in C(?a¢B) =
A2)BUB) [B4) as coefficients, i.e., Céeﬁb’gB) e{G.:re
[0: 4]} for all £ € [L],m € [M].

Next, we use the constructed encoding polynomials with ¢’-
achievable degree parameters to construct an FPMM strategy

with recovery threshold P = §' + 1. To keep the index 0a
private from any 7'a servers and the index fp private from
any TB servers, let {igt) it € [Tal,£ € [L],r € [R]} and
{z :t € [Tg],m € [M],v € V} be random noises chosen
unlformly iid. from F. Then, forall £ € [L],r € [R] and m €
[M],v € [V], the master constructs the query polynomials
(jy)(a:) and ¢\ (x) based on the structure of the encoding

functions in @ and (39) as

be ifr =46
~(7‘) bry1+t—1 e, ur A
Zz 'z +{o, itr £, @
d .
) _ (v) Codyprtt—1 T, if v= 9]3
x) ;zm’t x + {07 i o Op (43)

The master shares the evaluations of these query polynomi-
als at point x = «; with server ¢:

Q") = (g (i) : € e [L],r € [R]},
0\") = {¢{)(a;) : m € [M],v € [V]}.

(44)
(45)

According to the received query Q§9A>, server ¢ encodes its
stored data EA (B3) into

R L

A; Z Z dy)(m) : éé” ()

(46)

a$L+1 +t— 1) (47)

K+Ta—1

1
L K
- Z (Z Aé?]?)ai_cl) ai—” + Z Z?Q?LJrl-'rt—l

t=1
(48)

where (a) is due to and @2), (b) follows by (38), and
ZA t € [K + Ta — 1] represent various linear combinations

of interference sub-matrices Aé’r,i,é € [L],k € [K],r € [R]
that can be found explicitly by expanding the second term in
(@7), but whose exact forms are unlmportant

Similarly, upon receiving Q( , by (37), @3) and (39), the
stored data EP (B6) is encoded into

(49)

)(Z 20, afmeatts 1) (50)

K+Tg—1
_ d t—1
k agim + § : Z?O% M+1+

t=1

(G

where ZB.t € [K + Ts — 1] can be obtained explicitly by
expanding the second term in (50), but whose exact forms are



irrelevant. Notably, both ZA ¢ € [K +Ta — 1] and ZB,t €
[K + Tg — 1] are independent of the servers and thus can be
viewed as constant terms.

Each server ¢ computes the product YZ@A’QB) = A,;B; and
send it back to the master, which is equivalent to evaluating
the product polynomial ¢'(z) = f/(x) - h'(z) at point x = «;
by @8) and (5I). Thus, the master can interpolate the product
g'(z) from the responses of any P = deg(¢’'(z))+1=0"+1
servers by (@I), and then recovers the desired computation
C(a.98) by the §-achievability of the selected degree pa-
rameters for the FPMM problem.

In the following lemma, we present three explicit choices of
degree parameters [32]], [33]] for the FPMM problem. Similar
to Lemma [T] and (28)), it is easy to prove the achievability of
these degree parameters, by expanding the product polynomial
¢'(x) = f/(x) - W(z) in @O).

Lemma 5. The following three explicit choices of degree
parameters are achievable for the FPMM problem.

e 01 = (L+)(KM+K+Tg—1)+Ta—Ts—2 by setting
by=L—1)(KM+K+Tg—1),bp11=(L—-1)(KM +
K+Tg—1)+ KM,d,,=(m—1)K,dyn=KM for all
Le[L],me[M];

e b=M+1)(LK+K+Tas —1)+Tg —Ta —2 by
setting by = ({—1)K,bp,41 = LK,d,, = (m—1)(LK +
K+Ta-1),dpyy1=(M—-1)(LK+K+Ta—1)+LK
forall ¢ € [L],m € [M];

o and 8y = 2LKM+2K +Ta+Tp—4 by setting by =
1)MK,bL+1 :LKM,d (m l)K d]\/[+1
for all ¢ € [L],m € [M].

(£~
LKM

As a result, our FPMM strategy achieves a recovery thresh-
old of P = min{d] + 1,05 + 1,85 + 1}.

C. Privacy and Complexity Analyses

In this subsection, we prove the privacy of the FPMM
strategy and analyze its system performance.

Theorem 3. The proposed FPMM strategy provides
information-theoretical privacy guarantees for the index 0a
(resp. 0B) even if any group of up to Ta (resp. Tg) servers
collude.

Proof: We first prove the privacy of the index 64 for
any Ta colluding servers. For any subset 7o C [N] with
|Ta| = Ta, it is straightforward to prove

0 0 N
(9Aag'(7’AA 7Q'(7’A13)a5%7£’$A1Y(A B))
a b
@ (045 Q1 , Q) © 1(0a; Q)
c) - 3
2 I(0a3 {3 (i) i € TaYeein)reim)

where (a) is similar to 29); (b) is because Q( B) is
generated independently of 64 and Q(T) @4) by @I) ®@3);
(¢) follows by (@4); (d) is due to Lemma [3|and the fact that the
query polynomial qg” (x) is constructed by using T's random
noises to mask the desired index 6 by @2) for all £ € [L],r €
[R], and all these noises are i.i.d. uniformly distributed on F.
Thus the privacy of index 64 follows by (@).

—

@,

Similarly, it is also straightforward to prove that the privacy
of index fp satisfies the constraint in (). u

Theorem 4. For the FPMM problem with (N,K) MDS-
coded storage and colluding parameters Ta,Tg, let L, M be
arbitrary partitioning parameters, then the proposed FPMM
strategy can achieve

Recovery Threshold:

P=min{(L+1)(KM+K+Tg—1)+Ta —Tg — 1,
M+1)(LK+K+Ta—1)+Tg —Ta — 1,
2LKM + 2K + Ta + T — 3},

Ay P
Download Cost: D = ——
ownload Cos T
— . RM\w + Vwy Awy
Server Computation: Cs = O ( i LKM) ,
Ay P(log P)2loglog P
Decoding Complexity: Cy = O ( yP(log L_;)w og log ) .

Proof: Section tells us that the proposed FPMM
strategy achieves the recovery threshold.

In terms of download cost the master downloads a matrix
with the dimension of £ X 47 from each of responsive servers,
and thus the strategy ach1eves a download cost of D = ’Bé;

The computation at each server includes encoding the
matrices A([f]) by taking a linear combination of RL sub-
matrices with dimension of i\; @]), then encoding the
matrices B("D by taking a l1near combination of VM sub-
matrices with dimension of 237 , and ﬁnally multiplying
the two encoded sub-matrices with sizes of 2 TX5 < and £ e X M,
which require a complexity of O(£& + Y1 4 2en ) jf
we employ straightforward matrix mult1pl1cat1on algorithms.
Decoding requires interpolating a polynomial of degree P — 1
from P arbitrary responses for 777 times, which achieves the

complexity O (22208 f};log 57 by Lemma [

Remark 3. Here we compare the differences between the two
proposed strategies and show the effect of MDS-coded storage
on them. Both the proposed PSMM and FPMM strategies are
constructed by first designing encoding polynomials of the de-
sired matrix multiplication, and then exploiting the structures
inspired by the encoding polynomials to create secret shares of
confidential matrix and/or private indices, such that the desired
computation can be completed by interpolating a polynomial
from server responses. When MDS-coded storage is consid-
ered, the main challenge lies in how to design these encoding
polynomials that are compatible with the given MDS-coded
storage structure, such that the encoding functions can be
exploited to design private queries and the interference from
undesired matrices are aligned along low dimensions as much
as possible. More specifically, for the proposed PSMM strat-
egy, when the MDS-coded storage in (/) is given, the encoding
polynomial of matrix B() is designed to match the MDS-
coded structure. Furthermore, our private queries can align the
interference from the undesired matrices BIM\?Y along the
K + T — 1 dimensions x®v+1 gdv+itl - gdypi+K+T=2
by (23)), thus the encoding polynomial of matrix B includes
these dimensions for interference alignment. To make this




more clear, we rewrite the encoding function (T4) of B
as follow:

M K K411
hw)=3 (3B, Jatn Y zPatet . (52
m=1 k=1 t=1

MDS-coded Structure Interference Alignment

Accordingly, the encoding function of the confidential
matrix A also needs to match the MDS-coded storage structure
for completing the desired computation AB(). However, the
matrix A is owned by the master and there is no interfer-
ence from other undesired matrices. Thus we just use S-
dimensional noises to ensure secrecy of A:

L K s
f(x) :Z< Ayt )xbZ + Z ZAgbrrati=l,
1 t=1

=1 k=

MDS-coded Structure Mask Noises

In the FPMM strategy, the desired matrices A(?a) and B(?s)
are stored in MDS-coded forms, similar to B(®) in the PSMM
strategy. Thus the encoding polynomials for the two matrices
are constructed following a similar structure to (32), see
(38) and . In general, the main differences between the
two strategies of PSMM and FPMM lie in designing these
encoding polynomials of desired matrix multiplication, i.e.,

o The encoding polynomials of the desired matrices
B A@a) BB) are constructed following the similar
coding structure, which needs to match the MDS-coded
storage structure and aligns the interference from unde-
sired matrices.

e The encoding polynomial of the matrix A owned by
the master is constructed without any interference from
undesired matrices, which just needs to match the MDS-
coded structure and ensures the secrecy of A.

Remark 4. Table [I] compares the performance between the
proposed PSMM and FPMM strategies. In general, the two
strategies achieve almost the same communication and com-
putation costs. Particularly, the recovery thresholds of the two
strategies are equal by setting S = K +7a — 1 and T = Tg,
which means that the performance of the two strategies are
almost identical by replacing the confidential matrix A (that
is secure against S servers and is owned by the master) with
the private matrix A(?A) (that is private against Ty servers and
is stored at the distributed system in an (N, K') MDS code).

V. NUMERICAL EVALUATIONS AND COMPARISONS WITH
RELATED WORKS

A. Comparison for PSMM with MDS Coded Storage

The problem of PSMM with MDS coded storage studied in
[5]] is most closely related to the PSMM problem considered
in this paper, which includes the PSMM problem in [5] as a
special case with S = T = 1. A computation strategy from
(N, K = pn) MDS-coded storage for some fixed parameters
p,n was constructed in [5].

In essence, both the previous strategy in [5]] and our PSMM
strategy employ polynomial codes [41], [50] to encode the
confidential matrix A in conjunction with using the idea

TABLE I
PERFORMANCE COMPARISON BETWEEN THE PROPOSED PSMM AND
FPMM STRATEGIES.

Our PSMM Strategy Our FPMM Strategy
Recovery Threshold P P’
Upload Cost ’\L‘“—]](V \
Download Cost % /\17 151/
Encoding Comp. O(M) \
Server Comp. O(% + LAIL(UXI) O(% + V;” + LAIL;XI)
Decoding Comp. |O( Ay P(log 53; log log P Yo Ay P’ (log 12’]312 log log P’ )

Here P=min {2LK M+K~+S+T-2,(M+1)(LK+S)+K+T—-5—
2, (L41)(KM+K+T—1)+S—K—T} and P’ =min {2LK M+2K+
Ta+Te—3,(M+1)(LK+K+TA—1)+Tg —Ta—1, (L+1)(KM+
K+Tg—1)+Ta-Tg—1}.

of Shamir’s secret sharing [48]] to keep A secure. The key
difference lies in how the private queries are designed. In [5]],
to privately retrieve the desired matrix multiplication AB®)
from the distributed system storing V' matrices, the queries are
designed such that 1) the query sent to each server consists of
V' matrices of dimension 2—“’ each, and all the query matrices
are uniformly and independently distributed on I in terms of
any individual server, which ensures the privacy of the desired
index 6; 2) the query matrices corresponding to the desired
index 6 are the evaluations of encoding function of A for
completing the desired computation, whereas the remaining
query matrices are identical across all the servers, which align
interference from undesired computation. Moreover, in the
prior strategy [5], upon receiving V' query matrices from the
master, each server computes the pairwise multiplications of
the V' received matrices and the V' stored encoding matrices.
Evidently, both the upload cost and server computation cost
strictly depend on the number of matrices V. For large V
in many big data applications, the strategy in [5] is usually
invalid in terms of communication and computation costs.

Since the interference matrices in the queries [5] are identi-
cal across all the servers, it is difficult to generalize the query
design to the colluding case, while protecting the privacy of the
index 6, guaranteeing the correctness of the computation result
AB® | and ensuring the efficiency of the communication
and computation. In our PSMM strategy, we carefully design
encoding functions of the desired matrix multiplication AB(®)
and then exploit these encoding functions to create secret
shares of the matrix A and the private index 6 under the
privacy and secrecy constraints (see and (20)), which
are perfectly compatible with the matrix multiplication task
and MDS-coded storage structure, such that the computation
results from the servers can be viewed as evaluations of a poly-
nomial at distinct points, from which the intended result can
be obtained through polynomial interpolation. Consequently,
our strategy sends an encoding matrix of A with dimension
’2—"; and a query of size V' to each server by (19) and (20). Each
server computes a linear combination of its stored encoding
matrices using the received query as coefficients (21)), and
then multiplies the received encoding matrix of A with the
result of the linear combination (23)), i.e., our strategy just
uploads a matrix and computes a pair of matrix multiplication



at each server. Thus our strategy significantly decreases the
communication and computation costs.

More specifically, for the special case of S =T = 1, the
complexity performance of the PSMM strategy in [5] and our
strategy are presented in Table[l Compared with [5], our strat-
egy reduces the upload cost by a factor of Vn, the encoding
complexity by a factor of O(n), and the server computation
complexity by a factor of O(VM) if % < L)]‘Cj;’n or O(2)
otherwise, but increasing the recovery threshold by a factor of
O(M), and the download cost and the decoding complexity
by a factor of O(n). Moreover, both the two strategies achieve
the same storage cost.

TABLE II
PERFORMANCE COMPARISON BETWEEN THE STRATEGY [5]] AND OUR
STRATEGY FOR THE SPECIAL CASEOF S =T = 1.

Our PSMM Strat.
P=min{2LMpn+pn,

Previous PSMM Strat. [5]

Recovery

P' = Lpn+pn M+ Lpn+1)+pn—2,

Threshold (L+1)YMpn+pn)—pn}
Upload Cost ’\WL‘;N /\L“;n
AP AP

Download Cost

LI\/I2
AwN (log N)“ loglog N
o( )

Lin
O( AwN (log N)2 log log N)
L Lpn

Encoding Comp. "

Server Comp. O(% O(Lp“:: + L)\]\‘;;n)
B P’ (log P")% log log P’ P(log P)? log log P
Decoding Comp |O( 21 Ues Lzl oglos )| O(22 (Ogu)w R
Storage Cost Yoy T
pn pn

Here p,n are some fixed parameters satisfying K = pn.

It is worth noting that, given any fixed MDS-coded param-
eter K, the parameters L, p,n such that K = pn are free in
the PSMM strategy in [5]], i.e., the previous PSMM strategy
achieves a tradeoff among recovery threshold, communication
and computation overheads by freely varying L, p,n with K =
pn. Similarly, our strategy also establishes such a tradeoff
via freely adjusting two parameters of L, M. To more clearly
compare the complexity performance of our PSMM strategy
with the one in [5]], we define total communication overhead
as the sum of upload and download cost, and total computation
overhead as the sum of encoding, computation and decoding
complexities. For distinct system parameters N, K,V, Fig.
[l [ and [5] show lower convex hulls of achievable (recovery
threshold, total communication overhead) pairs and (recovery
threshold, total computation overhead) pairs, optimized over
L and p,n for the previous strategy [5] and over L, M for
our strategy. Notably, the parameters L, M, p, n are optimized
subject to K = pn and the constraint that the recovery
threshold of the corresponding strategy is not more than the
number of servers IN. Moreover, we omit the order notation
O(+) to simplify the comparison of the order analysis and set
the dimensions of data matrices to be A = w = ~ = 10000.
More specifically, Fig. B(a)] and 3(b)| are obtained by setting
N = 50and N = 200, respectively, given K = 6 and V' = 50.
Fig. fi(a)] and [A(D)] are obtained by setting the MDS-coded
parameter K = 12 and K = 42, respectively, given V = 50
and N = 300. Fig. 5(a)] and [5(b)] are obtained by setting the
number of matrices V' = 50 and V = 200, respectively, given
K =6 and N = 100.

We observe from Fig. [3] f] and [3] that
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Fig. 3. Lower convex hulls of achievable (recovery threshold, total commu-
nication overhead) pairs and (recovery threshold, total computation overhead)
pairs for the previous PSMM strategy [5] and our PSMM strategy, given
K =6,V =50 and (a) N = 50, (b) N = 200.
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Fig. 4. Lower convex hulls of achievable (recovery threshold, total commu-
nication overhead) pairs and (recovery threshold, total computation overhead)
pairs for the previous PSMM strategy [5] and our PSMM strategy, given
V =50, N =300 and (a) K =12, (b) K = 42.

o For all evaluated combinations of system parameters
N, K,V, given any recovery threshold, our PSMM strat-
egy exhibits significant advantage over [5]] in terms of to-
tal communication overhead and total computation over-
head, particularly for low recovery threshold. Conversely,
given the same total communication overhead and total
computation overhead required to accomplish the PSMM,
our strategy achieves a lower recovery threshold than that
in [5]. The performance gain of our PSMM strategy over
the previous strategy [5] comes from the fact that the
communication and computation costs in our strategy are
almost independent of the system parameter V. However,
the upload cost and the server computation cost in the
previous strategy [5]] linearly depend on V.

o As the recovery threshold increases, the total communi-
cation and the total computation overheads of the PSMM
strategy in [5] decrease drastically, while those of our
strategy vary slowly (almost remain unchanged). This
shows that our strategy has much better robustness against
system heterogeneity, and it will have a constantly low
execution time, regardless of the presence of slow servers.

B. Comparison with Baseline FPMM Strategy

For the FPMM problem, one basic strategy is that each
server first computes the product of each pair of encoding
sub-matrices and stores these results, and then the master
uses the idea of PIR [6] to privately retrieve the desired
matrix multiplication from the results stored at servers. As a
comparison with our strategy, we outline the baseline strategy.
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Fig. 5. Lower convex hulls of achievable (recovery threshold, total commu-
nication overhead) pairs and (recovery threshold, total computation overhead)
pairs for the previous PSMM strategy [5] and our PSMM strategy, given
K =6,N =100 and (a) V = 50, (b) V = 200.

Each server ¢ computes and stores the following results,
which can be precomputed during off-peak hours.

Ei:{é(’")(ai) e () : re[R],ve[V}}, Vie [N,

where é(")(q;) and e(*)(q;) defined in (31)-(32) are the
encoding sub-matrices of A(") and B(") stored at server i
for all » € [R] and v € [V], respectively.

To privately retrieve the desired computation A (?a)B(?8)
following the idea of PIR in [6]], the query sent to server i is
designed as Q; = {¢"")(a;) : r € [R],v € [V]}, where

1 .
(r v) (r,v) t 1 Py if (7"7 ’U) = (9A7 HB)
ZZ {o, it (r,0) % (0n 0g) " OO

Here 7" £ max{Ta,Tg} is the privacy parameter of the

designed queries, and zir’v), zg, ") are the random noises
that are used to mask the 1ndlces Oa,0p of the desired
computation.

The server ¢ computes and responds

YZ(OA,OB) _ Z q(r,v)(ai) .
re[R],ve[V]

e(r) (o) - e(v)(ai)7

which can be viewed as the evaluation of the following
polynomial g(x) at point z = «; by (3I) and (33).
Z ¢ (x) - e (z) - e (z)

re[R],ve[V]

| 1
Y (Al )

1=0 7=0

g(x) = (54)

Interference Terms

(S amm)

Desired Term

2K+T' -3

Z Ztl’

Interference Terms

where Z;,t € [2K + T — 3] represent various linear com-
binations of interference sub-matrices and can be obtained
explicitly by expanding the term in (54).

By the invertibility of the Vandermonde matrix, the master
can recover the polynomial g(x) from any P = 3K +T' —
2 responses, and then obtain the desired computation due to

ACRBIE = YT ATBIE) ) by GO

In Table [[II, we summarize the performance of the baseline
strategy. Compared with our FPMM strategy, the baseline
strategy achieves a slightly lower recovery threshold, down-
load cost and decoding complexity, and reduces the server
computation complexity by a factor of O( 457 ), but the storage
cost is increased by a factor of O(K - min{R, V'}), where V
and R are the number of matrices and are typically large in
the current era of big data.

TABLE III
PERFORMANCE COMPARISON BETWEEN THE BASELINE STRATEGY AND
OUR FPMM STRATEGY.

Baseline Strategy Our FPMM Strategy
Recovery Threshold|[P’=3K +max{Ta+18}—2| P=4K +Ta + 18 — 3
Download Cost Ay P Ay P
Server Comp. O(RV \y) OBV | X
Decoding Comp. |O(AyP’(log P")*loglog P')|O(A\yP(log P)? log log P)
Storage Cost RV \y W
Here we set L = M = 1 to minimize the recovery threshold of our
FPMM strategy.

C. Comparison for PSMM and FPMM with Colluding Con-
straints

The state-of-the-art strategies for PSMM and FPMM prob-
lems with colluding constraints are constructed in [44]]. The
PSMM and FPMM problems considered in this paper reduce
to the classical PSMM and T-FPMM problems with colluding
constraints respectively, when data is simply replicated across
N servers (i.e., setting K = 1), and the same privacy
constraints are enforced (i.e., setting S = T for our PSMM
or Tpo = Tg for our FPMM). In this special case, the
complexities of the proposed PSMM and FPMM strategies are
consistent with the ones in [44], when the matrices associated
to A are only divided horizontally and the matrices associated
to B are only divided vertically.

The work in [44] presents a general transformation from
secure matrix multiplication (SMM) to private matrix multipli-
cation, and the strategies in [44] are constructed following the
structure inspired by the encoding functions of secure matrix
multiplication (SMM) strategies [31]]-[35]]. Specifically, one
SMM strategy for computing the product of matrices A’ and
B’ includes the encoding functions of A’ and B’. For the
PSMM problem with replication storage, the strategy in [44]]
directly exploits the encoding function of A’ to create secret
shares of the confidential matrix A, and exploits the encoding
function of B’ to create private queries for each of matrices
in BO, ... BV), such that the response computed at each
server resembles the response computed in the SMM strategy.
The core point is that the matrices B(), ... B(Y) are stored
at each server in a replicated form, so that the queries for the
matrices B, ... B(Y) can be constructed by reusing the
encoding function of the matrix B’ in SMM strategy and then
each server is able to generate an arbitrary desired response
using its local replication storage. When MDS coded storage
is considered, it is highly challenging to generalize the idea
in [44] to enable that, as the server just stores encoded data
of the matrices B ..., B() at this time. See Remark
for the effect of MDS-coded storage on the design of PSMM
strategies. The FPMM strategy follows similar arguments.



Furthermore, we can observe from Theorem [2] and [4] that,
given any recovery threshold P, there is a tradeoff between the
secrecy parameter S for matrix A and the privacy parameter
T for the matrix index 6 in the proposed PSMM strategy; and
a tradeoff between the privacy parameter T's for the matrix
index 6 and the privacy parameter 7y for another matrix
index fg in the proposed FPMM strategy. We numerically
illustrate this tradeoff in Fig. [6]

25 10
20 8
15 6
& &
10 4
5 2
0 0
0 5 10 15 0 2 4 6 8 10
S Ta

(a) PSMM Strategy (b) FPMM Strategy

Fig. 6. (a) Achievable secrecy parameter S for matrix A and privacy
parameter 1" for the matrix index 6, for the proposed PSMM strategy, and (b)
Achievable privacy parameter 7'a for matrix index 8o and privacy parameter
Ty for another matrix index 0p, for the proposed FPMM strategy, with
K =6,L=M =3 and P = 100.

VI. CONCLUSION

In this paper, we design novel strategies for the problems
of PSMM and FPMM, with information-theoretic secrecy and
privacy guarantees. The key idea is to construct secret shares
of a confidential matrix and private indices, from polynomials
whose degree parameters are carefully selected to satisfy the
intended computations. The considered settings of PSMM and
FPMM include all previously private matrix multiplication
problems as special cases. When applying the proposed PSMM
strategy to solve the PSMM problem with weaker privacy
guarantees, we obtain major advantages in reducing the overall
communication and computation complexities.
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