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I. INTRODUCTION

Sixth generations (6G) systems will be required to meet diverse constraints in an integrated ground-air-
space global network. In particular, meeting overly aggressive latency constraints, operating in massive
connectivity regimes, with low energy footprint and low computational effort, while providing explicit
security guarantees, can be challenging [1]. In addition, the extensive introduction of artificial intelligence
(Al) and machine learning (ML) and the rapid advances in quantum computing are further developments
that will increase the attack surface of 6G systems [2], [3]. Quite importantly, the massive scale deploy-
ment of low-end Internet of things (IoT) nodes, often produced following non-homogeneous production
processes, and, importantly, with expected lifespans exceeding 10 years, poses pressing questions with
respect to the conceptualization of the overall security architecture.

In this setting, quality of security (QoSec) is envisioned as a flexible security framework for future
networks with highly diverse non-functional requirements. Mirroring the differentiated services (DiffServ)
networking paradigm, different security levels could be conceptualized, moving away from static security
controls, captured currently in zero-trust security architectures [4]. In parallel, the integration of com-
munications and sensing, along with embedded (on-device) Al, can provide the foundations for building
autonomous and adaptive security controls [5], orchestrated by a vertical security plane in coordination
with a vertical semantic plane [6].

It is in this framework, that we envision the incorporation of physical layer security (PLS) schemes in 6G
security protocols, introducing security controls at all layers, for the first time [4]. This exciting prospect
does not come, however, without challenges. Despite intense research interest on PLS for more than
two decades, it’s incorporation in actual security products remains rather elusive, with a few exceptions
in terms of RF fingerprinting (physec.de) and multi-factor authentication (silencelaboratories.com). The
hurdles to be overcome concern primarily two key issues: the difficulty in providing explicit security
guarantees with PLS and the potential degradation in terms of achievable rates. For the incorporation of
PLS in 6G, both of these issues need to be addressed. In the following we attempt to draw a generic
roadmap in this dircetion.

[I. PROPOSED ROADMAP FOR INCORPORATING PLS IN 6G

The study of reliable communications involves a typical bottom-up approach; building on idealised
source and channel models, powerful theorems on the fundamental limits of achievable rates have been
proven. Such results guide the design of actual systems, operating over real transmission channels, given
that in practice (a few) connection outages and errors are tolerated. However, the requirements are different
in information security, in which the guarantees to be met need to be tight and explicit.

In cryptographic proofs, such explicit guarantees are expressed through the concept of “adversarial
advantage”, which needs to be negligible (ie., strictly upper-bounded in polynomial time, reflecting
limitations in computational resources) [7]. Related proofs of semantic security (chosen plaintext attack
— CPA security, chosen ciphertext attack — CCA security, etc.) are built around games played between
legitimate and adversarial parties, when the latter possess specific capabilities, ranging from launching
passive attacks (eavesdropping) to launching active attacks (tampering, man-in-the-middle, spoofing). In the
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cryptographic proofs, a number of idealised mathematical constructions are used, such as pseudorandom
number generators (PRNG), pseudorandom functions (PRF) and permutations (PRP) and random oracles
(RO), as abstractions of the fundamental cryptographic primitives [7].

Consequently, practical cryptosystems are built to resemble, as closely as possible, the above mentioned
idealised mathematical structures. In particular, secure stream ciphers should resemble PRNGs, while
block ciphers are built to resemble PRFs or PRPs. An an example for the latter, non-linearities are a core
element of their design, aiming to induce maximal confusion [8], e.g., with the use of S-boxes. Their design
typically involves selected functions from the class of bent functions that are subsequently modified to
withstand linear and differential cryptanalysis [9]. As practical crypto primitives are designed to resemble
the respective idealised mathematical structures, practical cryptography lingers towards semantic security.

Turning our attention to PLS, information theoretic proofs guaranteeing perfect secrecy or
distributed key distillation without leakage, are similarly built using idealised channel models. Importantly,
it has been shown that it is possible to prove semantic security for wiretap channels [10], while recently,
fundamental results have been published regarding the finite blocklength [11] along with related
approaches for analysis and code design [13], [14]. However, it still remains unclear how to translate the
theoretical results to practical systems; the key difficulty lies in the fact that the actual transmission
channel does not conform to the idealised models used in the proofs. As an example, although the impact
of correlations on the secrecy capacity has been largely explored [15], [16] [17], when accounting for more
complex phenomena, captured typically through compound or arbitrarily varying channel models,
translating channel secrecy capacity expressions [18], [19] to practical code designs becomes tedious.
Even more importantly, the adequacy of practical channel models — proposed for example by 3GPP — for
information theoretic security is still unclear. We note in passing that for mmWave and sub-THz bands,
existing 3GPP models have been shown to have limitations [20], [21]. We therefore need to shed light on
how PLS can provide explicit security guarantees in non-idealised transmission conditions.

A first step to resolve related inconsistencies is to learn, e.g., using continuous learning, the channel
statistics [22], rather than rely on a set of pre-existing channel models, with the aim to construct secrecy
maps [12]. However, the estimation of mutual information from measured CSI vectors, that could enable
the practical estimation of the secrecy rate from measured field data, is largely limited in terms of precision
by the dataset size [23]. As a result, there are inherent limitations in the online evaluation of secrecy outages
directly from field data, e.g., during the network operation.

To bypass this issue, we propose a final step. To engineer the transmission, given the channel model
learned, so that the end-to-end transmission resembles transmission over an idealised channel, for which
the security guarantees are explicit. A general approach in this direction could exploit reverse Shannon
theory [24]; while in the standard Shannon theory a noisy channel is used to simulate a noiseless one,
in reverse Shannon theory a noiseless channel is used to simulate a noisy channel, i.e., it is possible
to pre-process the transmission so that the end-to-end link resembles a standard wiretap channel. As an
example, subsampling (more generally, dimensionality reduction) could serve to simulate a memoryless /
block fading channel from a correlated channel. For relevant results for SKG see [25] and [26].

A final point that should be addressed concerns the potential impact of proposed pre-processing
approaches on the achievable secrecy or secret key rates. Indeed, in numerous measurement campaigns
for SKG [27] or secrecy outage probabilities in subTHz bands [28], it has been shown that in real world
scenarios, high entropy (for the extraction of keys) or a consistent SNR advantage (for wiretap coding),
cannot be always guaranteed, e.qg., for target rates of 0.5 b/s/Hz. Due to this negative result there has been
considerable scepticism with respect to the feasibility of practical PLS systems.

In order to address this issue, we need first identify the target secrecy or secret key rate. In this
direction, we propose the employment of PLS for two key goals: (i) for the distillation (using SKG)
or distribution (in wiretap channels) of secret keys in hybrid PLS-crypto systems [29], [30]; (ii) for
localisation or RF fingerprint based authentication [31], [32]. Consequently, the target rate, is dictated
by cryptographic considerations (mode of operation) or by networking parameters (e.g., re-keying due
to handovers in high mobility environments). To provide an example for the former, in the record



protocol of the transport layer security (TLS) protocol version 1.3, the suggested cipher suite is the
TLS AES 256 GCM SHA384 [GCM], requiring essentially 96 bytes of key material (32 byte keys,
48 byte MAC secrets, and 2 x 8 byte 1Vs), while the largest record that can be transmitted amounts to
2™ bytes [33]. Assuming PLS is used to generate or distribute these keys, then key rates (over multiple
subcarriers and antennas) as low as 0.006 bits/sec could be comfortably targeted, without considering key
re-use thanks to zero-round-trip time operation that can actually be extended to incorporate SKG [29].
This toy example showcases that in hybrid PLS-crypto systems the target rates can be extremely small,
alleviating concerns related to diminishing throughput.

To summarise, we encapsulate the proposed roadmap for the incorporation of PLS in 6G security

protocols in three key ingredients steps:

1) Online, continuous learning of the channel statistics, that will be site specific, context-aware [5],
performed by authenticated entities such as trusted bases stations, during the real operation of the
network.

2) Transmission and channel engineering of end-to-end PLS links to provide explicit security guarantees,
using reverse Shannon theory and tools such as dimensionality reduction.

3) PLS to be used for the distillation and distribution of authentication or symmetric keys in hybrid
PLS-crypto systems. Target key rates can be determined by the cryptographic suite of upper layer
protocols or network properties (such as handovers).
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