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1 INTRODUCTION: HYBRID ASSETS

There is today a growing interest in the use of the Non-Fungible Tokens (NFT) on the blockchain to
represent assets that are hybrid assets. These are asset that generally consist of two parts, namely a
real-world valuable goods/resources (off-chain) and an NFT that represents the asset on a blockchain.
The notion here is that the ownership of the NFT on-chain would legally imply (i.e. effect) the
corresponding ownership of the asset off-chain. This interest in hybrid assets dovetails into the
current broad discourse regarding the future Web3 as the “Internet of Value” — versus the current
Web2 as the “Internet of Communications” [1]. However, there are today several challenges facing
blockchain technology in its current iteration as a part of the Web3 proposition [2-4].

We believe that many of these these issues arise largely from an incorrect view of assets. An
asset-centric view of the world must take into account the fact that in the majority of cases the
assets and their associated economic value originate from outside the blockchain. Just as the design
of the TCP/IP Internet was centered around communications survivability [5], we believe Web3
must be centered around assets and not around the mechanics of blockchain technology.

Although Web3 is currently going through its own hype-cycle [6], Web2 computing infras-
tructures are not going away anytime soon. For the past few decades many modern financial
institutions have invested heavily in IT infrastructures - including cloud computing - to enable the
digitization of the various financial services (B2B and B2C). Thus, another oft-overlooked aspect of
the Web3 discourse is the need for the future Web3 infrastructures to integrate securely with these
existing Web2 systems and networks. An asset-centric view must allow for the bridging between
the Web2 world and the future Web3.

In this paper we propose an asset proxy paradigm for NFTs where the focus is placed on the
asset itself and where the NFT construct is seen as a proxy (on-chain) for the asset (off-chain). This
paradigm in itself introduces several new challenges, notably the need for a bilateral synchronization
mechanism to be utilised that ensures the perpetual consistency of the state between the NFT
on-chain and the asset off-chain. One key implication is that any metadata that supports the
utilization and operations of the NFT must be protected against unauthorized modifications.
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A second contribution of this paper is the notion of the NFT design patterns which recognizes
that (i) a coherent framework for dealing with hybrid assets is required, and that (ii) for specific
hybrid-asset deployments, suitable technological components must be utilized under the framework.

2 NFT - STATE OF THE PRACTICE

The current state of the practice puts the emphasis on smart contract programming related to the
on-chain management of the lifecycle of NFT tokens (e.g. as in the case of ERC721 [7] via dedicated
methods defined in the specification, for minting, transferring, or burning tokens). Although such
aspects are very important, the topics related to the synchronized and consistent management of
the off-chain asset linked to the NFT token are of equal importance, especially in the context of
physical assets (manufactured products, luxury items, etc.).

Below we present an example of an existing NFT implementation to illustrate some key
aspects of the technology, before introducing our asset proxy NFT paradigm in the following
sections.

2.1 A detailed example

To illustrate our approach, we will use the example the Christie’s Beeple NFT' that was sold in
November 2021 for USD$28.9 Million. We borrow this example from [8].

By navigating the Ethereum mainnet we can see the token’s smart contract address*. The
Beeple token is the token number One in the smart contract. The token has a unique attribute (we
use the term “attribute” for all on-chain information related to an NFT token). The NFT attribute
(the tokenURI according to ERC721) is the URL link:

https://metadata.human-one.xyz/1

That link points to the following JSON metadata file stored in IPFS (we use the term “metadata”
for all off-chain information related to a NFT token):

{

"image":"https://nft.human-one.xyz/Ukraine_22b55e18faae73ad86ce32cd.png",
"animation_url":"https://nft.human-one.xyz/Ukraine_22b55e18faae73ad86ce32cd.mp4",
"external_url":"https://human-one.xyz",

"description":"millions of voices suddenly cried in terror and were suddenly silenced.",
"name" : "HUMAN ONE",

"background_color":"000000",

"days_journeyed":150,

"location":"broken future",

"attributes":[{"trait_type":"Location","value":"broken future"}]

Except for some very specific cases where both the NFT token and the related asset are both
stored on-chain (e.g. see [9]), NFTs typically have an off-chain part that is (or points to) the asset
related to the specific NFT token. As we can see in the example above, the actual asset related to
the (on-chain) NFT number One is the (off-chain) mp4 animation file available at the location:

https://nft human-one.xyz/Ukraine_22b55e18faae73ad86ce32cd.mp4

Many implementations of smart contracts available in NFT marketplaces today (including, for
example, OpenSea) allow the modification of NFT token attributes, without any specific mechanism
to control the consistency with off-chain metadata. We believe this is a weakness in overall design
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Fig. 1. Example of the Beeple NFT with attribute information (ERC-721)

of NFTs today. More specifically, if the NFT token metadata — especially the URLs or other off-chain
identifiers pointing to the asset associated with the token (like the URL in the metadata pointing
to the MP4 file in the above example) — is unintentionally changed or maliciously replaced, then
the NFT token would point to a wrong or non-existing asset. Obviously, such inconsistencies
in the on-chain/off-chain states are not acceptable, especially in the context of more complex
machine-to-machine interactions, beyond simple token transfers in marketplaces (for example in
the case of asset state changes in manufacturing / production / supply chain processes).

A major requirement is the perpetual consistency between the on-chain token and the off-
chain asset related to the NFT token. In other words, independent of whether this off-chain part
is stored on a dedicated server, a privately-hosted IPFS installation, another off-chain storage
mechanism, or even a traditional web2 application, there is the strong requirement to maintain the
full consistency between the on-chain token and the off-chain asset.

In order to overcome the potential for such inconsistencies, we propose a computation model
called “Asset Proxy NFT” that guarantees consistency between the NFT token (on-chain) and its
corresponding metadata (off-chain). In general, the proposed model can be applied to any type of
NFT that requires immutability (or controlled mutability) of metadata.

2.2 Vocabulary

In order to provide clarity in the use of technical terminology, in the remainder of this work, we
use some specific terms that are defined as follows:

e A NFT token is identified by:
— the chain in which the smart contract is deployed;
— the address of the smart contract that manages the NFT;
— the unique ID of the NFT inside the smart contract.
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o The NFT token has Attributes (we borrow this term from the widely deployed RFC2459 [10])
stored on-chain. These attributes are usually links to off-chain information related to the
token (e.g. tokenURI in the example above)

e The NFT token has Metadata stored off-chain (JSON data in the example above). These
metadata are usually under the responsibility of the Asset Provider who is the party
(physical person or legal entity) that is responsible / accountable / liable with respect to
the asset related to NFT token. Metadata can be stored in any off-chain medium, either
centralized or decentralized. Metadata contain, among other, information related to the
asset related to the NFT token.

o The Asset that is related to the NFT token (the MP4 file in the example above) is most often
stored off-chain. The management of the asset itself is also under the responsibility of the
asset provider. There might be cases of Hybrid Assets i.e. assets that also exist in physical
form (manufactured products, luxury items, etc.). In such case additional redirections
between the online representation of the asset and the physical product might also exist
(e.g. online serial number associated to the corresponding physical product item).

e The asset provider might be the Creator of the asset or might act as Asset Custodian,
holding and managing the asset on behalf of the creator (Christie’s in the example above
might be seen as an asset custodian acting on behalf of Beeple, the creator of the MP4
video).

e Through the transfer of the NFT, the creator can sell the asset to another party who
becomes the Owner of the asset.

o The link between on-chain and off-chain information is usually unilateral from on-chain to
off-chain as in the example above and is implemented via hyper-links stored as attributes
on-chain. We refer to this link as Resolution Mechanism allowing to retrieve off-chain
asset information from on-chain NFT information.

e A more sophisticated Bilateral Synchronization Mechanism might be necessary in
more complex cases where changes in the off-chain state of the asset might affect the
metadata and the attributes of the NFT. A typical example is when off-chain assets evolve
over time, for example due to changes in terms of production process, supply chain,
tax/custom clearance, etc. Such synchronization mechanism must cater for both off-chain
to on-chain and on-chain to off-chain modifications, always maintain consistency between
the two worlds.

Finally, it is very important to note the following: Throughout this paper when we refer to
an asset we actually mean the specific instance of a unique object that could be identified in an
unambiguous way from another object instance of the same class / kind / type.

2.3 Limitations of the current NFT Model for Hybrid Assets

One crucial issue pertains to the information that permit the connection between an NFT and the
off-chain asset instance to be established. An important issue is the availability (persistence) and
the integrity protection of the metadata against unauthorized modification. Such unauthorized
changes to the metadata may result in the situation where there is a mismatch in the resolution
mechanism (e.g. NFT attribute pointing to the wrong metadata, or metadata containing erroneous
information about the asset). This problem is particularly acute for the case of hybrid assets.

We summarize these challenges as follows:
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o Prevention of simultaneous on-chain double-spending: Currently it is difficult (impossible)
for a potential buyer of a hybrid asset to obtain assurance that there is a one-to-one
correspondence between the asset’s representation off-chain and on-chain.

In other words, there is currently no way for the potential buyer to obtain assurance that
the same off-chain asset is not made into several NFTs at different blockchain networks
(or even the same blockchain).

o Detection of unauthorized modification of metadata: There is today a lack of mechanism to
prevent the unauthorized modification of the metadata that refers to the off-chain asset
instance. This points to the need for a mechanism to achieve a controlled mutability of
asset-related metadata.

o Standard mechanism for hybrid assets: There is currently a lack of a standardized mech-
anisms for hybrid assets that permit a synchronized correlation between state changes
on-chain with state changes off-chain (and vice-versa).

Thus, for example, chain-specific operations (e.g. burn token) that are meaningful to
tokens on a blockchain may not have an equivalent operations off-chain — and currently
there are no mechanisms to report this fact.

o Strong identification of Asset Providers: The concept of “decentralized trust” (or “trustless-
ness”) may be applicable to consensus-making on a blockchain, but the concept may not
be applicable to functions/actions off-chain.

Thus, an asset provider as legal entity must be identifiable, auditable, and held accountable
in the case of any litigation related to the asset.

3 THE ASSET PROXY NFT PARADIGM

The primary goal of the Asset Proxy NFT paradigm introduced in this paper is to provide the
means to achieve technical state consistency between off-chain assets and the NFTs as an on-chain
representations of these assets.

We believe that this strong correlation or binding between the off-chain world and on-chain
world is core for the viability of blockchain technology and NFTs as the future decentralized means
for economic activity among people. This is notably a crucial requirement for hybrid assets.

This implies that the mechanical means used to attain this perpetual bilateral synchronization
must be separated from the economic valuation mechanisms used to determine the supply/demand
pricing®. We strongly believe that maintaining consistency between off-chain assets and on-chain
tokens will be a core requirement for the new generation Web3 infrastructures.

3.1 Architecture

Figure 2 below presents a high-level component view of the Asset Proxy NFT Paradigm. The
Smart Contract managing the NFT token(s) implements a Resolution mechanism that maps the NFT
Attributes to the Asset Metadata. Such a mechanism could be as simple as a URL pointing to the
off-chain Metadata Repository that holds the Asset Metadata. The Asset Metadata contain references
to the Asset that is managed via an Asset Custody service. A Bilateral Synchronization component
controlled by the Creator of the Asset ensures full consistency among the state of the Asset, its
Metadata and the Attributes of the NFT token.

3The topic of the high cost of transactions due to speculative buying of tokens have been discussed in [11]
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Fig. 2. Architecture of the Asset Proxy NFT Paradigm

3.2 The Beeple NFT revisited

If we view the Beeple NFT from the perspective of the Asset Proxy NFT Paradigm, we see the
following aspects:

o The Asset Custody service is the end point that serves the MP4 file:
https://nft human-one.xyz/Ukraine_22b55e18faae73ad86ce32cd.mp4

o The Metadata Repository is the end point that serves the JSON metadata:
https://metadata.human-one.xyz/1.

e The Resolution mechanism is implemented in an implicit way via the tokenURI field
associated with the token (as defined in ERC721).

o There are no Bilateral Synchronization mechanisms utilized since there are no modifica-
tions possible of the asset off-chain, and thus the on-chain information is not affected by
any off-chain event.

3.3 Orchestration

Below we describe three main sequences of interaction among the various components of the
paradigm related to initialization, new asset deployment and update of the state of the asset
(off-chain).

3.3.1 Services Initialization.

(1) The Asset Custody service is first initialized by either the Creator itself or by a third-party
custodian.
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(2) The Metadata Repository service is then initialized, with all configuration elements that
are needed to communicate with the Asset Custody service (in case information about
the asset is required).

(3) The Smart Contract is then deployed. As part of the initialization procedure the smart
contract must configure the metadata Resolution mechanism (e.g. define the Metadata
Repository service endpoint) in an immutable way. (nb. the reconfiguration of the way
metadata are related to token attributes should be avoided; if a reconfiguration is re-
quired or unavoidable then it must be performed in a secure and auditable manner by an
authorized entity).

3.3.2 New Asset deployment.

(1) The Creator places the asset under custody via the Asset Custody service. This might
imply not only data updates in some storage mechanism but also legal due diligence
from the custodian side, verification of intellectual property, additional notarization of
ownership certificates, etc.

(2) The Metadata Repository is updated with the asset metadata.

(3) The Smart Contract is updated, for example to mint the NFT token associated with the
asset, set the attributes of the token to point to the correct metadata, etc.

(4) The Bilateral Synchronization component is updated to correlate the asset identifier, the
identifier of the asset metadata, as well as the identifier of the token.

3.3.3  Off-chain update of asset state.

(1) The Asset Custody service notifies the Bilateral Synchronization component about the new
state of the asset

(2) If required, the Bilateral Synchronization component updates the metadata to reflect the
new state of the asset.

(3) If required, the Bilateral Synchronization component updates the attributes of the NFT.

3.4 About identification of off-chain assets and on-chain tokens

In this section we tackle a specific topic related to object identification that is of paramount
importance for hybrid assets, since correlation of off-chain and on-chain identifiers in guaranteeing
the overall consistency of the information.

3.4.1 Persistent Digital Identifiers for Physical Assets.

With the rise of the “Internet of Value” where physical assets can be represented digitally (e.g.
as tokens on a blockchain) and traded in the digital space (e.g. crypto-exchanges, metaverse, etc.)
there also arises the question of how to ensure that identifiers that are associated with the physically
assets can be represented uniquely in the digital space. This is relevant not only from a logistics
point of view (i.e. supply-chain tracking), but also, from a business survivability perspective (i.e.
detecting counterfeits). Identifiers associated with physical assets (e.g. product serial numbers) can
often exist for many decades, even after the asset’s creator ceases to exist (i.e. product manufacturer
closes business).
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In the Beeple example above there is a physical element associated with the NFT. However,
as it is mentioned the special notice accompanying the NFT sales* “The Artwork is neither stored nor
embedded in the NFT, but is accessible through the NFT. The Physical Element displays a copy of the
Artwork. [...] The NFT and Physical Element may be separated and owned by different persons. If you
are the holder of the NFT or Physical Element, you may transfer the NFT or Physical Element to a third
party, but, after you do so, your license to the Artwork will immediately terminate.” Clearly, Beeple’s
decision was to completely dissociate the two elements. In the absence of clear identification of the
physical asset the issue of maintaining perpetual and synchronized links between the NFT and the
physical asset would have been impossible.

In the digital space, the need for persisting a digital identifier goes beyond ensuring global
uniqueness of the byte-string identifier, but also ensuring that meaningful contextual metadata
associated with the digital identifier are also available online. In the approach presented in this
paper we assume that a Metadata Repository (e.g. a service endpoint available on a particular
location on the Internet) can map a digital identifier to a particular set of contextual information
regarding the asset. Our approach thus shapes the notion of the identifier architecture and brings
several important aspects with regards to identifiers that must persist in the digital space and in
the real-world:

e Control over identifier issuance: There needs to be an unambiguous entity that controls
the mechanism (i.e. protocol) to issue identifiers. For example, the ISBN numbering
scheme [12] provides a means to associate a unique identifier to a published book

e Control over metadata: In many cases the true value of an identifier lies in the metadata
associated with the identifier[13]. Thus, there must be mechanisms (technical or legal)
that ensures that the entity who issues an identifier has control also over the issuance of
the metadata. In the case of the ISBN numbering scheme the identifier is based on unique
metadata about the book (e.g., author, book title, etc.)

e Control over resolution mechanisms: In the digital space, there must be systems that
guarantee the resolution of an identifier to the associated metadata. This brings the
question of the persistence of the metadata itself. In the case of the ISBN numbering
scheme metadata are registered to a known authority (e.g., Library of Congress in the
United States).

o Survivable persistence of identifier and metadata: There must be a persistence scheme for
metadata that ensures that the metadata survives the issuer. That is, in some cases, an
identifier and metadata in the digital space must be available for a very long term (e.g.
decades), even beyond the lifetime of the issuing/controlling entity.

3.4.2 On-chain Identifiers.

Regarding on-chain identifiers, as already defined in the vocabulary section 2.2 above, the
identification of NFTs is unique by construction. Typically, the combination of (i) the blockchain
network identifier, (ii) the address of the smart contract managing the NFT and (iii) the unique ID
of the token ensures global uniqueness of the identity of the NFT [14].

In the Asset Proxy NFT paradigm, the NFT attributes are directly related to the metadata of
the physical asset. By invoking a smart contract to make use of an NFT, the caller — namely the
Asset Provider - is (legally) claiming that it is utilizing the identifier of the associated physical

4https://www.christies.com/lot/lot-6345173
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asset in the real-world (e.g. serial number of product). This could be seen as an existential claim of
the identifier off-chain.

3.4.3 Binding between Metadata and Attributes.

In order to achieve off-chain / on-chain consistency in hybrid assets, specific mechanisms
may be implemented:

e To enforce binding between the off-chain asset and the on-chain token, it is important that
metadata records should contain both (i) an explicit reference to the on-chain identifier
of the NFT and (ii) the off-chain identifier of the asset.

o Access to the Metadata Repository might be subject to authentication and authorization
of the caller (i.e. entity seeking access to the metadata record).

e The Bilateral Synchronization mechanism must contain explicit (eventually immutable)
reference to the smart contract that manages the NFTs associated to the off-chain asset.

4 ASSET PROXY NFT DESIGN PATTERNS: FROM TRADEABLE TO ZERO-VALUE
NFTS

The inclusion of asset-specific characteristics as NFT attributes within a smart contract and the
permitted operations (as defined in the code of the smart contract) leads to the possibility of design
patterns to be created for certain types/classes of hybrid assets.

This permits an asset-centric view of the hybrid world to be developed, where the possible
changes of state in the real-world asset takes equal (or more) importance than what technical
functions can be achieved using a blockchain. An asset-centric view also takes into account the
legal and societal aspects of human economic activities, and the consequent “assets” they produce.

Thus, the pattern of behavior that is permitted to occur on an asset is determined as part of
the design of the associated NFT. The design of the NFT behavior takes into consideration several
aspects of the asset lifecycle including non-technical matters like legal aspects or other policy
concerns (e.g. taxation). Such permitted behavior then determines the choice of technological
implementation of the NFT. This is in contrast to prevailing trend today, where a blockchain-centric
view of the world determines the operations permissible on a token. For example, some token
operations (e.g. “burn” token) has no real-world equivalent and may thus be unsuitable for hybrid
assets. Today’s blockchain-centric view amplified by the Oracle problem inherent to the design
of blockchain technology [15] is a major limitation in the design of NFTs for hybrid assets. We
believe that NFT-related technology is only at its beginnings. The current trend that focuses on
NFTs primarily as a means for trade is limiting both in terms of technical scope as well as in terms
of business added-value.

The Asset Proxy NFT paradigm is a step in the direction of a holistic architecture considering
both off-chain and on-chain worlds. Given the broader technological scope of the paradigm there
are several patterns of use of NFT technology that would be required to cover the needs of the
hybrid asset space. We believe that a natural evolution of the current NFT technology landscape
would be the creation of specific, well defined NFT design patterns. Such patterns would specialize
the Asset Proxy NFT paradigm in particular cases focusing on targeted but generic business or
technical issues. Below we enumerate a list of NFT design patterns we have already identified. We
expect this list to grow as the NFT usage becomes more widespread and NFT technology becomes
more mainstream across industries.

The NFT design patterns presented below are described according to the four essential
elements that define a design pattern [16], namely:
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o the pattern name, which is a handle to describe the design problem, its solutions, and its
consequences in a brief description.

e the problem, which explains the context and describes when to apply the pattern.

o the solution, which describes how the various elements of the Asset Proxy NFT paradigm
are specialized in terms of their relationships, responsibilities, and collaborations.

o the consequences, which are the results and trade-offs of applying the pattern.

4.1 Trade-only NFT pattern

e Trade-only NFT: Several marketplaces for trading unique assets (especially in digital
form) are available today. When it comes to hybrid assets, the NFTs could be used to
facilitate trade and thus increase the liquidity of the market. A Trade-only NFT implements
the usual “plain vanilla” NFT that is common today in most marketplaces.

e Problem: While buying an asset online is straightforward today, it is more difficult to
implement the proper trading of assets as the ownership (as well as the authenticity) of
the asset is difficult to establish in peer-to-peer mode. Moreover, the ownership must be
clearly established before the asset gets delivered to the owner.

e Solution: When an NFT associated with an off-chain asset is to be created, its metadata
must bind (cryptographically) the unique identification of the off-chain asset (e.g. serial
number) with the on-chain NFT identifier. The ownership of the asset could then be
instantly proven by the sole possession of the NFT token.

When an owner decides to access the off-chain asset, the token is burned on-chain and
the off-chain asset is delivered (i.e. physically) to the owner. Burning of the token should
be implemented as an irreversible action and implies the end of the trade. The custodian
of the asset would then ship the off-chain asset to the owner who burned the token.

e Consequences: The Trade-only pattern has a number of inherent limitations that is
a consequences of the inherent nature of the pattern. More specifically, the NFT has
no notion or knowledge about about the current state of the asset (off-chain). As a
consequence, it is simply impossible for the owner to get updates regarding the state of
the asset only by observing the state of the NFT token on the blockchain.

If, for example, the token is related to an asset to be produced in the future (e.g. a luxury
item that will be produced after the token sales), then there is no way for the owner to be
informed about the asset state through the attributes of the NFT token.

In a sense, the NFT token limited to only cover "secondary market like" ownership transfer
operations. In the case of off-chain assets, to avoid the double-spending problem, the
legitimate owner of the asset can obtain possession of the asset, which implies the burning
of the NFT. The non-trading actions, such as the shipment of the asset to the owner (i.e.
the last owner who burned the token) is a pure off-chain operation (which cannot be
handled via smart contract programming).

4.2 Cross-Chain Transferable NFT pattern

e Cross-Chain Transferable NFT: Some off-chain assets (e.g. assets with long lifecycles,
such as high-value product components or other mechanical/system engineering artefacts)
may undergo changes of ownership in their long lifetime. This means that the asset’s
association with its NFT on a given blockchain may need to change. For example, when
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the asset changes ownership its NFT token may need to be moved to another blockchain
(e.g. the blockchain that is preferred/selected by its new owner).

Thus, a core requirement in this pattern is the continuity and the consistency in the
management of the state of the asset across different blockchains. This requirement is at
the very heart of the asset-centric view that we stated above.

e Problem: Today there are several industry-specific (vertically integrated) blockchains cre-
ated by market leaders. Some examples include Aura (Prada consortium) [17] in the luxury
industry, Quorum (ConsenSys) in the financial industry [18], Tradelens (Maersk/IBM) [19]
in supply chain management, and others. Moreover, the rise of CBDCs and the increased
interest among financial institutions in native-digital assets may drive interest in transfer-
able NFTs, which could be freely traded across blockchains operated/controlled by groups
of financial institutions.

Thus, a key problem is the need for assets in one blockchain to be transferable to a
different blockchain. This may require the NFT in the origin blockchain to be burned and
an equivalent new NFT to be generated on the destination blockchain [20].

e Solution: Similar to the case of the Trade-only NFT, a bilateral association between the
off-chain asset and the NFT must be established in order that the ownership of the
asset can be instantly proven by the possession of the NFT token. Whenever an asset
transfer has to be performed the Bilateral Synchronization mechanism would burn the
NFT on the origin blockchain and would create an equivalent new NFT on the destination
blockchain. As part of the burning operation, the NFT on the origin blockchain would
update its attributes to contain the reference to the identity of the newly create NFT on
the destination blockchain [21]. The asset metadata should also be updated to maintain
the history of the previous NFTs so both the off-chain and the on-chain information
remain perpetually synchronized.

e Consequences: The Bilateral Synchronization mechanism responsible for the transfer —
namely the burning of the NFT in the origin blockchain followed immediately by creation
of the equivalent NFT in the destination blockchain — must do so in an atomic manner.

In other words, either the new target NFT is created in the destination blockchain (and
the source NFT in the origin blockchain in burned), or no change occurs to the association
between the source NFT and the asset. There cannot be an “in between” (intermediate) state
where two NFTs exists simultaneously in both the origin blockchain and the destination
blockchain. The smart contract supporting cross-chain transferable tokens must prevent
any operation on the NFT (e.g. change of ownership) during transfer. In case of failure
in the sequence of operations the whole transfer should be reverted and the source NFT
should remain unchanged.

4.3 Hidden metadata NFT pattern

e Hidden metadata NFT: There are use-cases or circumstances where the information
about the asset must be protected, or even hidden. In these cases, both the on-chain
information about the NFT and the off-chain asset metadata must not reveal the asset
information. In order to access this information, users must obtain access credentials
from the creator of the asset.

e Problem: Some industries are utilizing NFTs for product authenticity (counterfeit detec-
tion) and supply-chain traceability. However, in some cases the quantity of the product
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(i.e. number of units produced) may be considered as sensitive information, and therefore,
must only be disclosed to authorized users or entities.

As another example, in some cases only confirmed bidders should be able to retrieve
metadata about the asset (e.g. in the case of a by-invitation only auction). This is because
unauthorized disclosure of such information could be exploited by other bidders (e.g.
bidders could scan all assets, and then bid only for assets with certain characteristics,
for instance only for those with the highest rarity factor in case of assets built based on
genetic algorithms). Thus, in these cases the NFT attributes and the asset metadata must
be disclosed selectively only to the approved entities.

o Solution: The attribute of the NFT should only carry an opaque hash that uniquely identi-
fies the serialized metadata related to the asset associated with the NFT. Correspondingly,
the asset metadata should contain a reverse reference to the NFT identifier. When a
user with the appropriate credentials wishes to retrieve the content of the metadata, the
user would then request resolution of the hashed metadata via an explicit request at the
Metadata Repository. In the cases of authorized modifications of the asset metadata, the
Bilateral Synchronization mechanism must correspondingly update the NFT attribute with
the new hash of the new asset metadata.

o Consequences: It must not be possible to retrieve asset-related information by simply
reading NFT on-chain information. The Metadata Repository must ensure that it computes
the correct hashes from serialized metadata, and correctly incorporates the hashes into
the NFT attribute. Thus, only these hashes are displayed on-chain. Any user or entity
seeking to access the metadata must explicit call the Metadata Repository and supplying it
with the hash - preferably at a protected API that requires them to be authenticated and
their access permissions verified.

Note that the utilization of these hashes in the NFT attributes still renders the smart
contract - that manages the Hidden Metadata NFT - to be in compliance with common NFT
specifications (such as ERC721). However, in this pattern the platforms or marketplaces
seeking access to metadata must be prepared to adapt their call procedures to interact
with the Metadata Repository, wielding the appropriate access credentials.

4.4 Zero-Value NFT pattern

e Zero-Value NFT: Some off-chain (and often offline) assets may follow more complex
supply chain, taxation, custom clearance, or safety and security clearance procedures.
In such cases the aim of an on-chain representation of the asset with NFTs is the mere
proof of existence of the asset. In other words, NFTs may exist for the sole purpose of
identification of the asset. Product Passports [22] that provide information about products
in the material, construction, agri-food, seafood sectors are typical examples of such need.

e Problem: A NFT with no tradeable value is needed to cover authenticity or existence of
an off-chain asset.

e Solution: Zero-Value NFTs are engineering construct for the purpose of maintaining
consistency in the identification of assets. The smart contract managing the NFT would
manage the lifecycle of the NFT by disabling any trading against payment function of the
NFT.

e Consequences: Zero-Value NFTs are by definition free from any economic value. Some-
times Zero-Value NFTs would also be immutable, therefore the transfer policy of the smart
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contract may disable transfer of ownership. In general, other characteristics of the NFT,
like hiding asset metadata or making the NFT cross-chain transferable could be combined
with the Zero-value nature of the NFT.

4.5 Discussion

Given the rapid expansion in terms of business use cases it is clear that the above pattern list is far
from being exhaustive. Other needs, like the ability of NFTs to maintain state on-chain or the ability
to simultaneously manage several NFTs to cover multiple parallel facets of the lifecycle of an asset
(trading, taxation, regulatory constraints, etc.) in a consistent way are just a few examples. We plan
to further elaborate on the topic of Asset Proxy NFT design patterns in forthcoming publications
as well as in real-life implementations.

5 BENEFITS OF THE ASSET PROXY NFT PARADIGM

There are several benefits of the Asset Proxy NFT Paradigm approach, notably for business scenarios
which require strict control over hybrid assets:

o Strict control over off-chain asset state with the on-chain lifecycle of the NFT: The Asset
Proxy NFT Paradigm provides the means for the state of off-chain assets to be perpetually
synchronized with the lifecycle of their corresponding NFT(s). A key aspect of maintaining
this consistency is the on-chain Resolution mechanism and the Bilateral Synchronization
mechanism.

e Breaking-down the blockchain silo: In contrast to the current effort by many blockchain
proponents to capture users onto their own “walled garden” blockchains (i.e. asset lock-in),
a more scalable approach is taken in our Asset Proxy NFT Paradigm where the location
information of the asset record (off-chain) is separated from the NFT token (on-chain).
This permits the asset-instance to be moved a different location (different Asset Custody
or Metadata Repository endpoints), without affecting the NFT token.

o Reduced chance of identifier collisions: Programmatic check of the ledger(s) for prior uses of
an alphanumeric identifier string prevents identifier collisions in the given blockchain(s).

e Synchronization of physical objects to on-chain presence: The NFT carrying an alphanumeric
identifier string of the off-chain asset (denoted by this identifier) provides assurance that
the string is permanently anchored on the blockchain wrapped inside the NFT data
structure (attributes). This permits business logic outside the blockchain to use this
anchor to synchronize between the state of the off-chain asset with the state of the
on-chain token.

o Assist in counterfeit detection: For product manufacturers and brand-owners, the ability to
claim a namespace and issue hybrid identifiers in that namespace is critical in protecting
the intellectual property associated with the products. The Asset Proxy NFT paradigm
allows them to use, for example, their public-key as a namespace boundary when creating
NFTs.

o Persistence of dual off-chain and on-chain identifier: Certain objects (e.g. physical products)
may have a long life span (e.g. 50 years), and thus, the uniqueness of their identifiers (e.g.
serial numbers) must be guaranteed. The Asset Proxy NFT paradigm offers this kind of
life span on the digital side.
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6 CONCLUSIONS

The primary concern in this paper has been a proper asset-centric view of assets, notably hybrid
assets that consists of some real-world valuable goods/resources (off-chain) with the NFTs (on-chain)
that represent the assets on a blockchain. We believe that supporting hybrid assets will become
a core value-proposition of the Web3 vision as the future Internet of Value. The composition of
hybrid assets introduces several new challenges, one being the need to ensure state consistency
between off-chain assets and the NFTs as an on-chain representations of these assets.

In order to solve this complex problem, we have introduced the Asset Proxy NFT paradigm as
the means to provide a framework within which suitable technological components can be utilized
to address specific use-cases relating to hybrid assets.

As a corollary to this new paradigm, we explore the notion of the NFT design patterns as a
means to address the specific aspects of certain types/classes of hybrid assets. The patterns allow
the proper reasoning about the nature of the assets, the technical components needed to support
these assets, and how the implementations can correctly integrate with other functions (off-chain)
in the ecosystem (e.g. metadata repositories and asset custody services). The approach permits the
combination of patterns to be used to address the broader challenges related to hybrid assets in Web3.
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