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Abstract

In the recent years, Local Differential Privacy (LDP) has been one of the corner stone of privacy
preserving data analysis. However, many challenges still opposes its widespread application. One of
these problems is the scalability of LDP to high dimensional data, in particular for estimating joint-
distributions. In this paper, we develop an approximate estimator for frequency joint-distribution esti-
mation under so-called pure LDP protocols [1].

1 Introduction

With the advances of data-driven technologies in the last decades, privacy has become a hot topic at all
levels of society. Correspondingly, the litterature on methods that allow statistical analysis and inference
while protecting the anonymity of the data subjects has exploded.

One such technique is Differential Privacy [2] and its extension, Local Differential Privacy (LDP) [3].
The key contribution of (Local) Differential Privacy is to quantify, with parameters € and ¢, the degree of
anonymization of disclosed data. The parameters ¢ and § are usually chosen depending on the problem
at hand. One of its features is to ensure plausible deniability which is at the root of the invention of the
Randomized Response [4] method in 1965. Randomized Response (RR), applied on binary data, and its
generalization to categorical data (GRR), are prototypical LDP protocols.

Since the introduction of the LDP formalism by Dwork and co-workers, a vast literature has derived
from marrying its methodology with (G)RR, as attested by two recent comprehensive reviews [5] [@].
While the privacy preserving collection of a single discrete information is relatively well understood,
generic solution to the problem of accessing multi-dimensional statistics can still be improved.

One of the corner stone of recent research stems from the observation that splitting the privacy bud-
get € for concurrent question leads to an exponentially growing variance, but splitting the population
so that each user answers a single question only leads to a linear growth of the variance [I]. Of course,
the downside of the latter approach is that the correlation between the different answers is lost. Various
algorithms have been proposed to collect joint-distribution using LDP, based on expectation maximiza-
tion [7,[8] or other approaches [9]. Both methods suffer from scalability issues in general. On the question
of k-way marginal release, which is core to a series of statistical methods, the CALM method [I0] was
introduced to try to strike a balance between the two strategies. However this balance remains dataset-
and task-dependent, meaning higher level algorithms need to be designed.

Another question, and opportunity, lies in how to efficiently encode a complex dataset. Complexity
can stem from large or unknown dictionary sizes as well as from high dimensionality and low entropy.
Any categorical dataset can be turned one-dimensional at the cost of an exponentially large dictionary.

When using binary encoding of the dictionary, the randomized response can be applied on each bit
independently. This approach has been explored extensively. Various method achieves good or optimal
variance-utility tradeoffs for frequency estimation [IT}, [I], but often rely on data transfers increasing
exponentially with the number of features. Once again, some level of optimization can be done by



randomizing lossy encoding over users, thereby reducing communication and focussing the use of the
privacy budget for each user [12] I3} [I], but by limiting the amount of information each user contribute,
large populations are required to obtain useful signal/noise ratio on very small marginals.

In order to push back the limit on the number of features reported by single users, Ren et al. [§]
proposed a multi-demensional version of RAPPOR [12] [7] by essentially concatenating the Bloom filters
of each feature rather than considering the full row as an element of a dictionary. The advantage of
this approach is that the size of bit array to communicate grows only linearly with the number of
feature instead of exponentially. Also, this decomposition of the information allows easy access to lower-
dimensional marginals without the need of suming over all the noisy cells of the full contingency table. The
issue with this method is that reconstructing the final joint-distribution can be rather expensive. Indeed,
the only method proposed so far was to obtain it numerically using Expectation Maximization (EM).
Some acceleration or stabilisation of the convergence can be achieved by using clever initial guesses [} [14],
but this approach is still unsatisfactory in most cases.

Another issue with using numerically estimated joint distribution is that it constitutes a dead-end for
analytical research of new algorithms. As an illustration, the research performed on analytical description
of the distribution of LDP frequency estimations was critical to investiate theoretic optimal solutions [15]
16} [I]. However, to our knowledge, no such description exist that efficiently describes the distribution
of marginals in a multi-dimensional dataset. Many LDP statistical learning algorithms, some of them
iterative, rely on the knowledge of conditional probabilities in the dataset [5l [6] but because those
conditional probabilities are not known analytically, researchers must rely on costly simulations and
intuition.

In this paper, we tackle the problem of analytical approximation of the posterior joint distribution of
a discrete dataset after perturbation. We focus on pure LDP protocols proposed by [1]. By solving this
problem we hope to facilitate the development of new algorithms leveraging the analytical properties of
the deduced equations.

2 Background and notations

In this paper, we will use boldface font to denote random variables or functions, and normal font for
values.

€,0 traditional DP parameters definition [2.1
A random function defining a LDP protocol definition [2.1
D, D’ representations of datasets definition [2.1
X,y input and output spaces of a LDP protocol definition [2.1

D, q traditional randomized response paraeters definition [2.3

S Support of a random function A definition [2.3

S Support operator corresponding to S equation E

t ground truth set of all joint frequencies of values in a dataset D

X evidence matriz of perturbed dataset section [2.4

C set of all marginal frequencies of X (PMDH) equations [16118
t estimator of ground truth computed with ¢ (TMDH) section [2.4]
,J,8 Sets of columns in X section [3.1

a, size of column sets section [3.1]
K(aﬁ)(j ,8)  Subset incidence matrix for S C J equation [26

Table 1: Notation

2.1 Differential Privacy

Differential privacy is defined in the context of a trusted curator that process the users data and re-
leases anonymized reports. In differential privacy, the level of anonymity is defined using a statistical
framework [2].



Definition 2.1. An random function A, mapping elements of its domain X to its image ), satisfies (e, d)-
differential privacy with & > 0, if and only if for any two datasets D, D’ € NI¥! satisfying [|D—D'|| =1,
i.e. that differ only in one element, and for all y € Y

P(A(D) =y) < P(A(D') = y) +0

This definition establishes a framework to measure privacy leakage in the parameter € with a certain
slack 6. In order to lift the requirement to rely on a trusted curator, Kasiviswanathan et al. [3] introduced
a stricter definition, Local Differential Privacy. In this case, rather than ensuring that the random
algorithm has an output distribution that is close for neighboring databases, it is imposed that any two
elements have a finite probability ratio to have the same image

Definition 2.2. An random function A, mapping elements of its domain X to its image ), satisfies
(g, §)-local differential privacy with ¢ > 0, if and only if for any two inputs x, " € X we have for all y € Y

P(A(z) =y) < e"P(A(z") =y) +6

We will focus on the cases where § = 0, i.e. strictly no accidental privacy leakage is allowed.

2.2 Randomized response

The randomized response protocol was introduced by Warner [4] to guarantee anonymity in surveys. It
can be defined formally on binary answers as

PRpqa(1)=1) = ¢ (1)
P(Rpq(0)=1) = p ()
where R, 4 represents the randomized response function.

Note that when 0 < p < ¢ < 1, the space of R, 4 form a monoid with the composition operation o,
i.e. it forms an algebra which has all the properties of a group except for the inversion.

Ry )t a@—p+r = RpqoRp g (complete) ®3)
Rp7q = Rp’q [e] R()71 (identity) (4)
R, q0 (Rp/yq/ o Rp//,q//) = (Rp,q o Rpgq/) o Rp//,q// (associative) (5)

The identity is a direct consequence of the relation of completeness and the composition operation is
always associative. Note also that we need both p = 1—g¢ and p’ = 1 — ¢ to have commutativity between
the composition of two randomized response functions.

2.3 Pure LDP protocols

Wang et al. [I] introduced a family of randomized-response-like protocols, dubbed pure LDP protocols.

Definition 2.3. An encoding or hashing function A, : X — Y. C ), a random function A, : Ve — Y,
and a support function S : ) — X with X the set of sets over X, form a Pure LDP protocol if we have
two probability values p < ¢ such that for all z,2’ € X, z # «’

P(A(x) e{ylz e S} = ¢ (6)
PA@) e{ylze Sy} = p (7)

where A = A, 0 A,

X is the dataset dictionary of values, while ). is the dictionary of encoded values (which can be
smaller than the original dictionary). The space ) can be outside of the ). dictionary space so that the
support function cannot be considered as a decoder.

The above definition states that components of an encoding of an input value are conserved with
a probability ¢, and that there is a probability p than any other input value would share the same
component]'| It can be seen as a generalization of the Randomized Response protocol, which is itself a

1Unfortunately, p and q are used interchangeably in the litterature. We adopt the convention of the RAPPOR paper [12]
while Wang et al. [I] use p for the probability of conserving the original value, and g for the probability of polution.



pure LDP protocol. As noted by the original authors, it is a direct consequence of the definition that
the use of Bloom filters as encoding function, as in RAPPOR, does not lead to a pure protocol as soon
as any hashing collision h;(x) = hj(z’) occurs, h and h’ being any hashing function of the filter.

The support operator maps perturbed vectors in the Unary Encoding space

Sz(y) =1 if € S(y) and 0 otherwise (8)

Wang et al. [I] prove that

2 Sz(AEL"i)) —np 9)
q—p

is an unbiased estimator for the frequency of any element i, where z,{z;} € X, and i spans all the
elements of the dataset. Note that the random variable S, (A(xz;)) follow Bernouilli distributions

te

Bernouilli(q) if z = x;

: )
So(A(z:) { Bernouilli(p) if = # =; (10)
Two variables S; (A (z;)) and Sz (A(z;)) obviously follow independent distributions. However, for a single

input they are in general not independent, i.e. S;(y) L S,/ (y).

2.4 Multi-dimensionality, marginals and pure LDP protocols

Wang et al. [I] focussed on instances of pure LDP protocols applied to element frequency estimation,
but it is not restricted to this case. The advantage of considering explicitely the multi-dimensionality of
the dataset is to be able to avoid the exponential growth of the dictionary with the number of categories,
which poses problems for communication costs, information loss during encoding, or marginal retrieval.

A first step to fight ths curse of dimensionality is to follow in the footsteps of Ren et al. [§] and
split the dataset row domain into independent sub-domains for each feature. The encoding function Ag
encodes each feature independently and concatenate the results. Similarly, the perturbation function
A p can be a combination of randomization steps each acting in its own feature sub-domain. Finally the
support function S as well can be defined as mapping each feature encoding space into the corresponding
dictionary. In this setting, any arbitrary combination of feature-specific pure LDP protocol will form a
global pure LDP-protocol.

If we have f features, then we have for the dataset value space X as well as for the encoded value
space )

x = 2We...0x¥ (11)
y = YWa...oy¥W (12)
(13)
and
Se(Ap(Ac(z:))) = SV AP AP @) @ - @ s (AT (AP (=) (14)

where the superscripts indicate the feature sub-domain and the @ is the direct sum of the resulting
elements. In the following, we will assume that a basis set is built on such a decomposition of X and that
any index i indicates a specific value z'®) belonging to a specific feature space X*), thereby allowing us
to unambiguously omit the feature superscript in the notation. We define the evidence matriz random
variable A

Rous = Si(Ap(Ac(2n))) (15)

For a specific 4, it forms a sequence of independent Bernouilli experiments so that the marginal sum

N
C;, = Z Xn, (16)
n=0



Table 2: Co-occurrence probabilities. p; = E(X,,;). The probability is the success probability of Hle X
LH: d is the dimension of the hash space

Protocol probability

UE IL pi
GRR 0
LH p1/d*

follows the distribution of sum of Binomial random variables, one of probability p and the other of
probability g. We can also construct higher order perturbed marginal counts

N
Cij = ZXMXM (17)
n=0
N
Cijk =5 anixnjxnk (18)

0

3
I

Those counts also follow the distribution of sum of Binomial random variables. Considering that every
possible row in X occurs with a certain probability, it is straightforward that a change of basis set in the
histogram space reduces the joint distribution of all ¢ to a sum of multinomial distributions. This change
of basis set is explicited in appendix@ and mulinomial properties are used in the lemma of appendix
However, it cannot be used to derive an analytical posterior for the joint frequency distribution.

In this paper, we perform an analytical derivation of multivariate normal parameters for the joint
distribution {c;, csj, . .. }, later referred to as the Perturbed Multi-Dimensional Histogram (PMDH). This
allows to use Bayesian Inference to deduce the Truth Multi-Dimensional Histogram (TMDH)

P(A|B) x P(A)P(B|A) (19)

with A = ({ti,ts5,... } = {ti, tij, ... }) and B = (){ci, cij, ... } = {ci, ¢cij, ... }). We demonstrate the use
of this model by computing analytically the distribution of the LDP correlation estimator.

Some generalization of our results could be performed using the properties of the normal distribution
under linear basis transformations. Furthermore, the developments presented in the appendix of this
paper can serve as a basis for dealing with more complex cases. A relatively straightforward but tedious
work would be to adapt them to LH or GRR of each independent feature space.

The decomposition of ¢ in independent distributions can easily be done if S; 0 A0 A, is block diagonal
and that the index i, j,k, ... belong to different blocks, i.e. if X,; 1L X,.; 1L Xk In general, (A(z,))
is composed of multiple independent random variables. For instance one for GRR, and |X| for UE. If
X, AL an, then the set of random variables they depend on is disjoint, and they compound to the
probabilities p or ¢ according to If X, n an it means they depend on common random variables.
For instance, using Bloom filters over set values data (to avoid collisions), two values = and z’ can share
a bit in their support function, the other bits of the filter serving to disambiguate the values. In LH and
GRR, all dictionary values are supported by the same underlying multinomial random variable.

We list a few examples of correlated co-occurrence probabilities in Table In GRR, all co-occurrence
counts Cij, Cijk,... are simply 0 if any pair of indices belong to the same block, while in LH they are
merely modulated depending on the size of the hashing dictionary.

Besides standard hashing and encoding techniques, A. can also implement various linear transfor-
mations like for instance in the Hadamard Randomized Response [I7] which also lead to dependencies
between evidence matrix elements. A careful investigation of all those aspects is beyond the scope of the
present work. In the following, we assume Xm A an.

2.5 Previous work

Different aspects of joint-distribution have been considered, but few concern the analytical development
of marginal estimators. Fanti et al. [7] proposed the use an EM-algorithm to reconstruct the joint-
distribution of a dataset encoded row by row. Ren et al. [8] also considered using EM, optimizing the



solution by opting for a column-wise encoding scheme and speeding up convergence using an initial guess
obtained with Lasso. Wang et al. [14] proposed an analytical, iterative formula for the co-occurrences
frequency estimation, but they didn’t derive the co-variance matrix between estimators so that EM was
still necessary to obtain the joint-distribution. Cormode et al. [9] showed the superiority of Hadamard
(or Fourier) transforms to collects marginals of binary datasets. The CALM framework of Zhang et
al. [10] further improves numerical derivation of marginals by offering a systematic way to neglect specific
correlations, and using maximum entropy to extrapolate between lower dimensional marginals. These
lower-dimensional marginals are still constructed using established methods of full row value frequency
estimation.

In this work, we leverage the concept of pure LDP protocols [I] (as discussed in section [2.4]), inspired
by the LoPub approach to multi-dimensional datasets [§], and develop those following the empirical
estimation methodology [15] [16].

3 Normal parameters for Multi-Dimensional Histograms

According to the Central Limit Theorem (CLT), the distribution C = {c;, ¢ij, Cijk, - .. } converges to a
normal distribution for large N. We have

lim C/N  ~ P(c)/\f(ﬂi:;t) (20)
IJLmOOT/N ~ P)N(p ;) (21)

where P(t) and P(c) are priors. Without any specific prior knowledge, a so-called “non-informative prior”
is chosen over the TMDH domain. This domain is constrained in general by the fact that the individual
frequencies must be comprised between 0 and 1, that counts are discrete, and that co-occurrences cannot
be larger than the corresponding frequencies. Other constrains are specific to the encoding function
which, for instance, could guarantee that categories in a single dimension are mutually exclusive.

In general, the dimension of this representation makes it computationally intractable, but in practice
it is possible to truncate it to low-order co-occurrences as in most cases high-order co-occurrences are
extremely unlikely to be statistically significant. It is however not our purpose to propose scalable
algorithms using the PMDH and TMDH distributions, but rather to lay the mathematical ground work
to be built upon.

In section we derive analytical formulas for £ and 3 for arbitrary co-occurrence order. In sec-
tion [3:2] we derive the associated inferred parameters p and X.

For defining arbitrary co-occurrences, we will be using curved letters Z, 7, S,. .. as sets of indices for
which bits corresponding to a single row are positive, either before or after the randomization process
depending on the context. The number of elements in such a set, i.e. the number of positive bits in the
row, will be denoted |Z|.

3.1 PMDH normal parameters
3.1.1 Expected values

Theorem 3.1. The expected value of a co-occurrence of order |Z| of indices T = [i1,...,ix] can be
developed as
E(er) =Y (¢—p)®'p"¥ts (22)
scz

where tg = N, the number of elements in the dataset.

The proof can be found in Appendix[B.2] Because the multi-variate expected value E(C) is built out of
the expected value of the marginals{E(c;), E(c;ij), ...} , we can write the above theorem in matrix form.
Our basis set for the multi-dimensional histogram is split in the order of co-occurrence considered: o = 1
corresponds to basic counts c¢;, @ = 2 to pair-wise co-occurrences c;j, @ = 3, 3rd order co-occurrences
Cijk, etc. Except stated otherwise, we will use greek letters «, 3, v to denote indices of blocks in the
histrogram vector representation, i.e. range of rows and columns corresponding to co-occurrence counts
of a given order. From theorem [3.I] we have

fi=M-T+PN (23)



defining
Z BK(QB) (24)

P = pov®) (25)

NE ”MU

1

Q
Il

where V(®) the vector of ones in the a block and 0 elsewhere. The matrix M is triangular. The matrices
K(“#) are binary matrices defined to map all sets of indices S of size 3 to the set of indices J of size a.
It is defined element-wise as

K(7,8)=1iif SC J (26)

An example for three columns is given in appendix Note that K** is the identity matrix in the
« block and 0 elsewhere. The result above relies on the assumption that we know the dataset size,
i.e. tg =N (a=0), V(N) =0.

Anticipating on subsequent development, it is also possible to include it in the vector representation,
hence dropping the PN term of equation and to treat the knowledge of N as a prior in the inference
process. Alternatively, we can account for overdetermined encoding strategies. For instance, with unary
encoding, we can account for a contrain Ziel t; = N for a pertinent subset of columns Z. For a single
category, the modified M takes the form M = M + bJ with Jij =1V 4,j. The inverse of that matrix is
easily obtained from M ' using the Sherman-Morrison formula

- 4 bMTUMT?
Mt=pMt- 7 2
14+ b1TM-11 (27)
where 1; = 1 Vi. It is trivial to extend this to any linear constrain on the t;’s.
3.1.2 Covariance matrix
Theorem 3.2. The variance of a co-occurrence of order |Z|, of indices T = [i1,...,1x] can be developed
as
Vier) = Y ts (q—p)p" 7111 = (g +p)S'pH71%) (28)

SCT

The proof can be found in Appendix

Theorem 3.3. Consider a PMDH built on a dataset of N rows and of columns T with corresponding
underlying ground truth T = {t7|J C Z}. Consider two arbitrary column sets J and J'. The covariance
between the co-occurrences counts ¢z and ¢’y is

Vieg,eq) = Y ts (a=p) p7oI718 (1= (g4 p)IonTnlpioni=s0ml) (20)
SCJu
where Jo=JU T and T~ =T NJT'.

The proof can be found in Appendix (B.4.2]
We can see directly that that Theorem is a special case of Theorem with Ihn=Jo=T9=J".
Similarly, if Jn = @ the correlation vanishes, as expected. Examples of low-order cases are

V(cicy) = Np*(1—p)+t; plg—p)(1—p)

+ti plg—p)[1 —q—pl + ti; (¢—p)*(1—q—p) (30)
Vici,en) = Np*(1—p)+(ti+tx) p°(¢—p)(1—p) +t; P’ (g —p)(1 —q—p)

(tij + tjx) p(g — p)°(1 — g — p) + tir p(a — p)*(1 — p)

tig(g —p)*(1—q—p) (31)



3.2 TMDH normal parameters
The likelihood of a certain TMDH value after observing one PMDH C = {¢;, ¢ij, ... } is obtained in the
normal approximation [21] using equation
I M~ '(C - NP) (32)
Y = M's(mHT (33)

Here we must realize that 3 depends on the ground truth 7" and hence cannot be used as-is to compute
the likelihood. The simplest way is to inject the expected value p in the computation of . However, a
more careful approach is sometimes necessary in the presence of prior information.

In order to compute mean and variance of the TMDH, we first deduce the form of M ™!

Lemma 3.4. Given a matriz M of the form[Z]] its inverse takes the form

D o

M7 =3 (¢-p) ") ()" " KD (34)

a=1 B=1
The proof can be found in appendix [C-1] An example for three columns is given in appendix [B-5]
The formulas for the mean and covariance matrix are provided in sections|3.2.1|and respectively
and demonstrated in appendix
3.2.1 Expected values

Theorem 3.5. In estimated true co-occurrence uz(C) on a set of columns T depending on an observed
PMDH is

pr(C) = (g—p) D (=) ¥les (35)

SCT

For |Z| = 1 we recover the well known frequency estimator of pure LDP protocols, and randomized
response in particular.

3.2.2 Covariance matrix

The law of total variance dictates

V(T) = Vr(Ec(T))+ Ex(Ve(T)) (36)
= Va(p) + Ex(X) (37)
= 04+ M 'S(EM))MHT (38)
= M7T'S(umHT (39)

where Ve and Vi are the variance at fixed T and C respectively, and Ec and Et are similarly defined
expected values. The last two steps are possible thanks to the linearity of the expected value operator.
The first term vanishes because the p estimator does not depend on ground truth.

Theorem 3.6. Consider a TMDH inferred from a randomized dataset X of N rows and of columns
T characterized by a PMDH C = {c7|J C Z}. Consider two arbitrary column sets J and J'. The
covariance between the co-occurrences counts ty and t'; is

1\ s s s
Vits,ty) = (m) > es(=p) I (=p) I 2p) 0T (g p) T
SCJTu
(40)

where Ju=JUT and T~ =T NJT'.



We see that Jn = () lead trivially to a vanishing correlation. We can derive the following examples of
variances

Vt) = (g—p)  (@N+(1—p—q)ci) (41)
Vit;) = (a—p) " ((1-2p)° = (g—p)*) cij +p» (p(1 = 2p) + (p — @)%) (ci + ¢;) — p’a(q — 2p)N)
(42)

and co-variances

V(tij, ti)
V(tij, tjx)

(¢—p)° (L= q—p)(cij —p ci) + ap(c; — pN)) (43)
(¢—p)""((1 = p— @)(cijr — pleij + cin) +p°c;) + pa(cik — plei + cx) + p°N)) (44)

4 Validation and discussion

We provide the code for the numerical validation of the normal approximation in the repository [?]. In
this paper, we summarize the key findings of our numerical validation. These were obtained using an
artificial dataset of 4 independent binary variables for which we studies the full joint distribution under
a pure LDP protocol with ¢ = 0.8 and p = 0.1. The dataset size was varied from ~ 10 to ~ 10°. This
arguably corresponds to higher e than disirable (~ 2) and smaller dataset size than typical. However
we trust this choice is reasonable as it shows both the transition to well determined TMDH and the
issues that one can encounter with the normal approximation for very low frequencies. The user is free
to download our code to test other configurations.

4.1 Validation of the PMDH

There are two main approximations in the equations and related to omitting high order moments
in the distribution : we neglect the distortion close to domain boundaries (i.e. when a mean frequency is
close to 0 or 1, or when a co-occurrence is close to the limits imposed by the individual frequencies) and
we assume a linear error (i.e. the variance of a marginal frequency is independent of the error on other
marginal frequencies). The latter can be illustrated by considering the conditional probabilities over the
exact multinomial and comparing them to the normal approximation. It can be proven that for partial
sum following a multinomial {c;,c;,ci;}, (cijlci = z,¢; = y) ~ H(N, z,y) where H is a hypergeometric
function. This leads to

Ty zy(N —x)(N —y
Blele =n.e =0) =2 i Vieyles =me, =) = YO DOD )
while te normal normal approximation yields
E(cijlei = z,¢; =y) map; +ypi — Npjpi 5 V(cijlei =z,¢; =y) = Npip;(1 —pi)(1 —p;) (46)

where p;, p; are the probabilities of success of X, and X]’ respectively. This issue should be kept in mind
when trying to force priors as conditions on the posterior distribution directly.

We try 2 different simulation techniques : full simulation, where the binary dataset is built and
perturbed explicitely, and a more efficient approach where we sample from the exact sum of multinomial
distributions. As expected, both converge to the same PMDH distribution. We therefore use the latter
for our tests.

Figure [T shows that, as expected, the calculated normal parameters agree with the simulations within
the numerical accuracy. For metrics emphasizing divergence to normal, we observe a larger error which
diminishes with increasing dataset size (see Figure [2)).

4.2 Validation of the TMDH

To verify the quality of our estimates as a funciton of the dataset size, we sample PMDH from their exact
distribution and compute the corresponding expected values for the true distribution. As in the case of
the PMDH, we observe that the expected value of our mean TMDH estimator defined in [3.5|is within
numerical uncertainty of the true frequencies. Furthermore, the variance of this estimator is also closely



{0} {0, 3} {0,1, 2, 3}
J 0.0364 A
0.362 0.00252 4
> > >
2 £ 0.0362 7 0.00250
% 0.360 : s . g '
5 variable $ 0.0360 4 variable S 0.00248 + variable
& —— theory = —— theory & i —— theory
0.358 —— simulated 0.0358 A —— simulated 0.00246 —— simulated
102 108 104 105 102 100 10°  10° 102 100 100 10°
Dataset size Dataset size Dataset size
(a) (b) (c)
{0} {0, 3} {0,1,2,3}
§ 0.04 4 variable 50024 variable 5 0.006 1 variable
© 0.03 - —— theory ® —— theory B —— theory
> —— simulated > —— simulated 3 0.004 —— simulated
o o ©
B 0.021 T 0.01 A °
3 s % 0.002
2 0.01 1 g °
8 o 8
“ 0.00 - , : : 17 0.00+ : : : | 0.0001 , , : ,
102 103 10* 10° 102 103 10*  10° 102 10®  10*  10°
Dataset size Dataset size Dataset size
(d) (e) ()
-5{0,1,2,3},{1,2
le—6 {O}r{lr 2} {O, 1’2}’{1,2} le 5{ } { }
0 K\ 0.0003 - variable 31 variable
3 Y —— theory 9 - theory
5 £ 0.0002 - —— simulated S 2 —— simulated
o 8 ke
© . o ©
S -1 variable > >
o 4
S theory § 0.0001 8 1
, —— simulated 0.0000 - ‘ : : ' ol
- T T T T 2 3 4 5 T T T T
102 10°  10*  10° 1% 10° 10° 10 2 3 4 5
. Dataset size 10 10 10 10
Dataset size Dataset size
(h)
() ()

Figure 1: Examples of mean and covariance matrix elements computed analytically vs. simulated. Bracket
on top of figures signify the set of columns Z. (a-c) E(cz), (d-f) (V(cI))l/Q, (e-1) V(cz,cq)

10



{0} {0, 3} {0,1, 2,3}

g o0s5- g %177 — g 0
: g c
o 0.04 191 | o _104
E | E 51 | g
57057 variable 5 variable 5 variable
8 —1.04/ theory ki —— theory ® —20 1 | —— theory
£ | simulated g£-107 | simulated £ | simulated
— — J — —J
102 103 104 10° 102 103 104 10° 102 10° 104 10°
Dataset size Dataset size Dataset size
(a) (b) (c)
2

z {0} é {0, 3} g {0, 1,2, 3}
% 0.03 9% n 0.6 1\ . n ;
c variable s variable s variable
-% 0.02 4 — theory = \ — theory 527 \ theory
2 simulated & 0.47 \ simulated 2 \ —— simulated
-~ - ! -
[%) w w
2 0.01 A 3 5 14
[} \ o 021 ]
2 } Q g
@ 0.00 1 o ]
3 . ; 3 001 , . ——= 301 ===
3 102 10> 10* 10° § 102 103 10* 100§ 102 103 10* 10°

Dataset size Dataset size Dataset size
(d) (e) (f)

Figure 2: Examples of metrics showing divergence to normal behavior. Bracket on top of figures signify the
set of columns Z and J. (a-c) relative divergence of median to mean 1 — mean/median, (d-f) Skew(cz)

matched by the TMDH variance estimator defined in As shown in ﬁgure we observe errors above
1% only for low frequency tz in smaller datasets (< 10%). In those cases, the uncertainty on the variance
estimator can exceed 5% (see ﬁgure. We do not attribute this error on simulation noise, but rather on
the effect of our approximation close to the boundaries of the exact distribution. This is issue is clearly
visible in the figure 3] where the discretization of the support is visible in the reconstructed distribution.
Metrics of deviation from the normal as a function of dataset size are displayed in figures B and 3.

It would be interesting to compare the theoretical distribution of the TMDH to a numerical solution,
e.g. obtained with Expectation Maximization (EM). However, our purpose here is to demonstrate that we
propose a useful estimator of the joint frequencies, as well as robust error estimates on those frequencies.
Therefore we consider that comparing our method with numerical approaches is beyond the scope of this
paper. Another point we do not study here is the impact of priors on the estimates. Simple solutions
like truncating and/or rounding the normal distribution will have either a positive or little impact on
our conclusions, while more involved solutions are beyond the scope of this work.

5 Conclusion

In this work, we propose an normal approximation for the joint estimation of category frequencies of
arbitrary dimensionality under pure LDP protocols. We beleive this can be useful both to further the
research on this difficult problem as well as help speedup current numerical algorithms.

We show numerically that the normal approximation of the TMDH has a wide domain of applicability,
loosing accuracy only close to the histogram boundaries. Future work should compare our solution to
numerical solutions. We expect using the analytical TMDH could significantly improve the performance
of EM-based algorithms.

We also briefly highlight potential opportunities and caveats of the normal approximation to account
for prior information and constrains on the distribution support. In section we discuss some constrains
in the encoding space which can be handled using equation of the form [27] However, more subtle priors
could be hard to handle. In principle, working with multivariate gaussian distributions offer all sorts
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Figure 3: Reconstruction of true frequencies based on PMDH. (a-c) Errors on normal parameters. (a-b)
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various sets Z (d-f) comparison of the distribution of reconstructed E(t;) (blue histogram) and a normal
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deviation to the normal of the distribution of reconstructed E(t;) : mean-median deviation (g) and skew

(h).

12



of possibilities to build conditional probabilities. In practice however, one can easily face numerical
instabilities when working directly on the posterior distribution with sharp constrains. In section [}
we highlight how error can grow when constrains stray too far from the distribution center. Such issues
should be studied more carefully to enable a wider use of the results reported here.

A Decomposition of the randomized matrix

We denote f([I], with 7 a column set [ij...], the slice of X constituted of the columns i,7,... only.
We denote X°[Z] the horizontal slice of X[Z] that corresponds to ground truth rows equal to the binary
vector b = [bs, bj,...] defined on Z.

Definition A.1. A Synchronous Bernoulli Sequence (SBS) is a series of finite length (denoted N)
of D distinguishable synchronous Bernoulli experiments with fixed (permanent) success probabilities
[p1,p2, ..., pD] respectively.

The matrix Xb[I] is analogous to a SBS where each column is a sequence, each row represent syn-
chronous experlments and the perturbed binary value in each cell is a single experiment output. We
will denote L(X) the number of rows in a matrix X.

Lemma A.1. For any column subset Z, and corresponding row-set defined by the bit array by = [bib; . ..],
denoting J = {i|b; = 1}, then
L&) = 3 () (a7)
JCSCT

Proof. We will prove the result using recursion.
By definition, L(X%7[J]) = t, so that the result is immediate when J = Z.
When |Z] — |J| =1, i.e. there is one and only one zero in by, we have

LX) =ts —tz (48)

In words, that means that the number of co-occurrences on 7 where the remaining bit of Z is 0 is the
number of co-occurrences on J minus the number of co-occurrences on 7.

If we consider an arbitrary J with |J| < |Z|, we know that we have to remove from ¢z all the rows
corresponding to bit vectors b’ in which at least one 0 has been flipped up compared to b7. We have

LX) = t7 - LX) (49)
= ty— Y LX) (50)
JCBCI
where B = {i|b; = 1}. If we assume the lemma holds for all b’
LX) = ty— >, Y. (-1 (51)
JCBCT BCSCT

Let us consider the contribution of a single count ts in this sum. It is the same as asking, for each I,
how many distinct B are subsets of S. It is equivalent to choosing k — [ elements (= |S\ B|) from S\ Z
to remove from S. Since |S\ J| =k — |J|, we have

|Z] |Z|
LX) = to- Y Y1 (“ﬁ) S s (52)

I=|T|+1 k=l

1Z|
R Z Z k 1— 1(l€k—_|»’l7|> Z ts (53)

k=|T|+1 1=]|J|+1 JCSCT
|S|=k
IZ|
= to+ D>, DN s (54)
k=|T|+1 JCSCT

|S|=k
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where the sum on [ is performed using the binomial theorem. We conclude that the lemma is also valid
for b7 with the assumption on all parent vectors b’. By recursion we prove the lemma. O

In the remainder of the appendix, we will refer to row-type and co-occurrence representations as being
the histogram of distinct rows and the histogram of co-occurrences, respectively. Both form a complete
representation of the joint distribution of a binary matrix.

B PMDH distribution

B.1 Marginal distribution of co-occurrences

Lemma B.1. Consider a set of columns Z of which we count the number of co-occurrences cz after
randomization. We have

1Z| [

_ k—b [k b |Z|—b

cs= Y|S0 ()) 5 e )
b=0 k=b ‘glgizk

where B(n,p) signifies a Binomial random variable of parameters n and p.

Proof. By virtue of the independence of the randomization on each row, each segment of X with the same
probability of yielding a co-occurrence will contribute one Bernoulli experiment in a binomial random
variable. This experiment will be positive if all positive bits remain positive (probability = ¢'7!) and,
independently, all the remaining bits are flipped up by the randomization (probability:p‘zl_u |). The
total probability of a row to contribute to ¢z is therefore ¢*p/*!=*. A given b € [0, |Z]] corresponds to
several sets J of positive bits in a row, all with | 7| = b. Using the lemma for each of those yields

E1 1z
SN ts o= D DY s Y o1 (56)
JCT k=b JCSCT k=b SCzT JCS
|T1=b |S|=k |S|=k  |TJ[=b

17|
= 2D S s <I§) (57)
k=b SCzT

|S|=k

B.2 Proof of theorem [3.1]
Proof. By the linearity of the expected value, and using E(B(n,p)) = np

|Z| |7
E(er) = ZZ(U“(’;)qbp'“Zts (58)

b=0 k=b SCT
|SI=k
IZ] & k
- R (e e )
k=0 b=0 sCT
|SI=k
17| k k
(B () s o
k=0 \b=0 sCT
ISI=k
iz
= D (g-p) "> ts (61)
k=0 SCT

|ST=k
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B.3 Variance between arbitrary co-occurrences in SBS

Lemma B.2. Consider a SBS of composed of N experiments and D = |I| parallel sequences T of
corresponding success probabilities {p; | i € Z}. Consider two arbitrary column sets J and J'. The
covariance between the co-occurrences counts ¢y and ¢’z is

Vics,cqr) = Npguz(1—ps.) (62)

with

ps=[]ps (63)

JjES

Proof. The sum of successes and co-occurring successes in SBS can be modeled using a multinomial dis-
tribution in the row-type representation. Indeed, lemme allows to compute how many rows of a given
type is present in a dataset characterized by a co-occurrence histogram. Here the former representation
is interpreted as a given output for set of distinguishable synchronous Bernoulli experiments (success set
J), and the latter is the partial PMDH on the corresponding SBS segment Xb[l']. We therefore define
the change of distribution representation

1Z]

er= > (DD e (64)
k=|T]| Jcscz
|S|=F
The probability that the SBS succeeds on the indexes J and fails elsewhere is
pr=11r TI =pi) (65)

JET  i€I\T

Because each row can be considered as one event and that each row is independently randomized, we
have that the joint probability distribution to observe any given row follows a multinomial distribution

P(cg=¢s VT CI)~ Mutinomial({cy VI CZ};{ps VT CI}) (66)

We can then compute the full covariance matrix of C = {¢s V J C I} with
V(€)= N (diag(P) - PP (67)
where P = {ps V J C Z}. The invert transformation from the row-type form back to the co-occurrence

form is
cs= Y & (68)
JCSCT

so that by linearity of the covariance operator we can write
Vicg,eq) = >, V(&s,&s) (69)

JCSCT
Jg'cs'cr

which become after substituting with the result of lemma [B.2]
Vicg,eqr) = N > ps(6(5,8) —psr) (70)
JCSCT
J'cs’'cr
The probabilities [65] behave as a vector in the row-type to co-occurrence transformation [68|
pr= Y Ps (71)
JCSCI

This can be understood easily by the fact that the sum of all ps/p7, representing the probability of any
variation of columns outside of 7, sum to 1. We obtain

Vics,eq)/N = —psps+ Y, s (72)
JUJ'CSCT

(73)
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The final result is a consequence of equation and the event independence

pgps =pgug (1 = psng)- (74)

B.4 Covariance matrix of PMDH
B.4.1 Proof of theorem [3.2

Proof. By the independence of each row in X, the linearity of the variance, and using V(B(n,p)) =
np(l — p) we have

BN
Viez) = ZZ(—l)kb@)q"p'zb(l—qbp'Ib) dts (75)

k . _k _ _
() -rerrm) S
k=0 b=0 SCT

IS|=
1Z]
= D (g PO = (g+p) P D ts (77)
k=0 SCT
|S|=k
which leads directly to the result. O

B.4.2 Proof of theorem [3.3]

Proof. For convenience, we introduce the notation J, = J U J’'. Theorem provides an expression
for the covariance matrix in a segment Xb[JU] of X. By the independence of each row in X, and thanks
to the covariance linearity, we have

Vies,cq) Z V(e j, g’? (78)
BCJy

where the sum is performed on all possible b (~ B) and c® refers to the partial PMDH computed on
the segment defined by b. We have using L to count the number of elements in X°[ 7]

Vieg,eg) = > LX'[A) prog(1=pgn) (79)
BCT,

We pause to interpret the above equation. Choosing b is equivalent to choosing a set B defining the
ground truth from which a row has been generated. J and J’' however represent the output of the
randomization. They define the actual row in X, and ps is the probability to obtain it from a ground
truth b. Therefore ps depends implicitly on b

pr(B) = g7 "FlIp TN (80)
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‘We use lemma and introduce the shorthand notation J~ = J N J’ to obtain

Vieg,eq) = Y. pauBA-psn(B) . (-)Fls (81)

BC Iy BCSCJIu

= > WA —pnB) 3 ()T (82)
BCJu BCSCJu

= Y ts pITISIY " Bl —p) S EI 1 — g (B)) (83)
SCJTu BCS

— Z ts p\Ju\*IS\ (qu)\s\ _ Zq\B\HJmﬁBI(7p)\5|*\5\p\~7m\3| (84)
SCJu BCS

= > s (@ -p) = Y g®1plnI=IEl > d%=p)"E g
SCJu B'C(SNJn) B C(8\Jn)

where in the last step we split B into the part intersecting B, B’ and the part excluding B, B”. We have
B =B +B" and |B| =|B'| + |B”|. Using the binomial theorem twice, we obtain the result

Vieg,eg) = Y tsp7Te!
SCTu

S -8 B’ S —|B’ B S —|B”
(q—p)‘ \_p\Jm\ |SNITn| Z q2| ‘(—p2)‘ NIn =18 Z q‘ I(_p)\ \ITn|=1B"|

B'C(8NJn) B C(S\Jn)

—|s s -8 s s
- Z ts pIJu\ IS] ((qu)\ \7p|.7m\ | mjm\(qz *pQ)‘ m]ml(qu)l \jm|>
SCJIu

= S ts pIIOI=ISE (g IS (1,p|Jm\—|anm\(q+p)\5nJm\)
SCJu

B.5 Example of M matrix of PMDH for 3 columns and it’s inverse

For three columns, the maximum co-occurrence order is 3. The first block is composed of the three
column counts ci,cz2, and cs. The second block is also three-dimensional, with ci2,c13, and c23. The
last block has only one dimension, ci23 We then have

(g—p)I 0 0
M = | p(qg—pK®Y (q—p)°1 0 (89)
(g —p) KEY plg—p)? K (¢ -p)?

where here we denote the 3 by 3 identity matrix I for simplicity. We also have

1 1 0
K® =11 0 1 and  KOY =K®? =[1,1,1]. (90)
0 1 1
The inverse M~ is
) ) (a—p)°L 0 0
M = ﬁ —plg — p)K(2l) (g—p)I 0 (91)
q—p pz KGD —p K®G2 1
As an example, we can verify that the (31) element of the product MM ™" vanishes
P*(a=p) K (g =)' T=pla = p)* K®p(q =) "K® + (¢ = p)*p*(a - ) KOV = 0 (92)
PP KGD _p? KEVRED 4 2 KB — g (93)
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which is obtained because we have
KCPKEY = ok GV (94)

as demonstrated in the next section (lemma |C.1)).

C TMDH distribution
C.1 Proof of theorem [3.4

Lemma C.1. For any a > 8 > v, we have

KA B — o= K 95
" (95)

Proof. We introduce the arbitrary sets A and C, of size o and -y respectively. We have

KEORE)A,e) = 3 KA, BKE(B,C) (96)
5,151=p
- Y (97)
CCBCA
\Bl=5
_ A=) e (@)
= <Q_B>K (A,0) (98)
O

We now turn to the proof of theorem

Proof. In order to obtain the TMDH normal parameters, we first need to invert the matrix M. This can
be done using the Neumann series:

(A-B) '=1-a"'B) A= (Z(A_lB)k) AT (99)
k=0
In our case, we have
D
AN =3 (g-p) T (100)
a=1

and
S T s
AT'B=— (—) K~ (101)

This is a lower triangular matrix so that we are assured that the series[09]terminates. Using the lemmal[C.]]
we obtain

a—1

> p ap K(aﬁ) _ R el D T a— v K(a'y) 102
X (%) - 235 (5) <5) (102
) e by (aﬁ_'v) (103)

I
[]s
)
b
~/~
Q
|
i~}

a=3 y=1 B'=1
D a—2 a—f
= Y Y@ -2 (L) K(# (104)
a=3 =1 a-p
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where we rename v to 8 in the last step. Similarly
3

D a-—1 a— D o—
S5 () =) - mEyeea () (ST
a=2 =1 a-p a=4 =2 v=1 q—p Oé—ﬁ

I
(5
)
|
w
VN
=
—
2

A

)

2
i
3+
o
()

)

|

1

®

|
>
/
Q

= |
2
~—
=
o
2

By repeating the process we deduce that in general

D a-—1 » a—p3 k D a—k ( » a—y
_Z K(aﬁ) _ Ha]i) (7) K(Q’Y) 107
az::g; (q—p> 2 D K q—p (107)

a=k+1 vy=1

where m(l@ are combinatorial coefficients that can be computed recursively

S—k 6—1
K$TD =3k, (g) =Y xy (g) (108)

B=1 B'=k

Therefore /-cfsk) = 0if k > § and the highest non-vanishing k£ is D — 1. Let us investigate those coefficients
with combinatorics reasoning.

The coefficients Kugm appear also in the exponentiation of the full binary matrix K composed of all
the blocks K(*7) without factors. We can interpret K* as the matrix counting all the ways to connect
any to subset of the range [0, D] using k steps. If we consider K*(A, ), then the corresponding weight
is K,(aklﬁ if B C A. This count represents all the ways A\ B can be divided into k partitions in a given

order. Bare the ordering, this corresponds to the Stirling numbers of the second kind S(n, k) defined as

S(nk) = 5 2 (=) )tk =) (109)

In our case, we have to multiply those factors to account for the permutations of the partitions

kM = k1S(6, k) (110)
Those numbers are listed as the Triangle of numbers in ref. [I§]. They obey the triangular relation
r =k (585 ) (111)
Substituting equation in the series and replacing v by 8 we have
D—1 D a—k » a—B
M= SRS SR (7) K| A~ (112)
-8B —
k=0 a=k+1 =1 a=p
D a—1
= Sq—p) (104 a5 p* P KD (113)
a=1 B=1

where

o= > ()R (114)

(115)
We can verify manually that the first 3¢5 are equal to (—)°. Using the triangle relation we have

5
7 = D)k (k5D R (116)

k=1
6—1
= (oG R+ D () (ke DA, + k) (117)
k=1
= —3 (118)

19



with ng_l = mg_l =0

O
C.2 Proof of theorems [3.5] and [3.6]
proof of theorem [3.5]
pz(C) = (M~'(C-NP)), (119)
= S mzd (es—pIN) (120)
s
= Y(a—p) ) EREENE, 8 (s - pIN) (121)
s
_p)ZI=1S]
= X G () (122
= a-n)
= (g—p) Y (=) ¥les (123)
SCT
where we use the binomial formula together with cg = N in the last step. O
proof of them“em For any matrix element of f)(,u) we have using theorems and
Vies(n),cqr()) = Z s (q _p)ISI p\3u|*\$\ (1 _ (q_i_p)ISme\p\Jm\*ISmel) (124)
SCJu
_ Z CS,(_)ISHS Ip\JuHS | (1 _ (q+p)\$ﬂﬂnlpl~7rwlf\$ﬁ~7rwl) (125)
S'CSCTy

Each term depends on S only through the sign (—)!S! and the size of its overlap with the intersection

Jn (IS N Tnl). The summation on S can be simplified using Ja = Ju \ Jn

imz\_j: iz\:‘i(—)S/HWM (|jms>$/|) (JASZS/> (1 i +p)|8'ﬁjn|+smp\Jm\—|S'ﬂjn|—sm)
(126)
[T \S’| ’
= (IS Y () ('j“S\S ') (1= (q+p) 0TIyl Imen) (127)
= (OIS0 (TS 0) = (g+p) " (=) 7T (128)
so that
Vieg(wseq () = > esp I\ 8,0) (I \8',0) = (g +p)/" " (=) 7)
S'CIu
(129)
— Z corplToI=15] (H(Jm \ S, 0) - (q+p)\5/ﬂjm\(_q)|50\5/|) (130)
JaCS'CIu
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We can then develop equation and inject the identity deduced above

- ' "|-18|-|B
Vitsty) = (¢—p) T ST () THITIEE T (g )
BCT
B/gj/
T+T’ , ,
_ ()T S e (_)\B|+\B'|H(Bm\8’,®)f(q+p)‘5ﬂﬁ5\(ﬂz)lsm\sw
-\ S P2IBUI-1Ba - 1BUI+1S]
BCT
B'Ccr’
BACS'CB
p [TI+1T| |TA\S'| 18" NTn|
_ e
= (f) Z cs Z Z (—)vHIs\Inlgy
q—p sicay = =

m y p\s'|+m+\s/m.7m\—y

<|Jm \8'|> <|5/ N m) 82 — (g +p)IS'"Inlv(—g)*

(131)

(132)

(133)

T p|5/\+x+|5/rk7m|

=0

Il
/N
< |

‘ ‘
s i}

T|+1T’ ’ _ ’ ’ ’

[TI+IT"] . ,(_)\S’\Jm\ (1— QP)\S nInl _ (—p) |TA\S |(q _p)\JmmS [+ TA\S|
S pISTHIANST]

S'CIu

(1)J|+JI 5 es (—p)\ 70115 ((_p)wﬂ\sq(l _op)lnns’l (q_p)|Jn|)
S'CIu

using that

|B| + |B'| = |Bu| + |Bnl| = 2|Bu| — |Bal (137)

that By \ Jn C Ba, and that Ju \ &' = J~ \ S'. O
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