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Abstract

Recently, a new concept called the c-differential uniformity was proposed by Ellingsen et al.
(2020), which allows to simplify some types of differential cryptanalysis. Since then, finding
functions having low c-differential uniformity has attracted the attention of many researchers.
However it seems that, at this moment, there are not many non-monomial permutations having
low c-differential uniformity. In this paper, we present new classes of (almost) perfect c-nonlinear
non-monomial permutations over a binary field.
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1 Introduction

In block ciphers, S-boxes with good cryptographic properties play important roles to resist several
attacks. Recently, Ellingsen et. al. [§] proposed a new cryptographic tool, ¢-Difference Distribution
Table (and the corresponding c-differential uniformity), which allows to simplify a new type differ-
ential cryptanalysis proposed in [3]. In [8], the c-differential uniformities of known PN functions and
the multiplicative inverse function were investigated. Independently about the same time, Bartoli
and Timpanella [2] introduced the notion of S-planar functions which are in fact PcN functions.

After the notion of c-differential uniformity was proposed, finding functions with low c-differential
uniformity has attracted the attention of many researchers. In [9], the authors proposed PcN power
functions for ¢ = —1 in odd characteristic. Several PcN power functions and functions with low
c-differential uniformity were studied in [13,22,24]. In [23], c-differential uniformity of ternary
APN power functions over a cubic field is studied. Many classes of PcN and APcN functions were
proposed in [2I] by using the cyclotomic technique, switching method and AGW criterion. Very
recently, several classes of PcN and APcN functions were proposed in [12] by using generalized
Dillon’s switching method. In [5], the authors studied c-differential uniformity of some piecewise
defined functions.
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For a binary field, a new class of APcN power functions was proposed in [19]. Also, in [10], the
authors studied c-differential and boomerang uniformities of two classes of permutation polynomials
over a binary field. In Table 1, we summarize the known PcN and APcN permutations over a binary
field. In Table 2, we give a list (though may not be complete) of PcN and APcN functions over
general finite fields, which are constructed from other PcN or APcN functions.

Since permutations are very useful in constructing invertible S-boxes, it is desirable to find per-
mutations having good cryptographic properties such as low c-differential uniformity. However it
seems that there are not many non-monomial APcN permutations over a binary field, except for the
ones in [10L21]. In this paper, we present three classes of non-monomial APcN permutations and a
class of non-monomial PcN permutations over Fon.

The rest of this paper is organized as follows. In Section 2, we give some notations and prelimi-
naries. In Section 3, we present a new class of cubic APcN permutations. In Section 4, we show that
the compositional inverse of the APcN permutation proposed in Section 3 is also APcN. We also
study the c-differential uniformity of the involution proposed in Section 3 and it’s generalization.
Finally, in Section 5, we give the concluding remarks.

Table 1: The known PcN and APcN functions over Faon

F(x) AR ‘ Permutation ‘ Conditions ‘ References ‘
¥ 2 2 O Tr(c) = Tr(1/c) = 1, ¢ ¢ Fy 8]
x4 Tr(az 4+ 22 1) <2 O Tr(a) =1, n > 1is odd, ged(n,i) =1, ¢ ¢ Fo [10]
2t 1 O Z>1lisodd, d=ged(n,i), c € Foa \ Fa [13]
zt ot 2 O ¢=2n=q" ceppn\{1) [19)
i i d = ged(n, 1) i )
(24 Te(? +1))2+1 5 o ged(n, 1) is even Theorem B3]
Z>1isodd, c € Fya \ Fo
gin/d gy d = ged(n, i) is even,
7 2 Theorem [4.7]
z 2 4+ T(e) © %> 1is odd, ¢ € Fyq \ Fy
) o Tr(a+1) = ;, d :Fgcd(n, 2i),
i S
x4+ Tr(ax + 22 ) ¢ € Fpu \F2 Theorem E9]
5 o Tr(a+1) =0, d = ged(n, 2i),
c € Fan \IFQCL
oy Te(a+1) = 0, d = ged(n, ),
(z + Tr(az + 2% T1))> ! 2 O (e+1) ged(n, ) Theorem (.12
Z>1lisodd, c€Fy\F2

— Tr(a + 1) = 0 means either that Tr(o) = 1 and n is odd or that Tr(a) = 0 and n is even.

2 Preliminaries

Let Fon denote the finite field with 2" elements and let F, denote the multiplicative subgroup of
Fon. For positive integers d, m,n such that n = dm, we let Tr}; : Fon — Fya and Nrlj : Fon — Fou



Table 2: A list of (A)PcN functions over general finite fields,
which are constructed from other (A)PcN fuctions

‘ F(x) AR ‘ References ‘
bo(z) + Trl" (g(x? + x)) 9 i
bp(z) + Nrd" (g(z? + x))
L(z)(3X021 L(x) @ DY ) <2 21]
f(@)(Tr{(z )+1)+f($+7)'ﬂq( ) <2 21]
L(z) + ( ) Trd" (z)7" 1 21]
ug(z) + g(Trd" ()" + (Tl (x)) 1 21]
u(z? + )+9(qu (z)) 1 21]
ug(z) + g(Trd" (x)) 1 21]
ud(x) + 31, g(a? + )" /4 2 [21]
f(@) +uTr(vf(z)) 1 2]
Li(z) + L1 () Tr(La2(z)) _ 1 2]
L)+, (@ 4 0))” | <2 |
L(z) + T, (ai T, (@ T @-))gi <92 2]
L@)+uX, (Th@+6))" [ 1 | 0
denote the relative field trace and norm,
m—1
Trl}(z) = 22 = 2?2
k=0
m—1
Nrg(w) _ x2dk _ w1+2d+22d+.“+2(m71)d.
k=0

When d = 1 and n is clear from the context, we shall simply write Tr (resp. Nr) instead of Tt} (resp.
Nr}j). Also, when i = d¢ such that ged(n,i) = d (i.e., when ged(m, ) = 1), then it is easy to verify

—_

3

Tr(z) xzik =x+ x2i + x22i 4+t x2(m71)i7 O
0

-1 ‘ . | |

N (z) m22k = ;L'1+2l+221+---+2(m*1)2, o)

it

B
Il
o

because there is unique 0 < j < m with j = £ (mod m) such that 2/ = 2% (mod 2" — 1).

Two functions F, F’ : Forn — Fon are said to be extended affine equivalent if there exist affine
permutations A1, As : Fon — Fon and an affine function A : Fon — Fon satisfying F/ = Ao F o
As + A. Also, F and F' are said to be CCZ-equivalent (introduced in [7]) if there exists an affine
permutation .Z on Fan X Fon such that £ (Gr) = Gp» where G is the graph of the function F, i.e.,
Gp={(z,F(x)) : x € Fon} C Fon x Fon. Let #S denote the cardinality of the set S.

Definition 2.1. ( [§]) Let F : Fon — Fon be a function and ¢ € Fon. For a,b € Fon, we define



Do F(z) := F(z +a) + cF(z) and [Ap(a,b) := #{x € Fon : D F(x) =b}. We call the quantity
Ap = max #{.Ar(a,b) : a,b € Fon, and a # 0 if c =1}

the c-differential uniformity of F. A function F is called a perfect c-nonlinear(PcN) function and
an almost perfect c-nonlinear(APcN) function if [Ap =1 and Ap = 2, respectively.

Remark 2.2. Recently, in an independent work, Bartoli and Timpanella [2] gave a generalization
of planar functions as follows: For B € Fon \ Fa, a function F : Fon — Fon is called a [-planar
function in Fon if F(x + ) + BF(z) is a permutation on Fon for all vy € Fon. Therefore, 3-planar
functions are PgN functions.

We introduce a useful lemma.

Proposition 2.3. ( [20]) Let f(x) = 2® 4+ ax + b where a,b € Fan, b # 0 with even n. Then f(z) is
irreducible over Fon if and only if Tr(a®/b?) = 0 and none of the roots of x> + bx +a® = 0 is a cube
m FQn .

3 A class of non-monomial APcN permutations on Fy.

Throughout this section, we are mainly interested in the case where n is even and ged(2i,n) =
ged(i,n) < n. Equivalently, we let n,d, m, i, be positive integers such that

n=dm, i=dl, ged(m,20) =1, n>d, n=even. (3)

We will prove Theorem [3.3] using the above assumption. However, it should be mentioned that some
of the lemmas and propositions that we will discuss later may not need such strong assumption, and
we will explicitly state the necessary conditions in each case. Let G be a function defined as

2041 :
Gay={" . tweT (1)
(x+ 1> ifzgT,

where T = {2 € Fyn : Tr(z2'+!) = 0}. The function G can also be written as
G(z) = (x4 Tr(2? )2+ = 221 4 (2% + 24+ 1) Tr(a? ). (5)

From the above form, we can verify that G is a cubic function. Indeed it holds that G(x) =
n—1

22 4 (:E2i +x+1) Z:Eziﬂwj, which has the term 22 %2 We will prove that, under the
5=0
conditions in ([B]), G is an APcN permutation on Fon for ¢ € Fyu \ Fa.

Remark 3.1. G(z) was already introduced by Budaghyan et al. [{|] to derive the first example of
EA-inequivalent but CCZ-equivalent function to x> t1. However, c-differential uniformity is not
preserved under EA-equivalence. While we are assuming that d is even in Theorem [3.3, when d =1
(i.e., ged(n,i) = 1), the result in [4] implies that G is an APN function.



Remark 3.2. Whenn = d = even (i.e., m = 1), then since n|i = d¢, it holds that 2' =1 (mod 2"—1)
and 2>+ = 21 - 2! = 22 over Fon. Then one has G(x) = (z + Tr(22+1))2*+! = (2 + Tr(2?))? =
224+ Tr(z) and the result of Wu et al. [21, Theorem 4] implies that G is PcN for all ¢ € Fan\Fo. Indeed
if we choose f(x) =z and v = 1 in [21, Theorem 4], then F(x) = f(x)(Tr(x)+1)+ f(z+1) Tr(x) =
2?(Tr(z) + 1) + (z + 1)? Tr(x) = 2% + Tr(z) = G(z) is PcN where the fact f(x) = 2% is PcN for all
¢ € Fon \ Fo and Tr(y) = Tr(1) = 0 is used.

Now we introduce the following theorem.

Theorem 3.3. Suppose that n is even with d = ged(2i,n) = ged(i,n) < n. Let G be the function
defined in (Bl) and let ¢ € Fya \ Fo. Then G is an APcN permutation on Fon.

It will turn out that, without much difficulty, the c-differential uniformity of G is bounded above by
two and we show .Ag < 2 in Section B.Il Proving that G is not PcN takes more effort and we show
Ag = 2 in Section

3.1 The proof of Ag <2
We present some useful lemmas which will be used in both Section [B] and Section @l
Lemma 3.4. The followings hold:

(i) If ged(2i,n) = ged(i,n), then g(z) = 221 is a permutation on Fon.

(it) If n is even, then h(z) = x + Tr(z¥ 1) is an involution on Fon. (i.e., ho h(z) = = for all
T € an.)

(iii) Let L(z) = 2% + 22" be a linear transformation on Fan. If ged(2i,n) = d, then ker £ = Faa.
(iv) Let ged(2i,n) = ged(i,n) = d with n = dm and i = dl. Then, for all © € Fan, one has

2 20m 4
T2+l = g 20+1

_ $2(m71)i_2(m72)i+m_2i+1

Proof. For (i), one has

' 9ged(2i,n) _ 1 2d 1
i no_ = = =
ng(2 + 17 2 1) - 2gcd(i7n) —1 o 2d —1 B

L,
where d = ged(2i,n) = ged(i,n). For (ii), by expanding h(h(z)), we have
hh(a)) = 2+ Te@® )+ Tr (o + T 42 )
=z + Tr(g;2i+1) + Tr (x2i+1 + 2% Tr(g;2i+1) . Tr(x2i+1)2i 4 Tr(x2i+1)2i+1) (6)
=z
because Tr <$2i Tr(x2i+l) Tt Tr($2i+1)2i) =1Tr (‘/ET Tr(x2i+l)) +Tr <$2i Tr($2i+1)) = 0 and (since n

is even) Tr (Tr(:n2i+1)2i+l) = Tr(22 )21 Tr (1) = 0. For (iii), the equation z = 22~ is equivalent

to 22 = x so that ker £ = {z € Fon : L(z) = 0} = {2 € Fon : 22" = 2} = Fygeazin) = Fou. Finally,



for (iv), it holds that m is odd because 1 = ged(2¢,m) with d = ged(2i,n) = ged(i,n). Therefore
one has

which implies that 2+ =20m"2ike—2i41) 22741 _ 22 Gince the 2i—il—th power is well-
defined by the claim (i), we are done. O

Corollary 3.5. If n is even with ged(2i,n) = ged(i,n), then G is a permutation on Fon.

Proof. G(z) = (x+ Tr(2*+1))¥'+! = g(h(x)), where both g(z) = 22"t and h(z) = z + Tr(z2 1) are
permutations on For by Lemma [3.4] O

Lemma 3.6. Let a,z € Fon. Then one has Tr(a? z + ax?') = Tr(L(a)z) = Tr(L(x)a). Moreover,
(i) Let a € T. Then x+a € T if and only if Tr(L(a)x) = Tr(z¥'+1).
(ii) Let a ¢ T. Then z +a € T if and only if Tr(L(a)z) = Tr(z2 1) + 1.

Proof. One has

Tr(a® = + az?) = Tr(a® ) + Tr(az?) = Tr(a® z) + Tr(a® 'z) = Tr(L(a)z)

By expanding (z + a)2 ™!, we have

Tr ((m + a)2i+1> = Tr(22+1) + Tr(azi“) + Tr(azix) + Tr(az?)
= Tr(22+1) + Tr(a2i+1) + Tr(L(a)z).
Assuming that a € T', we can obtain Tr((z + a)?' 1) = Tr(2¥+1) + Tr(L(a)z). Therefore z+a € T

if and only if 0 = Tr((x 4+ a)? ™) = Tr(z2 +!) + Tr(L(a)z), so we prove the first claim. The proof of
the second claim follows similarly. O

Proposition 3.7. [13] Let ¢ € Foa \ Fy with d = ged(2i,n) = ged(i,n) < n, and let a,b € Fan. For
€1, €9 € Fo, the equation _ _
(z+ate) T te(r+e)? =0

has a unique solution

1
CL+€1—|—C€2 C <21+1 21 > b 2i+1
T p +<(C+1)2 a® T+ (a® +a+1)(e1 +e) o

Proof. This is in fact Theorem 4 of [I3]. However since we actively use the equation () later, we
provide a proof for better understanding. By expanding left-hand side of the given equation, one has

(z+a+ea)’ T +elx+ )t = (c+ )2 + a12” + agz + as (7)



where a1 = a+ €1+ cea, as = a®> + €1 +cep and a3 = a®> T+ €1a® +€1a+ €1+ cep. Since ¢ € Foa C Iy
i i
one has ¢ =c,a? =

ay and the right-hand side of ([7l) becomes
(c+1)z* ! + a12? + asx + ag = (c+ 1):172i+1 +aiz? + a%ia: + as

2041 2Z+1
a
=(c+1) <x + c—1> +

+1 c+1

+ as.
Therefore the original equation (z 4+ a + €)%+ + c(z + €)

( a+ e +C€2>2i+1
rt—
c+1

7 .
2'+1 — p can be written as

b
4+ —

e (T @ e et o) Q

O
To compute Ag(a,b), we divide the set {z € Fan
follow:

«D.G(z) = b} into four disjoint subsets as
{33 € Fon : D,

D,G(z) =b} ={z € T: D,G(x) =b} U{x € Fou \ T : .D,G(x) = b}
= | J{zr eT: :DG(z) =b, Tr(L(a)z) =€}

eclFa (9)
U |J{z €Fan \T: cDuG(x) = b, Tr(L(a)x) = €}
eelFg
Therefore it holds that
Aga,b) = #{z € T:G(x+a)+ cG(x) =b, Tr(L(a)z) = €}
e€lFo 10
+ Z #{x €Fon \ T : G(x + a) + cG(z) = b, Tr(L(a)z) = €}. (10
e€lFo

From the construction of G and by Lemma [3.6] the Equation (I0) implies the following
e For ¢ € T, it holds that

CAG(a‘7 b) =

#reT: (v +a)* T +ea? ! = b, Tr(L(a)z) = 0}
+tH#zeT: (+at+ 1) =b, Tr(L(a)z) = 1}
+ #{x € Fon \ T : (x+a—|—1)2+1—|—c(x—|—1)2+1

(11)
b, Tr(L(a)z) = 0}
+#{x €Fou \T: (z +a)* +1+c(az+1)2 = b, Tr(L(a)z) =1}
e For a ¢ T, it holds that
Ag(a,b) =#{zreT: (x—l—a+1)2 1 et = p, Tr(L(a)z) = 0}
t#{zeT: (z+a) T+t =b, Tr(L(a)z) =1} 12
+#{x €Fou \ T : (z + a)* s oz +1)% =y, Tr(L(a)x) = 0}

4 #{z €Fm\T: (w+a+ 1) 4oz + 1)¥H =b, Tr(L(a)z) = 1}.
7



Let the sets Se,e,(a,b) and S.. . (a,b) be defined as

€1€2

Seiep(@,0) = {z €Fgn: (x+a+e)* T +c(a + )T =,
Tr(L(a)x) = €1 + €9, Tr(x2i+1) =€},

: i (13)
Sélez(ay b) = {x S an : (x +a+ 61)2 +1 + C(.Z' + 62)2 +1 _ b,
Tr(L(a)z) = €1 + €2 + 1, Tr(2* ) = e},
where a,b € Fon,c € Foa \ Fy and €1, €2 € Fo. Then (II]) and (I2]) can be simply written as
Z #Se,e,(a,b) foraeT
CA ay b == 61’626F2 14
ole?) S #8,(ab) foragT. (14)
€1,62€lf2

By Proposition 3.7 it holds that #S¢,,(a,b) < 1 for a € T and #5/, ., (a,b) <1 for a ¢ T so that

€1€2
one has :Ag(a,b) < 4 for all a,b € Fon. By further assuming that n is even, the following lemma

implies that Z #Se1e,(a,b) < 2 (resp., Z #S' _ (a,b) <2) when a € T (resp., when a ¢ T)

€1€2
€1,62€F2 €1,62€F2
so that one has .Ag < 2.

Lemma 3.8. Let ¢ € Fyu \ Fy with d = ged(2i,n) = ged(i,n) < n and let n be even. Let a,b € Fan
and let Se e, (a,b), SL . (a,b) be defined as in (I3)). Then the followings are satisfied:

€1€2

(i) At least one of Spo(a,b) and Si1(a,b) is the empty set.

) )

(i1) At least one of Spi(a,b) and Sip(a,b) is the empty set.

(i) At least one of Sjy(a,b) and S1(a,b) is the empty set.
) )

(
(
(
(iv) At least one of Sj;(a,b) and Siy(a,b) is the empty set.

Proof. We only prove the first claim, and the rest of the claims can be proved in a similar manner.
It is obvious that zg is a solution of (z + a)?t1 4 cx? 1 = b if and only if 2o + 1 is a solution of
(x +a+ 1)+ + ¢(z + 1)2*+1 = b. By Proposition B.7), the both equations have unique solutions,
and z¢ € Spg(a,b) implies that xg + 1 is a unique solution of (z 4 a+ 1)> ! 4 ¢(x + 1)>*! = b. Since
n is even, it holds that zo € T if and only if g + 1 € T, which means that Si;(a,b) = ¢ and vice
versa. ]

3.2 The proof of Ag =2

Lemma [3.8 combined with the equation (I4]) shows that .Ag < 2 for any ¢ € Foa \ Fo. To show that
G is APcN (ie., [Ag = 2), we need to prove that, for a given ¢, there exist a,b € Fan such that
Ag(a,b) = 2.

Lemma 3.9. Suppose that n = dm is even with d = ged(2i,n) = ged(i,n) < n. Let ¢ € Foa \ Fy and
w € F,. Considering Fon as an m-dimensional vector space over Fyu, one has the followings.

(i) If m > 3 with 31 m, then {l — w4+ w2i} is linearly independent over Foa for w € Fon\Fya.

c’ w2i+1’

8



i) If m > 3 with3 | m, then {1, —L— w+ w? Vs linearly independent over Fya for w € Fan\Foza.
¢ w 2

20417

1) If m =3, then L w w? b s linearly dependent over Fqa. More precisely,
w21 2

i 1 1
2 n = n -
w+ w* = cTrjj(w) . + Nrjj (w) T
Proof. For (i) and (i), suppose that
—+ 22+1+a3(w+w ) 0 (15)
. a2 2i a
for some ay,az,a3 € Fya. Letting A = — gt ag(w+w*) = - € Fya C Fyi, one has
w
o 22 o a2 22 22i CL
0=A —I—A—W—I—ag(w +w )+T+1+a3(w+w b
as + a2w22i_1 92i
= W +a3(w—|—w ) (16)
w141

21 i

Since w € Fon \ Fou and ged(n,2i) = d, it holds that w1 41 # 0, which implies that as +
azw? T2t = 0. When m > 3 and 3 { m, one gets (w? T2 T1)2-1 — 2" -1 £ 1 and so that
w2 +2+1 ¢ . Therefore ag + azw? 241 = 0 implies that a3 = as = 0 and consequently a; = 0,
which proves (7). For the assertion (i7), using 3 | m > 3 and w € Fan \ Fysa, one gets w2 =1 £ 1 and
w2 2+ ¢ I, in a similar manner, and therefore a3 = az = a; = 0.

For (7ii), suppose that m = 3. By the equations (Il) and (2]), one has Tr}}(z) = = + 22 +22” and
Nrlj(z) = 212 +2%  Therefore it follows that

.
wlt2+2%

22' 221' 222'

w+w2i:w+w +w +w22i:w—|—w2i+w +

wlt2!

n Nrg (w)
= Trg(w) wil+2i

1
= cTrjj(w) - - + NrJj(w) -

1
w2i+1’

where the coefficients ¢ Tt} (w), Nr/j(w) are in Foa. O

Lemma 3.10. Let m = 3 and d be even such that n = 3d. Let H = {23 : z € Fu}. Then the
followings hold:

def

(i) For anyCEIE‘ \ H, one hasFQd—CH+C2H {Chy 4 C%hy : hy,hy € H}.

i) For any ¢ € Foa \ Fa, there exists w € Fon \ Foa such that Tr"(w) = 0 and N1 (w) = .
2 2 d d



Proof. Claim (i) seems to be a folklore result and we provide a proof in Appendix [Al Now, by the
claim (i), for a given ¢ € Fya \ Fa, it holds that ¢ € (H + (?H where ¢ € Fya \ H. There exist
hi,ho € H such that ¢ = Chy + (?ho where Chy and (?hy are not cubes in Foq. Since (3hihs is a
cube, there exists ¢ € Fya such that ¢ = (3hjhy. Then we have the following factorization in Fya[z]

22+ 2+ = (x4 Ch)(z + Che),
which implies that the cubic 23 +¢cz+ ¢ is irreducible over Foa by Proposition 2.3l Since m = 3, there
exists w € Fan \ Foq such that 23 +cz+ = (z4w)(z+w? ) (z+w?") = 23+ o (w)z? + ¢z + Nr'k (w),

which completes the proof of the claim (ii).
O

Lemma 3.11. Let ¢ € Foa \ Fo with d = ged(2i,n) = ged(i,n) < n and let n = dm be even. Then,
one can choose w, z € Fon satisfying all of the following trace conditions:

. 2 g z 2(w + w?)
(1) Tx] <E) =1, (13) Tr} <W> =1, (7i1) Tr (W) =1.
Proof. Let p1 = %, Bo = ﬁ and 83 = w + w?'. We shall consider two cases: m > 3 and m = 3.

Case 1 : m > 3. By LemmaB.9] for any w € Fon \ Fosa, {81, 2, 53} is a linearly independent
subset over Fyq. Then one can find Sy, , By € Fan such that {f1, 52, -+ ,Bm} is a basis of Fan
over Foa. Also, there is a unique dual basis {y1,--- ,vm} ( See [LI]) for Fan over Fys such that

1 ifi=j
Te(Bi~y.) =
d(ﬁz%) {O if i .
Choosing any ¢’ € Fqya satisfying Tr‘li <C(Cc—jr)) = 1 and letting z = 71 + 2 + /73, one gets

Try (%) =Te)) (Bi(n 4+ 72 +3)) =1,

Tr) (#) =T} (Ba(y1 + 72+ 3)) = 1,
2(w + w?') B B +72+3)\  nd (on (B3 2\ | d B

Tr( et 1) ) ‘Tr< e+ 1) ) - (Trd < e+ 1) >> - <c<c+1>> -

/

Case 2 : m = 3. Choose any ¢ € Fyq such that Tr¢ <c—> = 1. Using Lemma [3.I0], one can

c(e+1)
also find w € Fan \ Foa satisfying Trl}(w) = 0 and Nrlj(w) = ¢. By Lemma [3.9] it holds that

B3 = ¢ Trlj(w)B1 + Nrjj(w) B2 = ¢ Ba.
Since w ¢ Foa, {f1, 52} is linearly independent over Fos. Thus one can find 55 € Fan such that

{B1, B2, B5} is a basis of Fan over Foa. Letting z = 1 + 72 where {y1,72,73} is a unique dual basis
of {f1, B2, B3}, one gets

T (2) = T (Bl + 7)) = 1.

) (5 ) = T (a4 ) = 1,
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O

Let _ )
falz) = (2 + a)21+1 + ezt (17)

where ¢ € Fya \ Fo and a € Fan. Recall that Proposition B.7 implies that f, is bijective on Fan.
Therefore, for a given x € Fan, there exist unique b and y in Fan satisfying

fa(x) = b= far1(y)- (18)

We show that one can choose x,y € Fan satisfying (I8]) and the following trace condition, which play
an important role in the proof of Theorem [B.3]

Proposition 3.12. Let ¢ € Fya \ Fy with d = ged(2i,n) = ged(i,n) < n and let n = dm be even.
Then, there exist x,y € Fon and a € Fon such that

fo@) = fox1(y) and Tr <(c + 1)(m2“rl + y2i+1)> =1.

Proof. By Lemma [B.11] one can find w, z € Fon satisfying

21
HEE w2 2 Awtwm) )
T (2) =1 T <w2i+1>—1’ Tr( prEmyal

Since m is odd, it holds that Trg (i + 1) = Trg (2#_1_1 + 1> = 0 and, by Hilbert Theorem 90,
C w

there exist a, X € Fan \ Fya satisfying

i:(121.—|—a—|—1 and 2f:X2i—|—X4—1.
Letting 6 = wX and 7 = 6 + w, one has
z=0%w+ 0w + T =" 4 and w=60+1. (19)
Letting b = %751“2%1, we get
0%+ = (c+ 1)b + ca? t1, (20)
PP 2 s = e+ Db+ ca® T (0 +a+1) = (c+ )b+ c(a+ 1)F T
Therefore, letting x = &_if and y = “Jg}:{T, we have the following equations
< LG >2i+1 p2'+1 ca® 4 (c+ 1)b
X = — = s
ct1 (c+ 1)F+1 (c+1)2
< Lot 1>2”F1 o e+ )P 4 (e 1D
c+1 (e 1) (c+1)2 ’

11



which implies that f,(x) = b = fu41(y) by PropositionB.7l Finally, using the property Tr:l‘(uy +u) =
0 for all u € Fan repeatedly,

2041 2041
C

Tr ((c +1)

—~

(a+9)2i+1+(a+1+7)2i+1)>

Teg (a2 (0 +7) + 00+ 7)% +a* +a+ 6 4247y r g 1)>

a*w+aw® + 2+ 1)> (.- by ([19))

— Tyl Trn( 20 2! 1)
1\ oy T (@ +a)(w+w)+2z+
= Tvd ! v <E(w+w2i)+z+l>
Netr1 2\
1 i
= Tr{ | Tr) <§(w + w? )) + 1> (omisodd and TYj(z+1) =c+1.)
=Tr (c(cj— 0 (w + w2i)> =1. (".d is even and by Lemma [3.111)

Example 3.13.

1. Letn =10,d =2, m =5 and i = 2. We choose the field Fon = Folz]/(z'0 + 26 + 25 + 23 +

22+ x+1) and a primitive root & € Fon, ¢ = 31 € Fy \ Fy and ¢ = €582, Note that Tr¢ (ﬁ) =

Tri(e%2) = 1. Let w = & € Fyn \ Foua and {B1, Ba, B3} = {1/¢, 1w 1w + w? } = {£652 ¢1018 ¢746}
Then {51, B2, B3} can be extended to a basis B for Fon with its unique dual basis B*:

B = {5682 51018 6746 61 52} B* = {6341 6684 541 6405 5349}'

By Lemma [311), for w =& and z = 1 + Yo + ¢/y3 = €341 4 084 4 682 . ¢4l — €916 "4y holds that

z z zZ\w ’LU2i
() Trg (2) = T (€77°) = 15 (i) T <W> — Ty (M) = 1; (idi) Tr (ﬁ) — Tr(£59%) = 1.

We can choose any a € {£33%,¢357, ¢35 ¢981Y} and X € {¢345,¢501 ¢595 ¢861Y satisfying z/c = a? +
a+1 and z/w? 1 = X% 4+ X + 1. We now pick a pair (a, X) = (£334,3%5). Following the proof of
Proposition [3.13, we get § = wX = €316 and 7 = 0 + w = £€°°2. Therefore we have

a-+6
25‘5867 y =
c+1 c+1

b

a+1l+T7 (s B 921 4 2 +1 e

c+1

which satisfy fo(x) =b = far1(y) and Tr <(c +1) (2t + yzi“)) = Tr(e897) = 1.
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2. Letn =6,d=2, m =3 and i = 2. We choose the field Fos = Fo[z]/(x0 + 2* + 23 + = +
1) and a primitive root £ € Fos, ¢ = €21 € Fy\Fa and ¢ = £*2. Then Tt (w) = 0 and Nt} (w) = ¢ if
and only if w € {14,635 €55}, We now choose w = €4 and {B1, B} = {1/c,1/w? T1} = {€*2,£%6},
Then {p1, B2} can be extended to a basis B for Fon with its unique dual basis B*:

B = {5427656752}7 B* = {6377677614}'
By Lemma 31D, for w =&Y and z = v, + vo = &7 + &7 = €12, it holds that

. n(? _ n 54\ _ 1. (:n n z _ N(eEDY 1. (aan Z(w+w2i) _ 47\
(1) Try (E) =Try (%) =1; (id) Trj <W> =Tr} (&) = 1; (i) Tr (w =Tr") =1
Similarly to the previous example, we can choose any a € {€°,€27 €47 €61} and X € {€3,¢13,€20 ¢57Y,
We now pick a pair (a, X) = (£2,€3). We also get 0 = wX = &7 and 7 = 0 + w = £27. Therefore
we get then

a+0

_ e _at+1l+7T 0 B 92 +1 4 g2 1
c+1 > y= c+1 7 a c+1

which satisfy fo(x) =b = far1(y) and Tr <(c + 1) (22 y2i+1)> = Tr(¢%®) = 1.

=&,

The following proposition shows that there exist a,b € Fon such that .Ag(a,b) > 2.

Proposition 3.14. Let G be the function defined in (). Let ¢ € Fya \ Fy with d = ged(2i,n) =
ged(i,n) < n and let n be even. Then the followings hold:

(i) If a € Fya, then .Ag(a,b) =1 for all b € Fan.
(13) There exists a € Fon \ Foa, b € Fon such that Ag(a,b) > 2.

Proof. Since h(z) = x + Tr(2% 1) defined in Lemma B4 is an involution, the image set of .D,G is
exactly equal to that of (.DqG) o h. Therefore, to determine whether G is PcN or APcN, it suffices
to consider the image of the map (.D,G) o h. Since G(z) = h(z)?>*!, one has

(¢DyG) o h(z) = G(h(x) + a) + cG(h(z))

= {h(h(ﬂj) + a)}2 +1 + C{h(h(ﬂj))}2 +1 _ {h(h(ﬂj) + a)}2 +1 + el ( )
Now, the set Fon can be written as a disjoint union
FQn = Va U Wa, (22)

where
Vo ={z € Fon : Tr(L(a)x) = Tr(a2i+1)} and W, = {z € Fon : Tr(L(a)z) = Tr(a2i+1) + 1} (23)
Recall that f,(z) = (z 4 a)2 ™ + ca? L is bijective for any a € Fan and ¢ € Fyu \ Fy. For € € Fy,
one has
(cDayeG o )(x) = fu(w) &= {h(h(z) +a+ )} = (@ +a)* T (by @D)
< h(h(z)+a+e)=z+a (by Lemma [3:4)(7))
< h(z+a)+h(x)=a+e¢ (h is an involution)
— Tr(L(a)z) = Tr(a2i+1) +e.
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In a similar way (or by replacing a with a + 1 and € with € + 1), one has
(eDatcGoh)(x) = for1(x) <= Mz +a+ 1)+ h(z) =a+ e <= Tr(L(a)z) = Tr(a2i+1) +1+e
Consequently, one has

Vo=Az €Fan: (:DyGoh)(x) = fo(x)} ={x € Fon : (:Dy41G o h)(x) = fot1(x)},
Wo = {2 € Fon : (:DgG o h)(z) = far1(x)} = {x € Fan : (cDgr1G 0o h)(x) = fu(x)}.

Now we give a proof of the claim (i). For any a € Foq, it holds that £(a) = 0 and Tr(a2' 1) =
Tr(a?) = Tr(a) by Lemma B4l Therefore V, = {x € Fon : Tr(a) = 0} and W, = {z € Fan : Tr(a) =
1}, which implies that one of V, and W, is Fon, and the other is an empty set. Therefore one has
either \D,Goh = f, or (DyG o h = f,y1. Since both f, and f,4+1 are bijective, .D,G o h is also
bijective, which concludes the proof of the first claim.

Next we show the validity of the claim (i7). By Proposition B.I2] we can choose z,y € Fon and
a € Fon such that

fol@) = fonr(y)  and T ((e+ D@ 4y ) =1 (24)
Since fo(z) = fa+1(y), one has
(c+ 1)3:2”rl taz? +a¥z+a? 1 = (c+ 1)y2“rl + (a+ 1)y2i + (a+ 1)2iy + (a+ 1)2i+1.
By taking the absolute trace, we obtain
Tr((c+ 1):172i+1 taz? +a%x+ a2i+1) = Tr((c+ 1)@/2”rl + (a + 1)y2i + (a + 1)2iy + (a + 1)2i+1)

& Tr((c+ D+ H) = T(L(@)a +a® ' + L@y +a” T 4y +y+a” +at 1)
& 1="Tr((c+ D + ") = Tr(Lla)r +a* ) + Te(L(a)y + ™).

Therefore one of Tr(£(a)z+a* ™) and Tr(£(a)y+a* 1) is zero and the other is one, or equivalently,
one of z and y is in V, and the other is in W, (Hence a ¢ Fya.) If z € V, and y € W, then it holds
that

(cDaG o h)(z) = fo(x) = far1(y) = (cDaG o h)(y),

which implies that .D,G is not a permutation. Consequently, there exists b € Fon such that
Agla,b) >2. If x € W, and y € V,, then one has

(Dat1G o h)(x) = fu(2) = far1(y) = (cDatr1G 0 h)(y),

which means that .D,1G is not a permutation so that one concludes .Ag(a + 1,b) > 2 for some
b€ Fon. |

Now we are ready to give a proof of Theorem [3.3

Proof of Theorem [3.3:
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Using Lemma [B.8 and the equation (I4)), for all a,b € Fon, one has

Z #S¢1e,(a,0) <2 foraeT

Agla,b) = T 25
6(a:b) Z #S. ,(a,b) <2 fora¢T, (25)

€1,e2€F2

which implies .Ag < 2. On the other hand, by Proposition B.I4], there exist a € Fon \ Fos and b € Fon
such that .Ag(a,b) > 2. Therefore one concludes that .Ag = 2 for any ¢ € Foa \ Fs. O

4 More constructions of non-monomial PcN and APcN permuta-
tions on Fs.

In this section, we explain some applications of the result of the previous section and present more
classes of non-monomial PcN and APcN permutations related with G and h.

4.1 c-differential uniformity of the compositional inverse of GG

Though the differential uniformity is preserved under compositional inversion due to the symmetry
of the difference equation, the situation for the c-differential uniformity is different, and there are
plenty of permutations F such that .Ar # .Ap—1 where F~! is the compositional inverse of F.
However, for any monomial permutation F(z) = 2" and its inverse F~!(x) = 2° on Fan with rs =1
(mod 2™ — 1), one has

Lemma 4.1. [22] Ap = sAp-1 for c#0.

It is well-known [I3] that g(x) = 221 is a PcN permutation for every ¢ € Fya \ Fy in our parameter
setting (n = dm,i = dl,ged(m,2¢) = 1 and n > d). Let g~'(z) = 2" be the inverse permutation
of g(x), that is u = (2° + 1)~ (mod 2" — 1). Recall that 2u = 2L (mod 2" — 1) (See Lemma

2i4+1
BA(iv)).

Corollary 4.2. [22] The monomials 2% and x** = x 2+ are PcN permutations on Fan for every
¢ € Fya \ Fo, where n = dm,i = dl with n > d and ged(m,20) = 1.

Proof. By Lemma 1] PcNness of g(z) = 22'+! implies that g~!(z) = z* is Pc“N and {g~*(z)}2 =
x2% is Pc“N. Since {c: ¢ € Foa \ Fo} = {c¥ : ¢ € Fou \ Fa} = {c® : ¢ € Foua \ F3}, we are done. [
Even though one can also use Corollary 11 in [22] to derive above result, we state as above since the
above explicit form is necessary for our proof of APcNness of G~!(z).

Now we are ready to explain the c-differential uniformity of the compositional inverse of G.

Proposition 4.3. Let ¢ € Foa \ Fo with d = ged(2i,n) = ged(i,n) < n and let n be even. Let u =
(20 + 1)~ (mod 2" —1). Then the compositional inverse of G(x) is written as G~1(x) = x* + Tr(x).
Furthermore (Ag-1 < 2 for ¢ € Foa \ Fa.
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Proof. Recall that G = goh where h is the involution in Lemma 3.4l Then G~ (z) = h~log™!(z) =
hog Yz) = h(z*) = 2% + Tr(z). We now find the number of solutions of .D,G~!(z) = b. For
a,b € Fon, we have

Gl z+a)+cGHz)=0 (x+a)"+Tr(z+a)+cx"+cTr(z) =0

=
& (z+a)'+cx" = (c+1)Tr(z) + b+ Tr(a)

Therefore we obtain

Ag-1(a,b) =#{z: (r+a)" +cz" = (c+ 1) Tr(x) + b+ Tr(a)}
=#{z: (x +a)" + cz" = b+ Tr(a), Tr(z) =0}
+#{z:(z+a)'+cx'" =b+Tr(a)+c+1, Tr(x) =1} <14+1=2,

where the last inequality comes from Corollary O

The above proposition says that G~1(z) is either PcN or APcN for ¢ € Fya \ Fo. To show (Ag-1 = 2,
we need some preparations.

Remark 4.4. Note that in [9], Hasan et al. gave a necessary condition for F(z) = 22"+ 4+ ~ Tr(z)
to be PcN, but the complete conditions for which F(x) is PcN or APcN still remain open.

Lemma 4.5. Let ¢ € Fyu\Fo with d = ged(2i,n) = ged(i,n) < n and let n be even. Letu = (2°4+1)7!
(mod 2™ — 1). Then, one has the followings:

(i) ¢ =c.

(ii) Letting y = 21 (or x = y*) with © € Fon and letting a,b € Fan, it holds that

i i b\
(z+a)* T+ cx® T = b if and only if <y + —> +c Yy =c a.
c

Proof. For (i), we have ¢ = (2)* = (¢ 1)* = ¢ because ¢ = ¢. For (ii), we obtain
(x + 61)2“’1 ter? Tl =p & (x + a)2i+1 +cy=bb o z+a=(cy+0b)"
& (y+d)'+y"=a & (y+b/c)" +c"y" =c"a,
which completes the proof. O

To find a, b € Fan satisfying .Ag-1(a,b) = 2, we give the following proposition which corresponds
to Proposition [3.12]

Proposition 4.6. Let ¢ € Fya \ Fo with d = ged(2i,n) = ged(i,n) < n and let n be even. Let
u=(2"+1)"! (mod 2" —1). Then, there exist x,y € Fon and a € Faon such that

(z+a)'+ec"=w+a)"+cy+c+1 and Tr(z+y) =1

16



Proof. Let ¢ = @'+, Then, by Proposition B:12], we can find 7,§ € Fan and a,b € Fon such that
@E+a)2t +ea?t =b=(g+a+1)2 1 + a2 t! (26)

with Tr((¢ + 1)(#2+! + §2+1)) = 1. Letting 2o = #2 ™ and yo = 7> ! and using Lemma EBk (i),
the equation (26]) can be rewritten as

B u B u
(:vo + g) + &My = a, <y0 + g) +e Yy =¢"(a+1) (27)

with Tr((¢ + 1)(zo + yo)) = 1. Also letting = (¢ + 1)zp and y = (¢ + 1)yo, the equation ([27) is

written as
E u ” u u
£ ~—u £ ~—U~ Y ~—u Y ~—U
Z - = 1 28
<a+1+5> te <a+1> ©w <5+1+ ) +e <5+1> cha+1) (28

with Tr(x 4+ y) = 1. Therefore, by multiplying (¢ + 1)* to above equations, one has

<x+5(57:1))u+5‘%“: (%1)”& <y+5(62‘1)>u+6—uyu: <6ng>u(a+1) (29)

with Tr(z 4+ y) = 1. Note that ¢ = ¢~@'+1 (ie., ¢ = &) implies that

ol SN

c+ v A1\ 2iy1\ Y 2\ U 2u
E =(1+c) :(1+c ) =(1+) =(1+0)™=1+¢

where the last equality comes from Lemma [L.5}(7). Finally, letting a = b(é—;rl) and b = (¢ + 1)a, the
equation (29) can be written as

(x4+a)"+ecx=b, (y+a)'+cy*=b+c+1 with Tr(z+vy)=1,

which becomes
(x+a)'+ex"=w+a)"+cy*+c+1and Tr(z+y) =1

Now we are ready to give a proof of [Ag-1 = 2.

Theorem 4.7. Let ¢ € Foa \ Fy with d = ged(2i,n) = ged(i,n) < n and let n = dm be even. Let
u=(2+ 1)1 (mod 2" — 1). Then, G~Y(x) = 2% + Tr(x) is an APcN permutation on Fan. Or

2 4y
equivalently, x 2+1 4+ Tr(x) is an APcN permutation on Fon.

Proof. Let ¢ € Fya \ Fo be given. Then the proof of Proposition [£.3] says that, for any a and b in Fon,
one has

Ag-1(a,b) =#{z € Fon : (x + a)" + ca" = b+ Tr(a), Tr(z) =0}

30
+#{r €Fon:(z+a)'+cz" =b+Tr(a)+c+1, Tr(z) =1} <1+1=2. (30)
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Also, by Proposition [4.6] there exist x,y € Fon and a € Fon satisfying
(z+a)'+c"=w+a)"+cy"+c+1 and Tr(z+y) =1

Since Tr(x + y) = 1, one has either Tr(z) = 0 and Tr(y) = 1 or Tr(x) = 1 and Tr(y) = 0. For the
first case, by defining b € Fon as

(x+a)'+cx=b+Tr(a) =(y+a)'+ ey +c+1,
the inequality in (B0) becomes an equality. Similarly for the second case, by defining b € Fon as
(x+a)+cx"=b+Tr(a) +c+1=(y+a)+cy"+c+1,

the inequality in (B0) becomes an equality. O

4.2 Generalization of i and G and their c-differential uniformities

Recall that, when n is even, h(z) = z + Tr(2?*!) defined in Lemma [34] is an involution on Fan.

Moreover, it will turn out that h is PcN when ¢ € Fya \ Fo and is APcN when ¢ € Fan \ Foa, where

d = ged(n, 2i) is even. However, we will prove the above statement in a more general setting where

both even and odd n are considered. So, from now on, we assume that n is any positive integer > 1.
Let o € Fon and let ¢ be a positive integer. Define a polynomial

ho(z) = 2 + Tr(az + 22 1) (31)

over Fon. Note that, if & = 0, then hy(x) = h(x). The following lemma gives a condition for which
hq becomes an involution.

Lemma 4.8. If Tr(a+ 1) =0 (i.e., if n is even and Tr(a) = 0 or if n is odd and Tr(a) = 1), then
ha(x) is an involution on Fon.

Proof. Using (¢ + Tr(ax 4+ 22 T1))¥+ = 2241 4 (22 + 2+ 1) Tr(ax + 22 +1), one has
ha(ha(z))

2041 2041 2041 2'+1
=z + Tr(ar + 22 ) + Tr (oz <x+Tr(ozx—|—x + )) + (:E—l—Tr(ozx—l—x * )) >
=z + Tr(ax + x2i+1) + Tr <oz:1: + aTr(az + :E2i+1)) + Tr <:E2i+1 + (:1:2i +x+ 1) Tr(az + x2i+1)>
=z + Tr(ax + x2i+1) + Tr(ax) + Tr(a) Tr(ax + :E2i+l) + Tr(x2i+l) + Tr(:z:2i +x+4+1) Tr(az + x2i+1)
=z + Tr(a+ 2 x4 1) Tr(ax + x2i+1) =z + Tr(a+ 1) Tr(az + a:zi“) = z.

U

Theorem 4.9. Let o € Fon with Tr(a+ 1) = 0 and let d = ged(n,2i). Then, for the involution
ho(z) = 2 + Tr(az + 2211, one has the followings.

(i) If ¢ € Fya \ Fa, then ho(z) is PcN on Fan.
(i7) If ¢ € Fon \ Foa, then ho(z) is APcN on Fan.
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In particular, for extreme cases of d,
x ifd=n (e.g., n =2i), ho(x) =2 + Tr(ax + xzn/QH) is PcN for all ¢ € Fon \ Fa.
s if d=1 (i.e., ged(n, 2i) = 1), ho(z) = 2 + Tr(az + 2 1) is APeN for all ¢ € Fan \ Fy.
Proof. For ¢ ¢ Ty, one has
¢Doha(z) = (z + a) + Tr(alz + a) + (z + a)* 1) + c(z + Tr(az + 22 1))
=(1+4+c¢)(z+ Tr(azx + x2i+1)) + Tr((x + a)2i+1 + x2i+1) +a + Tr(aa) (32)
= (14 )ha(@) + (Tr(£(@)2) + Tr(aa + a* 7)) +a,

where L(a) = a2 + a2 was introduced in Lemma B4l In a similar way as in the equation (22), we
have Fon =V, o U W, o where

Va,a = {x € an : ﬁ(ﬁ(a)x) = TI'(O[CL + a2i+1)},

Z. (33
Waa = {x € Fon : Tr(L(a)z) = Tr(aa + a® ) + 1}
From (32]), one has
1)h, if a,x
Daho(z) = | T Dhale) o it e T (34)
(c+1Dho(x)+14+a ifzeWy,

and thus .D,h, is one to one on each subset V, ., and W, , since h, is one to one. From this
observation, one easily gets Ay, < 2 because

Ap,(a,b) = #{x € Fon : Dyho(x) = b}
=#{x € Voo : cDoha(x) =b} +#{x € Wyq : cDahalx) =b} < 2.

Therefore, if there exist x # y € Fon satisfying
cDahoe(x) = cDahOc(y)a (35)

then one has either x € V, o,y € Wy o or € Wy 0,y € Voo We NOW Suppose that © € Va,a.and
y € Wy without loss of generality. Then, letting J = (L£(a)z + aa + a* 1) + (L(a)y + aa + a® 1),
one gets Tr(J) =041 = 1. Also, the equation (35 becomes

(¢ + Dha(z) = (c+ 1ha(y) + 1.

Since h,, is an involution, letting ¢ = the above equation is rewritten as

1
c+1?
ha(y) = ha(z) + ¢

Sy = ha (ha(z) + )

= ha(2) + ¢ + T (a (hae) + ) + (ha(z) +¢)* )
= hg () + Tr (aha(az) + ha(g;)ziﬂ) T (ha @2 4 ho(2)? 4 +1) 4 ¢+ Tad)

= ha(ha(z)) + €4+ + Tr (ac' + cm“) =z +e+he (),
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where € = Tr (ha(:n)zic’ + ha(:n)c’2i>. Therefore one has  +y = € + h, (), where z € V,, and
y € Wy,q satisfy B5). Then, using Tr(J) =1 and z +y = € + hqy (¢), one has

1= Tr(J) = Tr(£(a) (@ +9)) = Tr (¥ (@ + 1) +a(z + ) )
=Tr <a2i(e + ho(d)) + ale+ ha(c'))y)
< 2ihoé(c’) + aha(c’)T t+a¥e+ ae2i)

=Tr (L(ha(c))a) (. €€ Fy).

=Tr

Now, for the claim (z), suppose that ¢ € Fya \ Fo where d = ged(n,24). Then it holds that h(c') =
d + Tr(ad + ?*1) € Fya. Since ker £L = Fya by Lemma B4 (i7i), one has L(ha(¢')) = 0 and
consequently Tr(J) = 0, which is a contradiction. Thus, there exist no = # y satisfying (35 if
¢ € Fya \ Fg, and one concludes that .Dyh, is a permutation for every a € Fan. For the claim (i7),
suppose that ¢ € Fon \ Foa. (So ¢ € Fan \ Fya and hy(¢') € Fon \ Fya.) Since L(hq () # 0 again by
Lemma [B.4] (i), there exists a € Fan satisfying Tr(J) = Tr (L(ha(c’))a) = 1. Hence for such a and

given = € V, o, the equation (B5]) has two solutions x # y with y © T et ha () € Waq. (Note
that € + hq (/) # 0 because hy, (¢/) ¢ Faa.) O

Remark 4.10. Theorem [{.9 generalizes Theorem 4 in [10], where Hasan, Pal and Stinicd showed
the followings: If n > 1 is odd and Tr(a) = 1 with ged(n,i) = 1, then one has Ay, <2 and c-DDT
entry at (a,b) is given by
0 ifA=1and B=1
Ap(a,b) =<1 if B=0
2 ifA=0and B=1,

where A = Tr % + aa + a2i+1> and B = Tr <%> . The assumption that n is odd

and ged(n,i) = 1 in [10] is a special case of our Theorem [J.9 where d = ged(n,2i) = 1. According
to Theorem [{.9, one always has .Ap, =2 for ¢ € Fon \ Fo when d =1, i.e., When d =1, hy cannot
be PcN. In other words, there must exist a,b € Fon satisfying A =0 and B = 1.

Letting o = 0 and n = even (i.e., Tr(a + 1) = Tr(1) = 0), one also has the following corollary.
Corollary 4.11. Let d = ged(n,2i) with n even and h(z) = & + Tr(22' ™). Then
(1) If ¢ € Fya \ Fo then one has .Ap = 1.
(1i) If ¢ € Fon \ Foa then one has Ap = 2.
Using h,, one may also define G, as
Galz) = 9o ha(x) = (z + Tr(az + x2i+1))2i+1 .
Then, under the same conditions of Theorem 9 and Lemma B4 (i), one can prove in a similar

way as in Section B that G, is also an APcN permutation on Fon. That is, using the following
modifications,
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(a) T — T, = {z € Fyn : Tr(az + 22 1) = 0} in Lemma 3.0,

(b) Tr(z2+1) = Tr(ax + 22 *!) in Lemma B0 and in the definitions of S¢e,, S, e, ineq. (@3,
(€) Vo= Voo, Wo— W ineq. (23),

one has the following theorem.

Theorem 4.12. (Generalization of Theorem [3.3) Let o € Fon with Tr(ov + 1) = 0. Suppose that
d = ged(2i,n) = ged(i,n) < n. (ie., § > 1 ids odd with d = ged(i,n).) Then, for ¢ € Foa \ Fa,

; 241
Go(z) = (m + Tr(az + 22 +1)> is an APcN permutation on Fon.

Remark 4.13. Unlike Theorem [.7] where we showed that G=' is also APcN, we only find that
CAG51 < 4 and G, is not APcN in general when o # 0. We briefly explain why the compositional

inverse of Go may not be APcN. Since G5 (z) = hi' o g7 (x) = hg o g7 z) = ha(z¥) with
u=(2"+1)"! (mod 2" — 1), one has

Gl (z) = 2% + Tr(x + az").
Then we have

Gllz+a)+ Gl z)=b & (z+a)"+Tr(x+a+alz+a)) +cz' + cTr(z+ az®) =b
& (z+a)'+e =Tr(z+a+a(r+a)')+cTr(x + o) +b

and thus, by letting fi(x) = Tr(z + a + a(x + a)*) and fo(z) = Tr(z + az™), one has

Agi(a,b) =#{z € Fon : (x +a)" + ez =b, fi(x) =0, fa(x) = 0}
+#{x €Fom: (x+a)'+cx" =c+b, fi(z) =0, fo(x) =1}
+#{x €Fom: (z+a)'+cx"=1+b, f1(z) =1, fo(x) =0}
+#{x €Fon: (z+a)" +cax"=14+c+0b, fi(z)=1, fo(x) =1} <4,

where (Azu = 1 is used in the last inequality. Therefore unlike the equation [B0) where o = 0, we
cannot guarantee that G5! is APcN. Sage experiment shows that 3 < CAG51 < 4 when o # 0.

Remark 4.14. Very recently, in [12], Li, Riera and Stanica showed that (Ap, < 2 for c ¢ Fy, where
Hy(z) = L(z) + Tr(x®* 1) and L(z) is a 2-linearized permutation with L(1) = 1.

5 Conclusion

Permutations are very useful in the design of invertible S-boxes. However, not many classes of APcN
permutations are reported so far, and most of known APcN permutations are monomials. In this
paper, we presented new APcN permutations on Fan,

2041

G(z) = (a: + Tr(x2i+1)) . Gl (z) =" + Tr(x) <G_1(x)2 = x% + Tr(x))

for all ¢ € Foa \ Fo, where n = dm,i = dl,ged(n,i) = d, d is even and m > 1 is odd. Though
APcN property is not preserved under inversion in general, we proved that both G and G~' are
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APcN permutations for ¢ € Fos \ F2. We also proved that, if Tr(a + 1) = 0 with d = ged(n, 2i),
the involution he(x) = x + Tr(az 4+ 22 1) is PcN for ¢ € Fyu \ F, and is APcN for ¢ € Fan \ Foa.

; 2141
Moreover, we showed that Go(x) = (x + Tr(ax + 22 +1)> is APcN for ¢ € Foa \ Fa, where
d = ged(2i,n) = ged(i,n) < n and Tr(a + 1) = 0.
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Proof of Lemma (7)

Let d = 2%t where s > 1 and ¢ is odd. We use induction on s. When s = 1 (i.e., d = 2t), any
element of F;d is uniquely written as ux, where u € U dof {u € Fa2t : utl = 1} and z € IE‘; because
ged(#U, #F,) = ged(2' +1,2" —1) = 1. Since 3 2 — 1, it holds that Fy, ¢ H = {2° : z €
F.4}, so that

(Fy + (*Fy, C CH + C*H.

23



By the assumption ¢ ¢ H, the fact IE‘; C H implies that ¢ ¢ Fy. Then {¢, ¢?} is a basis for the vector
space Foa over For. Since # (CF, 4+ (°F) = (28 —1)% = (2% —1) —2(2" — 1) = #F.5, —2(2' — 1) and
since F, = (CFS; + (2., ) UCF., UC?F.; is a disjoint union, to show Py = CH+(?H, we need to show
that (F, C CH + ¢(*H and (*F}; C (H + ¢(*H. We choose any u® € Us def {u?:u €U} C H. Then
{Cu®, ¢*uP} is also a basis for Faz over For. Also it holds that (Fo, N¢u’F; = 0 and C?F 5 NCu’Fy, =
because u ¢ ), and ¢ ¢ H. Therefore we can obtain

(Fy C Cu’FS + Cu’Fy, € CuH + (uPH = CH + (PH,  and similarly (*Fy, € CH + CPH

which implies FJ%, = (H + ¢(*H.
Now suppose that the lemma is true for all j with 1 < j < s where d = 2%t with ¢ odd. We
now show that the lemma is also true for F,ys+1, = Fy2a. Since ged(2¢ — 1,24 + 1) = 1, one also has

Froa = Fou - U of {ru:z e Foy,u € Ul where U = {u € Fyaa : w1 =1}. Let H={23 2 € Floa}
and H' = {23 : 2 € F).}. Since d is even (i.e., 31 2% 4 1), one has U = Uz = {u? : u € U} and thus
H = H'-U. Therefore any ¢ ¢ H = H'-U is uniquely written as ¢ = ('u where ¢’ € F, \ H' and
u € U. By induction hypothesis, one has F,, = ('H' + ("*H’', and

Froa =Ty U= ((H' +¢?H')-U
— C/H/U‘i' <-/2H/U
= ('uH'U + ¢"u*H'U = CH + ¢*H,

hence the proof is complete. O
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