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ABSTRACT

Existing image cropping detection schemes ignore that recov-
ering the cropped-out contents can unveil the purpose of the
behaved cropping attack. This paper presents CLR-Net, a
novel image protection scheme addressing the combined chal-
lenge of image Cropping Localization and Recovery. We first
protect the original image by introducing imperceptible per-
turbations. Then, typical image post-processing attacks are
simulated to erode the protected image. On the recipient’s
side, we predict the cropping mask and recover the original
image. Besides, we propose a novel Fine-Grained generative
JPEG simulator (FG-JPEG) as well as a feature alignment
network to improve the real-world robustness. Comprehen-
sive experiments prove that the quality of the recovered image
and the accuracy of crop localization are both satisfactory.

Index Terms— image protection, image cropping local-
ization, image recovery, robustness

1. INTRODUCTION

Image cropping is the process of removing unwanted areas
of an image, which creates focus and strengthens the com-
position. However, it can also be an extremely cheap and
effective way to maliciously alter the underlying meaning.
Fig. [I] shows two examples of malicious image cropping
forgery. The attackers crop the images and mislead the au-
dience with fake comments. Without the ground truth as a
reference, people are easily deceived by what they observe
from manipulated images. Existing image cropping detection
schemes [}, 2, 3] only predict whether the image is cropped
by searching for traces that expose image crops. However, a
successful cropping prediction or localization is not enough.
To fully investigate the intention of each suspicious cropping
behavior, we need to locate the position of the crop in the
original image plane, or even recover the original image. In
the literature, few schemes [4] are developed for cropping lo-
calization and recovery. Moreover, require the images to
be untouched and uncompressed so that tiny traces like chro-
matic aberration and vignetting exist. However, attackers can
resize or compress the cropped image to counter that.

* equal contribution. * corresponding author. This work is supported by
the National Natural Science Foundation of China under Grants U20B2051.

Protected image Cropped image Predicted mask Recovered image

Image cropping forgery detection (blocking the spreading of fake images)

Fig. 1. Application of CLR-Net. We transform images
into protected ones via imperceptible signal injection. Once
these protected images are cropped, CLR-Net can localize the
cropped regions and recovers the cropped-out content.

This paper explores the potential of image protection [}
[6] on image cropping localization and recovery. We first pro-
tect the original image by introducing imperceptible pertur-
bations. Then, typical image post-processing attacks are sim-
ulated to erode the protected image. On the recipient’s side,
we predict the cropping mask and recover the original image.
For enhanced robustness of CLR-Net in real-world applica-
tions, we innovatively propose a novel Fine-Grained gener-
ative JPEG simulator (FG-JPEG). Besides, a feature align-
ment network is proposed to minimize the performance gap
against different lossy image operations. Comprehensive ex-
periments demonstrate that CLR-Net accurately estimates the
cropping mask and recovers the full image even if the attacker
post-processes the cropped image.

It is well notifying that the task of CLR-Net is Cropped
Image Recovery (CIR) that needs to exactly reconstruct what
has been cropped-out by malicious users and predict the crop-
ping mask as well. The goal is different from outpainting
that only extend the bordering of a given image using hallu-
cination, i.e., providing non-unique solutions that are visually
plausible. CIR is important in many forensics or judicial sce-
narios that requires exact recovery to see what is cropped-out.
In this case, hallucinating possible outcomes using outpaint-
ing cannot be accepted.



Original Image I

Discriminator D4 <—|

—»_Quantization

—

v
Discriminator Dg
A

Generator

Recovered Image | Intermediate image X

Crop simulation

Region

1

1

Post-processing — 1
g > Quantization —
1

selection simulation

u

Attacked image X ¢

Network

} ﬂ ZegrLo padding - L . Localizer ) Feature Alignment
resizing

Fig. 2. Approach overview of CLR-Net. The generator transforms the original image into the protected image. The attacked
version is then aligned on the recipient’s side, and the localizer predicts the cropping mask. We rectify the processed image by
scaling and zero-padding. Finally, the inverse process of the generator estimates the original image.

2. METHOD

2.1. Approach overview

Image Cropping Localization and Recovery (CLR). Crop-
ping and its recovery can be represented by Eq. ().

L =1P(RS(I,M)),

= fo (20 (L0 ¥1)) M= ful).

where I and I, denote an image and its attacked version.
M denotes the cropping mask. RS(-) denotes region selection
that discards the information outside the selected region. IP()
denotes image post-processing that truncates the image and
post-processes the rest of the image using lossy operations,
e.g., blurring. Our task is respectively to estimate M and I
given L. We employ two functions fas(+), frec(:) respec-
tively for CLR, where M and I are respectively the estimated
cropping mask and the recovered image. ZR(-) denotes zero-
padding and resizing that first zero-pads the attacked image
according to the estimated cropping mask and then resizes
the padded image into the original size. In most cases, few
clues of the cropped-out contents can be found in the rest of
the image. So directly solving Eq. (T)) will lead to sub-optimal
solutions where the destroyed contents are hallucinated rather
than truthfully recovered.

Image protection for CLR. To address the above issue,
we propose robust image protection for CLR by employing
a third function fp,+(-) to embed deep representations of an
original image, denoted as I, into itself. Let X = f,,(I)
, and we reformulate Eq. (I) as a pair of invertible image
embedding and recovery functions, i.e., X = f,,(I) and

I= fe (ZR (Xa,k,M)>. We expect that X ~ I, I ~ I

and M ~ M, regardless of the lossy image operations.

The sketch of modeling image cropping and its localiza-
tion & recovery is presented in Fig. 2] We utilize an at-
tack layer A to implement region selection and image post-
processing in the real-world application. The localizer £ esti-
mates the cropping mask M and the confidence score S. After
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Fig. 3. The Siamese architecture of the feature alignment
network. The attack layer generates two attacked views of
the cropped image using arbitrarily-sampled attacks. We min-
imize the consistency loss between the image features as well
as the performance gap under the two attacks.

zero-padding and resizing, we send X into the generator G
and inversely run the network to recover I. We also introduce
two discriminators D 4, Dp to facilitate the imperceptibility
of image protection and the quality of the recovered images.
Mechanisms for enhanced robustness. First, though previ-
ous researches have proposed several step-by-step JPEG sim-
ulation methods [[7, 5], the algorithm and the quantization ta-
bles in these schemes are immutable, which is in contrast with
real-world compression adaptively controlled by the quality
factor and the image content. To address this, we tempt to add
more flexibility in JPEG simulation by proposing the novel
generative FG-JPEG simulator, as specified in Section@
Second, IP(-) is likely to contain a large solution space in
the real world. Using the attack layer can only provide multi-
task guidance, which does not explicitly circumvent uneven
network performance against different kinds and strengths of
attacks. We introduce a feature alignment network F to mit-
igate this issue, as sketched in Fig. E[ In each iteration, we
let the attack layer arbitrarily select two kinds of image post-
processing attacks and generate two corresponding images
X9, and X!, from a same X. On cropping X%, X},, w
use a shared mask M. Thereafter, F transforms X9, Xm
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Fig. 4. Network architecture of FG-JPEG. The generator
takes the protected image and simulates the JPEG compres-
sion, which is conditioned by the controller. The predictor
classifies the QF of the generated images.

into ka, ka using the shared parameters. Afterward, we
respectively conduct cropping localization and image recov-
ery based on the two views, where the estimated masks, as
well as the recovered images, are respectively denoted as
{MPO, 10}, {M! 1'}. We restrict that the performance of
CLR-Net against the two attacks should be close between
each pair, i.e., M? ~ M!, 19 ~ I'. We also minimize the
distance between the representations ¢9, ¢. extracted from
I°, I'. Third, we prevent F from drastically changing the
image, i.e., I ~ 1.

Objective functions. We use the popular ¢; loss term to mea-
sure the distance between images.

Ly = |IT = X||1, Lyee = ||T— 1| )

We minimize the Binary Cross Entropy (BCE) loss be-
tween M and M.

Ly, = BCE(M, M)

:_ﬁ > oM — M ;).
(3)

The loss for the two discriminators are respectively shown
in Eq.(), where we accept the most-common BCE loss.

i, lOg Mi,j + (1 — Mi,j) IOg (1

Lo, = —5(og Da(D) + log (1 - Da(X)))
Lo, = —5(0gDall) +log (1-DaD), @
Loan = —(log Da(X) + log D(1))).

The performance consistency loss for the feature align-
ment network F is consist of four loss terms:

Les = MO+ T =T+ =T+ Y 6=l

ne(3,5]
&)
where n € [3, 5] indicates the third to fifth layer of F.

The total loss for CLR-Net is based on the processed im-
age provided by the student network P,y,.

»C:Lprt+a'Lrec+ﬂ'Lloc+Py'Lcs+n'LGAN~ (6)

2.2. Network details

To implement G, we use an invertible U-shaped network [8]]
composed of three stacked downscaling modules and three
upsampling modules. We apply Spectral Normalization (SN)
[9] in each block in that SN helps stabilize the training by
restricting the Lipschitz constant within one.

For cropping simulation, we freely generate cropping
masks M to crop the protected images. The survival rate is
set as 7. € [0.52,12], where 0.5? stands for preserving only
25% squared-size area of X while the rest are cropped. Af-
terward, we resize the cropped image and simulate common
image post-processing attacks using classical differentiable
lossy image operations [S]]. Lastly, we convert the floating-
point values of X to 8-bit integer to save images on disk.

The feature alignment network F is sketched in Fig. 3] It
is built upon a six-layered fully-convolutional network. Each
Conv block within the FCN shown in Fig.3]consists of a Conv
layer, an ELU activation layer and a SN layer.

FG-JPEG consists of a generator, a controller and a pre-
dictor. Fig. [] illustrates the network design. The predictor
classifies the quality factor of a target image, which is im-
plemented by ResNet-32 and trained to estimate the QF of
real-world JPEG images I;,,. We replace the leading Conv
layer with a vanilla Conv layer, an SRM Conv layer and a
Bayar Conv layer in parallel similar to [10] to augment the
image details. The generator is built upon the popular four-
leveled U-Net architecture, where we introduce an additional
Conv block to replace the straightforward concatenation in
each level. Furthermore, we let the outputs of the lower three
levels of the additional Conv blocks be conditioned on the
output of the controller. The controller is a six-layered MLP,
where the last three layers learn the mapping functions that
output modulation parameter pairs a, b that control the stan-
dard deviation and mean of the outputs.

Fout,i = Qg - ConV(Fin,i) + bi7 (7)

where F? and F? , respectively denote the input and output
features of the additional Conv block at iy level. The pre-
dictor then provides classification results OF on L, and the
results should be close with those of I;,, with QF. Note that
FG-JPEG should be trained ahead of CLR-Net, where we em-
ploy the Cross-Entropy (CE) loss.

Lor = CE(Q., Q) = Zyo clog(poc), (8

where y, .. is the binary indicator if class label c is the correct
classification for observation o. p, . is the estimated proba-
bility observation o is of class c. The QF labels are set as
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Fig. 5. Qualitative analysis of CLR-Net against different lossy image operations and varied survival rate. The testing
image are from COCO, ImageNet and Places.

QOF € {10, 30,50, 70,90, 100} The JPEG generator and con-
troller are jointly optimized by minimizing:

Lipg = |Tpg — Lpells + € - CE(QF, OF). ©)

The localizer £ is built upon a three-layered lightweight
U-Net that transforms Xa,k into a one-dimensional feature.
The feature is then flattened and fed into a four-layered
MLP. The output of the MLP is {xo,yo, 1, ¥y1,S}, where
{0, Yo, 1,y1} represents the coordinates of the upper-left
and lower-right corner of the rectangle-shaped M. Xy is
detected as cropped if S > 0.5. We also feed £ with non-
cropped images I and encourage S =~ 0. The two discrimina-
tors D4 and Dy are built upon the popular Patch-GAN [11]].

3. EXPERIMENTS

During training, the original images I in our scheme are
from a mixture of multiple popular image datasets, namely,
COCO [12]], CelebA [13]], Places [14] and ImageNet. We ar-
bitrarily select around 10000 images from the training set of
the above datasets. We build the test set in the same way with
1000 images from each. In the following experiments, we
resize the images into size 256 x 256, and the results under
other typical resolutions are close. The hyper-parameters are
setasa = 1.5, = 0.1,7 = 0.05,¢ = 0.1 and n = 0.01.
The batch size of CLR-Net during training is set as 4. We use
Adam optimizer with the default parameters. The learning
rate is 1 x 10~* with cosine annealing decay.

3.1. Qualitative and quantitative analysis

Quality of the protected images. Fig. [5|showcases four ex-
perimental results of CLR-Net on cropping localization and
image recovery. We can observe that the quality of X is sat-
isfactory with the difference between X and I almost imper-
ceptible. We have conducted quantitative embedding exper-
iments on different datasets. The averaged PSNR and SSIM
between I and X is respectively 32.67dB/ 0.933 on COCO,
33.01dB/ 0.937 on ImageNet, and 33.13dB/ 0.940 on Flicker.
Performance of cropping localization and recovery. Fig.
further shows the results of cropping localization and image
recovery. We can observe that the original images are recov-
ered even with the median blurring attack and a medium-sized
cropping mask. The average PSNR between I and I in these
cases is 26.73dB with SSIM 0.843. The cropping localization
is accurate, with the average F1 score close to 0.95. We have
conducted more experiments over the test set under different
survival rate and benign attacks. The average performances
are reported in Table [l For image recovery, the average
SSIMs are generally above 0.8, which can provide satisfying
and trustworthy recovery results. Table [T] also reports quan-
titative results on untrained attacks, where the performance
gaps between trained and untrained attacks are acceptable.

3.2. Comparisons

Image recovery from the cropped version. There is no pre-
vious work that recovers the entire image from its cropped



Table 1. Average performance of cropping localization and image recovery over 1000 images from different datasets.

Survival rate | Dataset | Index QF90 3)157% QF50 | 150% Sf;g;{]g 75% M-Blur CE Dropout  Identity
Fl1 0955 0940 0921 | 0956 0.933 0.947 0.935 0.827 0.864 0.980
[0.52,0.652] | CelebA | PSNR | 26.50 24.55 23.40 | 2574 2546 26.13 26.61 22.47 23.39 27.71
SSIM | 0.790 0.753 0.719 | 0.797 0.770 0.814 | 0.816 0.701 0.710 0.829
Fl1 0968 0970 0951 | 0963 0970 0.956 0.941 0.912 0.920 0.986
[0.652,0.82] | COCO | PSNR | 27.46 2730 2220 | 2634 24.94 25.75 26.34 23.04 25.46 30.18
SSIM | 0.866 0.854 0.707 | 0.801 0.767 0.769 0.755 0.731 0.789 0.891
Fl1 0982 0979 0965 | 0970 0.958 0.969 0.947 0.901 0.885 0.990
[0.82,1.0%] Places | PSNR | 29.70  27.55 2592 | 27.69 27.62 29.29 26.80 26.62 22.09 31.07
SSIM | 0.844 0.819 0.774 | 0.853 0.846  0.849 0.811 0.772 0.740 0.898

Original Recovered (CLR-Net)

Protected & cropped

Fig. 6. Comparison of cropped image recovery with [6]
and outpainting, a related technology. Owing to more so-
phisticated and targeted design of network bias and FG-JPEG,
our proposed method surpasses [6] noticeably.

version. In Table 1, we compare our method with [6] by ex-
tending it from manipulated content recovery to image crop-
ping recovery. We find that though the method can somehow
localize the cropped region well, the performance of [6] con-
cerning cropping recovery has a noticeable gap compared to
ours. Besides, we further compare the method with Stable
Diffusion—lnﬁnityﬂ which is typically designed for outpaint-
ing. We find that though the network can produce extra-high-
quality results with astonishing details and imagination, yet
the outpainted contents cannot ensure fidelity with reference
to the original ones. In contrast, CLR-Net pursues the “exact-
ness" of cropped content recovery, which emphasizes more
on fidelity rather than “feasibility".

Cropping identification and localization. The overall ac-
curacy of Van et al. [4] is 86% on uncompressed images.
Whenever the input images are compressed or tainted by other

Ihttps://huggingface.co/spaces/Inyan/stablediffusion-infinity

Recovered (Imuge) Recovered (Stable Diffusion)

Table 2. Quantitative performance comparison between
our method (CLR-Net, 1000 images), Imuge [6] (1000 im-
ages) and outpainting (Stable Diffusion, 100 images). For
[6], we control that the PSNR before and after image protec-

tion should be around 33dB for fair comparison.
NoAtk JPEG70 Scaling M-Blur
F1 PSNR| F1 PSNR| F1 PSNR| FI PSNR
Imuge [B] 944 26.55 | .909 23.97|.922 2548 |.885 24.15
Stable Diffusion | - 1742 | - 17.63 | - -
Ours (CLR-Net) | 986 30.18 | .970 27.30 [.963 26.34

Method

947 26.80

digital attacks, the scheme can no longer predict the crop-
ping mask. The cropping prediction accuracy of CLR-Net is
95.41% that further leads by a large margin. Note that in the
result we include the false alarm rate where we should not
predict positive on non-cropped images.

3.3. Ablation studies

Influence of feature alignment and FG-JPEG. We see a
promising performance gain by the feature alignment oper-
ation. It proves that the network can help unify I, made by
different benign attacks, and therefore allow the generator to
work on a more clustered transformed domain. From Fig. [7]
and Table 3] the PSNR results suggest that our generative
method gives closer results to the real-world JPEG images.
The averaged QF classification accuracy of Diff-JPEG [7] is
72.48%, while that of FG-JPEG is 93.17%. It indicates that
more knowledge about JPEG compression is learned by FG-
JPEG with the joint guidance of the generative model and the
QF predictor. Besides, the chess-board artifact of JPEG com-
pression can also be found in the generated JPEG images.

Influence of INN architecture. A typical alternative is to
model image protection and image recovery independently
using the traditional encoder-decoder networks. Thus, we im-
plement the image protection network and the image recovery
network using two simple U-Nets. For a fair comparison, we
regulate that the two networks contain the same number of
parameters in sum with CLR-Net. From Table[d] we observe
that INN-based CLR-Net provides better performance.
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Fig. 7. Comparison on the fidelity of the simulated JPEG
images between FG-JPEG and Diff-JPEG [7]].

Table 3. Comparison of different JPEG simulators by
measuring the average PSNR between the ground-truth and
simulated JPEG images (QF=70).

FG-JPEG | Diff-JPEG | JPEG-Mask | JPEG-SS
32.55 31.42 28.49 30.77
93.17% | 72.48% 64.55% 73.42%

PSNR
Accuracy

Table 4. Averaged results of ablation studies on COCO.
The tests are done under JPEG attack (QF=70) and 7. = 0.72.

Setting F1 |PSNR | SSIM

w/o feature alignment (X = Xun) | 0.958 | 24.12 | 0.736
separate G using two U-Nets 0.933| 21.54 | 0.713

A using Diff-JPEG [7] 0.958| 25.95 | 0.814
CLR-Net (Full implementation) 0.965 | 27.02 | 0.822

4. CONCLUSION

This paper proposes an image protection scheme for image
cropping localization and recovery. We formulate a model of
the problem upon an INN-based anti-crop generator as well
as a crop localizer. Comprehensive experiments prove the ef-
fectiveness of CLR-Net.
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