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Abstract. Federated learning (FL) is a particular type of collaborative
machine learning, where participating peers/clients process their data
locally, sharing only updates to the collaborative model. This enables
to build privacy-aware distributed machine learning models, among oth-
ers. The goal is the optimization of a statistical model’s parameters by
minimizing a cost function of a collection of datasets which are stored
locally by a set of clients. This process exposes the clients to two issues:
leakage of private information and lack of personalization of the model.
On the other hand, with the recent advancements in various techniques
to analyze and handle data, there is a surge of concern for the privacy
violation of the participating clients. To mitigate this, differential privacy
and its variants serve as a standard for providing formal privacy guar-
antees. Often the clients represent very heterogeneous communities and
hold data which are very diverse. Therefore, aligned with the recent focus
of the FL community to build a framework of personalized models for
the users representing their diversity, it is also of utmost importance to
protect the clients’ sensitive and personal information against potential
threats. To address this goal we consider d-privacy, also known as metric
privacy, which is a variant of local differential privacy, using a a metric-
based obfuscation technique that preserves the topological distribution
of the original data. To cope with the issue of protecting the privacy of
the clients and allowing for personalized model training to enhance the
fairness and utility of the system, we propose a method to provide group
privacy guarantees exploiting some key properties of d-privacy which en-
ables personalized models under the framework of FL. We provide with
theoretical justifications to the applicability and experimental validation
on real-world datasets to illustrate the working of the proposed method.

Keywords: federated learning · differential privacy · d-privacy · person-
alized models.

1 Introduction

With the recent advancements in technology, there has been a significant surge
in the value and need of data to perform various kinds of statistical analyses by
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academia and industry alike. In particular, with modern development in machine
learning and data science, the requirement of collecting massive datasets from
users, often containing their sensitive personal information, is becoming more
and more popular. Their functionality varies from descriptive queries to training
large machine learning models with millions of parameters for more complex
tasks in hand.

There are multiple advantages to having access to all the necessary data
in a single location, mostly related to efficiency: faster computation, reduced
communication costs between the computing and storage nodes, and, in general,
a more direct control over the population of data points. However, alongside this
massive rise in need to collect and store data, the risks of violation of the users’
privacy are becoming more and more significant and concerning [40,49]. Of late,
users are increasingly concerned about the use, retention, access, and a potential
involuntary disclosure of their private information. Federated learning (FL) [45]
is a collaborative machine learning paradigm where the devices of the users
serve not only for data harvesting but they are also directly involved in training
a global predictive model without ever sending the raw data to a central server,
taking rudimentary a step towards the goal of protecting the users’ privacy.

In this context, the central server orchestrates rounds of parameter fitting by
selecting a random subset of users and sending them a model for local optimiza-
tion. Following this, the users optimize their model parameters to minimize a loss
function over their local data and communicate back to the central server the
updated model, typically computed using gradient-based methods. The server
aggregates the updates received from the participating users to the global model
and, thus, a new round can commence with a new subset of users. The process
is repeated until convergence, i.e. until there is no substantial decrease in the
loss function round over round.

Nonetheless, avoiding the release of user’s raw data only provides a lax pro-
tection to potential attacks violating the users’ privacy [31, 48, 58], as it falls in
the pitfall of “only releasing summary statistics” [21], which is the set of updated
model parameters transmitted to the central server.

One of the most successful approaches to address this issue in a rather robust
way is along the lines of Differential Privacy (DP) [18, 19], which mathemati-
cally guarantees that a query output for a dataset does not change significantly
regardless of whether a specific personal record is contained or not. For instance,
a model trained for next-word prediction under this framework will not make
suggestions that may potentially leak a user’s private data.

However, the classical central version of DP requires a trusted curator who
is responsible for adding noise to the data before publishing or performing any
kind of analytics on it. A major drawback of such a central model is that it
is vulnerable to security breaches via a single point of failure because of its
over-dependency on the central server for storage. Moreover, there is the risk of
having an adversarial curator. To circumvent the need of such a central trusted
server, a local model of DP a.k.a. local differential privacy (LDP) [17] has been
in the spotlight recently where the users locally perturb their personal data using
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LDP mechanisms (e.g. k-randomized response [33]) before communicating them
to the server.

One of the recently popularized standards in location privacy is geo-indistinguishability
[13], which optimizes the quality of service (QoS) of the users while preserving a
generalized notion of LDP on their location data. The obfuscation mechanism of
geo-indistinguishability depends on the Euclidean distance between the original
location of users and a potential noisy location reported by them [10, 25]. This
metric-based generalized variant of LDP, when used beyond the scope of location
data under Euclidean distance, is known as d-privacy by the community, which
is applicable to any form of datasets under any notion of distance. d-privacy
can be implemented directly on users’ devices (tablet, smartphone, etc.), where
users can explicitly control their desired privacy-protection level, while preserv-
ing the spatial distribution of their data due to the metric-based obfuscation
mechanism. This makes d-privacy very appealing.

In the context of FL, LDP mechanisms obfuscate the local updates to the
model released during each round, so that information coming from any user is
indistinguishable up to a certain factor. In the trade-off between privacy and ac-
curacy, both central and local paradigms of DP may reduce the overall accuracy
of the converged model because of the randomization of the information released
by users.

In general, the central and local models of DP require bounded sensitivity
of the query function or a bounded domain for the data coming from the users,
respectively. Since the model parameter vectors are not necessarily bounded a-
priori, it is important to acknowledge also another important source of error,
which comes from clipping [4] the domain of the information released by the
users. Forcibly truncating the updates to the model leads to a clipped distribu-
tion of the parameter vectors as seen by the server and, therefore, the aggregation
step of the optimization process is, often, biased [54]. In particular, the fairness
of the model becomes questionable when the minorities of the dataset do not get
represented after truncation, making the aggregated model biased against the
users harboring the unrepresented data after clipping [41,54]. This is particularly
problematic when the empirical distribution is used for model personalization in
FL. Since clustering of the parameter vectors needs to be performed on the san-
itized values reported by the users, it is of utmost importance for the server to
receive the unclipped distribution to engender a notion of fairness in the model.

Learning personalized models is a way to address the problem of heterogene-
ity in the data distribution of the users involved in the federated optimization.
If it is possible to assume that groups of users have local datasets sampled from
the same underlying probability distribution, it may be beneficial to optimize
federated models by aggregating only the information coming from users of the
same group. This can be particularly useful in a number of applications, e.g.:
i) natural language processing models trained on datasets with regional dialects
and localized language variations; ii) recommender systems for news article sug-
gestions based on the political affiliation of users; iii) facial expression recognition
with ethnically diverse dataset members.
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To address the above-mentioned issues, we investigate the possibility of pro-
viding local privacy guarantees and allow for personalized models in FL. Thus,
we propose the adoption of d-privacy mechanisms to obfuscate the information
released locally by each user in the federated training, and define an algorithm
for personalized federated learning that takes advantage of distance metric-based
privacy guarantees for clustering participating users.

More precisely, our key contributions in this paper are outlined as follows:

1. We provide an algorithm for the collaborative training of machine learning
models, which builds on top of state-of-the-art strategies for model person-
alization.

2. We formalize the privacy guarantees in terms of d-privacy. To the best of
our knowledge, this is the first time that d-privacy is used in the context of
machine learning.

3. We study the Laplace mechanism on high dimensions, under Euclidean dis-
tance, based on a generalization of the Laplace distribution in R, and we
give a closed form expression.

4. We provide an efficient procedure for sampling from such distribution.

The rest of the paper is organized as follows. Section 2 introduces fundamen-
tal notions for federated learning and differential privacy. Section 3 discusses
related work. Section 4 explains the proposed algorithm for personalized fed-
erated learning with group privacy. Section 5 validates the proposed procedure
through experimental results. Section 6 concludes and discusses future work.

2 Background

2.1 Federated learning and personalization

Collaborative learning with privacy and communication constraints has received
much attention since the introduction of federated learning [30,36,37,45], which
aims to train a global machine learning model on a distributed collection of non-
i.i.d. datasets stored on devices whose raw data cannot be disclosed. Focusing
on the personalized federated learning setting, we adopt the notation of [27] to
cast the problem in the framework of stochastic optimization and find the set of
minimizers θ∗j with j ∈ {1, . . . , k} of the cost functions

F (θj) = Ez∼Dj [f(θj ; z)] , (1)

where Dj is the data distribution which can only be accessed through a collection
of datasets Zc = {zi|zi ∼ Dj , zi ∈ D} with c ∈ C = {1, . . . , N}, the set of clients.
C is partitioned in k disjoint sets

S∗j = {c | ∀z ∈ Zc, z ∼ Dj} ∀ j ∈ [k] (2)

The mapping c→ j is unknown and we rely on estimates Sj of the membership
of Zc to compute the empirical cost functions

F̃ (θj) =
1

|Sj |
∑
c∈Sj

F̃c(θj ;Zc) (3)
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Table 1: Table of Notations
Notation Description
X Domain of original values
d(.) Distance metric on X
Y Domain of secrets

PK [y|x] Prob. that mechanism K reports x ∈ X as y ∈ Y
N Total number of clients
D Domain of the data points held by the users
k Number of clusters, hypotheses and distributions
n Number of model parameters
f(.) f :Rn × D 7→ R≥0; Cost function
Dj Probability density function of the jth distribution
Zc Collection of data points held by client c
S∗j Subset of clients whose data is sampled from Dj
Sj Estimate of S∗j
θ∗j Minimizer of F (θj)
θj Parameter vector
θ̃∗j Estimate of θ∗j

F (θj) Expectation of f(.) over z ∼ Dj
F̃ (θj) Empirical estimate of F (θj)

F̃c(θj ;Zc) F̃ (θj) evaluated on client’s c data points
θ̂

(t)
j,c Sanitized and updated jth parameter vector released by c
Lε Lε:Rn 7→ Rn; Laplace mechanism providing ε-d-privacy

Lx0,ε(x) Ke−εd(x,x0) where K =
εnΓ( n

2
)

2π
n
2 Γ(n)

γε,n(r) Gamma distribution with shape n and rate ε.
Sn(r) Surface of the sphere in Rn of radius r
Gn(0, σ2) Gaussian distribution in Rn

Γ(.) Gamma function
ν Noise multiplier

1xn A unit vector in Rn
∆ A generic random vector
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with
F̃c(θj ;Zc) =

1

|Zc|
∑
zi∈Zc

f(θ; zi) (4)

The cost function f :Rn×D 7→ R≥0 is applied on z ∈ D, parametrized by the
vector θj ∈ Rn. Thus, the optimization aims to find, ∀ j ∈ [k],

θ̃∗j = arg min
θj

F̃ (θj) (5)

A summary of the main notational elements used throughout the paper can
be found in 1.

2.2 Differential privacy and machine learning

Differential privacy (DP) [18, 19], introduced as a property of queries of statis-
tical databases to measure information leakage, is the state-of-the-art approach
to formalize privacy guarantees by mathematically ensuring that an output of
a given query probabilistically does not alter irrespective of whether a specific
record is contained in it or not.

Definition 1 (Differential privacy [18,19]). A mechanismM is (ε, δ)-differentially
private if for all adjacent databases 5 D, D′ and for every measurable S ⊆
Range(M) holds that:

P [M(D) ∈ S ] ≤ eεP [M(D′) ∈ S] + δ (6)

To mitigate the major drawback of central model of DP that requires a
trusted central dependancy from the server, a local variant of the central model
has been studied recently by the community and termed as local differential pri-
vacy (LDP) [17], where the users locally obfuscate their data and send the noisy
data to the server such that a particular entry of a user’s data probabilistically
does not have an impact on the outcome of the query.

Definition 2 (Local differential privacy [17]). Let X and Y denote the
spaces of the original and the perturbed noisy data, respectively 6. A mechanism
M provides (ε, δ)-local differential privacy if, for all x, x′ ∈ X , and all mea-
surable S ⊆ Y, we have:

P [M(x) ∈ S] ≤ eεP [M(x′) ∈ S] + δ (7)

The local model for differential privacy [34] can be derived from (6) when
x, x′ are taken to be datasets of only one record. Therefore LDP is a stronger
condition as it requires the mechanism to satisfy DP for any two values of the
domain of data X .
5 Databases are said to be adjacent or neighbors when they differ in one record.
6 Usually in LDP X and Y are discrete domains but for the sake of uniformity with
the other definitions we extend LDP to continuous domains.
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There are different approaches studied in the literature that apply DP in
machine learning [1,46,52], but, possibly, one of the most successful lines of work
is based on evaluating how much each user, participating in the training dataset,
has contributed to the trained model. Essentially, gradient-based optimization of
a machine learning model, parametrized by θ, works by computing the gradient of
a loss function ∇f(θ, z) with respect to θ, for a number of iterations, evaluated
over a batch of z, and updating the parameters according to the (stochastic)
gradient descent algorithm [11]. If ‖∇f(θ, z)‖2 is clipped to a value gmax, then the
function querying the dataset has bounded sensitivity and, thus, the Gaussian
mechanism with the properties described in [1] can be applied to sanitize the
queries to a user’s data point z.

In the context of FL, the procedure described in [4, 46] requires the clients
to perform a few iterations of gradient descent over their local datasets Zc and
only report the difference in the parameter vector before and after the update,
clipped in norm to a value gmax, to the central server. The server then applies
the Gaussian mechanism to compute sanitized average updates to the model
parameters, thus preserving DP with a preferred privacy level.

2.3 d-privacy

d-privacy [13] is a generalization of DP for any domain X , representing the space
of original data, endowed with a distance measure d:X 2 7→ R≥0, and any space
of secrets Y. A random mechanism R : X 7→ Y is called ε d-private if for all
x1, x2 ∈ X and measurable S ⊆ Y:

P [R(x1) ∈ S] ≤ eεd(x1,x2)P [R(x2) ∈ S] (8)

Note that when x1, x2 are elements of the domain of databases, and d is the
distance on the Hamming graph of their adjacency relation, then (6) and (8) are
equivalent, reducing the applicability of d-privacy to that of DP. It is also worthy
to note that, in general, X and Y may be different. However, in the context of
this work we have the space of original data and the space of secrets to be the
same, i.e, X = Y.

This notion of distance metric-based privacy has been found particularly
effective in the context of location privacy [3, 13], where X = R2 and d is the
Euclidean distance. The authors show how the formal privacy guarantees degrade
gracefully with the distance between two points, which is especially beneficial
when the service provider or the server is interested in an approximate value of
the true location of the users, thus striking a balance between the privacy level
required by the users and the statistical accuracy of their reported values.

This approach differs from that of DP, preferable only when an aggregated
information is required. To sanitize the values in X , [13] introduces a generalized
Laplace mechanism, although an analytical form of the probability distribution
for or the sampling procedure from a domain in Rn, for n > 2, has not been
presented. It is worth noting that the clients may decide the standard deviation
of the noise they choose to inject to their real data based on a radius within which
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they want to be indistinguishable. For instance, providing a sanitized location
with a noise of standard deviation in the order of 1 km may be sufficient for a
user to report her rough location to query for suggestions on nearby restaurants
to a service provider, and at the same time concealing her exact coordinates.

3 Related works

With the generalized Federated Averaging algorithm [36,50] to solve the empir-
ical risk minimization problem in Equation (5), an aggregated global model is
optimized iteratively by a series of communications between a central server and
a subset of clients where the local datasets reside. In each round, the server com-
municates the current state of the global model and the participating clients run
a number of local optimization steps before communicating back to the server
the updated model or the differential update. This approach has shown to be
under-performing when the local datasets are samples of non-congruent distri-
butions, failing to minimize both the local and global objectives at the same
time.

The need for personalized federated learning, therefore, emerged as a means
to address this issue, with many different techniques being proposed. In [44], the
authors suggest three methods for personalization based on clustering, model
interpolation, and data interpolation. The idea of hypothesis-based clustering
is also studied in [27], which further provides convergence guarantees of the
population loss function. Clustering participating clients to give rise to a per-
sonalized model is also the approach taken in [51], which goes on to introduce
a meta-algorithm to determine whether the clients belong to non-congruent dis-
tributions, whether the federated optimization has reached minimums of both
the clients and server objectives, and a method for clustering based on cosine
similarity of the updates.

In the works introduced above, the claims of privacy protection derive from
the local raw data of the clients not being disclosed throughout the communica-
tion rounds between the server and the clients. As discussed in [21], disclosing
any answer to a deterministic query can release private information and relying
on the “release of summary statistics” argument (i.e. releasing only model up-
dates instead of releasing clients’ raw data) can have dramatic effects on privacy
of individuals.

To confront this issue, a number of works have focused on the privatization of
the (federated) optimization algorithm under the framework of DP [1,4, 26, 46],
thus providing formal guarantees that the learned model will not depend too
much on the presence or absence of a particular user’s record in the dataset
used in the federated optimization. The model of the attacker is, thus, reduced
to an honest but curious adversary who only has access to the trained model
[1,4,46]. However, in this setting, no protection is ensured against the server and
any possible man-in-the-middle attacker between the clients and the server who
might access the clients’ updates. This has been shown to be problematic as a
malicious adversary with only access to the model updates sent by the clients has



Group privacy for personalized federated learning 9

enough information to reconstruct samples from the local datasets [58]. In [9], the
authors addressed this concern of communicating non-privatized updates to a
central server by introducing a cryptographically secure aggregation protocol for
the central server to compute the updated global model state from the encrypted
client’s updates, but at the cost of increased communication and computation
requirements for both the clients and the server.

Since various kinds of communication constraints form some of the most
defining characteristics of the FL setting, other works examined, instead, the
use of local differential privacy mechanisms for protection against any strong
adversary that may have access to the clients’ updates [55,57]. One such example
is [55] which obfuscates each parameter within a certain adaptively-defined range
of values and adopts a parameter shuffling mechanism to amplify the privacy
guarantees being motivated by the shuffle model of DP [8], which has been
extensively studied of late in the literature [5,6,14,15,22–24,33,38,39,47,53]. It
must be noted that the mechanism in [55] requires each parameter of the local
model to be uploaded to the server one at a time, which can drastically increase
the wall-clock convergence time of the algorithm when used to train modern
machine learning models which easily require millions of parameters.

In [28] and [22] the authors adopt the framework of local differential privacy
and exploit shuffling, subsampling and other techniques to amplify the guaran-
tees in terms of central differential privacy. Notably, these techniques still rely
on a trusted aggregator. Work [2] examines quantization techniques used for
improving communication efficiency to establish local differential privacy guar-
antees against an untrusted or negligent aggregator. Relatively to the works just
mentioned, we highlight how the use of local differential privacy with non-trivial
guarantees would be problematic with personalization, as, by definition, client
updates belonging to the bounded domain of diameter 2 · gmax should be in-
distinguishable up to a small multiplicative factor. In [32] the authors address
the problem of personalized and locally differentially private federated learning,
but for the simple case of convex, 1-Lipschitz cost functions of the inputs. Note
that this assumption is unrealistic in most machine learning model, and exclude
many statistical modeling techniques, notably neural networks. Conversely, we
do not make these assumptions.

In Table 2 is provided a qualitative comparison of this effort compared with
the most relevant prior work on the subject, in order to provide context of the
problem and hand and its proposed solution.

To the best of our knowledge, our paper is the first work trying to optimize
over the two dimensions of indistinguishability and personalization in the context
of the federated learning.

4 An algorithm for private and personalized federated
learning

The following section introduces our proposed algorithm for federated learning
with local guarantees to provide group privacy (Algorithm 1). Locality refers to
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[46] [32] [55] This Work

Central Privacy X X X X
Local Privacy × X X X
Personalization × X × X

Mild Assumptions on Training X × X X
Table 2: Qualitative comparison with the most relevant prior research on the
topic. More details provided in Section 3.

the sanitization of the information released by the client to the server, whereas
group privacy refers to indistinguishability with respect to a neighborhood of
clients defined with respect to a certain distance metric. Algorithm 1 is motivated
from the Iterative Federated Clustering Algorithm (IFCA) [27] and builds on
top of it to provide formal privacy guarantees. The main differences lie in the
introduction of the SanitizeUpdate function described in Algorithm 2 and k-
means for server-side clustering of the updated models.

The optimization strategy adopted here for personalization of the federated
models is discussed in the works of [27] and [44] which converge to proposing
similar algorithms independently. In summary, the intuition is to initialize a set
of hypotheses for the parameter vectors, one for each potential cluster. In the
tth iteration, a subset of users receives the hypotheses, following which, each
participating user determines which one of the them to optimize by evaluat-
ing which parameter vector yields the lowest cost over the local dataset. The
assumption is that users with similar data distributions will adopt the same
hypothesis. The updated models are then privatized before being returned to
the server for averaging. The server is now tasked with deciding which models
belong to the same cluster, in order to aggregate the corresponding parameter
vectors. To do so, it performs k-means clustering starting from a specific choice
of centroids, providing fast convergence. Estimating the clusters is effective un-
der the assumption that the sanitized update to the model parameters δ̂(t)

c is
relatively smaller than the difference between hypotheses at time t. With the
notation described in Equations (1) through (5) and adopted in Algorithm 1, it
means that ∀ j, i ∈ [k] , j = j̄, j 6= i, ∀ c ∈ C(t):

δ̂(t)
c :=

∥∥∥θ̂(t)

j̄,c
− θ(t)

j

∥∥∥
2
�
∥∥∥θ(t)
i − θ

(t)
j

∥∥∥
2

(9)

It is possible to see experimentally that these assumptions are mild and typ-
ically verified with machine learning models with a small number of parameters
and a careful tuning of the Laplacian noise, although the optimal hypotheses
depend of course on the (unknown) data distributions.

To introduce privacy guarantees in Algorithm 1, we deviate from the standard
implementation of IFCA [27,44] in the following ways:

1. We expect all the information leaving the users to be obfuscated locally
before reaching the server.
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2. Information about the number of samples a user trained the model on is not
disclosed at all.

3. Users do not communicate the cluster membership to the server. This would
be yet another information to sanitize, and we opt instead for letting the
server evaluate membership based on the already privatized parameter vec-
tors.

4. It follows that users cannot communicate δ̂(t)
c but the full sanitized and

updated parameter vector θ̂(t)

j̄,c
. In other words, Algorithm 1 cannot rely on

gradient averaging [27] and resorts to model averaging.

Algorithm 1 An algorithm for personalized federated learning with formal
privacy guarantees in local neighborhoods.

Require: number of clusters k; initial hypotheses θ(0)
j , j ∈ [k]; number of rounds T ;

number of users per round U ; number of local epochs E; local step size s; user
batch size Bs; noise multiplier ν; local dataset Zc held by user c.

1: for t = {0, 1, . . . , T − 1} do . Server-side loop
2: C(t) ← SampleUserSubset(U)
3: BroadcastParameterVectors(C(t); θ(t)

j , j ∈ [k])
4: for c ∈ C(t) do in parallel . Client-side loop
5: j̄ = arg minj∈[k] Fc(θ

(t)
j ;Zc)

6: θ
(t)

j̄,c
← LocalUpdate(θ(t)

j̄
; s;E;Zc)

7: θ̂
(t)

j̄,c
← SanitizeUpdate(θ(t)

j̄,c
; ν)

8: end for
9: {S1, . . . , Sk} = k-means(θ̂(t)

j̄,c
, c ∈ C(t); θ(t)

j , j ∈ [k])

10: θ
(t+1)
j ← 1

|Sj |
∑
c∈Sj

θ̂
(t)

j̄,c
, ∀j ∈ [k]

11: end for

Algorithm 2 SanitizeUpdate obfuscates a vector θ ∈ Rn, with a Laplacian
noise tuned on the radius of a certain neighborhood and centered in 0.

1: function SanitizeUpdate(θ(t)

j̄
; θ

(t)

j̄,c
; ν)

2: δ
(t)
c = θ

(t)

j̄,c
− θ(t)

j̄

3: ε = n

ν‖δ(t)c ‖
4: Sample ρ ∼ L0,ε(x)

5: θ̂
(t)

j̄,c
= θ

(t)

j̄,c
+ ρ

6: return θ̂
(t)

j̄,c

7: end function



12 F. Galli et al.

4.1 The Laplace mechanism under Euclidean distance in Rn

In Algorithm 2, SanitizeUpdate requires a careful consideration as it is the
main privacy preserving mechanism. All the server sees when a user commu-
nicates back is a parameter vector θ ∈ Rn. Without implementing the privacy
mechanism, the true value from the user would be disclosed. Therefore, the fol-
lowing part of the section presents the motivation for and derivation of a partic-
ular flavor of the Laplace mechanism, and the heuristic used in SanitizeUpdate
to define the neighborhood of a client.

Motivation From the literature on geo-indistinguishability [3], we extend the
Laplace mechanism with Euclidean distance for any metric space Rn as described
in Lemma 1. Note that there is no univocal definition of the multivariate Laplace
distribution, and many different results can be considered generalizations of the
univariate case. We resort to the Laplace mechanism under Euclidean distance
because of the two following reasons:

i) Clustering is performed on θ with the k-means algorithm under Euclidean
distance. Since we define clusters or groups of users based on how close
their model parameters are under L2 norm, we are looking for a d-privacy
mechanism that obfuscates the reported values within a certain group and
allows the server to differentiate among users belonging to different clusters.

ii) Consider an input-output relation of the kind y = f(x, θ) with f differ-
entiable with respect to θ. Its parameter vector θ is to be estimated with
Algorithm 1, such that it minimizes the Root Mean Square Error (RMSE)
cost function

Fc =

√√√√√ |Zc|∑
i=1

(yi − f(xi, θ))2

|Zc|
=
‖Y − f(X, θ)‖2√

|Zc|
(10)

and X =
[
x1, . . . , x|Zc|

]T , Y =
[
y1, . . . , y|Zc|

]T , with |Zc| being the number
of data points held by client c. If a client releases to the server its parameters
θc sanitized by addition of random vector ∆, we can evaluate how the cost
function would change with respect to the non-sanitized communication.
Dropping the multiplicative constant we find:

‖Y − f(X, θc)‖2 − ‖Y − f(X, θc + ∆)‖2 ≤
‖Y − f(X, θc)− Y + f(X, θc + ∆)‖2 =

‖f(X, θc + ∆)− f(X, θc)‖2 ≈∥∥f(X, θc) +∇f(X, θc)
T∆− f(x, θc)

∥∥
2

=∥∥∇f(X, θc)
T∆
∥∥

2
≤

‖∇f(X, θc)‖2‖∆‖2

(11)
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Hence, we notice how we can bound such value proportionally to the Eu-
clidean norm of the random noise. Notably, it does not depend on the di-
rection of ∆. Thus, we require that points with the same bound on the
increase of the cost function (which are all points distant ‖∆‖2 from θc) will
be sampled with the same probability.

Derivation

Lemma 1. Let Lε : Rn → Rn be the Laplace mechanism of the form Lx0,ε(x) =
P [Lε(x0) = x] = Ke−εd(x,x0) with d(x, x0) = ‖x− x0‖2. The mechanism is ε
d-private and

K =
εnΓ(n2 )

2π
n
2 Γ(n)

(12)

Proof. If Lx0,ε(x) = Ke−εd(x,x0) is a probability density function of a point in
Rn then there is a K such that

∫
Rn Lx0

(x)dx = 1. We note that it depends only
on the distance from x0 and we can write Ke−εd(x,x0) = Ke−εr where r is the
radius of the ball in Rn centered in x0. Without loss of generality, let us now
take x0 = 0. The probability density of the event x ∈ Sn(r) = {x : ‖x‖2 = r} is
then p(x ∈ Sn(r)) = Ke−εrSn(1)rn−1 where Sn(1) is the surface of the unitary
ball in Rn and Sn(r) = Sn(1)rn−1 is the surface of a generic ball of radius r.
Given that

Sn(1) =
2πn/2

Γ(n2 )
(13)

solving ∫ +∞

0

P [x ∈ Sn(r)] dr =

∫ +∞

0

Ke−εrSn(1)rn−1dr =

= K
2πn/2Γ(n)

εnΓ(n2 )
= 1

(14)

results in

K =
εnΓ(n2 )

2π
n
2 Γ(n)

(15)

where Γ(·) denotes the gamma function. By plugging Lx0,ε(x) = Ke−εd(x,x0) in
Equation 8:

Ke−εd(x,x1) ≤ eεd(x1,x2)Ke−εd(x,x2) (16)

eε(‖x−x2‖2−‖x−x1‖2) ≤ eε‖x1−x2‖ = eεd(x1,x2) (17)

One of the biggest advantages of d-privacy is that the level of privacy can be
derived for a repeated number of independent queries due to the the fact that
it satisfies the compositionality theorem [20], which is one of the key properties
for the applicability of DP and its variants for formalizing the privacy guarantee
for a composition of independent queries.
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Theorem 1. [Compositionality Theorem for d-privacy] Let Ki be (εi)-d-private
mechanism for i ∈ {1, 2}. Then their independent composition is (ε1 + ε2)-d-
private, i.e., for every S1, S2 ⊆ Y and all x1, x

′
1, x2, x

′
2 ∈ X , we have:

PK1,K2 [(y1, y2) ∈ S1 × S2|(x1, x2)]

≤ eε1 d(x1,x
′
1)+ε2 d(x2,x

′
2)PK1,K2 [(y1, y2) ∈ S1 × S2|(x′1, x′2)] (18)

Proof. Let us simplify the notation and denote:

Pi = PKi [yi ∈ Si|xi]

P ′i = PKi [yi ∈ Si|x′i]
for i ∈ {1, 2}. As mechanisms K1 and K2 are applied independently, we have:

PK1,K2 [(y1, y2) ∈ S1 × S2|(x1, x2)] = P1.P2

PK1,K2 [(y1, y2) ∈ S1 × S2|(x′1, x′2)] = P ′1.P
′
2

Therefore, we obtain:

PK1,K2 [(y1, y2) ∈ S1 × S2|(x1, x2)] = P1.P2

≤
(
eε1 d(x1,x

′
1)P ′1

)(
eε2 d(x2,x

′
2)P ′2

)
≤ eε1 d(x1,x

′
1)+ε2 d(x2,x

′
2)PK1,K2 [(y1, y2) ∈ S1 × S2|(x′1, x′2)]

A heuristic for defining the neighborhood of a client In the tth iteration,
when a user c calls the SanitizeUpdate routine in Algorithm 2, it has already
received a set of hypotheses, optimized θ(t)

j̄
(the one that fits best its data distri-

bution), and got θ(t)

j̄,c
. It is reasonable to assume that clients whose datasets are

sampled from the same underlying data distribution Dj̄ (as described in Section
2.1) will perform an update similar to δ(t)

c .

Definition 3. For any model parametrized by θ ∈ Rn, we define its r-neighborhood
as the set of points in the parameter space which are at a L2 distance of at most
r from θ, i.e., {φ ∈ Rn: ‖θ, φ‖2 ≤ r}

Definition 4. Clients whose models are parametrized by θ ∈ Rn in the same
r-neighborhood are said to be in the same group, or cluster.

Therefore, we require that points which are within the δ(t)
c -neighborhood

of θ̂(t)

j̄,c
to be indistinguishable. To provide this guarantee, we tune the Laplace

mechanism such that the points within the neighborhood are ε‖δ(t)
c ‖2 differen-

tially private. With the choice of ε = n/(νδ
(t)
c ), one finds that ε‖δ(t)

c ‖2= n/ν,
and we call ν the noise multiplier. It is straightforward to observe that the larger
the value of ν gets, the stronger is the privacy guarantee. Note that in order to
derive this result, we exploited the fact that the norm of the noise vector sam-
pled from Laplace distribution is distributed according to Equation (19) and its
expected value is E [γε,n(r)] = n/ε.
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4.2 Sampling from the Laplace mechanism

Exploiting the radial symmetry of the Laplace distribution, we note that, in order
to sample a point xs ∼ L0(x) in Rn, it is possible to first sample the set of points
distant d(x, 0) = r from x0 = 0 and then sample uniformly from the resulting
hypersphere. Accordingly, the p.d.f. of the event x ∈ Sn(r) = {x : ‖x‖2 = r} is
then P [x ∈ Sn(r)] = Ke−εrSn(1)rn−1, where K is as in Lemma 1 and Sn(r) is
the surface of the sphere with radius r in Rn. Hence, we can write

γε,n(r) =
εne−εrrn−1

Γ(n)
(19)

which is the gamma distribution with shape n and scale 1/ε. Drawing from
γε,n(r) is implemented in multiple routines in common programming languages.
Equation (19) represents the p.d.f. of sampling the hypersphere of radius ‖xs‖ =
r ∼ γε,n(r). To sample a point uniformly from the corresponding hypersphere
one can sample 1xn ∈ Sn(1), a point from the hypersphere of radius 1, and
have that xs = 1xn‖xs‖, where 1xn = xn

‖xn‖ . This can be done operationally by
sampling xn from the n-dimensional vector whose components are sampled from
a Gaussian distribution centered at 0 and with a variance σ2, i.e., xn ∼ Gn(0, σ2)
and letting 1xn = xn

‖xn‖ .

4.3 Component-wise variance

In order to better characterize the distribution in Lemma 1, we now proceed to
show how to derive the variance of each single component xi of x = [x1, . . . , xn]

T .

Lemma 2. Let x ∼ L0,ε, x ∈ Rn as in Lemma 1 and r ∼ γε,n as in Equation
(19), then we have that the variance of the i-th component of x is σ2

xi
= n+1

ε2 .

Proof. With r ∼ γε,n we have that, by construction,

E
[
r2
]

= E

[
n∑
i=1

x2
i

]
= nE

[
x2
i

]
= nσ2

xi
(20)

With the last equality holding since L0,ε is isotropic and centered in zero. Re-
calling that

E
[
r2
]

=
d2

dt2
Mr(t)

∣∣∣∣
t=0

(21)

with Mr(t) the moment generating function of the gamma distribution γε,n,

d2

dt2

((
1− t

ε

)−n)∣∣∣∣∣
t=0

=

=
n(n+ 1)

ε2

(
1− t

ε

)−(n+2)
∣∣∣∣∣
t=0

=

=
n(n+ 1)

ε2
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which leads to
σ2
xi

=
n+ 1

ε2
(22)

4.4 Limitations of the Laplace mechanism in very high dimensional
spaces

As already described in Section 2.3 and 4.1, d-privacy provides differential pri-
vacy guarantees to a point x0 ∈ X , with privacy parameter at most εr, with
respect to any point x, such that d(x, x0) ≤ r. These local differential/d-privacy
guarantees for federated learning models are a desirable feature which would
make any information disclosure from the client to the server indistinguishable
up to a certain multiplicative factor. Local DP mechanisms ensure also central
DP, and thus would provide its guarantees as well. However, LDP is notoriously
hard to achieve while maintaining utility of the queries. In [7] are evaluated the
lower bounds of the error on the estimate of a counting query under both local
and central DP with the Laplace mechanism. They are found to be O(1/ε) and
Ω(
√
N/ε) respectively, which for the latter depend on the number of participat-

ing individuals N . In the context of federated learning though, where individual
information is aggregated e.g. by average, the Central Limit Theorem would
yield a reduction of the standard deviation of the aggregate error by

√
N in the

local model. Instead, we want to highlight what we consider to be the hardest
obstacle in providing LDP guarantees in federated learning.

Assume that we want to sanitize information locally with the Laplace mech-
anism defined in Lemma 1. With the results found in Section 4.2 we see that
each point x ∈ Rn would be sanitized by addition of a vector ρ whose norm is
distributed as ‖ρ‖2 ∼ γε,n(r). Its mean is found to be E [γε,n(r)] = n/ε, and we
highlight the linear dependency on n. In large machine learning models where
the number of parameters easily reaches a few millions, this would completely de-
stroy utility, as maintaining LDP with small ε values would require noise levels
that dwarf the true values of the parameters. Indeed, in Section 5.3 we con-
duct experiments on model architecture leading to θ ∈ R1206590, and we can see
that maintaining low levels of the LDP parameters would destroy the model’s
accuracy. Conversely, maintaining high utility would yield huge values of LDP
parameters, rendering formal LDP guarantee practically meaningless. However,
in the case of machine learning, the typical white-box attack is the Deep Leakage
from Gradients (DLG) [58]. In our experiments, we have empirically verified that
we can achieve a strong defense against this kind of attacker while maintaining
a good level of accuracy.

5 Experiments

5.1 Synthetic data

The first experiment tests Algorithm 1 on synthetic data generated from a lin-
ear mapping with a set of predetermined optimal parameters. In particular, we
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generate data according to k = 2 different distributions

y = xT θ∗1 + u; u ∼ Uniform [0, 1) (23)

y = xT θ∗2 + u; u ∼ Uniform [0, 1) (24)

with θ∗1 = [+5,+6]
T
, θ∗2 = [+4,−4.5]

T . A total of 100 users holds 10 samples
each, drawn from either one of the distributions. They participate in a training of
two initial hypotheses which are sampled from a Gaussian distribution centered
in 0 and unit variance at iteration t = 0. A total of U = 7 users are asked to
participate in the optimization at each round and train locally the hypothesis
that fits better their dataset for E = 1 epochs each time. The noise multiplier
is set to ν = 5. Local step size s = 0.1 and a batch size Bs = 10 complete
the required inputs to the algorithm. To verify the training process, another
set of users with the same characteristics is held out form training to perform
validation and stop the federated optimization once the is no improvement in the
loss function in Equation (10) for 6 consecutive rounds. Results of the training
process are shown in Figures 1g, 1h, 1i. Note that the real clients parameters
would not be visible to the server but are drawn on the plots for clarity. Although
at first the updates seem to be distributed all over the domain, in just a few
rounds of training the process converges to values very close to the two optimal
parameters. With the heuristic presented in Section 4.1 it is easy to find that
whenever a user participates in an optimization round it incurs in a privacy
leakage of at most n/ν = 2/5 = 0.4, in a differential private sense, with respect
to points in its neighborhood. Using the result in Theorem 1 clients can compute
the overall privacy leakage of the optimization process, should they be required
to participate multiple times. With the uniform sampling of the clients (without
replacement) that was used in this experiment, the maximum composed value
of the privacy leakage was 2.4. For any user, whether to participate or not in
a training round can be decided right before releasing the updated parameters,
in case that would increase the privacy leakage above a threshold value decided
beforehand.

In a concise ablation study we assess how training progresses when two char-
acteristic features of Algorithm 1 are removed:
– the privatization of the client parameters
– model personalization

In Figure 1d, 1e, 1f no sanitization is performed on the updated parameters sent
by the users and the optimization terminates with the clients very close to the
optimal parameters. This is reflected in the validation loss reaching the lowest
value among the three cases. We highlight, though, how it is still in the same
order of magnitude as the sanitized case.

In Figure 1a, 1b, 1f the clients are left to optimize the initial hypotheses
without personalization, and we find that the validation loss is considerably
larger than both the non-sanitized and sanitized case. This is evident also as
the real client parameters transmitted to the server converge to somewhere in
between the optimal parameters. Further, in Figure 2 is provided the increase
in maximum value of privacy leakage clients incur into, per cluster.
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Fig. 1: Learning federated linear models with: (a, b, c) one initial hypothesis and
non-sanitized communication, (d, e, f) two initial hypotheses and non-sanitized
communication, (g, h, i) two initial hypotheses and sanitized communication.
The first two figures of each row show the parameter vectors released by the
clients to the server. The last figure of each row illustrates the trend of the
validation loss on clients and data not involved in the optimization.
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Fig. 2: For the experiment on synthetic data, this figure plots the max privacy
leakage over clients of the same cluster for a round of training. Intervals with
constant privacy leakage indicate that the clients with the largest privacy leakage
were not sampled (by chance) to participate in those rounds.

5.2 Hospital charge data

This experiment is performed on real world data, specifically, the Hospital Charge
Dataset published by the Centers for Medicare and Medicaid Services of the US
Government. It contains data about charges for the 100 most common inpatient
services and the 30 most common outpatient services. It shows a great variety of
charges applied by healthcare providers with details mostly related to the type
of service and the location of the provider. Preprocessing of the dataset includes
a number of procedures, the most important of which are described here:

i) Selection of the 4 most widely treated conditions, which amount to sim-
ple pneumonia; kidney and urinary tract infections; hart failure and shock;
esophagitis and digestive system disorders.

ii) Transformation of ZIP codes into numerical coordinates in terms of longitude
and latitude.

iii) Setting as target the Average Total Payments, i.e. the cost of the service
averaged among the times it was given by a certain provider.

iv) As it is a standard procedure in the context of gradient-based optimization,
dependent and independent variables are brought to be in the range of the
units before being fed to the machine learning model. Note that this point
takes the spot of the common feature normalization and standardization
procedures, which we decided not to perform here to keep the setting as re-
alistic as possible. In fact, both would require the knowledge of the empirical
distribution of all the data. Although it is available in simulation, it would
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not be available in a real scenario, as each user would only have access to
their dataset.

To simulate a federated learning process, healthcare providers are here consid-
ered the set of clients willing to collaborate to train a machine learning model.
Given the preprocessing described above, the dataset results in 2947 clients,
randomly split in train and validation subsets with 70 and 30 per cent of the
total clients each. The goal is being able to predict the cost that a service would
require given where it is performed in the country, and what kind of procedure
it is. The model that was adopted in this context is a fully connected neural
network (NN) of two layers, with a total of 11 parameters and Rectified Linear
Unit (ReLU) activation function. Inputs to the model are an increasing index
which uniquely defines the healthcare service, the longitude and latitude of the
provider. Output of the model is the expected cost. Tests have been performed
to minimize the RMSE loss on the clients selected for training (100 per round)
and at each round the performance of the model is checked against a held-out
set of validation clients, from where 200 are sampled every time. If 30 validation
rounds are passed without improvement in the cost function, the optimization
process is terminated. To assess the trade-off between privacy, personalization
and accuracy, a different number of initial hypotheses has been checked, as it
is not known a-priori how many distributions generated the data. For the same
reason, accuracy has been checked at different values of the noise multiplier ν.
Further, in order to decrease variability of the results, a total of 10 runs have been
performed with different seeds for every combination of number of hypotheses
and noise multiplier. Results are shown in Figure 4.

When the federated training is performed with only 1 initial hypothesis,
the accuracy of the model is poor, which is indicative of the model not being
able to capture the variety of data distributions that is being fed with. In fact,
increasing to 3 the number of initial hypotheses for the parameter vector leads
to the biggest improvement on the RMSE loss. Additionally, we can see that the
model’s performance degrades with increasing values of the noise multiplier (and
therefore increasing ε’s), as expected. The large variability in performance when
the communication is sanitized with ν ∈ {2, 3, 5} may be due to the assumption
in Equation (9) failing to be satisfied in certain runs, leading to all clients being
grouped under a single cluster, and reaching RMSE comparable to that obtained
with only 1 initial hypothesis. The best results in terms of both accuracy and low
variability are when the number of initial hypotheses is set to 5 and 7. Although a
prescriptive characterization of the decrease in model’s performance with varying
noise multiplier levels is yet to be derived, we highlight how experimentally there
are regions of the hyper-parameter space (i.e. the choice of ν and the number of
initial hypotheses) where a reasonable compromise can be found between privacy
and model personalization.

Finding the privacy leakage is straight-forward, as each time a user is re-
quired to participate in a training round it will enjoy ε‖δ(t)

c ‖2= n/ν = 11/ν

differential privacy with any point in its δ(t)
c -neighborhood. Accordingly, Figure

3 provides the empirical privacy leakage distribution of the clients involved in a
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particular training configuration, whereas Table 3 shows privacy leakage statics
over multiple rounds and for all configurations.

Hypotheses

Noise Multiplier 7 5 3 1
0 -, - -, - -, - -, -

0.100 517.0, 1551.0 418.0, 1342.0 473.0, 1386.0 528.0, 1540.0
1 36.3, 126.5 40.7, 127.6 44.0, 138.6 49.5, 147.4
2 15.4, 57.8 14.3, 54.5 22.0, 69.3 21.5, 66.6
3 7.7, 32.3 8.4, 36.7 12.5, 40.0 12.1, 40.0
5 5.7, 21.3 5.9, 22.0 5.5, 21.6 5.3, 20.9

Table 3: Regarding the experiment on hospital charge data, for every combina-
tion of Noise Multiplier × Number of Hypotheses, the median and maximum
local privacy budgets are reported, over the whole set of clients. These values
are averaged over 10 runs with different seeds. ν = 0 means no privacy guarantee
and infinite privacy leakage.

5.3 FEMNIST image classification

In this Section we evaluate how Algorithm 1 behaves when tested beyond the
scope of its applicability, as described in Section 4.4. The task consists in per-
forming image classification on the FEMNIST [12] dataset, which is a standard
benchmark dataset for federated learning, based on EMNIST [16] and with the
data points grouped by user. It consists of a large number of images of handwrit-
ten digits, lower and upper case letters of the latin alphabet. As a pre-processing
step, images of client c are rotated 90 degrees counter-clockwise depending on
the realization of the random variable rotc ∼ Bernoulli(0.5). This is a common
practice in machine learning to simulate local datasets held by different clients
being generated by very different distributions [27,29,35,43].

The chosen architecture is described in Table 5 and yields a parameter vector
θ ∈ Rn0 , n0 = 1206590. Runs are performed with a maximum of 500 rounds of
federated optimization, unless 5 consecutive validation rounds are conducted
without improvements on the validation loss. The latter is evaluated on a held
out set of clients, consisting of 10% of the total number. Validation is performed
every 5 training rounds, thus the process terminates after 25 rounds without
model’s performance improvement. The optimization process aims to minimize
either the RMSE loss or the Cross Entropy loss [56] (to further depart from
earlier assumptions) between model’s predictions and the target class. Results
are presented in Table 4. For Cross Entropy, we see a wide range of ν values
with comparable average accuracy. In particular, the best performing model is
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Fig. 3: For the experiment on hospital charge data, this histogram plots the em-
pirical distribution of the privacy budget over the clients in a particular configu-
ration: ν = 3, 5 initial hypotheses, seed = 3, r is the radius of the neighborhood,
the total number of clients is 2062.

being trained with a non-zero noise multiplier, which may be explained by a
regularizing effect of the additive noise. This is especially true for the RMSE
loss, where the best performing model is trained with ν = 3. For all the runs,
we highlight a generally low standard deviation in the results.

Note that with the choice of the range of noise multipliers ν the corresponding
value for the privacy leakage ε‖δ(t)

c ‖2= n/ν = n0/ν wold be enormous, and
would not provide any meaningful guarantee, in theory. As already mentioned
in Section 4.4, that is true as long as we want to use the Laplace mechanism
to be effective against any adversary. Still, it is possible to validate, in practice,
whether it can protect against a specific attack: DLG [58]. The threat model for
this attack is very fitting for a federated learning scenario. In brief: an honest-
but-curious server communicates to a set of clients the parameter vector θ(t)

j̄

(among the other k − 1 hypotheses) at iteration t and receives the updated
model parameters θ(t)

j̄,c
from client c. The server can easily retrieve the true

parameter update δ(t)
c = θ

(t)

j̄,c
− θ(t)

j̄
if no sanitization is performed. Under the

assumption that the client performs one single optimization step, this results in
being the gradient scaled down by the local step size. The server then tries to
recreate the input samples that generated such gradient. The process of gradient
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Fig. 4: RMSE values for models trained with Algorithm 1 on the Hospital Charge
Dataset. Error bars show ±σ, with σ the empirical standard deviation. Lower
RMSE values are better for accuracy.

matching can be cast into a nonlinear minimization problem and be solved itself
by gradient descent.

If sanitization is performed, the server is left with matching a corrupted gra-
dient. In [58] the authors evaluate disturbing the gradient with Gaussian and
Laplace (with L1 distance) noise as a privacy mechanism. In the following, we
evaluate if the distribution of the Laplace mechanism (under L2 distance) in
Lemma 1 is effective in protecting from the DLG attack. In order to be on
the safe side, tests were conducted with the best possible conditions for the
attacker: a modified model architecture, so that DLG conditions are met (e.g.
all activation functions are replaced with the sigmoid non-linearity to have a
twice-differentiable model); batch size reduced to 1, as the gradient matching
optimization problem is easier to solve in this setting; and a single local opti-
mization step. Since the gradient can vary widely for parameters in different
layers of the neural network, we apply the Laplace mechanism independently
on the parameter vector of each NN layer, and communicate to the server the
collection of sanitized parameter vectors. The practice of sanitizing each layer
independently has already been effectively evaluated in [42].

In Figure 5 results are reported for application of the noise multiplier val-
ues adopted also in Table 4. When ν = 10−3 the ground truth image is fully
reconstructed. Up to ν = 10−1 we see that at least partial reconstruction is
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possible. Finally, for ν ≥ 1 we see that, experimentally, the DLG attack fails to
reconstruct input samples.

Cross Entropy loss RMSE loss
Noise

Multiplier
Average
Accuracy

Standard
Deviation

Average
Accuracy

Standard
Deviation

0 0.832 ± 0.012 0.801 ± 0.001
0.001 0.843 ± 0.006 0.813 ± 0.014
0.01 0.832 ± 0.017 0.805 ± 0.008
0.1 0.834 ± 0.026 0.808 ± 0.019
1 0.834 ± 0.014 0.814 ± 0.012
3 0.835 ± 0.017 0.825 ± 0.010
5 0.812 ± 0.016 0.787 ± 0.003
10 0.692 ± 0.002 0.687 ± 0.014
15 0.561 ± 0.005 0.622 ± 0.003

Table 4: Average classification accuracy and standard deviation of a convolu-
tional neural network over three runs seeded with different values. Experiments
tested the effect of increasing noise values on the validation accuracy.

6 Conclusion

This work presents the challenging task of optimizing federated learning models
over the three dimensions of privacy, accuracy and personalization. The prob-
lem of preserving the privacy of individuals is treated under the framework of
d-privacy, which provides guarantees of indistinguishability that depend on the
distance between any two points. Here, such points lie in the parameter space
of machine learning models, which are sanitized and communicated to a central
server for aggregation, in order to get closer to the optimal parameters iter-
atively. Given that the data distribution among individuals is unknown, it is
reasonable to assume a mixture of multiple distributions. Clustering the sani-
tized parameter vectors released by the clients with the k-means algorithm shows
to be a good proxy for aggregating clients with similar data distributions. This
is possible because d-private mechanisms preserve the topology of the domain of
true values. To that end, the Laplace mechanism under Euclidean distance was
defined, together with a procedure for sampling from its distribution. Experi-
mental results validate our claims and the limitations of the theory developed
here are discussed. In particular, our privacy preserving mechanism shows to be
promising when machine learning models have a small number of parameters.
Although formal privacy guarantees degrade sharply with large machine learning
models, we show experimentally that the Laplace mechanism under Euclidean
distance is effective at least against client’s data reconstruction by DLG attack.

As future work, we want to explore other privacy mechanisms, which may
be more effective in providing a good trade-off between privacy and accuracy
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Fig. 5: Effects of the Laplace mechanism in Lemma 1 with different noise multi-
pliers (ref) as a defense strategy against the DLG attack.

Layer Properties

2D Convolution

kernel size: (2,2)
stride: (1,1)

nonlinearity: ReLU
output features: 32

2D Convolution

kernel size: (2,2)
stride: (1,1)

nonlinearity: ReLU
output features: 64

2D Max Pool
kernel size: (2,2)

stride: (2,2)
nonlinearity: ReLU

Fully Connected nonlinearity: ReLU
units: 128

Fully Connected nonlinearity: ReLU
units: 62

Table 5: NN architecture adopted in the experiments of Section 5.3
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in the context of machine learning. Furthermore, we are interested in studying
more complex federated learning scenarios where participants and datasets may
change over time.
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