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Abstract

Enclave deployments often fail to simultaneously be se-
cure (e.g., resistant to side channel attacks), powerful (i.e.,
as fast as an off-the-shelf server), and flexible (i.e., uncon-
strained by development hurdles). In this paper, we present
nitriding, an open tool kit that enables the development of
enclave applications that satisfy all three properties. We
build nitriding on top of the recently-proposed AWS Nitro
Enclaves whose architecture prevents side channel attacks
by design, making nitriding more secure than comparable
frameworks. We abstract away the constrained development
model of Nitro Enclaves, making it possible to run unmod-
ified applications inside an enclave that have seamless and
secure Internet connectivity, all while making our code user-
verifiable. To demonstrate nitriding’s flexibility, we design
three enclave applications, each a research contribution in its
own right: (i) we run a Tor bridge inside an enclave, making
it resistant to protocol-level deanonymization attacks; (ii) we
built a service for securely revealing infrastructure configu-
ration, empowering users to verify privacy promises like the
discarding of IP addresses at the edge; (iii) and we move a
Chromium browser into an enclave, thereby isolating its at-
tack surface from the user’s system. We find that nitriding
enables rapid prototyping and alleviates the deployment of
production-quality systems, paving the way toward usable
and secure enclaves.

1 Introduction

Real-world enclave deployments tend to fall short in either
providing security (e.g., resisting side channel attacks), flex-
ibility (i.e., supporting diverse use cases and being easy to
develop), or powerfulness (i.e., enabling computationally de-
manding applications). While reasonably flexible and power-
ful, Intel’s SGX failed to be secure because of its susceptibil-
ity to side channel attacks [ 1, 2, 3]. Newer developments like
Apple’s Secure Enclave appear secure but is limited to cell
phones and therefore lacks powerfulness and flexibility.
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In this work, we propose nitriding, a free software tool
kit that satisfies the aforementioned properties. By building
on top of the recently proposed Nitro Enclaves [4], nitriding
inherits its strong security properties. Unlike Intel’s SGX,
Nitro Enclaves run on dedicated CPU and memory that is
not shared with untrusted code, which promises to mitigate
side channel attacks. By default, Nitro Enclaves are however
severely constrained and difficult to develop applications for
because (i) Nitro Enclaves are not meant to run networked ap-
plications; (ii) remote attestation is not designed to involve
third parties; (iii) and enclave features like horizontal scal-
ing require proprietary Amazon technology whose privacy
promises cannot be verified. Our work abstracts away these
constraints, to make nitriding flexible and user-verifiable.
Our tool kit provides enclave applications with seamless net-
working via a tunneled network interface, and it facilitates
the creation of secure and authenticated channels based on
HTTPS. We also design a new mechanism for the horizontal
scaling of enclaves, all while empowering third parties (i.e.,
users) to audit these features using remote attestation.

To demonstrate nitriding’s usefulness, we put it to the
test by developing three new enclave application, each a re-
search contribution in its own right. First, we build an ap-
plication that allows a service provider to “publish” its in-
frastructure configuration, allowing the provider’s users to
verify that privacy promises (e.g., the stripping of IP ad-
dresses) are properly configured. Second, we show how a Tor
bridge' can be run inside an enclave, which protects its users
from protocol-level attacks such as the infamous 2015 attack
run by CMU [5]. We found that this enclave-enabled Tor
bridge allows for convenient Web browsing—4K YouTube
videos played smoothly and without buffering. Finally, to
show that nitriding can sustain computationally demanding
low-latency use cases, we launch a Chromium browser in-
side an enclave and make it available to users via a remote
desktop interface. This protects users from browser exploits
by constraining the browser to a virtual machine that’s phys-

A Tor bridge is a “private” Tor relay whose purpose is to help users
circumvent Internet censorship.
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ically separate from the user’s machine.
Summing up, this work makes the following contributions:

* We design and implement nitriding, a free software en-
clave tool kit that enables the rapid development of se-
cure and computationally demanding enclave applica-
tions.

* We evaluate the latency and throughput guarantees of
both nitriding and the underlying Nitro Enclaves, find-
ing that low-latency and high-throughput applications
are possible despite there being room for much improve-
ment.

* We put nitriding to the test by developing three new en-
clave applications, finding that these applications can
comfortably support computationally demanding, low-
latency, and high-throughput use cases, all while en-
abling rapid prototyping.

Next, we provide background (§ 2), we present nitriding’s
design (§ 3), we propose three enclave applications built on
top of nitriding (§ 4), we evaluate nitriding’s latency and
throughput (§ 5), we discuss its limitations (§ 6), we discuss
related work (§ 7), and we finally conclude this paper (§ 8).

2 Background

Secure enclaves can take many shapes and offer various secu-
rity properties, but in this work we only require the following
three. In the rest of this section, we provide background on
how Nitro Enclaves achieve the above three security proper-
ties.

Confidentiality: An unauthorized entity (e.g., the host oper-
ating system) must not be able to observe the data that an
enclave is processing.

Integrity: An unauthorized entity must not be able to modify
the data that the enclave is processing, or the code that it is
running.

Verifiability: Any entity (e.g., a user) must be able to verify
if the enclave is running the code that its operator claims it is
running.

2.1 The AWS Nitro system

Nitro Enclaves are virtual machines that run on dedicated
hardware that is not shared with an enclave’s EC2 host. The
technology that enforces isolation between the enclave and
its EC2 host also enforces isolation between any two given
EC2 instances: the Nitro system. Before covering enclaves,
we explain how the Nitro system works—first by discussing
its three key components.

Nitro cards: While physically connected to a server’s
main board via PCle, Nitro cards are dedicated and custom-
built hardware and software that runs independently of a

server’s main board. Nitro cards implement the interfaces
that allow for the management of a server’s computational,
memory, and storage needs, among other things. A Nitro card
also provides a server’s hardware root of trust and is responsi-
ble for firmware updates, secure boot, and acts as an interface
between the server and the EC2 control plane [6, pp. 7-10].

Nitro security chip: The Nitro card acts independently
of the system main board. The purpose of the Nitro secu-
rity chip, which is controlled by the Nitro card, is to extend
the Nitro card’s control over the system main board. One of
the chip’s responsibilities is to prevent the CPU from updat-
ing the system’s firmware when run in bare metal mode [6,
pp. 10-11].

Nitro hypervisor: The hypervisor is a firmware-like com-
ponent that receives commands from the Nitro card. The hy-
pervisor is stripped of any non-essential code: it does not con-
tain networking code, file systems, shells, or other utilities
that would allow a successful attacker to access other infras-
tructure [0, pp. 11-12].

Other design decisions are meant to provide defense in
depth. First, by design, the Nitro system has no operator ac-
cess, i.e., operators are unable to log in to an EC2 Nitro sys-
tem and inspect memory or access customer data [0, p. 15].
Second, the Nitro system is designed to communicate pas-
sively, i.e., system components never initiate outgoing con-
nections during production operations.

Of particular interest is how the Nitro system aims to pre-
vent side channel attacks: customer instances never share a
given CPU core in parallel. If two customers use a CPU core
sequentially, the hypervisor ensures that state is cleared in be-
tween use. Depending on the instance, cores may be exclu-
sively allocated to a customer, which includes Nitro Enclaves.
This means that L1 and L2 caches are also never shared. Last-
level cache lines may be shared but only non-simultaneously.
Amazon’s documentation further states [0, p. 19]:

By virtue of its function, only relatively infre-
quently accessed data is referenced in last-level
cache lines. Side-channels typically require a very
large and statistically relevant number of samples
in order to over-come the noise present in systems.

2.2 Nitro Enclaves

Nitro Enclaves inherit the isolation and security properties of
the Nitro system. When an EC2 host system launches a Nitro
Enclave, it “sacrifices” at least one of its CPUs and some of
its memory pages to the enclave. These resources are subse-
quently unavailable to the EC2 host and exclusively used by
the enclave. The same isolation mechanism that protects indi-
vidual customer EC2 instances from each other also protects
the Nitro Enclave from its host.

On the software level, Nitro Enclaves are virtual machines.
They have their own Linux kernel that is independent from
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Figure 1: The development workflow for compiling enclave
applications.

PCR # SHA-384 hash of...
0 Enclave image file
1 Linux kernel
2 Application
3 TAM role assigned to the host instance
4 Instance ID of the host instance
8 Enclave image file signing certificate

Table 1: The available platform configuration registers
(PCRs) and the meaning behind them.

the host. Customers can create enclave images from a Docker
image that contains the enclave application. Amazon pro-
vides a command line tool, nitro-cli [7], which compiles a
Docker image into an enclave image file (EIF). Figure | illus-
trates the process. After compilation, nitro-cli prints a num-
ber of platform configuration registers (PCRs) that contain
SHA-384 hashes over different layers of the enclave image
file. Table | shows the six available PCRs. PCRO is of par-
ticular importance for remote attestation as we will explain
later.

By design, Nitro Enclaves have very limited abilities to
communicate with the outside world. Lacking a dedicated
networking interface, Nitro Enclaves can only communicate
with their EC2 host via a VSOCK interface [8]. Originally
proposed for communication between a hypervisor and its
virtual machines, AWS repurposed the VSOCK interface to
serve as communication channel between an enclave and its
parent EC2 instance. From a developer’s point of view, the
VSOCK interface is a point-to-point interface connecting the
two. On the network layer, 32-bit context IDs take the role of
IP addresses in VSOCK interfaces. For example, the enclave
may have context ID 4 while its parent EC2 instance may
have context ID 3. On the transport layer, one can use the
same protocols that one would use over the IP-based address
family; namely TCP, UDP, et cetera.

3 Nitriding’s design

We now discuss nitriding’s design by first laying out our trust
assumptions and by providing an informal design overview
(§ 3.1), followed by a discussion of the two major aspects of
our tool kit: the reproducible build system (§ 3.2) and nitrid-
ing itself (§ 3.3).

3.1 Trust assumptions and design overview

Our setting has three participants that make the following
trust assumptions: The service provider runs a service for
clients. As part of its operations, the service provider wants
to process sensitive client information.

The client is a user of the service provider. It does not
trust the service provider with its sensitive information and
demands verifiable guarantees that the service provider will
never see the client’s sensitive information in plain text.

The enclave provider makes available enclaves to the ser-
vice provider. Both the client and the service provider trust
that the enclave provider’s enclaves have the advertised secu-
rity attributes of integrity, confidentiality, and verifiability.

We begin with an informal overview of nitriding to pro-
vide intuition. Subsequent sections are going to elaborate on
the details. The life cycle of an enclave application that uses
nitriding involves six steps:

O The service provider wants to run an existing service
in an enclave. Assuming that the service builds reproducibly,
the service provider then publishes the service’s source code
for its clients to audit.

@ The service provider bundles its service with nitriding
and launches the enclave, which is now ready to receive in-
coming connections.

© Users audit the service’s (freely available) source code.
Once a user is convinced that the code is free of security bugs,
she compiles the service using the deterministic build system,
which results in an image checksum.

O The client establishes an end-to-end encrypted network
connection with the enclave. Right after establishing the se-
cure channel but before revealing any sensitive information,
the client provides a nonce and asks the enclave for an attes-
tation document.

©® The enclave receives the nonce and asks its hypervisor
to generate an attestation document that contains the client-
provided nonce and the public key that the enclave uses to es-
tablish the secure channel. The enclave returns the resulting
attestation document (which contains the image checksum)
to the client.

O The client performs various checks (see § 3.3.2 for de-
tails) and trusts the enclave if all checks pass. The client is
then convinced that it’s communicating with the code that the
user audited in the previous steps and is willing to reveal her
sensitive information to the enclave.

3.2 Enabling reproducible builds

Once a user audited the service’s code, she compiles the code
to obtain the PCRO value (cf. Table 1).” Crucially, we need a
deterministic mapping between the code and its correspond-
ing image ID because the service provider and clients must
agree on the image ID that’s running in the enclave. Docker

2We use the terms “PCRO value” and “image ID” interchangeably.
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Figure 2: An architectural diagram illustrating the data flow
as nitriding first boots and as clients talk to the enclave appli-
cation.

by itself does not provide a deterministic mapping because—
among other things—Docker records timestamps in its build
process, causing subsequent builds of identical code to result
in different image IDs.” To obtain reproducible builds, we
take advantage of kaniko [9], which is straightforward to in-
tegrate into existing Docker-based workflows. Kaniko’s pur-
pose is to build container images from a Dockerfile while
itself in a container, but we use kaniko because it can do so
reproducibly. As long as the client and service provider use
the same source code, kaniko version, and compiler, they can
build identical images—even when compiling the code on
different platforms, like macOS and Linux. Equipped with a
locally-generated PCRO value (henceforth simply called “im-
age ID”), the client is now ready to interact with the enclave.

3.3 Nitriding’s components

Having discussed how the client and service provider can
independently arrive at identical image IDs, we now turn
to nitriding’s architecture. The following sections discuss
how nitriding communicates securely with the outside world
(§ 3.3.1); how we facilitate remote attestation (§ 3.3.2);
how enclaves can share their key material to allow for hor-
izontal scaling (§ 3.3.3); how to thwart side-channel attacks
(§ 3.3.4); and how to ingest secrets (§ 3.3.5). Appendix A
provides an example of a simple enclave application.

3.3.1 Enabling seamless and secure networking

Nitro Enclaves have no networking interface. Their only way
to talk to the outside world is a VSOCK interface connected
to the EC2 host. Nitriding works around this limitation by
creating a TAP interface [10] inside the enclave as illustrated
in Figure 2. The TAP interface is a virtual networking inter-
face that acts as a network bridge between the enclave and
the EC2 host. This interface routes traffic to a cooperating

3In essence, a Docker image is an archive of a file system. A Docker
image is reproducible when separate build processes arrive at the exact same
file system, including meta data like timestamps.

proxy application running on the EC2 host, which provides
the enclave application with seamless Internet connectivity
for both IPv4 and IPv6. The proxy supports port forwarding
to both nitriding and the enclave application (which are inde-
pendent processes), allowing clients to talk to either directly.
Nitriding supports two modes for the enclave application to
receive connections from clients:

Reverse proxy: Nitriding acts as an HTTP reverse proxy
and forwards incoming HTTP requests to the enclave ap-
plication. Nitriding terminates the TLS connection, mean-
ing that the enclave application can use plain HTTP. This
mode is only applicable if the enclave application exposes
an HTTP APIL

Direct: In this mode, the enclave application receives in-
coming connections directly from the cooperating proxy. Ni-
triding is not involved. This is useful for enclave applications
that speak protocols other than HTTP, or require greater flex-
ibility than what the reverse proxy provides.

Having established how the enclave application can send
and receive network packets, we now turn our attention to se-
cure channels; specifically: how can clients establish a secure
channel that is terminated inside the enclave? Enclave appli-
cations that receive connections in “direct” mode must im-
plement their own secure channel. For enclave applications
that take advantage of the “reverse proxy” mode, nitriding
offers a secure channel in the form of HTTPS. When the
enclave first starts, nitriding fetches a CA-signed certificate
from Let’s Encrypt using the ACME protocol [11] and its
TLS-ALPN-01 challenge [12] (step @®).* Crucially, this cer-
tificate lives and dies inside the enclave and its private key
cannot be extracted (or injected) by the service provider be-
cause enclaves are sealed at runtime. The EC2 host (which
is untrusted as per our threat model) can obtain a CA-signed
certificate for the same FQDN because the enclave and the
EC2 host share an IP address. This however is of little use
to the EC2 host because we tie the enclave’s certificate to an
attestation document as we will discuss next.

3.3.2 Authenticating secure channels

Assume a client established a TLS connection with an en-
clave. How does the client know that the TLS session is ter-
minated inside the enclave and not by the EC2 host? Our trust
assumptions state that all parties trust the enclave provider,
Amazon. We use an enclave’s attestation document as the
root of trust and therefore authenticate a secure channel by
binding it to the enclave’s attestation document. By includ-
ing the enclave application’s public key in the attestation doc-
ument, clients know that they are talking to an enclave. And
by auditing the enclave code and building it reproducibly,
clients know that they are talking to their trusted enclave.

4Unlike the DNS-01 and the HTTP-01 challenge, TLS-ALPN-01 works
entirely in the context of TLS and does not rely on other ports or protocols,
which simplifies deployment.
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Figure 3: Clients provide a nonce n when requesting an attes-
tation document from the enclave. The enclave asks its hy-
pervisor for the attestation document A, providing the client’s
nonce and its public key K,,,5. The hypervisor responds with
the attestation document A(n, Kp,), which the enclave for-
wards to the client.

We now discuss how we allow clients to retrieve and ver-
ify an enclave’s attestation over the Internet because Nitro
Enclaves only allow for local attestation. After the client es-
tablished a secure channel with the enclave, it needs to know
that (i) the channel it just established is terminated inside
the enclave (instead of by the EC2 host) and (ii) the en-
clave is running the code that the user audited in the previous
step. To that end, the client requests the enclave’s attestation
document—a hypervisor-signed document that attests to the
image ID that the enclave is running. The client begins by
provides a nonce—a 160-bit random value—whose purpose
is to prevent the service provider from replaying outdated at-
testation documents. Phrased differently, the client provides
a nonce to convince itself that it’s talking to a live enclave.
Nitriding exposes an HTTP endpoint that clients use to re-
quest an attestation document. An example request looks as
follows:

curl -i "https://enclave/attestation?nonce=abcd..."
HTTP/2 200

content-type: text/plain; charset=utf-8

date: Fri, 27 Jan 2023 16:58:55 GMT

hEShATgioFkQ9alpbWOkdwx1X21keCdpLTA2Y. . .

Upon receiving this client request, the enclave requests an
attestation document from its hypervisor via an ioctl system
call, which makes use of /dev/nsm, a device that is available
inside the Nitro Enclaves. As illustrated in Figure 3, nitrid-
ing asks the hypervisor to include both the nonce and the
public key of the enclave’s secure channel in the attestation
document and sends the resulting attestation document to the
client.” Upon receiving the attestation document, the client
then verifies the following in order:

First, the attestation document is signed by the AWS root
CA whose public key (which serves as the root of trust) is
known to all parties. This prevents all parties except Amazon
from issuing malicious attestation documents.

SIf the enclave application runs in “reverse proxy” mode, the public key
is a hash over the X.509 certificate; otherwise, it’s the public key of whatever
secure channel the enclave application uses.

Second, the challenge nonce is part of the attestation doc-
ument. This prevents adversaries from replaying old attesta-
tion documents.

Third, the fingerprint of the enclave’s X.509 certificate
from the TLS session is part of the attestation document. This
prevents adversaries from intercepting the secure channel.

Fourth, the enclave’s image ID is identical to the image
ID that the client compiled locally. This prevents adversaries
from tricking clients into talking to a malicious enclave.

Only if all four conditions hold is the client convinced
that it is talking to an enclave running the previously-audited
code and that the secure channel is terminated inside the en-
clave. Note that the EC2 host is able to intercept the secure
channel with its own CA-signed certificate but clients will
only trust the EC2 host if (and only if) it can present an at-
testation document that is valid for the enclave image, which
it can’t because it is unable to spoof the AWS root CA sig-
nature that authenticates the attestation document. The only
way for the EC2 host to obtain such an attestation document
is to spawn an enclave that runs the exact code that the client
is expecting—and it already does exactly that. Now that the
client has established a trust relationship with the enclave, it
is ready to reveal sensitive information to the enclave.

3.3.3 Syncing key material among enclaves

Enclaves are sealed at runtime, preventing anyone (including
both Amazon and the service provider) from extracting key
material that was generated inside the enclave. While a desir-
able property, this complicates horizontal scaling. If a single
enclave proves unable to handle traffic load, one must scale
horizontally by starting new enclaves. In some applications,
it is unacceptable for each enclave to use distinct key ma-
terial. Instead, enclaves must synchronize their key material
to appear to the outside world like a single machine. While
it is possible to accomplish key synchronization using tools
like the AWS key management service (KMS),° we refrain
from using KMS because users currently cannot verify that a
KMS “key policy” is truly immutable. We therefore devise a
novel, user-verifiable protocol that enables key synchroniza-
tion without having to rely on external services.

We solve this problem in two steps: discovery, followed by
synchronization. First, enclaves must be able to discover each
other, i.e., learn each other’s IP addresses. Then, enclaves
can establish connections with each other and initiate key
synchronization. Our protocol dictates that when a new en-
clave bootstraps, it first tries to discover already-existing en-
claves. If there are none, the enclave knows that it is the “ori-
gin” enclave. It then generates new key material that it will
share with future enclaves. If however it discovers other en-
claves, the new enclave establishes a connection with another,

%0ne could encrypt the keys using a KMS policy that dictates that only
enclaves are allowed to decrypt it, and store the encrypted key in a location
that all enclaves can access, e.g., an S3 bucket.
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Figure 4: When a new enclave bootstraps, it discovers exist-
ing enclaves by obtaining the DNS SRV record for its own,
hard-coded FQDN. The enclave then initiates key synchro-
nization by first requesting a nonce. Then, the new enclave
requests the origin enclave’s key material by submitting its
own attestation document, followed by receiving the ori-
gin enclave’s attestation document, which contains encrypted
key material.

randomly-chosen enclave and initiates key synchronization.
Crucially, key material is only shared after mutual attestation,
i.e., the origin and new enclaves verify each other, and ex-
change key material only if remote attestation succeeds. Key
synchronization happens in three steps, as illustrated in Fig-
ure 4.

First, once a new enclave is spun up, it queries the DNS
SRV record of the FQDN that is hard-coded in the enclave,
e.g., example.com. The DNS resolver will return the record,
containing a list of enclaves that are already running and
initialized. The new enclave picks a random enclave from
the list and initiates key synchronization. Running Nitro En-
claves as part of Kubernetes can handle DNS record genera-
tion automatically.

Second, the new enclave asks the existing enclave for a
random nonce, nonce,. Both enclaves cache nonce, for one
minute to mitigate denial-of-service attacks.

Third, the new enclave now requests the key material
from the existing enclave. As part of the request, it provides
its attestation document that contains nonce, (to prove fresh-
ness to the existing enclave); nonce, (the existing enclave is
expected to add this nonce to its attestation document); and
K, (a NaCl public key [13] to which the key material should
be encrypted). Upon receipt of the new enclave’s attestation
document, the existing enclave verifies the attestation docu-
ment’s signature and ensures that the new enclave is running
the same code, i.e., the image ID that uniquely identifies the
enclave image is identical. Once the existing enclave is con-
vinced that it is dealing with a genuine new enclave, it cre-
ates an attestation document by including nonce, (to prove
freshness to the new enclave) and Enc(Kj,,s)—the key mate-
rial s is encrypted using the public key that the new enclave
provided in the request. Finally, the new enclave verifies the
attestation document, decrypts the key material, and uses it

to finish bootstrapping.

The security of key synchronization is paramount. We take
advantage of mutual remote attestation to protect the key ma-
terial. As an optional layer of defense-in-depth, synchroniza-
tion should be configured to use a private network, which pre-
vents arbitrary Internet hosts from talking to the synchroniza-
tion endpoint. While not required, we recommend running
enclaves as part of Kubernetes because it provides a private
network that is shared by enclaves.

In their 2022 USENIX Security paper, Chen and Zhang
present MAGE, a protocol that allows enclaves to mutually
verify each other without relying on a trusted third party [14].
We could have built key synchronization on top of MAGE but
found that our setting is considerably simpler because only
identical enclaves request each other’s key material, eliminat-
ing the need for the more flexible—but also more complex—
MAGE protocol.

3.3.4 Side-channel attacks

The enclave’s EC2 host cannot see what clients send to the
enclave but it can see how much clients send and how long
it takes the enclave to process data. The EC2 host can ex-
ploit these side channels to learn more about the client’s con-
fidential information and computation. While such side chan-
nels must be avoided, nitriding is not the place to do so. In-
stead, it is the enclave application developer’s responsibility
to identify and address this class of attacks, e.g., by imple-
ment constant-time processing.

3.3.5 Ingesting secrets

A key design requirement of nitriding is that users must be
able to audit the enclave application’s code. The service
provider is therefore unable to hide any software configu-
ration (e.g., confidential API keys) from the user. Service
providers can work around this shortcoming by exposing
an authenticated HTTP handler that takes as input arbitrary
data that updates the enclave’s state. Consider a system that
takes as input client IP addresses, anonymizes them, and for-
wards the anonymized addresses to a back end. The service
provider now wants to compare submitted IP addresses to a
confidential deny list. If however the deny list is hard-coded
in the publicly available enclave application, it is readily vis-
ible to anyone. The service provider can solve this problem
by adding to the enclave application a new HTTP handler
that takes as input the confidential data it seeks to protect
from the users’ eyes. Once the enclave is running, the service
provider loads the confidential deny list. To prevent users
from submitting bogus data, the endpoint must be authenti-
cated. One could accomplish this by hard-coding the service
provider’s public key in the enclave application, and only ac-
cepting deny lists that carry a valid signature. Another possi-
bility is to expose this endpoint only to the EC2 host, so only



the service provider has access to it. We provide an example
of this in Section 4.1.

This technique for ingesting secrets is flexible—so flexi-
ble, in fact, that the service provider could abuse it to ingest
code at runtime, which would nullify the enclave’s verifiabil-
ity requirement. Vigilant users would never trust an enclave
whose code can change at runtime. We therefore argue that
an HTTP handler for the purpose of ingesting secrets must be
constrained so that only well-defined data of a certain type
(like a deny list) can be ingested.

4 Nitriding-based applications

In this section, we build three applications on top of nitrid-
ing, each a research contribution in its own right. First, we
build an application that allows a service provider to disclose
its infrastructure configuration in a user-verifiable way, thus
eliminating the trust that users have to have in third-party in-
frastructure (§ 4.1). Second, we launch a Tor bridge inside
an enclave, which mitigates several classes of attacks that
the Tor network has struggled with in the past (§ 4.2). Third,
we show that nitriding can handle computationally expensive
workloads by moving a Web browser into an enclave and let-
ting users interact with it via a remote desktop environment

(§4.3).

4.1 Verifiable configuration transparency

Service providers typically outsource their infrastructure to
third-party providers like content delivery networks or cloud
computing vendors. The way these third-party providers are
configured often affects user privacy. For example, a ser-
vice provider may configure a third-party reverse proxy to
strip client IP addresses before requests are forwarded to the
servers that are under the service provider’s control. How
can users know that the reverse proxy is in fact configured
to strip client IP addresses? We built an enclave application
that solves this problem by disclosing infrastructure config-
uration in a user-verifiable way. The idea, illustrated in Fig-
ure 9 in Appendix B, consists of a lightweight enclave ap-
plication whose sole purpose is to answer client requests by
querying the API of the third-party infrastructure provider.
We built our proof-of-concept implementation for Cloudflare
but the code is easily adapted for other providers.

To interact with Cloudflare’s API endpoint, one needs
a confidential bearer token for authentication and a semi-
confidential zone ID [15]. Unlike the API endpoint’s URL,
these two values cannot be hard-coded in the (public) source
code of the enclave application. We therefore add a second
Web server to the enclave application whose only purpose
is to receive as input the bearer token and the zone ID (cf.
§ 3.3.5). We carefully constrained this Web server’s HTTP
handlers, making it impossible to inject anything into the en-
clave but the bearer token and the zone ID. We further con-

figured the proxy to only forward to this Web server connec-
tions originating at the EC2 host. Internet-connected adver-
saries cannot reach this Web server. After the administrator
launches the enclave, she injects the confidential values into
the enclave by calling the private HTTP endpoint from the
EC2 host. Users have no reason to be concerned about this se-
cret endpoint because the enclave application’s source code
shows that the secret values are only used for the API request
to Cloudflare. Clients talk to this enclave application via a
single endpoint, which returns the JSON-encoded Cloudflare
configuration in the HTTP body, and the enclave’s attestation
document in a custom HTTP header. Section 3.3.2 explained
that the attestation document must contain a client-provided
nonce. The client provides this nonce as part of the HTTP re-
quest URL. In summary, clients make the following request:

GET /verify?nonce=3a26d...a937f HTTP/2
Host: enclave.example.com

And the server responds with:

HTTP/2 200 OK

Date: Mon, 13 Mar 2023 18:34:29 GMT

Content-Type: application/json
X-Attestation-Document: hEShATgioFkRJalpbW9kdwx. . .

{
"domain": "service.provider.com",
"modified_on": "2021-09-08T18:04:10.711156Z",

Upon receiving the enclave’s response, the client first ver-
ifies the authenticity of the attestation document (cf. § 3.3.2).
Once convinced that the enclave’s response is authentic, the
client inspects the body of the response—which comes di-
rectly from Cloudflare’s API. In particular, the client con-
sults Cloudflare’s API documentation to verify that the ser-
vice provider configured Cloudflare as promised. Finally, the
user verifies that the domain inside the enclave’s response
matches the domain that the service provider makes available
to its users.

4.2 Tamper-resistant Tor bridge

The Tor network’s security rests on the assumption that cer-
tain relays in a user’s circuit do not collude. This assumption
does not always hold, as in the 2014 attack that sought to
deanonymize onion service users [5]. The attack consisted
of several malicious relays that injected a sequence of Tor
cells to encode a messages along the circuit [16, § 5.6]. Be-
ing an active attack, this required a modified relay that devi-
ated from the Tor protocol. If done well, such attacks can be
difficult to spot.

Nitriding can help mitigate such attacks by running Tor in-
frastructure inside an enclave. By taking advantage of remote



attestation, Tor clients can rest assured that they are commu-
nicating with an authentic Tor implementation that does not
deviate from the Tor protocol. We demonstrate that this is
possible by setting up a Tor bridge inside an enclave.’

Proof-of-concept deployment: Running the Tor exe-
cutable inside an enclave is straightforward: the Dockerfile
and startup script are nearly identical to Listing 8. Remote
attestation however is more complicated. Ideally, Tor clients
would attest the authenticity of their Tor bridge as part of the
Tor protocol itself but for the sake of this prototype, we are
content with handling remote attestation outside the Tor pro-
tocol: Once the Tor bridge is done bootstrapping, it registers
its long-term identity key with nitriding. The enclave then
exposes two TCP ports: port 443 for nitriding and port 9001
for Tor. A Tor client first remotely attests the enclave, fol-
lowed by establishing a circuit over the bridge and—while
establishing the circuit—verifies that the bridge’s long-term
identity key is identical to the key in the attestation document.
If so, the client can rest assured that it’s talking to a publicly
verifiable Tor bridge.

We implemented the aforementioned prototype and config-
ured Tor Browser v12.0.1 to use our in-enclave bridge. Us-
ing this setup, we were able to watch 4K YouTube videos
without buffering delays. The above setup works well for
an ad-hoc setup but is insufficient for network-wide deploy-
ment of in-enclave relays and bridges. In this case, relays and
bridges need a way to announce if they support relay attesta-
tion. This is the job of the Tor network’s consensus, which is
generated every hour by the distributed directory authorities.
Changes to the network consensus are complex and need to
be addressed in the protocol specification and Tor’s reference
implementation.

Comparison to SGX-Tor: In their NSDI'17 paper, Kim
et al. augmented the Tor code with Intel SGX, thus giv-
ing clients, relays, and directory authorities the ability to re-
motely verify each other [17]. Our approach differs in the fol-
lowing aspects: Clients that seek to verify an SGX enclave’s
attestation document need to talk to Intel’s attestation service,
which brings with it an array of privacy problems [18, § 1.2].
With Nitro Enclaves, clients can verify an attestation docu-
ment without having to contact a third party, provided that
they have a copy of Amazon’s root CA public key. Next, the
authors envision the entire Tor network to take advantage of
SGX, which is not feasible in our approach: Nitro Enclaves
can only run in Amazon-controlled AWS. If all Tor relays ran
inside AWS, Amazon would see both traffic entering and exit-
ing the network—ideal conditions for end-to-end correlation
attacks. We therefore believe that only select Tor bridges ben-
efit from running in nitriding, lest anonymity is jeopardized.
As for practicality, Kim et al. had to go to great lengths to
patch Tor to support SGX [17, § 5]. Our proof-of-conceptim-

TWe chose to set up a Tor bridge instead of a relay because bridges can
be configured to remain private and therefore cause no harm to the network
in case our implementation had bugs.

plementation took one afternoon. Finally, since Kim et al.’s
paper was published, Intel announced the discontinuation of
SGX support for consumer-grade Core CPUs, which further
limits the number of SGX-capable Tor clients.

4.3 An in-enclave Web browser

The previous enclave application focused on a low-latency,
high-throughput use case. We now build an application that
requires low latency in addition to being computationally de-
manding: we move a modern Web browser into an enclave,
thus isolating the browser from its user’s desktop environ-
ment. If a browser is compromised by, say, a malicious Web
site, then the malicious code is constrained to the enclave,
unable to interact with the user’s desktop environment. In
addition, users benefit from not having to provide the ever-
increasing computational resources to run the browser. The
downside of this approach is that the enclave’s EC2 host gets
to see the browser’s traffic—but this can be solved by us-
ing a VPN or Tor. Alternatively, the pervasive deployment
of HTTPS helps protect page contents from the EC2 host’s
prying eyes and one could configure the browser to use DNS-
over-HTTPS to further protect DNS traffic.

We start with an Ubuntu Docker image, which we ex-
tend by installing basic X11 graphical utilities, OpenSSH,
TigerVNC, the i3 window manager, and a Chromium
browser, all via Ubuntu’s package manager.® We used
OpenSSH port forwarding to tunnel TigerVNC’s TCP traf-
fic, which prevents the EC2 host from spying on VNC traffic.
The enclave’s SSH public key acts as the root of trust, and it
lives and dies inside the enclave. We configure nitriding to
add a hash over this public key to the attestation document.
Before establishing an SSH connection, clients fetch the en-
clave’s attestation document from the nitriding port to learn
what SSH public key to expect. By default, AWS’s tooling
for Nitro Enclaves assumes applications smaller than what
we need for a remote desktop environment. Depending on
the instance size and tool version, we sometimes had out-of-
memory errors converting container images to enclave im-
ages. Additionally, the enclave manager allows a maximum
allocation of 512 MB to each container, which isn’t enough
to run most graphical desktop software by default. This limit
needs to be raised.

There is plenty of room for improvement, both in reducing
the enclave’s image size and in reducing the latency that our
VNC server induces. One can also take advantage of AWS’s
numerous data centers by launching the browser enclave in a
region that is close to the user, to further minimize latency.

Subjective user experience: Upon using a VNC client to
interact with the in-enclave Web browser, we found that nav-
igation was relatively painless but large screen updates were
spread over a noticeable amount of time, usually obscuring

8We used Ubuntu 20.04.4 from docker.io.



the underlying animation. Video played at less than full fram-
erate, and VNC doesn’t support audio playback. However,
the user-perceptible latency is dominated by the round-trip
time between the client and the enclave. In any case, this ap-
plication demonstrates that the enclave itself is no barrier to
achieving similar performance to any other remote desktop
service.

Alternative approaches: Wang et al.’s WebEnclave work
sets out to protect Web sites from malicious browser exten-
sions: Web developers can use the <web-enclave> tag to in-
struct the browser to execute code inside WebEnclave [19].
Unlike WebEnclave, our application protects the user’s oper-
ating system from the browser, instead of Web pages from
browser extensions.

5 Evaluation

We now evaluate nitriding with respect to security, finan-
cial cost, and performance. We ran all our performance mea-
surements on a c5.xlarge EC2 instance [20], which is on
the lower end of enclave-capable instance types. Our perfor-
mance numbers therefore represent a lower bound of what’s
possible with Nitro Enclaves. More powerful instance types
will yield better performance.

5.1 Security considerations

There are three key components to the overall security of a
nitriding application: (i) Amazon’s Nitro system itself, (ii)
nitriding, and (iii) the application running on top of nitriding.

The security foundation lies in the soundness of the design
of Nitro Enclaves. While Amazon published the conceptual
design [6], the concrete hardware and software implementa-
tion is closed source. The decision to allocate physically sep-
arate resources to enclaves is sound but only time will tell if
Nitro Enclaves can resist the types of attacks that have been
plaguing SGX.

Nitriding’s security reduces to the complexity of our code
and the security of its cryptographic building blocks. These
building blocks are SHA-256 (to hash public key material
that is embedded in the attestation document), the NaCl cryp-
tographic library [13] (to implement key synchronization),’
TLS in at least version 1.2 (to provide a secure channel be-
tween clients and the enclave), and Go’s CSPRNG, which
is seeded with randomness from the Nitro hypervisor. One
measure of our code complexity is its size. Excluding unit
tests, nitriding counts less than 1,700 lines of code and has
nine direct dependencies that are not maintained by either us
or the Go project.'” Nine is worse than zero, but is still man-

9Speciﬁcally, we use NaCl’s box API, which uses Curve25519,
XSalsa20, and Poly1305 to encrypt and authenticate messages.

10Most dependencies provide networking functionality like a user-space
TCP stack, code that provides a TAP interface, and a wrapper for Linux’s
netlink interface.

ageable and auditable in its entirety. Our choice of using the
memory-safe Go and the (comparatively) small trusted com-
puting base reduces—but does not eliminate!—the attack sur-
face.

The highest layer in the software stack is the enclave ap-
plication itself. The most significant security issues are side
channel attacks and programming bugs. It is the application
developer’s responsibility to prevent side channel attacks and
write bug-free code. As we pointed out in Section 6, program-
ming bugs can be intentional, i.e., the service provider may
deliberately introduce bugs that leak sensitive information.
From the user’s point of view, eternal vigilance is therefore
the price of security.

5.2 Financial cost

Nitro Enclaves do not incur any extra cost in addition to that
of the underlying EC2 host—they can be considered a “free”
extension to EC2. Nitro enclaves are however only available
for select types of EC2 instances because they require their
own CPU and a minimum amount of memory, and those in-
stance types are pricier than the lowest tier that AWS offers.
We tested all of the practical applications of Section 4 on
a c5.xlarge instance, which is on the lower end of enclave-
enabled EC2 instance types. This instance comes with four
vCPUs and 8 GiB of memory. As of March 2023, a c5.xlarge
instance costs USD 0.17 per hour, which amounts to approx-
imately USD 125 per month.

5.3 Attestation document request rate

The fetching of attestation documents is a critical part of our
framework’s overall performance. We built a stress test en-
clave application that runs a busy loop for 60 seconds to re-
quest as many attestation documents as possible. For each
request, we ask the hypervisor to include an incrementing
nonce in the attestation document to eliminate any speedups
by caching. Figure 5 illustrates the results. We were able to
obtain approximately 860 documents per second with the me-
dian request taking 1.1 ms to complete. 99% of requests fin-
ished in less than 1.31 ms. Our experience from building en-
clave applications (cf. § 4) suggests that the attestation docu-
ment request rate is unlikely to be a bottleneck for real-world
deployments.

5.4 Application latency

We seek to measure two types of latency: (i) the latency in-
duced by the interface between an EC2 host and its Nitro En-
clave and (ii) the latency induced by nitriding, both with and
without nitriding’s reverse proxy configuration. The former
is outside our control while the latter is entirely controlled
by us. We built a lightweight enclave application to measure
these latencies. The application implements a Web server
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Figure 5: The latency distribution (as CDF) of requesting
51,821 attestation documents from the Nitro hypervisor.

written in Go that responds with the string “hello world”
upon receiving requests for its index page. We made this
application minimal because we’re only interested in the la-
tency before a request reaches the enclave application. For
this reason, the Web server only speaks the computationally
inexpensive HTTP (instead of HTTPS). To simulate clients,
we use the HTTP load test tool Baton [21] in git commit
576339. We patched Baton’s source code to add VSOCK sup-
port (to send requests directly to the enclave, via the VSOCK
interface) and to log latency percentiles. Equipped with both
an HTTP server and a client, we measure HTTP request la-
tencies for five setups:

Loopback The client talks to the Web server via the loop-
back interface. No enclave is involved. This setup con-
stitutes the latency baseline we compare against.

Enclave The Web server runs inside a Nitro Enclave but
without nitriding. All traffic goes over the VSOCK inter-
face. This measures the latency that the Nitro Enclave’s
VSOCK interface introduces.

Nitriding-nrp The Web server runs inside a Nitro Enclave
but without a reverse proxy. The suffix “nrp” is short
for “no reverse proxy”. This measures the latency intro-
duced by nitriding’s TAP forwarding code.

Nitriding The Web server runs inside a Nitro Enclave with
nitriding acting as a reverse HTTP proxy. This measures
the latency introduced by nitriding’s TAP forwarding
code and its reverse HTTP proxy.

We run Baton on the parent EC2 host and instruct it to
send 100,000 requests in six sequential experiments, using
1,5, 10, 25, 50, and 100 concurrent threads. Note that our
measurements are designed to measure the lower bound for
latency. Real-world applications will exhibit higher latency
because clients send their requests over the Internet (which
adds considerable networking latency) and the enclave appli-
cation is likely to be more complex (which adds computa-
tional latency).

Figure 6 illustrates the results. In all setups, the requests
per second increase as the number of threads increases, but

10

A---A-_ A _-A--A-A
40000 4 Setup

30000 —o— Enclave

A
20000 Loopback

& Nitriding

10000 o
— —t— Nitriding-n
= e
16 64 256

Number of threads (log)

Requests per sec (log)

Figure 6: The number of HTTP requests per second as re-
quests are sent from an increasing number of threads.

only up to 25 threads, at which point we see diminishing re-
turns. As expected, the loopback interface—our baseline—
performs the best, handling 41,000 requests per second for
25 threads. The Enclave setup can sustain approximately half
of that, namely 20,000 reqs/s. Recall that the Enclave setup
constitutes the maximum achievable performance for nitrid-
ing.

We find that both nitriding and nitriding without a reverse
proxy (denoted as Nitriding-nrp) can sustain 2,300 and 2,600
reqs/s, respectively—13% of what is achievable over the en-
clave interface. As expected, nitriding performs better with-
out reverse proxy because less complexity is involved. We
attribute the performance difference between nitriding and
the Enclave baseline to the user-space TCP stack that our
software dependency gVisor introduces.

Figure 7 shows how long it takes to answer the HTTP re-
quests we issued as part of this experiment. The four charts
show a latency CDF for 1, 10, 50, and 100 threads, respec-
tively. We omitted charts for 5 and 25 threads because of
page constraints.

5.5 Application throughput

Next, we measure the throughput that we can achieve over
the VSOCK interface. To that end, we use a VSOCK-enabled
fork of the iperf3 performance measurement tool in git com-
mit 9245f9a [22]. iperf3 measures the throughput of a net-
working link using a client/server model. In our experiment,
we start an iperf3 server instance inside the enclave and the
corresponding client instance on the parent EC2 host.'' The
client then talks to the server via the VSOCK interface and
determines the throughput. Table 2 shows the results of this
experiment. When running both the iperf3 client and server
on the EC2 host—which effectively measures the throughput
of the EC2 host’s loopback interface—we achieve 57 GBit/s
of throughput. Running the iperf3 server inside an enclave
limits throughput to 3 Gbit/s while nitriding results in ap-
proximately 0.3 Gbit/s. Iperf3 does not use HTTP and we

'The command that we ran on the server was “iperf3 --vsock -s” and

on the client “iperf3 --vsock -c 4.7
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Figure 7: The round-trip time distributions (as CDF) of stress-testing an in-enclave Web server as the number of concurrent

requesters increases from 1 to 100 threads.

Setup C — S (Gbits/s) S — C (Gbit/s)
Loopback 57.0 57.0
Enclave 3.6 32
Nitriding-nrp 0.3 1.1

Table 2: The TCP throughput of running iperf3 over the loop-
back interface, inside an enclave, and inside an enclave using
nitriding (without reverse proxy).

therefore cannot measure nitriding in its reverse proxy mode.

6 Limitations

An obvious limitation of nitriding is its reliance on Amazon,
which acts as the root of trust. Our trust assumptions state
that all parties must trust Amazon. Placing one’s trust in a sin-
gle corporation’s proprietary technology is problematic but
this is a common limitation of enclaves—SGX-based appli-
cations must trust Intel while TrustZone-based applications
must trust ARM.

Next, our system relies on at least some users auditing
the service provider’s enclave application. Needless to say,
not many users have the skills to audit code. In fact, even
among programmers, only a fraction may be qualified to
audit source code for vulnerabilities. So what are the non-
programmers to do? We envision users to congregate in fo-
rums where matters related to the service provider are dis-
cussed. A tech-savvy subset of users is going to organize
code reviews and publish their findings. Non-technical users
may then trust the users who audited the source code. This is
no different from other free software projects: nobody audits
all the software that they use, ranging from the kernel to the
myriad of user space applications.

The Underhanded C Coding Contest’s [23] goal was the
implementation of benign-looking code that was secretly ma-
licious. The contest attracted numerous impressive submis-
sions which showed that it is surprisingly difficult to find
bugs even if one knows that there is a bug in a given piece of
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code. Analogously, the service provider could try to hide sub-
tle, yet critical bugs in the code to exfiltrate information from
the enclave. On top of that, if the service provider ever gets
caught, it may have plausible deniability and pretend that the
exfiltration bug was an honest programming error. We are
unable to solve this class of attacks but we can mitigate it by
keeping the trusted computing base small.

7 Related work

Arnautov et al. present in their OSDI’16 paper a mecha-
nism that allows Docker containers to run in an SGX en-
clave [24]—conceptually similar to Nitro Enclaves, which
are effectively compiled Docker images. In their 2022 arXiv
report, King and Wang [25] propose HTTPA—an SGX-
based extension to HTTP that makes a Web server attestable
to clients. Our framework also allows for attestable Web ser-
vices, but without modifications to HTTP.

Applications of enclaves: Researchers have proposed nu-
merous and diverse enclave-enabled systems, ranging from
DeFi oracles [26], to health apps for COVID-19 [27], to net-
working middleboxes [28]. Despite avid interest in academia,
large-scale, real-world deployments of enclaves are sparse.
In 2017, the Signal secure messenger published a blog post
on private contact discovery [29], which makes it possible for
Alice to discover which of the contacts in her address book
use Signal without revealing her contact list. The Signal team
accomplished this by relying on an SGX enclave that runs
the contact discovery code. Two years later, in 2019, the Sig-
nal team built its “secure value recovery” feature on SGX as
well [30].

Frameworks for enclave development: To facilitate
working with enclaves, several frameworks have emerged
that abstract away complicated and error-prone low-level as-
pects of enclaves. Examples are Asylo [31] and Open En-
clave [32]—both libraries are implemented in C/C++ and are
hardware agnostic, meaning that the “enclave backend” can
be switched from, say, TrustZone to SGX. While frameworks
render enclave development more convenient, memory un-



safe languages like C and C++ make it dangerously easy to
introduce memory corruption bugs that jeopardize the secu-
rity of the enclave [33]. Cognizant of this issue, Wang et al.
implemented a performant Rust layer on top of Intel’s C++-
based SGX SDK, making it possible to develop memory-safe
applications in SGX [34].

Nitriding is built in the memory-safe Go programming lan-
guage, which eliminates an entire class of bugs that could
jeopardize the security of enclave applications, and unlike
Asylo and Open Enclave, nitriding only supports Nitro En-
claves because the security guarantees of a framework are
only as strong as the underlying enclave hardware, and in the
case of Intel, ARM, and AMD, side channel attacks remain
a serious concern.

Nitro Enclaves versus Intel SGX: We now make an at-
tempt to compare how Nitro Enclaves and SGX differ in their
threat model, their development model, and in the way they
can address security vulnerabilities.

Threat model: Both Nitro Enclaves and SGX protect
against compromise of the host operating system. SGX fur-
ther protects against compromise of any component other
than the CPU itself, which includes—if present—the hyper-
visor. Specifically, SGX assumes that there are no flaws in
the CPU’s silicon or microcode, and the private key is not
compromised. While not explicitly stated, Amazon’s design
document suggests that Nitro Enclaves assume that the Nitro
system (including the Nitro card, the security chip, and the
hypervisor) is trusted. Both Nitro enclaves and SGX assume
that side channel attacks are not feasible. For SGX, this as-
sumption has not held [35, 36].

Development: Intel’s SGX was not designed to seamlessly
move entire applications into the context of an enclave be-
cause the libc that is provided by Intel’s SDK lacks sup-
port for many functions and system calls. Instead, applica-
tion developers were meant to partition their application, i.e.,
move trusted code fragments into the enclave while the re-
maining code ran outside the enclave. However, projects like
Haven [37] and SCONE [24] made it possible to run en-
tire unmodified applications inside an SGX enclave. Nitro
enclaves in contrast provide by default what Arnautov et al.
developed in their OSDI’ 14 paper [24]: a way to seamlessly
run a Docker container inside an enclave.

Addressing vulnerabilities: What means do Intel and Ama-
zon have to mitigate attacks against their enclave technol-
ogy? Amazon is in possession and control of all hardware
and software. A hardware flaw in Nitro cards may prove
expensive and complicated to fix but a fix is feasible with-
out involving the customer. Intel has less flexibility consid-
ering that their CPUs are under customer possession. Some
SGX vulnerabilities have been addressed by updating CPU
microcode, which may be a standard procedure for cloud
providers but certainly less so for end users.

Finally, as of March 2023, Intel is in the process of rolling
out their “Trusted Domain Extensions” processor feature,
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which is conceptually similar to Nitro Enclaves in the sense
that it aims to protect virtual machines from both the hy-
pervisor and all other software, including the operating sys-
tem [38].

Attacks against enclaves: Enclaves based on Intel’s SGX
technology share a CPU with untrusted code, which raises
the flood gates for side channel attacks. Consequently, at-
tacks have taken advantage of speculative execution [ 1, 39],
branch “shadowing” [40], the interface between SGX and
non-SGX code [41], software faults [2], shared caches [3],
and memory management [42]. Despite the considerable
number of practical attacks, there is opportunity to strengthen
SGX against side channel attacks. Oleksenko et al. intro-
duce in their ATC’ 18 paper a system that protects unmodi-
fied SGX applications from side channel attacks by execut-
ing the enclave code on a CPU separate from the untrusted
code. Note that this is the default for Nitro Enclaves.

For a comprehensive overview of attacks against SGX, re-
fer to Fei et al.’s survey [36], Nilsson et al.’s arXiv report [35],
and Van Schaik et al.’s technical report [43].

Among all currently-available commodity enclaves, In-
tel’s SGX has received the most attention from academia but
ARM’s TrustZone and AMD’s SEV have not been spared
and share SGX’s conceptual security flaws. In a CCS’19 pa-
per, Ryan demonstrates an attack that exfiltrates ECDSA pri-
vate keys from Qualcomm’s implementation of a hardware-
backed keystore which is based on TrustZone [44]. Similarly,
Li et al. showed in a USENIX Security’21 paper how an at-
tacker can exfiltrate private keys from AMD SEV-protected
memory regions. In a CCS’21 paper, Li et al. showed how
an attacker-controlled VM can read encrypted page tables,
and how an attacker can create an oracle for encryption and
decryption.

While Nitro Enclaves are still young and have received
nowhere near the same scrutiny as SGX and friends, we
believe that their dedicated hardware resources provides
stronger protection from side channel attacks than enclaves
that are based on shared CPU resources.

8 Conclusion

This work presents nitriding, a tool kit that facilitates the
rapid development of flexible, powerful, and secure enclaves.
By building nitriding on top of AWS Nitro Enclaves, we in-
herit their strong security properties; and we carefully engi-
neered nitriding to provide seamless and secure networking,
scalability, and remote attestation while remaining entirely
user-verifiable. Our performance evaluation and our three
prototypes suggest that nitriding can handle low-latency,
high-throughput, and computationally demanding applica-
tions like watching HD video streams in an in-enclave
Chromium browser.



Availability

Our source code is available online at:
https://github.com/brave/nitriding-daemon
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Figure 9: An overview of the enclave application that pro-
vides verfiable configuration transparency. After launching
the enclave, the operator configures the confidential bearer
token and zone ID (@). Clients can then request the ser-
vice provider’s Cloudflare configuration (®). The applica-
tion makes an HTTP request (containing the bearer token
and zone ID) to Cloudflare’s API (®). Finally, the applica-
tion asks its hypervisor for an attestation document (@) and
embeds the attestation document in the response to the client,
along with Cloudflare’s response.
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FROM alpine:latest

COPY nitriding /bin/
COPY enclave-app /bin/
COPY start.sh /bin/

CMD ["start.sh"]

(a) A Dockerfile that embeds nitriding along with the enclave appli-
cation, enclave-app.

#!/bin/sh

# Launch nitriding in the background.
nitriding \

-fgdn "example.com" \

-acme \

-appwebsrv "http://127.0.0.1:8080" &

# Launch the application.
enclave-app

(b) The start.sh shell script launches nitriding in the background,
followed by launching the enclave application

Figure 8: An example of how a simple enclave application
can be bundled with nitriding.

a start script to the image, followed by launching the start
script, which is illustrated in Figure 8b. All the script does is
first launch nitriding in the background followed by launch-
ing the enclave application. If the application builds repro-
ducibly, it is possible to run it inside an enclave without mod-
ifications.

B Architectural diagrams

Figure 9 illustrates the design of our enclave application
which implements verifiable configuration transparency.
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