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Abstract

We consider the problem of controlling a mutated diffusion process with an unknown mutation
time. The problem is formulated as the quickest intervention problem with the mutation modeled
by a change-point, which is a generalization of the quickest change-point detection (QCD). Our goal
is to intervene in the mutated process as soon as possible while maintaining a low intervention cost
with optimally chosen intervention actions. This model and the proposed algorithms can be applied to
pandemic prevention (such as Covid-19) or misinformation containment. We formulate the problem as
a partially observed Markov decision process (POMDP) and convert it to an MDP through the belief
state of the change-point. We first propose a grid approximation approach to calculate the optimal
intervention policy, whose computational complexity could be very high when the number of grids is
large. In order to reduce the computational complexity, we further propose a low-complexity threshold-
based policy through the analysis of the first-order approximation of the value functions in the “local
intervention” regime. Simulation results show the low-complexity algorithm has a similar performance
as the grid approximation and both perform much better than the QCD-based algorithms.

I. INTRODUCTION

Mutated diffusion processes such as variants of Covid-19, malicious behaviors in commu-
nication networks, and manipulated information on online social networks can create serious
public health issues and severe financial crises, with catastrophic social and economic conse-
quences. These highly consequential information and virus “mutations” often occur in subtle
and sometimes random ways, which makes it difficult to control/intervene at their early stages.
For example, the Delta variant of Covid-19, first detected in March 2021, has quickly become
the dominant strain in many countries; malicious devices may merely deviate subtly from
allocated protocols at the early stage; and misinformation is often embedded in real news by
manipulating only a few but not all details of a true news story. The focus of this paper is
to develop both theories and algorithms to understand when and how to intervene in a diffusion
process, which may have mutated, to control its damage?

In this paper, we consider a model where an agent receives a sequence of observations
assumed to be drawn from a distribution. Here, an observation may represent the symptom of
a Covid-19 patient or whether an online platform user has retweeted the news after reading it
on social media. A mutation that occurs at a time unknown to the agent changes the observation
distribution, while the sample space remains the same. At each time ¢, given the sequence of
observations, the agent decides whether to intervene to control the mutated diffusion process.
If so, how strict the intervention action should be to limit its impact, e.g., whether to suggest or
mandate mask-wearing, and whether to ask voluntary quarantine or impose a strict lockdown.
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We call this problem “quickest intervention” because it is closely related to quickest change
detection (QCD), where the goal is to quickly detect a change-point based on sequential obser-
vations. The QCD problem was first proposed and studied by Shiryev [1], where he studied
a parameterized observation distribution with a geometric prior for the change-point and
proposed the well-known Shiryev’s test. Lorden extended Shiryev’s theory with the minimax
criterion by replacing the geometric prior with any unknown non-random change-point [2]]. He
also showed the CuSum test from [3] is asymptotically optimal as false alarm requirements
become stricter, while the exact optimality is proved by Moustakides [4] and Ritov [5]. Im-
provements based on CuSum have been proposed in various works including [6]. Our work
is closely related to the Bayesian regime summarized in Shiryev’s book [7]. However, QCD
focuses only on detecting the change-point and does not consider taking actions that will
change the distribution of the observations. A recent paper [8] does consider intervention
actions in QCD, but the problem is studied mostly via simulations. In terms of applications,
[9] studied the quickest detection of misinformation using the optimal stopping theory, which
again does not consider the intervention.

Since an action changes the underlying diffusion process in “quickest intervention”, there
are fundamental differences between our problem and pure detection. The problem in fact
falls into the category of partially observed Markov decision process (POMDP) [10], where
an agent makes decisions while receiving sequential observations and inferring unobserved
states (change-point or mutation). It is well-known that solving general POMDPs is extremely
difficult. Only limited structural results and low-complexity solutions with provable perfor-
mance for general POMDPs are studied. For example, [11] established the monotonicity of
value functions under the monotone likelihood ratio (MLR) ordering condition. [12] later
improved the result by developing a low-complexity myopic policy. However, in general, even
establishing sufficient conditions that the optimal policy of a POMDP possesses a threshold
structure is extremely hard. In this paper, we will first formulate the quickest intervention
problem as a POMDP and then develop low-complexity algorithms and theoretical results in
the “local intervention” regime.

The main contributions of this paper are summarized below:

(1) Problem Formulation: We formulate the quickest intervention problem as a discrete-time
process with an unknown change-point (mutation) and multiple intervention actions that can
be used to control the diffusion process. The objective of the problem is to identify a policy
that minimizes the total propagation and intervention costs. This formulation is analogous to
QCD but involves decision-making that affects the underlying diffusion process.

(2) POMDP Approach: The problem is actually a POMDP where the hidden state is the
change-point. We convert it into a fully observed MDP via belief states. Grid approximation
is then proposed to compute the optimal policy numerically.

(3) “Local Intervention” Regime: To overcome the computational complexity of grid approx-
imation when the number of grids is large, the key contribution of this paper is to develop
a low-complexity algorithm based on the first-order approximation of value functions in the
“local intervention” regime. With a derived approximated Bellman equation, we prove that
the action-value function in the “local intervention” regime is nearly submodular, and the
policy that solves the approximated Bellman equation has a threshold structure. Furthermore,
we derive upper bounds on the thresholds with closed-form expressions. Based on the upper
bounds, we propose a low-complexity algorithm that increases the intervention levels when
the belief exceeds the corresponding threshold. Interestingly, our numerical results show that



the low-complexity algorithm is close to optimal even beyond the “local intervention” regime,
which demonstrates its effectiveness (nearly-optimal performance) and efficiency (very low
computational complexity).

II. MoTIvATING EXAMPLES

In this section, we provide motivating examples in the application domain that fall into our
problem formulation.

A. Covid-19 Pandemic Prevention

As the Covid-19 disease spreads all around the world, prevention and detection policies
are implemented in different countries to relieve the global situation. Specifically, consider
a medical institution that takes care of Covid-19 patients. The manager of this institution is
receiving observations representing the severeness of symptoms from the patients each day.
According to these symptoms, the manager decides whether a more harmful new variant
has infected this institution and whether to take actions such as using heavier masks and
implementing quarantines to stop the spread of new variants.

B. Misinformation Intervention on Social Networks

On social networks such as Twitter and Weibo, millions of fake news posts are created every
day by social bots, which affect the judgement of real users (people). Consider an administrator
who detects misinformation on its social platform. It tries to set up different levels of labels and
warnings for potential fake news. Once a piece of information is retweeted, the administrator
receives a new observation on the features of the retweeting user. Based on these features,
the administrator decides whether the potential misinformation has contaminated real user
communities, and which intervention action to implement to prevent users from retweeting it.

C. Anomaly Detection in Communication Networks

Consider a scenario where a communication link is provided and maintained by a service
provider to multiple users or devices for transmitting data packets with a designated distri-
bution of rates. Some user may become malicious at certain points and start to send packets
with an higher rate for a long period time. Under such circumstances, the service provider
may want to detect such behaviors and then take multiple interventions to throttle the data
rate for some users.

III. MobpEL

We first introduce the notations throughout our paper. Then, we define the diffusion model
with a change-point that represents a mutation and the intervention model to control the mu-
tated diffusion process with some assumptions. Finally, we present the problem formulation.

A. Notation

Throughout the paper, we use 11, to denote the indicator function. We use Pr to denote
the probability measure and Ex to c;enote expectation with respect to random variable X. If
the subscript is omitted, the expectation is taken with respect to all randomness. Vectors and
matrices are written in boldface a and A, with g; or a(i) indicating the i-th entry of a and A; ;
indicating the (i, j)-th element of A.
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Fig. 1. Illustration of the sequential diffusion model. At each time step, the agent receives an observation z; (blue circle), and
then it makes an intervention a; to affect the observation z;,1 in the next time step.

B. Sequential Diffusion Model

We consider a discrete-time process as shown in Fig. [1| with a change-point T. An agent is
observing this process and needs to intervene after a harmful mutation occurs at the change-
point 7. Let t € {1,2,---, T} be the index of time slots, where the time horizon T is a random
variable following a geometric distribution with parameter 1 —p, i.e,,

Pr(T =k) = p* (1 p). (1)

We assume the agent does not know T a priori, but is aware of whether the process has
terminated or not (e.g. a cure has been discovered or the disease suddenly disappears). For
simplicity, we use s; = 1;>1 € {0,1} to indicate whether the process has ended, i.e., s; = 1
means it has ended and s; = 0 means otherwise.

Lett € {1,2,---, T} denote the change-point which is also unknown to the agent throughout
the process. The change-point T divides the time horizon into two phases: the pre-change
phase before T and the post-change phase after 7. We assume that the change-point 7 follows
a geometric prior distribution with parameter A:

Pr(t=k)=A(1—-A)F1 (2)

For simplicity, we also denote 6; = 1;> € {0,1} to be the indicator whether the change point
has happened.

At each time slot t, the agent receives an observation z; € {1,2,---,Z}, which will be used
by the agent to determine whether the change-point has occurred and how to intervene. We
assume in the absence of any intervention actions, z; follows an i.i.d. distribution a(z) in the
pre-change phase, and follows another i.i.d. distribution By(z) in the post-change phase:

Pr(z; = z|0; = 0) = a(z), (3a)
Pr(z; = z|6; = 1) = Bo(z). (3b)



We remark that in this paper, we consider a harmful mutation occurs at the change-point T
and turns the original benign process into a harmful one. The terminal time T represents the
time at which either a cure is discovered or the mutation disappears. Considering the Covid-19
pandemic, the observations z; could be viewed as the symptoms of the t-th patient. A higher
value of z; represents a severer symptom. For example, z; = 1 represents an asymptomatic
patient while z; = Z represents hospitalization.

C. Sequential Intervention Model

While receiving observations, the agent needs to decide whether to intervene and what
actions to take. We assume the agent can take A different actions representing A different
intervention levels, ie., a; € {1,---,A}, or it can choose to idle with a; = 0. We further
assume that the intervention is only effective on the already mutated diffusion process, i.e.,
when 6; = 1. The intervention will shift the original probability distribution Bo(z) to a new
distribution B,(z) according to the action a which the agent chooses. Therefore, depending
on whether the mutation has occurred, the observation z; is an i.i.d. sample from one of the
following distributions:

Pr(z¢|0; =0,a; 1 =a) =a(z), Vae{0,---,A}, (4a)
PI‘(Zt|9t =1, a;_1 = Ll) = ‘Bﬂ(Zt), Ya € {0, .- ,A} (4b)

We remark that larger a; values indicate stricter intervention levels. Considering controlling
Covid-19 pandemic, a; = 1 may represent voluntary social distancing and a; = A may mean
strict lock-down. Throughout the paper, we assume that with the highest intervention level, we
can suppress the mutated diffusion process to be as the original one, i.e., B, = «. Moreover,
we assume that the agent can only gradually increase the intervention level 4; and cannot
decrease it. In other words, the intervention cannot be relaxed until the diffusion ends. We
further impose the condition that the agent can only increase the intervention level by one at
each time step, i.e, a;_1 < a; < a;_1 + 1. This is a technical assumption and does not affect
the generality of our solution because we can choose the duration of each time slot to be
sufficiently small so that the intervention level can go up multiple levels in a short period of
time. We will show in experiment that leveraging this assumption doesn’t harm our results
empirically too much.

When controlling the diffusion process, the agent needs to consider the cost of an inter-
vention action (e.g. the economic cost of lockdown) and the cost of the diffusion propagation
(e.g. treatment of infected patients). We define ¢;, to be the propagation cost associated with
observation z, which can be viewed as the treatment of a patient with symptom z, and define
¢ to be the intervention cost of taking action a at any time {. We assume that ¢} and ¢}, are
monotonically non-decreasing with a and z respectively, since stricter actions require more
resources and severer symptoms require more treatments. Especially, the intervention cost of
idle equals zero, i.e., c? =0.

D. Dominance Assumptions

In order to model the strictness of intervention actions, we assume the distribution vector
B, of observations z; follows first order stochastic dominance and monotone likelihood ratio
(MLR) ordering assumptions defined below.



Definition 1 (Stochastic Dominance). For two probability mass functions p(z) and B(z) on the same
probability space, we say B stochastically dominates B, denoted by B > B, if

Zﬁ(Z) > Zﬂ(z), vie{1,2,--,Z}. (5)
z=]

Definition 2 (MLR Ordering). Given two probability mass functions B(z) and B(z) on the same
probability space, we say B MLR dominates B, denoted by B >, B, if

pz) < B(Z) Vz < 7. (6)

B(z) — B(z')

The two assumptions B >s B and B >, B both imply that under distribution ,B it is more
likely to receive a higher Value 0bservat1on Moreover, MLR ordering B >, B is a stronger
assumption which directly implies stochastic dominance 8 > B [10]. In this paper, we assume
the distribution of a less strict action dominates the d15tr1but10n of a stricter one, i.e,,

Ba(z) <r Ba-1(2), Vac{l2,--- A} (7)

We also assume that in the post-change phase after time 7, stricter actions achieve lower overall
cost:

Blcy +c'10 = 1] <Elej +e 710 =1), Va2 1 ®)

E. Problem Formulation

The objective of the agent is to minimize the overall cost including both the propagation and
intervention costs, without knowing 7 and T. It requires the agent to detect the change-point
T as soon as possible along with selecting the optimal intervention action a;. Let u be a policy
which maps all past information F; to the intervention action a;. Denote by Iy, the set of all
non-anticipating policies. The quickest intervention problem is defined below:

Problem 1 (Quickest Intervention).

min C¥=F, |c{°+ Z (czf + c”t> (9a)
nellya
st. ap_1 <a <min{a; 4 —|— 1,A}, V1<t<T-2 (9b)

IV. A POMDP APrroAcCH TO QUICKEST INTERVENTION

In this section, we view Problem 1l as a POMDP, and then convert it into a fully observed
MDP by replacing the unobserved change-point indicator 6; with the belief state 77;. With a
grid approximation approach, we solve the optimal policy from the belief MDP.



A. Partially Observed MDP Formulation

The quickest intervention Problem [1| can be formulated as a partially observed MDP M =
(S,0,A,P(a),0(a),C(z,a)) with the unknown indicator 6; of the change-point 7. In particular,
the POMDP is defined as follows:

« State Space: S; = (s1,0;,d;) € {0,1}?> x {0,1,---, A}. Here, s; is the indicator whether the
MDP has stopped; 6; is the indicator whether the change point has happened; and 4; is
the current intervention level.

o Observation Space: z; € {1,---,Z,S}. Here, z; is the observation that the agent receives
at time t, which helps the agent decide intervention actions. Notice that z; = S means the
MDP has stopped.

o Action Space: a; € {0,1,---,A}. Here, action a; is the interventions that the agent takes
at time slot t to control the mutated process.

o State Transition Matrix: At each time step, the change-point occurs with probability A
and the MDP stops with probability 1 —p, i.e.,

1-— 1—A A .
Pst:|:‘8 1p:|/P9t:|: 0 11/at:at—l'

o Observation Model: At each slot ¢, the agent observes whether the process has ended. If
not, it receives an observation z; following the distribution in Eq. (g).

e One-step Cost: With observation z; and action a;, the agent incurs a cost of C(z,a;) =

¢y +cit.

It is well-known in [10] that solving a general POMDP is difficult. In the next subsection,
we replace the unknown state dimension 6; with its posterior 7i; given all past information.
Then, we convert the partially observed MDP into a fully observed MDP which is also called
belief MDP.

B. Belief MDP Formulation

To convert a POMDP to an MDP, we replace 6; with belief 7t; = Pr(6; = 1|F;), where F; is
the o-algebra that contains all past observations and actions, i.e., F; = {ag, 21,41, - ,44-1,2¢ }-
Suppose at time ¢, the posterior of 6; = 1 is ;. Then, at the beginning of time slot t 4- 1, before
receiving observation z; 1, the posterior changes to 7,1 as follows, due to the geometric prior
distribution,

ftip1 =Pr(0p 11 = 1|3, ay)

WPr(6; = 1|F)Pr(6is1 = 1/0; = 1, F5) + Pr(6; = 0| F)Pr(6121 = 1/6; = 0, F)

@m +A(1—rmy), (10)

where equality (a) holds because the change-point is independent of intervention a;, and
equality (b) is obtained from the fact that the evolution of 6; is a time-homogeneous Markov



chain with transition matrix Py,. Therefore, adding the observation z;,; and action a; into the
o-algebra, the update of the posterior 71,1 is as follows:
i1 =Pr(0p41 = 1| Fpp1)
(a:)Pr(QH_l = 1|.7:t,at)Pr(zt+1|9t+1 = 1,]:t,llt)
Pr(zt+1|ft,at)
_ ﬁ:tJrl:Bﬂt (Zerl) , (11)
Pr(zs41|F, ar)

where equality (a) follows from Bayes’ rule. Note that from the total probability theorem, we
have:

Pr(zt+1|}"t,at) :Pr(9t+1 = 1|]:t/ llt)PI'(ZH_1|9H_1 = 1, .Ft,llt)
+ Pr(9t+1 = 0|ft, at)Pr(zt+1|9t+1 =0, F;, Elt)
=741Ba (2e41) + (1 — A1) a(ze41)- (12)
Substituting Eq. and Eq. into Eq. (11), we conclude that the posterior can be updated
iteratively as follows:
71 =To, (70, Z441)
_ 7i+1Pa; (Z411) (13)
r11Bar (ze+1) + (1 — er)a(ze1)
where 7111 = 7 + A(1 — 71¢). The following theorem shows that the optimal policy for the
quickest intervention problem can be obtained from studying the fully observed belief MDP.

Theorem 1. Solving the quickest intervention problem defined on the POMDP with Sy = (st, 64, dt)
and unknown state {6;} is equivalent to solving the problem on a fully observed MDP with S; =
(7, dr, zt) where 714 replaces the unknown state ;. In the optimal solution, the intervention action ay
at slot t depends purely on the belief state 7.

The proof of Theorem [1]is provided in appendix. Based on the theorem above, the quickest
intervention problem is converted to an MDP with the belief state 7;. To solve this MDP, we
define V!(71,d,z) to be the value function of state S = (71,d,z) at time ¢, i.e.

ZC Zi, 1

We further define J\(7,d,z) to be the action-value function of choosing a; = a at state S =
(71,d,z) at time t as follows.

Vi(m,d,z) = min E,
Hellna

)| St = (7, ﬁ,z)] ) (14)

JH(m,d,z) =C(zt,a) + mmE

Z Czk, p(

k=t+1

) St = (m,d,z),at = a] ) (15)

For simplicity, in the following analysis, we set the value function V!(7,4,z) to be zero for
any state that the MDP has stopped with stopping state z = S, i.e., V!(7,4,S) = 0 for any 7,
i and t. Also, we define 0,(7,z) to be the distribution of observation z;,; given posterior 7
and action a; as:

0a(71,2) =Pr(z441 = z|my = 71,01 = a)

=u(z)(1—7) + Ba(2) 7T, (16)



where 77 = 71+ A(1 — 7) is the sudo-posterior before receiving the next observation z;.

Recall that p is the probability the diffusion process continues. Therefore, the Bellman equa-
tion for action-value function J!(7,4,z) of the belief state MDP can be recursively expressed
as follows:

z
Jo(ma,z) =cf + ¢+ (1 — )V (m,0,8) +p Y ou(m, 2 )V (To(m,2),0,2)

z/=1

Z
=c{ + ¢, +p Y 0a(m, 2 )V (To(m,2),0,2). (17)
z/=1
Note that according to Eq. (9b), the agent can only choose a; between i; and min{d; +1, A}.
The value function can also be expressed recursively as:

Vi(r,d,z) = min{J3(70, &,2), [yinga 1,4y (70,8,2) }- (18)

Since this MDP is a stochastic shortest path problem where the optimal policy is time-
homogeneous and does not depend on time ¢ [13], we omit the superscript ¢ from now on.
Notice that from Eq. , Ja(7t,d,z) is independent of 4, and state z is not involved in deciding
the optimal action. We can subtract the propagation cost ¢, in the action-value function, and
then remove state z and a in J(7,,z). More specifically, denote

Jo(m) = Jb(m,8,2) — <

to be a modified action-value function, and denote V;(7r) to be the modified value function
related to J,(7r). Since they do not depend on z, we will use z to replace z' in the remaining
paper. Therefore, we can simplify the Bellman equation and as follows:

z

Ja(71) =cf +p Y _ 0a(m,2) [C‘;—i—Va(Tu(n,z))} , (19a)
z=1

Va(rt) =min{Jz(70), Jmin{a+1,43 (70) }- (19b)

By solving the above Bellman equations, the agent obtains an optimal policy p*(7) for the
quickest intervention problem defined in Problem [1| In the next subsection, we will prove the
concavity and monotonicity of value functions. These properties will be useful in deriving a
low-complexity algorithm in later sections.

C. A Structural Result for the Optimal Policy

We present an important property that the value functions of the beliet MDP possess con-
cavity and monotonicity.

Lemma 1. For any action a and current intervention level d, the value function V() and the action-
value function J,(7t) are both concave and monotonically non-decreasing in belief state 7t. Furthermore,
Va(rt) and J4(7T) are constant:

A Z V4

it +pYia(z)c
Va(r) = Ja(m) = = . Z_p P, (20)
The proof of Lemma [1] is provided in appendix. However, since 7t is continuous, directly
solving the Bellman equations is difficult. In the next subsection, we present a grid approxi-

mation approach to obtain a nearly optimal intervention policy.
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Algorithm 1 Grid Approximation Algorithm for p*(7)

Require: grids {B;}1<j<n, representatives {7p }1<j<n, error tolerance e.
©: Initialization: k = 0, Vﬁ(o) (7t8;) =0, ]éo)(nBj) =0.
2 while 3B; s.t. |Vﬁ(k)(7t3.) — VN(kfl)(nB].)| > ¢, do

] a

3 forj=1:N do

4 fora=0:A do

5: Update the action-value function ]ékﬂ)(mg].) according to Vﬁ(k)(rcgj) and Eq. (19a).
6 forj=1:N do

7: fori=0:A do

8:

Update the value function Vﬁ(kﬂ)(

and Eq. (19b).
o: forj=1: N do
;. Set action p(7) for any 7t € B; to be yu(7g,).
Ensure: Nealy optimal policy {u(m)}.

7p;) and action p(7p;) according to ]ﬁk“)(nB],)

D. Solving Belief MDP through Grid Approximation

In this section, we provide in Algorithm |1{a grid approximation approach to solve the belief
MDP [14], [15]. We first divide 7t into properly designed grids {Bi, By, - - - , Bn}, where N is
a proper number. One such design of grids may be uniform grids. Note that B;’s are non-
intersected sections of real values satisfying U]-Ii 1B = [0,1]. Then, we select one element 7p,
in each grid B; as its representative. The rest follows the standard value iteration [13].

Notice that this approach provides nearly optimal policies when the number of grids is
large so that all grids are sufficiently small. However, since the performance of the obtained
policy depends on the number of grids, the computational complexity is still very high when
N is large. In the next section, we exploit linear approximation to obtain a low-complexity
algorithm which has a nearly optimal provable guarantee in the “local intervention” regime.

V. A Low-COMPLEXITY ALGORITHM WITH NEARLY PROVABLE (GUARANTEE

In this section, we address the computational complexity of grid approximation by pro-
viding a heuristic low-complexity algorithm based on an approximated Bellman equation.
We introduce the “local intervention” regime where the value function can be approximated
accurately with the first-order Taylor’s approximation. In this regime, we prove the nearly
submodularity of the value function. Then, we design a threshold-based intervention policy,
where the thresholds are easily calculable with closed-form expression.

A. “Local Intervention” Regime Analysis

To derive the low-complexity algorithm based on the Taylor’s approximation, we consider
the problem in the “local intervention” regime where all consecutive intervention levels are close
to each other, and thus also close to the benign distribution. The formal definition of “local
intervention” regime is presented in Assumption |1 The definition says that for a sufficiently
small constant § and any arbitrary discounted factor ¢ € (0,1), the differences in cumulative
distribution functions of B,’s for any state z are all very small.
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Assumption 1. (“Local Intervention”) For any action a > 1, the observation distribution B,(z)
follows:

v < Zﬁa 1 Z[Sa <6, Vji>2, (21)

=j
where & is a sufficiently small real value and «y € (0, 1).

This assumption implies that B,(z) — a(z) = O(J) for any a. In later analysis, we will include
superscript 6 on any value that is related to 4. For the simplicity of notation, we define the
following three values:

V4

= L (B 2))cp, (22)

Z

b= L(Bu(2) ~ ()55 @)
D} =cf — ffl. (24)

It is obvious to notice that D} = Af — A?,’l. According to the “local intervention” assumption,
we have A}, = ©(6) and D} = ©(J).

We then analyze the posterlor update function Eq. (13) with Taylor’s expansion evaluated
at «(z) when 0 is small enough:

S 2 7tBa(z)
L(m2) = @+ (- )
7(w(2) + fal2) — a(2))
@@ + fal) — a(@) T+ (1~ D)a(a)
) -

%( () — () + O@), (25)

where 77 = 71+ A(1 — 7).
Substituting Eq. (25) into the expression of J;(7) in Eq. (19a), we obtain:

() = +p2 2) + (a2 >—a<z>>]-[c;m(ﬁ+%<ﬁa<z>—a<z>>+ow2>)}
c?+p;tx(z)c2

where equality (a) is obtained by Taylor’s expansion of V,(-) evaluated at point 77, as well
as the definition that Y2 (B,(z) — a(z))c; = Aj. Also note that the first-order terms cancels
due to Y2 a(z) = Y2, Ba(z) = 1. Notice that the first term [c?+pYZ%, zx(z)cf,] in Eq. is
independent of 77, and the second term 77p A} is linear with 77. In order to approximate the value
function Jo(7r) linearly, we need to focus on the non-linear terms pV,(7) and O(4?). Before
we proceed, we first present the definitions of submodular functions and nearly-submodular
functions.

+ 7pAL + pVa(71) + O(57), (26)
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Definition 3. An action-value function J,(7) is called submodular in pair (a, 7v) if it satisfies
Ng(70) = Jar1(71) — Ja(71)
is non-increasing with belief 7t.

From Topkis” lemma [16, Theorem 4.1], if an action-value function J,(7r) is submodular, the
solution to its “argmin” problem, i.e.,

a*(m) = arg main Ja(71),

is monotonically non-decreasing. Hence, a threshold exists since the action space is finite.
Next, we check the submodularity of our value function. For a given action 2 < A, subtract
Eq. for consecutive intervention actions and we get:

Ay(m) =Jaya () = Ja ()

= et ] + 7

P Z Bat1(z ﬁa(z))

=Di*! 4+ 7Dy +p [ Via(m) = Vi()| + 0(6). (27)

0 |[Ven () = Vi(D)] + 08

Recall that in the “local intervention” regime, pr,Jrl = ©(9) is the same order as J. Heuris-

tically as 6 is small enough, the higher order term O(6?) can be neglected. Therefore, we
can accurately approximate the difference AJ(7r) in the “local intervention” regime through an
approximated difference function AS(7r) defined as follows:

A(rr) = DI 4 7pDy 4 p V2,4 (7) = V(7)) (28)

where V,(71) and J,(7) are defined similarly by neglecting the higher orders in the original
expression Eq. as follows:

z

Jo(mt) = |cf +p ) a(z)cy | + RpA] + pVa(7), (29a)
z=1

Vﬂ (7-[) = min{fﬂ (7-()/ Tmin{a—l—l,A} (7-[) } (29b)

Eq. can be interpreted as a mean approximation to the original Bellman equation in
Eq. (19). Instead of computing the next-stage belief T,(7,z) and evaluating the corresponding
value function V,(T,(7,z)) for each observation z as in Eq. (19a), we adopt the expected average
belief update 77 and substitute

iau(n,z)va (Ta(m,2))
z=1

with ,
v, (Z Ua(n,z)Ta(n,z)> = V(7).
z=1

With the approximated MDP defined in Eq. and similar to submodularity, we introduce
the definition of nearly-submodular functions in the “local intervention” regime.
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Definition 4. We define an action-value function J$ () to be nearly-submodular in pair (a, v) in the
“local intervention” regime with 9, if its approximated difference function

Ro(70) = Jaga () = Ja ()
defined in Eq. is monotonically non-decreasing of 7.

From the expression of A}(7r) above in Eq. (28), we prove the nearly-submodularity of J¢(7)
through induction in the following Theorem

Theorem 2. The belief MDP and its approximation with posterior 7 indicating whether change-point
T has occurred possess the following properties in the “local intervention” regime with J:
e The action-value function J () is nearly-submodular with pair (a, 7).
e The policy ji*°(7) that solves the approximated Bellman equation is monotonically non-
decreasing, and thus possesses a threshold structure. That is, there exists a set of non-decreasing
thresholds denoted as {7t} }1<a< a, such that policy ji* (1) switches to an action no less than a

iff 7T exceeds threshold 7t}”.

The proof of Theorem [2]is provided in append1x From intuition, we expect that in the “local
intervention” regime, the optimal policy #*°(7r) to the belief MDP behaves like a threshold-
based policy just as fi*?(7), and the thresholds for the two policies will be very close to each
other. This property will be identified in our simulations.

Recall that the optimal cost C** of Problem [1| can be calculated from value function V;(0)
defined in Eq. (1g) with state @ = 0 and 7 = 0, i.e., C* = VO(O) Similarly, we define an
approximated optimal cost C for the approximated MDP in Eq. (29) as follows:

C = Vp(0). (30)

Intuitively, C will also be close to C*". The following corollary provides a closed-form expres-
sion on C.

Corollary 1. If all the thresholds {7} }1<,<a are strictly within section [0,1), the total cost C
obtained by solving Bellman equation is computed as follows:

5 A ta A tat+1 1 — A)tat1 Z w(z)c? Ao A°
—il- S\l=p 1-p(1-4) 1-p (1=p)1 —p(1=2)]
(31)
where t; = [%w is the number of steps switching from action 0 to an action no less than a.

The proof of Corollary [1] is provided in appendix. However, calculating the thresholds
{7° H<a<a is still computationally expensive. Therefore, we provide bounds on these thresh-
olds in Corollary [2, which have close-form expressions.

Corollary 2. The thresholds {7t }1<a< A can be upper and lower bounded with closed form expres-

sions. Specifically, for a single threshold 7t 230 that ji*2 (1) switches from a —1 to a, the following
holds:

Sl (D)+eD))
Tta +
—(1=2)pDj

A\
s,
A\

(32)
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where the upper bound threshold 7, is

_ Df A

”":_(1—)\),}13&_1—)\' 53

The proof of Corollary I is provided in append1x Heuristically, from Corollary I 2| if the
optimal policy 3*°(7r) also possesses a threshold e, it is highly likely that 7’ ° lies in the
same section or its O(4) neighborhood when ¢ is small. On the other hand, the upper bound
7t; serves as an approximated threshold which is easily calculable. In the next section, we
present a low-complexity threshold-structured policy based on the upper bounds {77, }1<s<a.

B. Low-complexity Policy based on Upper Bounds

Algorithm 2 Low-complexity Policy

1. Initialize the thresholds to be 74,1 - 1 and 77, - min {— ( Di

A =
T)PD% — m,ﬂa_;’_l} for a < A.

2 while MDP doesn’t stop do

32 Obtain observation z;.

4 Update belief 7y = T(7t4-1,a¢-1,2¢).

5. Implement action a; = a, s.t. T, < 71 < 7Tp41.

In this section, we propose our low- complexity policy ji. The policy and its implementation
are summarized in Algorithm I 2| The intuition is simple: since the upper bound 7, is very
close to the original threshold e, choosing 7T, to be the threshold is actually a conservative
policy. In Sec [VI, we show from the numerical simulations that the low-complexity policy’s
performance is nearly the same as the optimal one even beyond the “local intervention” regime.

VI. SIMULATIONS

In this section, we first provide a lower bound on the total cost C*" along with the definition
of cost regret. These concepts are very important in our simulations. Then, we will proceed to
present the numerical simulation results.

A. Lower Bound and Regret

Consider an oracle that knows the time horizon T and the change-point T in advance. Then
after relaxing the incremental constraint in Eq. (9b), the oracle can minimize the overall cost
with a very simple oracle policy p,: choose a; = A when 7 <t < T —1 and a; = 0 otherwise.
The “stricter is better” assumption in Eq. (8) ensures its optimality. We derive the cost of the
oracle policy in the following Theorem

Theorem 3. If the change point T and horizon T is known ahead of time, then the optimal oracle action
a; is as follows:

e When0<t<t1t—-2,a;=0.

e When t—1<t<T-2,a; = A.

e Whent=T-1,a; =0.
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The expected cost performance of oracle policy p, is

PTG af o el
1—p Pll-p 1-p(1-2)
The proof of Theorem [3|is provided in appendix. C*e is the lower bound on the expected
total cost, which only relates to system parameters such as p, A, and «. To better understand
the performance of our proposed policy, we study the cost regret for a given policy yu defined
as follows:

Cho (34)

Definition 5. The cost regret R* of a given policy u is defined as the difference between its expected
total cost C* and the expected cost CHo of the oracle policy u,, i.e.,

RV = CI'— CP. (35)

In the next subsection, we study the cost regret R¥ of our proposed low-complexity policy
and the cost regret R¥ of the optimal policy along with other benchmarks such as two-step
detect-then-intervene policies modified from QCD [17].

B. Numerical Simulations

We compare the cost regret R* of the following four intervention policies, including our
proposed low-complexity policy, optimal policy through grid approximation, and policies
modified from quickest change detection algorithms [17]. These intervention policies are sum-
marized as follows:

o Low-complexity: The low-complexity policy is proposed in Algorithm |2} which uses {7,}

as thresholds.

o Optimal: The optimal policy is obtained by grid approximation in Algorithm [1| with
uniform and sufficiently small grids.

o QCD: The quickest change detection policy is a two-step intervention policy. It first detects
the change point T with Shiryaev’s test [17] under an optimal chosen probability of
false alarm (PFA). Then, it incrementally increases the intervention level to its maximum
satisfying Eq. (9b).

o Direct QCD: The direct quickest change detection policy is also a two-step policy similar to
QCD. The only difference is that it violates constraint Eq. and immediately implements
the highest intervention level A once it claims the change-point has occurred.

Note that to verify the accuracy of approximations in the “local intervention” regime, we also
compare the regret for approximated cost C computed from Corollary

We simulated the diffusion process with five observation states z; € {1,2,3,4,5}, where
larger z; represents a severer situation. The propagation costs associated with observations
z; are [0,1,2,3,4], where z; = 1 indicates a normal state where no propagation cost occurs.
The actions which the agent can choose is a; € {0,1,2,3}, where a; = 0 represents idling and
a; = 3 indicates perfect intervention. The intervention costs are [0,0.02,0.06,0.2]. As for the
distribution of observations, we set the distribution before the change-point « and that under
the perfect intervention B; to be « = B; = [0.2,0.2,0.2,0.2,0.2]". For distributions under other
intervention actions, we set B; = [0.2 — (6 —2i)9,0.2 — (3 —1)4,0.3,0.2+ (3 —7)4,0.2 4 (6 — 2i)J],
Vi e {0,1,2,3}.

We first studied the threshold structure of these policies and the results are summarized
in Fig. |2l Recall that p is the geometric parameter that defines the distribution of horizon T,
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Fig. 2. Illustration of intervention policies: (a) proposed low-complexity policy, (b) optimal policy, (c) quickest change detection
policy, and (d) direct quickest change detection policy.

and A is the parameter that defines the geometric distribution of change-point 7. Here, we set
p = 0.99 and A = 0.03. We further chose § = 0.02. We see that the optimal policy possesses a
threshold structure as we conjectured according to the results in the “local intervention” regime.
Low-complexity also has a threshold very close to Optimal.

We then studied the performance of the four aforementioned policies under different param-
eter p, the geometric parameter that defines horizon T. Larger 1 — p indicates that the diffusion
process stops more quickly. Here, we set A = 0.1, § = 0.02 and then let 1 — p € [107%,1]. The
cost regret performance is depicted in Fig. [ It shows that as p becomes smaller, the MDP
stops with larger probability. Therefore, the probability that the agent needs to intervene also
decreases. Low-complexity achieves nearly optimal regret performance under different p, and
has much lower regret than the two QCD-based algorithms.

Next, we studied the performance of four policies under different A, the parameter that
defines the geometric distribution of change-point. Here, we set p = 0.95 and 6 = 0.2, and
then let A € [107%,1]. From Fig. I‘—ll we can see that our proposed low-complexity policy achieves
nearly optimal performance when A is relatively large, but has a slightly larger regret than
Optimal when A is small. This is because under such a regime, the upper bound 7, becomes
loose. With A achieving 1, the change-point is more likely to happen at time 1. Since policy
Direct QCD immediately switches to action A, violating the incremental increasing constraint
in Eq. (9b), it achieves the best performance even better than Optimal.

Finally, we studied the cost performance of the four policies under different é. Since ¢ is
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Fig. 4. Cost regret performance as a function of change-point parameter A. Note that DQCD performs even better than
Optimal when A — 1 because it violates the constraint in Eq. (9b).
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Fig. 5. Cost regret performance as a function of KL divergence D(«, B;)).

viewed as the distance between consecutive intervention action distributions, it can be replaced
by the KL divergence of « and B, for better understanding. Here, we set p = 0.95, A = 0.1,
and let § € [107%,0.03]. The KL divergence D(a, B¢) lies within [107%,1]. It shows that Low-
complexity achieves nearly optimal performance under different J. As a matter of fact, when
the distributions are closer to each other, i.e., in the “local intervention” regime, the improvement
of our low-complexity policy compared to QCD based policies becomes larger. The regret
decreases by around 22% when the KL divergence is as small as O(107°).

Throughout the simulations, our approximated cost value C is very close to the cost C*" of
the optimal policy. From Fig. |5, we see that the approximated cost regret only deviates from
the regret of Optimal when the KL divergence D(«, By) deviates significantly from the “local
intervention” regime. Otherwise, the approximation is very accurate.

C. Application to Anomaly Detection

In this subsection, we apply our low-complexity policy in algorithm [2| to a simple anomaly
detection problem. Consider a scenario where a communication link is provided by a service
provider to users for packets transmission. For simplicity, we assume at each time ¢, a normal
user chooses among five different service rates (denoted as z; € {1,2,3,4,5} from low speed to
high speed) to transmit these packets, equally likely (this assumption can be easily generalized).
The user may become malicious after some change-points T and start to send with an unusually
high rate for a long period of time. The service provider monitors the user’s transmission rate
and charge the user accordingly. Based on the observations, the provider needs to decide
whether the user has become malicious. If so, it may take intervention actions to throttle
the data rate. The scenario described above can be viewed as a simplification of general MAC
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Fig. 6. Total cost performance as a function of change-point parameter A.

layer anomaly detection [18]. We assume that the service costs associated with different speeds,
from low to high, are {0,1,2,3,4} and the provider has four actions (a; € {0,1,2,3} where
0 represents idle) to choose from, which increasingly limit the high-speed transmission rate
with intervention costs {0,0.02,0.06,0.2}. The probability distributions of the service rate under
different intervention actions are the same as in Sec. with § = 0.02. However, we assume a
tixed time horizon T = 50 in our experiment, and the service provider can choose any action at
any time with no restriction such as Eq. (9b). In order to compute the low-complexity policy,
we set p = 0.98. We simulated this system 20,000 times and compared the performance of
our low-complexity policy with the following baselines: (1) optimal policy computed through
dynamic programming; (2) QCD policy with fixed PFA; (3) QCD policy with adaptively chosen
optimal PFA. The total cost performance under different change-point parameter A is shown
in Fig.[6] It turns out that the total cost performance of our proposed low-complexity policy is
nearly optimal, in the sense that its mean is close to the optimal policy and their confidence
intervals are intersecting one another. A significant performance gap can be observed between
the best QCD policy and the low-complexity policy, which demonstrates the superiority of our
proposed policy. This result also shows that leveraging the assumptions such as Eq. in our
technical sections will not harm the total cost performance of our proposed low-complexity
policy too much, even though it is designed based on such assumptions.

VII. CONCLUSION

In this work, we studied the problem of controlling a diffusion process with mutation. We
formulated the problem as a partially observed MDP (POMDP) and converted it into a fully
observed MDP with the formulation of belief states. We first proposed a grid approximation
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algorithm to compute the optimal intervention policy. To reduce computational complexity,
we considered the “local intervention” regime and approximated the value functions through
tirst-order Taylor’s expansion under this regime. We then proposed a low-complexity policy
based on the upper bounds of belief thresholds derived from the approximation. Finally,
Simulation and experiment results have been presented to verify the performance of the
proposed intervention policies, which showed that the low-complexity algorithm has a similar
regret as the optimal policy even beyond the “local intervention” regime.
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APPENDIX
PROOF OF THEOREM

Consider the cost objective in Problem [1|and apply the law of total expectation conditioned
on the time horizon T as follows:

T
Ct =E |c* + Z(cfj + ")
t=1
K
=Er | B[] + Y E [ +¢'|| T=K|. (36)
t=1

For a fixed time ¢, we apply again the law of total expectation conditioned on the filtration F;
as follows:

E [c,zj + cﬂ =Ex, [E [c‘;zf + c?"|]—"tH :
Through minimizing Eq. (36), we will obtain a function a; = a(F;) as solution. However, since

according to Theorem 7.2.1 in [10], 71 is a sufficient statistic for F;, therefore we have:

Elcy +c'|Fi] =cj + ) Pr(ar = a| Fi)c]
a

=cii +) Pr(a; = a|m)c}
a

=Elcy +¢'|mi]. (37)

So the optimal action is given by a; = a(7;). Therefore, the POMDP is converted into a fully
observed MDP with state (71, dy, z¢).

PrOOF OF LEMMA

In the proof, we use superscript (¥) to denote the k-th iteration of standard value iteration
process. Then, according to Bellman equation (1g), standard value iteration process can be
written as:

z

WY () =ci 40 Y aalm,2) [ 4+ Vi (Ta(m,2))] (5
z=1

V;Hl)(”) = min{]z;k)(n)’]l(l]fi)n{ﬁ—i-l,A}(n)}' (38b)

We first prove the concavity by induction. By the contraction property of standard value

iteration process, we can choose Vﬁ(o)(n) = ]ﬁo)(n) = 0 as base case. Then, they are both
concave.

Suppose at iteration k, the value functions Vﬁ(k) (1) and ]ék) (7r) are all concave. Consider 71
and 7, are two different values between [0,1]. Without loss of generality, suppose 71 < 7.
Define 3 = Aty + (1 — A)mp, where A € [0,1]. For simplicity, we denote

Aoy (714, 2)

T = X, 2) + (= Noa(m,2) (39)

It is easy to verify that:
Ta(73,z) = 0Ta(m1,2) + (1 — 0) Ta (712, 2). (40)
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Notice that according to Eq. (38), for fixed a and iteration k, ]ak+1 ()

three terms as follows:

can be divided into

Lgk+1)(7_[) =cf+ pép(n) +pV (), (41)

where
z
= Zau(n,z)cz
Z oa(7t,2) VI (To(7r, 2)).

Therefore, the analysis of linear combination of ]a )(7'51) and ]é"*” (712) with parameter A
can also be divided into two parts. Since cf + pCp( ) is affine, we will first have:

AFY () + (= D)JED () = ¢+ pCy(m3) +p AV () + (1= M)V (m)] . (42)

Then, we analyze the linear combination of V(7) as follows. Note that for simplicity, we
omit z and a4 when there is no obscure.

AV () + (1= )P (m) = 3 AV (T(m1)) + (1= Aer () VO (T ()]

z'=1

(a) Z (k) _ (k)
2 % o 2) [V (1) + (1= )Y (1)

< Y 0u(ms,z2) V(e T(m1) + (1 - 0)T(7m2))

=V(m3), (43)

where equality (a) is due to the definition of ¢ in Eq. (39) and the fact that o,(7,z) is linear
with 7t. Inequality (b) is due to the concavity assumption of Va(k)(rr), and equality (c) is due

to Eq. (40).

By substituting Eq. into Eq. (43), we have:
k (k A A
M ) + (1= I () <el 4Gy () + 0V (1)
(k+1)
=) ().
So the concavity of ],gkﬂ)(rc) is proved. Since Vﬁ( + )(71) is the minimum of two concave
functions according to Eq. (38), it is also concave. Let k — oo, we can prove the concavity of

Jo(7t) and V(7).
Specifically according to the Bellman equation (38), when considering a = A, we have:

ki), a0, 2 1K)
Jo () =ci+p ) alz)c, + ol (7). (44)
z=1
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From a similar induction argument, we can prove that J4(7) is constant. Suppose ]I(qk) (7) is
a constant, then ]X(H) (77) is obviously a constant. Therefore, J4(7r) is a constant. Set ]qu) (77) =

]g(Jrl)(n) and we get:

z
cf +p i a(z)c;
1—p '
Next, we prove the monotonic property. First, we can easily verify that T,(7,z) is monoton-
ically non-decreasing with 77. Then, when B, and « satisfies MLR ordering B, >, &, we can

also easily check that T,(7,z) is monotonically non-decreasing with z. Suppose 7T > 7, we can
easily check:

Ja(m) = (45)

Z

Y ou(TT,z) >

z=j

gl

oa(m,z), Vjie{l12,---,Z},

N
Il

]
which means stochastic dominance ¢, (7T) >s 0,(7). According to its properties [10], if V,(T,(7,z))
is monotonically non-decreasing with z, we have:

z
20,1 7, 2)Va(Ta(7,2)) > Z (11, 2) Vo (T,(7, 2)).
z=1 z=1
Based on a similar induction argument, if V( )( ) is monotonically non-decreasing with 7,
we have Va( )(Tu (71,z)) is monotonically non-decreasing with 7t since T, (7, z) is non-decreasing

with 7t. Also notice that Va(k)(Tu(rc,z)) is monotonically non-decreasing with z since T,(7,z)
is non-decreasing with z. Then, by the property of stochastic dominance, we will get:

Z(Tgnz >Zaﬂnz Ta(nz))

With a little manipulation, we can get ]ukH)(ﬁ) > ],lkH (7r), which means ],ng)(r() is
(k+1

non-decreasing. Since V; )(7() is the minimum of non-decreasing functions, it is also mono-
tonically non-decreasing. Let k — oo, we prove the monotonicity of J,(7r) and V(7).

PrROOF OF THEOREM

To prove this theorem, we first need a lemma that states the concavity and monotonicity the
approximated value function similar to Lemma [1} The proof of this lemma follows exactly the
same induction procedure as in the proof of Lemma [1} thus it is omitted.

Lemma 2. For any action a and current intervention level , the approximated value function Va ()
and the action-value function J,(7t) are both concave and monotonically non-decreasing in belief state
7. Furthermore, V4 (7t) and J4(7) are constant:

Tl e
PR O

(46)
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With Lemma [2 we prove Theorem [2 through induction following standard value iteration.
We first prove the monotonicity of AJ (7). In the rest of the proof, we omit superscript 6 without
obscurity and put value iteration superscript ) into the equation. Recall that from Eq. (28):

ASY () =TV () = T ()

=Di*! 4 7Dt +p |V () - VP (7))

Notice that Z

D?JH =Y (Bat1(z) — Ba(z))c; <0

z=1

since B, > Ba as the intervention level assumption. So D?H + ﬁngH is non-increasing with
TT.
According to the Bellman equation,

Va@l = min{f,gk) (1), ir(r]:i)n{aJrl,A} ()}

If a=A —1, we have:
7 = V0 =19 () = min{] (), TS ()}
=max{J{ () — J§, (), 0}
:max{Ag(zl(n),O}.
(k) o7 (k)

By induction assumption, A}’ (7r) is non-increasing. Then, we prove that Vlgk) — Vf(lfl is

non-increasing. As a result, A(k+1)(

If a # A —1, we have:
7% — 7 —min { T, (), fg’;)l(n—)} mm{ ™ (), fé“(n)}.

The result could be one of the following four terms: 0, Agljzl(n), A,Sk)( ), or N (rr) +

) is non-increasing.

a+1
Agk) (71). According to the induction assumption, these three terms are all monotonically non-
increasing, which means that Va(_?l - Va(k) is monotonically non-increasing for any a. Therefore,

Aff“) (7r) is monotonically non-increasing with 7 for any a. Let k — co, we prove the mono-
tonicity of A, (7).

According to the definition of submodular functions and nearly-submodular functions in
Definition [3] and Definition @ respectively, we prove that the original action-value function
J¢ () is nearly-submodular in pair (a, ), and the approximated action-value function J(7r)
is submodular.

Denote ji*°(7r) to be the optimal policy that solves the approximated Bellman equations
(29). Since J,(7r) is submodular, according to Topkis’ lemma [16], ji*°(7r) is monotonically
non-decreasing. Due to the finiteness of action space of 4, there exists a threshold structure
{73} 1<a<a, such that policy ji*°(7r) switches from action a to a stricter action a + 1 once 7
exceeds threshold 7”.
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In the proof, we omit superscript 6 when there is no obscurity. According to the Bellman
equation for approximated value function Eq. (29), we have:

z
Ja(mt) = cf +p Y 0a(7,2)c; + pVa (7).

z=1

From this approximated Bellman equation, suppose at step t, the belief is 77;. At the next
step, the belief will evolve to 71311 = 71 + A(1 — 71;). The dynamics of belief update provides
us with the general term formula as:

m=(1-A)(mo—1)+1. (47)

If the initial belief 77y = 0, the formula will reduce to 77; =1 — (1 — A)™.
According to Theorem 2 the optimal policy ji*(7r) possesses a threshold structure {77} }1 << 4.
Therefore, between thresholds 7; and 77, ; we always choose the same action a. At this stage,

the expected cost V;(7p) with initial belief 7ty € [7}, 7%, ;) can be bounded as:

V4
Va(m0) =cf +p Y a(2) + prry A% + pVa(71)
z=1

= Tt; [pfflc? +p° (Bp + nTA’;ﬂ + PtVu(ﬂt)/

where B, = Y7, a(z)c5 and if belief 71,1 € [7}, 7T}, ).
Define t, be the first time that 77; > 7. Then, we have:
P In(1— 7))
T In(1-A) |

Before time tq, th~e optimal action is to idle with a2 = 0. Then, we can bound the total
approximated cost C as:

C =V(0)
f )

= [PT_lc? +p° (Bp + ”TA(;)] + 0" Vo (7, )
=1
A—-1 ta+1

— Z Z [pT_lc? +p° (Bp + 7TTA?9>} + ptAVA
a=0 t=t,+1
A—1 tip A-1 tin A-1 tip

= Yo ot + Y p'Bp+ Y. 0 AL +p' MV, (48)
\azO T=t,+1 B a=0 1=t,+1 \a=0 T=t,+1 B

~ ~~ ~~

F b F
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clA +p ZZZ:1 a(z)c?

where tp = 0 and V4 = £ is a constant according to Lemma First, we calculate

T—p
the first term F; as follows:
A—1 1 , ; 1 A-1 ; A ; .
F=) 7= (o —pief) = 7= | L el = Yo pe
a=0 P a=0 a=1

Then, we calculate the second term F, as follows:

A—-1 ta+1 p /
R=Y ) P'By =7 (1—p") B
a=0 t=t,+1 %
The third term F; can also be calculated as follows:
A—-1 ta+1 — a+1
BE=)Y Y p Ay = Z Y, pr1-(1- A)T)A;
a=0 t=t,+1 a=0 t=t,+1
— a+1 — a+1
_ Z Z pTAa Z Z TAa
a 0 7=t,+1 a=0 t=t,+1
Fiy Fo

The first term F3; in the above equation can be simplified as:

A=1 taq1 0 A-1 ; ; 0 0 A ;
Bi=Y Y oAy ==Y (A —pnan) = - (A)+ ) 0Dy ),
a=0 t=t,+1 P a=0 P a=1
and the second term F3; is simplified as:
-1 tu+1 1 _ /\ A
P L E -y = 20 (4 S - o)
a=0 t=t,+1 _P( - ) a=1

Therefore, F; is simplified as:
Ap 0, v (P p(1 =)t
pr— = - D .
R~ Bt = A+ L (5 ey O
Combining F;, F, and F; with V4, we have the bound on C as:
C=F+Fh+FE+p1V,
taDﬂ A tg—&-l _ t,+1 Z_ a(z)c? A AO
_Zp Z+Z< [p(1— A)] )1)%;)221();,+ PAp

1—-p 1-p(1-4A) I-p (1-p)1—p1=A)]
(49)




27

PrOOF OF COROLLARY

The threshold 7;” is obtained through setting A(77) = 0. In the proof, we omit superscript
% for simplicity. We have:

0 = Ay (1) = Df + 7tpD} + o [Vou1 (77) — Va(70)] -
Through simple manipulation, we can get the expression of 7T as:

D? VzH—l(ﬁ) B Va(ﬁ)
—pD} -y

T =

Recall that A%(7r) is monotonically non-increasing according to Theorem |2, When setting
m = 7, the sudo-belief 7t = 7 + A(1 — 7r) will exceed the threshold 7;. Therefore, we have
Ay (77) <0 and V,(7t) = J,4+1(7). So we have:

. _ Df " min{Jo11(7%), Jo+2(7) } — Jas1(7)

7T

~oD; ~D;
_ Df N min{0, A, 1(7)}
—pDj -by
Therefore, we have:
__ D (
Tt < ; Dﬁ. 50)

The upper bound 7} < 7 is obtained simply from substituting 7 = 7;° + A(1 — ;) into
the above equation.

Next, we consider the lower bound. Since A,,1(7) is non-increasing, we have A, 1(7) >
A,1(1). Since when 7 = 1, which means the change-point has already happened almost
surely, taking a stricter action a + 1 will be always better. Then, we have A,;1(1) < 0. So, we
have:

- D¢ _i_min{O,AHl(ﬁ)}

—pDj —Dj
D? A, (1
> Diy Satll) 51)
—pDy —-Dj

Recall that:
Bas1(1) =D 4 pDE 4 [Vs2(1) = Vo (1)]
—DaH + PDHl + 0 [Jar3(1) = Jasa(1)]
_D(H-l —l—pDa—H +PAa+2(1)-

Substltutmg the above equation iteratively into the expression of 77 in Eq. (51) with 7 =
el + A1 — ) we prove the lower bound.
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According to ”stricter is better” assumption in Eq. (8), the optimal policy when 6; = 1 before
T is action a; = A. Since the agent would avoid paying intervention cost when change-point
has not occurred, the optimal policy when 6; = 1 and when t > T should be a; = 0. Therefore,
our oracle policy in Theorem [3| achieves the lowest cost.

We first consider the total propagation cost Cg”. By the definition of the oracle policy, the
distribution of z; is « all the time, therefore, we have:

o0 -1/ 2
=Y o™ 1-p) ¥ (;OC(Z)C;>

T=1 t=1

Z )
= (Z 06(Z)C‘Z> Y. o H(1—p)(T—1)

S o
I—-p (z:l P

We then consider the intervention cost C!“. By definition of oracle policy, the intervention
cost only occurs when 7 —1 <t < T — 2 where the intervention level is not 0. Therefore, we
have:

)

[~
—
N
~—
QN
N——

00 ) T-2
Clr=) 0o 1-p Y A1-1)"! (Z Cf‘ltzr—1>
T=1 =1 =0
00 T—-2 [t+1
=Y o 1-p) E:Au—AV*dﬁ
T=1 t=0 \t=1
0 T-2
=Y 0" a-p) Yt (1- (-
T=1 t=0
o T
a1 g+ B
T=1

=¢(1fp—1fﬁgfﬁﬂ-

Combining C%" and Cly ’, we get the result and prove the total cost of oracle policy.
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