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Abstract

Differentially private (DP) stochastic convex optimization (SCO) is ubiquitous in trust-
worthy machine learning algorithm design. This paper studies the DP-SCO problem with
streaming data sampled from a distribution and arrives sequentially. We also consider the
continual release model where parameters related to private information are updated and
released upon each new data, often known as the online algorithms. Despite that numerous
algorithms have been developed to achieve the optimal excess risks in different ¢, norm ge-
ometries, yet none of the existing ones can be adapted to the streaming and continual release
setting. To address such a challenge as the online convex optimization with privacy protection,
we propose a private variant of online Frank-Wolfe algorithm with recursive gradients for
variance reduction to update and reveal the parameters upon each data. Combined with the
adaptive differential privacy analysis, our online algorithm achieves in linear time the optimal
excess risk when 1 < p < 2 and the state-of-the-art excess risk meeting the non-private lower
ones when 2 < p < oo. Our algorithm can also be extended to the case p = 1 to achieve nearly
dimension-independent excess risk. While previous variance reduction results on recursive
gradient have theoretical guarantee only in the independent and identically distributed sample
setting, we establish such a guarantee in a non-stationary setting. To demonstrate the virtues
of our method, we design the first DP algorithm for high-dimensional generalized linear
bandits with logarithmic regret. Comparative experiments with a variety of DP-SCO and
DP-Bandit algorithms exhibit the efficacy and utility of the proposed algorithms.
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1 Introduction

Stochastic convex optimization (SCO) is a fundamental problem widely studied in machine
learning, statistics, and operations research. The goal of SCO is to minimize a population loss
function Fp(0) = E,.p[f(0,2)] over a d-dimensional support set C, with only access to the
independent and identically distributed (i.i.d.) or exchangeable samples {z:}}; from some
distribution P. The performance of an algorithm is often measured in terms of the excess
population risk of its solution 0, i.e., Fp(f) — minyec Fp(v). In practice, samples related to users’
profiles might contain sensitive information; thus, it is important to solve stochastic convex
optimization problems with differential privacy guarantees (DP-SCO) [Bassily et al., 2014, 2019,
2021a).

In this paper, we consider the DP-SCO with streaming data, where samples arrive sequentially
and cannot be stored in memory for long, often known as online algorithms in literature.
Streaming data has been studied in the context of online learning [Smale and Yao, 2006, Yao,
2010, Tarres and Yao, 2014], online statistical inference [Vovk, 2001, 2009, Steinhardt et al., 2014,
Fang et al., 2018], and online optimization [Zinkevich, 2003, Cesa-Bianchi and Lugosi, 2006,
Hazan, 2019, Hoi et al., 2021]. Moreover, data release is concerned due to privacy requirements.
Our online method can also accommodate continual release [Jain et al., 2021, Dwork et al., 2010,
Chan et al., 2011], i.e., receiving sensitive data as a stream of input and releases an output of it
immediately after processing while satisfying differential privacy requirements. Such a private
online algorithm can be formulated as a recursive update process 6 = O4(0;_1, x¢, ) where &
encodes the differential privacy noise and ©; is the update mapping, e.g. the online Frank-Wolfe

algorithm considered in this paper.

A closely related setting considered as an extension in this paper is so-called online decision
making [Slivkins, 2019, Lattimore and Szepesvari, 2020], where a decision needs to be made at
each time, and the performance is measured in terms of accumulative regret, the gap between
actual reward and the best possible reward, over the time. Recent work starts introducing
streaming algorithms in (private) SCO into the solution of the online decision-making [Ding et al.,
2021, Han et al., 2021] to enjoy high computational efficiency and flexibility to handle different
reward structures. In particular, Han et al. [2021] propose to solve private contextual bandits
with stochastic gradient descent (SGD). However, the extension of other streaming algorithms,

including the Frank-Wolfe and the stochastic mirror descent, remains elusive in this setting.

Compared with non-private SCO, private SCO has an inherent dependence on the dimension
d [Agarwal et al., 2012, Bassily et al., 2021b]. Therefore, in DP-SCO, the optimal convergence
rate also has a crucial dependence on the space metric. Remarkable progress has been made in
achieving optimal rate in £, norm with various 1 < p < 0o as shown in Table 1.1. However, no

existing rate-optimal DP-SCO algorithms can be adopted in the streaming and continual release



Table 1.1: Bounds for excess population risk of (g,0)-DP-SCO. 1 denotes bounds in expectation
while § denotes bounds with high probability. And * denotes bounds without smoothness
assumption. Here k = min{ zﬁ’ 2logd}. Most of the DP-SCO algorithms require large batch
size and thus fail to be adopted in streaming data, except for [Feldman et al., 2020]. However
their algorithm can only release the last variable for privacy protection and thus contradict to

the requirements of continual release.

Loss Ly Theorem Gradient Queries Rate Batch Size
P2 Thm. 3.2 [Bassily et al., 2019]  O(min{n3/2, #}) O(\/g-‘r g—‘/g)]L O(y/en)
Thm. 3.5 [Feldman et al,, 2020]  O(min{n, 2 }) 0(y/% + Yyt 0(4)
Thm. 7 [Asi et al., 2021] O(n) O/ 54 + (B9 O(h)
p=1  Thm. 3.2 [Bassily et al., 2021b] O(n) o o)
Theorem 3.5 O(n) O(ledyt 1
/1
Comves 1<p<2 Thm. 54 [Bassily et al., 2021b] O(n) O(in + E’:LT‘@)T o(3)
. 3/2 A 1 Vd__\t n
l<p<2 Thm. 13 [Asi et al., 2021] O(n°/#) O(\/m + (p—l)n,g) * o(3)
Theorem 3.2 O(n) O(\/%—&- ‘{E)i 1
. ~ g1/2—-1/ 1=1/p 4y
2 <p< oo Prop. 6.1 [Bassily et al., 2021b] O(n?) Q(% +4 Enl")f O(n)
N Theorem 3.2 O(n) O(di_n/p + dl;n/p)i 1
- Thm. 9 [Asi et al., 2021] O(n) O(ng”f + (l‘;%d)‘*/i‘ﬁ O(3i%7)
Theorem 3.6 O(n) O(lg 2y 1
Strongly Convex - "
l1<p<2 Theorem 3.3 O(n) O(% + 55"2)1 1
2<p<oo Theorem 3.3 O(n) O(# + dz;jgp )k 1

setting since they rely on either Frank-Wolfe or mirror descent with batched-gradient estimator.
Algorithms relying on Frank-Wolfe require a batch size of Q(n) [Bassily et al., 2021b, Asi et al.,
2021] for variance reduction, which is unacceptable in the streaming setting. Algorithms based

on mirror descent require the same batch size and need a superlinear number of gradient query
of Q(n®?) [Asi et al., 2021].

1.1 Owur Contributions

Note that in the online setting, the total time step 1" equals the sample size n. So we will use n
instead of T" for the total number of iterations. Excess population risk bounds denoted by ¢ hold

for every time step t € [n], while those denoted by n only hold after Q(n) time steps.

Case of 1 < p < 2. We present a systematic study on a differentially private online Frank-Wolfe
algorithm with recursive gradient in various ¢, geometries, which is rate-optimal for 1 <p < 2.
Our algorithm is based on the observation that the non-private recursive variance reduction
scheme used in Xie et al. [2020] can be written as a normalized incremental summation of gradients.

According to this observation, we can apply the tree-based mechanism in Guha Thakurta and



Smith [2013], and utilize an adaptive argument to show that our noise accumulates logarithmically
as the total number of iteration grows, comparing with the polynomial grow rate in Bassily et al.
[2021b] and Asi et al. [2021]. In this case, our algorithm can fit in the online setting where a
large number of updates is required. Such an analysis leads to a variance reduced gradient error

bound of ON(% + g) with high probability
The recursive gradient method we used here is closely related to Bassily et al. [2021b], while

their algorithm uses % samples for variance reduction, and their gradient error is of the order

2
O(ﬁ + 57\1/3;54) in the worst-case. Our improvement on the variance reduction reduces their
ON(% n3—‘/g€) excess risk to O(ﬁ + g), which is optimal up to a logarithmic factor. Asi et al.
[2021] achieves the optimal rates in terms of n and d at the cost of O(n?/?) gradient queries while

we achieve the same rate with only O(n) gradient queries. Moreover, their rate will explode to

400 when p approaches 1, while our dependency on p is upper bounded by logd.
One thing we need to mention here is that, Theorem 13 of Asi et al. [2021] achieves the

optimal rate without smoothness assumption, as mentioned in Table 1.1. As shown in [Bassily
et al., 2021b] and [Asi et al., 2021], smooth and non-smooth settings of DP-SCO share the same
optimal rate of excess risk for 1 < p < 2. The benefit of smoothness mainly lies in the complexity
of gradient query. Smoothness enables us to use variance reduction to achieve linear gradient

query time, while the complexity of [Asi et al., 2021] is supper-linear.

Case of 2 < p < co. The analysis above can be generalized to the case of 2 < p < co. We

achieve a O(dl/Qfl/pﬁ—l— dlfl/p/s) regret bound and a convergence rate of O(dl/f/;l/p + dl;sl/p),
dqi/2—1/p

which matches the non-private lower bound Q( NG ) in non-private SCO and is thus optimal

when d = O(ne?). Previously, Bassily et al. [2021b] achieve the same convergence rate by
reducing their 2 < p < oo case to p = 2 by bounding the ¢; diameter and Lipschitz constant for
the /,-setup.

Case of p = 1. The challenge of this case is that the tree-based mechanism is no longer
applicable to achieve a logarithmic dependence on d because the tree-based method will lead to
an O(v/d) factor. To overcome the difficulty, we combine the analysis of adaptive composition

and Report Noisy Max mechanism [Dwork et al., 2014] to show that the noise with variance

logd | logd
t + Ve

rate. Comparing with the rate-optimal DP-SCO algorithm with excess risk O( % + (logd)2/ 3)

ne

O(logd) is enough to protect the privacy. Such a result then leads to O( ) convergence

te

proposed in Asi et al. [2021], ours SCO result is sub-optimal. The gap is not due to our technique
of the variance reduction analysis but the difficulty of the online setting. The optimal rates in
Asi et al. [2021] rely on the privacy amplification via shuffling the dataset. However, accessing

all information at beginning is impossible in the online setting.

Privacy-Preserving Online Decision Making. A salient feature of our algorithm is that
we provide O(1/t) convergence guarantee for each time step while previous works (e.g., [Asi et al.,
2021, Feldman et al., 2020]) can only hold after observing Q(n) samples. Such a convergence

result is not of purely intellectual interest. Instead, it is one of the foundations for extending our



algorithm to the online decision-making setting. Despite the adaptivity of our algorithm to the
streaming nature, it is highly non-trivial to extend the SCO guarantee to the online decision
setting. The recursive gradient variance reduction method needs the stationary distribution
assumption of coming data x;. In contrast, the distribution of collected sample x; depends on the
decision before and at time ¢, and thus our previous SCO results would fail in this non-stationary
setting. By carefully analyzing the structure of bandit problems, we establish a novel variance
reduction guarantee that involves a total-variation term to describe the non-stationarity. Then
we show that under suitable assumptions, such total-variation term decays at a favorable rate to

ensure the desired estimation error guarantee.

While our results can be generalized easily in the case of 1 < p < oo and various reward
structures, we consider the high-dimensional (where p = 1) online decision-making problem
with generalized linear reward [Bastani and Bayati, 2020], which has received lots of recent
attention, to illustrate the virtue of our method. While several remarkable progress has been
made on the low-dimensional setting with DP guarantee, [Chen et al., 2020, Shariff and Sheffet,
2018], no existing work provides sub-linear regret bound in the high-dimensional setting with
DP protection even for linear rewards. Instead, we provide the first logarithmic regret bound (

Theorems 4.3) based on our private online Frank-Wolfe based bandit algorithms.

This paper is a journal extension of [Han et al., 2022] that reports the main theoretical results

above. Our main extensions in this version are as follows.

1. Complete proofs of all the theoretical statements are provided in details, with further

discussions on related literature.

2. Systematic experiments are conducted with different dataset sizes and dimensions to
comprehensively demonstrate the empirical superiority of our online Frank-Wolfe algorithm
against some popular algorithms in literature, including NoisySFW (Algorithm 3 in Bassily
et al. [2021b]), LocalMD (Algorithm 6 in Asi et al. [2021]) when p = 1.5 and NoisySGD
(Algorithm 2 in Bassily et al. [2020]) when p = co. Additionally, we also compare our high
dimensional bandit algorithm with the DP-UCB algorithm in [Shariff and Sheffet, 2018].

3. We provide an algorithm to generate the generalized Gaussian noise based on Lemma 3.2
in Han et al. [2022] (Lemma 3.1 in this paper), which will be used by NosiySFW and our

algorithms in experiment.

Recently we also noticed that a new arXiv preprint [Bassily et al., 2022] widely extended
their previous results in [Bassily et al., 2021b] in the following three aspects. (a) In 1 < p <2

regime, they combined the binary-tree based variance reduction technique in [Asi et al., 2021]
Vd

en3/4

achieve the same optimal excess risk in linear time as ours; (b) In 2 < p < oo regime, they
replace the multi-pass SGD in [Bassily et al., 2020] by phased SGD in [Feldman et al., 2020)]

to achieve the same risk as ours and [Bassily et al., 2021b] in linear time. They also explore

with Frank-Wolfe based algorithm to improve their previous O( ﬁ + ) risk bounds and

the concentration property of generalized Gaussian distribution via developing similar results as
our Lemma 3.1 and improved the in-expectation risk bound in [Bassily et al., 2021b] to high
probability bounds.



Table 1.2: Regret bounds (defined in (3.7)) of (g,0)-DP algorithms. { denotes bounds in
expectation while § denotes bounds with high probability. And * denotes bounds without

smoothness assumption.

Loss Type Ly Theorem Regret
Linear  Adversarial p=2 Cor. 3.2 [Agarwal and Singh, 2017] OWT +d/e)t
, Thm. 2 [Jain et al., 2012] O(VdT?/3 /)t
Adversarial p=2 )
Convex Thm. 11 [Guha Thakurta and Smith, 2013] O(VdT /e)™

Stochastic 1< p <2 Thm. 3.2 O(VT + Vd/e)t

A crucial difference between our results and theirs lies in that, while our algorithms are
adapted to the online setting, the algorithms in [Bassily et al., 2022] for 1 <p <2 and 2 < p < ©
need the same batch size as Theorem 7 in [Asi et al., 2021] and Theorem 3.5 in [Feldman et al.,
2020], respectively. Thus their algorithms cannot be applied to online setting with streaming

data and the continual release.

1.2 Other Related Work

Our paper is most related to the DP-SCO community. In addition, there are two streams of
literature that are related to ours: online convex optimization with differential privacy and DP

bandits. Below we present a review on them.

Online Convex Optimization and Privacy Preserving: Online convex optimization
(OCO) algorithms [Zinkevich, 2003], learning from a stream of data samples and releasing an
output upon new data, provide some of the most successful solutions for many machine learning
problems, both in terms of the speed of optimization and the ability of generalization [Hazan,
2019]. Similar to the streaming setting, developing OCO algorithms under DP constraint is
harder than the DP guarantee in the offline learning setting since the whole sequence of outputs
along the time horizon is required to be protected [Jain et al., 2012, Guha Thakurta and Smith,
2013, Agarwal and Singh, 2017].

Jain et al. [2012] provide a generic framework to convert proper online convex programming
algorithm into a private one while maintaining O(v/dT /¢) regret for Lipshitz-bounded strongly
convex functions and O(v/dT?/3/e) for general Lipshitz convex functions. Guha Thakurta and
Smith [2013] propose algorithms with O(v/dT /) regret bound for Lipschtiz convex functions. In
contrast to the DP SCO works, all above bounds paid a price of privacy factor in the leading order
term. The only existing work with privacy-free regret bounds O(v/T'd 4 1/¢) is given by Agarwal
and Singh [2017] for linear losses, while their results and arguments cannot be generalized to
more general convex losses. Our results contribute to the literature by showing privacy-for-free

bounds O(v/T + 1/¢) are also available for general convex functions under stochastic setting.

We provide a summary about the comparison with them in Table 1.2 and the derivation is in
Section 3.3.

DP-SCO in /¢, Geometry: In the case of p = 2, Bassily et al. [2014] give the first excess
population risk of O(C\l/l—%) by adding a strongly convex regularizer to control the gap between



excess population risk and empirical risk. Bassily et al. [2019] further show that with min-batch
and multi-pass SGD, the optimal rate O(\/% + %) is achievable. And they further relax the
smoothness assumption by applying the smoothing technique based on Moreau-Yosida envelope
operator. Bassily et al. [2021a] consider non-smooth DP-SCO with generalized linear losses
(GLL). In p = 2, their algorithm achieves optimal excess risk in O(nlogn) time. In p = 1, they
bypass the lower bound in non-smoothing setting given by Asi et al. [2021] and achieve the
optimal risk in non-private case when ¢ = ©(1). Wang et al. [2020] consider the heavy-tailed

data where the Lipschitz condition of the loss function no longer holds and the the gradient can

d
nl/322/3

the gradient has bounded second-order moment. Hu et al. [2021] further extend their results to

be unbounded. They achieved excess population risk of O( ) given that each coordinate of
high dimensional space. And Kamath et al. [2022] improve the rates in [Wang et al., 2020] and

extends to their results are applicable to bounded moment conditions of all orders.

DP-Bandits: Designing bandits algorithm with DP guarantee is an emerging topic in the
recent years and we only mention the work which utilize the side-information (context). Shariff
and Sheffet [2018] propose the notion of joint differential privacy (JDP) under which bandits
algorithm can achieve nontrivial regret and then they design a scheme to convert the classic
linear-UCB algorithm into a joint differential private counterpart to match the non-private regret
bound. Dubey and Pentland [2020] extend Shariff and Sheffet [2018] algorithms to the federated
learning setting. Chen et al. [2021b] tackle private dynamic pricing problem under generalized
linear demand model by combining the tree-based mechanism, differentially private empirical
risk minimization and UCB algorithm and obtain both excellent DP and performance guarantee
for oblivious adversarial and stochastic settings. Chen et al. [2021a] develop two algorithms
which make pricing decisions and learn the unknown non-parametric demand on the fly, while

satisfying the DP and LDP gurantees respectively.

2 Preliminaries

Notations. Let (E,|[|||) be a normed space of dimension d, and C C E is a compact convex set
of diameter D. Let (-) be an arbitrary inner product over E (not necessarily inducing the norm
[-l)- The dual norm over E is defined as [|y||« == max,|<i{(z,y). With this definition, (E, |-|«)
is also a d-dimensional normed space. We use [K] to denote {1,2,--- , K} and for any Z € R?
we denote Z1., = {Z1,Z2,--+ ,Z}. We denote 0 as an all-zero matrix whose size is adjusted
according to the context. We adopt the standard asymptotic notations. For two non-negative
sequences {a,} and {b,}, we denote {a,} = O({b,}) or {an} S {by} iff limsup,,_, . an/bn < 00,
an = Q(by,) iff b, = O(ay), and a, = O(b,) iff a, = O(b,) and b, = O(a,). We also use O(-),
Q(-) and O(-) to denote the respective meanings within multiplicative logarithmic factors in n
and 9.

2.1 SCO with Streaming Data

We formally introduce the excess risk below. Given a parameter set C C R?, and an unknown

distribution P over X and a function f : C x X — R, we consider the following optimization



problem,

%161(1:1 Fp(e) = Eme[f(07x)]7

and
0" := argmingc. Fp(0).
We assume the population loss function is a convex function, i.e.,
Fp(0) > Fp(0') + (VFp(0'),0 - 0'), V0,0 €C.

We will abbreviate Fp as F' when the context is clear for simplicity. In practice, the population
loss F'(-) is unknown and one can only access it via empirical approximation from a set of i.i.d.
samples {x;}? ;. In the literature, the study of such SCO problems focuses on designing efficient
algorithms to find a parameter 6 over the samples {x;}!" ; such that the excess population risk is

acceptable.

In this work, we consider SCO under streaming and continual release setting. In each time
step t, one sample z; ~ P arrives, and our algorithm needs to output a parameter 6; with
convergence guarantee regarding F'. We list the following standard assumptions under a general

norm ||-|| and its dual |||« for future reference.

Assumption 2.1 (Strongly-convex). For any 01,02 € C, the population loss F' is said to be
p-strongly convex if F(61) > F(02) + (VF(62),01 — 02) + %”91 — 02)|? for some pu > 0.

Assumption 2.2 (Smoothness). For any 01,02 € C and x € X, the loss function f is saied to
be 5-smooth if ||V f(01,2) — Vf(02,2)|« < B|61 — 62

Assumption 2.3. For any 0 € C and x € X, the loss function f satisfies: ||V f(0,2)—VF(0)|« <
G.

Assumption 2.4 (Lipschitz). For any 6 € C and x € X, the loss function f satisfies:
IVf(0,2)]« < L.

2.2 Differential Privacy

Our work also extends to the privacy-preserving setting, where the sequence (61, ..., 6, ) satisfies
the differential privacy constraint (see Definition 2.1) with respect to the data. Here we recall

the definition of (e, 0)-differential privacy.

Definition 2.1 (Differential Privacy [Dwork et al., 2014], (¢,0)-DP). A randomized algorithm
A is said to be (e,9) differentially private if for any pair of datasets D and D' differing in one
entry and any event £ in the range of A it holds that P[A(D) € &] < e*P[A(D’) € £] + 6.

To design the DP-SCO algorithm under ¢, norm with 1 < p < 2, we recall the generalized
Gaussian mechanism proposed in [Bassily et al., 2021b] that leverages the regularity of the dual

normed space.



Definition 2.2 (Regular Normed Space). For a normed space (E,|-||), we say that the norm
Il is k-regular associated with |||+, if there ezists 1 < k4 < Kk so that ||-||+ s K+-smooth and
II|| and |||+ are equivalent with constant \/K/k+:

K
2] < [lz)|2 < —|lz]|?>, Vz €E.
Kot

Ly norm for ¢ > 1 is a important class of reqular norms, we specify the reqularity constant kg

and the associated smooth norm ||-||q+ later in Lemma 3.2 and Lemma 3.5.

Lemma 2.1 (Generalized Gaussian Distribution and Mechanism [Bassily et al., 2021b]). Given a
r-regular norm ||-|| associated with smooth norm |||+ in d-dimensional space, and the generalized

Gaussian distribution Gy, (1, 02) with density:

9(z;0) = C(o,d) exp(~||z — p|3 /[20°]),

where C(o,d) = (Area{||z|+ = 1}@F(d/2))71, and Area is the (d — 1)-dimension surface
measure on R, then for any function f with ||-|| sensitivity s > 0, we have that the mechanism

output:
£+ G, (0,2 1og(1/6)s% /%),

is (g,0)-differentially private.

3 DP Online Frank-Wolfe Algorithms

In this section, we present the DP online Frank-Wolfe algorithm framework in solving the ¢,

DP-SCO problem as well as the corresponding excess risk and the regret bounds.

3.1 /{,~setup for 1 <p < oo

In this section, we provide a unified design and analysis for optimization in ¢, geometry with

1 < p < o0. As a consequence of the Holder’s inequality, the dual of £, norm is ¢, norm, where ¢

i 1 1_ i — _P_
satisfies ste= 1,ie., q:= =

Algorithm 1 Private Tree-Based Online Frank-Wolfe (DP-TOFW).

1: Input: privacy parameters (¢,0), {p:}7=; = {m}io, = p considered in ¢, and its dual

e
norm ||-||4 associated with regular norm ||-||4 +, initial point g =6, =0 € C

2: fort=1tondo

3:  Compute and pass g; in Eq. (3.1) and 04(q,¢,d) according to Theorem 3.1 into the
tree-based mechanism (Algorithm 5).
Get noisy summation Gy = noisy(3_;_, ¢;) from the tree-based mechanism (Algorithm 5).
Set d; = t_%l . ét
vy = argmingec(d, v).
Orr1 < Op + me(ve — 0y).

end for

10



Our proposed algorithm is shown in Algorithm 1. At iteration ¢, we consider the following
recursive gradient estimator d; [Xie et al., 2020] as an unbiased estimator of the population
gradient VF(6;):

de =V [0, 3¢) + (1 = pe)(di—1 — V[ (01, 24)),

where d; = Vf(01;21) and p, = 1+t
A similar recursive gradient scheme is also used in Bassily et al. [2021b] for 1 < p < 2.
However, their algorithms use additive noise to ensure the privacy of d; at each iteration, which
accumulate linearly in ¢. To alleviate the influence of the noise induced by DP, they initialize d;
with the first 5 samples and begin to take mini-batch updates with batch size 4 for \/n iterations,
which helps control the sensitivity of d; and maintain a lower number of noise accumulations.

Vi

However, this strategy leads to a gradient estimation error of O(— 7+ o3 /4) And it also fails

in the streaming setting where only one sample is available in 1n1t1ahzat10n.

To improve the error rate and fit the streaming setting, our key observation is that the
recursive gradient estimation d; can be represented as the following summation of empirical

gradients,

~

Z ((i+ 1)V f(05525) — iV f(0i—1; 7)) - (3.1)

1:1

gi

Now we reduce the problem of privately releasing d; in every step t to the problem of privately
releasing the incremental summation of g; in Eq. (3.1), which motivates us to apply the tree-based
mechanism in Guha Thakurta and Smith [2013]. In the tree-based mechanism, the leave nodes
store the vectors g;. Each internal node stores a private version of the summation of all the
leaves in its sub-tree. In this case, any partial summation over g; can be represented by at most
[log, n] nodes. This critical property ensures that the DP noise on d; would not accumulate
linearly in ¢. In this case, our algorithm fits in the streaming setting, where a relatively large

number of iterations is required.

One difficulty of applying the tree-based mechanism is the sensitivity analysis. Suppose
without loss of generality that for adjacent datasets D ~ D', we have z1 # . Such difference
will affect the whole trajectory of the parameters: 0; # 6.,Vi > 2. In other words, the sensitivity
will be very large. Fortunately, we can show that such sensitivity can be dramatically reduced by
the adaptive analy31s similar to Guha Thakurta and Smith [2013]. It turns out that noise with
variance O( o 2) is enough to maintain (e, §)-differential privacy guarantee when reporting the
t-th recursive gradient over the whole time horizon.

With the tree-based mechanism and the adaptive analysis mentioned above, we achieve a
Vdrg

et

incremental summation Zle g; for all t € [n], the amount of space required by the tree-based

gradient error rate of O( oL+ ) (see Proposition 3.1). Furthermore, to report private

mechanism is O(log, n). Detailed description can be found in Algorithm 5 in the Appendix.

In the following theorem, we characterize the privacy guarantee of Algorithm 1. The proof

can be found in Section A.1.
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Theorem 3.1 (Privacy Guarantee). Algorithm 1 is (g,0)-differentially private when o% is

selected to be

8([logy n] + 1)*kq log(([logy ] +1)/0)(BD + L)
g2 ’

ol = (3.2)

Existing results only concern the excess population risk in expectation [Bassily et al., 2021b],
thus the moment information of generalized Gaussian mechanism is enough for their derivation.
While in our high-probability analysis, the tail behaviour of generalized Gaussian mechanism is

characterized.

Lemma 3.1 (Gamma Distribution). Assume that Z ~ Gy, (0,0%) in d-dimensional space,
then ||Z||% follows Gamma distribution T'(d/2,204). Furthermore, ||Z||% — E[||Z||2] follows
sub-Gamma(Qaid, 20_%), which implies that for any A > 0, we have

P23 > E[IZ]3] +2y/o}dA + 2032) < exp(=A).

As a result, we have the following high-probability variance reduction guarantee for the

recursive gradient estimator. The proof can be found in Section A.2.

Proposition 3.1. Under Assumption 2.2 and 2.3, with probability at least 1 — «, for t € [n],
Algorithm 1 satisfies:

(/Fq ++/log(1/a))(BD + G) N logn - o4 +/dlog(logn/a)
Vi+1 t+1 ‘

Remark 3.1. Noticing that o4 is in scaling of é(%), thus our gradient error for 1 <p <2 is

in scaling of O(% + ﬁ), which improves over the O(ﬁ 57\1/3;/14

te

lde — VF(0)|lq S

) in-expectation one in Bassily

et al. [2021a] under the same condition.

Now we have the following convergence guarantee.

Theorem 3.2 (Convergence Guarantee for General Convexity). Consider Algorithm 1 with

convez function F' and assumptions 2.2 to 2.4, for t € [n], we have with probability at least 1 — «,

D(BD + G)(\/Fq + /1log(n/a)) N logt(BD? 4+ Doy +/dlog(log n/a)logn)
Vi : |

Remark 3.2. Later, we will show that the result of Theorem 3.2 is nearly tight for 1 < p < 2

() = F(07) S

and matches the best existing convergence rate for p > 2.

One known drawback of Frank-Wolfe is that its convergence rate is slow when the solution
lies at the boundary, and it cannot be improved in general even the objection function is strongly
convex [Lacoste-Julien and Jaggi, 2015, Garber and Hazan, 2015]. In this case, additional
assumption is necessary to improve the convergence rate of Frank-Wolfe in the strongly convex
setting. In the following, we introduce a geometric assumption, which is typical for Frank-Wolfe
in the strongly convex setting, even for the non-private case [Guélat and Marcotte, 1986, Lafond
et al., 2015]. Denoted by OC the boundary set of C.

Assumption 3.1. [Lafond et al., 2015] There is a minimizer 0* of F' that lies in the interior of
C, i.e., v :=infyepe ||v — 0% > 0.

12



Theorem 3.3 (Convergence Guarantee for Strong Convexity). Consider Algorithm 1 with
Assumptions 2.1, to 2./ and 3.1, for 1 < p < 0o and t € [n], we have with probability at least
1—aq,
1 D(3D + G)2(sg + log(n/a)
3 +
7! t
1 (52D4 + dD?%0?% log(log n/«) log? n) logn
21 2 .

F(0:) = F(07) 5

+ 2

Discussions about ¢,-setup for 1 < p <2

When p € (1, 2], we have the following lemma:

Lemma 3.2. [Regularity for ¢ > 2 , [Bassily et al., 2021b]] When 2 < q < oo , the £y norm is

reqular with
hy = minfg — 1,2(logd — 1)}, [lls = [+, ¢* = minfg - 1,logd — 1},

Now noticing that ¢ = p%l € [2,00), we bring the x4 claimed in Lemma 3.2 into Theorem 3.2,
Theorem 3.3 and formula 3.2 to get the convergence rate of ours algorithm when 1 <p < 2:
Excess-Risk:

Convex: F(0:) — F(0") < log(;z/a) + \/glog(i(;g(n)/é) (3.3)
Strongly Convex: F(6;) — F(6%) < log(;z/oz) + dlog(i;)gn)/(;) (3.4)

The bound in equation (3.3) is optimal, up to a logarithmic factor, comparing with the Q(—=+ F)
lower bound shown in Bassily et al. [2021b] in the case of 1 < p < 2.

S

In strongly convex case, equation (3.4) is tight comparing with the Q(% + %) lower bound

shown in Bassily et al. [2014] in the case of p = 2. And we conjecture that such bound is also
tight for general 1 < p < 2, developing the corresponding lower bound is leaved in the future

work.

Discussions about /,-setup for 2 < p < oc.

When 2 < p < oo, we have ¢ € [1,2] and the following lemma,
Lemma 3.3 (Regularity for 1 < ¢ < 2). When 1 < g <2, the £, norm is reqular with

Fg = d1*2/p, — Cll/2fl/pH.||2_

I-ll+
Despite noticing that regularity constant of £; norm has a worse dependence on d, we can

still get a satisfactory convergence rate by plugging the constants in Lemma 3.3 to Theorem 3.2

and Theorem 3.3:

Excess-Risk:

1-1/p

Convex: F(0;) — F(6*) < dv/21p log(?/a) + d logt(glog(n)/d). (3.5)
2-2/p 102

Strongly Convex: F(6,) — F(6*) < d'~2/P log(;z/oz) + d 10§2€(;Og(n)/6). (3.6)

13



Comparing with the optimal non-private lower bound Q(dl/j/%l/p) [Agarwal et al., 2012] in convex

setting when 2 < p < oo, our result (3.5) nearly matches the optimal non-private rate and is
optimal when d = O(ne?).

The same private-SCO rate is also attained by Bassily et al. [2021b] using the the multi-pass
noisy SGD in Bassily et al. [2020] for ¢3-setup. While the multi-pass SGD has super-linear

complexity.

Remark 3.3. one may ask whether there exists other linear-time algorithm achieve the same
rate as ours in smooth setting. The answer is ‘YES’: One may replace the multi-pass SGD by the

snow-ball SGD[Feldman et al., 2020], which achieves optimal rate under ly setting in linear time:

Lemma 3.4. Under the same assumption as in Theorem 5.2 when p > 2 and assume moreover
ne
8 < presys the last iteration output of Algorithm 2 in [Feldman et al., 2020] satisfies

d'~'/7log(log(n)/9)

F(et) i F(G*) 5 dl/2fl/p log(n/a) +
t te
As stated above, to achieve the same optimal bound when p > 2, the snow-ball SGD need

more that the smoothness constant < while ours result make no additional assumption

on .

3
di-1/p’

3.2 [,-setup for p=1

Algorithm 2 Private Polyhedral Online Frank-Wolfe (DP-POFW)
1

1: Input: praivacy parameters (g,9), {pt}i=; = {m}i=; = and initial point p =601 =0 €

T
C.
2: fort=1tondo
3: if t=1 then
4 dy =V (0, xy).
5: else
6: di =V [0y, x) + (1= pr)(die1 — Vf(Or—1,14)).
7. end if
8: Vv e, sample nf, ~ Lap<4D(5D+L)€V;;g "'log(l/é)).
9: v = arg mingec((dg,v) + nt).

10: 9t+1 — 0 + T]t(’Ut — Ht)
11: end for

In this section, we consider the £)-setup for p = 1. In Algorithm 2, we combine the analysis of
the adaptive composition, and the Report Noisy Max mechanism [Dwork et al., 2014] to ensure
differential privacy, which reduces the O(\/g) factor in the excess population risk incurred by the
tree-based mechanism in Section 3.1. In the following, we characterize the privacy guarantee of

Algorithm 2. The proof can be found in Section A.6.

Theorem 3.4 (Privacy Guarantee). Algorithm 2 is (g, 0)-differentially private.
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Theorem 3.5 (Convergence Guarantee for General Convexity). Consider Algorithm 2 with

convez function F, Assumptions 2.2-2./ and 5.1, for t € [n], we have with probability at least

1—q,
3
F(6,) — F(*) < D*+ A
() = F(6°) < == (8D + 4),
where

A =8D(BD + G)\/log(8dn/a) + 16D(BD + L) log(4dn/a)/logn - log(1/5) |

0g
€
The gradient error in our algorithm (see Lemma A .2) is of the same rate O(1) as the one

in Asi et al. [2021]. Comparing with their excess population risk of O( % + (%)2/3), our

bound achieves the rate of O( lofd + I\O/gij). However, the analysis in Asi et al. [2021] relies on

the privacy amplification via shuffling the dataset, which is unacceptable in streaming setting.

The proof of the above theorem can be found in Section A.7.

Theorem 3.6 (Convergence Guarantee for Strong Convexity). Consider Algorithm 2 with

Assumptions 2.1-2. and 3.1, for t € [n], we have with probability at least 1 — «,

. 1 [9(BD? + A)?
PO - FO) < g (P20,

where A is defined in Theorem 35.5.

The above theorem achieves a rate of O(lofd + 10%52 4) comparing with the rate of O(% +
(%)4/ 3) in Asi et al. [2021], which relies on the privacy amplification via shuffling the dataset
as we mentioned in the comment under Theorem 3.5. The proof of this theorem can be found in

Section A.7.

Remark 3.4. Our results can be generalized to the case that the population loss is strongly
convex. Although it is appealing to use a folklore reduction from convex setting to strongly convex
setting as in Asi et al. [2021] and Feldman et al. [2020] to attain the same O(%) convergence rate,
the reduction relies on the batch splitting. Specifically, a batch size of the order O(n/logn) is
required. However, in practice, the ground-truth time horizon n* can hardly be known in advance.
Thus, one may need to overestimate the time horizon to ensure sufficient privacy protection.
Once the estimated time horizon n 2 n*/logn*, the batch-based method will fail, and the last

iteration only has the same guarantee as in the convex setting.

3.3 Conversion from Excess Risk to Regret Bounds

DP online convex optimization considers the learning algorithms design with continual release
feature and privacy guarantee and thus is comparable with our algorithms. We formally introduce
the online stochastic convex optimization problem: for a given time horizon T, at each time
one single sample x; ~ P in X comes and the player choose a point 8; from a set C. Then the
player observes a random cost/reward f(x¢,6;) and try to minimize/maximize her population
cumulative cost/reward Fp(6;) := E,p[f (0, z)] in the whole time horizon. The objective of the

decision is to minimize the population cumulative regret, which is the absolute difference between
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the population cost/reward incurred by the algorithm and the possible smallest (highest) cost

(reward):

T
Reg(T Z Fp(0;) — argmingc. Fp(9)] (3.7)
t=1

In online SCO, Fp is assumed to be a convex function:

Fp(0) > Fp(0")+ (VFp(0'),0 —0'), V0,0 €C.
We will denote 0* = argmin,Fp(f) and abbreviate Fp as F' when the context is clear for
simplicity.

Sum up by Theorem 3.2, we can derive the regret

Corollary 3.1. Under the same assumption of Theorem 3.2, we have with probability at least

1—oa,
Reg(T) < VT - [D(BD + G)(\/kq + Vlog(T/a))] + (log T)* [(BD2 + Doy +/dlog(log T/a)log T')].

Similarly, by Theorem 3.3 we have
Corollary 3.2. Under the same assumption of Theorem 3.3, we have with probability at least
1—a,

log T log T

Reg(T) < - [D*(BD + G)? (kg + log(T/ax))] + - [(82D* + D*o% dlog(log T'/) log® T) .

For 1 < p <2, we bring the x, claimed in Lemma 3.2 into Corollary 3.1, Corollary 3.2 and
formula 3.2 to get the regert of ours algorithm when 1 <p < 2:

Regret:
Convex: Reg(T) < y/Tlog(n/a) + \/glog(l;)g(n)/é)7 (3.8)
dlog® T'log(log(T)/6)

Strongly Convex: Reg(T) < logT log(n/a) + (3.9)

22
For 2 < p < oo, we plug the constants in Lemma 3.3 to Corollary 3.1, Corollary 3.2 and

formula 3.2

Regret:
Convex: Reg(T) < dY/?7Y?\/Tlog(n/a) + i logg(log(n)/é)7 (3.10)
Strongly Convex: Re(T) S d'~*"log Tlog(n/a) + 12 L0808/ (3.
Finally, we can also derive the regret guarantee when p = 1 as in prior sections:
Convex: Reg(T) < logdVT /e, (3.12)
Strongly Convex: Reg(T) < (logd - log? T/e)Q. (3.13)

In conclusions, our algorithm improves the DP online general convex optimization, i.e.,
[Guha Thakurta and Smith, 2013], to a privacy-free rate under the stochastic and smooth
setting.
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4 DP High Dimensional Generalized Linear Bandits

In this section, we consider the generalized contextual bandits with stochastic contexts, where
a decision is made upon each new data [Li et al., 2017]. Our proposed private Frank-Wolfe
algorithm is promising to derive a satisfying estimator for smart decisions under a wide range of
reward structures while providing sufficient privacy protection in this setting due to the streaming

and continual release feasibility.

However, we face some non-stationarity incurred by the decision process, which leads to a
highly non-trivial difficulty when applying the recursive gradient for variance reduction. For the
fluency of the presentation, we first formulate the contextual bandits model and further explain

the difficulty and our novel contributions in-depth.

4.1 Introduction to Generalized Linear Bandit Problem

Consider the following generalized linear bandit problem. At each time ¢, with individual-specific
context X; sampled from some distribution P on X, the decision maker can take an action a;
from a finite set (arms) of size K to receive a reward depending on the context X; and the chosen
arm a; through its parameter 6 via a generalized linear model (GLM): r; = ((X, 6},) + €,

where ((-) is an inverse link function.

We further assume that the context X, the underlying parameters {6} }ie[ &) and the reward
r; are all bounded. We assume the noise ¢ is sub-Gaussian [Wainwright, 2019] and conditional
mean zero, i.e., F; = 0(X14,714—1) and E[e;|F;] = 0. We use the standard notion of pseudo
regret, i.e., the difference between expected rewards obtained by the algorithm and the best

achievable expected rewards, across the time:

T

Regret(T) = ) (X[ 0;;) — C(X,0;,).
t=1

where af = arg maX;e (k] XtTO;‘.

It is non-trivial to introduce the privacy guarantee in the design of the bandit algorithms.
The standard notion of DP under continual observation would enforce to select almost the same
action for different contexts and incur (7') regret [Shariff and Sheffet, 2018]. Here we utilize
the more relaxed notion of Joint Differential Privacy under continuous observation [Shariff and

Sheffet, 2018].

Definition 4.1 ((g,d)-Jointly Differential Privacy (JDP)). A randomized action policy A =
(AL, is said to be (g,0)-jointly differentially private under continual observations if for any
t, any pair of sequences D and D' differing in the t entry and any sequences of action ranges
from time t + 1 to the end Esy, it holds for Asi(D) := (As(D))s>t) that PAs(D) € Ex4] <
efP[AS(D') € Es4] + 0.

We present some standard assumptions in contextual bandits, and similar assumptions can
be found in Goldenshluger and Zeevi [2013], Bastani et al. [2020], Bastani and Bayati [2020].

Assumption 4.1 (Optimal Arm Set). We have a partition [K| = Kgyp U Kopt, so that for every
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arm 1 € Kgyp,

P(i = are max X ' 0%) = 0.
( & JelK] 2

Moreover, we suppose there exists a hgyp > 0 such that

1. maxerg) X 0 — houp > X105 Vj € Koyp, X € X.
2. For U; .= {X\XTH;k — hgup > maxj#XTH;} we have P(X € U;) > u for some u > 0.

Assumption 4.2 (Eigenvalue). We assume that E[XXT|X € U;] = My, for some X\ > 0,
Vi € [K].

Assumption 4.3 (Margin Condition). There exists a constant { so that for the sets
Ly :={0:1]0—067|1 <{},Vie Kop,
and given 0; € I';, Vi € Kpt, we have,

P(X"6;, — max X'6; <h)<vh,
jEKopt,jfit

where i, == arg max;ck,,, X, 6; for some v > 0.

Next we impose the standard regularity assumption on the reverse link function [Li et al.,
2017, Ren et al., 2020, Chen et al., 2020] which includes widely-used linear model and logistic

regression.

Assumption 4.4. There exist i and 8 such that 0 < u < ¢'(z) < B for any |z| < C, where C' is

some given constant.

4.2 Private High Dimensional Bandit Algorithm

Based on the previous assumptions, we design differentially private high-dimensional GLM
bandits (Algorithm 3). Our algorithm follows the similar procedure of Bastani and Bayati [2020]
to use two sets of estimators: the forced-sampling estimators {6, ;} je[x] constructed using i.i.d.
samples to select a pre-selected set of arms; and the all-sample estimators {0y}, je[x] tO
greedily choose the ”best” arm in the pre-selected set. Another ingredient of our algorithm is
the so-called synthetic update, i.e., adding the noisy all-zero contexts and zero rewards to the
collected samples for the unselected arm. This ingredient is similar to Han et al. [2021] while
they focus on local differential privacy. For our synthetic update, we have the following privacy

guarantee and the proof is deferred to Appendix B.1.

Theorem 4.1 (Privacy Guarantee). Algorithm 3 is (e,6)-JDP.

Although it is natural to run Algorithm 2 for estimators for for arm i € [K|, we are in fact
facing various loss functions, say Fy(6:) = E[V ft(0ti; 1.4, yt)| Fi—1], at each time t. While all of
the loss functions share the same minimizers 6}, A; = dy — VF;(6;;) in Algorithm 2 is not mean

zero and thus the recursive gradient is not an unbiased estimator for the population gradient.
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Algorithm 3 Private High Dimensional Bandit (DP-HDB)
1: Input: time horizon T', warm up period length ¢y, privacy parameter (e, d), initial parameters
6o,i,1 € [K]
2: Initialize Z; = () for i € [K]
3: for i=0to K —1do
4: for t=1toty do

5 Observe the context Xty
6 Pull arm ¢ and receive 7;z,+.
7 Add (Xit0+t7rito+t) to Zi41
8 Update 6 ;41 via running the ¢-th step of Algorithm 2 over Z;; .
9 end for

10: end for

11: for t > Kty + 1 do

12:  Observe the context X;.

13:  Compute the set of pre-selected arms:

) . hsu
Ky = {i € [K]: C(X, 04y:) > max (X, 0y,;) — —L}
JE[K] 2

14:  Compute the greedy action
P sreety a; = argmax (X, 0;)
a€EKy
15:  Select a;-th arm and receive ry.

16:  Add (Xy,r¢) to Z,,. Add (0,¢(0)) to Z; for i # ay.
17. Update 6;; via running the t-th step of Algorithm 2 over Z; for all i € [K].
18: end for

As in the SCO setting, to show that the norm of the gradient estimation error A; converges to
zero sufficiently fast, we reformulate A; as the sum of a sequence {Ct,r}i:y Our SCO results
enjoy the i.i.d. nature of the data and thus {(;-}._; is a martingale difference sequence which
can be controlled by an Azuma-Hoeffding-type concentration inequality. In the bandits setting,
after the forced-sampling period, the sample distribution for each arm evolves by time, and thus
the sequence is no longer conditional mean zero. To overcome the difficulty, we develop a novel
lemma on bridging the gradient error to the total variance difference of distributions between
each time step, which is the key to our success in deriving the nontrivial regret bound in this

setting.

Lemma 4.1. For each arm 1 € Ky, suppose that the greedy action begins to be picked at to,

then for any t > ty we have with probability at least 1 —

(MD+p)  BDM

7 A N T Zt: |!97_1,i—0f\|1)>,

<

84l < Tor@+ 777 -
T=to+1

where Csc(a) = O(log(dT /) is specified in the complete version (Lemma B.3).

Such lemma provides a guideline on tuning the warm-up stage length of the algorithm. In
particular, it implies that polylog(7’) length of warm-up is sufficient to get a O(ﬁ)—decayed

gradient estimation error for each arm 7 € K,y if the previous estimators converge to the
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underlying one at sufficiently fast rates. Such a low gradient estimation error is sufficient for the

fast parameter convergence in the consequent time steps.

As far as we know, this is the first attempt to directly apply variance reduction in a non-
stationary environment, which is sharply contrast to the previous solutions. In reinforcement
learning (RL), as pointed out by [Papini et al., 2018], variance reduction can potentially improve
much the sample efficiency since the collection of the samples requires the agent to interact
with the environment, which could be costly. However, the sampling trajectories is generated
by an RL algorithm. Thus the direct usage of the variance reduction also suffer from the
changing distribution of the collected sample once their RL algorithm improves based on previous
experience. This also applies to the bandits setting which shares the similar spirit in the data
collection process. In overcome this, previous work [Sutton et al., 2016, Papini et al., 2018, Xu
et al., 2020], mainly employ importance sampling to correct the distribution shift and construct
an unbiased estimator for the policy gradient with respect to the snapshot policy. However,

importance sampling is prone to high variance, e.g., [Thomas et al., 2015].

We prove the desired convergence rate of the estimation error by induction in Section B.2,

and here we present the corresponding theorem.

log(dT /) log(T) )
2 Y

Theorem 4.2 (Estimation Error). For the full-sample estimator 6 ;, whent >ty = O(

for every arm i € Ky, we have with probability at least 1 — c,

Cin(a)

Awl|0rs — 07 |[F < Fi(0r5) = Fi(07) < =2,

for some constant ty and Cin(a) = O(w) specified in Section B.2.

Now we are ready to present our regret bound by converting the estimation error to regret,

whose formal proof is given in Section B.3.

Theorem 4.3 (Regret bound). With probability at least 1 — «, Algorithm 3 achieves the following

regret bound

Regret(T) < to + M Cin 00/ (4] Kope])) 108(T) + 20 B/ Cin (0 (4] Koye]) og(T) log(4 /)

<log2(dT/a) log? T>
-0 5 .

Remark 4.1. This regret has a sublinear growth rate, and it is the first regret bound for DP
high-dimensional generalized linear bandits. In particular, the upper bound above has only a poly-
logarithmic growth concerning dimension d, as desired in high dimensional scenarios. Compared
with the regret bound O(log®(dT)) without DP in Bastani and Bayati [2020], our upper bound
contains an extra O(log® T) factor, which is due to our simplified proof to shed light on the main

idea. We leave the refinement as future directions.

5 Experiments

In this section, we present experiment results to demonstrate the efficacy and efficiency of our

algorithm.
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5.1 Generation of Generalized Gaussian Noise

Firstly we provide an algorithm to generate the generalized Gaussian noise in Lemma 2.1, which
will be used by DP-TOFW, DP-POFW and NoisySFW (Algorithm 3 in [Bassily et al., 2021b])
in the following experiment. When 2 < p < co(i.e. 1 < g < 2), the corresponding Generalized
Gaussian Noise is a re-scaled standard Gaussian noise under ¢5 norm. We focus on the case
1 < p < 2, in which the Generalized Gaussian Noise follows the p.d.f. defined in Lemma 2.1 with
Il = Il a* = min{q — 1,logd — 1}.

Algorithm 4 Generation of the /,+ Gaussian Noise

1: Input: dimension d, ¢4, noise level o

2: Generate r2 ~ Gammal(d/2,20,)

3: Generate d independent random real scalars ¢; ~ G(1/qy,q+) where G(1/q+,q) is the
generalized normal distribution

4: Construct the vector x of component x; = s; - ¢; and {si}ie[d] are independent random signs

x

x
lllle, y

5: Output: y=r

Lemma 5.1. The output in Algorithm / follows the generalized Gaussian distribution QH.||+(O, 0'3_)
with |||+ = [[-llg+-

Proof. By Lemma 3.1, we know that if Z ~ Gy, (0,0%) in d-dimensional space, then ||Z|3
follows Gamma distribution I'(d/2,20,). Since the generalized Gaussian distribution is £,
radially symmetric, Lemma 3.2 in [Calafiore et al., 1998] proves that conditional on ||Z||2 = 2
for any r > 0, Z is uniformly distributed on /., spherical with radius r. Thus the remaining
part is to sample uniformly from the sphere with radius || Z]|; in /., space, which is achieved by

modifying Algorithm 4.1 in [Calafiore et al., 1998] (step 3-5 in Algorithm 4). O

5.2 Experimental Setting
In this section, we consider the linear regression setting,
y=X"0+e¢,

where the design matrix X € R¥™ true parameter § € R? output y € R”, and e ~ N(0,21,)
is a noise vector. We define the loss function as £(f, X) = LS (i — (i, 0))2 for any given

estimation é, where y; is the i-th entry of y and z; is the i-th column of X. Therefore, the

excess risk will be F'(6) = E[L£(#)] where the expectation is taken with respect to the randomness
in X and e. Here we will use the loss function over a separate testing set as an empirical

estimation of the excess population risk, which we denote as E(é,Xtest) . And we further
E(é,Xtcst)*E(ethcst)

£(907Xtest)_£(97Xtest) :
initialization of all algorithms. All experiments are finished on a server with 256 AMD EPYC

introduce suboptimality as SubOpt = Here 6 is zero vector, serving as the

TH12 64-Core Processor CPUs. The code to reproduce our experimental results is shared in our
Github Repo.
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5.3 Comparison with DP-SCO Algorithms

To demonstrate the efficacy and efficiency of our algorithm in 1 < p < oo regimes, we choose
p = 1.5 and p = oo as our geometries. We compare our DP-TOFW with NoisySFW (Algorithm
3 in Bassily et al. [2021b]), LocalMD (Algorithm 6 in Asi et al. [2021]) when p = 1.5 and with
NoisySGD (Algorithm 2 in Bassily et al. [2020]) when p = co. We generate T samples i.i.d. from
a normal distribution with mean zero and standard deviation 0.05, and then normalize them by
their g-norm to ensure each sample maintain unit g-norm. We also generate the true underlying
parameter 6 by setting all its entries to be sampled from a normal distribution with mean zero
and standard deviation 0.05 and then normalized it by its p-norm. The size of the testing set is
10000.

For all the experiment, we set the radius of constrain set C as 2 and guarantee (1,1/7)-DP.
To comprehensively demonstrate the performance of our algorithm, we conduct our experiment
with T = 1000, 2000, 5000 and 10000 with dimension d = 5,10 and 20. To achieve the best
performance for each algorithm, we will scale their default learning rate by a grid of scaling factors.
In Figure 5.2, we show the SubOpt of several algorithms under different learning rate scalings.
As we can see, comparing with NoisySFW in p = 1.5 and NoisySGD in p = co, DP-TOFW is
robust against learning rate scaling. In Table 5.1, we show the risk, SubOpt and wall-clock time
for all algorithms with their best learning rate scaling under different 7" and d combinations. All
the results are based on 10 independent runs with different random seeds. As we can see, our
proposed significantly outperforms NoisySFW in terms of risk while our DP-TOFW achieves

comparable risk with NoisySGD but with much less computational cost.

One thing we need to mention here is that LocalMD does not converge regardless of the
learning rate scaling. We suspect that this is due to the large constants before their Bregman
divergence, and the standard deviation of their Gaussian noise. In Figure 5.3, we visualize the
SubOpt against wall-clock time of NoisySFW and DP-TOFW with their best learning scaling
under p = 1.5. We notice that NoisySFW converges faster than DP-TOFW because it has a
smaller number of total iteration (O(y/n)) in centralized setting, while DP-TOFW needs to

receive the data one by one and triggers the tree mechanism upon each data arrival (O(n) times).

5.4 Comparison with DP-Bandit Algorithms

Moreover, we conduct the experiment on our bandits applications. We compare our DP-HDB
with the Linear UCB via Additive Gaussian Noise algorithm (DPUCB) in [Shariff and Sheffet,
2018]. We choose the time horizon 7" = 10000, the dimension d = 50, number of arms K = 2 and
privacy epsilon € = 1. The other parameters are set as recommended. The comparison between
two bandit algorithms’ cumulative regret is demonstrated in Figure 5.1. Our proposed algorithm

significantly outperforms DPUCB in the cumulative regret.

6 Conclusions

In this paper, we present a new framework for the online convex optimization in £, geometry

and high dimensional decision making with differential privacy guarantee. Our framework can
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Table 5.1: Experiment Results. We do not distinguish our DP-TOFW (Algorithm 1) and
DP-POFW (Algorithm 2) and denote them as OFW in this table as they belong to our unified

online Frank-Wolfe framework

Risk SubOpt Time
T d p algo
L5 NoisySFW  0.088540.00907 0.522+0.0565 0.018940.00216
OFW 0.005364+0.00155  0.0172+0.00987 0.092940.00157
g inf NoisySGD  0.025940.0176 0.0802+0.0613 30.2+0.805
OFW 0.0357+0.0216 0.11240.0727 0.076540.00345
15 NoisySFW  0.077140.0107 0.953+0.0947 0.021640.000514
OFW 0.018340.00332 0.201+0.0483 0.105+0.0124
1000° 10 inf NoisySGD  0.052540.0149 0.636+0.186 31.2+0.516
OFW 0.091540.0209 0.582+0.157 0.085240.0109
L5 NoisySFW  0.04144+0.000302  1.05+0.0108 0.021740.0027
90 OFW 0.030740.00344 0.775+0.128 0.108=+0.00901
nf NoisySGD  0.020240.00262 0.95540.111 31.440.945
OFW 0.0766+0.00464 0.982+0.0768 0.0825+0.0114
L5 NoisySFW  0.074640.00644 0.44+0.0287 0.0376+0.000492
5 OFW 0.00285+0.000197  0.00235+0.00106 0.22240.0184
inf NoisySGD  0.0127+0.00371 0.03444+0.0133 119+40.962
OFW 0.015240.00585 0.043240.02 0.156+0.00851
L5 NoisySFW  0.070140.00493 0.887+0.0691 0.0366+0.00502
9000 10 OFW 0.007044+0.00247  0.0595+0.0321 0.189+0.00384
i NoisySGD  0.038240.0133 0.484+0.178 124+4-2.36
OFW 0.05824+0.0113 0.364+0.0795 0.159+0.00928
L5 NoisySFW  0.037640.00262 0.957+0.0673 0.0397+0.00427
OFW 0.018+0.00374 0.406+0.106 0.2+0.00776
20 i NoisySGD  0.020940.00148 0.947+0.0672 12540.345
OFW 0.067£0.00799 0.82+0.114 0.164+0.0098
15 NoisySFW  0.058740.0212 0.35+0.135 0.09794+0.0143
OFW 0.00258+1.58e-05  0.0007024+0.00051  0.469+0.00995
g inf NoisySGD  0.00538+0.000982 0.00989+0.00378 742+3.35
OFW 0.00667+0.000392 0.0145+0.00153 0.397£0.0291
L5 NoisySFW  0.065940.00926 0.808+0.115 0.086740.00326
5000 10 OFW 0.00376+0.000479 0.0163£0.0053 0.477£0.0189
nf NoisySGD  0.020140.00175 0.115+0.0118 T47+2.4
OFW 0.02240.00347 0.125+0.0204 0.38+0.0117
L5 NoisySFW  0.0401+0.000848  140.0264 0.0834+0.0121
90 OFW 0.00962+0.00209  0.185+£0.0558 0.527+0.0121
nf NoisySGD  0.049£0.00585 0.602+0.0571 755+2.89
OFW 0.053540.00736 0.637+0.105 0.413+0.004
L5 NoisySFW  0.060740.027 0.351£0.161 0.163+0.00869
5 OFW 0.002554+4.72e-05  0.0003184+0.000179 1.04+0.0295
inf OFW 0.00337+0.000336  0.00293+0.00106 0.76£0.0157
L5 NoisySFW  0.0646+0.00522 0.789+0.0744 0.175+0.0253
10 OFW 0.00282+0.00025  0.0046540.00184 1.0740.0987
10000 inf NoisySGD  0.01034+0.000748  0.0505+0.00514 3.03e+03+£8.8
OFW 0.00976+0.00259  0.0467+0.0159 0.803+0.013
L5 NoisySFW  0.039140.00178 0.937+0.0303 0.153+0.0194
90 OFW 0.00487+0.000584  0.0592+0.0155 1.0440.102
inf NoisySGD  0.040940.00362 0.48240.0453 3.12e4+03+£27.6
OFW 0.031640.00192 0.363+0.0283 0.84440.0464
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Figure 5.1: Comparison between cumulative regret of DP-UCB and our DP-HDB algorithm

continually release the solutions in a fully-online update manner while still maintain privacy
protection for the whole time horizon. Besides the privacy guarantee, our algorithm achieves
in linear time the optimal rates when 1 < p < 2 and the state-of-the-art rates that matches
the non-private lower bound when 2 < p < co. The flexibility to extend to p = 1 case and the
novel exploitation of the recursive gradient estimator in our algorithm also allow us to design the
first high dimensional bandits algorithm satisfying DP requirements with sub-linear regret. The

efficacy of the proposed algorithms are demonstrated by comparative experiments with various
popular DP-SCO and DP-Bandit algorithms.

A  Proofs of Section 3

A.1 Proof of Theorem 3.1
Proof of Theorem 3.1. We expend d; as follow

di = V (0, 2) + (1 — pe)(di—1 — V f(Or—1, 7))

=5 ( I1 0= pssa) - TI0 - V501,22

i=1 “Nk=i+1 k=1 (A1)
t
- t—i—ll ' ((1 + 1)V f(6;,x;) — in(Gz‘—b%z‘)),

=1

where the last inequality is due to the fact that p; = t% If we consider the tree based mechanism
in Algorithm 5, each sample z; is involved in at most [logyn] 4+ 1 nodes in the tree. And all
partial summations can also be determined by at most [log, n] nodes. The privacy analysis of

the partial sum now reduces to the privacy analysis of the tree.

Suppose adjacent datasets D and D’ differ by sample z; and z}, then for any sets B =

(B1, Ba, ..., Byriogy n1+1_1 ) corresponding to the post-order traversal of the binary tree, it suffices
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Figure 5.2: Training curves of four algorithms with different learning rate scalings. Here we set
T = 2000, d = 10. And they are all under (1,1/7")-DP.
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Figure 5.3: Comparison of SubOpt and wall-clock time between DP-TOFW and NoisySFW. The

shadows indicate +1xstd across different random seeds. Here we select the best learning rate

scaling for both algorithms, according to the results in Figure 5.2.
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Algorithm 5 Private Tree based aggregation protocol [Guha Thakurta and Smith, 2013]

1: Input: (21, 29,.., 2, € R?) (in an online sequence), noise level o, (g, ¢, )

2: Initialization: Define a binary tree A of size ologa nl+1 _ 1 with leaves 21y 29y eees Zne
3: Online Phase: At each iteration ¢ € [n], execute Steps 4 till 23

4: Accept z; from the data stream.

5: Let path = {z — - -+ — root} be the path from z; to the root.

6: Tree update: Step 7 till 11

7. A < First node in path that is left child in the tree. Let pathy = {zx — --- — A}.
8: for « in path do

9 a<oa+z

10:  If o € pathy, then a < o +n where n ~ G, (0, o?).

11: end for

12: Output Private Partial Sum: Step 13 till 23

: Initial Vector v € RY to zero. Let b < [logy n] + 1-bit binary representation of ¢.
: for all 7 in [[logyn] 4+ 1] do
if bit b; = 1 then
if i-th node in path (denoted by path(i)) is a left child in A then
17: v < v + path(i),

_ = =

18: else

19: v < v + left sibling(path()).
20: end if

21:  end if

22: end for

23: return The noisy partial sum v.

to prove that

P(A1(D) € Bu, ..., Ayfiogy m1+1_1 (D) € Byfiogyn1+1_1)
< e P(A1(D') € By, -..; Agniogy ni41_1(D') € Byiogymi+1_1) + 6.
Here 2M18271+1 _ 1 is the maximum number of nodes (including root and leaves) in a tree with
[logy ] + 1 levels. For node A,, including x;, suppose that it stores the summation Zé:k ((] +
1)V f(0;,z;) — jVf(0;-1,;)), we have then conditioned on A;(D) = A;(D'),..., Apn—1(D) =
Ap-1(D'), 0;(D) = 0;(D') = 0;,¥j < 1. Thus the difference between x; and 2/, will cause the

difference between
(i + D)V f(0i,25) =iV f(Oir,25) and (i + 1)V f(0;,27) — iV f(0;—1, 27).
which has ¢, sensitivity 2(5D + L) because
(G + 1)V f (s, 23) — iV f(Oim1,2:)) — ((0 + D)V F (s, 27) — iV f(0i-1,27)) [l
< 2iB)|0; — Oi1llp + IV £ (0:, 2:) — V£ (63, 27)lg
<2(BD+1L).
According to the above sensitivity, and using the fact that ||- ||+ is kg +-smooth, we can now apply

the generalized Gaussian in Lemma 2.1. We add noise Gy, (0,8([logy ] + 1)*k log(([logy n] +
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1)/6)(BD + L)%/e?) independently to each node to ensure that each node is (¢/([logyn] +
1),0/([logy n] + 1))-differentially private.

We recall that each sample x; is involved in at most [logy n] 4 1 nodes in the tree. We denote
the path from z; to the root of the tree as path,;, where |path;| < [loggn]|+ 1. And here we use p
to denote the density of (A1(D), ..., Agnogy n1+1_1(D)) and p’ for its counterpart regarding dataset
D'. Then for any B = (By, B, ..., Byfiogy n1+1_1), We have

P(AI(D) € By, ..., AQUOgQ M+1_1(D) = Bzﬂogg nHl_l(D))

= / p(al, -eey g llogy 7ﬂ+1_1)da1...da2(10g2 nl+1_1
Bl><,...7><B2“Og2 n]+171

:/ H plamlat, ..., Gm—1) - H plamlar, ..., am—1)day...dagnogy ni+1_ -

mepath; mépath;

Notice that for any m ¢ path;, p(am|ai, ..., am-1) = p'(amlai, ..., am—1). For m € path,,

/ plamlat, ..., am—1)day, = / plamlar, oy am_1) — 1 A e/ 1H05! ( ay a1 )da, + ...
B, Bm
+ / 1 A e/ ([ogz "Hl)p’(amlal, vey Qp—1)day,

<4/([logan] +1) +/ 1A e/ Mogan I+ D (g a1 )dam,.

m

Applying the above inequality to any node in path,;, we have

/ H plamlal, ..., am—1) - H plamlai, ..., am—1)dai...dagnogy n1+1_4

mepath; mépath;

Sea/ H p/(am|a1,...,am71). H p/(am|a1,...,am,l)dal...dawo@nH_l_l+5

mepath; mépath;
= eEP(Al (D/) € By, ..., A2[10g2 n]+171('D/) = BQ(logQ n]+171('Dl)) + 4,
which concludes the proof. O

A.2 Proof of Lemma 3.1

Proof of Lemma 3.1. Since each Z; are i.i.d. G, (0,0%), we have

2
_ T
PUZIE > N = Cloy dareaflaly =1} [+ exp(—g)ar
> +
1 _ r
— 5Clos dasealoly =1) [ 192 exp(— .y
r>A\ J+

1
202)4/2.T(d/2)/2’
we know that the tail of || Z;||2 is exactly the tail of I'(d/2,202) at A, which means || Z;||% follows
I'(d/2,20%). Thus || Z;]|2 — E[||Z;]|2] is subGamma(204d, 202 ) , then the standard tail bound

of sub-Gamma distribution implies

C(oy,d)Area{||z||+ =1} = (

P(1Z513 > B Z5]12] +2y/o4dr + 202 ) < exp(-2) (A.2)
]
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A.3 Proof of Proposition 3.1

Proposition A.1 (Azuma-Hoeffding inequality in regular space). Given the k-smooth norm |||

and a vector-valued martingale difference sequence dy with respect to {Fi}¢, we have if
Elexp(ldi [2/02)|Fi1] < exp(1), 1, (A.3)

then

2>

We provide the a detailed version of Proposition 3.1 in the following proposition.

> (V2er + fA)(Z )1/2> < 2exp(—A2/64),

Proposition A.2. We denote Ay = d; — VF(0;). Assume Assumption 2.2 and 2.3, for t € n],
we have that with probability at least 1 — «, Algorithm 1 will satisfies

D+G
|A]4 < \/2emq+8\/4log 2/a) ﬁ * )—i—

+ [logs n} ] (d +24/d log log2 n]/a) + 2dlog(2[logy n/a))

1/2

Proof. We first reformulate Ay = dy — VF(6;) as the sum of a martingale difference sequence.
We denote M; the set of node indices used when reporting d; and Z the noise in the tree based

mechanism in Algorithm 5 . For ¢ > 1, we have

= > Zi+ V(O + (1= p)(diy — Vf(0r-1,2)) — VF(6;)

JEM;

Z Zj + (1= pe)Ai—1 + pe(V (O, x¢) — VF(6y)) +
JjEM;

1+t

1—|—t

+(1- pt)(Vf(ﬁt,xt) —Vf(i—1,7) — (VF(0r) = VF(6i-1)))

- =Yz +H T A1+Z<pf T] (= o) (Vf(Bro2r) — VE©) +

JEM; T=2 k=7+1

+ [ = o) (Vf(0r, 27) = VF(O-1,27) — (VF(6;) — VF(HT_l))>

k=1

t—i—l Z Zj +Ct1+ZCtr

JEM:
(A.4)

Recall that Ay = V f(61,21) — VF(601). And we observe that E[(; | F-—1] = 0 where F; is the
o-field generated by {z1,za,...,z7_1}. Therefore, {(; - }._; is a martingale difference sequence. In

what follows, we derive upper bounds of ||(; ||, We start by observing that for any 7 = 1,2, ..., ¢,

t t

L=p)= 0= =1l 7= 77 A.
kl;[T( Pk) kl;IT( k:+1> kllk"‘l P (A.5)
We can bound [|¢¢1]|4:
1Cotlle < —— V£ (01, 21) = VE@) g < —— 2
tqu_t—’-l 1,41 1 q_t_i_lit’l’
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where the second inequality follows from Assumption 2.3. For 7 > 1,

t
I¢erllg < T = p) IV F (07 27) =V (Or—1,20) g + IVE(07) = VE(Or-1) ) +
k=1
t

+or [ A= po)IVf(br,27) = VF(B:)]4

k=1+1
t t
< 26)0- — 0, 1ll, [[(0 — o) + Gor [ (1—pn) (4.6)
k=1 k=1+1
t t
= 2/8777'—1H'UT—1 - 97’—1Hp H(l - pk) + GPT H (1 - Pk)
k=1 k=1+1
S M é CtT?
t+1 ’

where the second inequality follows from Assumption 2.2 and 2.3, and the last inequality is due

to 1 = p; and the definition of D. Now according to Proposition A.1, we have

(HAt : }rt Zqu > (\/2erq + ﬁA)(icﬁT)l/Q) < 2exp(—A2/64), (A7)

We can bound X, ¢?, as

T

t t 2 t 2
G 28D + G 28D + 2G 4(BD + G)
2 2 2
pm— p— _— < - .
thvT Ct’1+zz:ct77— (t+1> +Z< t+1 > Z( t+]_ ) - t+1

T=2 T=1

Plugging the above bound into Eq. (A.7) and setting
A=38 IOg(Q/al)a

we have with probability at least 1 — aq,

2(8D +G)

H ;- —— Z Zj H (\/Qefiq+8\/2log(2/a1)) NES

t+1
According to Lemma 3.1, we know that || Z;]|2 , follows Gamma distribution I'(d/2,20 ). Select-
ing X = log([logy n]/az), by E[||Z;]|2 ] = 0% d and Eq. (A.2), we get with probability at least
1 — ay/[logyn],

1 Z; ||qu < 02d + 202 \/dlog([logy n]/a2) + 202 dlog([logy n] /).

Thus with probability at least 1 — ao, we have

]r'relzz%/ﬁ||Zj||gvJr < 0%d + 20% \/dlog([logy n]/az2) + 203 dlog([logy ] /), (A.8)

here we use the fact that | M| < [logyn]. Thus with probability at least 1 — awo,

> %

JEM:

< [logo | max||Z;
q7+_[ 25) —|jeMt|| j||q,+

< [logy n]oy (d -+ 2\/d log([logy n]/c2) + 2dlog([logy 1] /042))1/2.
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According to the norm equivalent property in Definition 2.2, we have

> 7 >. 7

JEM; JEM;

q q,+

As a result, by setting a1 = as = §, we have with probability at least 1 — «,

[Alq < (\/2erg + 8y/4log(2/a ))W;\/%G)Jr

[logQ nloy (d+ 2+/dlog(2[log, n] /) 4 2dlog(2[logy n]/c))
t+1

1/2

A.4 Proof of Theorem 3.2
We provide a detailed version of Theorem 3.2 in the following Theorem.

Theorem A.1. Consider Algorithm 1 with convex function F, Assumption 2.2, 2.3 and 2./, for
t € [n], we have with probability at least 1 — «,

\/R—I—S\/leog 2n/a))D(BD + G) (logt—i—l)ﬁD2 N
NG ot
logt

+ — Dflogyn]oy(d+ 2¢/dlog(2n[logy n]/a) + 2dlog(2n[logy n] /a))
(A.9)

F(0) —

1/2

Proof. We start from S-smoothness:

F(u1) < F(0) + (TF(00),Orr —00) + 2 [00sr — 00
n; BD?
i

F(Ht) + 77t<VF(6t), V¢ — 9t> -+

We subtract F'(0*) from both sides, and denote h, = F(0;) — F(6*). We have

hiv1 < hy + e (VF(0;), v — 6;) + 77152521)2
= i + e (VE(0:) — di, v = 0r) + i (i, 0p — 0) + ngﬁzDQ
< Ty + UV E(0,) — dy,vr — 0,) + muldy, 0F — 0,) + 77?52132
= hy 4+ ni{dy — VF(0), 0% — vy) + m(VF(6), 0% — 0,) + n§ﬁ202
< hy+mDldy — VE(O)|l + m(VF(6:), 0" — 0,) + 77?52192

n?BD?

< (L —ng)hs + e Dl|dy — VE(0y)|q +

where the second inequality is due to definition of v;. According to Proposition A.2, with
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probability at least 1 — ta/, we have

sD?
< (1— —_— 1 ...
hivr < (1 —ne)he + 2+ 1) +
1 (2(/2er, +8y/TTog(2/a))(BD + G)
+——D( n
t+1 vi+1
ﬂog2 nloy(d+ 2+/dlog(2[logy n]/a’) + 2dlog(2[logy n] /o/))l/2>
t+1
1
< (1 —ne)he + e 2(y/2¢erq + 8y/4log(2/a’))D(BD + G) +
Ch
1
+ i1 (Dﬂogg nlos(d+ 2v/dlog(2[logy n]/a’) + 2dlog(2[log, M/o/))l/2 + 5D2/2>.
Ca
Then we have
Ch Co
hiv1 = (1 —m)h
et = (L= mhe + G s (t+ 1)
Cy :
=h 1—n; 1—n;
1H . +z( o (kﬂ)z)T_nkH( ")
Cy :
= h 1—n;
t+1 1+Z< k:+1 3/2 (k:+1)2>7111( )
t
1 1 Cy &
= h
t+1 1+t+1kZ:l ((k:+1)1/2 ” (k:+1)>
1 Cl 02 logt
< h .
SR LY/
Now setting o/ = ¢, and recalling that h; < D according to S-smoothness lead to the desired
result. O

A.5 Proof of Theorem 3.3

We firstly introduce the following lemma.

Lemma A.1 (Lemma 6 in [Lafond et al., 2015]). Assume Assumption 3.1, and the population
loss function F satisfies Assumption 2.1 and 2.2, then

2

<I§1&CX<VF(915), 0y — 9>> > 2u~*hy  and BD? > ~*p.
€

where hy = F(0;) — F(6%).

We provide a detailed version of Theorem 3.3 in the following Theorem.

Theorem A.2. Consider Algorithm 1 with Assumption 2.1, 2.2, 2.3, 2.4 and 3.1, for t € [n],
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we have with probability at least 1 — .,

F(6y) — F(67)
18 4D%(\/2erq + 8+/4log(2n/a))*(BD + G)?

< =
~ 2 t+1
1/2 9 70\ 2
18 (D [logy n]oy (d + 2+/dlog(2n[logy n]/a) + 2dlog(2T [logy nl/a)) '~ + BD /2> logn
e (t+1)2 |

Proof. We denote hy = F(0;) — F(6*), and 0, := arg maxgec((VF(0;),0; — 0))? in Lemma A.1.
We start from S-smoothness:

2 D2
hiv1 < hy + 0 (VF(0;), v — 6;) + nté
2 D2
= hy +ne(de, ve — 0¢) — i (dy — VF(0y),v0 — 0;) + 77“82
5 2 D2
S ht + 77t<dt, et - 0t> - 77t<dt — VF(et), Ve — 0t> + nté (AlO)
nBD?

= hy + 0 (VE(0,),0; — 0;) +n(dy — VE(0,), 0, — v) +

2
<y + melldy — VE(O) gD — miy/2hy + 122 5

where the first inequality is due to the definition of v and the last inequality comes from

Lemma A.1. According to Proposition A.2, with probability at least 1 — ta’/, we have

hevr < Vhe(Vhe — ey /20) + le D(y/2¢kq + 8+v/4log(2/a))(BD + G) +

C1
1
+ G112 (Dﬂogg n]o(d + 2v/dlog(2[logy n]/a’) + 2dlog(2[logy 1] /o/))l/2 + BD2/2>
Ca
1
= Vhi(\/h — O+ —C
IV 2H) + t+1 G2 T e
(A.11)
Now the claim holds by induction. We assume that
2 2 2
po L 18C 1 18GRlgPn, 1, 1 o
t+1 2u  (t+1)2 Y2 t+1 (t+1)2

For t = 1, according to Eq. (A.11), we have

C1 Gy 902 902
he <hi+ —=+-—">< -+ ,
2= T e 4 T 2 T 2

where the second inequality comes from Lemma A.1 that SD? > 42p.

For ¢t > 1. There are two cases.

Case 1. vVhy — miy/2u <0 :
Since n = tJ%l’ Eq. (A.11) yields,

hiy1 < ! Cy + ! Cy < Ci + Cf
T (t+1)32 (E+1)277 7 2ut+1)%2 ° Pult+1)?
1 18C% 1 18022 log?n
T+l % (1) Y2
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where the second inequality comes from Lemma A.1 that SD? > +2p.

Case 2. vVhy — n:7/20 > 0 :

According to Eq. (A.11) and the assumption that hy < t+1 + (tH)Q, we have
, A B
T2 (t+2)2

1 1 1 1
<Al — - = ..
—AQ+1 H4>+B<H4P t+2)+

1 y B

2
M @+1 t+1¢‘tr+1 t+1))
A 2B Co 2
= V2pA — ———\/2uB
u+n2+@+n +(+UW2+@+1) 2@+nw2 o+ 12V
< A 4 2B i Cl T Cg _ 3C1 _ 302 logn
T+ (k413 (t+1)32 0 (t+1)2 (t+1)32 (t+1)2
B A . 2B B 2C4 B 2C5 logn
S+ D2 (13 (t+1)32 (t+1)2
< 2 A 4 B B B Cs logn
T2\ D)2 T 132 T (g4 )12
(A.12)
Define
. B Cslogn
to:=inf<t>1: —O - == <
o= { SR TGy TS }

According to the definition of A and B, ¢y exists. For those ¢ > ¢y, the RHS of Eq. (A.12) is
negative, then the proof is done. For those t > tg, we have

Cslogn A B

C
AT S Gr )2 T i

which is equivalent to
1 Cylogn < A N B
(t+1)1/2 t+1 —t+1  (t4+1)%
To finish the proof, it suffices to prove that

o Cylogn
t+1)12  t41 7

hy <

which is demonstrated in Theorem A.1. Now we conclude the proof by setting o/ = a//n. O

A.6 Proof of Theorem 3.4

Proof. Consider two adjacent datasets D and D', and their corresponding d; and d;. We denote

the sensitivity of (d¢,v) as s¢, namely s; := max,c¢ maxp~pr |(d; — dj, v)|. Then
s¢ < max D||d; — d}]|co-
DD’
Now we upper bound the sensitivity of ||d; — d}||~. According to Eq. (A.1), we know that

t
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If adjacent datasets D and D’ differ in data point z; and z}, then
lde — il

— o] 6+ 0900~ 9 s01.20) - (64 095000 - 9 s01.2) |

— t—l% : z’(Vf(Gi,xz‘) - Vf(&'—bd:i)) - z’(Vf(Hz,:vl) Vf(@i_l,a;;)) + (Vf(@i,xi) — Vf(9i_1,x§)) H
2
< 5o Bl = bialh + L) < == (Blloy = bialh + L)
2
S P+ L.

where the first inequality is due to S-smoothness and L-Lipschitz of F. Now we have

_2D(BD+ L)

=TT

We denote the selected v; in each iteration as random variable A;. For any vy, vs, ...,v, € C, we

have
P(A; = vy, Ay = vo, ..., Ay = vp|D)

(A’ = vy, Ay = vy, ..., Al, = v, | D)

log
n

- log P(A; = vi| A1 = vp—1,..., Ay = v1,D
Z A/ — A A / = th Vtyeeey U
Ut| t—1 - UI)D =1

= Vt—1, -,

For each ¢, since we condition on Ay = vy, Ay = v9,..., Ay_1 = v;_1, the randomness of A;

t'logenllog(l/ 6)>. According to the Report Noisy Max

Mechanism in Claim 3.9 in [Dwork et al., 2014], we have

totally comes from the noise n!, ~ Lap

€
|Ct‘ < = Et.

~ 24/t logn-log(1/6)

Then according to Lemma 3.18 in [Dwork et al., 2014], we have

Elc|vi, va, ..., vi—1] < er(e® —1).
Now, according to Azuma-Hoeffding’s inequality, we have

<th>25t — 1)+ +/2log(1/9)

=1
So we can get (¢,0)-DP, where

n

g = ZE?—!— v/2log(1/0)

which concludes the proof. ]

A.7 Proof of Theorem 3.5

Firstly, we would like to introduce a proposition and a lemma.
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Proposition A.3. (Theorem 8.5 in [Pinelis, 1994]) Let (1,(o,...,¢ € R? be a vector-valued
martingale difference sequence w.r.t. a filtration {F}, i.e. for each T € 1,2,...,t, we have
E[¢-|Fr=1] = 0. Suppose that ||¢;||2 < ¢ almost surely. Then, ¥Vt > 1,

¢
)\2
IP’( | = )\> g4exp<_t>.
; 2 456
Lemma A.2. Assume Assumption 2.2 and 2.3, for t € [n|, we have that with probability at least
1 — ay, Algorithm 2 will statisfies

. A(BD + G)y/log(4d/on)
[Atlloo = llde = VE(O1)][o0 < NEST : (A.13)

Proof of Lemma A.2. This proof is similar to the proof of Lemma 1 in [Xie et al., 2020], except

that we consider the || - [|1 norm and its dual norm || - ||, and apply the Proposition A.3 in a
different way. Reformulating A, = d; — VF(6;) as the sum of a martingale difference sequence.

For t > 1, we have

At = Vf(ﬁt,:ct) + (1 — pt)(dt—l — Vf(@t_l,:ct)) — VF(Gt)
= (1 — pt)et,1 + pt(Vf(et,l't) — VF(Ht)) =+ ...
+ (1= p) (VO ) = VI(Or-1,20) — (VF(0;) — VF(6;-1)))

+ | I (1 - pk‘)(vf(eT)xT) - vf(eTfla -T‘r) - (VF(H.,-) - VF(OTl))> = Ct,l + E Ct,T
k=T T=2
(A.14)

Recall that Ay = V f(61,21) — VF(601). And we observe that E[(; | F-—1] = 0 where F; is the
o-field generated by {z1,xa,...,zr_1}. Therefore, {¢;+}._, is a martingale difference sequence.
In what follows, we derive upper bounds of ||(;+|l« . We start by observing that for any

T=12 ..t
t t

1 k T
H(l—Pk):H(l—m):Hm:t_i_l (A.15)

k=1 k=1 k=1

We can bound ||(;,1]|« as follows:

1 G
——|IVf(01,21) = VF(01)||o < ——— =c11,

<
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where the first inequality is due to Assumption 2.3. For 7 > 1,

t

oo < [T =2 (IV £ (07, 27) = VI (Or—1,27)lloo + [VF(B-) = VF(Or1)]loc) + .-
k=T

e

+pr [ A= p0)IVF(Or27) = VE(O;) oo

k=1+1
t t
<28)10- =01l [[(L=pr) + Gpr [ (1= p1)
k=T k=1+1
t t
= 2577771HU7'71 - 97’71”1 H(l - pk’) + Gpr H (1 - pk)
k=1 k=71+1
28D+G
= t+1 — Ctyre

where the second inequality follows from Assumption 2.2 and 2.3, and the last inequality is due
ton, = pr = T—}rl and the definition of D. Now we denote the i-th element of A; as Ay; for
1€ 1,2,...,d. According to Proposition A.3, we have

)\2
P(|A;] > X)) <A4e - . A.16
(18441 2 ) < e 422%) (A.16)

t
We can bound > _, ¢/ as

t t 2 t 2 t 2

G 28D + G 28D + 2G 4(BD + G)?
22:2 22: E: <§(7 < -0
T:1Ct7T Ct71+7:20t77 <t+1> i ( t+1 > B < t+1 ) Tt

T=2 =1

Plugging in the above bound and and setting \ = 4(6D+G3/7;+13g(4d/a1), for some «; € (0,1), we
have with probability 1 — «;/d,

< 4(BD + G)+/log(4d /)

A.
Al < N

Then 4
P([[Adlloo <X) =1 =P(|[Arlloc > X) 21 =D P(|An] > X) =1—a,
i=1
where the first inequality comes from the union bound. In other word, with probability at least

1 — a1, we have

1A < 4(BD + G)+/log(4d/a1)
tlloo > \/m .

Now we are ready to prove Theorem 3.5.

Proof of Theorem 3.5. We denote hy = F(6;) — F(0*), and 0y := arg minyec(ds, v). We start from
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B-smoothness:

2 D2
hiv1r < he +m(VF(0;), v — 0;) + nté
2 D2
= hy +ne(de, vp — 0¢) — mi(dy — VF(0y), v — 0;) + nti
- 23D? -
= hy + i (de, O — 0p) — me{dy — VF(6y), 00 — ) + mPD” | Ne(dg, v — D)
- (A.17)
< hy 4 ne{de, 0 — 04) — nedy — VF(0;), v — 0) + = 5 + ne(dy, ve — )
n; BD? ~
= ht + 77t<VF(9t), 0* — 9t> + 77t<dt — VF(@t), 0* — Ut> + 5 + 77t<dt, Vg — Ut>
2 D2 ~
< (1= Dy~ TE@) oo + TIP3,
To upper bound 7. (d;, vy — ¥4), notice that
(d,vp — p) = 15161? ((v,d) + ) — %IGiél<U,dt> < 21):1]51’2}.)’(2(1 In’| (A.18)
idd. 4D(BD + L)+/1 -log(1/6 . . . .
with nf, i~ Laplace(0, (BD+1) ﬁogn og(1/ )) , we have by integrating the tail density
€
2d
te
P(max|nf| > \) < ZP(|nf}| > \) < 2dexp ( - Vieh )
v = 4D (D + L)y/logn -log(1/9)
4D(BD + L)+/1 -log(1/0
selecting \; = (BD+1) \/Eogn 0g(1/9) -log(2d/ag) we get then with probability at least
€
1-— a9,
4D(BD + L)+\/1 -log(1/6
max |n}| < (6D + )\/Eogn og(1/9) -log(2d/ag). (A.19)
v €

According to Eq. (A.17), (A.18), (A.19) and Lemma A.2, at iteration ¢, we have with
probability at least 1 — (g + a2),

2 D2
ht+1§(1*77t)ht+77tg +...
i 16D(BD + L)log(2d/a2)+/logn - log(1/5)>
8D(BD + G)+/log(4d
+ 2 (s0(5D + 6) Viogladfa) + :
A
3D2 A
=(1-— h .
(U =mhe + 567y (t+ 1)3/2
(A.20)
Now we prove h; < \/753471<5D2 + A) by induction. For ¢t = 1, we have
1 . BD? 3 2
<= — T

where the last inequality is due to F'(0;) — F(6*) < @ by the smoothness of F'. Now we suppose

hy < \/lirfl(BD2 + A) for t > 1. For ¢t + 1, according to Eq. (A.20), we have

3 2 2 1 1 2(BD? + 4)
hest = —== (8D + 4) £ 3(8D +A><\/m_ m) (1)

- 3(BD*+A) 2(8D*+ A) <0
— 2(t+1)3/2 (t+1)32 — 7
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where the second inequality is due to And now we conclude the

1 _ 1 < 1
fb : a (t+)/2 (4212 = 2(t+1)3/2
proot by setting oy = ag = 5~

O

A.8 Proof of Theorem 3.6

Proof of Theorem 3.6. We define o, := arg minyecc(dy, v) and 6, := arg maxgec((VF(0;), 60, — 0))?
in Lemma A.1. And we denote that hy = F(6;) — F(6*). According to S-smoothness, we have

2 D2
bt < F(00) + m(VE(0,), v — 0) + T

~ 2 D2
= hy + 0 (VF(0y) — di,vp — 0p) +ne(dy, 0 — 6;) + 10

+ 1 (dy, ve — Uy)
y 5 D2
< he + ml|VF(0r) — dill oo D + ne(dy, 01 — 61) + + ne(dy, vi — D) (A.21)

- D B
< hy + 20|V E(0)) — dil|scD + (Y F(8,), 6 — 0,) + U — + meldss v — @)

2 D2
< hy + 20| VE(0r) — dilloo D — mey/ 200 + o + ne(dy, ve — ),

where the last inequality follows from Lemma A.1. According to Eq. (A.18), (A.19) and (A.21),
Lemma A.2, at iteration ¢, we have with probability at least 1 — t(a; + a2),

2
hert < V(W e — ey /20) + ntﬁ

¢ 16D(BD + L)log(2d/az)+/logn - log(1/6)>
+ 8D(BD + G)+/log(4d +
2 (3050 + 6)Viog(ia/an) /
A
(A.22)
Now the claim holds by induction. For simplicity, we denote
2 2
B 9(BD 2+ A) '
gy

Firstly, for ¢ = 1, according to Eq. (A.22) we have
ho < F(bh)—F0")+ — + =5 < —.

where the last inequality is due to Lemma A.1 and the fact that F'(6;) — F(0*) < %Dz. Suppose

that h; < for some t > 1. There are two cases.

t+1

Case 1. Vhy — niyy/21 < 0:

Then since 7, = t%, Eq. (A.22) yields
BD? A BD? + A 2 (BD? + A)? B
hty1 < + < < ) < :
20t +1)2  (t+1)3/2 t+1 t+2 t+2

where the third inequality is due to Lemma A.1 and the last inequality is from the definition of
B.

Case 2. vVh; — n:7y/21 > 0:
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According to Eq. (A.22) and the assumption that h; < Z;, we have

t+1°
1 1 BD? A YV 2uB
ht+1—§B< - >+ 5 + i 37
t+2 t+1 t+2 2(t+1) (t+1) (t+1)

1 B —
= (t +1)3/2 ((t N AD"+ A= 2MB> (4.23)

1 B
< (t+1)3/2<(t+1)1/2 —3(5D2+A)>,

where the last inequality comes from the definition of B. Define

to = inf{t > 1: —3(BD? + A) <0}

B
(t+1)1/2
According to the definition of B, ty exists. For any t > to, the RHS of Eq. (A.23) is negative,
and the proof is done. For those t < tg, we have
B
3(BD* + A) < ———

which is equivalent to
3(BD? + A) .. B
(t+1)12 —t+1
To conclude the proof, it suffices to show that the following inequality holds,

3(BD? + A)

_ . A.24
which is demonstrated in Theorem 3.5. Finally, we conclude the proof be setting a3 = as =
8
a O
2n

B Proofs of Section 4

In this section we establish the privacy protection for our Algorithm 3 and the convergence
result for the forced-sample estimators and full-sample estimators. We prove the convergence of
estimators for any given arm ¢ and use 6, to represent 6;; and 6* to represent 6 for notation

simplicity.

B.1 Proof of Theorem 4.1

Proof. By post-processing property, we only need to guarantee that the sequence (6y,...,07)
is (g,0) differentially private. In fact, we have for each sequence {v;1,...,vp} C C. Suppose
condition on a;(D) = j; and a;(D’) = j., we have then

P(0iy1 = vit1,...,0r =vr|D)  P(0iy1 = viq1|D)

P(0iy1 = vit1,...,00 =vp|D)  P(0iy1 = vi1|D)

_ P(liy11=viy11 -, 01,5 = Vig1,k|D)

~ P(Oiy11 =Vit11 -, 0i41.k = Vit1.k|D')

_ P(Oit15; = Vit Oiv1,50 = Vi1, D)

_ . . — . /
P(9i+1,j£ = Vi+1,50 9@+1,Ji - VZ+1,J¢|D>

Now by the synthetic update method, we have the above ratio is smaller or equal than ¢ with

probability at least 1 —¢, which implies the (e, §)-differential privacy guarantee of (61,...,07). O
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Lemma B.1. As long as tgy is selected so that with probability at least 1 — «,
Csc<05> . sub
< l}.
Vi =iyt
Then we have with probability at least 1 — «, the following claim holds for all to <t < T and
i € Kopt,

U,NU® =0,
uX < E[X;; X,
af € K.
In particular, that implies the GLM loss
Fy(0) :=E[f(6; Xt,i,74,)[Fi—1]

18 pAu-strongly convez in £1-geometry.

h
Proof. Firstly, notice that as long as sup;c(x)[|0t,,; — 0711 < 457\2, we have for each t, denote

i = argmaXiE[K]C(XtTHtO’i), if = argmaXiG[K]C(XtTﬁj), then
P(Kt N Ksub 7& (D) = P(HJ € Ksub s.t. ((Xt—rgto,j) > C(Xt—reto,it) - hsub/2>
< P(3j € Kque sit. (X, 0y,5) > QX[ 0rp0) — hsun/2)
3h5ub
)

hS’LL *
< P(Ej € K s C(X65) + =57 > ¢(X,0%) —
=0.
Thus the first claim holds.
To prove the second claim, notice that for every ¢ > Ko, we have condition on the sup;¢(x; 1640, —

. hsy
07l < 27 r 45M

P(a; = i) > P(K, = {i})
> P(K; = {i}, X; e U)
= P(((X, Okto) > r;lg;{dXtT@mm) + hsun/2, (X, 07) > r;.lgfé(XN;*) + hsup)

for every i € Kop,

hsub
> P(sup ||0s,,; — 0;

—P(XtEUj) >u

JFi

Thus we have
< P(Xy € Up) - E[X, X, | Xy € Uj) < E[X;,; X/
To prove the third claim, note that for any i; = argmax;c | X T9t07i
CX, Oro.i0) = C(X Org ) = (C(X[ Ori0) — (X 07 :)) + (C(X, 05 5,) — C(X[1 05 50)) +

"i_C(*Xl‘/T to,if ) C(XtTato,’L;f))

hsub * *
T + C(Xt—l—eto,it) - C(Xt—reto Zt)

hsub
5

Thus i} € K;. O

IN

IN
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Lemma B.2. Consider the arm i with i € K. Suppose the action a, (and ar—1) depend only
on 0-(and 6._1), then we have for P;(-|0) the distribution of X;; := X;1{a; = i} condition on 0

(in particular, such distribution is independent of t),
[E[VFr1(0:-1) = VE (0 1) Fr-1]lloo < 28[10-—1 — 0* 1M - Eq_ [|Pi(:|0--1) — Pi(:|0:)l7v|Fr1]
Moreover, when both ar-—1 and a; are greedy actions, we have

| P (-|07—1) — Pi(-|67)||l7v < 2817 1D.

Proof. Denote P;(-|6) as the distribution of X;; under greedy action condition on 6, and E7~1[]

the expectation condition on F,_j, then notice that V f(0;0,r) = 0 for every 0, r, we have

HE[DT|]:T—1]||OO
=EX LV (B X, )| X)) = B EAV f (B X, ) X o

=I /X (@@ 1) = C(x " 6)) 2d P (|6 1) / / (2 07-14) — (2 07)) 2dP;(2|6-)dP(6:) oo
<[] 66010 = O il i) = aGalor, )] P )
<2801 — 67| M - E5 || Bi(:10r—1) — Bi(:167)l|7v]
Thus the first part is proved. On the other hand, notice that
07 — 0r—1ll1 = nr—1llvr—1 — 071l < mr1D

we get then

1
1Pi(-67—1) = Bi(-|0-)l7v = 2/lei(fﬂ9f—1) — pi(x]6)|dv

1
< 2(/54-/56) |pi(z]07-1) — pi(2|0;)|dv

with S := {2 € X : 1{a(z]6,—1) =i} = 1{a(z|0;) =i} } and a(x|f) € [K] is the greedy action
given context x and estimator 6, in particular we have 0 € S. Clearly we have the distribution
of X1{a(X6,) = i} equals to the distribution of X1{a(X|0,_1) =i} on S, thus

;(/S—’_/C) ) |p¢($|(97_1) —pi(x]t%)‘dy = ;/Sc ‘pi($|97_1) —pi(x|97)’dy,

On the other hand, if we denote p(z) the distribution of X, then by 0 ¢ S¢,
/ ’pi(x\&-,l) —pi(x|07)‘dl/ < 2/ / pi(x|0r-1,2)p(z)dvdz
se X JSe

2/SC p(2) /Sc pi(x|0r:-1, 2)dvdz
< 2/Cp(z)dz
=2P(X € 59).
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And by assumption 4.3
P(X € §°) =P(1{a(X[6,) = i} #4 Ha(X|6,1) = i})
:P(a(X\QT) =i,a(X|0,_1) # z) + P(a(X\HT) #i,a(X0,-1) = z)
§P(max XT(QTJ' — 9-,-7]') > 0, max XT(QT_LZ' — 9‘1‘—17j) < 0)
j#4 JF#
+ P(maxXT(Hm* — (97—,]‘) > O,maxXT(GT_M — 97—_17]‘) < O)
J#i J#i
§2P(m2XXT(07—71,i —0r-1,5) <nr—1D)
J#t
<2um;_1D.
We get

HPi(“HT—l) - Pi("eT)HTV <2uvn,1D.

Next we provide a complete version of Lemma, 4.1.

Lemma B.3. For each arm i € K,p, suppose that the greedy action begins to be picked at time

to, then for any t >ty we have with probability at least 1 — «,

A S DD + Outo2(d + 10) (M +log[[@+ D) Vi + DMy 3 (10,15~ 0i]1) + .
T=to+1
(MD + B)+/log((d+T)/c)
\/E )
where

2 2
Ay = |l — VE(60:)]|oo, CSC(Q):\/Q(ﬁDqu(a))’

and A 1is stated in Theorem 3.5.

Proof. For each arm 4, denote Xy, := X;1{a; = i},r; := r1{a; = i}. Moreover we introduce
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ft(H) = f(G;Xt,at, yt); Ft(G) = E[Vft(9)|]:t,1] and At = dt — VFt(Ht) Then

A, = dy — VF,(0,)
= Vfi(0r) + (1 — pt)(di—1 — V fi(01-1)) — VE,(0r)
= (1 = pr)er—1 + pe(V fi(6:) — VE(61))
+ (1 - pt)(vft(et) - vft(et—l) — (VFE,(0;) — VFt—l(et—l)))
1 - Pk €1 + Z H 1- Pk va ’T') - va(eT—l) - (VF’T(HT) - VFT—l(QT—l)))

T=2 k=71

sz

D,
s ipT I (1 o) (V5:60) — VE6)
=2 k=141
— ﬁ(l — pr)er + zt: ﬁ(l — pi) (Dr — E[D7|Fr_1])
k=2 T=2 k=T I
- f;pT kﬁﬂ(l = o) (Vf-(87) = V- (67)) +§tj2E[kf[<1 = Pk)DrlFral
I IIT

(B.1)
First we bound III. Now by the theorem 3.6, we have with probability at least 1 — (¢ — 1)a,

Csc((to — 1)0&1)
\/g )

Vs <tg—1.

105 — 67 |l1 <
Thus by the Lemma B.2 and the fact that
Eo,, [I1Pi(-|010—1) — Pi(-|0s)ll7v | Fro—1] <1,

we have with probability at least 1 — (tp — 1)ay,

t ot
to " T+1 N
S (1 - pEID-Fr 1] = oM+ Z 1280, — 0° |\ M - 2vm 1D
+
T=2 k=1 T=to+1
_ BM t
< t+ 1 (2050(( —Dag) - Vitg+1+ Z (14 1)2||07—1 — 0%||1 - 2V777_1D>
T=to+1
Now to bound Ay, it sufficient to bound I+11, i.e.,
t ot t t
Z H(l - pk)(DT - E[DT’]:Tfl]) + ZPT H (1 - pk) (VfT(HT) - VFT(HT))‘
2 her =2  k=r+1

For the second summation, we have by the same argument as in proof of Lemma A.2, with

probability at least 1 — ap

t t AM D+ /log(4d/
130 T (= o) (V12(6) = VE(6:)) 0 < \/p

T=2 k=1+1

43



For the first summation, notice that

| Drlloc <2MDn; + |[VF(0:-1) = VE_1(07—1) |00
=2MDn, + E[HE[VFT(HT_l)’fT_ﬂ — VFT—l(eT—l)HOO]
< 2MDnr + 28071, — 07 [1 M - E[|| P5(-[0-—1) — P5(-0-)[|7v]

Now by
0 T < tg
E[l[Pi(-|0r—1) = Pi(-07)[[7v] < 1 7=l
Dvn, 1> to.

And ||0;-1,; — 6]|1 < D we have by setting M, = 7(D; — E[D;|F;—1]), then

2MD T < tg
|M: || 0o < 2M (D + BCsc(ar)v/to) T = to, with probability at least 1 — aq
2MD(1 + ) > to.

And thus apply Azuma-Hoeffding’s inequality to each components M, ; with M;, replaced by
My, := My 1{ My, <2M (D + 3Csc(a1)v/To)}, we have with probability at least 1 — da,

|Mt,0,i + Z M »'
T#to

< <2M\/t0D2 + (D + BCse(a1)Vt0)? + (t — to)D2(1 + B)% + IE[M{M\}}Ol]) -/1og(1/ay)
<AM [D(1+ B)Vt + (D + BCsc(c1) V)] - /log(1/an)

normalizing the summation by ¢ and notice that M; # M;, with probability at most a1, we

have then with probability at least 1 — day

ST - o) (Dr — E[D,|F,_]) < (PHPUTE) | Dt BOelan)Vioy - Aoriress vie a

T=2 k=7 \/E t

Now combining all bounds and set a1 = a(d + t9)/2, a2 = /2, we get with probability at least
1—a,

[ Al

MBD — 2MD(1+p5) D+ Cs(a (d—l—to /2)Bvto AM D+ /log(8d/«)
< 1 —I-( i + ) \/log (d+ty)/a) + Vil

+f+Ml(3c~sc<<tol>a/< (d+t0)) - Vo + 1+ Z 20071 - 92""1'2”’77117)

T=to+1
é(MDJrCSC((d—HO Y /2) (M + /log(([d + T)/a))v/to + DM Z 10,1 — 0°]1)
T=to+1
+(MD—FB) log((d+1T)/a)
Vit

as claimed. O
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B.2 Proof of Theorem 4.2

Proof. Suppose at time t, we have with probability at least 1 — « that

Gl (thus o, 07y < [ Sl

hy <
4 T UAUT

), Vr<t-—1,

then condition on such event, from Lemma B.3 and the same argument in (A.19), we have for
hy == Fy(0;) — F(6%), with probability at least 1 — a3 — «g,

77t2LD2

he < he—1 + 20| VEL(0:) — dil| oD — ney/20he—1 + + ne(dy, ve — )

< bt = ey /2abe s+ 200 (MD + Cuelon /2(d + 10)) (M + ioa((d 5 T)Jan)Vio) + ...

. 20, DMu/13C* . 2uD(MD + §)\flog((d+ T)/on) , m?LD*
it NG 2
4D(BD + L)+/logT - log(1/6)
Vie

+ 1t -4log(2d/2)

= hi—1 — ey 2nhe1 + t3/2” + T + yevEs + 5

where
2 2
G, = 28D My
Vil
4D(BD + L)+/logT -log(1
G, ADGD + DT Tog(1/5) oo

3]
G3 = D(MD + 8)\/log((d + T) /),

LD?

Ga=DB(MD + Csc(on/2(d + t0))(M + /log((d + T) /on))Vo) + —

For notation simplicity we abbreviate Cj, for Cy, () below.
Casel: hy_1 — nyy+/2phi—1 < 0:ie.

. LG Gy Gy Gy
t=""3/2 t3/25+t3ﬁ 2

To ensure the induction, we need

GiC? Gy LG G G
$3/2 t3/2¢ $3/2 2 — ¢

GiCP Gy Gy Gy
i Tapstap Ty S Ci
log(dT/a) log(T)
52

G2
As long as t > max{G?, 1og(d%/a) G2, log(g%/a)} =1t > , we can choose Cj, =

9log?(dT/a
62

max{4, )} to satisfy the above inequality.

Case2: hy_1 —myy/2phi—1 >0 ¢

GiCi? Gy, Gy Gy
g e TEr TR
c 1/2 1/2

< Cin | VG~ GGy G Gs Gu
= ¢ ey Vi £3/2 B2: 132 T 2

ht = hi—1 — my\/ 2phe—1 +
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l.e.

Cin  Cin n Nemexa . GiC? Gy L Gs G
t o+ M 32 T 32 T 32 T g2

Cin
hip] — —— <
i t+1—(

i.e. we need to choose Cj, so that RHS is not greater than zero,

2 cy? _ Cin . G2 Gz Gy
(v - G)C, 1172 =z 11722 + 1172 + t

Choosing v > 23\%1#, and as long as
~log?(dT "
Cin = og(€2/a) for some C' independent of d,T and «,
2 in log(dT' /) log(T

log(dT /)’ 2" log(dT /)’ 9log(dT /) g2

the claim holds.

Finally we need to ensure the induction holds when ¢ = ¢3. Note that when ¢t < ty, the
convergence result is given by Theorem 3.6. Thus to ensure the induction holds we also need

Cin > ABu(Csc())?. In conclusion, we choose ay = ap = 2,

9log(dT) 36log?(dT) 9 log?(dT /o)) log(T)
Cin = max{4, 22 T (eGL)? S ABp(Cse(@))”t = O( -2 )
and
G3 G C; log(dT /) log(T)
. 2 2 9 4 in . g g
to = max{Gy, log(dT' /)’ G5 log(dT' /)’ 910g(dT/a)} =O( g2 )
to ensure the induction holds. O
B.3 Proof of Theorem 4.3
Proof. We define event
Eiq1 = {Ut NU=0,a; € Ut},
\/Cin(a/<4’K0pt’)
E;o = 0 i 9: < 5
12 tggﬂt, 1 N }
MB/Cin(a /(4| K,
Ey = {E1,E 2,/ < By/Cinle/( pt’))}.

Vit

and we use Cj, for Cyy, (a/(4|Kqpt|)) for notation simplicity in the following. Using the similar

and A; < % Vtcm, we must have a; = aj. Thus with probability at least 1 — 2, the event
EyU EY; U Efy holds, thus,

Regret(T Z Z XT9* C(X;H;))

argument as in Theorem 4.2, we can verify that condition on the event sup;. Kopt

t<ty t>to
< Z (X,167) — XtT )+ Z (X, 07) —¢(X, 6 DUHELUES UE,}.
t<to t>to
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Note that the choice of tg = O(M) as stated in Appendix B.2 and Theorem 4.2

15
and the range of the reward can be bounded. Now it remains to bound the second term.

Let Ay = % Vtcml{At < % ”tc”b} and the second term is upper bounded by >, _,.r At

We have Zt0<t§T(%)2 < M?B2Ci log(T). Note that P(A4; = Mﬁfvt Cin) < nyB\\//ZCT@ by

Assumption 4.3 and thus E[}, _,op At] < vM?3°Cip log(T). We apply Hoeffding’s inequality
and can conclude that with probability at least 1 — a/4

> Ay < vMPBCip og(T) + 2M B/ Cin 1og(T) log (4/ ).

t>to

Putting all the terms together, and we arrive the desired conclusion. O
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