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Multi-period Optimal Control for Mobile Agents
Considering State Unpredictability

Chendi Qu, Jianping He, and Jialun Li

Abstract—The optimal control for mobile agents is an im-
portant and challenging issue. Recent work shows that using
randomized mechanism in agents’ control can make the state
unpredictable, and thus improve the security of agents. However,
the unpredictable design is only considered in single period,
which can lead to intolerable control performance in long time
horizon. This paper aims at the trade-off between the control
performance and state unpredictability of mobile agents in long
time horizon. Utilizing random perturbations consistent with uni-
form distributions to maximize the attackers’ prediction errors of
future states, we formulate the problem as a multi-period convex
stochastic optimization problem and solve it through dynamic
programming. Specifically, we design the optimal control strategy
considering both unconstrained and input constrained systems.
The analytical iterative expressions of the control are further
provided. Simulation illustrates that the algorithm increases the
prediction errors under Kalman filter while achieving the control
performance requirements successfully.

I. INTRODUCTION

Nowadays, as technologies of perception, localization and
motion planning gradually mature, mobile agents such as
autonomous vehicles have been widely applied in various
fields [1]], [2]. However, traditional researches on optimal
control and planning usually pursue the objectives of optimal
time, shortest path or minimum energy consumption [J3]]. Since
autonomous vehicles become more and more pervasive in the
industry and military fields, how to protect their security while
controlling have raised great concerns these years [4], but still
remains an unsolved problem [5].

In this paper, we focus on the security breach where an
external attacker can predict the states of a mobile agent
deployed in the physical environment. This security issue is
of practical importance, since the historical trajectory of a
vehicle is inevitably public to the attacker, who can leverage
numerous estimation methods for interception or attack [6].
For instance, [7]] uses extended Kalman filter to estimate the
states of a moving object and predict its trajectory by a UAV
and [8] presents a multiple model unscented Kalman filter
to predict multi-agent trajectory. Notice that for an attacker,
an accurate prediction of the system state is essential to the
latter attack. Therefore, it is necessary for a control system
to protect its history trajectory for being unpredictable to
attackers. Some studies have already been carried out in
these years. [9]] introduces a novel coding scheme to protect
the secrecy of the robot motion planning. [10] considers
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an entropy maximization problem on a partially observable
Markov decision process to decrease the predictability of the
decision-maker’s trajectory. A secure control method is shown
in [11] to ensure the resilience to attacks.

Nevertheless, to the best of our knowledge, few studies have
yielded the unpredictable control of the mobile agents. In [[12],
the author proves the unpredictability of the system is greatest
when the inputs satisfy a uniform distribution. However, the
proposed stochastic control method is a single-period opti-
mization, which can only guarantee an unpredictable trajectory
but omits the overall system performance in a long time
horizon. Due to the addition of random disturbances, the final
state of the system may not reach the expected target state.

Inspired by the above discussion, we present a novel control
strategy for mobile agents with linear systems to ensure
both unpredictability and control performance. A stochastic
perturbation is added to control inputs at each step in order
to make the system states unpredictable and we translate the
problem into a multi-period convex optimization problem.
Moreover, simple input constraints are also considered in the
problem. The main contributions are summarized as follows:

o Aiming at the trade-off between state unpredictability
and the control performance in long time horizon, we
formulate a multi-period stochastic optimization problem
for linear systems and solve it through stochastic dynamic
programming.

« We design an optimal control strategy for both uncon-
strained and input-constrained mobile agents to ensure the
security and be unpredictable for external attackers while
achieving the system performance requirements success-
fully. Performance showed by simulation demonstrates
the effectiveness of the algorithm.

The remainder of the paper is organized as follows. Section
describes the problem of interest. Section [[I] solves the
optimal solution of the unconstrained problem with dynamic
programming, while Sec. studies the problem with simple
input constraints. Simulation results are shown in Sec.
followed by conclusions and future directions in Sec.

II. PROBLEM FORMULATION AND PRELIMINARIES

A. Model Description

« System model of mobile agent
Consider a mobile agent with a linear dynamic model whose
discrete form is
T1 = Aprr + Brug, (1)
where xj is the state vector of the mobile agent, uy is the
control input and Ay, By are n X n and n X m matrices for



any k = 0,1,---
agent is

,IN — 1. The output model of the mobile

yr = Cxy, 2
where yj is the output information such as agent’s positions,
and we have C = [Ijxq Ogx(n—q)]-

« Prediction model of attacker

Suppose there is an attacker having exact knowledge of the
dynamic model Ay, By and C of the mobile agent. Through
observing the output information, the attacker is able to predict
the future trajectory of the agent with some data fusion
methods. The prediction model is described as:

U1k = CZpy1p = C(ArZpp + Briy), 3
where 41|, Uxx are predictions to the system output and
control input at time k separately. &y, is the posterior estimate

of zg. In our assumption, Zj; is an unbiased estimation.
Denote the attacker’s prediction error at time k as:

Cht1lk = Yht+1 — Tht1|k- 4)
B. Problem of Interest

Consider a task of controlling the mobile agent from an
initial state xo to a target state z%;. An external attacker is
trying to predict the future state during this process and carry
out an attack or interception. Our objective is to design a
control policy uj to maximize the state unpredictability while
achieving the control performance requirements in the long
time horizon.

In order to increase the unpredictability, a random distur-
bance term J; is added to the control input at each step.
The random variable J;, satisfies a distribution f(y) with the
expectation E(dy) = 0 and variance D(y ;) = o7 ;, where dj ;
and o}, ; are ¢ th component of d;, and oy, separately. Note that
each component of J;, is independent. We have

Up = pg + O, &)

which means uy is also a random variable and for all &k =
0,1,---,N—-1,i=1,---,m

E(uk) = Uk, D(um) = 0’]3’2-. (6)

In this paper, we define 07 = [02 ,,--- ,0%,.]7 as a vector.

We now express the controfobjectivey in mathematical
forms. Giving a fixed terminal time /N and target state z%;,
we use a linear quadratic objective function to represent the
system performance, denoted as J.{uo.ny—1}. The optimiza-
tion problem is written as

]T

min J{uo.n_1} = E[(zy — 2%)T H(zy — 2%)]

N-1
+ ) E(xf Quak + uf Ryur), (1)

k=0
where ug.y—1 = {uo,u1, -+ ,un—1} is the set of control

inputs, H, Q) are positive semi-definite matrices, and each
Ry, is a positive definite matrix. Note that J. reflects both
the deviation to the target state and the cost of control during
the process. Since each control input u; in (§) is a random
variable, the above optimization function is expressed in an
expectation form.

On the other hand, we use the attacker’s prediction error
er+1)k at each step k to represent the performance of the
unpredictability, which is denoted as .J, {k}. Notice that ej, |
is also a random variable, so we define J,{k} with the
expectation form:

Jp{k} = E(|lexs1xll3), k= 0,1,--- N — 1. (8)

Regard () as a measurement of the state unpredictability.
According to [12], we formulate the state unpredictability
objective into a max-min optimization problem:
max min Jy,{k}, )
Fre(y) Tke
where J), is first minimized with the attacker’s optimal esti-
mation i to the control input, and then maximized with dy,
generated from the optimal distribution fx(y).

Therefore, considering both of the control performance and
the state unpredictability, our objective is to optimize both
and @I) In the next section, we will introduce one basic lemma
and transform this multi-objective problem into a solvable
single-objective problem.

ITII. PROBLEM REFORMULATION AND THE OPTIMAL
SOLUTION
A. Problem Reformulation
In this subsection, we will introduce a lemma from [12] and

formulate an optimization problem combining and ().

Lemma 1. Consider the problem (). Suppose the maximum
variance of the random perturbation 0y, is J,%. Then, fi(y) is
the optimal distribution in the sense of probability iff

D((Sk) = Gl%’v
and
(2\/§)m 11_[;';1 gi ; yYi € [—\/50']%71-, \/go-l%,i]'
fily) = '
0, otherwise,
where oy, ; is the component of o, © =1,--- ,m.

The detailed proof process is in [|12].

Lemma [I] shows that when the variance of the perturba-
tion a,% reaches the maximum value, the expectation of the
attacker’s prediction error .J,{k} is the largest. This conclusion
is consistent with our intuitions, which means the larger the
control variances are, the more difficult it is for an attacker to
predict the future states accurately. Therefore, to maximize the
state unpredictability is to maximize the variance o, and using
the multivariate uniform distribution as f'(y) can optimize the
problem (9). Thus, we define an unpredictable utility function
as follows to help formulate our optimization problem.

Unpredictable Utility Function: Based on the above dis-
cussion, we design a utility function, denoted by J,{k}, to
represent the unpredictability at each period k, and combine
and (9) into a single-objective optimization problem. There
are two requirements for designing this utility function:

« The utility function is negatively correlated with all the

variances ai’i, i.e., Ju{k} is a monotonically decreasing
linear function of o7 ;. When we minimize the value of



the function J,,{k}, it needs to enlarge the variance, and
then ensure the higher unpredictability. Thus, the trade-off
between the system performance and the unpredictability
is well formulated.

« To maintain the convexity of the optimization objective,
each J,{k} needs to be convex with o}, for k =
0,---,N — 1. Clearly, if the function is non-convex,
the global optimal solution is hard to be obtained and
not unique. Meanwhile, it may be taken at the infinite
boundary when there are no constraints on the variable.

Therefore, considering these two requirements, without loss

of generality, the unpredictable utility function is defined as

T =3

i=1 "

Then, we formulate a single-objective optimization problem:

P, : min J = ME[(zy — 23)TH(zy —2%)]  (10a)
HEk,Ok
N-—1 -1 m )\
A E(zT TR 3k
+X2 kZ:O (2, Qrrr + up Rpug) + kz:;) ; 2

st. (1),(5),(6), k=0,1,--- ,N —

where \; > 0,A2 > 0,X3; > 0 are weights of each
term respectively and oy ; is the ith component of o. The
optimization variables are uj; and oy at each step. We can
see that the third term in .J is fov:_ol s,k Ju{k}, representing
the unpredictability utility, and when the variance of control
is larger, the function value is smaller. Moreover, the Bellman
functions of this problem for all k£ are convex, which will be
shown in the next subsection.

In this way, we obtain a multi-period and single-object
convex optimization problem. We will solve the Problem P,
in the next subsection.

B. The Optimal Control Policy
Since Problem P; is multi-period and convex, we solve the

optimal solution with dynamic programming [13]].

Theorem 1. The optimal solution of Problem P is given by

pr = —Gray + My,
N1 11
{ Uk,iQZ(%);, ( )
where for k=0,1,--- /N —1

G = B Bl 1 A

My = 3P Bl 3} (12)
P, = MRy, + Bl J1 1B,
and
Wi = XoQk + AL 1 k1 4k, Zi = Jo k11 4y
Jig =Wy — AL k1 BeGr, Jin = M H (13)
Jog = Zi — Jo k11 BeGr, Jon = 2\ 2%, H.
Proof. See the proof in Appendix. O

Once the parameters Gy, My, Py are obtained offline, we
are able to calculate a sequence of o7 with Theorem Accord-
ing to Lemmal[I] the optimal distribution of the perturbation dy,
is the multivariate uniform distribution. Therefore, we generate

the J at each step from a uniform distribution fx(y) whose
expectation is 0 and variance is 7. We have

s ~ U= (307 )%, (307,) %) (14)
Then, together with formula (1) and (5), we can get the
expectation sequence p;, and control inputs wug.

The time complexity of the dynamic programming algo-
rithm is O(N n3), where n is the dimension of state xj; and
N is total control steps.

Note that the expectation sequence pj decides the di-
rection of convergence of the system, while the variance
o7 determines the unpredictability of the system state. In a
traditional LQR problem without uncertainty, the control law
is usually given by up = —Kjyxg. As for our algorithm, an
additional parameter M}, is used to adjust uy (and ug) since
the disturbance term J;, is added. We can observe from the
formula (16) that o} is positively correlated with A3 5, which
means the unpredictability of the system can be increased by
enlarging the value of A3 ;. We will detail the effect of weight
parameters on control performance in the simulation section.

IV. DEALING WITH SIMPLE INPUT-CONSTRAINTS

In most practical situations, the systems contain multiple
constraints. However, it is not easy to solve a multi-period
linear quadratic optimal control problem with complex con-
straints. Inspired by [14], we give an algorithm to solve the
problem P; with simple input-constraints through dynamic

programming.
Consider a constrained problem
P, min J = M E[(zy — 2%)  H(zy —2%)]  (152)
Hk,0k
N-1 N—-1 m A
T T 3,k
+ s Z E(:Ek Qrxr + Uy, Rkuk) + Z 25 2
k=0 k=0 i=1 "™
st. —u<up <71, (15b)
(1),(5),(6), k=0,1,--- ,N —1,

where T > 0 is the upper bound of |uk| at each step. From
Theorem [T} we obtain

Ok ~ U[—05, 0k], Ok,i = (3o,i2) . (16)
Then we can set a conservative bound for each puy as
— T, < pk < gy flyp =0 — 7Ok, (17

where 7 can determine how conservative the control is. In
this way, if we set 7 = 1, the control inputs wu; will definitely
satisfy the constraints (I5p).

The following theorems provide a solution for Ps.

Theorem 2. The solution of Py is given by:

= —Grxpr + M,
{Hk ETk 1 k (18)

it = ()

where for k=0,1,--- ,N — 1, G, and M, are defined as:

G — Gr if| — Gray + My| < i,

k 0 otherwise,

~ M;, Zf| —Gk$k+Mk| < g, (19)
M, = —f  if — Grar + My < =l

e if — Grog + My, > iy,



and the calculation of Gy, My, Py is the same as Theorem |Z|

Remark 1. The process of using dynamic programming to
solve Po is similar to P. The difference is that due to the
constraints on [iy, at each step the new parameter Gy and My,
need to satisfy the equation (I9) according to three different
situations, and G,, M}, are substituted into ék7 M,  during the
continue calculation.

Remark 2. The problem of Theorem 2| is that we cannot
get x, when computing the parameters Gr and M off-
line. Therefore, we need to traverse all the possibilities of
the parameter pair (ék, Mk) Note that there are 3 possible
values for (ék, Mk) at each step and 3" possible values for
(Go, My). But for a certain initial state xo, only one pair of
(éo, MO) satisfies all constraints in the problem. We propose
Theorem [3] to help find the feasible parameters.

Tl~1e0rem 3~. Denote éO:N—l = [éo, s ,é[\/‘_ﬂ, Mo;N_l =
[My, - -+, Mn_1]. For an initial state xo, whether the param-
eter pair (Go.n—1, Mo.n—1) are feasible with the constraints
is determined by following N inequalities.

_ﬁk <Ek$0+Fk <ﬁk7 k:O,:l, ,N_].
where

Bi= -Gl (A - BG)

F = —Gr Y i 21 (A; — B;G)| B M; + M.

(20)

V. SIMULATION

In this section, we conduct multiple simulations on our
algorithm to show the performance and the unpredictability
of the system control.

In order to simplify the problem, we choose a single-in-
single-out system. The dynamic equation is

Try1 = T + (25 + ug) At,

where At = T'/N means to divide the total duration T" evenly
into N steps. Then we have A = 1 + At, B = 1 according
to formula (1). Our control object is to maximize the unpre-
dictability of the system state while meeting the performance
requirement. Let 2%, = 0 and H = 1,Q = 0,R = At.
The optimization function is described as min,, ,, J1 =
ME(@) +de plg E(upA) + Y050 2.

Set the initial state g = 20 and 7" = 10, N = 50. Firstly,
fix Ay = 1, A3 = 0.5 unchanged. With different \;, the state
value xj, and control input variance o7 at each step are shown
in Fig[l] We can see that zj, has converged to the vicinity
of the target state %, = 0 at almost k = 20 and slightly
fluctuates around 0. The variance o}, decreases slowly until
N = 40 while drops rapidly to a small value in the last few
steps. Note that \; represents the weight of the deviation of
the final state. When )\ is larger (\; = 15), we find that o2
drops more and o%; is smaller, leading to a smaller deviation
between x and 0. Consequently, if there is a high requirement
for system performance, it will be necessary to increase A;.

Now we fix \; = 5, A2 = 1 and change A3. The curves of
x, and o3 under different A3 are shown in Fi g g represents
the importance of the unpredictability and as A3 decreases
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Fig. 2. Results with different \3.

from 1 to 0.2, the overall variance o2 gradually decreases too
and the fluctuation range of zj; becomes smaller.

To demonstrate the unpredictability of our control law, we
use another control method without random disturbance as a
comparison (equivalent to A3 = 0), whose optimization object
is given by min,, J» = z% + Zg;ol u?At. Assume that
the attacker has the optimal estimation of uj, which means
E(ay,) = E(uk). We use Kalman Filter to do the one-
step prediction. The observation noise is set to be N(0,0.5)
in the algorithm. At each step, the prediction of the next
state is computed by T i = Ay + Bﬁzlk. With two
kinds of control methods, the prediction results and errors
are illustrated in Fig[3] We can see that the prediction errors
increase significantly after adding perturbation to the control
inputs. The average and maximum prediction errors under
different A3 are shown in Table[] As A3 grows larger, the
system state is more difficult to be predicted accurately.

The control results with and without simple input-
constraints are shown in Figld] Set the parameters N = 15
and A\; = 5, A2 = 1, A3 = 0.5. The upper bound for control
inputs |uy| is @ = 4. We can find that our control policy with
constraints has |uy| < 4 for all k, while the original policy
without constraints exceeds the bound at k£ = 4.

VI. CONCLUSION
In this paper, an optimal control method considering state
unpredictability for mobile agents is proposed. We add uni-

TABLE I
PREDICTION ERROR WITH KALMAN FILTER (A1 = Ag = 1)

A3 0 0.2 0.5 1
Ave. Error 0401 0.850 1.037 1.251
Max Error 1.389 2440 2795 3.124
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Fig. 3. Prediction errors with Kalman filter under different control policies.
The blue line is traditional LQR control ((A3 = 0), while the red line is our
control policy with state unpredictability (A3 = 0.5).

time period

Fig. 4. Control with and without input-constraints.

formly distributed random perturbations to the control inputs
and formulate a multi-period convex optimization problem.
The expectation and variance of the control inputs are solved
through dynamic programming. The algorithm can also deal
with the input-constrained systems. Our control method not
only maximizes the attackers’ prediction errors to the future
states and guarantees the security of mobile agents, but also
satisfies the system performance requirements.

APPENDIX

Theorem [T]is proved by mathematical induction. According
to the boundary conditions of the Bellman function, the value
function at N is written as:

V(en) = M(eyHey — 2gnan),
where gy = 24T H. Let Jiy = M H, Jon = 2\i1gn and
J3,n = 0. We have:
V(IN) ::1711\}(]17N17N7J27N1'N+J37N. 21

The Bellman function at time N — 1 is:

V(zn—1) = min{E(zy_1QN_1ZN-14+uy_1 RN_1un—1)

m

2

i=1
Substituting the dynamic model (1) into ), we obtain:

E(V(zn)) = E(qu\;Jl,NmN) — Jo,nE(zn) 4+ J3,N.-

The function V(x_1) is simplified as:

AN LBV ().

ON-1,i

V(zn-1) = 2n A WN-1Zn-1—ZNn-12N-1+J3,n + min{

C\ g N
KNfll‘l’Nfl+,LL%—1PN71,UN—1+’I‘I‘(EN71PN,1)—|—Z %}’
i=1 —1,%

where

Wi = A2Qr + AT J1 k1A

Zy = Jo ki1 Ax

Py = MoRy, + BL J1 141 Bx

Ky =2z} A} J1k41Brk — J2,541Br,
and X _; is the covariance matrix of d,y_1. By differentiating
in—1 and on_1,; separately, we have

OV (zn_
% =2uk Pn_1+Kn_1=0
MN—1
OV (zn— A3 N—
M — 2PN 1 iiON 14 — 9o A3N-1 _
OoN_1,i ’ ’ ON—1,°

Therefore the global optimal solution is:

Un—1=—-GNn_1ZN-1+ Mn_;
Asn_1 1
oON-1,i° = (%)27
where _
{ G = D, 1ff;?J17fk+1Ak
_ 1p—1pT 7T
My = 3P, B J3 i1
Substitute pn—1 and on_1 into V(xn_1). Let
Jie = Wi — AL J1 k41 BeGr
Jox = Zi — Jo2, k41 BrGr )
Jsk = =52kt 1BeMi + 237 (A3, kPrii) 2 + Jakt1,

then we have

(22)

T
V(zn-1) =xy_1S1,N—1ZN—1—Ja,N—1ZN—1+ 3 N—1-
Continue the above process for k = N — 2,--- ,0, then the

mathematical induction is done.
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