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Abstract
The development of privacy-preserving automatic speaker verification systems has been the focus of a number of studies with
the intent of allowing users to authenticate themselves without
risking the privacy of their voice. However, current privacypreserving methods assume that the template voice representations (or speaker embeddings) used for authentication are extracted locally by the user. This poses two important issues:
first, knowledge of the speaker embedding extraction model
may create security and robustness liabilities for the authentication system, as this knowledge might help attackers in crafting
adversarial examples able to mislead the system; second, from
the point of view of a service provider the speaker embedding
extraction model is arguably one of the most valuable components in the system and, as such, disclosing it would be highly
undesirable. In this work, we show how speaker embeddings
can be extracted while keeping both the speaker’s voice and the
service provider’s model private, using Secure Multiparty Computation. Further, we show that it is possible to obtain reasonable trade-offs between security and computational cost. This
work is complementary to those showing how authentication
may be performed privately, and thus can be considered as another step towards fully private automatic speaker recognition.
Index Terms: privacy, speaker recognition, secure multiparty
computation

1. Introduction
Recent years have seen an increase in the number of online services and applications that use speech as a means for authentication and interaction. Among other speech technologies, voicebased authentication systems – or Automatic Speaker Verification (ASV) systems – are becoming more and more a part of our
everyday lives. The uniqueness and ubiquitous nature of speech
make its use a straightforward manner to protect and grant access to both local and remote systems. However, in the remote
case, ASV systems raise multiple privacy concerns. This comes
from the fact that speech and the information it carries are extremely sensitive in nature: from speech one can extract information as diverse as the speaker’s age, gender, emotional or personality traits, health state, among many others [1, 2]. As such,
by sending their voice – or a template thereof – to a remove
server, users are risking their privacy. These concerns are reflected in recent regulations, as shown, for instance, by the definition of personal data provided by the European Union’s General Data Protection Regulation (GDPR) [3], wherein speech
data and the information extracted from it are considered as
Personally Identifiable Information, i.e., information that, on its
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own, allows determining the identity of an individual, and that,
as such, is protected under the GDPR [4].
Due to the above, the problem of protecting privacy in the
setting of ASV has been a precursor for much of the research
done for speech privacy. One of the first strides in this direction is the cryptographic-based work of Pathak et al. [5], who
adapted a Gaussian Mixture Model (GMM) to work with Homomorphic Encryption (HE) in order to perform speaker verification. Similarly, Portêlo et al. [6] implemented a privacypreserving GMM-based speaker verification using Garbled Circuits. More recently, Nautsch et al. and Treiber et al. applied
Homomorphic Encryption [7] and Secure Multiparty Computation [8, 9] to the same problem. Differently, Pathak et al.
[10], Portêlo et al. [11] and Jiménez et al. [12] have explored
the applicability of distance-preserving hashing techniques to
privacy-preserving ASV, while Mtibaa et al. have studied cancelable biometric schemes for ASV [13, 14].
However, the above-mentioned works focus mainly on the
security of the speaker templates or on how the verification step
itself can be performed privately, sharing the assumption that
the client locally extracts voice templates. In contrast, we argue
that this is extremely undesirable for service providers. Specifically, we argue that the model used to extract voice templates, or
speaker embeddings, is one of the, if not the most valuable component in the speaker verification pipeline. This stems from the
fact that speaker embedding extractors require large amounts
of data and high levels of expertise to be developed. As such,
by sharing this model, ASV service providers would relinquish
control over their intellectual property, and consequently, lose
the value it holds. Further, as noted by Das et al. [15] and
Villalba et al. [16], having knowledge of the speaker embedding extractor model may allow attackers to craft adversarial
examples that mislead the ASV system, raising security and
robustness concerns. For this reason, in this work we show
how speaker embeddings can be extracted privately using Secure Multiparty Computation. Specifically, we focus on the private extraction of x-vector speaker embeddings [17]. This not
only allows the protection of the speaker’s voice, as it is never
shared with the ASV provider, but also the protection of the
speaker embedding extraction model. Moreover, even though
we only consider the private extraction of x-vectors, our implementation can be directly combined with some of the abovementioned works for private speaker verification [2, 9], in order
to produce a fully end-to-end private speaker verification system
that protects both the speaker’s voice and the vendor’s model.
The remainder of this paper is organised as follows: in Section 2 we provide the necessary background on Secure Multiparty Computation (SMC); Section 3 specifies the setting and
threat models assumed for our task; in Section 4 we describe the
experimental setup, while in Section 5 we present and discuss
the results obtained. Finally, Section 6 presents our conclusions
and topics for future work.

2. Secure Multiparty Computation
Secure Multiparty Computation (SMC) is an umbrella term for
protocols designed to allow several parties to jointly and securely compute functions over their data, while keeping all inputs private. SMC protocols are usually built over some form of
Secret Sharing (e.g. Shamir’s Secret Sharing [18], GMW [19],
BGW [20]), or Garbled Circuits (e.g., Yao’s GCs [21], BMR
[22]), and are often combined with cryptographic primitives
like public-key encryption, symmetric encryption, Homomorphic Encryption (HE) or Oblivious Transfers (OTs) to perform
specific functionalities, each lending different levels of security,
computational and communication costs [23]. Our approach for
the private extraction of x-vectors relies on two forms of secret
sharing briefly described below.
2.1. Secret Sharing
Secret sharing is a basic primitive for SMC protocols. It allows parties to represent and share their data with other parties
in such a way that each of the parties participating in the computation will only have access to a random-looking share (here
denoted as h·i) of the original value. Considering an additive secret sharing scheme in the n-party case, a value x secret shared
among several parties by a dealer, is defined as:
x = hxi1 + hxi2 + ... + hxin ,

(1)

where hxi1 , ..., hxin represent random-looking
shares of x held
P
by each party, generated as hxin = x− n−1
s
, where each si
i
i=1
is chosen uniformly at random. When a value is represented in
this way, a single party is not able to reconstruct the secret without the remaining parties. Further, this representation allows for
parties to interactively compute any operation over their secret
data. For instance, due to the associative property of addition,
adding two shared values simply amounts to each party adding
the shares they hold that correspond to the two values, without
requiring any communication with the other parties.
On the other hand, in the case of multiplications, additive
secret sharing schemes require additional pre-computed random
shared values called Multiplication Triples (MTs) (or Beaver
Triples [24]). These values are shares of the form hai, hbi and
hci, where hci = hai × hbi. To perform a multiplication
between shared values x and y, each party sets its shares to
heii = hxii − haii and hf ii = hyii − hbii and exchanges the
results with the other parties, so that each party holds e and f .
The resulting share is given by [25]:
hzii = i · e · f + f · haii + e · hbii + hcii

(2)

It can then be shown that by adding the zi we obtain x × y.
The above works for any number of parties greater than or
equal to two. However, for a number of parties strictly larger
than two, it is possible to instantiate more efficient schemes.
Replicated Secret Sharing (RSS) schemes [26] are such an example. While in additive secret sharing, each party holds a single share per value in the computation, with RSS each party
holds a set of shares per value. Considering
P3 for instance the
three party case and a shared value y =
i=1 hyii , party p1
will hold shares hyi1 , hyi2 , party p2 will hold shares hyi2 , hyi3
and party p3 will hold shares hyi3 , hyi1 . In this case, addition will work as before, and each party can simply perform
the operation locally. Multiplication, on the other hand, may
work differently. A possible implementation of the multiplication operation would be for each party to locally multiply the
shares it holds for each of the secret shared values. In this way,

party p1 will obtain z1 = hxi1 hyi1 + hxi1 hyi2 + hxi2 hyi1 ;
party p2 , z2 = hxi2 hyi2 + hxi2 hyi3 + hxi3 hyi2 and party p3 ,
z3 = hxi3 hyi3 + hxi3 hyi1 + hxi1 hyi3 . As above, it can be
shown that adding the resulting shares will yield the correct result. Still, at the end of the computation, each party only holds a
single share of the value, and a re-sharing protocol is required,
so that each party holds the same set of shares as before [27].
The above-mentioned schemes are described with regard to
arithmetic operations, but also hold for binary computations,
with minor modifications [19]. This is important, as performing operations in each of these domains may prove to be more
efficient for different operations, or may even allow performing different functionalities. Depending on the SMC protocol,
the conversion between domains may take different forms. In
some protocols, it is possible to convert between domains locally, with minimal interaction between parties [28, 29]. However, other protocols may need to use pre-computed values that
are shared in both domains such as daBits [30] or edaBits [31].
The generation of Multiplication Triples, daBits, edaBits,
as well as other auxiliary secret shares – called correlated randomness – requires the participation and interaction of all the
parties involved in the computation. However, since the generation of these auxiliary shares is not dependent on input data, this
step can be moved to what is called an offline, or pre-processing
phase. This phase can be performed at any time before the online data-dependent phase. Many protocols are hence designed
to have the most expensive operations within the offline phase,
making the online phase much more efficient.
2.2. Fixed-point numbers
An important detail of SMC protocols is the fact that secret
shared values are integers, whereas for most real-world applications, values are floating-point numbers. While floating-point
representations exist within SMC, fixed-point representations
are much more efficient. In this work, we adopt the fixedpoint representation of [29], where a value x is represented as
x = y · 2f , where y is an integer, and f is the fixed precision.
While this approximation does not affect additions, for multiplications, one needs to first multiply the two integers, and then
truncate by f . This can be implemented as a binary left shift
operation [32], or via probabilistic truncation [33, 34, 31].
2.3. Security
The shared nature of SMC protocols demands making threat
assumptions about the participating parties. The threat model
of an SMC protocol is extremely important as it significantly
affects its security, computational and communication performance, and thus, its range of applications.
The most common security (or threat) models include the
semi-honest adversary model (also called honest-but-curious
adversary or passive security) and the malicious adversary
model (or active security). The honest-but-curious model is the
simplest model possible. In this model, the adversaries are assumed to follow the established protocol, but are also assumed
to pry into and record the data that is visible to them. In this
way, no party will be able to obtain information other than that
which it is allowed to, resulting in very efficient implementations. On the other hand, the malicious model assumes that
adversaries will attempt to thwart the protocol, demanding additional proof that each party is behaving correctly. This can
be done in different ways, depending on the protocol and phase
of the computation, through Zero Knowledge (ZK) proofs, cutand-choose methods, Message Authentication Codes (MACs),

Figure 1: Privacy-preserving extraction of speaker embeddings.

among others [35, 36, 29]. Although more secure, this model
significantly increases the protocol’s computational cost.
Besides the behaviour of individual parties, one can also define the security of the protocol in terms of whether a majority
of the parties will behave correctly or not – honest majority vs
dishonest majority, and whether a subset of parties might collaborate – or collude – to obtain more information than they
are allowed to. If a majority of parties are assumed to be honest, protocols that take into account malicious behaviour can be
made much more efficient [37, 28]. On the other hand, the highest possible level of security is achieved by assuming malicious
adversaries in a dishonest majority. However, this comes at very
high computational and communication costs [35, 36].

3. Privacy-preserving speaker embedding
extraction
We consider two parties to be involved in the extraction of
speaker embeddings in the context of ASV: the client, who
wants to be able to access a given system and the ASV Vendor,
who provides the authentication system as a service. If we were
considering a full ASV system, we would also need to consider
the ASV Controller, the party who holds the set of speaker templates who are allowed to access the system. However, since
in this work we only focus on the extraction of speaker embeddings, we will not take this party into account. Nonetheless, in
some cases the vendor and controller may be same party.
3.1. Threat models
Our goal is to have the vendor and client collaborate to privately
extract a speaker embedding from a speech sample belonging
to the client, using an extraction model belonging to the vendor. We consider that both the client and vendor are interested
in protecting the privacy of their own data – the client for the
sensitive nature of their speech data, and the vendor due to the
value and security of its model. To this end, we consider four
scenarios.
In the first scenario, the vendor and client are the only parties involved in the private extraction of the speaker embedding,
and are both assumed to be semi-honest. This is the weakest security model, as either the vendor or the client might thwart the
protocol to obtain information about the other’s data.
In the second scenario, we consider adding a trusted noncolluding SMC server to the computation. In a real world
setting, this party would correspond to a company providing
servers for SMC. Since such a company would need to rely on
its reputation for its business, we argue that it would always
follow protocol, and would never collude with any other party
involved in the computation [38]. By adding this trusted noncolluding server, and since the client and vendor have no incentive to collude – the SMC server does not have data to be

stolen – this allows us to instantiate the honest majority 3-party
RSS SMC protocol of Araki et al. [26]. As discussed in Section
2.1, RSS schemes are much more efficient than additive secret
sharing protocols while keeping the same level of security [26].
For our third scenario, we consider adding a second trusted
non-colluding SMC server. This allows us to instantiate a 4party honest-majority RSS SMC protocol. Specifically, we can
instantiate the 4-party protocol of Dalskov et al. [28], which
is secure against one malicious party. In this way, if either the
client or the vendor behave maliciously, the protocol will abort.
Since the client and the vendor will not collude, and the SMC
servers are assumed to be trusted, this setting will be more secure than the previous. However, in this case the non-collusion
assumption of the SMC server is much stronger.
In our fourth scenario we return to the 2-party setting, and
assume that either the vendor or the client might behave maliciously. This is the setting with the highest level of security,
however, it will also incur the highest computational and communication costs. A diagram of the aforementioned computational settings can be found in Figure 1.
3.2. Privacy-preserving x-vector extraction using SMC
Originally proposed by Snyder et al. [17], the x-vector architecture is a neural network trained to discriminate between a large
number of speakers. Within this context, x-vectors correspond
to latent representations extracted from an intermediate layer of
the network. This network is composed of three main blocks:
the first block is a set of time-delay (TDNN) layers that operate
at the frame level with a small temporal context. These layers
work as 1D dilated convolutions, with a kernel size corresponding to the temporal context, which alternate with ReLU nonlinearities; the second block, a statistical pooling layer, aggregates the information across the time dimension and outputs the
per-feature mean and standard deviation for the entire speech
segment; the third block is a set of fully connected layers, from
which x-vector embeddings are extracted after the network is
trained for speaker classification.
To implement this extractor with SMC, we need to take into
account the type of operations required by each layer in the network. 1D dilated convolutional layers are linear transformations
and can be implemented using either the basic arithmetic operations of the SMC protocol, or with specific protocols for inner
product computations [29]. ReLU activations require the computation of a comparison, which can be done through the secure
comparison protocol of [33]. The Statistical Pooling layer involves computing the mean and standard deviation of the input.
To compute the standard deviation, we will need to compute a
square-root, which can be done through the protocol of [39].
All the protocols mentioned above work for the fixed-point
number representation of Section 2.2, making them directly
compatible with the weights and inputs of neural networks, after
these have also been converted to a fixed-point representation.

4. Experimental Setup
4.1. Corpora
The Voxceleb corpus was used to train the x-vector extractor and the Probabilistic Linear Discriminant Analysis (PLDA)
model described below. This corpus includes recordings of
7,363 speakers of multiple ethnicities, accents, occupations and
age groups. It is composed of short clips taken from interviews
uploaded to YouTube [40, 41]. The corpus is composed of two
parts, VoxCeleb 1 and 2, both subdivided into dev and test.

Table 1: Results obtained for each protocol in terms of computational performance and communication cost.
Protocol

Security
Model

2-party Semi2k [36]
3-party RSS [26]
4-party RSS [28]
2-party SPDZ2k [36]

DM/SH
HM/SH
HM/Mal
DM/Mal

Time (s)

Communication (MB)

Pre-processing

Online

Total

Pre-processing

Online

Total

8,423.00. ± 165.36∗
0.18 ± 0.20∗
1.21 ± 0.29∗
147,799.68 ± 1,016.82∗

18.92 ± 0.22
10.68 ± 0.15
16.76 ± 0.21
126.32 ± 1.16

8,441.93 ± 165.36
10.85 ± 0.14
17.97 ± 0.21
147,926.00 ± 1,016.82

1,662,300.60∗
15.04∗
27.14∗
21,870,489.60∗

12,919.40
118.02
333.16
27,810.40

1,675,220.00
133.06
360.30
21,898,300.00

5. Results

4.2. Speaker embeddings
For our experiments we used the pre-trained x-vector model
made available by SpeechBrain [42]. This model follows the
architecture of [17]. A description of the layers used for extraction can be found in Table 2. The model was trained using the
dev partitions of Voxceleb 1 and 2. As a baseline reference for
computational cost, extracting a single x-vector from a 3-second
long speech sample with this model, using a CPU, takes ∼0.03s.
Table 2: x-vector extractor architecture.
#

Layer

Input

Output

Kernel

Dilation

1
2
3
4
5
6
7

TDNN 1
TDNN 2
TDNN 3
TDNN 4
TDNN 5
Statistics Pooling
Linear

24
512
512
512
512
1500
3000

512
512
512
512
1500
3000
512

5
3
3
1
1
-

1
2
3
1
1
-

A Probabilistic Linear Discriminant Analysis (PLDA) model
was used to score pairs of x-vectors when performing verification [43]. The full pipeline achieves 3.2% Equal Error Rate
(EER) on the Voxceleb 1 test set (Cleaned) [41, 42].
4.3. Privacy-preserving implementation
The network described in the previous subsection was implemented using the MP-SPDZ library [29]. We tested our implementation using four different protocols with different levels of
security, as detailed in Section 3.1. Specifically, we tested our
implementation over the following protocols: the 2-party semihonest (SH) version of the SPDZ2k scheme for dishonest majority (DM), denoted as Semi2k [36]; the 3-party RSS scheme
described in [26], which provides semi-honest security, in the
honest majority (HM) setting; the 4-party RSS scheme of [28],
which provides malicious (Mal) security in the honest majority
setting against one corrupted party; and the 2-party malicious
version of the SPDZ2k scheme [36].
For 3 and 4-party RSS and for the semi-honest version of
SPDZ2k , we used local share conversions [28] to improve efficiency. For 3 and 4-party RSS, we also used probabilistic truncation as proposed by [34, 28], instead of regular truncation,
to further improve efficiency. Our experiments assume the default security parameters for each protocol, namely 40-bit security for 3 and 4-party RSS, and Semi2k , and 64-bit security for
SPDZ2k . We used the library’s fixed-point number representation adopting the default configuration of 16 bits for the decimal
part, and 15 bits for the fractional part. All tested protocols perform computations modulo 2k , where k = 64. Experiments
were performed on a machine with 24 Intel(R) Xeon(R) CPU
E5-2630 v2 @ 2.60GHz processors and 250GB of RAM.

Table 1 includes the results obtained for our experiments in
terms of computational performance and communication cost.
All results correspond to the extraction of a single x-vector using a 3-second long speech sample. Online results for all protocols, and for full results for 3 and 4-party RSS, were obtained by
averaging over 100 runs. Full results for Semi2k and SPDZ2k
were computed over 10 runs, due to their high computational
cost. Values denoted with ∗ were estimated by computing the
difference between the full protocol and the online phase.
Our results show that RSS schemes significantly outperform the semi-honest and malicious versions of SPDZ2k , both
in terms of computational and communication performance.
Further, since for the semi-honest version of SPDZ2k , preprocessing takes >2h and >1TB of data, and since the preprocessing for the malicious version takes >41h and >20TB of
data, it is clear that the private extraction of x-vectors with these
protocols, particularly for a high level of security, is currently
infeasible. Contrarily, the results for the RSS schemes can be
deemed feasible, particularly when considering the fact that no
modifications were made to reduce the size of the x-vector extraction network. When comparing the 3 and 4 party RSS protocols, while the 3-party semi-honest version is more efficient
in terms of computational cost and communication, we argue
that the added security of the 4-party RSS protocol is a reasonable trade-off for the ∼7s and ∼230MB difference in the total
computational and communication costs. Still, we need to consider that to implement the 4-party RSS protocol we need strong
assumptions about the honest behaviour of the SMC servers.
Finally, our experiments showed that the SMC implementation yielded negligible degradation, with the average Mean
Squared Error distance between 100 x-vectors extracted with
the original and SMC implementations being just ∼ 1% of the
total magnitude of the vector.

6. Conclusions
In this work we have shown that it is possible to extract x-vector
speaker embeddings at a reasonable level of security and computational and communication costs, while protecting the privacy of both the client’s data and the ASV Vendor’s model, using
SMC, particularly when deploying on 3 and 4-party RSS protocols. This problem had been unexplored so far, as other privacypreserving works for ASV assumed that speaker embeddings to
be extracted by the client. This makes this work complementary
to others in the literature and another step towards fully private
ASV pipelines.
As future work, we consider that it would be important to
explore ways to reduce the size of the x-vector extraction network, to improve efficiency. Moreover, it would be interesting
to also consider protocols following the covert security model,
wherein adversaries may have a malicious behaviour, but where
there is a probability that in doing so, they may be discovered.
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