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Abstract

Although deep neural networks (DNNs) are known to be
fragile, no one has studied the effects of zooming-in and
zooming-out of images in the physical world on DNNs
performance. In this paper, we demonstrate a novel
physical adversarial attack technique called Adversarial
Zoom Lens (AdvZL), which uses a zoom lens to zoom in and
out of pictures of the physical world, fooling DNNs without
changing the characteristics of the target object. The
proposed method is so far the only adversarial attack
technique that does not add physical adversarial
perturbation attack DNNs. In a digital environment, we
construct a data set based on AdvZL to verify the
antagonism of equal-scale enlarged images to DNNs. In the
physical environment, we manipulate the zoom lens to zoom
in and out of the target object, and generate adversarial
samples. The experimental results demonstrate the
effectiveness of AdvZL in both digital and physical
environments. We further analyze the antagonism of the
proposed data set to the improved DNNs. On the other hand,
we provide a guideline for defense against AdvZL by means
of adversarial training. Finally, we look into the threat
possibilities of the proposed approach to future
autonomous driving and variant attack ideas similar to the
proposed attack.

1. Introduction

On the night of March 9, 2018, an unusual car accident
occurred when a woman crossing the street was hit and
killed by an SUV. What's unusual about the accident is that
the SUV was operating on autopilot, a system developed by
Uber. The accident is believed to be the world's first fatal
driverless crash. It can be seen that DNNs will also make
mistakes in the absence of external interference. If further
attackers maliciously interfere with the classification
system, it could lead to more and more accidents.

At present, the attack and defense technology driven by
adversarial attack technology is a hot topic of many
researchers. Most researchers focus on adversarial attack
techniques in the digital environment [18,19,20,21], which
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can fool classifiers by adding imperceptible perturbations
to clean images. However, in physical scenes, images taken
by the camera are input into the classifier for classification,
which makes subtle disturbances invisible to the camera.
Therefore, many researchers gradually devote themselves
to the study of physical adversarial attack technology
[22,23,24].  Unlike digital perturbations, physical
perturbations are designed to be much larger so that they
can be sensed by the camera and fool the classifier. Most
physical adversarial attack technologies use stickers and
graffiti to carry out adversarial attacks. Although the
semantic characteristics of the target object are not changed,
the physical perturbations are visible to the naked eye. In
addition, some researchers use light to carry out adversarial
attacks, which to a certain extent achieves excellent
concealment of physical perturbations. Unlike existing
methods, our method does not require any perturbations to
the target object, fooling the current advanced DNNs.

The difficulties of physical adversarial attack include :(1)
it is difficult to capture the slight digital perturbations after
printing; (2) It is difficult to print perfectly adversarial
graffiti (there is printing loss); (3) Physical perturbations is
difficult to achieve both robustness and concealment.

Based on the above challenges, we proposed a novel
physical adversarial attack called Adversarial Zoom Lens
(AdvZL). Different from the existing methods, using the
advanced DNNs’ vulnerability, we manipulate the zoom
lens to zoom in and out on the attack target, realizing the
physical adversarial attack technology with zero physical
perturbation. AdvZL fundamentally solves the difficulties of
physical adversarial attack for there is no physical
perturbation. Figure 1 shows a schematic of AdvZL attack
in a physical environment, with an automatic zoom lens
mounted on a self-driving car camera that zooms in and out
on road signs as the car passes them, fooling the advanced
DNNs .

Original: 1.0x  Zoom in: 1.2x  Zoom out: 0.8x
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Figure 1: An example. A self-driving car equipped with an
automatic zoom lens driving down the road zooms in and out of



the image as it passes a Stop sign, fooling classifiers such as
classifying Street signs as Pole, Lakeside, etc.

We perform a number of experiments in both digital and
physical environments to verify the effectiveness of AdvZL.
In the digital environment, we built a data set to test the
impact of different magnification effects on advanced
DNNs. Experimental results show that the amplified
images will weaken the robustness of DNNs, which verifies
the antagonism of the equal-scale amplified images to
DNNs. Under the physical environment, we use the zoom
lens to zoom in and out many targets. Experimental results
show that AdvZL achieves 100% success rate of physical
adversarial attack within a certain range of distance and
Angle. Our main contributions are summarized as follows:

(1) We propose a novel physical adversarial attack

technology, AdvZL, which manipulates the zoom
lens to achieve the first adversarial attack

technology that without adding physical disturbance.

(2) We construct a data set to verify the magnified
image's antagonism to advanced DNNs. In addition,
based on this data set, we provide guidelines for
defense against AdvZL.

(3) The effectiveness of AdvZL is verified by digital and
physical test. At the same time, we also explore
some AdvZL-based phenomena.

2. Related work

2.1. Digital attacks

Adversarial attack was first proposed by Szegedy et al.
[1], and then more and more adversarial attacks were
proposed successively [16,17,20,21].

So far, most digital attacks use perturbation limitation to
ensure that the human eye can't perceive the perturbation.
In general, L, and L, are the most commonly used norm
[2,3,4,5,6], these methods effectively attack advanced
DNN:s in the digital environment while ensuring invisibility
against perturbations. Some other work has modified other
attributes of the digital sample to generate adversarial
samples, such as color [7,8,9], texture and camouflage
[10,11,12,13], which are usually visible to the naked eye. In
addition, there are also some works to generate adversarial
samples by modifying the physical parameters of images
[14,15], which retain the key components of images and
carry out adversarial attacks. However, unlike digital
attacks that modify the pixels of images in a digital
environment, physical attacks require the input of photos
taken by the camera into DNNGs, there's an extra step, taking
photos.

2.2. Physical attacks

Physical adversarial attack was first proposed by Alexey
Kurakin et al. [22]. After this work, many physical

adversarial  attacks  were
[24,28,29,30,31].

Traditional street sign attack. Ivan Evtimov et al. [24]
proposed a general physical adversarial attack, called RP2,
that achieves a high attack success rate against road sign
classifiers. Chen et al. [23] proposed ShapeShifter, which
successfully fooled classifiers by generating stop signs of
reverse interference. Huang et al. [27] improved
ShapeShifter by adding Gaussian white noise to
ShapeShifter's optimization function. The experiment
proved that the improved ShapeShifter could successfully
and effectively attack Chinese and English stop signs, and
overcome the shortcoming of ShapeShifter's high
requirements for photographic equipment. Eykholt et al.
[26] implemented a disappear attack, in which poster and
stickers were stickled on the surface of road signs to fool
the target detector and realize transferable adversarial
perturbations. Duan et al. [25] proposed AdvCam, which
camouflages physical adversarial disturbances in a natural
style and achieves good camouflaging effect while fooling
classifiers. In general, traditional road sign attack methods
have a common, that is, physical perturbations are printed
or pasted onto road signs. This approach has major
drawbacks. Adding adversarial perturbations is manual,
takes a lot of time, physical adversarial perturbations will
remain in the road sign for a long time.

Light-based attack. Light-based physical adversarial
attacks solve the above defects well. Nguyen et al. [33]
studied the threat of light projection to face recognition
system, and implemented white-box and black-box attacks
against face recognition system by projecting a well-
designed adversarial light projection onto human face. Shen
et al. [32] proposed VLA, which is based on visible light
and uses a carefully designed light beam to fool the face
recognition system, enabling targeted or untargeted attacks.
On the contrary, Zhou et al. [34] generated adversarial
samples based on invisible infrared light, and were the first
to interpret the threat of infrared adversarial samples to face
recognition system. Duan et al. [35] proposed AdvLB,
which achieves efficient and covert physical adversarial
attacks by manipulating the physical parameters of the laser
beam. Gnanasambandam et al. [36] proposed OPAD based
on projector, which realized effective optical adversarial
attacks against 2D and 3D objects. Zhong et al. [37] studied
a new type of optical adversarial sample, using a very
common natural phenomenon, shadow, generate
adversarial sample, to achieve a natural and hidden black
box adversarial attack. Overall, these methods allow for
more efficient physical adversarial attacks and better
invisibility. However, light-based physical attacks require a
variety of colors of light as a physical perturbation that can
be detected by a human observer.

Camera-based attack. In order to eliminate the
perturbations of target object, Li et al. [38] to study the
physical operation of the camera itself, through an iterative
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update against perturbations, then elaborate translucent
stickers affixed to the camera lens, shooting target to
generate adversarial samples, this method is to inject
perturbations into the optical path between the camera and
the object, which has excellent concealment. Our method
(AdvZL) fools the classifier by manipulating the zoom lens
to zoom in and out of clean images and generate adversarial
samples.

3. Approach

3.1. Adversarial sample

Reviewing the definition of adversarial sample X4, ,
given a picture X, ground truth label Y, and a DNN classifier
f, fyr(X) represents the confidence score of the
corresponding label Y of sample X on the classifier f.
Generating  adversarial ~ samples  satisfies  two
conditions :(1)f (Xaap) # fX) =Y; 2)||1Xeaw — XI| < e.
The first requires that X,;, successfully fool DNN
classifier f, and the second requires that the adversarial
perturbations be small enough to be imperceptible to the
human eye.

Different from the traditional method of generating
adversarial sample, in this paper, we generate adversarial
sample by zooming in or out the image, which has the
advantage that the DNNs classifier be fooled without
adding perturbations to the sample. In particular, in the
physical environment, adversarial samples without
perturbations, achieving perfect physical concealment.

3.2. Dataset generation

Typically, DNNs is trained on an Imagenet dataset of
1000 categories. Our proposed data set is derived from
Imagenet, called Imagenet-ZOOMIN (Imagenet-ZI).
Firstly, 50 images were randomly selected from each
category in Imagenet to produce a clean sample dataset of
50,000 images. Secondly, the Imagenet-ZI data set of
500000 images is obtained by 10 different degrees of
magnification for each image. The method of magnification
is to clip the picture first, and then resize the picture to its
original size. Figure 2 shows how to generate an adversarial
sample.

(500-N) x (333-N)
500x333 500x333

Figure 2: Schematic diagram of generating adversarial samples.

In Imagenet-ZI, we set the clipped pixel values to 6 to 60
pixels, spaced 6 apart. Obviously, as the magnification
increases, the image will only be part of the object, but we
think the semantic information will remain the same. Figure

3 shows some samples of Imagenet-ZI. In section 4, the
effects of images with different magnification degrees on
DNN:s classification performance will be shown. Note that
in the digital environment, we could not zoom out the image,
so in the digital environment, we only study the antagonism
of equal-scale enlarged images to DNNSs. In the physical
environment, through the zoom lens, we both study the
influence of the enlarged image on DNNs performance and
the influence of the reduced image on DNNs performance.

Original 6 12 18 24 30 36 42 48 54 60
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3.3. Zoom lens attack

In the digital environment, we use advanced DNNs to
classify the proposed Imagenet-ZI and verify the
antagonism of the enlarged image to DNNs. The zoom lens
can zoom in and out of pictures in a physical environment.
The feasibility of our method in physical environment is
verified by zooming in and out the image. In the digital
environment, the formula for generating adversarial
samples is:

Xoap = ZoomIny(X) s.t. 0< N < Q (1)

Formula (1) represents enlarge the clean sample X to
generate the adversarial sample X,4, in a digital
environment, where N represents the magnification degree
of the image and Q represents the threshold of the
amplification degree. In the physical environment, zoom
lens is used to zoom in and out the image to generate
adversarial sample, and the adversarial sample generation
formula is as follows:

Xoay = Zoomp(X) s.t. Ly < T < Lpgs (2)

Formula (2) indicates that under the physical
environment, zoom in and out the clean sample to generate
the adversarial sample X,4,,, T is a multiple of enlargement
or reduction (e.g., Zoom,g(X) indicates that the image X
is reduced to 0.8 times, and Zoom, ,(X)indicates that the
image is enlarged to 1.2 times), [;,;,, and I,,,,, indicate the
reduction and magnification threshold respectively.

Algorithm. In the digital environment, we verify the
validity of AdvZL through the proposed data set Imagenet-
ZI. In the physical environments, we use zoom lens to
physically adversarial attacks, and although different zoom
lenses may differ, this does not affect the effectiveness of
AdvZL in the physical environments.

Algorithm 1 represents the method of generating
adversarial samples in the physical environment. Firstly,



taking clean sample X, ground truth label Y, threshold I},,;,
and I, classifier f'as input, and the output is adversative
sample X, 4,,. Secondly, the clean sample X is enlarged and
reduced in different degrees, and the image with the
smallest confidence score of classifier f on label Y is taken
as the adversarial sample. Finally, if the adversarial sample
successfully fooled the classifier, the adversarial sample is
output. Here, the value range of T is generally 0.5 to 5.4,
with an interval of 0.1. Therefore, [;,;, and I},,, should
satisty: I,in = 0.5, [0, < 5.4.

Algorithm 1: Pseudocode of AdvZL

Input: Input X, Label Y, I1,;,» ey Classifier f;
Output: Adversarial sample X, ;,,;

Initialization X, = X, Score™ = f;,(X);

1 for T in range (I;4in, [mayx) do

2 Xaay = Zoomp(X);

3 Score = fy(Xaav);

4  if Score* < Score then
5 Score* = Score;

6 adv = Xaavs

7 end

8 end

9 if argmaxf (X,q,) # argmaxf (X) then
10  return X4,
11 end

4. Evaluation

4.1. Experimental setting

We verify the effectiveness of 4dvZL in both digital and
physical environments. In the digital environment, we use
the advanced DNNs classifiers for experiments. Using the
proposed Imagenet-ZI as the data for classification test,

although we cannot zoom out the image in the digital
environment, we believe that the reduced image is
adversarial. In the physical environment, we use ResNet50
as a classifier to conduct experiments, and select common
objects and road signs as experimental objects. We use a
mobile phone camera (iPhone6s) as a zoom lens for all of
our experiments in the physical environment. Of course, it
has been verified that the effectiveness of AdvZL is not
affected by using a normal camera or other mobile phone
model for our experiments.

4.2. Evaluation of AdvZL

Digital test. We test the effectiveness of AdvZL on an
Imagenet-ZI dataset containing 500,000 adversarial
samples in the digital environment. Table 1 shows the Top-
1 classification accuracy of advanced DNNs on the
proposed Imagenet-ZI dataset. The first column represents
the top-1 classification accuracy of DNNs on the original
image.

As can be seen from the experimental results in Table 1,
with the increase of image magnification, the classification
accuracy of advanced DNNss is constantly decreasing. This
indicates that the semantic features of the image have not
changed, and the larger the magnification of the image, the
stronger the antagonism to DNNs. This also reveals a defect
of advanced DNNs. These classifiers are trained in a sample
set of photos taken at a specific distance. The process of
enlarging the image can be seen as a decrease in the distance
between the photographer and the object, which means that
when the distance of the image is changed, the classifier
will make a wrong classification judgment. Figure 4 shows
the adversarial samples in the digital environment. It can be
seen that when the image is enlarged, the classifier
misclassifies the images. For example, Jellyfish is
misclassified as Tiger shark, Killer whale, etc.

Table 1: Classification Top-1 accuracy (%) of well-known CNNs on the Imagenet-ZI dataset
ZoomlIn 0 6 12 18 24 30 36 42 48 54 60
DenseNet [39]  74.69 7232 7157 7094 69.76  68.75 67.40 6594 64.19 6248  60.45
ResNet [40] 77.77 7521 7490 7401 73.00 71.85 70.61 6890 67.17 6536 63.25
VGG19 [41] 7440 71.08 70.03 6887 6741 6589 6426 6245 6039 5825 5599
GoogleNet [42] 6649 6330 6294 6220 6133 60.12 5884 5736 55.71 54.12  52.11
MobileNet [43] 70.67 67.72 6724 6637 6531 6394 6239 60.72 58.86 56.82 54.51
AlexNet [44] 57.17 51.65 5037 49.20 48.00 46.34 4493 43.13 4120 3921 37.17
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Figure 4: Digital adversarial samples display diagram.

Physical test. In order to execute untargeted attack in the

physical environment, it is necessary to eliminate the
influence of noise on experiment, we design indoor test and
outdoor test respectively. Obviously, in the indoor
environment, the adversarial attack is not affected by the
environmental noise, in the outdoor environment, much of
the ambient noise may become an adversarial perturbation.
Through a large number of experiments, we verified the
effectiveness of AdvZL in indoor environment. In the
outdoor experiment, we select the attack object containing
two kinds of target object and containing only one kind of



target object for attack test. Figure 5 shows the schematic
diagram of the adversarial sample after Zooming in the
image in the physical environment.
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Figure 5: Indoor test and outdoor test.

As can be seen from Figure 5, when the image is enlarged,

the adversarial sample will fool the classifier. For example,
when the Street sign zooms in to 1.3 times the focal length
of the phone's camera, the classifier will misclassify it as
Traffic light. Here, 1.1x represents the zoom multiple of the
phone's camera. In order to get close to the real world, we
design a more comprehensive attack experiment for the
outdoor test, where the target of the attack was the common
Stop sign. We carry out the attack test of different distance
and angle. The success rate of different angle and distance
is 100%. Figure 6 shows the schematic diagram of partial
adversarial samples at different distances and angles.
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Figure 6: Some adversarial samples at different distances and
angles.

As can be seen from Figure 6, when the distance is 3
meters and the zoom lens is operated to zoom out the image,
the image from all angles will fool the classifier. Obviously,
even though the image contains elements such as Lakeside
and Pole, human observers will ignore elements in the
background and more inclined to think that the image
belongs to Street sign. When the distance is 6 meters, it can
be seen that the background environmental noise increases,

which makes the adversarial samples more adversarial.
With a very small focal length, the images can no longer be
correctly classified. Here, we can understand that when the
autonomous driving vehicle is far from the road sign, the
autonomous driving vehicle has adjusted its lens properly
before leaving the factory. Therefore, the effectiveness of
AdvZL is not affected even at a distance of 6 meters.

4.3. AdvZL deployment

For the AdvZL test, we use the mobile phone camera of
the iPhone6s to simulate the zoom lens to generate
adversarial samples. For the deployment of AdvZL, we
acknowledge that we have not yet been able to make a small
zoom lens that can automatically adjust the focus in front of
the camera of an autonomous vehicle for practical testing.
However, with the development of science and technology,
it is only a matter of time before people realize the micro
automatic zoom lens, which makes our proposed AdvZL
significant.

5. Discussion

In this section we will show some interesting phenomena
in the AdvZL digital environment.

5.1. Attenuating the model

We use CAM [48] to demonstrate the model's attention
display graph for adversarial samples. As can be seen from
Figure 7, the model's attention is gradually weakened as the
image is continuously enlarged. When the picture is
magnified enough, the Jellyfish will misclassify it into
Tiger shark and so on, at this moment, human observers still
classify them as Jellyfish. This means that the original
model did not include images of the same category but
different distances into the data set during training, making
the model make errors in the classification of images of
different distances.
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Figure 7: CAM for images

5.2. Performance of improved networks on Imagenet-ZI

Augmix and ResNet-RS-50. Augmix [45] is a data
processing technology used to improve the robust
performance of DNNs, including rotation, translation,
separation and other enhancement technologies. Here we
show the classification performance of ResNet50 with



Augmix data processing technology on Imagenet-ZI. We
compared the classification performance of pretrained
ResNet50 model with that of pretrained ResNet50 model
with Augmix technology, and the classification comparison
is shown in Figure 8. It can be seen that on Imagenet-ZI, the
classification performance of ResNet50 with Augmix
technology is better than that of ordinary pretrained
ResNet50 model. Bello et al. [46] recently showed that
scaling network models can effectively improve the
classification performance of models, and developed a set
of models called ResNet-RS. Here, we show the
classification performance of ResNet-RS-50 on Imagenet-
ZI, and its Top-1 accuracy is shown in Figure 8. It can be
seen that ResNet-RS-50 has better robustness than
pretrained ResNet50.
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Figure 8: Performance of ResNet50 vs. ResNet-RS-50 vs.
ResNet50+Augmix

In general, the robustness of ResNet50 with Augmix and
ResNet-RS-50 are better than the original pretrained
ResNet50 model. In addition, it can be seen from Figure 8
that, as the image continues to zoom in, the classification
accuracy of ResNet50 with Augmix and ResNet-RS-50 also
gradually decreased, indicating that AdvZL has certain
antagonism to the improved ResNet50.
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Figure 9: Performance of ResNet50 vs. NF-ResNet50

Normalizer Free ResNetS0(NF-ResNet50). Brock et al.
[47] proposed a normalized family of free networks called
NF-Nets, which do not use batch normalization. In the
training of NF-Nets, the gradient size is limited to
effectively prevent gradient explosion and training
instability. Figure 9 shows the Top-1 accuracy of NF-
ResNet50 on Imagenet-ZI. It can be seen that, compared
with pretrained ResNet50 model, the classification
performance of NT-ResNet50 has achieved a certain
improvement. Similarly, AdvZL has certain antagonism to
the NF-ResNet50.

5.3. Defense of AdvZL

In addition to describing the threat that AdvZL poses to
DNNs, we also try to propose a defense against AdvZL.
Consistent with the idea of adversarial training, adversarial
samples generated by AdvZL were added in the training
process to improve the robustness of the model. Here we
show a comparison of classification performance between
the pretrained model of ResNet50 and adversarial trained
ResNet50(Defense-ResNet50). As can be seen from the
experimental results in Figure 10, the model's robustness
performance is improved to some extent through the
strategy of adversarial training.
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Figure 10: Performance of ResNet50 vs. Defense-ResNet50

In addition, although we only study the defense strategy
for zoom in attacks, the robustness of the model can also be
improved by using the same defense strategy for zoom out
attacks.

5.4. Disadvantages

It is easy to know that in the digital environment, we are
currently unable to zoom out images through data
processing techniques, which makes it impossible to study
digital environment zoom out attacks, which is a drawback
of the proposed AdvZL. On the other hand, due to the
limitation of conditions, we cannot deploy the zoom lens to
the inside of the camera of the self-driving vehicle for the



real attack experiment, and only use the camera of the
mobile phone to simulate the attack.

6. Conclusion

In this paper, we propose a novel physical adversarial
attack method, AdvZL, to generate adversarial samples,
which shows effective adversarial performance in both
digital and physical environments. AdvZL is currently the
only method that generate adversarial samples without
physical perturbations. Our method reveals the security
threats that vision-based applications face in the real world.
If an attacker were to install an automatic zoom lens in the
camera of an autonomous vehicle, the consequences would
be unimaginable to humans, and it would be difficult for
technicians to find the cause of the accident after the
accident. Our work offers some promising directions for
some future physical adversarial attacks, using camera
generation of adversarial samples rather than manual
deployment of physical adversarial perturbations. Our
proposed AdvZL is very useful for studying the security
threats of attack techniques to vision-based applications in
the absence of perturbations, which is a valuable addition
to the current physical-world attacks.

In the future, we will continue to work on improving the
proposed AdvZL, for example, zoom out attacks in digital
environments and deploy AdvZL to autonomous vehicles.
In addition, we will continue to study physical adversarial
attack techniques without adding adversarial perturbations,
such as using lenses to achieve local distortion of images.
We will also investigate the application of AdvZL to other
areas such as object detection and segmentation. Finally,
effective defenses against these types of attacks will be a
promising direction for the future.
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