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Abstract—A smart grid consists of two networks: the power network
and the communication network, which are interconnected by edges
spanning across the networks. We model smart grids as complex
interdependent networks, and study targeted and adaptive attacks on
smart grids for the first time. Due to attack on one network, nodes in the
other network might get isolated, which in turn will disconnect nodes in
the first network. Such cascading failures can result in disintegration of
either or both of the networks. Earlier works considered only random
failures. In real life, an attacker is more likely to compromise nodes
selectively.
We study cascading failures in smart grids, where an attacker
selectively compromises the nodes with probabilities proportional to
their degrees, betweenness, or clustering coefficient. This implies that
nodes with high degrees, betweenness, or clustering coefficients are
attacked with higher probability. We mathematically and experimentally analyze the sizes of the giant components of the networks under
different types of targeted attacks, and compare the results with the
corresponding sizes under random attacks. We show that networks
disintegrate faster for targeted attacks compared to random attacks. A
targeted attack on a small fraction of high degree nodes disintegrates
one or both of the networks, whereas both the networks contain
giant components for random attack on the same fraction of nodes.
An important observation is that an attacker has an advantage if it
compromises nodes based on their betweenness, rather than based
on degree or clustering coefficient.
We next study adaptive attacks, where an attacker compromises
nodes in rounds. Here, some nodes are compromised in each round
based on their degree, betweenness or clustering coefficients, instead
of compromising all nodes together. In this case, the degree, betweenness, or clustering coefficient is calculated before the start of each
round, instead of at the beginning. We show experimentally that an
adversary has an advantage in this adaptive approach, compared to
compromising the same number of nodes all at once.

Keywords: Complex Networks, Percolation Theory,
Smart Grids, Cascading Failures, Degree, Betweenness,
Clustering Coefficients, Random, Targeted and Adaptive
Attacks.
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I NTRODUCTION

Power grids have suffered severe failures in the past. The
black out of Northern US/Canada and that of Italy in 2003
affected the lives of millions of people and resulted in huge
monetary losses. More recently, the largest blackout in the

world occurred in India in July 2012. The complete shutdown of the Northern, Eastern, and Northeastern power
grids in the country affected over 620 million people. Such
calamities could have been avoided, if the power grid
functioned properly. In order to ensure that the electric
grid functions smoothly, it is important that the control
information is collected and transmitted in an orderly
fashion, and the existing systems be highly automated.
Smart grids are next generation electricity grids, in which
the power network and the communication network work
in tandem. Smart grids promise to fulfill this vision by
synchronizing the power network with the communication
network. The idea is to replace the existing SCADA (Supervisory Control and Data Acquisition) system by an intelligent
and automatic communication network.
The power network consists of power plants, generation and distribution stations, whereas the communication network consists of sensors attached to appliances
to collect information, aggregator sensors to aggregate
information and smart meters for monitoring and billing.
The smart meters in home area networks, building area
networks, and neighborhood area networks are responsible for aggregating, processing and transmitting data and
control information for proper functioning of the smart
grid. The question is how to make such a network robust
and fault-tolerant. Researchers have addressed smart grid
architectures [4] and the problem of cascading failures [11],
in which a small fault propagates throughout the network
and affects a large part of the network. Most of the current techniques and models use concepts from distributed
systems. However, because of the large size of smart grids
and their unique properties, new models, interconnection
patterns, and analysis techniques are required to increase
the robustness of networks.
Recently, Huang et al. [18] initiated the study of modeling and analyzing smart grids using interdependent
complex networks. A smart grid can be thought of as two
complex networks, which are interconnected. The question
is how to make this network robust and fault tolerant. In
order to provide a solution, we have to understand what
kind of faults and attacks can take place and how faults
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propagate in the network. The failure of nodes in one
network results in the disruption of the other network,
which in turn affects the first network. This type of failure
propagates in a cascading manner and was the main reason for the blackouts in the US and in India. To understand
this cascading failure, we need to study the structure of the
networks. In this paper, we model and study smart grids as
complex networks and show the effect of cascading failure,
when adversaries compromise nodes in the network.
Though cyber-security issues have been studied in
details [49], modeling the network in order to make it
resilient still needs lot of research. The main contribution
of this paper is to study the effect of targeted and adaptive
attacks in smart grids, in which the attacker selectively
disrupts communication nodes. This is one of the early
works on targeted and adaptive attacks on smart grids
using complex network model. We argue that an adversary
is more likely to attack selected high degree (or betweenness or clustering coefficient) nodes, rather than attacking
nodes randomly. As an example, we consider the recent
Stuxnet worm [26] which was targeted on Siemens PCs
and caused large-scale destruction to industrial control
systems. Yagan et al. [53] studied cascading failures in
cyber-physical systems. They studied different interdependent Erdos-Renyi (ER) networks [37], but they did not
consider scale-free networks, which are used to represent
power and communication networks. Till date, all works
[18], [19], [53], [44] on complex networks models of smart
grid have considered only random attacks. In the preliminary version [44] of this paper, we addressed targeted
attacks. We analyzed the sizes of giant components in each
network, under targeted attacks. However, nodes were
compromised based only on the degree of the node, i.e.
high degree nodes were compromised with high probability. Betweenness and clustering coefficients were not considered. Adaptive attacks were also not considered in the
preliminary version. Huang et al. [19] addressed the cost
of maintaining such networks by analyzing the number of
support links between networks. Whereas increasing the
support links might make the interdependent networks
stronger, large number of support links imply higher cost
of maintenance. They suggested that smart grids should
have some nodes which are connected to power nodes
(also called operation centers) and the rest of the nodes
are relaying nodes. Using such a model, they studied the
resilience of the network under random attacks. According
to their model, each control node is linked to n power
nodes and each power node is operated by k operation
centers.
Interdependent network have been studied in the context of cyber-physical systems in general by [20]. They
studied cascading failures in interdependent networks.
The papers studies random attacks on the networks. They
calculate percolation thresholds for interdependent networks using extensive experiments. Interdependent networks have also been addressed for complex contagion in
[7].

1.1

Problem statement and our contribution

We model the smart grid as a complex interdependent
network consisting of two networks, the power network
and the communication network. Both the power network
and the communication network are scale-free (SF) networks, where the degree distribution follows the power
law, pk ∝ k −α , where pk is the fraction of nodes of
degree k and α is the power-law parameter specific to the
network. Scale free networks are a type of random graphs
which commonly arise in many practical cases, like social,
biological networks, the Internet, power grids, to name
only a few. Another type of network, which is often studied is the Erdos-Renyi (ER) network, denoted by G(n, p),
where n is the number of nodes and p is the probability
that an edge exists between two nodes. Support links are
randomly assigned from one network to another, such that
a power node is controlled by multiple communication
nodes, and functions properly as long as at least one such
link exists. In our model, we consider targeted attacks on
the communication network. We mathematically analyze
the effect of cascading failure for this type of attack and
find out the sizes of giant components when nodes are
compromised.
We compare the following attack models: random attacks, targeted attacks, and a combination of targeted and
random attacks. We show that an adversary has a definite
advantage if it compromises nodes selectively. A simple
example is that if an adversary wants to launch a terrorist
attack, it would like to plant as few bombs as possible,
while maximizing the damages. Thus, the adversary has to
compromise nodes selectively. Critical node detection is an
interesting problem, which has been studied in literature
in many contexts. As pointed out in [38], [46], detecting
critical nodes in an interdependent power grid is a NPcomplete problem.
In this paper we have considered the following strategies for compromising nodes selectively: the attacker
might consider either the degree or betweenness or clustering coefficient and compromise nodes with high degree
(or betweenness or clustering coefficient). Betweenness of a
node is the number of shortest paths that pass through
a node. Clustering coefficient is the number of common
neighbors of two nodes which are neighbors themselves.
A formal definition appears in Section 3. In targeted attack,
the adversary compromises a node with a probability
proportional to the degree (or betweenness or clustering
coefficient) of the node. We show that, from the point of
view of the adversary, compromising nodes with probability proportional to the betweenness is better than compromising nodes either randomly or by compromising nodes
with probability proportional to the degree or clustering
coefficients. We compare our results for a combination of
SF-SF networks and ER-ER networks. We show that SFSF networks are more vulnerable to targeted attacks than
ER-ER networks. We also analyze the average path length
under targeted attacks.
Next we compromise nodes adaptively. This means
that instead of selecting all nodes to be compromised
at the start, we compromise nodes (based on de-

3

gree/betweenness/clustering coefficients) in rounds. This
implies that an attacker compromises a few nodes in round
one and then depending upon the cascading effect on the
two networks compromises another set of nodes in the
second round and so on. In this case, we show that an
adversary has an advantage for adaptive attacks over nonadaptive attacks. Adaptive attacks based on betweenness
result in smaller giant component compared to Adaptive
attacks based on degree.
Our main conclusion is that by launching a targeted
attack, an adversary can disrupt significant part of the
network. For a large network, compromising about 2.2% of
the network can disrupt either of the networks under targeted attack, whereas under random attack, the networks
are still connected and work smoothly.
We observe that after targeted attacks, the size of the
giant component in Erdos-Renyi networks can be twice as
large as that in Scale-Free networks.
1.2

Organization

The paper is organized as follows. Related works are
presented in Section 2. Preliminary material on complex
networks is given in Section 3. Network model and attack
model are presented in Section 4. The basic technique for
computing the size of the giant component is described
in Section 5. Cascading failure is mathematically analyzed
in Section 6. In Section 7, we present experimental results
to understand our model and make some conclusions. We
conclude in Section 8 with directions for future work.

2

R ELATED WORKS

Smart grid communication and network architecture have
been widely studied in [4], [50], [29]. Most smart grid
literature concentrate on distribution of power [55], balancing supply and demand [41], detecting and predicting
faults [11], designing network architecture which are fault
tolerant [53]. The bulk of literature on fault tolerance
address cyber-physical systems in general [53] and use
general models and techniques of distributed systems.
The cyber security requirements of smart grids have
been outlined by the National Institute of Standards and
Technology (NIST) [27]. There has been extensive research
in the security and privacy of smart grids in recent years.
Surveys can be found in [29], [49]. The main problems that
have been explored include secure and privacy preserving
data aggregation in smart meters which have been studied
in ([28], [33], [43], [42]). Privacy preserving smart metering
has been addressed in [1], [36]. Access control of smart grid
data have been presented in [43], [3]. Data authentication
has also been studied by Fouda et al. [15], Kgwadi-Kunz
[25] and Lu et al. [34], [33].
A coordinated multi-switch attack was proposed in
[30]. The opponent is able to control many switches in the
power system. Using dynamical systems, the authors show
how to launch an attack by using multiple beakers. Other
switching attacks have been studied in [32], [31].

Fault tolerance in power grids has been studied widely
in the past. Efficient methods of load distribution to prevent cascading failures have been studied in [10]. Load
Redistribution (LR) attack was developed and studied in
[54] by analyzing the extent of damage to power grid
operation. The power grid has been modeled as a graph
and the robustness has been stuided in [22]. By extensive mathematical analysis, it has been estimated that the
disturbance levels the system can accept before a few
overload nodes resulting a large blackout. Static overload
failure was discussed in [11]. Optimization techniques are
used and a distance-to-failure algorithm was proposed to
predict the weak points in power grid. They proposed
an attack model describing the main goal of LR attack,
and then based on that indicated the theory and criterion
of protecting the system from LR attack. To decrease the
impact of overload cascading, [40] proposed a model to
focus on the analysis of tripping of already overloaded
lines. By simulation on a real-world power grid structure,
it is shown that controlled tripping of overloaded lines
leads to significant mitigation of cascading failure.
The study of the model, analysis of the network structure, increasing the robustness of power grids have been
studied using complex networks. Here, electric distribution stations, transmission stations, generation centers are
modeled as nodes. Two nodes are connected by a link,
if there is power flow from one node to the other. The
structure of the underlying graph has been widely studied
to find the effect of node failures. When certain nodes fail
(or are attacked), the links incident on these nodes are
disrupted. This affects other nodes, whose links fail in turn.
Such failures propagate in a cascading manner throughout
the network. Thus, a small fraction of nodes can disrupt
a large part of the network. It has been shown that the
graph structure underlying a power grid follows a power
law distribution [37]. An extensive survey appears in [39].
Although, complex networks have been widely used
to study different networks like social networks, biological
networks, citation networks, power networks [37], smart
grid networks have not been widely studied. Huang et al.
[18] introduced the study of smart grids using complex
interdependent networks, in which the power network
and the communication network are modeled as individual networks which have scale-free property. The links
connecting nodes within a network are called intralinks.
The networks are connected to each other via links (also
called interlinks), such that a power node depends on
communication nodes and vice versa. Such a network is
called an interdependent network.
Interdependent networks were introduced by Buldyrev
et al. [8]. They studied the effect of failure cascades in such
networks. The failure of a few nodes in the communication
network will affect nodes in the power network, which will
further affect nodes in the communication network. Thus,
failures propagate in cascades till a steady state is reached
or when either or both of the networks disintegrate. We
say that a network disintegrates if there are no giant components in the network. A giant component is a connected
component of size Θ(N ), where N is the number of nodes
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in the network. Since then, a number of researchers have
analyzed interdependent networks.
The initial study by Buldyrev et al. [8] studied the case
where the two networks are of the same size, and there
is a one-to-one correspondence between nodes which are
joined by an interlink. Shao et al. [47] studied multiple
support interlinks, where a node in the power network
was connected to multiple nodes in the communication
network and vice-versa. Most of the results have been
analyzed experimentally, because closed-form analytical
solutions are difficult to obtain. A special case of support
links, where nodes having identical degree are connected
across networks was studied in [9]. It has been observed
in all these cases that interdependent systems make the
network much more vulnerable to attacks, compared to a
single network.
A well-known result in complex networks is that, randomly removing 95% of the nodes in the Internet (which
is a scale-free network) can still result in a connected
network. However, strategically removing even 2.5% of the
nodes can disrupt the whole network [14]. Such a result
motivates us to study the effect of targeted attacks on
smart grids. In case of smart grids, an adversary is more
likely to compromise nodes of strategic importance like
hubs, than nodes of low degree. Thus, selective attacks
give substantially different results compared to random
attacks.
Targeted attacks on interdependent networks has been
studied in [17]. The attacker chooses the nodes with
probability proportional to the degree. It follows that a
high degree node has a higher probability of being attacked. Our work is significantly different from theirs in
the following respects. (i) In [17], the authors considered
only targeted attacks based on degree. We have compared
targeted attacks based on degree, betweenness centrality
and clustering coefficients, and also random attacks. (ii)
The paper [17] assumed that the two networks are of the
same size and same type (both ER-ER or both SF-SF).
So, there is one-one correspondence between the nodes in
either parts of the network. We have considered general
networks even with unequal number of nodes in the two
parts. (iii) The main aim of [17] was to find the percolation
threshold. In this paper, we compare different parameters
like size of the giant component, average path length and
other parameters under different attack strategies, when
a given number of nodes are compromised. (iv) Adaptive
attack has been studied in our paper, but not in [17].
Instead of studying interdependent networks consisting of two networks, Dong et al. [13] studied targeted
attacks on a network of networks. Zheng and Liu [51]
proposed a solution for making a network robust against
targeted attacks by suggesting a onion-like structure. Here
high-degree nodes are present towards the center in clusters and low-degree nodes are present in concentric rings
depending upon their degree. They analyzed results from
power networks. Their technique is however restricted to
single networks.
Ruj and Pal [45] discussed different network models of
smart grids and their impact on the reliability and avail-

ability. They analyzed various techniques to increase the
resilience of networks. Zhu et al. [56] proposed an analytical method, based on complex networks, to assess the risk
of the Smart Grid failure due to communication network
malfunction, associated with latency and ICT network reliability. The proposed approach is tested on a laboratoryscale communication network. Jiang et al. [21] developed
an evolutionary computation based vulnerability analysis
framework, which employs particle swarm optimization
to search the critical attack sequence. Zuniga et al. [57]
introduced the application of Failure Modes and Effects
Analysis (FMEA) method in future smart grid systems in
order to establish the impact of different failure modes
on their performance. They proposed a reliability based
approach that makes use of failure modes of power and
cyber network main components to evaluate risk analysis
in smart electrical distribution systems. Gupta et al. [16]
proposed a probabilistic framework of smart grid power
network with statistical decision theory to evaluate system
performance in steady state, as well as under dynamical
case, and identify the probable critical links which can
cause cascade failure. They developed a graphical model
using minimum spanning trees to analyze topology and
structural connectivity of IEEE 30 bus system.

3

BACKGROUND ON N ETWORKS

In this section we will define a few terms related to
networks, that will be used later. The degree of a node is
defined as the number of edges that are incident on that
node. Degree distribution is a random variable X , such that
P (X = d) is the fraction of nodes which have degree d.
Centrality of a node measures its relative importance in
the network. It is measured by parameters such as degree,
betweenness and clustering coefficient. Betweenness of a
node is the number of shortest paths that pass through the
node. Clustering coefficient is measured by two parameters,
local clustering coefficient and global clustering coefficient.
Local clustering coefficients also called transitivity is measures the probability that two neighbors of a vertex are
connected. More precisely, this is the ratio of the triangles
and connected triples in the graph.
Calculating the betweenness centralities of all the vertices in a graph requires finding the shortest paths between
all pairs of vertices on a graph, which takes Θ(n3 ) time
with the Floyd—Warshall algorithm, by modifying it to
find all shortest paths between two nodes. On a sparse
graph, Johnson’s algorithm takes O(n2 log n + nm) time.
On unweighted graphs, calculating betweenness centrality
takes O(nm) time using Brandes’ algorithm [5]. Here,
n = |V | and m = |E| are the number of vertices and edges
of the graph G = (V, E) respectively. Existing randomized
and parallel algorithms [6], [2], [23], [35], for calculating
centrality measures for large graphs can be used. Throughout the paper we assume for simplicity that the adversary has complete knowledge of the network. If complete
knowledge is not available, then the adversary might use
incremental algorithms [24] to calculate centrality. In such
cases the centrality measures are calculated iteratively, as
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and when the adversary gradually gains more knowledge
of the network.
A giant component in a graph on n vertices is a maximal
connected component with at least cn vertices, for some
constant c. If c = 0.5, this means that the giant component
should have at least half of the vertices in the graph. A
giant component gives a measure of the connectivity of a
network. For a power grid, if there exists a giant component containing 80% of the vertices, then these vertices
can communicate among each other. If all components
are small, the connectivity is very limited. The size of
the giant component and its existance becomes important
when nodes in a power/communication network are compromised.

4

S MART GRID MODEL

We will first discuss the network model and then the attack
model.
4.1

Thus, the degree distribution P̃B (k̃B ) follows Binomial
distribution with parameters Bin(nA , n1B ).
4.2

Attack Model

We consider targeted attack on communication network. The attacker chooses the nodes with probability proportional to the degree or betweenness
or clustering coefficient. It follows that a high degree/betweenness/clustering coefficient node has a higher
probability of being attacked. Targeted attacks are more
likely to arise in real-world situations, as we have seen
during the recent Stuxnet attack. Attacking the high degree
node is also intuitive, since disrupting the high degree
nodes result in more connections being disrupted, thus
disrupting the network.
We also consider adaptive attacks which we have discussed in Section 6.7.

Communication
Network

Network Model

We consider two interdependent scale free networks, a
communication network NA = (VA , αA ) and a power
network NB = (VB , αB ), where nA = |VA | and nB = |VB |
are the number of nodes in the communication and power
networks, respectively, and αA and αB are the powerlaw coefficients. This implies that, NA has the power law
distribution PA (k) ∝ k −αA , which means that the fraction
of nodes with degree k is PA (k). Similarly, NB has the
power law distribution PB (k) ∝ k −αB . We assume that
there are more communication nodes than power stations,
which implies that nA > nB .
The interlinks, also called support links [47] are directed edges from one network to the other. We assume
that a communication link supports one power station and
is powered by one power node, meaning that both the indegree and out-degree of a communication node is one. A
power node is controlled by multiple communication node
and supplies power to multiple communication nodes,
meaning both the in-degree and out-degree of a power
node is at least one. Links are assigned randomly from the
communication network NA to the power network NB .
We have considered a simple model for understanding
the dynamics of the networks. In future, we will extend our
model and include other relevant parameters. The following papers [18], [19], [8], [20] have previously considered
this simple model. Let k̃A denote the support degree of a
node in Network A. This implies that there are k̃A nodes
in NB , that support a node in NA . Let P̃A (k̃A ) denote
the degree distribution of support links from NB to NA .
P̃B (k̃B ) can be defined analogously. From the structure of
the network, k̃A is equal to one for all nodes in NA .
To calculate the degree distribution P̃B (k̃B ), we note
that the problem of assigning support links from NA to
NB is equivalent to assigning nA balls randomly into nB
bins. If Xi denotes the random variable that counts the
number of balls in bin i, then,
nB −k
  k 
P r[Xi = k] = nkA n1B
1 − n1B
.

Power Network

Fig. 1. The smart grid as an interdependent complex network.

A vertex can be deleted from the graph in any of these
cases.
1)
2)
3)

If the vertex is attacked.
If the vertex becomes isolated.
If the vertex is not attacked, but all its support
nodes on the other network has been attacked.

Note that due to this kind of cascading failure of nodes,
many more nodes will be compromised. This is different
from the normal scenario, where only the attacked nodes
are compromised.

4.3

Notations

We have used the notations in Table 4.3 throughout the
paper. Figure 1 shows a smart grid as an interdependent
network.
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where hki is the average degree of the network. Thus,
averaging over this distribution we get

TABLE 1
Notations

NA
NB
nA , nB
k
PA (k)
PB (k)
P̃A (k̃A )
P̃B (k̃B )
GAn
GBn
qAk
qBk
rAn
rBn
µAn
µBn

5

Communication network
Power network
Number of nodes in NA and NB
Degree of a node
Degree distribution of communication network
Degree distribution of power network
Degree distribution of support degree of a node
in NA
Degree distribution of support degree of a node
in NB
Giant component of NA at stage n
Giant component of NB at stage n
Probability of a node having excess degree k
(i.e., total degree k + 1) in NA
Probability of a node having excess degree k
(i.e., total degree k + 1) in NB
Fraction of removed nodes in NA at stage n,
due to removal of nodes in NB at stage n − 1
Fraction of removed nodes in NB at stage n,
due to removal of nodes in NA at stage n − 1
Fraction of functional nodes in NA at stage n
Fraction of functional nodes in NB at stage n

u=

∞
X

=1−φ+

qk uk

(4)

k=0

= 1 − φ + φg1 (u),
where

g1 (z) =

∞
X

qk z k

(5)

k=0

is the generating function for excess degree distribution. A
detailed analysis can be found in [37].

6

M ODELING CASCADING FAILURE DUE TO TAR -

GETED ATTACK ON COMMUNICATION NETWORK

We first analyze the targeted attack on communication
network and then show how the failure propagates across
the interdependent networks in stages. This is represented
in Figure 2.

DOM REMOVAL OF VERTICES

In this section we will study the effect of random node
compromise on a single network. We will see how this
result can be used for analyzing attack on interdependent
networks. Let us consider a network N having a degree
distribution P (k). Let φ be the fraction of nodes left after
random removal of nodes. Let u be the probability that
a vertex is not connected to the giant component via
a particular neighbor. If the vertex has degree k , then
average probability that it is not in the giant component
is
X
g0 (u) =
P (k)uk ,
(1)
k
k

where g0 (z) = k P (k)z , is the generating function for
the degree distribution. Hence, the probability that a vertex
belongs to a giant component is 1 − g0 (u). However, the
vertex itself is present with a probability φ. Thus fraction
of nodes in the giant component is

µN = φ(1 − g0 (u))

qk (1 − φ + φuk )

k=0

C ALCULATING GIANT COMPONENT UPON RAN -

P

∞
X

(2)

In order to calculate the value of u, we note that a node
i is not in the giant component if it is either removed,
or it is present but not connected to the giant component
via any of its neighbors. The first condition happens with
probability 1 − φ whereas the second condition happens
with probability φuk . Since node i can be reached following an edge, the value of k follows the excess degree
distribution
(k + 1)qk+1
,
(3)
qk =
hki

6.1 Stage I: Targeted attack on the communication
network
We consider three types of targeted attacks. A node is
removed with probability proportional to its degree or
betweenness or clustering coefficient. We assume that the
attacker uses only one of these centrality measures for
node compromise, but not a combination of all three. Let
φk be the probability that a node i of centrality measure
k (either degree or betweenness or clustering coefficient of
node i) is not removed. Clearly,

centrality(i)
v∈VA centrality(v)

φk = 1 − P

For example, deg(i) = Ak −αA is the degree of node i and
mA is the number of edges in NA . If the attacker decides
to remove nodes with high degree then,

φk = 1 −

Ak −αA
.
2mA

We note that αA = 0 represents random removal of nodes.
We will first calculate the size of the giant component
GA1 . Let u denote the average probability that a node is
not connected to the giant cluster via one of its neighbors.
Consider a node of degree k . Probability that it is not
connected to the giant component via any of its neighbors
is uk .
Probability of it being in the giant component =
Probability that it is not attacked · probability that one of
its neighbors is in the giant component.
Thus, probability of it being in the giant component is
φk (1 − uk ). Averaging over the degree distribution PA (k),

x
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x
y

z
Communication Power Network
Network
(a)

(b)

(c)

(e)

(f )

v
u

(d)

Fig. 2. Cascading failures in interdependent smart grid networks. The faulty nodes are shown as double circles.

we can calculate the fraction of nodes in the initial giant
component as

µA1 =
=

∞
X
k=0
∞
X

where,

f1 (z) =

PA (k)φk (1 − uk )
PA (k)φk −

k=0

∞
X

PA (k)φk uk

(6)

k=0

f0 (z) =

∞
X

PA (k)φk z k .

(7)

k=0

We will now show how to calculate u. A node is
not connected to the giant component when either of the
following cases arise.
The node is attacked and thus removed,
The node is present, but not connected to any node
in the giant component.

Let k be the excess degree of a neighboring node. The
original degree of a node is one more than the excess degree, i.e., k + 1 [37]. Probability that a neighbor is removed
is 1 − φk+1 . Probability that a neighbor is present, but the
node itself is not present in the giant component is φk+1 uk .
Hence using [37], u can be calculated as,

u=

∞
X

(9)

Note that qAk , the probability of a node having excess
(k+1)PA (k+1)
[37].
degree k in NA can be given by qAk =
hkA i
P∞
It can be seen that, k=0 qAk = 1. Substituting the value
of qAk+1 , the value of f1 (z) can be calculated as,

f1 (z) =

where,

•

qAk φk+1 z k .

k=0

= f0 (1) − f0 (u),

•

∞
X

qAk (1 − φk+1 + φk+1 uk )

k=0

= 1 − f1 (1) + f1 (u),

(8)

=

∞
X
(k + 1)PA (k + 1)
φk+1 z k
hkA i
k=0
∞
1 X
kPA (k)φk z k−1 ,
hkA i k=1

(10)

where, hkA i is the average degree of nodes in NA . We
observe that,
f 0 (z)
,
(11)
f1 (z) = 0 0
gA0 (1)
where gA0 (z) is the generating function,

gA0 (z) =

∞
X

PA (k)z k .

(12)

k=0

6.2 Stage II: Effect of cascading failure on the power
network
In a power grid, the effect of communication network is
not so pronounced. However, in a smart grid the communication and power networks reinforce each other. Due
to attack on nodes in the communication network, some
nodes in the power network might be affected. This happens for smart grids, which are interconnected networks.
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A node in the power network NB is functional, if a node
in NB has at least one support link from NA . Initially, at
stage II all nodes in NB are in the giant component. We
consider all those nodes which are supported by nodes
not in GA1 . Such nodes will not remain functional because
they will be cut off from the communication network.
Probability that a node is not in the giant component GA1
is 1 − µA1 . Suppose, a node is supported by k̃B nodes in
NA . Probability that the k̃B neighboring nodes are not in
GA1 is (1 − µA1 )k̃B . Fraction of nodes in NB disconnected
due to attack on NA is given by,
∞
X

rB2 =

P̃B (k̃B )(1 − µA1 )k̃B

(13)

and

gA1 (z) =

(14)

u = 1 − φ + φgB1 (u),

(15)

where,

gB0 (u) =

∞
X

PB (k)uk

(16)

6.4

Stage IV: Cascading failure in the power network

We now calculate the number of nodes in the power
network which are connected to nodes not in the giant
component in the communication network. The fraction
of nodes which are removed because they have all their
support links from the nodes not in the giant component
of NA , is given by,

gB1 (z) =

∞
X

qBk z k .

(17)

We will now study the effect of cascading failure in
the communication network, due to the failure in power
networks. Each node in NA is supported by only one
link from the power network. If a node in NB fails,
then the communication node it supports, also fails. We
have assumed a simple interconnection pattern for ease of
analysis. For more complex interconnection patterns, only
the links connecting the failed node in NB are disrupted.
The fraction of nodes in NA which fail due to failure of
node in NB is given by,

P̃A (k̃A )(1 − µB2 ).

(23)

6.5

Giant components and steady state conditions

We will now calculate the size of the giant component at
steady state. Let, rA2n−1 (n ≥ 1) be the fraction of nodes in
NA that are removed due to the removal of nodes in NB
at stage 2n − 2. For n = 1, the analysis is given in Section
6.1. Then,
∞
X

(1 − µB2n−2 )P̃A (k̃A ).

(24)

k˜A =0

6.3 Stage III: Cascading failure in the communication
network

∞
X

P̃B (k̃B )(1 − µA3 )k̃B .

The giant component can be calculated as in Section 5.

rA2n−1 =

k=0

rA3 =

∞
X
k̃B =0

k=0

and

(22)

.

rB4 =

µB2 = (1 − rB2 )(1 − gB0 (u)),

qAk z k

k=0

k̃B =0

The fraction of nodes remaining in NB is given by 1 −
rB2 . This is similar to the random removal of vertices. The
fraction of nodes in the resulting giant component can be
calculated by the technique in as

∞
X

(18)

k̃A =0

Proceeding similarly as above, the general expression
for nodes for the fraction of nodes in the giant component
at the (2n − 1)-th stage in the communication network is
given by,

µA2n−1 = (1 − rA2n−1 )(1 − gA0 (u)),

(25)

u = 1 − φA2n−1 + φA2n−1 gA1 (u),

(26)

where,

gA0 (u) =

∞
X

PA (k)uk

(27)

k=0

and

gA1 (z) =

∞
X

qAk z k .

(28)

k=0

Similarly, let, rB2n be the fraction of nodes in NB that
are removed due to the removal of nodes in NA at stage
2n − 1. Then,
∞
X

We can consider that these nodes are randomly removed in NA and find the giant component resulting due
to this removal of nodes. The fraction of nodes in the giant
component which result from this random compromise is
calculated as shown in Section 5, as,

The fraction of nodes in the giant component of NB at
stage 2n is given by,

µA3 = (1 − rA3 )(1 − gA0 (u)),

(19)

µB2n = (1 − rB2n )(1 − gB0 (u)),

(30)

u = 1 − rA3 + rA3 gA1 (u),

(20)

u = 1 − φ + φgA1 (u),

(31)

where,

rB2n =

P̃B (k̃B )(1 − µA2n−1 )k̃B

(29)

k̃B =0

where,

gA0 (u) =

∞
X
k=0

PA (k)uk

(21)

gB0 (u) =

∞
X
k=0

PB (k)uk

(32)
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and

gB1 (z) =

∞
X

qBk z

k

(33)

k=0

.
We arrive at a steady state when,

µA2n−1
µB2n−2

= µA2n+1 = µA2n+3 = . . .
= µB2n = µB2n+2 = . . .

(34)
(35)

It is difficult to solve these systems of equations analytically. So, we generate the smart grid using different
random graph models and simulate the effect of targeted
and random attacks on these graphs. The results of this
study is given in the next section.
6.6

Random Attacks

path length larger are the communication overheads and
delay in message transmission. We study targeted attacks,
by compromising nodes based on degree, betweenness,
and clustering coefficients. Finally, we study the effect of
compromise by running the experiment 50 times for each
input x. Every time the same graphs are considered.
We compare our results with interdependent networks,
with ER-ER combination instead of SF-SF combination. We
also study adaptive attacks.
7.2 Experimental results, observations and inferences
In Figure 3 to Figure 13, we present our experimental
results. All experiments reported in Figure 4 to Figure 9 are
performed on communication networks with 2000 nodes
and power networks with 1000 nodes.

In random attacks, the attacker chooses the nodes of a
network, either uniformly at random, or according to a
probability distribution defined on the nodes. If the network has n nodes, the attacker chooses each node of the
communication network with a probability of n1 (for the
uniformly at random case). This causes a cascading failure
in the power network and the process is repeated.
6.7

Adaptive Attacks

In adaptive attacks, the attacker deletes nodes iteratively
in rounds, instead of all nodes at once. In each round, the
attacker chooses a set of nodes to be compromised based
on the new centrality measure and removes this set. It has
been observed through experiments, that an adversary has
an advantage while compromising nodes adaptively, compared to non-adaptive deletion. The paper [48] discusses
some strategies for defending against adaptive attacks.

7
7.1

Fig. 3. Variation of giant component size with number of attacked
nodes for targeted, random, and mixed attacks.

E XPERIMENTAL RESULTS
Experimental Set-up

In order to simulate a smart grid, we use the network
library igraph [12] on C. Since previous studies [39] have
shown that power grids follow a power law degree distribution, we have considered the power network as SF
network and compared it with ER networks. We consider
two networks: the power network and the communication
network, both of which are scale-free (SF) networks. For
each communication node, an interlink is assigned by
choosing a power node at random. We consider three
types of attack on the communication network – targeted,
random and mixed (combination of the first two). In the
random attack, we choose x nodes uniformly at random
from all the nodes without replacement. In the targeted
attack, we choose x nodes without replacement, such that
the probability of choosing a node is proportional to the
degree. For mixed attacks, we select half of the nodes for
targeted attack and half of the nodes for random attack. We
evaluate the resilience of networks based on the size of the
giant components and average path length under attack,
in either of the networks (power and communication).
Path length is an important parameter, because longer the

Fig. 4. Variation of giant component size with number of attacked
nodes in the communication network for scale-free and Erdos-Renyi
models.

In Figure 3, the power network consists of 1,000 nodes
and the communication network consists of 10,000 nodes.
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that, for all the three types of attacks, the sizes of the giant
components for ER graphs are comparable. The power and
communication networks will be more fault tolerant to
targeted attacks for Erdos-Renyi networks, compared to
scale free networks.
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Fig. 5. Variation of giant component size with number of attacked
nodes in the power network for scale-free and Erdos-Renyi models.
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Fig. 7. Variation of giant component size of power network with number
of attacked nodes in the power network for scale-free and Erdos-Renyi
models.
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The communication/power network is generated as a
scale-free network using a power-law degree distribution.
We have plotted the size of the giant component (as a
fraction of the size of the communication/power network)
against the number of nodes attacked in the communication network. We observe that for a given value of the
number of attacked nodes (only nodes in the communication network are attacked), the fraction of nodes in
the giant component of the communication network is
highest for random attacks and lowest for targeted attack
(based on degree). The corresponding fraction for mixed
attacks lies somewhere in the middle. We also see that
for the same fraction of nodes compromised, the giant
component of the power network disintegrates faster for
targeted attacks, compared to random attacks. We see that
on compromising 2200 nodes, there is no giant component
when targeted attack occurs, whereas giant component
exists, under random attacks. This is expected, as attacking
higher degree nodes result in a faster disintegration of the
network, resulting in smaller components.
In Figures 4 and 5, the communication network consists
of 2000 nodes, whereas the power network consists of 1000
nodes. We compare the results for a combination of SF-SF
and ER-ER networks. In Figure 4, we have plotted the size
of the giant component (as a fraction of the size of the
communication network) against the number of attacked
nodes. The targeted attack is based on the degree of nodes,
i.e., high degree nodes are compromised with high probability. The communication network is generated using
(i) a scale-free (SF) network using a power-law degree
distribution, (ii) the Erdos-Renyi (ER) G(n, p) model with
p = 0.01, and (iii) the Erdos-Renyi (ER) G(n, p) model
with p = 0.005. Only nodes in the communication network
are attacked. In Figure 5, we have plotted the size of the
giant component (as a fraction of the size of the power
network) against the number of attacked nodes (based on
degree). The power network is generated using the same
models as mentioned above. From Figures 4 and 5 we see
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Fig. 6. Variation of giant component size of communication network
with number of attacked nodes under different attack models, in the
communication network for scale-free and Erdos-Renyi models.
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Fig. 8. Variation of average path length in communication network with
number of attacked nodes in the network for scale-free and ErdosRenyi models.

In Figures 6 and 7, the communication network again
consists of 2000 nodes, whereas the power network consists of 1000 nodes. In Figure 6, we have plotted the size
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Fig. 9. Variation of average path length in power network with number of attacked nodes in the network for scale-free and Erdos-Renyi
models.

of the giant component (as a fraction of the size of the
communication network) against the number of attacked
nodes for various types of attacks. We have considered
two different types of networks, Scale-free (SF) and ErdosRenyi (ER) with p = 0.01. For the same SF networks,
we have considered attack of nodes based on their (i)
degree, (ii) betweenness, and (iii) clustering coefficients,
and compared them with random attacks. We have done a
similar study for ER networks and considered the different
types of attacks as above for the same network. We found
that, to cause the maximum damage (get the smallest giant
component) to a SF network, an adversary must delete
high betweenness nodes with high probability. The next
best strategy for an attacker is to compromise high degree
nodes with high probability. The third best strategy is to
compromise nodes with high clustering-coefficient with
high probability. For ER networks, the attacker can use any
attack strategy, because all of them give approximately the
same results. In Figure 7, we have plotted the size of the
giant component (as a fraction of the size of the power
network) against the number of attacked nodes for various types of attacks (based on degree, betweenness and
clustering coefficients). Here we can see that for both scalefree and Erdos-Renyi networks, targeted attacks based on
betweenness is the most effective strategy, while random
attacks is the least effective from the point of view of an
adversary. We observe that after targeted attacks, the size
of the giant component in Erdos-Renyi networks can be
twice as large as that in Scale-Free networks.
In Figures 8 and 9, the communication network again
consists of 2000 nodes, whereas the power network consists of 1000 nodes. The average path length is a measure
of how many hops a message must travel to reach the
destination and should be minimized, in order to reduce
the communication overhead. In Figure 8 we compare the
average path length due to node compromise for the communication network. We have considered only the average
path length in the giant component, because that is the
largest functional component in the network. For the same
SF networks, we have considered following attack of nodes
based on their (i) degree, (ii) betweenness, (iii) clustering
coefficients, and compare them with random attacks. We

have done a similar study for ER network and considered
the different types of attacks as above for the same network. For SF network, we see that on compromising nodes
with probability proportional to the betweenness, the path
average length increases the most. The average path length
is the longest for case (ii), followed by (i) and (iii). For ER
networks, the path length for all the three cases remain
almost the same. In Figure 9 we compare the average path
length due to node compromise for the power network.
In this case, the average path length is highest for SF networks when the attack is done based on betweenness and
lowest for attack based on clustering coefficient. For ER
graphs, the average path length is highest for attack based
on degree and lowest for attack based on betweenness.
In Figure 9, the average path length have not been plotted
for node compromise beyond 320 nodes in SF-SF networks
(for compromise based on degree/betweenness/clustering
coefficients), because the giant component vanishes at this
point.
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Fig. 10. Variation of giant component size with number of attacked
nodes in the communication network for Western States power grid
coupled with simulated communication network.
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Fig. 11. Variation of giant component size with number of attacked
nodes in the power network for Western States power grid coupled
with simulated communication network.

We have carried out experiments with real power grid
data for Western States power grid [52]. We have coupled
this network with synthetic SF communication network.
The Western States power grid consists of 4941 nodes,

12

Number	
  of	
  nodes	
  in	
  the	
  giant	
  component	
  

whereas the communication network consists of 9000
nodes. We compare random attack with targeted attack
based on degree, betweenness and clustering coefficient.
As in the previous case, the best attack strategy for the
attacker is to compromise nodes based on betweenness
and the worst strategy is to compromise nodes randomly.
The results are shown in Figures 10 and 11.
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Fig. 12. Variation of giant component size of communication and power
network with number of attacked nodes (based on degree) for adaptive
and non-adaptive deletion.

10000	
  
9000	
  
8000	
  
7000	
  
6000	
  
Non	
  Adap3ve	
  (comm)	
  

5000	
  

Non	
  Adap3ve	
  (power)	
  

4000	
  

Adap3ve	
  (power)	
  

2000	
  
1000	
  
0	
  
400	
  

600	
  

800	
   1000	
   1200	
   1400	
   1600	
   1800	
   2000	
  

Number	
  of	
  a4acked	
  nodes	
  (betweenness)	
  

Fig. 13. Variation of giant component size of communication and power
network with number of attacked nodes (based on betweenness) for
adaptive and non-adaptive deletion.

In Figure 12, we present experimental results for adaptive attacks. We consider communication and power scale
free networks for sizes 10000 and 1000 each. We compromise nodes in the following ways:

2)

Strategies for defending smart grids

Although, we have mostly talked about how an attacker
can target vulnerable nodes in a network, we can use this
to design a robust and fault-tolerant network. Understanding attack strategies is important to design good defense
strategies. Since it is advantageous for an attacker to do targeted attacks on nodes with high betweenness centrality,
guarding these nodes (power stations and communication
centers) is vital for the reliability of a smart grid. ER networks are more robust to attacks than SF networks. Even
with the current security measures taken by Governments
across the world, cyber-security of critical infrastructure
is not fool-proof. This paper stresses the importance of
protecting the important nodes in the network, because of
their vulnerabilities to attack. Though most of the power
grid networks have a power law degree distribution ([39]),
it might be better to design the underlying network as
an ER network. This will result in more robust networks,
though at the cost of efficiency.

Adap3ve	
  (comm)	
  

3000	
  

200	
  

1)

to that based on degree (as we have seen before). For
example, when 1000 nodes are compromised adaptively
based on degree, the size of giant component in communication network is 6915, whereas compromising adaptively
based on betweenness results in a giant component of 6310
nodes in the communication network. When nodes are
compromised adaptively based on clustering coefficient,
the adversary has less advantage compared to compromising adaptively based on the degree.

We consider adaptive attacks, in which we compromise 200 nodes at a time, every time calculating
the new set of compromised nodes, with probability proportional to the degree at that instant.
We consider attacks where 1000 nodes are compromised together, with probability proportional
to the degree.

In Figure 13, we compromise nodes selectively and
adaptively based on the betweenness. Similar as above,
the adaptive node compromise results in smaller giant
component than non-adaptive node compromise. Also,
compromising nodes selectively based on betweenness of
nodes, results in smaller size of giant component compared
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C ONCLUSION AND FUTURE WORK

In this paper, we have modeled the power and communication networks in a smart grid as two interdependent
networks, and analyzed the cascading failure in smart
grids for targeted attacks. This is one of the early works
on targeted attacks and adaptive attacks on smart grids,
which are modeled as interdependent networks. We have
given a mathematical expression for the size of the giant component when nodes are compromised. We have
carried out extensive experiments to show that targeted
attacks give an advantage to the adversary over random
attacks and adaptive attacks are more effective than nonadaptive attacks. For targeted attacks, choosing a node
with a probability proportional to its betweenness is more
effective than doing so with degree or clustering coefficient. We have shown than SF-SF networks are more prone
to targeted attacks, than ER-ER networks.
A challenging open problem is to obtain a closed-form
solution for the size of the giant component from the
mathematical analysis that we have presented. Another
important question is to present a good model of smart
grids, which will be resilient to both random and targeted
attacks. The structure of both the power and communication networks and the assignment of interlinks need
to be studied. An important question is to find which
network model and interconnection pattern will increase
the resilience of the smart grid. Since the smart grid will
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be a component of the Internet of Things (IoT), a future
direction of work is to propose a model, which will be resilient to attacks and can disseminate information rapidly
in the network.
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[40] René Pfitzner, Konstantin S. Turitsyn, and Michael Chertkov.
Controlled tripping of overheated lines mitigates power outages.
CoRR, abs/1104.4558, 2011.
[41] Amir Hamed Mohsenian Rad, Vincent W. S. Wong, Juri Jatskevich, Robert Schober, and Alberto Leon-Garcia. Autonomous

14

[42]
[43]
[44]

[45]
[46]

[47]
[48]

[49]
[50]
[51]
[52]
[53]

[54]
[55]
[56]

[57]

demand-side management based on game-theoretic energy consumption scheduling for the future smart grid. IEEE Trans. Smart
Grid, 1(3):320–331, 2010.
Alfredo Rial and George Danezis. Privacy-preserving smart
metering, 2010. Technical Report MSR-TR-2010-150, Microsoft
Research.
Sushmita Ruj and Amiya Nayak. A decentralized security
framework for data aggregation and access control in smart
grids. IEEE Trans. Smart Grid, 4(1):196–205, 2013.
Sushmita Ruj and Arindam Pal. Analyzing cascading failures in
smart grids under random and targeted attacks. In 28th IEEE
International Conference on Advanced Information Networking and
Applications, AINA 2014, Victoria, BC, Canada, May 13-16, 2014,
pages 226–233. IEEE Computer Society, 2014.
Sushmita Ruj and Arindam Pal. Fault Tolerance and Reliability
of Smart Grids, pages 1–11. Springer International Publishing,
Cham, 2019.
Arunabha Sen, Anisha Mazumder, Joydeep Banerjee, Arun Das,
and Randy Compton. Identification of K most vulnerable nodes
in multi-layered network using a new model of interdependency.
In 2014 Proceedings IEEE INFOCOM Workshops, Toronto, ON,
Canada, April 27 - May 2, 2014, pages 831–836. IEEE, 2014.
Jia Shao, Sergey V. Buldyrev, Shlomo Havlin, and H. Eugene
Stanley. Cascade of failures in coupled network systems with
multiple support-dependent relations. CoRR, 2010.
Wenting Wang, Qiang Ma, Lin Lin, Ti Guan, Dawei Tian, Shuqi
Li, and Jian Li. Adaptive observer-based attack location and
defense strategy in smart grid. Proceedings of the Institution
of Mechanical Engineers, Part I: Journal of Systems and Control
Engineering, 236(2):294–304, 2022.
Wenye Wang and Zhuo Lu. Cyber security in the smart grid:
Survey and challenges. Computer Networks, 57(5):1344–1371,
2013.
Wenye Wang, Yi Xu, and Mohit Khanna. A survey on the
communication architectures in smart grid. Computer Networks,
55(15):3604–3629, 2011.
Wenye Wang, Yi Xu, and Mohit Khanna. Enhancing network robustness against malicious attacks. Physical Review E, 85:066130,
2012.
Duncan. J. Watts and Steven. H. Strogatz. Collective dynamics
of ‘small-world’ networks. Nature, 393:440–442, 1998.
Osman Yagan, Dajun Qian, Junshan Zhang, and Douglas
Cochran. Optimal allocation of interconnecting links in cyberphysical systems: Interdependence, cascading failures, and robustness. IEEE Trans. Parallel Distrib. Syst., 23(9):1708–1720, 2012.
Yanling Yuan, Zuyi Li, and Kui Ren. Modeling load redistribution attacks in power systems. IEEE Trans. Smart Grid, 2(2):382–
390, 2011.
Yanling Yuan, Zuyi Li, and Kui Ren. Quantitative analysis of
load redistribution attacks in power systems. IEEE Trans. Parallel
Distrib. Syst., 23(9):1731–1738, 2012.
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